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Conventions

Conventions

These style and syntax conventions are used in Sybase® documentation.

Style conventions

Key

Definition

nonospaced(fi xed-
wi dt h)

e SQL and program code

e Commands to be entered exactly as shown
e File names

< Directory names

italic nonospaced

In SQL or program code snippets, placeholders for user-specified
values (see example below).

italic

¢ File and variable names
e Cross-references to other topics or documents

* Intext, placeholders for user-specified values (see example be-
low)

e Glossary terms in text

bold san serif

e Command, function, stored procedure, utility, class, and meth-
od names

¢ Glossary entries (in the Glossary)
¢ Menu option paths

« In numbered task or procedure steps, user-interface (Ul) ele-
ments that you click, such as buttons, check boxes, icons, and so
on

If necessary, an explanation for a placeholder (system- or setup-specific values) follows in

text. For example:

Run:

installation directory\start. bat

where installation directory is where the application is installed.
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Conventions

Syntax conventions

Key Definition

{} Curly braces indicate that you must choose at least one of the enclosed options. Do
not type the braces when you enter the command.

[1 Brackets mean that choosing one or more of the enclosed options is optional. Do
not type the brackets when you enter the command.

O Parentheses are to be typed as part of the command.

| The vertical bar means you can select only one of the options shown.

, The comma means you can choose as many of the options shown as you like,
separating your choices with commas that you type as part of the command.

An ellipsis (three dots) means you may repeat the last unit as many times as you
need. Do not include ellipses in the command.

Case-sensitivity

* All command syntax and command examples are shown in lowercase. However,
replication command names are not case-sensitive. For example, RA_CONFIG,
Ra_Config, and ra_config are equivalent.

« Names of configuration parameters are case-sensitive. For example, Scan_Sleep_Max is
not the same as scan_sleep_max, and the former would be interpreted as an invalid
parameter name.

« Database object names are not case-sensitive in replication commands. However, to use a
mixed-case object name in a replication command (to match a mixed-case object name in
the primary database), delimit the object name with quote characters. For example:
pdb_get_tables " TableName"

 ldentifiers and character data may be case-sensitive, depending on the sort order that is in
effect.

» Ifyou are using a case-sensitive sort order, such as “binary,” you must enter identifiers
and character data with the correct combination of uppercase and lowercase letters.

< Ifyou are using a sort order that is not case-sensitive, such as “nocase,” you can enter
identifiers and character data with any combination of uppercase or lowercase letters.

Terminology

Replication Agent™ is a generic term used to describe the Replication Agents for Adaptive
Server® Enterprise, Oracle, IBM DB2 UDB, and Microsoft SQL Server. The specific names
are:

« RepAgent — Replication Agent thread for Adaptive Server Enterprise
« Replication Agent for Oracle

2 Replication Server
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* Replication Agent for Microsoft SQL Server
« Replication Agent for UDB - for IBM DB2 on Linux, Unix, and Windows
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Introduction to Replication Server

Replication Server® replicates data in a distributed database system. Learn the benefits and
features of Replication Server, methods and concepts for replicating data, as well as defining
user roles in maintaining a replication system.

About Replication Server

Replication Server maintains replicated data in multiple databases while ensuring the integrity
and consistency of the data. It provides clients using databases in the replication system with
local data access, thereby reducing load on the network and centralized computer systems.

Replication Command Language

The Replication Command Language (RCL) enables you to customize replication functions
and to monitor and maintain the replication system. For example, you can request subsets of
data for replication at the table, data row, or column level. This feature further reduces
overhead by allowing you to replicate only the data that is needed at the replicate site.

Heterogeneous Data Servers

Replication Server supports heterogeneous data servers. You can build a replication system
from existing databases and applications without having to convert them. As your enterprise
grows and changes, you can add data servers to your replication system to meet your needs.

Replication Model

Replication Server uses a basic publish-and-subscribe model for replicating data across
networks. Users “publish” data that is available in a primary database, and other users
“subscribe” to the data for delivery in a replicate database. Users can replicate both changes to
the data (update/insert/delete operations) and stored procedures using this method.

Instructions to publish and subscribe to data are given at Replication Servers that control, or
have a connection to, each database. The user creates a replication definition at a primary
Replication Server, which controls the primary database containing the data to be published.
The replication definition specifies information such as which columns are to be replicated, or
in the case of a database replication definition, of the database objects to be replicated. The
user creates a subscription at a replicate Replication Server, which controls the replicate
database that will receive the information.

Replication Server Routes

Replication Servers communicate with each other through user-defined routes. Most
commonly, a primary Replication Server sends data to a replicate Replication Server through
one or more routes set up to transmit data from the primary database to the replicate database.
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Users may also transmit stored procedures from the replicate to the primary to request updates
of the primary data; in this case, data flows through one or more routes from the replicate
Replication Server to the primary Replication Server.

Connections and routes define the structure of the replication system. They allow Replication
Servers to send messages to each other and to send commands to databases. A connection
transfers messages from a Replication Server to a database. A route transfers requests from a
source Replication Server to a destination Replication Server.

Asynchronous Transaction Replication

Replication occurs asynchronously—that is, updates to data at the primary are transferred to
replicate databases in transactions separate from the update itself.

While asynchronous replication provides important advantages, system designers should
remain aware of the latency between initial and replicated updates.

Advantages of Replicating Local Data

Replicating tables on local data servers provides clients with local access to enterprise data,
which results in improved performance and greater data availability.

Improved Performance
In a typical Replication Server system, data requests are completed on the local data server
without accessing the WAN. Local clients gain improved performance because:

» Data transfer rates are faster on a LAN than they are on a WAN.

« Local access remains unaffected by network traffic over the WAN. Local clients that share
local data server resources do not compete with the enterprise-wide user community for
central resources.

Greater Data Availability
Because data is replicated at local and remote databases in a Replication Server system, clients
can operate in a fault-tolerant environment so that:

« Whenafailure occurs at a remote database, clients can use local copies of replicated data.
* When a WAN failure occurs, clients can use local copies of replicated data.
« When the local data server fails, clients can use replicated data at another site.

Network failure or database failure at other locations do not halt work at the local database.
When WAN communications fail, Replication Server stores operations on replicated tables in
stable queues (disk storage). The replicated tables at the unavailable databases are updated
when communications resume. If a local data server fails, clients can continue working by
temporarily accessing a replicate copy of the data.
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Replication Server and Distributed Database Systems

Distributed database systems allow client applications to access data on multiple database
servers throughout an enterprise—even geographically dispersed enterprises.

Replication Server ensures that data on replicate databases stays updated while off-loading
processing responsibilities from the source database. As this figure illustrates, these
enterprises may consist of many LANSs and one or more WANS.

Figure 1: Replication System in a Distributed Environment
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Replication Server minimizes performance and data-availability problems typically
associated with remote access in distributed systems. Since Replication Server provides
multiple copies of data, clients can rely on their own local data instead of remote, centralized
databases. In addition, you can copy only the data you want to destination databases.
Replication Server allows you to create a replication definition that identifies all or part of a
table to replicate. You can then subscribe to only the rows you want. You can create a database
replication definition that identifies the database objects—tables, functions, system
procedures, transactions, and data definition language (DDL)—to replicate. You can also
create a replication definition of a stored procedure—called a function replication definition
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—to facilitate rapid replication of large amounts of data and to replicate updates from replicate
databases back to the primary database. If your application requires it, you can consolidate or
“roll up” replicated data from primary tables into a centralized database.

You can group replication definitions, both table replication definitions and functions
replication definitions, in a publication and subscribe to them all at once. Publications allow
you to organize subscriptions and then monitor them with a single command.

A Replication Agent—RepAgent for sites running Adaptive Server—transfers transaction
information from a database to a Replication Server for distribution to replicate databases.
Sybase also offers Replication Agent for Microsoft SQL Server, DB2, and Oracle. RepAgent
is an Adaptive Server thread; all other Replication Agents are separate processes.

Several models for replicating data in distributed systems exist in Replication Server. Consult
the Replication Server Design Guide to help you determine which model best suits your
application. The model that you choose determines how you set up your system.

Setting up a replication system based on your distribution model involves:

« Creating tables to store primary and replicate data

« Setting up routes and connections between Replication Servers and establishing
permissions that control access to primary data

» Creating replication definitions that identify the data you want replicated
« Creating subscriptions from replicate databases to those replication definitions

See also
» Replication Server Technical Overview on page 23
e Manage a Replication System on page 71

Replication Server Basic Primary Copy Model

The basic primary copy model is the simplest approach Replication Server uses to copy data to
distribute updates from one source (primary) database to one or more destination (replicate)
databases.

To ensure consistency, a source table is designated as the primary table. All other versions of
the table are replicates. In this approach, replicate tables are read-only and used for operations
that do not modify the data.

As updates occur at the primary table, Replication Server captures the updates and sends them
to replicate data servers. In this model, clients at remote sites can also update primary data,
either directly by accessing the primary database over the network or indirectly through
replicated stored procedures.

If communication between the primary and destination databases fails, operations executed in
the primary database are stored in Replication Server stable queues until they can be delivered
to replicate sites. Likewise, operations executed remotely are held in stable queues until they
can be delivered to the primary database.
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This arrangement lets remote client applications take advantage of Replication Server fault
tolerance while preserving the basic primary copy model.

This figure illustrates Replication Server configurations using the primary copy method of
replicating data.

Figure 2: Replication Server Basic Primary Copy Model
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See also

» Specify Data for Replication on page 31

»  Manage Replicated Functions on page 335

» Transaction Handling with Replication Serveron page 41

Replication System Processing

A typical replication system is based on the basic primary copy model, in which a primary
Replication Server and a data server are separated across a WAN from replicate Replication
Servers.

Note: This example does not cover the case where primary data is updated at the replicate
database.
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Figure 3: Replication System Overview
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This Replication System Overview diagram illustrates how data is replicated from a primary
database to replicate databases. The following actions take place:

1. RepAgent reads the primary database log and converts transactions for tables or stored
procedures that are marked for replication into commands that are sent to Replication
Server.The Replication Server stores the transactions in a stable queue using distributed
concurrency control.

2. The primary Replication Server:

a. Determines which Replication Servers manage replicate databases with subscriptions
for the data
The primary Replication Server may have a direct route to a subscribing Replication
Server or an indirect route, with one or more intermediate Replication Servers in
between.

b. Forwards the transaction to the appropriate replicate Replication Server, where it is
stored in a stable queue

c. Applies the transaction to any local replicate database for which there is a subscription
for the data

3. The replicate Replication Server performs one or both of the following actions:

* Routes the transaction to another Replication Server
» Applies the transaction to replicate databases that it manages

See also
» Distributed Concurrency Control on page 45
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Set Up a Primary Copy Model System
You need to create and configure several replication system components to set up areplication
system according to the basic primary copy model.

« Set up routes and connections between Replication Servers.

« Create the table in the primary and replicate databases. The table should have the same
structure in each database.

» Create indexes and grant appropriate permissions on the tables.

« Allow replication on the tables using the sp_setreptable system procedure.

« Create a replication definition for the table at the primary site.

» At each site, create a subscription for the table replication definition at the primary site.

See also

*  Manage Routes on page 141

»  Manage Database Connections on page 165

»  Manage Replication Server Security on page 205
»  Manage Replicated Tables on page 261

»  Manage Subscriptions on page 353

Other Distributed Data Models

Besides the basic primary copy model, Replication Server also lets you design your system
based on other distributed data models.

Other distributed data models include:

 Distributed primary fragments
« Corporate rollup
» Redistributed corporate rollup

For complete information about these distributed data models, see Replication Server Design
Guide > Implementation Strategies.

Warm standby applications represent another type of application model. See Replication
Server Administration Guide Volume 2 > Manage Warm Standby Applications.

Distributed Primary Fragments
Applications that use the distributed primary fragments model include distributed tables that
contain both primary and replicated data.

The Replication Server at each site distributes modifications made to local primary data to
other sites and applies modifications received from other sites to the data that is replicated
locally.

This figure shows the flow of data for distributed primary fragments.
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Figure 4: Distributed Primary Fragments Model
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The tasks needed to set up a distributed primary fragment system are similar to those for
creating a basic primary copy system, with the following exceptions and additions:

Your application should avoid or handle cases where multiple sites update the same data at
the same time. Sybase recommends that each fragment have a single “owner” site.
Databases can be both primary and replicate. Make sure that tables with the same structure
exist at both primary and replicate sites.

Create routes from each primary site to all sites that subscribe to its data.

Create a replication definition at any site where there is primary data, even if it is a
“remote” site.

Create subscriptions at each site for the replication definitions at the other sites. If nis the
number of sites, create /-1 subscriptions for each replication definition.

Corporate Rollup

The corporate rollup model has distributed primary fragments and a single, centralized
consolidated replicate table.

The table at each primary site contains only the data that is primary at that site. No data is
replicated to these sites. The corporate rollup table is a “roll-up” of the data at the primary
sites.

This figure illustrates the flow of data for a corporate rollup application model:
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Figure 5: Distributed Primary Fragments with Corporate Rollup
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The corporate rollup model requires distinct replication definitions at each primary site. The
site where the data is consolidated subscribes to the replication definition at each primary
site.

Creating a Corporate Rollup Application
You can create a corporate rollup application from distributed primary fragments.

1. Activate a Replication Agent at each primary site. However, you do not need to activate a
Replication Agent at the central site, since data is not replicated from that site.

Create tables in each primary database and in the database at the central site.
Allow for replication on tables at each remote database where primary data is stored.
Create replication definitions for tables at each remote site where primary data is stored.

At the headquarters site, where the data is to be consolidated, create subscriptions for the
replication definitions at the remote sites.

o~ wD
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Redistributed Corporate Rollup
The redistributed corporate rollup model is similar to the corporate rollup model.

Primary fragments distributed at remote sites are rolled up into a consolidated table at a central
site. At the site where the fragments are consolidated, however, a Replication Agent processes
the consolidated table as if it were primary data. The data is then forwarded to Replication
Server for distribution to subscribers.

This figure illustrates the flow of data in an application based on the redistributed corporate
rollup model:

Figure 6: Distributed Fragments with Redistributed Corporate Rollup
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The consolidated table is described with a replication definition. Other sites can then

subscribe to this table. Do not allow applications to update the corporate rollup table directly.
All updates should originate from the primary sites.

The tasks associated with creating a redistributed corporate rollup replication system are
identical to the corporate rollup model, except that:
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* A Replication Agent must be activated at the headquarters site for the consolidated
database so that all updates are submitted to the Replication Server as if they were made by
a client application.

RepAgent must be configured with its send_maint_xacts_to_replicate option set to true.
Otherwise, the Replication Agent filters will not redistribute replicated data as primary
data.

* AReplication Agent is required for the headquarters Replication Server, since data will be
redistributed from that site.

» Atthe headquarters site a replication definition must be created for each table. Other sites
can create subscriptions to this replication definition, but the primary sites cannot
subscribe to their own primary data.

» The headquarters Replication Server must have routes to the other sites that create
subscriptions for the consolidated replicate table. If the primary sites create subscriptions,
routes must be created to them from headquarters.

« Do not allow rollup sites to re-create subscriptions to their primary data. If they do,
transactions could loop endlessly through the system.

See also
e Manage a Replication System on page 71

Replication Server and Non-ASE Data Servers
Replication Server supports non-ASE data servers through an open interface. You can use any
data-storage system as a data server if it supports a set of required basic data operations and
transaction-processing directives.

Sybase provides ExpressConnect for Oracle to connect Replication Server with Oracle data
servers, and Sybase Enterprise Connect™ Data Access (ECDA) to connect Replication Server
with other supported non-ASE data servers. If a data server does not support Sybase Open
Client™ and Open Server™, you can create an Open Server gateway to allow Replication
Server to access the data server.

For detailed information about using Replication Server with databases from different
vendors, see the Replication Server Heterogeneous Replication Guide.

Other open architecture components include:

» Replication Agents
A Replication Agent detects modifications made to primary data and submits them to
Replication Server for distribution to other databases.
The RepAgent thread in Adaptive Server is the Replication Agent for Adaptive Server
databases.
If you use non-Adaptive Server data servers, you must provide a replication agent for
them. Replication Agents for Microsoft SQL Server, IBM DB2 UDB, and Oracle
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databases are available from Sybase. For details, see the Replication Server Design Guide
and Sybase documentation for Replication Agent.

Error classes and error processing actions

Error classes allow you to tailor your system to handle database errors for a type of data
server. You can specify error actions in response to errors that a data server returns to
Replication Server. Replication Server provides a default error class for Adaptive Server.
Replication Server 15.2 and later provides default error classes for Oracle, Microsoft SQL
Server, and IBM DB2 UDB databases. See Replication Server Administration Guide
Volume 2 > Handle Errors and Exceptions.

Functions, function strings, and function-string classes

Replication Server uses function strings to format replicated operations correctly for a
type of destination database. To aid replication system administrators, Replication Server
groups all the function strings for a particular type of database into a function-string class.
Replication Server provides default function-string classes for Adaptive Server and
provides connection profiles that install function-string classes for Oracle, Microsoft SQL
Server, and IBM DB2 UDB databases. You can customize function strings to execute
commands appropriate for your database and application. See Replication Server
Administration Guide Volume 2 > Customize Database Operations for details.

Warm Standby Applications

Use Warm standby applications to maintain a set of databases, one or more of which functions
as standby copies of an active database.

As clients update the active database, Replication Server copies transactions to the standby
databases, maintaining consistency between them. Should the active database fail for any
reason, you can switch to a standby database, making it the active database, and resume
operations with little interruption.

Replication Server provides two methods for setting up a warm standby application. In both
methods, the active and standby databases must be Adaptive Server or Oracle databases. They
can act as either a primary or replicate database with respect to other databases in the system.

One method uses the multisite availability (MSA) feature to set up an active and one or
more standby databases.

The second method lets you set up an active and a single standby database, both of which
must be managed by the same Replication Server. This warm standby application is
considered a single logical unit in a Replication Server system.

See Replication Server Administration Guide Volume 2 > Manage Warm Standby
Applications to set up warm standby applications for Adaptive Server databases.

See Replication Server Heterogeneous Replication Guide > Heterogeneous Warm
Standby for Oracle to set up warm standby applications for Oracle databases.
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See also
»  Manage Replicated Objects Using Mulltisite Availability on page 401

Mixed-Version Replication Systems

A replication system can include Replication Servers or Adaptive Servers of different
versions. Each system presents different issues.

« If areplication system domain has Replication Server 15.5 and later, then the system
version, and all site and route versions in the replication system domain, must be version
12.6 and later.

You must upgrade Replication Server to version 12.6 or later, set site version to 12.6 or
later, and upgrade routes to 12.6 or later, before you can upgrade to version 15.5 or later.
See Replication Server Configuration Guide > Upgrade or Downgrade Replication
Server.

« Whenall Replication Servers are at least version 12.6 and the system version is setto 12.6,
each Replication Server uses features according to its site version. For example,
Replication Servers running version 15.5 can use all 15.5 features among themselves,
while Replication Servers running 15.0 can only use 15.0 features. Such a system is called
a mixed-version systenr, each Replication Server can use all of its features.

Restrictions in Mixed-Version Systems
Interaction between Replication Servers of different versions is restricted to the capabilities of
the oldest version.

Information associated with new features may not be available to Replication Servers of
earlier versions. See the documentation for each feature introduced in a new version, such as
function-string inheritance or multiple replication definitions, for additional information
about usage restrictions in mixed-version environments.

Refer to the installation and configuration guides and the release bulletin for your platform for
more information about mixed-version systems and about setting the site version and system
version.

Mixed Versions of Adaptive Server
You can use Replication Server version 15.0 or later with different versions of Adaptive
Server.

Although you can use data sources and destinations other than Adaptive Server, Replication
Server requires Adaptive Server for warm standby databases and either Adaptive Server or
SQL Anywhere® for Replication Server System Databases (RSSD).

Note: Sybase does not support replication of Adaptive Server system databases, such as
t enpdb, nodel , sybsyst enpr ocs, sybsecuri ty, and sybsyst entdb. The
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replication of the Adaptive Server system database master is supported only if the Adaptive
Server supports master database replication.

Some capabilities of Replication Server version 15.0.1 require you to use an Adaptive Server
version 15.0.1 or later.

Some capabilities of Replication Server version 15.2 require you to use an Adaptive Server
version 15.0.3 or later. For example, the SQL statement replication feature in Replication
Server version 15.2 requires Adaptive Server version 15.0.3 or later.

Refer to the installation and configuration guides and the release bulletin for your platform for
more information about using Adaptive Server with Replication Server.

Replication System Security

Replication Server provides careful management of the login names, passwords, and
permissions that are essential for system security. In addition, Replication Server supports
third-party security mechanisms that safeguard data transmission across the network.

See also
»  Manage Replication Server Security on page 205

Replication Server Security Features

Replication Server enforces security using several features.
Replication Server enforces security using login names, encryption, and permissions.

» Replication Server login names
Each Replication Server has its own set of login names, which are distinct from data server
login names. This distinction gives the replication system administrator control over
replicated data and other aspects of the replication system.

« Data server login names
Data server login names are used with client applications to connect to data servers.
Clients are generally given permission to update primary data. On replicate tables,
however, clients are generally granted permission to select or view data, but are prohibited
from making changes to data. These permissions are controlled in the data server,
according to the application.

« Data server maintenance user login names
Replication Server uses a special data server maintenance userlogin name for each local
data server database that contains replicate tables. This allows Replication Server to
maintain and update the replicate tables in the database.

» Password encryption
You can encrypt passwords in sensitive areas of the replication system.

e Permission system
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Replication Server permissions are assigned to and cancelled from Replication Server
login names using the grant and revoke commands.

See also
» Replication Server Roles and Responsibilities on page 19

Network-based Security Features
Replication Server supports third-party, network-based security mechanisms.

Third-party network-based security mechanisms can:

« Establish unified logins to servers on the network.
The security mechanism authenticates users at login. Each authenticated user is given a
security credential that can be presented to remote servers as needed. As a result, users can
seamlessly access different servers using a single login.
» Ensure secure data transmission across the network
A choice of different data protection services can:
e Encrypt and decrypt data transmissions
* Verify that a transmission has not been tampered with
« \erify the origin of each transmission
» Verify that a transmission has not been captured and re-sent
« Verify that transmissions are received in the order sent

See also
e Manage Network-based Security on page 230

Replication Server Roles and Responsibilities

Administering the replication system is primarily the role of the replication system
administrator. The database administrator plays a subsidiary role by supporting some
Replication Server administration tasks. At some sites, role distinctions may not be clear-cut
and some responsibilities can overlap.

Replication System Administrator

The replication system administrator installs, configures, and administers the replication
system.

On a WAN, this role may be performed by different people at different locations. If this is the
case, various tasks for administering Replication Server may require coordination between
replication system administrators.

The replication system administrator has sa user permissions, which provide that person with
the ability to execute nearly all commands in the replication system. In managing the system,
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the replication system administrator may need to coordinate with database administrators for
both local and remote databases.

Database Administrator
The database administrator has two responsibilities.

The database administrator is responsible for:

« Administering local data servers, including login names and permissions.
* Managing data in a distributed database system. Various tasks may require coordination
between database administrators for different databases.

Replication Server Tasks and Responsibilities

Use the Replication Server Tasks and Responsibilities table to assign tasks and roles to
maintain the replication system.

Table 1. Replication Server Tasks and Responsibilities

Task References Roles
Installing Replication Server and initial configura- | Installation and replication system ad-
tion. configuration ministrator (RSA), data-
guides base administrator
(DBA)
Starting up and shutting down Replication Server. | Manage a Replica- | RSA
tion Systemon
page 71
Quiescing Replication Server. Manage a Replica- | RSA, DBA
tion Systemon
page 71
Adding login names, database users, and adminis- | Manage Replica- | RSA, DBA
tering appropriate permissions. tion Server Security
on page 205
Monitoring Replication Server. Manage a Replica- | RSA
tion Systemon
page 71
Configuring Replication Server. Manage a Replica- | RSA
tion Systemon
page 71
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Task References Roles
Addin_g replicated tables and stored procedures or | , Manage Repli- RSA, DBA
changing table schemas. cated Tables on
 Creating and modifying replicated tables and page 261 _
stored procedures. * Manage Repli-
+  Creating and modifying table and function rep- cated Functions
lication definitions. on page 335
«  Creating and materializing subscriptions at rep- | *  Manage Sub-
licate sites. scriptions on
page 353
Defining data server function-string classes and Replication Server | RSA, DBA
function strings. Administration
Guide Volume 2 >
Customize Data-
base Operations
Maintaining routes. Manage Routeson | RSA
. o page 141
» Creating and modifying routes.
Maintaining and monitoring database connections. | Manage Database | RSA
. . . Connections on
» Suspending and resuming connections. page 165
Creating a warm standby application. Replication Server | RSA, DBA
Administration
Guide Volume 2 >
Manage Warm
Stanadby Applica-
tions
Localizing Replication Server. Replication Server | RSA
Design Guide
Adding a primary or replicate database connection. | Manage Database | RSA, DBA
Connections on
page 165
Adding or removing a Replication Server. Manage a Replica- | RSA
tion Systemon
page 71
Processing rejected transactions. Replication Server | RSA, DBA
Administration
Guide Volume 2 >
Handle Errors and
Exceptions.
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Task References Roles
Administering local data server. Adaptive Server or | DBA
. . local server docu-
» Suspending or resuming data server. mentation.
Managing the RSSD. Manage a Replica- | RSA, DBA
tion Systemon
page 71
Managing Embedded Replication Server System Manage a Replica- | RSA, DBA
Database (ERSSD). tion Systemon
page 71
Creating, deleting, and modifying databases for Adaptive Server or | DBA
replication. local server docu-
mentation.
Setting up database user login names and pass- Adaptive Server or | DBA
words. local server docu-
mentation.
Performing regular backups. Replication Server | DBA
Administration
Guide Wolume 2 >
Verify and Monitor
Replication Server.
Applying database recovery procedures. Replication Server | RSA, DBA
Administration
Guide Volume 2 >
Replication System
Recovery
Reconciling database inconsistencies. Manage Subscrip- | RSA, DBA
tions on page 353
Auditing user actions performed on Replication Command Audit- | RSA

Server.

ing on page 257
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Replication Server Technical Overview

Acquire a technical overview of Replication Server and the replication system.

Learn about:

« Components of a distributed database system based on Replication Server
* Movement of transactions from a primary database to a replicate database.

» Aspects of Replication Server that play a role in receiving and distributing data at primary
and replicate sites.

« Diagnosing and troubleshooting replication system problems.

Replication System Components

A replication environment consists of components and resources that must be present or
assembled before you can run Replication Server.

Components in a Replication Server environment can include:

» Replication Server

« Data servers such as Adaptive Server.

* Replication Server System Database (RSSD)

« Replication Agent, ExpressConnect for Oracle, and ECDA

e Client applications

« System management tools such as Sybase Control Center or Sybase Central™

Each component uses the Open Client/Server™ Interface to communicate with other
components.

This Replication Server Domain diagram illustrates a simple configuration for a WAN-based
distributed database system based on Replication Server.
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Figure 7: Replication Server Domain
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The Replication Server at each primary or replicate site coordinates data replication activities
for local data servers and exchanges data with Replication Servers at other sites.

Replication Server provides guaranteed delivery of transactions to each replicate site by:

« Receiving transactions from primary databases through a Replication Agent and
distributing them to replicate database sites that have subscriptions for the data

« Receiving transactions from other Replication Servers and applying them to local
replicate databases or forwarding them to other replication servers that have subscriptions
for the data

» Receiving requests for data updates from a replicate database and applies them to a
primary database

24 Replication Server



Replication Server Technical Overview

The information needed to accomplish these tasks is stored in Replication Server system
tables that are stored in the Replication Server System Database.

See Replication Server Administration Guide Volume 2 > Performance Tuning > Replication
Server Internal Processingfor more information about the internal elements of the Replication
Server.

See also
» Replication Server System Database (RSSD) on page 26

ID Server
The ID Server is a Replication Server that registers all Replication Servers and databases in the
replication system.

Inaddition to the usual Replication Server tasks, the Replication Server acting as the ID Server
assigns a unique 1D number to every Replication Server and database in the replication
system. The ID Server also maintains version information for the replication system.
Otherwise, the ID Server is like any other Replication Server.

To allow a new Replication Server, or the Replication Server that manages the new database,
to log in and retrieve an 1D number, the ID Server must be running each time a:

* Replication Server is installed
* Route is created
« Database connection is created or dropped

Because of these requirements, the 1D Server is the first Replication Server that you install and
start when you install a replication system. If you have only one Replication Server, or if you
are installing Replication Server for the first time, then that Replication Server is also the ID
Server. If you are adding a Replication Server to an existing replication system, you must
know the name of the Replication Server in the system that is the ID Server.

The ID Server must have a login name for Replication Servers to use when they connect to the
ID Server. The login name is recorded in the configuration files of all Replication Servers in
the replication system by the rs_init configuration program when you are setting up and
managing the replication system.

Warning! The ID Server is critical to your replication environment, and is difficult to move
once it has been installed. Once you have selected a name for the ID Server, you cannot change
to a different Replication Server. Sybase does not support any procedures that change the
name of the ID Server in the configuration files.

See also
» Manage a Replication System on page 71
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Replication System Domain
Replication system domain refers to all replication system components that use the same 1D
Server.

Some organizations have multiple independent replication systems. Since the ID Server
determines member Replication Servers and databases in a replication system, one replication
system in an organization with multiple replication systems is also called an 1D Server
domain.

No special steps are required to set up multiple ID Server domains. Every Replication Server
or database belongs to one replication system and has a unique ID number in that ID Server
domain.

You can set up multiple replication system domains, with the following restrictions:

« Replication Servers in different domains cannot exchange data. Each domain must be
treated as a separate replication system with no cross-communication between them. You
cannot create a route between Replication Servers in different domains.

« A database can be managed by only one Replication Server in one domain. Any given
database is in one, and only one, ID Server’s domain. This means that you cannot create
multiple connections to the same database from different domains.

See also
» Add a Replication System Domain on page 78

Replication Server System Database (RSSD)

The Replication Server System Database (RSSD) is a database that contains the Replication
Server system tables.

Each Replication Server requires an RSSD or an Embedded Replication Server System
Database (ERSSD) to hold the system tables for one Replication Server. The RSSD is
managed by the Adaptive Server. The ERSSD is managed by SQL Anywhere®.

System Tables
Replication Server system tables hold information that Replication Server requires to send

and receive replicated data.
System tables hold information such a:

« Descriptions of replicated data and related information

« Descriptions of replication objects, such as replication definitions and subscriptions
» Security records for Replication Server users

« Routing information for other Replication Server sites

» Access methods for the local databases

e Other administrative information
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The Replication Server system tables are loaded into the RSSD during Replication Server
installation.

See Replication Server Reference Manual > Replication Server System Tables for a
comprehensive list of system tables.

System table contents are modified during Replication Server activities, such as the execution
of RCL commands or Sybase Central™ procedures. Only the replication system
administrator, or members of the rs_systabgroup group, can alter the system tables.

To query the system tables and find status information:

« Use Sybase Central to view replication system details and properties.

» Use Replication Server system information or system administration commands. See
Replication Server Reference Manual > Introduction to the Replication Command
Language > System Information Commandsand Replication Server Reference Manual >
Introduction to the Replication Command Language > System Administration
Commandes.

» Use Adaptive Server stored procedures to display information about the replication
system. See Replication Server Reference Manual > Adaptive Server Commands and
System Procedures.

Warning! RSSD tables are for internal use by Replication Server only. You should never
modify RSSD tables directly unless directed by Sybase Technical Support.

RSSD and Replication Agent Specifications
A Replication Agent is needed for the RSSD if the Replication Server is the source for any
route.

If Replication Server is the source for any route, Replication Server distributes some of the
information in its RSSD to other Replication Servers.

The RSSD is dedicated to the Replication Server that it supports; do not use it to store user
data. However, a single data server may contain the RSSD and user databases. The database
device space for the RSSD must be at least 20MB (10MB for data and 10MB for the log). It is
best to put the database and the database log on separate devices.

See also
* Manage Routes on page 141

Adaptive Server or Other Data Server

Adaptive Server or other data servers in a replication system, manage databases containing
either primary or replicate data.

Client applications use Adaptive Server to store and retrieve data and to process transactions
and queries.
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Each Replication Server requires an Adaptive Server database for its Replication Server
System Database (RSSD) or an SQL Anywhere database for its Embedded Replication Server
System Database (ERSSD), which contains the Replication Server system tables.

Replication Server also supports non-ASE data servers through an open interface. You can use
any system for storing data if it supports a set of required basic data operations and transaction
processing directives. For data servers that contain primary databases, you must use a
compatible Replication Agent program and Sybase Enterprise Connect™ Data Access
(ECDA) component.

Actively supported data servers are data servers for which Sybase provides all the required
software, documentation, and support for the data servers to serve as both a primary or a
replicate data server.

See the Replication Agent Release Bulletin for the list of actively supported non-ASE data
servers and see the Replication Server Heterogeneous Replication Guide for details on
heterogeneous data server support.

Replication Agent

A Replication Agent notifies Replication Server of actions in a primary database that must be
copied to other databases.

The Replication Agent reads the database transaction log and transfers log records for
replicated tables and stored procedures to the Replication Server managing the database,
which distributes the modifications to databases that subscribe to the data.

A Replication Agent is needed for every database that contains primary data and for every
database where stored procedures that need to be replicated are executed. A database that
contains replicated data and no stored procedures marked for replication does not require a
Replication Agent.

Replication Agents communicate with Replication Server by executing commands in Log
Transfer Language (LTL).

See Replication Server Design Guide > Introduction to Replication Agents for more
information about LTL commands.

Which Replication Agent for Your System?
The Replication Agent you use depends on the data servers in the replication system.

Supported Replication Agents are:

* RepAgent—for Adaptive Server data servers. RepAgent, athread in Adaptive Server, is the
Replication Agent described in the Replication Server Administration Guide.

« Replication Agents available for non-ASE data servers:
« IBMDB2
e |BM DB2 UDB
* Microsoft SQL Server
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¢ Oracle

ExpressConnect for Oracle

ExpressConnect for Oracle provides direct communication between Replication Server and a
replicate Oracle data server.

ExpressConnect for Oracle which is available with Replication Server Options 15.5 and later,
eliminates the need for installing and setting up a separate gateway server, thereby improving
performance and reducing the complexities of managing a replication system.

See the Replication Server Heterogeneous Replication Guide and the Replication Server
Options documentation.

Enterprise Connect Data Access

Sybase Enterprise Connect™ Data Access (ECDA) is an integrated set of software
applications and connectivity tools that allows you to access data within a heterogeneous
database environment.

ECDA gives you the ability to access a variety of LAN-based, non-Sybase data sources, as
well as mainframe data sources. It consists of components that provide transparent data access
within an enterprise. You require a specific ECDA component for each actively supported
non-ASE database that does not already provide an Open Server interface. This is required for
replication to the non-ASE database.

See the Replication Server Heterogeneous Replication Guide and the Replication Server
Options documentation.

Client Applications
A client application is a program that accesses a data server.

When the data server is Adaptive Server, applications can be programs created with Open
Client Client-Library™ or DB-Library™, Embedded SQL™, or any other front-end
development tool that is compatible with the Open Client/Server Interfaces such as
PowerBuilder®. Open Client/Server includes routines and protocols for client/server
communications.

In a simple replication system, clients update primary databases and Replication Server
updates replicate databases. By replicating stored procedures, clients can update primary data
from any replicate database.

System Management Tools

You can use system management tools such as Sybase Control Center and Sybase Central™, to
manage your replicaton system.
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Sybase Control Center for Replication

Sybase® Control Center for Replication is a Web-based solution that replaces Replication
Monitoring Services (RMS), a middle-tier server, in monitoring the status and availability of
servers in a replication environment.

Sybase Control Center for Replication allows you to monitor and manage large, complex, and
geographically dispersed replication environments. It lets you search, sort, and filter servers
and component objects to support a larger environment than what the current Replication
Manager and Replication Monitoring Services can handle.

Sybase Control Center for Replication provides status information at a glance, using server
monitors and a heat chart for displaying the availability or status of a specific server. The
server monitors display high-level information, such as server version and platform. The
server monitors also display critical performance counters to aid you in troubleshooting
replication performance.

To help you control the flow of data and configure replication parameters to improve server
performance, Sybase Control Center for Replication provides a quick administration tool that
you can easily access through every replication monitor.

In addition to the monitors, Sybase Control Center for Replication provides a topology view
that graphically displays the servers, the connections between servers, data flow in the
environment, and a replication path's sources and targets. Graphs and charts are also available
for monitoring performance counters.

See Sybase Control Center > Sybase Control Center for Replication.

Sybase Central
Sybase Central is a graphical management tool for Sybase products.

It implements the Sybase enterprise management strategy, which calls for a single
management console, seamlessly integrated, across all server and middleware products. It
connects to and manages Sybase products that are running on any Sybase-supported platform.
Sybase Central is available on all Windows and UNIX platforms that Replication Server
supports.

The Replication Manager is a plug-in to Sybase Central, which allows you to develop,
manage, and monitor a replication environment.

Replication Manager (RM) Plug-in to Sybase Central
The Replication Manager plug-in to Sybase Central is a management utility for developing,
managing, and monitoring replication environments.

With its easy-to-use interface, Replication Manager allows you to perform many
administrative tasks that you would otherwise use RCL commands to perform, including:
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< Creating, altering, and deleting Replication Server objects such as, connections, routes,
replication definitions, and subscriptions.

e Managing, monitoring, and troubleshooting replication system components.
« Monitoring the availability of servers and the state of connections and routes.

» Generating the RCL scripts for all Replication Server objects. Providing a script editor
window that allows users to submit RCL or SQL to a server.

« Managing a replication domain, including configuration parameters for Replication
Servers, Replication Agents, RepAgent threads, connections, and routes.

« Controlling the flow of data by suspending and resuming connections and routes.
» Displaying transactions in Replication Server stable queues.

« Displaying transactions in Replication Server exception log and allowing the user to edit
and resubmit transactions.

» Managing a warm standby environment.

Replication Monitoring Services (RMS)
Replication Monitoring Services is a monitoring tool that you can use if your replication
environment is fairly complex, involving ten or more servers.

RMS allows you to monitor various servers and components in your environment, acting as a
middle layer between the Replication Manager and the servers in the replication environment.
RMS also provides the ability to control the flow of data and set the configuration parameters.

Specify Data for Replication

Replication Server lets you define the data and stored procedures that you want to replicate at
remote databases, as well as letting you specify the destination databases themselves.

Replication Server uses the relational database model to represent data in tables that have a
fixed number of columns and a varying number of rows. Each table you want to replicate must
have one or more columns that can be used as a primary key to uniquely identify each row.

As part of design and planning, you designate source and destination databases for your
replication system and create the routes that replicated data follows from one Replication
Server to another.

In general, a source database contains primary data and may be called the primary database,
while a destination database contains replicate data and may be called the replicate database.
Depending on your implementation, the same database may contain both primary and
replicate data. Transactions or stored procedure executions are replicated from primary to
replicate databases. Stored procedure executions may also be replicated from replicate to
primary databases.

See also
» Replication Server Basic Primary Copy Model on page 8
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Replication Definitions and Subscriptions for Tables

You create one or more replication definitions to describe each primary (source) table.

A replication definition lists a table’s columns and datatypes, the columns that make up the
primary key, the columns that can be used in subscribing to the primary data, and specifies the
location of the primary version of the table.

A replication definition may include additional settings to let you customize how you will use
it. For example, you can create a replication definition just for replicating into a standby
database in a warm standby application.

You then create subscriptions for transactions on the data defined in the replication definition.
A subscription instructs Replication Server to copy transactions for all rows or for qualifying
rows only. Copies of a table can be limited to only the rows or columns needed.

Typically, creating a subscription causes Replication Server to copy the initial requested data
from the primary database to the replicate database. This process is called subscription
materialization. Once the subscription is created and materialized, Replication Server begins
distributing database operations for the primary data as they occur.

See also
»  Manage Replicated Tables on page 261
»  Manage Subscriptions on page 353

Replication Definitions for Database Objects

You can use multisite availability (MSA) to create a single database replication definition to
describe the data to be sent to the replicate database.

The database replication definition describes the database objects that are to be replicated. You
can choose to replicate, or not replicate, individual tables, transactions, functions, system
stored procedures, and DDL.

You then create a single database subscription at each subscribing database for the data
described in the database replication definition. Database subscriptions cannot limit the data
copied.

MSA provides a simple replication methodology that requires only one replication definition
for the primary database and only one subscription for each subscribing database. If you want
to transform the data or if a table needs to have a different replicate minimal columns or
dynamic SQL setting than the target connection, you must add table and function replication
definitions.

See also
»  Manage Replicated Objects Using Multisite Availability on page 401
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Replication Definitions for Stored Procedures
A replication definition of a stored procedure is called a function replication definition.

For certain operations, replication of stored procedures may offer significant performance
improvements over table replication. In addition, you can replicate stored procedures to
update data from a replicate database to a primary database.

See also

» Deferred Name Resolution on page 127

»  Manage Replicated Functions on page 335
»  Manage Subscriptions on page 353

Benefits of Replicated Functions over Normal Replication
Learn the benefits of replicated functions.

Adaptive Server logs a record for each row modified by a Transact-SQL® command. When a
single Transact-SQL command modifies multiple rows, Replication Server treats each log
record received from the Replication Agent as a separate command in the transaction. For
example, to replicate the results of a single update command that modifies 1000 rows in the
primary database, Replication Server may execute 1000 update commands in each replicate
database.

Commands that modify many rows can affect performance of replicate Adaptive Servers and
the replication system. The volume of rows delivered through the replication system may use
all available space in stable queues.

If an application updates multiple rows in a primary table, you can use replicated stored
procedures to maintain data in destination databases. Because commands in stored procedures
can modify multiple rows, using stored procedures allows you to update rows in replicate
databases without passing images of the rows through the replication system. Only a single
record reflecting stored-procedure execution and its parameters replicates through the system.

You can use SQL statement replication to improve the performance for a single Transact-SQL
command which modifies multiple rows. See Replication Server Administration Guide
Volume 2 > Performance Tuning > SQL Statement Replication.

In Replication Server, you can enable support for the Adaptive Server deferred name
resolution feature.

See also

»  Manage Replicated Functions on page 335
e Manage Subscriptions on page 353

e Deferred Name Resolution on page 127
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Use Replicated Functions
A function replication definition describes a replicated stored procedure.

A function replication definition includes:

e The parameters and datatypes

» The location of the primary data that the stored procedure may modify

o Parameters that can be used in subscribing to stored-procedure executions
« The name of the stored procedure to execute at the destination database

There are two types of replicated function delivery:

« Applied —executed at primary databases first and affect primary data. Replication Servers
propagate the stored procedure and its parameters, applying data changes asynchronously
at replicate sites that have subscriptions for an applied function replication definition. The
maintenance user executes the applied function at the replicate sites.

» Request—executed at primary databases first and affect primary data. Replication Servers
propagate the stored procedure and its parameters, applying data changes asynchronously
at replicate sites that have subscriptions for a request function replication definition. The
same user who executes the stored procedure at the primary databases executes the request
function at the replicate sites.

Typically, the request function delivery is used to modify the remote data asynchronously
at databases on other sites. The changes are replicated back to the originating site via either
normal data replication or applied function delivery.

See also
»  Manage Replicated Functions on page 335
»  Manage Subscriptions on page 353

Publications

A publication lets you collect replication definitions for related tables and stored procedures
and then subscribe to them as a group.

You create publications at the primary Replication Server and subscribe to them at the
destination Replication Server.

When you use publications, you create and manage these objects:

Article — identifies a replication definition, primary database, and publication. It may also
limit the number of rows or parameters sent to the replicate database.

Publication — a collection of articles from a primary database.

Publication subscription — a subscription to a publication. When you create a publication
subscription, Replication Server creates a subscription for each article in the publication.
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Publications allow you to group replication definitions and subscriptions in a manner that
makes sense for your system. It also allows you to create and check the status of only one
subscription for a set of tables and procedures.

Overview of Replicating Tables

Learn the tasks you must perform at the data servers and Replication Servers in a replication
system to replicate transaction data from a primary (source) to a replicate (destination) table.

1. Atthe replicate data server: Create a copy of a table into which data will be replicated from
the primary table. The copy may contain all or a subset of the columns from the primary
table.

2. Atthe primary Replication Server: Create a replication definition to identify the table data
you want to replicate. You can create one or more replication definitions per table that can
be replicated into different replicate databases. You can also create replication definitions
for stored procedures.

After you have created a replication definition, transactions are available for replication to
qualifying destination Replication Servers that subscribe to the replication definition.
You can create a set of articles that reference replication definitions and group them in a
publication. If you want to limit the transactions sent to the replicate database to those that
affect certain rows, use a where clause in the article.

3. At the primary data server: Use the sp_setreptable system procedure to mark a table as
replicated if Adaptive Sever is the primary data server. If you use a different data source
with a Replication Agent, refer to your Replication Agent documentation for information
about marking primary objects for replication.

When you mark a table as replicated in the primary data server, the Replication Agent for
the primary database can forward the table’s transactions to the primary Replication
Server.

If you want to replicate t ext , uni t ext, ori mage columns, you may also need to use
the sp_setrepcol system procedure.

4. Atreplicate Replication Servers: Create a subscription for replication definitions that were
created in primary Replication Servers. A subscription allows the replicate table to receive
the initial data from the primary table through a process known as materialization, and to
begin receiving subsequent replicated data updates.

You can create multiple subscriptions for each replication definition, but a replicate table
can subscribe to only one replication definition. You can set up a subscription to receive all
transactions for a replicate table, or use a where clause to receive just the transactions that
affect certain rows.

Create publication subscriptions for publications created at the primary Replication
Server. When you do so, Replication Server creates an article subscription for each article
in the publication.

Creating subscriptions completes the process of replicating data.
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See also

e Mark Tables for Replication on page 285

»  Manage Replicated Functions on page 335

e Manage Subscriptions on page 353

» Replicating Tables in the Example Replication System on page 381

Commands for Managing Replicated Data

Replication Manager plug-in help lists tasks and concepts for working with table replication
definitions, function replication definitions, and subscriptions in Sybase Central. Replication
Server also provides table replication definition, function replication definition, publication,
subscription, and publication subscription RCL commands to manage replicate data.

See also

e Commands for Managing Table Replication Definitions on page 267

e Commands for Managing Function Replication Definitions on page 338

e Commands for Creating and Managing Publications on page 321

e Subscription Commands on page 370

» Commands for Creating and Managing Publication Subscriptions on page 392

Establish Replication Server Connections

Replication Server uses the Open Client/Server Interfaces to communicate between client
applications and servers.

Server programs, including Replication Servers, Adaptive Servers, and gateway software for
other data servers, are registered in a directory service—either an interfaces file or a
Lightweight Directory Access Protocol (LDAP) server—so that client applications and other
server programs can locate them.

Note: If you are using network-based security, use the directory services of your network
security mechanism to register Replication Servers, Adaptive Servers, and gateway software.
Refer to the documentation that comes with your network-based security mechanism for
details.

Interfaces File

The interfaces file contains network definitions for servers in the replication system, including
Replication Servers and data servers.

Generally, one interfaces file at each site contains entries for all local and remote Replication
Servers and data servers. The entry for each server includes its unique name and the network
information that other servers and client programs need to connect with it. The interfaces file
at a site requires entries for these components:
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» ID Server (if Replication Server is not also the ID Server)

» Replication Server

* RSSD Adaptive Server or ERSSD SQL Anywhere for this Replication Server

« ERSSD Replication Agent if a route is to be created from the current site

« Data servers with databases managed by this Replication Server

« Backup Server to back up Adaptive Server databases, including RSSDs

« Replication Servers at other sites that manage databases containing primary data that is
replicated to this site

* Replication Servers at other sites with subscriptions for primary data maintained at this
site

» Other Replication Servers to which this Replication Server has a route with no
intermediate Replication Servers

You can use the default interfaces file or you can specify an alternative interfaces file at the
command line when you start Replication Server. The interfaces file is usually located in the
Sybase release directory. Use a text editor to modify the interfaces file. Refer to the
Replication Server installation and configuration guides for your platform for more
information.

LDAP Server

An LDAP server provides global directory services for sharing component information such
as server names and connection properties.

LDAP directory services allow components to look up directory information in a network-
based system. Any type of LDAP service or gateway is an LDAP server. An LDAP driver calls
LDAP client libraries to establish connections to an LDAP server. The LDAP driver and client
libraries define the communication protocol and content of messages exchanged between
clients and servers. LDAP runs directly over the Transmission Control Protocol (TCP).

When the LDAP driver connects to the LDAP server, the server establishes the connection
based on one of two authentication models:

« Anonymous access — which does not require any authentication information, and is used
typically for read-only privileges, or

« Username and password access —which is different from the user name and password used
to access Replication Server.

Replication Server uses the access information as an extension to the LDAP URL. Access
information is taken from this file:

« UNIX - $SYBASE/ $SYBASE_OCS/ confi g/libtcl.cfg
. Wndows — %SYBASE% %BYBASE_OCS% i ni\libtcl.cfg

Replication Server uses LDAP for only authenticating server names and connection
properties. You can use LDAP services in place of an Replication Server interface file. You
cannot use LDAP for Replication Server user authentication.
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Replication Server uses Open Client/Server libraries to connect to LDAP servers and Open
Client/Server configurations and procedures to set up and maintain LDAP services. See the
Replication Server Configuration Guide for your platform for directions on how to set up an
LDAP directory. For detailed information about Open Client/Server LDAP support, see the
Open Client Client-Library/C Reference Manual.

Make Replication Server Connections

To connect data servers and Replication Servers at the sites on a LAN or WAN, the replication
system administrator at each site defines connections and routes.

Organizing connections and routes is fundamental in planning replication. The connections
and routes you establish determine the number of Replication Server components you need. In
addition, how you map replication between source and destination databases can impact
system performance and data availability.

To specify where data is copied requires that you create the following paths or message
streams between Replication Servers and between Replication Servers and databases in the
system:

« A connection from a Replication Server to a database
Replication Servers distribute transactions received from primary databases through
connections to the replicate databases they manage. A Replication Server may have
connections to several databases, but each database can have only one connection from a
Replication Server.
Warm standby applications also use a logical connection, which represents both a database
and its standby database.

« Arroute from a Replication Server to another Replication Server
From each source Replication Server that manages databases containing primary data, you
must specify a route to each destination Replication Server that subscribes to the data.
You can specify a direct route from a source Replication Server to a destination
Replication Server, or an indirect route, with intermediate Replication Servers between the
source and destination Replication Servers.
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Figure 8: Routes and Connections
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This figure depicts an enterprise with several locations in Europe. A New York Replication
Server routes all information for Europe through the London Replication Server. This
arrangement reduces the number of direct connections the New York Replication Server
makes and reduces WAN traffic. Data is sent once from New York to London, rather than from
New York to each European location. The London Replication Server distributes the
replicated data to the other European locations.

See the Replication Server Design Guide for details and rules on designing routes and
connections for a replication system.

See Replication Server Administration Guide Volume 2 > Managd Warm Standby
Applications for more information about logical connections.

See also
*  Manage Routes on page 141
»  Manage Database Connections on page 165

Specify Database Operations

Replication Server distributes database operations from a primary database to destination
Replication Servers as functions that consist of a name and a set of data parameters.

The destination Replication Server then uses function strings to map functions to the
commands recognized by the destination data server. These commands represent transaction-
control directives (begin transaction or commit transaction) or data-manipulation
instructions (insert, update, or delete). The function string serves as a template or meta-
command that transforms a function to a data-server-specific command. The use of function
strings makes it possible for a primary site to replicate data to multiple heterogeneous data
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servers. Function strings are categorized into function-string classes according to data server
type.

For example, a primary Replication Server transmits the rs_insert function to a destination
Replication Server, which uses the appropriate function string to translate the function into the
insert command specific for the data server in use at that site, whether the database is Adaptive
Server, DB2, or another database.

There are two types of functions:

« System functions — represent data-server operations with function strings supplied by
Replication Server or available when you install a new database to the replication system.

» User-defined functions — allow you to customize Replication Server applications to
distribute stored procedures.

See Replication Server Administration Guide Volume 2 > Customize Database Operationsfor
details.

Function Strings

Function strings for functions can be automatically generated for function-string classes that
come with Replication Server.

Function strings must be customized for any function-string class that the user creates that
does not inherit its functions strings from one of the provided classes. To customize a function
string, you modify an existing function string with data-server-specific commands or by
invoking a remote procedure call (RPC). A customized function string can also contain
function string variables that represent the values of columns, procedure parameters, system-
defined information, and user-defined variables. Replication Server replaces the variables
with actual values before sending function strings to the data server.

See Replication Server Administration Guide Volume 2 > Customize Database Operationsfor
details.

Function-string Classes

A function-string class comprises all of the function strings used with a type of database.

Replication Server provides function-string classes for Adaptive Server and with version 15.2,
Replication Server provides function-string classes for non-ASE data servers: Sybase® I1Q,
IBM DB2 UDB, Microsoft SQL Server, and Oracle. Although function strings may contain
data-server-specific instructions, they can often be used with several databases maintained by
the same data server type. You can create classes with all new function strings or create a
derived class that inherits function strings from an existing parent class.
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Transaction Handling with Replication Server

Replication Server depends on data servers to provide the transaction-processing services
needed to protect stored data.

To ensure the integrity of distributed data, data servers must comply with the following
transaction-processing conventions:

« Atransaction is one unit of work. Either all operations in the transaction are performed or
none are performed.

« Transaction results are permanent. A transaction cannot be arbitrarily undone after it is
committed.

Replication Server copies committed transactions from primary sites to replicate sites, and
distributes transactions in the order they are committed so that copied data passes through the
same states as the primary data.

This figure illustrates the Replication Server method for translating transactions.
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Once the primary Replication Server sends transactions to subscribing sites, destination
Replication Servers store the transactions in the outbound Data Server Interface (DSI) stable
queue.
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Stable Queues

When you install Replication Server, you set up a disk partition that Replication Server uses to
establish stable queues. During replication operations, Replication Server temporarily stores
updates in these queues.

There are three types of stable queues, each of which stores a different type of data:

* Inbound queue — holds messages only from a Replication Agent. If the database you add
contains primary data, or if request stored procedures are to be executed in the database for
asynchronous delivery, Replication Server creates an inbound queue and prepares to
accept messages from a Replication Agent for the database.

« Outbound queue — holds messages for a replicate database or a replicate Replication
Server. There is one outbound queue for each of these destinations:

« For each replicate database managed by a Replication Server, there is a Data Server
Interface (DSI) outbound queue.

« For every Replication Server to which a Replication Server has a route, there is a
Replication Server Interface (RSI) outbound queue.

« Subscription materialization queue — holds messages related to newly created or dropped
subscriptions. This queue stores a valid transactional *“snapshot” from the primary
database during subscription materialization or from a replicate database during
dematerialization.

You can add more partitions later if your replication system requires more space for stable
queues.

See the Replication Server Troubleshooting Guide for information on how to examine queue
contents for troubleshooting purposes.

See also
* Partitions for Stable Queues on page 44

Queue Management
Replication Server uses the Stable Queue Manager (SQM) thread to manage each stable
queue.

Threads are subprocesses that manage specific tasks, such as receiving messages. Some
queues also have an additional Stable Queue Transaction (SQT) thread. See Replication
Server Administration Guide Volume 2 > Performance Tuning > Replication Server Internal
Processing > Processes in the Primary Replication Serverfor details on the SQM and SQT
threads.

When transactions are ready to leave the stable queue, one of these threads submits the
transactions in the queue:

» Data Server Interface (DSI) thread — manages the connection with the data server.
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* Replication Server Interface (RSI) thread — manages the connection with the replicate
Replication Server.

The enhanced queue dump commands, gives you flexibility in identifying the stable queues,
controlling the stable queue contents to dump, and supporting additional output file options.
Replication Server also introduces commands that allow you to delete and restore specific
transactions from the SQM.

Commands to Manage Stable Queues
Replication Server provides RCL commands to manage stable queues.

* sysadmin dump_queue

* sysadmin sqt_dump_queue
* resume connection

¢ sysadmin log_first_tran

* sysadmin sgm_zap_tran

* sysadmin sgm_unzap_tran
* sysadmin dump_tran

See the Replication Server Reference Manualfor detailed information about these commands.

DSI Thread
The DSl thread translates the transaction modifications into RPCs or the language as specified
by the function strings in the function-string class assigned to the destination database.

Replication Server starts DSI threads to submit transactions to a replicate database to which it
has a connection.

The DSI thread performs the following tasks:

« Collects small transactions into groups by commit order.

« Maps functions to function strings according to the function-string class assigned to the
database connection.

» Executes the transactions in the replicate database.

« Takes action on any errors returned by the data server; depending on the assigned error
actions, also records any failed transactions in the exceptions log.

To improve performance in sending transactions from a Replication Server to a replicate
database, you can configure a database connection so that transactions are applied using
multiple DSI threads. See Replication Server Administration Guide Volume 2 > Performance
Tuning > Use Parallel DS/ threads for a description of this feature.

Replication Server version 15.2 introduces support for bulk copy-in to improve performance
when replicating large batches of insert statements on the same table in Adaptive Server®
Enterprise 12.0 and later. Replication Server implements bulk copy-in using the Open
Client™ Open Server™ Bulk-Library. See Replication Server Administration Guide Volume 2
> Performance Tuning > DSI Bulk Copy-in.
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The DSI thread may apply a mixture of transactions from all data sources supported by the
Replication Server. The transactions are processed in the single outbound stable queue for the
destination data server.

RSI Thread
RSI threads send messages from one Replication Server to another. There is one RSI thread for
each destination Replication Server.

The primary Replication Server processes transactions, causing those destined for other
Replication Servers to be written to RSI outbound queues. An RSI thread logs in to each
destination Replication Server and transfers messages from the stable queue to the destination
Replication Server.

When a direct route is created from one Replication Server to another, an RSI thread in the
source Replication Server logs in to the destination Replication Server. When an indirect route
is created, Replication Server does not create a new stable queue and RSI thread. Messages for
indirect routes are handled by the RSI thread for the direct route.

See also
»  Establish Replication Server Connections on page 36

Partitions for Stable Queues
Replication Server stores messages destined for data servers or other sites on partitions.

.Replication Server allocates space in a stable device by partition and further divides the
partitions into segments and blocks. Each stable queue holds messages to be delivered to
another Replication Server or to a database.

The rs_init program assigns the initial partition to the Replication Server. Refer to the
Replication Server installation and configuration guides for more information about working
with partitions in rs_init.

The minimum initial partition is 20MB. You may need additional partitions, depending on the
number of databases the Replication Server manages and the number of remote sites to which
the Replication Server distributes messages. Larger partitions may also be necessary when
subscriptions are initiated or when there are long-running transactions.

A Replication Server can have any number of partitions of varying sizes. The sum of the
partition sizes is the Replication Server capacity for queued transactions.

Use the create partition command to assign additional partitions or alter partition to expand
partitions. See the Replication Server Reference Manual for details.

When choosing a partition for Replication Server, consider these guidelines:

» Replication Server partitions should be operating system raw partitions.
« Do not mount the partition for use by the operating system.
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« Do not use the partition for any other purpose, such as storing file systems, maintaining
swap space, or locating Adaptive Server devices.

« Allocate the entire partition to Replication Server. If you allocate just a portion of a
partition for Replication Server, you cannot use the remainder for any other purpose.

« Do not allow any users read/write permissions on the partition unless the user is going to
start Replication Server.

« Since the sgm_async_seg_delete parameter that you can set with configure replication
server is on by default, Replication Server may require a larger partition when you
upgrade to version 15.7 or later. See:

* Replication Server Configuration Guide > Preparation for Installing and Configuring
Replication Server > Plan the Replication System > Initial Disk Partition for Each
Replication Server.

e sgm_async_seg_delete and alter partition in Replication Server Reference Manual >
Replication Server Commands.

You can choose how Replication Server allocates queue segments to partitions or you can use
the default mechanism. The default mechanism assigns queue segments to the next partition in
an ordered list. Use the alter connection or alter route command to choose a different
allocation mechanism. See Replication Server Administration Guide Volume 2 >
Performance Tuning > Allocate Queue Segments for more information.

Use Disk Files for Stable Queues
To use a disk file for a partition, create the file before you execute the create partition
command.

You can create an empty file and set its permissions so that Replication Server can read and
write to the file. Replication Server extends the file to the size you specify.

Partitions can be either raw disk partitions, which is preferable, or operating system files.
Where a choice is available, raw disk partitions provide the best recoverability, since disk
writes to raw disk partitions are not buffered by the operating system.

Distributed Concurrency Control
Data servers that store primary data provide most of the concurrency control needed for the
distributed database system. If a transaction fails to update a primary version of a table, the
primary Replication Server does not distribute the update to other sites.

When a transaction succeeds in updating primary data, the Replication Server distributes the
changes. Unless a failure occurs, the update succeeds at all sites with subscriptions to the
data.
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Transactions that Modify Data in Multiple Databases
A transaction that modifies primary data in more than one data server may require additional
concurrency control.

According to the transaction processing requirements, either all of the operations in the
transaction must be performed, or none of them. If a transaction fails on one data server, it must
be rolled back on all other data servers updated in the transaction.

If a multi-database transaction is replicated, updates to each database flow to replicate
databases as independent transactions because there is one Replication Agent per database.

Failed Replicate Table Updates
A modification to primary data may fail to update a copy of the data at a subscribing site.

The primary version is the “official” copy and updates that succeed there are expected to
succeed at subscribing sites with copies. If the updates do not succeed, one of the following
reasons may explain why:

« Replicate and primary versions are out of sync following a system recovery and a loss has
been detected.
See Replication Server Administration Guide Volume 2 > Replication System Recovery
for more information.

» The data server storing the copy of the table has constraints that are not enforced by the
data server storing the primary version.

« The data server storing the copy of the table rejects the transaction due to a system failure,
such as lack of space in the database or a full transaction log.

When a transaction fails, Replication Server records the transaction in an exceptions log for
handling that is appropriate to the application. Replication Server offers error handling
flexibility through its error action feature. This feature allows responses to data server errors
based on your own defined configuration settings. For example, you can specify that
transactions be retried at the site where they failed.

A client at each site must resolve transactions in the exceptions log, because the appropriate
resolution is application-dependent. In some cases, you can automate the resolution by
encapsulating the logic for handling rejected transactions in an intelligent application
program.

Transaction Processing by the Replication Agent

The Replication Agent scans the database transaction log and sends transaction information to
Replication Server for distribution to subscribing databases. Learn the transaction processing
by Adaptive Server RepAgent thread.

Note: Replication Agents for other databases may work differently. See the Replication
Server Options documentation.
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Coordinate Adaptive Server Log Truncation

As long as there is space in the Adaptive Server database transaction log, Adaptive Server
continues to process transactions. To prevent the log from filling up, it must be emptied
(“truncated”) periodically.

You can use the Adaptive Server dump transaction command or set the Adaptive Server trunc
log on chkpt option to “on” so that the log truncates automatically.

Each primary database maintains primary and secondary truncation pointsin its database log.
The primary truncation point marks the last log record Adaptive Server has finished
processing. The secondary truncation point normally marks the log record that contains the
begin transaction command for the oldest open transaction not yet fully applied by
Replication Server. Replication Server stores a copy of the latest secondary truncation pointin
thers_| ocat er table of the RSSD.

RepAgent requests a new secondary truncation point when it has scanned a predetermined
number (batch) of records or has reached the end of the log and there is no new activity.
Replication Server acknowledges receipt of a batch of transaction records by giving RepAgent
the information that allows it to move the secondary transaction point.

Adaptive Server makes sure that only transactions already processed and passed to the
Replication Server are deleted by never truncating the log past the secondary truncation point.

RepAgent updates the secondary truncation point as shown in the "Adaptive Server Log
Truncation" figure.

Figure 9: Adaptive Server Log Truncation
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1. RepAgent requests a new secondary truncation point from the primary Replication Server.

2. The primary Replication Server returns the latest secondary truncation point to the
RepAgent and also writes it into the r s_| ocat er system table.
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3. RepAgent updates the secondary truncation point in the transaction log.

4. Atthe next checkpoint or dump transaction command, the log is truncated up to the new
secondary truncation point.

Schema information describes the structure of the database. Each time you change the schema
of a database object—such as dropping a table, creating a clustered index, or renaming a
column—Adaptive Server records current schema information for that object. Thus, when
RepAgent scans the transaction log, it can always retrieve the correct schema for a table or
procedure—even if the original database object has been changed or no longer exists. You do
not need to drain the transaction log before executing schema changes at the primary site.
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Manage Replication Environment with Sybase
Central

You can manage your replication environment using the Replication Manager (RM) plug-in
and Replication Monitoring Services (RMS).

Sybase integrates its systems management tools into one desktop product, called Sybase
Central. Each server product, such as Replication Server or Adaptive Server, can be managed
from Sybase Central.

After installing and configuring Replication Server, start Sybase Central, and use RM to create
a new replication environment that includes all data servers, Replication Servers, and
Replication Agents that participate in the replication.

Replication Manager displays a two-pane window that contains icons for the servers managed
in the environment. Use this window to monitor the status of the servers and to execute menu
commands to diagnose and manage the servers and other components of your replication
system.

See also
» Replication System Components on page 23

Start and Stop Sybase Central

Learn how to start and stop Sybase Central.

Starting Sybase Central
You can start Sybase Central using multiple methods.

To start Sybase Central:
*  On Windows, do any of the following:
* Select Start > Programs > Sybase > Sybase Central v6.0.
« Create a shortcut on your desktop for Sybase Central.
« Double-click scj vi ew. exe in “5YBASE% Shar ed\ Sybase Central
6. 0. 0/ wi n32.
* Add Sybase Central to your Startup program group.
* On UNIX, execute scj vi ew. sh in $SYBASE/ shar ed/ sybcent r al 600.
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Stopping Sybase Central

To stop Sybase Central, select File > EXxit.

Online Help

The Replication Manager plug-in provides online help for performing specific tasks through
Sybase Central.

The different types of help in the Replication Manager plug-in include:

» Topic help
« Tooltips
» Status bar messages

Topic Help

Topic help describes how to use Sybase Central to manage your replication system. To display
topic-level help, select Help from the Sybase Central main menu, then select Replication
Manager Online Help.

The Replication Manager help browser opens with two panes. The left pane displays the table
of contents, and the right pane displays contents of the selected topic.

Click the Contents tab to browse through the topics by category.

» Book icons represent headings. Double-click a book icon to see the sub entries under that
heading. Sub entries can be other book icons or page icons.
Topic headings are organized around Replication Server concepts (for example, Managing
Users, Managing Database Connections, and others) for easy reference.

» Page icons represent topics that describe tasks, or concepts that correspond to the heading
under which they are listed. Topics are generally organized in the order that you would
perform procedures under that heading. Double-click a page icon to display a topic.

Tooltips
Tooltips are small pop-up windows that provide a description of a control (that is, a toolbar
button or menu option) when a pointer is moved over that control.

Status Bar

The status bar is an information display bar located at the bottom of the application window. In
Sybase Central, the status bar displays a brief description of the menu command at which the
cursor is currently pointed. The help line appears on the left side of the status bar.

50

Replication Server



Manage Replication Environment with Sybase Central

Replication Manager User Interface

The Replication Manager user interface that displays within the Sybase Central framework
allows you to access replication environment and server objects.

Figure 10: Replication Manager in Sybase Central Main Window

Splitter bar

The main window is divided into left and right panes. When you are connected to a replication
environment:

» The left pane displays a hierarchical list, or object tree, which shows:
 Icons for folders and objects in the replication environment

 Icons for other plug-ins, such as the Sybase Central plug-in for Adaptive Server
Enterprise, if they are installed

» The right pane displays the contents of the folder or object selected in the left pane.

To adjust the size of the panes, use the mouse pointer to drag the splitter bar to the left or
right.

Use Replication Manager

Folder and Object Icons
The main window includes folder icons and object icons.

Each folder icon contains all objects of its type within the replication environment. For
example, the Connections folder shows all connections. Folder icons can appear in either the
left or right pane.

Note: A Replication Server connection is associated with one database in an Adaptive Server.
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Each object icon represents one server object, such as a database, a table, a replication
definition, or a connection. Some objects contain other objects, such as a database containing
tables.

To select an object, click its icon. The type of object selected determines the range of
commands available. For most activities, you must select an object before you can perform
any operation on it.

Details Tab

When you select an object in the left pane, one or more tabs appear in the right pane. For most
objects, a single tab called “Details” is displayed, containing a list of general information
about the object.

The Details list displays:

« Sub components, which are replication or database objects that are contained in another
object.

« Function components, which invoke a wizard when double-clicked.

Note: When you select a thread object, several tabs appear in the right pane.

Move Through the Sybase Central Object Tree
You can use different techniques to see different parts of the object tree.

To move vertically through the current display, use the scroll bar on the left or right pane.
To expand or collapse the list to show different levels of detail, do one of the following:

* Click the plus or minus buttons. A plus button next to an icon indicates that the list of
objects for that icon can be expanded. A minus button indicates that the list of objects for
the icon is fully expanded.

« Double-click afolder icon, which expands the list in the right pane and changes the view to
a list of objects in the folder. For most objects, double-clicking an object icon in the right
pane opens a property sheet that displays information.

Customize the Display
You can customize the display to hide or redisplay the folders, toolbar, status bar, or event log,
select Folders, Toolbar Status Bar, or Event Log from the View menu.

To move the display of the right pane tabs from top to bottom or from left to right, select Tools
> Options.

Keyboard Shortcuts
In addition to using a mouse, you can use keyboard shortcuts to choose menu commands and
navigate through dialog boxes.

Every menu title and menu command has an underlined letter, called a mnemonic. To select a
menu, press Alt+mnemonic. To choose a menu command, press the mnemonic key. You can
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execute some commands directly by pressing Ctrl plus another key, or by pressing a function
key. These shortcuts are listed on the menus.

To navigate to different controls (for example, fields, lists, and buttons) in a dialog box or
property sheet, use the Tab key. To select different tabs in a property sheet, use the Tab key to
select the current tab, then use the left and right arrow keys to select other tabs.

Context Menu
A context menu is specific to the selected object and contains commands that are executed
against the selected objects.

You can execute some commands against multiple objects at once. To activate a context menu,
right-click an object icon. From the menu that appears, choose the appropriate command.

Toolbar
The Sybase Central toolbar provides quick alternatives for executing frequently used menu
commands.

The toolbar has the following controls:

« Adrop-down list box that displays the hierarchy of the currently selected object. You can
select an object higher up the hierarchy to change the focus of the main window.

< Buttons, which provide a quick way to execute menu commands.

Toggle Toolbar on the View menu to display or hide the toolbar.

Status Bar

The status bar is an information display bar located at the bottom of the application window. In
Sybase Central, the status bar displays a brief description of the menu command at which the
cursor is currently pointed. The help line appears on the left side of the status bar.

Toggle Status Bar on the View menu to display or hide the status bar.
Event Log Pane

The Replication Manager displays the Event Log pane, which shows events that occur in the
replication environment.

These events can be:

« Component state changes for connections, routes, and queues
« Server availability changes

» Background thread completion

« Background processes status

* RMS event trigger execution

Background Processes
You can monitor background replication processes and stop these processes.

Several tasks performed by the Replication Manager can be very time-consuming, such as
creating a subscription that also materializes the table. These tasks are performed in the
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background, allowing Replication Manager to perform other tasks. When you start a time-
consuming task, Replication Manager displays a message window to indicate a running
process. Click Stop Processto cancel the background process or click Close to close the
window, and continue running the process in the background.

When a background task is completed, Replication Manager puts an event entry in the event
log.

To see the status of a background process at a later time, open the Background Processes
dialog, which displays a list of all the currently running processes.

Select Search > Background Processesto access the Background Processes window which
displays:

» Process — the name of the process.
» Start Time — the start time of the process.
 Status - the status of the process.

Script Editors
You can use the script editors to view generated RCL commands, which include syntax to

create any objects such as connection, routes, and replication definitions.

Replication Manager provides two script editors; the Replication Command Language (RCL)
script editor and the Structured Query Language (SQL) script editor. Both editors operate in
the same way, except the RCL script editor highlights the RCL keywords while the SQL script
editor highlights the SQL keywords.

Accessing the Script Editor
Learn how to access the script editor.

1. Select the Replication Server object for which you want to generate RCL.
2. Right-click that object.

3. Select Generate RCL from the context menu. The selected script editor window opens and
contains the RCL needed to create the selected object.

Monitor Status
Replication Manager graphically displays the status of the servers and components in the
environment.

Replication Manager shows an object icon, which changes depending on the state of an object.
The status of the servers, connections, routes, and queues also displays in the Properties
dialog.

The status of an environment is the state of its components. The status of a server or
component includes its current state and a list of reasons that describe the state.
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As you work, information in open dialog boxes and the Sybase Central window may become
unsynchronized. To update the contents of the window, select View > Refresh Folder or
View > Refresh All, or press F5.

Hiding Connection Status
You can hide (or filter out) the connection status if you do not want to see the status either on
the individual connection icon or as part of the rollup status for Replication Server.

The options for hiding connection status are as follows:

» Hide the State of the Replication Agent — hides the state of the Replication Agent thread
in the Details list, on the Connection Properties dialog box, and in the rollup status for the
Replication Server to which that Replication Agent thread is connected.

« Hide the State of the DSI Thread — hides the state of the DSI thread in the Details list, on
the Connection Properties dialog box, and in the rollup status for the Replication Server to
which the DSI thread is associated.

To hide the connection status:
1. Right-click the connection for which to hide the status.
2. Select Hide Connection Status from the drop-down menu.

A dialog box displays which shows options for hiding the connection status.
3. Select an option.
The state for the connection now reads “Hidden.” The state on the Connection Properties

dialog box and in the rollup status for the Replication Server is also hidden. The Event Log
records this change.

Filter Connection Status in Different Instances of Replication Manager
The filtering state of a connection status is stored locally by the Replication Manager.

Therefore, different instances of Replication Manager do not share filtering states. For
example, if you create a connection using one instance of Replication Manager, and then set
the Replication Status to hide for that connection, another Sybase Central plug-in instance
monitoring the same environment does not filter the connection status; filtering information is
available only to the original Replication Manager instance.

Inaddition, any connection created outside of Sybase Central (by rs_init or from the command
line) is not filtered automatically by the Replication Manager. You must set the filtering
manually from within Sybase Central.
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Filter Connection Status in Warm Standby Environments

If you are creating a warm standby environment, the Replication Manager automatically sets
the filtering state for the active Data Server Interface (DSI) thread and standby RepAgent
thread connections.

You must set filtering for the physical connection manually by selecting one of the connection
status hide options from the context menu.

Perform Common Tasks

Creating an Object
You can create replication definitions, subscriptions, connections, and other Replication
Server objects in Sybase Central.

1. Select the folder for the type of object you want to create.
2. Select File> New.
3. Select the object name. One of the following occurs:
« Ifawizard exists to help you create the object, the wizard opens. Respond to the wizard

prompts.
« Ifnowizard exists, a property sheet displays. Fill in the information for the new object.

Object Properties
After you create an object, it is represented by an icon in any pane of the Sybase Central
window. You can display or update the object by opening its Properties dialog.

A Properties dialog contains information about the object and how it relates to other objects in
the replication environment. The Properties dialog can also provide a direct navigation path to
its related objects. It enables you to enter information for a new object on tabbed pages.

The Properties dialog box generally has three tabs.

» General tab — displays all status.

« Communications tab — displays information on how Replication Manager communicates
with the server.

» Parameters tab — displays and allows modification to configuration parameters for servers
and components.

Note: Some Properties dialogs may have different tabs. For example, a connection has
General, Security, and Parameters tabs.

Viewing Object Properties
To view object properties in Sybase Central, select the object icon and then select File >
Properties.
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Deleting an Object
You can delete replication definitions, subscriptions, connections, and other Replication
Server objects in Sybase Central.

1. Select the object icon.
2. Select Edit > Delete.
3. Confirm the deletion in the confirmation dialog.

Data Server Names in Replication Manager

Data servers in Replication Manager must have unique names, and the names of the non-
Sybase data servers must match the Replication Agent configuration parameter
rs_source_ds.

If an existing environment uses the same name for the Replication Agent and the configuration
parameter, change the name of the agent by manually adding the server name, host, and port
number in page 3 of the Add Server wizard.

Set Up a Replication Environment

A replication environment includes replication objects such as Replication Servers, data
servers, and Replication Agents. Before any replication activities can be performed, you must
create and configure an environment.

Depending upon the scale and complexity of your replication environment, you can set up
either a two-tier or a three-tier management solution for your environment.

Two-tier Management Solution
In a two-tier management solution, Replication Manager (RM) connects directly to the
servers in the environment without communicating through a management layer.

This lets you manage small, simple replication environments with fewer than 10 servers, and
provides you the ability to create, alter, and delete components in the replication environment.

Three-tier Management Solution

In a three-tier management solution, Replication Manager can monitor larger and complex
replication environments with the help of Replication Monitoring Services (RMS). RM
connects to the servers in the environment through RMS.

RMS provides the monitoring capabilities for the replication environment. In this solution,
RMS monitors the status of the servers and other components in the replication environment,
and RM provides the client interface that displays the information provided by the RMS.
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Preparing for a Two-tier Solution

You must complete several steps to prepare your replication environment for a two-tier
management solution.

Note: Replication Manager does not require a Sybase interfaces file, but you have the option
to use it.

1. Install the Replication Server and Sybase Central software. See the release bulletin and
installation guide for your platform.

2. ldentify the data servers to be used in your replication system. If the data servers are not yet
installed, do so using the installation guide for your specific data server.

3. Use rs_init to configure the Replication Server. See the Replication Server Configuration
Guide for your platform.

4. Start Sybase Central.

5. In Sybase Central, create a replication environment and add the data servers and
Replication Servers.

Create an Environment

Creating the replication environment involves giving a name to your environment, creating an
environment object, setting up permissions, and adding servers.

Creating a Replication Environment Object
Use Replication Manager to create a replication environment object.

1. In Sybase Central, click the Replication Manager icon in the left pane of the Replication
Manager window. The Add Replication Environment icon displays on the Details pane.

2. Double-click the Add Replication Environment icon in the right pane.
3. Enter the name of your environment and click Next.
4. Enter a user name and password that will let you access the environment. Click Next.

Note: Java does not support the roman8 character set. Do not select roman8 in the
character set field for a server connection. Do not select “default™ in the character set field
for a server connection if the server default is roman8. You must select another character
set that is compatible with the server and Replication Manager.

5. From the list of servers, select the ones to add to your environment, then add a user name
and password for each. If you are adding a Replication Server, enter a user name and
password for the RSSD. Click Next.

When adding servers, you must provide a user name and password that have been granted
certain permissions:
* Replication Server — sa permissions.
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< Adaptive Server Enterprise — the sa_role and the sso_role.
« Replication Server RSSD - the database owner.

Note: You can either select a server from the list or enter a server name, host, and port
number. This list is from the interfaces file found in the $SYBASE directory.

6. Check the summary page to make sure you have added all the servers you need. Then click
Finish.

Note: You are not required to add all servers when you create the environment. You can
add new servers to an existing environment by using the Add Server wizard.

The new environment object displays in the left pane under the Replication Manager object
with the name you assigned.

Note: If you update the interfaces file while Sybase Central is running, you need only restart
the wizard, or reopen any dialog box in progress. You need not restart Sybase Central for the
changes to take effect.

Dropping a Server from a Replication Environment in Sybase Central
Use Replication Manager to drop a server from the replication environment.

1. Select the server you want to drop.
2. Do one of:

¢ Click the Delete icon from the toolbar.
* Right-click the selected server, select Delete.

Note: Although Sybase Central removes the server from the replication environment’s server
list and removes the server icon from the environment, the server is not removed from your
replication system. If there are routes or database connections still associated with a deleted
server, the server name may still appear in dialog boxes.

Connect to and Disconnect from a Replication Environment

The Replication Manager saves the environment information so that you do not have to re-
create it when you restart Sybase Central. You only need to connect to or disconnect from an
existing replication environment.

Connecting to an Existing Replication Environment
Use Replication Manager to connect to an existing replication environment.

1. Select the environment to which you want to connect.
2. Inthe login dialog box, enter your user name and password.
3. Click OK. This allows you to start managing the environment.

You can be connected to more than one environment or RMS domain at a time.
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Disconnecting from a Replication Environment
Use Replication Manager to disconnect from a replication environment.

1. Select the environment from which you want to disconnect.

2. Select Tools > Disconnect . The Details view displays the state of the environment you
disconnected from.

Setting Up a Replication Environment Using Replication Manager

Use Replication Manager to launch the Configure Replication wizard to help you quickly
create the type of replication environment you want.

After you have created the replication environment, use the Configure Replication wizard to
create connections, database replication definitions, and subscriptions for your replication
tasks and one of several types of working replication environments, including:

e A simple warm standby environment
« An environment consisting of one primary and multiple replicates
* A bidirectional replication environment

1. Select the environment object you created.

2. Intheright pane, double-click ConfigureReplication. The Configure Replication wizard
appears.

3. Inthe Configure Replication wizard, select the type of environment you want to create:
» Standard Replication Server warm standby environment.

< Anenvironment where the primary database is replicated to multiple replicate sites.
« Bidirectional replication environment.

Configuring a Standard Warm Standby Environment
Use the Configure Replication wizard to set up a simple warm standby environment.

Prerequisites
If the active server you want to configure does not appear in the list, click Add Server to start
the Add Server wizard. Follow the procedure to create a replication environment object.

Task

1. After selecting the type of environment to create from the Configure Replication wizard,
click Next.

2. Select the active server and active database.
3. Select the Replication Server that will manage the database connections.
4. Select the standby server and standby database.

60

Replication Server



Manage Replication Environment with Sybase Central

5. Enter the name of the logical connection.

When using an existing connection to create a warm standby logical connection, you must
use the existing data server and database names of the active database for the logical
connection name. See the Replication Server Administration Guide Volume 2 for more
information.

6. Enter the user name and password of the maintenance user. If the maintenance user does
not exist, the wizard creates one for you. Accept the defaults, or enter your own values.

7. Selectthe user name and password that the RepAgent will use to connect to the Replication
Server. If the RepAgent user does not exist, the wizard creates one for you. Accept the
defaults, or enter your own values.

8. Select the materialization method.

9. Review the summary information about the replication environment.

10. If everything looks correct, click Finish. Otherwise, click Back to return to an earlier
window and change the replication environment information. Then, return to the final
wizard window and click Finish.

Replication Manager creates the following replication objects:

« Logical connections

» Physical connections

< Maintenance user in both active and standby Adaptive Server Enterprise servers.

See also
e Creating a Replication Environment Object on page 58

Configuring an Environment with One Primary and Multiple Replicates
Set up a warm standby environment where data is replicated from one site to many replicate
sites using multisite availability (MSA).

Prerequisites

If the active server you want to configure does not appear in the list, click Add Server to start
the Add Server wizard and add the server object. Follow the procedure to create a replication
environment object.

Task

1. Select the primary server and the primary database. Click Next.
2. Select the Replication Server that will manage the database connections. Click Next.
3. Select a replicate server, then a corresponding database, and click Add.

The corresponding data server.database connection displays in the Connections list.
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Repeat this step for each replicate server and replicate database pair you need in your
environment. Click Next.

4. Enter the user name and password of the maintenance user. If the maintenance user does
not exist, the wizard creates one for you. Accept the defaults, or enter your own values.
Click Next.

All selected connections will use this maintenance user login.

5. Select the user name and password that the RepAgent will use to connect to Replication
Server. If the RepAgent user does not exist, the wizard creates one for you, assigning a
default name and password. Accept the defaults, or enter your own values. Click Next.

All connections will use this RepAgent login.
6. Specify how replicated tables will materialize:

* Create Subscription Without M aterialization — use this method if the primary data
is already loaded at the replicate and updates are not in progress.

* Define Subscription for Bulk Materialization — in this method, a subscription is
initialized by a user-specified mechanism outside the replication system.

7. Ifyouchose Define Subscription for Bulk M aterialization, click UseDump Marker in
the Transaction L og to use dump and load coordination. Click Next.

8. Click Finish if everything looks correct in the information summary of replication
environment. Otherwise, click Back to return to an earlier window and change the
replication environment information. Then, return to the final wizard window and click
Finish.

At the end of the configuration, Replication Manager creates the following replication
objects:

» Physical connections

« A database replication definition for the primary database

« One or more database subscriptions for each of the replicate databases

* Maintenance user in Adaptive Server Enterprise servers

See also
» Creating a Replication Environment Object on page 58

Creating a Bidirectional Replication Environment
Define an environment where data is updated at multiple locations and replicated on each
site.

1. Identify the servers and databases that will be part of the bidirectional replication
environment.

2. Select a replicate server, then a corresponding database, and click Add.

The corresponding data server.database connection displays in the Connections list.
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Repeat this step for each replicate server and replicate database pair you need in your
environment. Click Next.

3. Enter the user name and password of the maintenance user. If the maintenance user does
not exist, the wizard creates one for you. Accept the defaults, or enter your own values.
Click Next.

All selected connections will use this maintenance user login.

4. Select the user name and password that the RepAgent will use to connect to Replication
Server. If the RepAgent user does not exist, the wizard creates one for you, assigning a
default name and password. Accept the defaults, or enter your own values. Click Next.

All connections will use this RepAgent login.
5. Specify how replicated tables will materialize:

* Create Subscription Without M aterialization — use this method if the primary data
is already loaded at the replicate and updates are not in progress.

* Define Subscription for Bulk Materialization — in this method, a subscription is
initialized by a user-specified mechanism outside the replication system.

6. Ifyouchose DefineSubscription for Bulk Materialization, click UseDump Marker in
the Transaction L og to use dump and load coordination. Click Next.

7. Click Finish if everything looks correct in the information summary of replication
environment. Otherwise, click Back to return to an earlier window and change the
replication environment information. Then, return to the final wizard window and click
Finish.

At the end of the configuration, Replication Manager creates the following replication
objects:

» Physical connections

< A database replication definition for the primary database

< One or more database subscriptions for each of the replicate databases

« Maintenance user in Adaptive Server Enterprise servers

Manage Replication Server Objects

You can use Replication Manager to create and manage Replication Server objects, such as
connections, replication definitions, subscriptions, and queues.

For non-Sybase data servers, Replication Manager uses DirectConnect™ to communicate
with the data servers and to act as an interface for Replication Manager. The status of
DirectConnect is reflected in the status of the non-Sybase data server.

Note: Replication Manager does not support database replication definition, database
subscription, and creation of logical connections for non-Sybase data servers.
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Connections

Connections go from a database to a Replication Server, or from a Replication Server to a
database. Replication Servers distribute transactions received from primary databases
through connections to the replicate databases they manage.

Creating a Connection
Use Replication Manager to create a connection to a database.

1. Select the Connection folder from the Sybase Central object tree.

2. Double-click the Add Connection icon on the Details pane. The Add Database
Connection wizard opens. Click Next.

3. Select an active server and database from the drop-down list. Click Next.

4, Enter a user name or accept the default value.

5. Enter a password. Then, click Next

6. Select from the given options. Click Next

7. Click Finish after checking the summary of information.

8. If you created a replicate connection through DirectConnect to a non-Sybase data server,

manually execute the script that generates the tables and procedures required for
replication.

Replication Definitions
A replication definition describes the source table to Replication Server, specifying the
columns you want to copy.

It may also describe attributes of the destination table. Destination tables that match the
specified characteristics can subscribe to the replication definition.

Replication Server provides replication at the database, table, and stored procedure levels. RM
allows you to create a replication definition for a database, a table, or a stored procedure. A
replication definition for a stored procedure is called a “function replication definition”. You
can create, edit, and delete function replication definitions and function subscriptions.

Creating a Replication Definition on the Primary Database
Use Replication Manager to create replication definition on the primary database.

1. In the object tree, double-click the database where you want to create a replication
definition. The Database Replication Definitions folder displays.

2. Double-click the Database Replication Definitions folder. The Add New Database
Replication Definition window appears.

3. Inthe General tab, enter a replication definition name.
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Note: You can specify other replication definition settings on the other given tabs.

4. Click Replicateall DDL if you want the DDL that is executed at the primary database to
be replicated to the replicate database.

5. Click OK.

Subscriptions
A subscription identifies the primary database, which contains the data to be replicated.

Create a subscription on the replicate database to subscribe to a specific replication definition.
You can create a subscription for any type of replication definition: databases, tables, and
stored procedures.

Creating a Subscription for a Database Replication Definition
Use Replication Manager to create a subscription to a primary database.

In the object tree, double-click the database where you want to create a subscription.
Double-click the Database Subscriptions folder.

In the Details pane, double-click the Add Subscription icon.

Enter the name of the subscription.

Under Primary, select the Connection and the database replication definition that you want
to subscribe to.

6. Select a materialization method from the drop-down list (optional).
7. Specify whether to Subscribe to truncate table (optional).
8. Click OK.

g s w DN

Queues

Data that is passed between servers (Adaptive Server, Replication Server, and so on) is stored
in stable queues within Replication Server. Replication Manager displays the statistics of
gueue usage and the content of the queues.

Viewing Queue Data
Use Replication Manager to view queue data.

In the object tree, click the Queues folder. Queues display in the Details pane.
In the Details pane, right-click the queue whose data you want to view.
Select View Data from the context menu. The View Data dialog box opens.
To filter data shown, select one of the filter fields.

To sort the data, select Segment, Transaction, Origin, Size, Status, Commit time, or
User.

ok w DR

Administration Guide Volume 1 65



Manage Replication Environment with Sybase Central

View Queue Data Dialog Box

The View Queue Data dialog box lets you filter and sort the data from a queue as an aid in
troubleshooting transactions in the queue. You can also edit, delete, or undelete a given
command, or purge the first transaction in the queue.

The View Queue Data dialog box contains these options:

 Filter fields, which let you select the type of filters that RM uses to display data from the
queue. These filters include:
e Column
e Column value
e Segment
«  Number of blocks displayed
e Number of rows displayed
*  Whether to start at the first segment
e Whether to include all data to the end of the segment
*  Whether to include all rows
*  Whether to show deleted data
*  Whether to view all data to the end of the queue

» General buttons, which let you:

< Display the queue data with the current filters

» Close the dialog box

» Purge the first transaction from the queue

 Edit transactions

* Delete transactions

* Undelete transactions

» Group transactions, which returns the Queue Data scrolling list display back to
grouped transactions

* Queue Data scrolling list, which contains rows of data from the current queue. Each
column contains specific information about the command and transaction contained in
each row. For example, to sort the queue data by a specific column, select the column
name. The Queue Data scrolling list refreshes, sorting the data according to that column.
An arrow displays next to the column name to show that you have sorted the data by that
column. The columns you can sort by include:

e Segment

» Transaction Name

e Command

* Origin Site

e Origin Commit Time
e Origin User
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¢ Transaction ID
e OriginQID

Note: You candelete, undelete, or purge queue transactions only when Replication Serverisin
standalone mode.

Monitor a Replication Environment Using RMS

To monitor a complex replication environment, the Replication Manager connects to the
servers in the environment through the Replication Monitoring Services—a middle-
management layer that provides monitoring capabilities for replication environment.

RMS is an optional component of a replication system. RMS is used to monitor large or
complex environments. RMS also provides the ability to control the flow of data and set the
configuration parameters.

In a three-tier solution, you set up an RMS server to help you monitor your replication
environment. In this solution, RMS monitors the health and availability of the servers and
other components in your replication environment.

See the Replication Server Configuration Guidefor your platform to start, stop and configure
RMS.

Prepare for a Three-tier Solution
When you are creating a three-tier environment, you must connect to an RMS server.

In this environment, you must edit the i nt er f aces file or the sql . i ni file (Windows)
with the host name, port number, and server name. You can edit this file using a text editor or
the dsedit utility. You can use the same i nt er f aces file that the other servers in the
replication environment use.

RM does not need an entry in the interfaces file for RMS. You can provide the host name and
port number of RMS directly to RM. The servers that are managed by RMS must be in the
RMS interfaces file.

See the Replication Server Configuration Guide for your platform for information about
configuring RMS.

Connecting to RMS

Connect to RMS using the RM plug-in once it has been started. You can also use the RM
plug-in to add servers that need to be monitored by the RMS.

1. Click the Connect icon from the toolbar to open the Connect to a Replication Domain
window.

2. Select RMS Server.
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3. Enter the user name and password needed to connect to RMS.

4. Select RM S from the list of servers in the drop-down list, or click the Options button to
provide the connection information for the RMS.

5. Enter a server name, host, and port number.
6. Click OK. The RMS server is added to your object tree.

See Replication Server Reference Manual > Replication Monitoring Services API.

Add and Drop Servers Through RMS

Servers in a three-tier environment are added and dropped in the same way as in the two-tier
environment. The difference is in the properties that display if you select the object and view
its properties.

RMS is designed to monitor servers and components, thus you can only view properties that
RMS uses to monitor and troubleshoot the replication environment.

View Managed Objects

Use the RMS folder to view objects managed by RMS.

In the object tree, double-click or expand the RMS folder to view replication objects managed
by RMS. Under RMS, you can still see the connections, routes, queues, and threads. When
you select a replication object such as the Routes folder, you can view the list of created routes.
You can manage these replication objects using the Replication Manager.

Viewing objects in the Replication Manager for RMS is exactly the same as viewing objects in
a two-tier environment.

Add Event Triggers

You can use RMS to execute a script based on an event trigger to monitor the replication
environment.

Replication Monitoring Services is designed to monitor the replication environment. When
something happens in your environment, the server and component status changes. These
changes are displayed in the event log. You can use RMS to create event triggers to monitor
these changes.

Event triggers notify you when some event occurs in the replication environment. RMS
executes a script when the specified event occurs. For example, a user can set up a script to
request an e-mail message when a connection becomes suspended. This capability lets you
specify a method of notification when an event occurs. You can create an event trigger for any
server or component that the RMS monitors.

Creating an Event Trigger for a Replication Server
Use RMS to create an event trigger.
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In the object tree, select the Replication Server.

On the right side of the desktop, select the Event Log pane.
Double-click the Add Server Event Trigger icon.

Select the status change that will trigger the event.

Enter a “Wait before executing” value (optional). This causes RMS to wait for the event to
change before executing the trigger.

6. Select Executeat each interval (optional). This causes RMS to execute the trigger at each
monitoring interval instead of just once.

7. Enter the name of the script for RMS to execute when the event occurs.
8. Click OK. The new event displays in the Event Log pane.

ok~ w DR
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Manage a Replication System

You can start and shut down Replication Server, and monitor, maintain, and configure the
replication system.

Set Up a Replication System

Learn the basic steps in setting up a replication system. This process requires planning and
careful attention to the replication needs of your organization.

If you are new to Replication Server, refer first to the Replication Server Design Guide for
information that can help you plan your replication system.

You can perform some of these steps in rs_init, Replication Server configuration utility, which
allows you to configure Replication Servers and add databases to your system. You can use
Sybase Central to perform most of the tasks listed here, including adding databases, creating
replication definitions, and creating subscriptions.

Before you set up replication system, install your Sybase software according to the
Replication Server Installation Guide for your platform.

After you install Replication Server, use the rs_init utility program to start and configure the
replication system and to add databases.

See the Replication Server Configuration Guide for more information about rs_init.

Create Connections and Routes

To replicate data from one database into another, you must first establish the routes and
connections that allow Replication Server to move the data from its source to its destination.

« Create connections

When you use Sybase Central or rs_init to add a database to your replication system, the
program creates the connection for you. You never have to create a connection using the
command line option create connection unless you are replicating data to or from a
database that is not an Adaptive Server database.

See the Replication Server Configuration Guideto use rs_init.
¢ Create routes

Create routes using Sybase Central or the create route command at the source Replication
Server.

See also
»  Manage Database Connections on page 165
e Manage Routes on page 141
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Set Permissions and Security

Set up login names, passwords, and permissions to establish Replication Server security for
the replication system.

Replication Server login names and specific permissions are required for:

» Users who are setting up replicated data or monitoring and managing the Replication
Server. You can create these users in Sybase Central or at the command line.

« Components of the replication system, such as the data server and the Replication Server.
You can create system users in rs_init or at the command line.
See the installation and configuration guides for your platform for information about
rs_init.

If network-based security is enabled at your site, you can set up secure pathways and choose
message protection options for Replication Server to Replication Server communications.

See also

o Manage Replication Server User Security on page 213

»  Manage Replication Server System Security on page 205
*  Manage Network-based Security on page 230

Verify the Replication System

You must verify that the entire replication system is working before you create replication
definitions or subscriptions or perform system diagnostics.

See Replication Server Administration Guide Volume 2 > Verify and Monitor Replication
Server > \Verifying a Replication System .

Create Replication Definitions

To set up a table for replication, mark it as replicated in Adaptive Server and define a
replication definition for it in Replication Server. The replication definition describes the table
and contains information about the columns to be replicated.

« Ifyou plan to replicate stored procedures, create the stored procedure in both the primary
and replicate database.

» Ifyouare replicating the procedure from the primary to replicate database, mark the stored
procedure for replication in the primary database.

» If you are replicating the procedure from the replicate to the primary database, mark the
stored procedure for replication in the replicate database.

Create a function replication definition for the stored procedure at the primary Replication
Server, even if you are replicating the stored procedure from a replicate database to the
primary database.
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See also
»  Manage Replicated Tables on page 261
»  Manage Replicated Functions on page 335

Create Subscriptions
If you create a replication definition for a table at Replication Server, you must create a
subscription for that table replication definition at the replicate database. A subscription
instructs Replication Server to copy data from primary tables to specified replicate databases.

Similarly, if you create a function replication definition for a stored procedure, you must
create a subscription for that function replication definition at the replicate database. However,
you do not need to create subscriptions for table or function replication definitions that update
primary databases.

See also
e Manage Subscriptions on page 353

Perform Replication Server Tasks

Use rs_init, Sybase Central , or isql with RCL commands to interact with Replication Server.

rs_init allows you to set up a new Replication Server and add new databases to the system.

The Sybase Central Replication Manager plug-in component provides a graphical user
interface for performing many of the tasks associated with managing a Replication Server
system.

You execute RCL commands by connecting to Replication Server using a client application.
You can use a utility program such as Sybase Central or isgl, or you can use a custom
application program that you create with Open Client Client-Library.

RCL commands are similar to Transact-SQL commands. See Replication Server Reference
Manual > Replication Server Commands for the complete syntax for all RCL commands.

Since many of the commands are used on an as-needed basis, isql is a convenient way to
execute them.

Use rs init

Use rs_init to configure a new Replication Server and to add Adaptive Server databases to
your replication system.

If you have an existing Replication Server, you can use rs_init to upgrade to a new version or
downgrade to a previous version. rs_init is installed with the Sybase software. You can use it
interactively or with a resource file.

See the Replication Server Configuration Guide for your platform for instructions to use
rs_init.
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Manage Replication Server with Sybase Central

Sybase Central is a Replication Server system management tool.

Sybase Central provides a graphical user interface that allows you to monitor the components
of the replication system and perform Replication Server tasks.

With Sybase Central, you can:

» View a graphical representation of the topology of the replication system, which allows
you to group objects and view status information. Sybase Central also provides menus for
performing tasks and monitoring objects.

» Display multiple Replication Server connections and selectively view the contents of
queues.

« Perform many of the tasks available from the Replication Server command line and isq|,
often more quickly than using equivalent Transact-SQL or RCL commands. For example,
yOu can manage users, create routes and connections, create replication definitions and
subscriptions, and manage warm standby applications.

See also
»  Manage Replication Environment with Sybase Central on page 49

Use isql

You can use isgl to interact with Replication Server.
You can use the isql utility to execute:

e ERSSD (Embedded Replication Server System Database) commands, using the primary
user name and password from the Replication Server configuration file.

e RCL commands interactively

» Scripts stored in text files

For simple operations, using isgl interactively may be easiest.

For more complex operations, Sybase recommends using isql to execute scripts, so you can
keep arecord of the RCL commands you have executed to set up a Replication Server. You can
edit scripts and resubmit them whenever necessary. Scripts are also useful when you are
verifying a new system or investigating the cause of a failure.

You can use isql to log in to Replication Server or Adaptive Server. You can use isgl with both
the interactive and script methods to interact with Replication Server. For information about
using isql with Adaptive Server, refer to the Adaptive Server utility programs manual for your
operating system.

Using isgl Interactively
You can use isql interactively for simple operations.
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If necessary, start the Replication Server.

Log in to the Replication Server using the following command:
i sql -Uuser_nane -Ppassword - Sserver_nane

Specify the name of the Replication Server using the -S flag.

If your login is accepted, isql displays a prompt:
1>

Enter the RCL command you want to execute.

When you press the Return key at the end of a line, isql increases the line number. Some
commands require more than one line.

To execute the command, enter “go” (on a line by itself, with no blanks) and press Return.

To cancel the command, enter “reset” and press Return. The prompt’s line number is reset
to 1.

Some RCL commands display immediate results. Others execute asynchronously, that is,
they return a system prompt without necessarily having completed the desired action and
report only syntax errors.

To exit isql, enter “quit” at the beginning of a line.

Note: You can check the status of asynchronous commands by executing RCL commands that
display status or by querying the RSSD system tables at the affected sites. See Replication
Server Reference Manual > Replication Server System Tablesfor more information on system
tables and the stored procedures you can use to query them.

See also

Starting Replication Serveron page 76

Using isql to Execute Scripts

You can create scripts of RCL commands and execute the scripts using isql, which is useful
when you need to execute the same set of commands in Replication Servers at multiple sites.

1
2.

Start Replication Server if it is not running.

Create a text file for your script, and enter into it the RCL commands you want to execute.
As with the interactive method, separate each command with a go command on a line by
itself.

Execute the script using this isql syntax:
i sql -Uuser_nane -Ppassword - Sserver_nane
-iscript_nane

isql displays the results from the commands in the script on your screen as the standard
output. Optionally, you can redirect the output to a file:
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i sql -Uuser _nane -Ppassword -Sserver_nane
-iscript_nane > output_file

See also
» Slarting Replication Serveron page 76

Starting Replication Server

Start Replication Server and replication system components in sequence.

Normally, you need to restart Replication Server only if you are reconfiguring system files or
if your system experienced a failure that brought down Replication Server. Initially, the
installation process starts the replication system for you.

1. Start the data server containing the databases that Replication Server manages.
2. If Replication Server uses Adaptive Server Enterprise for the RSSD, start the RSSD. For
more details, see the Replication Server Installation Guide for your platform.

3. Start Replication Server by running the repserver on UNIX systems or repsrvr.exe on
Windows systems, or by executing the Replication Server run file.

4, Start RepAgent for the data server and for the RSSD if RepAgent has not been configured
to start automatically at server startup.
5. To ensure that Replication Server started with no errors:

a) Checktherepserver. | og file for error messages (indicated with the letter “E” on
the left), as described in Replication Server Administration Guide Volume 2 > Handle
Errors and Exceptions > Error log files > Replication Server Error Log.

b) Useisql to log in to each Replication Server, or use a script that logs in to each server.
See Replication Server Administration Guide Volume 2 > Verify and Monitor
Replication Server > Monitoring Replication Server > Verify Server Status.

See also
» Replication Server Executable Program on page 76

Replication Server Executable Program

Use repserver Or repsrvr.exe at the operating system prompt to run the Replication Server
program.

For example, to run repserver, log in to the operating system as the “sybase” user, and execute
repserver using the following syntax:
repserver [-C config_file] [-i id_server] [-S rs_nane]

[-] interfaces file] [-E errorlog file] [-M [-V]

[-K keytab_file]
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See Replication Server Reference Manual > Executable Programs for complete information
about each of the parameters of the repserver command.

The rs_init program creates the run file “RUN_name,” where name is the name of the
Replication Server. The run file specifies the repserver command with parameters set for the
installed Replication Server. Normally, you start Replication Server by executing the run file.

The Replication Server executable program is located in the bi n subdirectory, and the
Replication Server r un file isin thei nst al | subdirectory of the Sybase release directory.
Refer to the Replication Server installation and configuration guides for your platform for
more information.

Replication Server Configuration File

Replication Server finds the startup information it needs in the Replication Server
configuration file.

The file is created by the rs_init program, but it can be edited with a text editor. If it contains
encrypted passwords, however, you must modify them using rs_init. See the Replication
Server installation and configuration guides for your platform. The default name for the
Replication Server configuration file is the Replication Server name with “. cf g” appended.

Stopping a Replication Server Using isql

Stop a Replication Server using the isql utility.

When you shut down a Replication Server, it refuses additional connections, terminates
threads, and exits.

1. Useisql to log in to the Replication Server as the System Administrator:
isql -Usa -Psa_password - Sservernane
2. Enter:

shut down
go

Add a Replication Server

Toadd a Replication Server to areplication system, use the rs_init program, as described in the
installation and configuration guides for your platform.

Always conduct a careful review and analysis of how the additional Replication Server will fit
into your system. Determine the other processes that are required for the server and designate
required names and accounts for these processes.

The first Replication Server you install must be the ID Server. It must be running when you
install new Replication Servers or add databases to the replication system.
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You can use Sybase Central to add Replication Server to a replication system when you are
creating a replication environment.

When you install each Replication Server, rs_init performs the following tasks:

« Creates a configuration file for the Replication Server

« Creates an executable run file to start the Replication Server

» Sets RepAgent parameters at Adaptive Server

» Creates and initializes the RSSD or the ERSSD.

 Starts the Replication Server and RepAgent for the RSSD, as necessary

After you have executed rs_init for each Replication Server you are adding:

1. Determine the routing for the Replication Server, and modify the routes in the existing
system to accommodate the new Replication Server.

2. If you want to add a new database, prepare that database for replication.
Grant users the appropriate permissions for Replication Server commands.

4. If applicable, add replication definitions, subscriptions, function-string classes, and error
classes for the Replication Server.

w

See Replication Server Administration Guide Volume 2 > Customize Database Operations
and Replication Server Administration Guide Volume 2 > Errors and Exceptions Handling.

See also

*  Manage Routes on page 141

»  Manage Database Connections on page 165

»  Manage Replication Server Security on page 205

»  Manage Replicated Tables on page 261

»  Manage Subscriptions on page 353

e Creating a Replication Environment Object on page 58

Add a Replication System Domain

A replication system domain includes all replication system components that use the same ID
Server.

Most replication systems should be set up as a single domain with asingle ID Server. However,
you may require replicates of two separate data environments in the following situations if:

« Your enterprise requires data management by separate groups, sites, or independent
organizations.

* You need to eliminate an ID Server as a single point of failure, thereby creating a fault-
tolerant system.
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An ID Server failure in a domain results in system degradation. New Replication Servers
and databases cannot be added to a domain as long as the ID Server is shut down.

If you do use multiple replication system domains, be sure to have completely independent
data environments. For example, assume you have one data environment tracking personnel,
and another tracking inventory. As long as there is no data sharing or relationship between
these two groups, you can create two separate domains, one for each data environment.

Guidelines for Adding Replication System Domains

You must observe certain guidelines before you create multiple 1D Servers for multiple
replication system domains.

» Make sure all Replication Server and data server names are globally unique across
domains.
By using unique names, you simplify your administration and prevent confusion,
especially in the interfaces files, which contain network access information for servers.
« You need to assign the ID number each time a Replication Server or database is added to
the replication system.
« Maintain unique names and distinct ID numbers to accommodate the future possibility of
data transfer between domains (that is, merging of domains).
* Provide a different range of database and Replication Server ID numbers for each
domain.
« Make sure the ID numbers of any additional domains are large enough so that they do
not overlap with the ranges of the first domain.
« Make sure that replication definition names are globally unique within and between 1D
Server domains.

Examples of Assigning ID Numbers
You can only use the ID numbers within specified ranges for each 1D Server in your replication
environment.

The ID number is increased each time a Replication Server or database is added to the
replication system. By default, your first ID number for a data server is 101. For a Replication
Server it is 16,777,317. The last possible ID number for a data server is 16,777,316. For a
Replication Server it is 33,554,431.

If you are creating two domains, you could assign ID numbers according to the table.

Table 2. Suggested ID Numbers for Multiple ID Servers

Component First ID number Last ID number
1st domain data server 101 99,999

2nd domain data server 100,000 16,777,316

1st domain Replication Server 16,777,317 17,777,316

Administration Guide Volume 1 79



Manage a Replication System

Component First ID number Last ID number

2nd domain Replication Server 17,777,317 33,554,431

When you are installing an ID Server using the rs_init program, you can specify the Starting
Replication Server ID and the Starting Database ID.

Note: Make sure your ranges do not overlap from one domain to another. Make your ranges
large enough so that ID numbers can never increase to the next range. For example, a range of
99,999 accommodates nearly all possible cases.

Set Replication Server Configuration Parameters

You can configure Replication Server or specific objects within the replication system by
using one of several methods that update configuration parametersinther s_conf i g system
table in the RSSD or the ERSSD.

You can also check configuration status information in this table.

Note: Replication Server startup information is stored in a configuration file created by
rs_init. The default name for the Replication Server configuration file is the Replication
Server name with “. cf g” appended. See Replication Server Reference Manual > Executable
Programs for more information about the configuration parameters stored in this file.

Replication Server Configuration Parameters

Replication Server reads configuration parameters fromther s_conf i g system table in the
RSSD or ERSSD.

All configuration parameters have default values, which are inserted in the table when you use
the rs_init utility to create the RSSD or ERSSD. The default values are sufficient for most
replication systems. Normally, you change default values only for unusual environments or
special situations. For example, you may need to adjust parameters for performance tuning if
your system has a large number of replication definitions or subscriptions. You can change
default values using configure replication server.

Basic parameters governing the names and version numbers of the Replication Server and its
components can also be set with rs_init.

rs_init also sets the password encryption configuration parameter.

Many configuration parameters also have values for specific objects. You set these values after
installation when your system requires the fine-tuning that these parameters allow. For
example, default route parameters affect all routes that originate at the current Replication
Server. If necessary, you change the default settings for these parameters with configure
replication server. You also can set parameter values for individual routes by using the alter
route command.
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Setting some configuration parameters requires a technical understanding of the replication

system.

It is important to back up the RSSD periodically, and whenever you do anything to change its
state. ERSSD is already configured for daily automated backup.

See Replication Server Administration Guide Volume 2 > Performance Tuning. See
Replication Server Administration Guide Volume 2 > Performance Tuning > Configuration
Parameters that Affect Performance.

See also

» Replication Server Technical Overview on page 23
e Manage the RSSD on page 84
»  Manage the Embedded Replication Server System Database on page 86

Basic Configuration Parameters

Basic parameters govern the names and version numbers of the Replication Server and its

components.

War ning! Do not change the values for the basic configuration parameters. The values are set
when you run rs_init and should only be modified by the rs_init program when you upgrade or
downgrade Replication Server.

Table 3. Basic Configuration Parameters

Configura-
tion Param-
eter

Description

cur-
rent_rssd_ver-
sion

The Replication Server version supported by this RSSD. The Replication Server
checks this value at startup.

id_server

The name of the 1D Server for this Replication Server.

mini-
mum_rssd_ver-
sion

The minimum version of the Replication Server that can use this RSSD. When the
current_rssd_version is greater than the version of the Replication Server, this
value is checked when the Replication Server is started.

oserver

The name of the current Replication Server.

prev_min_rssd
_version

Following an rs_init installation upgrade, this value contains the previous value of
minimum_rssd_version.

prev_rssd_ver-
sion

Following an rs_init installation upgrade, this value contains the previous value of
current_rssd_version.

rssd_er-
ror_class

Error class for the RSSD. Default: rs_sqlserver_error_class
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Configura- | Description
tion Param-
eter

send_enc_pw | Ensures that Replication Server makes client connections to the RSSD with an

encrypted password. Values are “on” and “off” (the default).

See also

Send Encrypted Passwords for Replication Server Client Connections on page 210

Different Types of Configuration Parameters

There are different types of configuration parameters in the r s_conf i g system table that
affect the Replication Server and different database objects.

The method for changing a parameter also varies according to the object that the parameter
affects. The different types of configuration parameters are:

Local Replication Server — parameters whose effects are restricted to the current
Replication Server. These include the basic configuration parameters and the parameters
listed in Replication Server Administration Guide Volume 2 > Performance Tuning >
Configuration Parameters that Affect Performance > Replication Server Parameters that
Affect Performance.

Route — parameters that affect routes from the current Replication Server to other
Replication Servers.

Database connection — parameters that affect database connections originating with the
Replication Server. See Replication Server Administration Guide Volume 2 >
Performance Tuning > Use Parallel DSI Threads > Parallel DSI parameters.

Logical database connection — Replication Server parameters that apply to logical
database connections for warm standby applications. See Replication Server
Administration Guide Volume 2 > Manage Warm Standby Applications > Alter Warm
Standby Database Connections > Alter Logical connections > Change Parameters
Affecting Logical Connectionst or information about setting default and per-target values
for logical connection parameters.

Network-based security services — parameters that affect network security.

Performance — parameters that affect the performance of a Replication Server. See
Replication Server Administration Guide Volume 2 > Performance Tuning >
Configuration Parameters that Affect Performanceand Replication Server Administration
Guide Volume 2 > Performance Tuning > Use Parallel DSI Threads > Parallel DS/
parameters.

See also

Change Replication Server Parameters on page 83
Change Routes on page 153
Set and Change Parameters Affecting Physical Connections on page 174
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»  Manage Network-based Security on page 230
» Basic Configuration Parameters on page 81

Change Replication Server Parameters

You can modify configuration parameters that affect the current Replication Server by using
configure replication server at the Replication Server.

To change default configuration parameter values using configure replication server, log in
to Replication Server and execute configure replication server at the isql prompt.

Use this syntax where config_paramis a character string that corresponds to the configuration
parameter name and valueis a character string representing the setting you want for the
parameter:
configure replication server

set config_paramto 'val ue'

The config_param string must match an entire parameter name. You may have to restart
Replication Server for the new parameters to take effect.

Example 1

For example, to change the maximum number of messages allowed in the Open Server
message queue to 5, log in to the source Replication Server and:

1. Execute the configure replication server command:
configure replication server set numnsgs to '5'
2. Restart the Replication Server.

Example 2

This example uses configure Replication Server to change the ha_failover parameter to
enable Failover support for all non-RSSD connections from a Replication Server to Adaptive
Servers.

1. Execute configure replication server. Log in to the Replication Server for which you want
to enable Failover support and enter:
configure replication server
set ha_failover to 'on'

See Replication Server Administration Guide Volume 2 > Replication System Recovery >
Configuring the Replication System to Support Sybase Failover.
2. Restart the Replication Server.

Configuration changes take effect after you restart Replication Server.

See Replication Server Reference Manual > Replication Server Commands > configure
replication server.

Be aware of parameters affecting security and see Replication Server Administration Guide
Volume 2 > Performance Tuning for parameters affecting performance.
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See also
» Manage Replication Server Security on page 205
o Starting Replication Serveron page 76

Configure Dynamic Parameters
For dynamic configuration parameters, you do not need to restart the Replication Server for
the new values to take effect. Use configure replication server to modify the parameter value.

Use admin config to retrieve the values of these parameters.

The admin config syntax is:

adm n config [,”connection” |,“logical _connection” |,“route” ]
[, server
[, database]] [, configuration_nane]

See the Replication Server Reference Manual for a detailed information in using this
command.

Dynamic Configuration Parameters
Use configure replication server with dynamic configuration parameters to affect
Replication Server behaviour without having to shut down and restart Replication Server.

Table 4. Dynamic Configuration Parameters

init_sqm_write_delay init_sqm_write_max_delay
memory_limit num_concurrent_subs
queue_dump_buffer_size sqm_recover_segs
sgm_warning_thr_ind sgqm_warning_thrl
sgm_warning_thr2 sgt_max_cache_size
sqt_init_read_delay sqt_max_read_delay
sts_cachesize sts_full_cache_system_table_name

Manage the RSSD

The data in each Replication Server RSSD is essential in keeping the replication system
running.

The replication system administrator or Adaptive Server system administrator manages the
RSSD by monitoring the condition of the database and performing regular dumps. In the event
of disaster recovery, you need to rely on up-to-date backups of the RSSD for full system

recovery. Therefore, it is critical that you perform periodic backups of the replication system.
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It is also important to back up the RSSD after performing tasks that change its state, such as
adding routes, replication definitions, and subscriptions, or altering function strings for
databases to which you are connected.

The system tables are loaded into the RSSD during Replication Server installation. You can
query the system tables to find the status of the system, but in general, you should not make
changes to the tables directly. Refer to the Replication Server Reference Manual for detailed
descriptions of the system tables.

Enable Failover Support for an RSSD Connection
Use Sybase Failover to configure two version 12.0 or later Adaptive Servers as companions. If
the primary companion fails, the devices, databases, and connections of the primary
companion can be taken over by the secondary companion.

For more detailed information about how Sybase Failover works in Adaptive Server, see
Using Sybase Failover in a High Availability System which is part of the Adaptive Server
Enterprise documentation set.

To enable Failover support for an RSSD connection, use either of the following methods:

e Use rs_init when you install a new Replication Server.
For instructions, see Replication Server Configuration Guide > Configure Replication
Server and Add Databases Using rs_init for your platform.
« Edit the Replication Server configuration file after you have installed the Replication
Server.
1. Use a text editor to open the Replication Server configuration file. The default file
name is the Replication Server name with a “. cf g” extension.
The configuration file contains one line per entry.
2. Find the line “RSSD_ha_f ai | over =no” and change it to:
RSSD_ha_f ai | over =yes
3. To disable Failover support for an RSSD connection, change the
“RSSD _ha_fail over=yes”to:
RSSD _ha_f ai | over =no

These changes take affect immediately; that is, you do not have to restart Replication
Server to enable Failover support.

If you cannot recover the most recent database state of the RSSD, see Replication Server
Administration Guide Volume 2 > Replication System Recovery > Recover from RSSD
failure.

Note: It is not possible to migrate an RSSD database across platforms using commands such
as, cross-platform dump and load, or bep. To migrate, you must rebuild the replication system
on the new platform.

For instructions on how to enable Failover support for non-RSSD Replication Server
connections to Adaptive Server, see Replication Server Administration Guide Volume 2 >
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Replication System Recovery > Configure the Replication System to Support Sybase
Failover.

Manage the Embedded Replication Server System
Database

Replication Server can run on either an Adaptive Server Enterprise Replication Server System
Database (RSSD) or on an Embedded RSSD (ERSSD). ERSSDs are designed for users who
do not want to use Adaptive Server Enterprise to manage the Replication Server RSSD.

Replication Server is easy to install and manage with ERSSD. ERSSD is automatically
installed, configured, and started in the background if you specify that you want to use it.
Backup procedures are automatic and preconfigured.

Remember: You cannot migrate from ERSSD to RSSD. To use ERSSD, you must select it
when you install Replication Server. See the Replication Server Installation Guide.

Sybase provides ERSSD as an option in Replication Server, implemented in SQL Anywhere.
Sybase continues to support the traditional RSSD, implemented in Adaptive Server
Enterprise. All the ERSSD features discussed pertain to ERSSD only; they do not affect the
behavior of the traditional RSSD in Adaptive Server Enterprise.

ERSSD runs on three operating system files:

* A database root file
» Atransaction log file
» A transaction log mirror file

When you start rs_init, provide the directories for these files, and make sure that the name of
your ERSSD is in the interfaces file.

Tip: For better performance and better protection against disk failure, put each one of these
files on a different physical device.

Obtain Information on ERSSD Settings

Learn how to obtain configuration settings and other information on ERSSD.

ERSSD has a preconfigured backup time, backup interval, and backup directory. Unless you
want to change these defaults, you need not configure ERSSD. There are four files in the
backup directory. This directory is specified when you install Replication Server with
ERSSD. To check the current default values, enter:

sysadm n erssd
In the Replication Server configuration file, you can find the:

« ERSSD database file path
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« ERSSD transaction log file path
« ERSSD transaction log mirror file path
« Backup directory path

ERSSD Configuration Parameters and Command

Use the ERSSD configuration parameters to configure backup time and backup directory, and
ERSSD routing.

Syntax

configure replication server
set
{erssd_backup_start_tine |
erssd_backup_start_date |
erssd_backup_dir |
erssd_backup_i nterval | erssd_ra}
to 'val ue'

Warning! Do not update these values directly in the rs_config table.

Table 5. ERSSD Configuration Parameters

Parameter Value Default

erssd_back- Time the backup starts. 01:00 AM

up_start_time Specified as: “hh:mm AM” or

“hh:mm PM”, using a 12-hour
clock, or “hh:mm” using a 24-
hour clock.

erssd_back- Date the backup begins. Current date
up_start_date Specified as “MM/DD/YYYY”

erssd_backup_interval | Interval between backups of da- | 24 hours
tabase and log.

Specified as “nn hours” or “nn
minutes” or “nn seconds”.

erssd_backup_dir Location of stored backup files. | Same directory as the transaction log

Should be a full directory path. mirror; initial value specified in

. . rs_init
Configuring this path causes an -
immediate, unscheduled backup.
erssd_ra Its value should be a server name. | erssd_name_ra where erssd_nameis

It is only used when when a user | the ERSSD name in the your repli-
creates a route from the current | cation system
site.
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Backup ERSSD

An automatic full backup, including both the database file and the transactional log file, is
performed at the default or the configured time. You can perform an unscheduled backup for
ERSSD.

There are four files in the backup directory. This directory is specified when you install
Replication Server with ERSSD.

The transaction log is mirrored, providing extra protection for critical data, and enables
complete recovery of the transaction log file.

To perform an unscheduled backup, enter:
sysadm n erssd, backup

ERSSD Backup Directory Files

The Replication Server backup directory contains backup files for the ERSSD database and
transaction log. The backup directory is specified when you install Replication Server with
ERSSD.

Table 6. Backup Directory Files for ERSSD

File name File definition
erssd_name.db Backup database file
erssd_name.log Backup transaction log
erssd_name.db.pre Previous backup database file
erssd_name.log.pre Previous backup transaction log

ERSSD Routing

Use create route to create a route from Replication Server with ERSSD.

You can create a route from a Replication Server with ERSSD, as long as both the source and
the destination servers are version 15.0 or later. Verify that the Replication Agent name is in
the Replication Server interfaces file; an ERSSD Replication Agent is started as an open
server during create route and if its name does not appear in the interfaces file, the command
fails

The default ERSSD Replication Agent name is erssd_name _ra. To replace the default name
with that of your Replication Agent server, enter:

configure replication server
set erssd ra to 'val ue'

Note: Sybase provides ERSSD in SQL Anywhere (SA) as an option, and continues to support
the traditional RSSD in the Adaptive Server Enterprise.
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Move ERSSD Files

Use sysadmin erssd to move the ERSSD database file, transaction log, or transaction log
mirror.

Do not edit the configuration file itself. Moving the database file, transaction log, and
transaction log mirror is an expensive operation. Only use it when you are sure it is necessary.
For more information on sysadmin erssd, see the Replication Server Reference Manual.

ERSSD User Administration

You can change ERSSD user paswords, add users, and assign permissions.

There are only two users in the ERSSD, the primary user, who also acts as system
administrator, and the maintenance user. You can find their names and passwords in the
configuration file. You can do the following to change the user password:

« Use alter user to alter the primary user password.
« Use alter connection to alter the maintenance user password.

Both these commands alter the password at Replication Server as well as at ERSSD, and
update the Replication Server configuration file.

For more information on these commands see the Replication Server Reference Manual.

To add a user at the ERSSD, use isql to access the ERSSD as the primary user and execute
grant connect to username identified by password.

To give a user permission to read the Replication Server system tables, execute the command
grant membership in group rs_systabgroup to username.

To grant sa privileges to a user, execute grant dba to username.

Reduce ERSSD File Size

Use sysadmin erssd with the defrag parameter to recover any unused space, shrink the
ERSSD size, and rebuild the ERSSD database file.

When Replication Server deletes rows from the ERSSD, for example when Replication Server
deletes exceptions from the exception log, the ERSSD database does not release the space
back to the ERSSD filesystem. Therefore, you must defragment the ERSSD database to
recover disk space.

The defrag parameter uses the dbunload SQL Anywhere command to rebuild the ERSSD.
Before defragmenting the ERSSD:

» Verify you have sufficient disk space in your ERSSD as defragmentation requires as much
space as the original ERSSD for working space.
« Set your site version to 15.0 or later to allow you to use the defrag parameter.
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» Verify the replication system is not busy.
Executing sysadmin erssd, defrag:

1. Shuts down eRSSD.
2. Shuts down dbltm, the ERSSD Replication Agent, if dbltm is running.

3. Calls dbunload to rebuild and defragment the ERSSD database file. dbunload saves the
old transaction log as er ssdNane. ol g in the transaction log directory.

4, Restarts ERSSD.
The dREC recovery daemon restarts the dbltm for the ERSSD.

Note: During the defragmentation process, more files may be generated in the transaction log
directory. Do not delete these files. Replication Server and dbltm will remove the files when
the files are not needed.

ERSSD Recovery Procedures
ERSSD automatically manages recovery from operating system crashes, database server
crashes, and crashes caused by shutting down improperly. You can use several procedures
designed for recover a database damaged by media failure and ensure a clean recovery after
media failure.

See the Replication Server Reference Manual > Replication Server Commands > sysadmin
erssd.

Prerequisites for Replication Server Recovery
Before using the recovery commands, set the relevant environment variables.

On UNIX platforms:

+ Set your environment variable PATH to include $SYBASE/ $SYBASE_REP/ ASA11/
bi n:
set env PATH $SYBASE/ $SYBASE_REP/ ASA11/ bi n: $PATH

« Setyour environment variable LD_LIBRARY_PATH (SHLIB_PATH on HP, LIB_PATH
on AlX) to include $SYBASE/ $SYBASE_REP/ ASA11/ 11 b:

setenv LD LI BRARY_PATH $SYBASE/ $SYBASE_REP/ ASA11/ i b:
$LD LI BRARY_PATH

On Windows:

« Set your environment variable PATH to include “8YBASE% %SYBASE REP%
\ ASA11\ wi n32;
set PATH=%SYBASEXW %SYBASE REP% ASA11\ wi n32; YPATHY
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Recovering After Media Failure of the Database File

You can recover the ERSSD database file.

1

Make an extra backup copy of the current transaction log. If the database file is gone, the
only record of changes since the last backup is in the transaction log.

Create a recovery directory to hold the files you use during the recovery process.

Copy the database file from the last full backup to the recovery directory. You can find the
database file in the backup directory. It is named erssd_name. db.

Copy the backup transaction log into the recovery directory. The backup transaction log,
named erssd_name. | og, is in the backup directory.

Apply the transactions from the backup transaction log to the recovery database:
dbsrv1l erssd_nane.db -a erssd_nane. | og

Copy the online transaction log into the recovery directory. The online transaction log,
named erssd_name. | og, is in the log directory.

Apply the transactions from the online transaction log to the recovery database:
dbsrvll erssd_nane.db -a erssd_nane. | og
Make a post-recovery backup by making an extra copy of the database file.

Move the database file to the production directory and restart the database. Use the
command dbspawn from the Replication Server error log.

10. Perform validity checks on the recovery database:

dbvalid -c

"ui d=pri mary_user _nane;

pwd=pri mary_user _passwor d; eng=er ssd_nane
LI NKS=t cpi p

( DOBROAD=NONE; HOST=I ocal host ; PORT=port)"

11. Restart Replication Server.

Recovering from Media Failure on the Database Transaction Log

You can recover the ERSSD database transaction log.

1

Identify the corrupted file. You can do this by running the Log Translation utility on both
the transaction log and its mirror to see which one generates an error message. In this
example, the Log Translation utility, dbtran, translates a transaction log named
erssd_name. | 0g, saving the translated output in db_name. sql .

dbtran erssd_nane. | og

The Log Translation utility translates the intact file with no errors, but reports an error
when translating the corrupt file.

Copy the correct file over the corrupted file, so that the two files are identical.

Restart the database, using command from the Replication Server error log.
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4. Restart Replication Server.

Resetting the Database Transaction Log for ERSSD
If Replication Agent is running and there are existing routes, you can reset the database
transaction log for the ERSSD after you recover from media failure on the log.

ERSSD is an SQL Anywhere database and you must execute the dblog, dbeng11, and dbstop
SQL Anywhere commands at the system prompt in this procedure. See the SQL Anywhere
documentation.

1. Shut down Replication Server using shut down.

2. Reset the ERSSD database log at a system prompt:
dblog -il erssd_nane. db

3. Start the ERSSD database server at the system prompt:
dbengll erssd_nane. db

4, Reset the ERSSD database locator value to 0:
a) Startisql.
b) Execute rs_zeroltm on the ERSSD database:

rs_zeroltmerssd nanme, erssd_nanme

c) Exitisql.

5. Stop the ERSSD database at the system prompt:

dbstop -c
“eng=er ssd_nan®e; ui d=pri mary_user _nane;
pwd=pri mary_user _password”

6. Start Replication Server.

See also
» Starting Replication Serveron page 76
» Stopping a Replication Server Using isqg/on page 77

Quiesce Replication Server

To quiesce a replication system means to put the system in a state in which no Replication
Servers have messages to send or receive.

You may need to quiesce all Replication Servers in the system to recover databases, alter
routes, and troubleshoot the system. A Replication Server is quiescent when the following
conditions are true:

» Subscription materialization queues do not exist.
« Replication Server has read all messages in all queues.
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Transaction caches for inbound queues contain no complete transactions.
Messages in RSI queues have been sent and acknowledged.
Messages in DSI queues have been applied and acknowledged.

Quiescing a Replication System

You can use a sequence of commands or Sybase Central to quiesce a system consisting of
several Replication Servers.

1

Execute the suspend log transfer from all command at each Replication Server. This
prevents RepAgent from connecting to the Replication Servers.

Execute admin quiesce_force_rsi at each Replication Server.

This command forces Replication Server to deliver all queued messages to other
Replication Servers, then reports whether the system is successfully quiesced.

Quiescing occurs most efficiently if you follow the flow of the data. For example, if data
flows from TOKYO_RS to MANILA RS to SYDNEY_RS, quiesce the Replication
Servers in that order.

Check that the Replication Server is quiescent using admin quiesce_check. If necessary,
repeat steps 2 and 3 until all Replication Servers are quiescent.

After all Replication Servers are quiescent, execute admin quiesce_force_rsi once more
at each Replication Server. Check that each Replication Server is quiescent using admin
quiesce_check. If necessary, repeat this step until all Replication Servers are quiescent.

This step is necessary because, although a Replication Server may be quiescent, it may
have recently sent messages to another Replication Server. These messages may initiate
more communication between these two Replication Servers or between several
Replication Servers in the replication system. Repeating steps 2 and 3 ensures that you
have quiesced the entire replication system.

Remove a Replication Server

How you remove a Replication Server from a replication system depends on whether or not
the Replication Server is active (running). It is easiest to remove a Replication Server that is
active. You must also drop routes and subscriptions when you remove a Replication Server.

See also

Manage Subscriptions on page 353
Manage Routes on page 141

Administration Guide Volume 1 93



Manage a Replication System

Removing an Active Replication Server

Drop subscriptions, replication definitions, connections, routes, and perform other tasks in the
correct sequence to ensure you can safely remove an active Replication Server from service.

1. Query the RSSD to determine what replication definitions are defined at the primary

Replication Server (the server you are removing from service). You can use the rs_helprep
stored procedure to do this. See Replication Server Reference Manual > RSSD Stored
Procedures >rs_helprep and, see Replication Server Reference Manual > Replication
Server System Tables

. Drop subscriptions and replication definitions.

a) For each replication definition defined at the primary Replication Server, execute the
drop subscription command for each subscription on all Replication Servers that
manage subscribing data.

To retain data at the replicate, execute the drop subscription command without
purge.
To delete data at the replicate, execute the drop subscription command with purge.

b) Drop all replication definitions for primary data managed by the Replication Server
(determined in step 1).

Wait for the replication definitions to disappear from the RSSDs of Replication Servers
that the Replication Server has a route to.

c) At the Replication Server you are removing, drop all subscriptions to replication
definitions on other Replication Servers.

To retain data at the replicate, execute the drop subscription command without
purge.
To purge data at the replicate, execute the drop subscription command with purge.

. If the Replication Server is the primary Replication Server for a function-string class or

error class, execute the move primary command at another Replication Server to change
the primary Replication Server for each class.

During a move primary operation, routes must exist from the old primary site to the new
primary site, and from the new primary site to the old primary site. The Replication Server
assuming the role of the primary site also must have routes to all of the same Replication
Servers as the old primary site.

. Drop database connections.

a) Stop all RepAgent connected to the Replication Server, using the sp_stop_rep_agent
system procedure at Adaptive Server.

b) Remove connections to all databases managed by this Replication Server, using the
drop connection command.

Note: If you want to continue to maintain the replicate data in databases previously
managed by a Replication Server that has been removed from service, you must create
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connections to those databases from some other Replication Server and create new
subscriptions.

5. Perform the following routing tasks:
a) Ifthe Replication Server is an intermediate site in a route, use the alter route command
so it is no longer an intermediate site.
b) Drop all routes fromthe Replication Server.

To do this, execute the drop route command for each route from the Replication Server
to another Replication Server.
c) Drop all routes fothe Replication Server.

To dothis, execute the drop route command on each Replication Server that has a route
to the Replication Server you are removing.

6. After all subscriptions and routes to and from the Replication Server are dropped, remove
the Replication Server from the list maintained by the 1D Server. To do this, execute the
sysadmin droprs command on the ID Server:

sysadmi n droprs, replication_server

See Replication Server Reference Manual > Replication Server Commands > sysadmin
droprs.

7. Remove all databases managed by the Replication Server from the database list
maintained by the ID Server. Include the RSSD. To remove databases, run the sysadmin
dropdb command on the ID Server, for each database:

sysadm n dropdb, data_server, database

See Replication Server Reference Manual > Replication Server Commands > sysadmin
dropdb.

See also
 drop subscription Command on page 379
e Manage Routes on page 141

Removing an Inactive Replication Server
An inactive Replication Server is one that is not running. To take an inactive Replication
Server out of service, you must drop and purge routes, and perform other tasks to safely
remove the Replication Server from service.

1. Drop all routes to the Replication Server.

To do this, execute the drop route command with the with nowait option on each
Replication Server that has a route to the Replication Server. For example:

drop route to OLD_ RS with nowait
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This command also deletes information about subscriptions created at OLD_RS for data
managed by this Replication Server.

2. If the Replication Server you are removing is primary for any function-string classes or
error classes other than the system defaults, rs_default_function_class and
rs_sqlserver_error_class, create a replacement for each class at a new primary. To do
this:

a) Choose a Replication Server that has routes to all other Replication Servers that use the
class.

b) Create a new class at that Replication Server containing the same function strings or
error actions as the original class. See Replication Server Administration Guide
Volume 2 > Customize Database Operations and Replication Server Administration
Guide Volume 2 > Handlle Errors and Exceptions.

c) Alter each database connection that is using the original class to use the new class
instead.

3. On each Replication Server that has a route from the Replication Server, purge the
Replication Server route.

To purge a route, execute the sysadmin purge_route_at_replicate command on each
Replication Server to which the Replication Server had a route. For example:

sysadmi n purge_route_at _replicate, OLD RS

This command also removes:

» Subscription information for data originating at the Replication Server you are
removing from service.

« Function-string and error classes defined at the Replication Server you are removing
from service. If the Replication Server is the primary site for
rs_default_function_class, rs_sqlserver_function_class, or
rs_sqlserver_error_class, these classes are not removed but are reset to have no
primary Replication Server.

4. Remove the Replication Server from the list maintained by the 1D Server. To do this,
execute the sysadmin droprs command on the ID Server:

sysadmi n droprs, replication_server

See Replication Server Reference Manual > Replication Server Commands > sysadmin
droprs.

5. Remove all databases managed by the Replication Server from the database list
maintained by the 1D Server. Include the RSSD. To remove databases, run the sysadmin
dropdb command on the ID Server, for each database:

sysadm n dropdb, data_server, database

See Replication Server Reference Manual > Replication Server Commands > sysadmin
dropdb.

This completes the removal of an inactive Replication Server from a replication system.
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Next
Keep in mind these three additional points:

< If you want to continue to replicate any data in the databases previously managed by the
Replication Server, you must reassign those databases to some other Replication Server.

« Since the subscriptions to the Replication Server data did not go through normal
subscription dematerialization, replicate data has not been deleted from replicate
Replication Servers.

* You may need to create additional routes to maintain the replication system—for example,
if the Replication Server is an intermediate on an indirect route.

See also
»  Manage Database Connections on page 165
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Manage RepAgent and Support Adaptive
Server

Learn about Replication Server support for Adaptive Server features, and how to set up,
configure, and manage RepAgent, the Replication Agent for Adaptive Server.

RepAgent is an Adaptive Server thread; it scans the database transaction log and sends
transaction information to the Replication Server for distribution to subscribing databases.

See Replication Server Administration Guide Volume 2 > Performance Tuning > Replication
Server Internal Processing > Processes in the Primary Replication Server > Replication Agent
User Thread.

See also
» Replication Server Technical Overview on page 23

Set up RepAgent

After Replication Server and Adaptive Server are installed on your system, you must enable a
RepAgent for each database the Replication Server manage.

Enable a RepAgent for each database the Replication Server manages if the database:

» Contains primary data, or
« Contains stored procedures marked for replication

In addition, if Replication Server is the source site for any route, you must enable RepAgent
for the Replication Server RSSD.

In some scenarios for setting up RepAgent, you use rs_init, in other scenarios you must use
command line options:

« If you install a new Replication Server or add a new database, use rs_init to set up
RepAgent. This process enables RepAgent, set default parameters, and start RepAgent.
See the Replication Server Configuration Guide for your platform for information about
rs_init.

« To change an existing replicate database to a primary database, you must use command
line options.

Multithreaded RepAgent

By default, the Adaptive Server RepAgent consists of a single thread that scans the primary
database log, generates LTL, and sends the LTL to Replication Server. With multithreaded
RepAgent, the scanning and sending activities are performed by separate threads. You can
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then configure multithreaded RepAgent to use additional paths from the primary database to
support multi-path replication.

See Replication Server Administration Guide Vbolume 2 > Performance Tuning > Multi-Path
Replication.

Configuring RepAgent Using Command Line Options

There are several basic steps for configuring RepAgent from the command line.

Define the local Adaptive Server using sp_addserver.

Enable the RepAgent feature on Adaptive Server using sp_configure.
Enable the RepAgent feature for each database using sp_start_rep_agent.
Enable log transfer on Replication Server using alter connection.

Start the RepAgent on Adaptive Server using sp_start_rep_agent.

o wbd e

Define the Local Adaptive Server

If you are starting Adaptive Server for the first time, you must execute the Adaptive Server
system procedure sp_addserver to add an entry for the local server to the Adaptive Server
sysservers table.

See the Adaptive Server Enterprise Reference Manual for information about using
sp_addserver.

Enabling RepAgent on Adaptive Server
Use sp_configure to enable RepAgent on Adaptive Server.

You need to perform this task only once at each Adaptive Server.

sp_configure 'enable rep agent threads' is a dynamic option. It takes effect immediately.
However, you may want to restart Adaptive Server after enabling RepAgent so that Adaptive
Server allocates a fixed number of dedicated static process structures for the thread.
Otherwise, RepAgent borrows process structures from the pool dedicated to user connections.

Log in to Adaptive Server and at the isqgl prompt, enter:
sp_configure 'enable rep agent threads', 1

Enabling RepAgent at the Primary Database
Execute sp_config_rep_agent to enable the RepAgent for each primary database and set
default values for RepAgent configuration parameters.

You can reset the default values at a later time. In this example, dbname is the name of the
database for which you are enabling RepAgent, repserver_name is the Replication Server to
which RepAgent connects, and repserver_username and repserver_password are the name
and password RepAgent uses to log in to Replication Server.
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Note: Make sure that repserver_usernameis a valid Replication Server user and that it has
Replication Server connect source permission. Try out the user name and password at the
Replication Server before you use sp_config_rep_agent.

Log in to Adaptive Server. At the isgl prompt, and enter:

use dbnanme

go

sp_config_rep_agent dbnane, enable, 'repserver_nane',
'repserver _username', 'repserver_password'

See also

o Configuring RepAgent on page 101

Enabling Log Transfer for the Primary Database
Use set log transfer on to enable log transfer for each connection between Replication Server
and a primary database.

Note: You must create a database connection between Replication Server and the data server
using rs_init or create connection before you can turn on log transfer. See the Replication
Server Configuration Guide for your platform for information about creating connections
using rs_init.

Turn on log transfer for the database connection to the primary database using alter
connection. For example, at the Replication Server, enter:

al ter connection to TOKYO DS. pubs2
set log transfer on

See also

*  Manage Database Connections on page 165

Configuring RepAgent

Use sp_config_rep_agent to change the default RepAgent configuration parameters.

The default RepAgent configuration parameters are set after enabling RepAgent using rs_init
or sp_config_rep_agent. Configuration parameters affecting RepAgent are stored in the
sysattri but es table of the database for which RepAgent is enabled. You must restart
RepAgent for the new parameters to take effect. There are also network security configuration
parameters for RepAgent if your system supports network-based security.

To configure RepAgent:

1. Log in to Adaptive Server and specify the database.
For example:
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use dbnanme
go

2. Execute sp_config_rep_agent once for each parameter you want to configure.
For example, to change the maximum number of log records sent to Replication Server ina

batch to 2000:

sp_config_rep_agent dbnane,

go

‘scan batch size', 2000’

3. Restart RepAgent for the new parameter to take effect.

sp_start_rep_agent dbnane

go

See Replication Server Reference Manual > Adaptive Server Commands and System

Procedures.

See also

»  Manage Network-based Security on page 230

» Starting RepAgent on page 108

Configuration Parameters Affecting RepAgent

Use sp_config_rep_agent with the configuration parameters to affect how RepAgent
connects to a database and to tune RepAgent performance.

Table 7. Configuration Parameters Affecting RepAgent

Configuration Parameter

Description

auto start

Specifies whether RepAgent automatically starts
when Adaptive Server restarts and recovers the data-
base. Set to true for RepAgent to start automatically
when you restart Adaptive Server.

Default: false

batch It

When set to true, sends LTL commands to Replica-
tion Server in batches. Otherwise, sends LTL com-
mands to Replication Server one at a time.

Default: true

connect database

The name of the database for which RepAgent is
configured, or the name of the temporary database
RepAgent uses when connecting to Replication Serv-
er in recovery mode.
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Configuration Parameter

Description

connect dataserver

The name of the RepAgent data server or the name of
the temporary data server RepAgent uses when con-
necting to Replication Server in recovery mode.

data limits filter mode

Specifies how RepAgent handles log records con-
taining column counts greater than 250, column
lengths greater than 255 bytes, and parameter lengths
greater that 255 bytes before attempting to send them
to Replication Server. Values are:

« off—RepAgentallowsall records to pass through.
In Replication 12.1 and earlier, this setting can
cause undesirable effects.

* stop — RepAgent shuts down if it encounters log
records containing data that exceeds limits of
Replication Server 12.1 and earlier.

« skip — RepAgent skips log records containing
data that exceeds limits of Replication Server
12.1 and earlier and posts message to error log.

e truncate — RepAgent truncates data exceeding
255 bytes per column and 250 columns per table.

Default: off (Replication Server 12.5 and later); stop
(Replication Server 12.1 and earlier)

ha failover Specifies whether, when Sybase Failover has been
installed, RepAgent automatically starts after server
failover.
Default: true

Itl batch size Specifies the LTL batch size for the end-of-message

(EOM) packets that RepAgent sends to Replication
Server. RepAgent sends an EOM packet once the data
packet reaches the LTL batch size you set. If you seta
higher threshold for triggering the EOM packet by
setting a higher value for LTL batch size, there is a
smaller ratio of small data packets to large data pack-
ets

Default: true
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Configuration Parameter

Description

Itl metadata reduction

Set to true to enable table metadata reduction for

Sybase RepAgent. Replication Server enables cach-
ing using the Executor command cache automatically
if you enable table metadata reduction in RepAgent.

See Replication Server Administration Guide VolI-
ume 2 > Performance Tuning > Suggestions for Using
Tuning Parameters > Executor Command Cache.

Default: false

max number replication paths

Sets the maximum number of paths that you allow
RepAgent to use to replicate data out of the primary
database through multiple replication paths. Rep-
Agent generates one RepAgent sender thread for
each RepAgent path.

Default: 1

Range of valid values: 1 to the value of MAXINT
which is 2,147,483,647 paths.

If max number replication paths is greater than 1,
and you do not set multipath distribution model to
connection , RepAgent continues to use the default
path for all replicated objects that you do not specif-
ically bind to a path. If max number of replication
paths is less than the number of paths that you bind
with replication objects, RepAgent reports an error
and terminates.

See Replication Server Administration Guide Vol-
ume 2 > Performance Tuning > Multi-Path Replica-
tion > Multiple Primary Replication Paths > Enabling
Mulltithreaded RepAgent and Multiple Paths for Rep-
Agent > Setting the Maximum Number of Replica-
tion Paths for RepAgent.

multipath distribution model

Sets the multipath distribution mode for RepAgent,
where:

e connection — distribution by connection.
* object — distribution by object binding.

Default: object

If you change the distribution model from object
binding to connection, RepAgent ignores all the ob-
ject bindings and displays a warning. RepAgent re-
tains the bindings if you revert to the object binding
model and restart RepAgent.
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Configuration Parameter

Description

multithread rep agent

Set to true to enable multithreaded RepAgent which
uses separate threads for the RepAgent scanner and
sender activities. Enable multithreaded RepAgent to
build multiple primary replication paths.

See Replication Server Administration Guide VolI-
ume 2 > Performance Tuning > Multi-Path Replica-
tion > Multiple Primary Replication Paths > Enabling
Mulltithreaded RepAgent and Multiple Paths for Rep-
Agent > Enabling Multithreaded RepAgent.

Default: false

net password encryption

In Adaptive Server 15.0.2, when this parameter is set
to true, RepAgent sets both the CS_SEC_ENCRYP-
TION and the CS_SEC_EXTENDED_ENCRYP-
TION connection properties. Otherwise, none of
these properties are set.

Default: true

Note: If unified login or mutual authentication se-
curity properties are set, net password encryption pa-
rameter will be ignored, since these security proper-
ties are using credentials for authentication.

number of send buffers

Sets the maximum number of send buffers that the
scanner and sender tasks of multithreaded RepAgent
can use.

To build multiple primary replication paths, enable
multithreaded RepAgent with the multithread rep
agent RepAgent parameter.

Default: 50 buffers
Range: 1to MAXINT which is 2,147,483,647 buffers

You need not restart RepAgent for the change to take
effect.

See Replication Server Administration Guide Vol-
ume 2 > Performance Tuning > Multi-Path Replica-
tion > Multiple Primary Replication Paths > Enabling
Multithreaded RepAgent and Multiple Paths for Rep-
Agent > Setting the Number of Send Buffers.
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Configuration Parameter

Description

priority

Sets relative priority values for individual Rep-
Agents. Recommended values are 4, 5, and 6, where 6
indicates low priority, 5 indicates medium priority,
and 4 indicates high priority.

Default: 5

I's name

The name of the Replication Server to which Rep-
Agent connects and transfers transactions from the
transaction log. Use rs name when you have changed
the name of the Replication Server.

rs password

The password RepAgent uses to log in to Replication
Server. Use rs password when you want to change
the RepAgent password.

IS username

The user name RepAgent uses to log in to Replication
Server. Use rs_username when you want to change
the RepAgent user name.

retry timeout

The number of seconds RepAgent remains inactive
before attempting to reconnect to Replication Server
after a recoverable error or when Replication Server
is down.

Default: 60 seconds

scan batch size

The maximum number of log records to send to Rep-
lication Server in each batch. When this number of
records have been sent, RepAgent asks Replication
Server for a new secondary truncation point.

Default: 1000 records

scan timeout

The amount of time RepAgent remains inactive after
sending a batch to the Replication Server and before
querying the Replication Server for the new secon-
dary truncation point. If there are more records in the
log, RepAgent resumes scanning. If there are no more
records and the Replication Server has still not ac-
knowledged receipt by sending a secondary trunca-
tion point, RepAgent again timeouts for the length of
time this parameter is set to.

Default: 15 seconds
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Configuration Parameter

Description

schema cache growth factor

Controls the duration of time table or stored proce-
dure schema can reside in the RepAgent schema
cache before they expire. Larger values require more
memory. Range is 1 to 10.

Default: 1

send buffer_size

Controls the size, in kilobytes, of the send buffer
RepAgent uses to communicate with Replication
Server. Values are 2K, 4K, 8K, and 16K.

Default: 2K

Note: Send-buffer size is not related to database page
size.

send maint xacts to replicate

When set to true, RepAgent sends records generated
by the maintenance user to the Replication Server for
distribution to subscribing sites. Otherwise, Rep-
Agent does not send records from the maintenance
user to the Replication Server.

Default: false

send structured oqids

Specifies whether RepAgent sends origin queue 1Ds
(OQIDs) as structured tokens or as binary strings.
When set to true, RepAgent sends OQIDS as struc-
tured tokens, which saves space in the LTL and im-
proves throughput.

Default: false

send warm standby xacts

Normally schema and system transactions are not
sent to a warm standby database. When set to true,
RepAgent sends schema, system, and maintenance-
user transactions. Otherwise, RepAgent does not
send transactions to the standby database.

Default: false

short Itl keywords

Specifies whether RepAgent sends an abbreviated
form of LTL to Replication Server. When set to true,
RepAgent uses the shortened LTL form that requires
less space and reduces the amount of data sent to
Replication Server.

Default: true
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Configuration Parameter

Description

skip Itl errors

When set to true, RepAgent ignores LTL errors re-

turned by the Replication Server. This option is nor-
mally turned on during recovery.

Default: false

skip unsupported features Instructs RepAgent to skip log records for features

unsupported by the Replication Server. This option is
normally used if Replication Server is a earlier ver-
sion than Adaptive Server.

Default: false

startup delay Controls when a specific RepAgent is started during

Adaptive Server start-up. This delays the RepAgent
startup by a specified duration to allow Replication
Server to run before RepAgent attempts to connect to
Replication Server. By default, the RepAgent starts
without any delay during automatic start-up. Setting a
value in seconds results in a delay in RepAgent start-
up by the specified number of seconds.

Default: 0 (zero) seconds.

Master Key and rs password

Set the master key password and rs password attributes to continue replication.

In Adaptive Server, when you create the syb_extpasswdkey service key with the master key
and you have not set the master key password in memory manually or automatically, the
Adaptive Server RepAgent is blocked at startup and sp_who shows "MASTER KEY SLEEP"
until you set the master key password. Each replication path has one rs password attribute that
RepAgent uses to log in to Replication Server. When you drop the syb_extpasswdkey service
key, Adaptive Server resets all the existing RepAgent rs password attributes. If you enter
sp_encryption helpextpasswd, you see "Needs Reset". You must reset all the rs password
attributes to continue replication.

See Adaptive Server Enterprise > Encrypted Columns Users Guide > Securing External
Passwords and Hidden Text > Service Keys.

Starting RepAgent

Use sp_start_rep_agent to start RepAgent on Adaptive Server.

Prerequisites
There must be an entry for Replication Server in the interfaces file of the Adaptive Server.
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Task
Normally, you need to start a RepAgent thread only if you:

« Reconfigure the RepAgent parameters.
» Explicitly shut down the RepAgent.

RepAgent starts automatically when Adaptive Server restarts if you had:

» Started RepAgent at least once with sp_start_rep_agent and not stopped RepAgent with
sp_stop_rep_agent.

» Set auto start to true with sp_config_rep_agent.

Note: RepAgent can be restarted only if its associated database is fully recovered and online
and log transfer is on for the connection to the primary database.

See Replication Server Reference Manual > Adaptive Server Commands and System
Procedures for detailed information about each option of sp_start_rep_agent and
sp_config_rep_agent.

1. Log in to Adaptive Server

2. At the isqgl prompt, enter sp_start_rep_agent.
For example, to enable RepAgent for the pubs?2 database:

sp_start_rep_agent pubs?

(Optional) To automatically start RepAgent whenever Adaptive Server restarts:
sp_config rep_agent 'auto start', 'true'

Stopping RepAgent

To shut down RepAgent, log in to Adaptive Server and execute sp_stop_rep_agent.

When RepAgent restarts, it scans records starting with the oldest transaction, but it only sends
records following the last one processed. As a result, Replication Server does not receive
duplicate records.

Once RepAgent has been shut down with sp_stop_rep_agent, it does not automatically start
up when the database comes online during data server startup unless you previously set auto
start to true with sp_config_rep_agent. Otherwise, you must execute sp_start_rep_agent to
start RepAgent and resume automatic start-up.

For example, to stop RepAgent, enter:

sp_stop_rep_agent pubs2

If you shut down RepAgent in this way, Adaptive Server shuts down RepAgent gracefully at
the end of the current batch of transactions.

You can also shut down RepAgent immediately using the nowait option. For example:
sp_stop_rep_agent pubs2, nowait
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If you shut down RepAgent with the nowait option, Adaptive Server terminates the RepAgent
without waiting for currently executing operations to finish.

Disable RepAgent

Use sp_config_rep_agent to disable RepAgent.

Note: You should disable RepAgent only when you change the replicate database to a primary
database, or downgrade Replication Server to an earlier version.

Before disabling RepAgent using sp_config_rep_agent, you must first shut it down using
sp_stop_rep_agent.

Normally, when you disable RepAgent, the process also disables the secondary truncation
point. For example:
sp_config_rep_agent pubs2, 'disable'

Once the secondary truncation point is disabled, the log can get truncated past the secondary
truncation point.

To disable RepAgent but keep the secondary truncation point, use the preserve secondary
truncpt option.
sp_config_rep_agent pubs2, 'disable', 'preserve
secondary truncpt'’
Disable RepAgent in this way to disable RepAgent momentarily.

If you are changing the primary to a replicate database, you must also turn log transfer off.
After disabling RepAgent, turn log transfer off using alter connection.

For example, log in to Replication Server and enter:

al ter connection to TOKYO DS. pubs2
set log transfer off

Configure RepAgent for Network Security

You can secure the pathway between RepAgent and Replication Server using network-based
security features.

Using sp_config_rep_agent, you can change settings for:

e The active security mechanism
« Unified login

» Mutual authentication

» Message confidentiality

« Message integrity
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« Message replay detection
e Message origin check
» Message out of sequence check

See also
»  Manage Network-based Security on page 230

Manage Log Transfer Activity

Use the log transfer commands to suspend and resume log transfer if you perform recovery,
troubleshooting, or diagnostic tasks.

The log transfer commands are:

¢ resume log transfer and suspend log transfer
¢ alter connection ... set log transfer on/off

Note: RepAgent cannot connect to Replication Server unless log transfer has first been set on
using alter connection.

See Replication Server Administration Guide Volume 2 > Replication System Recovery for
information about starting the RepAgent thread in recovery mode so that it can replay
database and transaction dumps.

Suspend Log Transfer

Execute suspend log transfer to disconnect one or all RepAgents and prevent RepAgents
from connecting to Replication Server.

Log transfer to Replication Server remains suspended until you resume it using the resume
log transfer command.

suspend log transfer command records information in the RSSD, so if you shut down
Replication Server and restart it, log transfer to that Replication Server remains suspended.

Note: Suspending log transfer is the first step in quiescing the replication system.

To suspend log transfer, log in to Replication Server and execute suspend log transfer at the
isql prompt by entering:

suspend | og transfer from {data_server.database | all}
where:

* gata server- the data server with the database for which log transfer is to be suspended.

» (database — the database for which log transfer is to be suspended.

« all—instructs Replication Server to suspend log transfer from all RepAgent and disallow
future connections for all RepAgent.
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These examples demonstrate the use of suspend log transfer .

« Suspend log transfer for the database named pubs2, managed by the TOKYO_DS data
server:
suspend | og transfer from TOKYO_DS. pubs2

« Suspend log transfer to the current Replication Server from all RepAgents:
suspend | og transfer fromall

In both examples, after the command is executed, affected RepAgent are not shut down and
may continue to send some messages to Replication Server. To shut down a RepAgent
immediately, log in to Adaptive Server and enter sp_stop_rep_agent, with the name of the
database for which RepAgent is enabled, and the nowait option.

See also
*  Quiesce Replication Serveron page 92

Resume Log Transfer

To reconnect RepAgent to a Replication Server, log in to the Replication Server and enter the
resume log transfer command at the isql prompt.

resume log transfer from {data_server.database | all}
where:

e data_server— the data server with the database for which log transfer is to be resumed.

* Jatabase-the database for which log transfer is to be resumed and for which the RepAgent
connection is to be allowed.

« all—allows all RepAgents to connect to this Replication Server.

These examples demonstrate the use of resume log transfer:

* Resume log transfer for the database named pubs?2, managed by the TOKYO_DS data
server:
resume | og transfer from TOKYO DS. pubs?2

« Resume log transfer to this Replication Server from all RepAgents:
resume log transfer fromall

Use alter connection and the set log transfer Option

Use alter connection with the set log transfer option to shut down log transfer.

To shut down log transfer, turn the set log transfer option off. For example:

al ter connection to TOKYO DS. pubs2
set log transfer off

When log transfer is off, Replication Server removes the DIST thread, and RepAgent can no
longer log in to Replication Server.
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When Replication Server no longer recognizes the primary database, you must reestablish this
connection using rs_init or create connection before you can use alter connection to set log
transfer on.

To set log transfer on, turn the set log transfer option on. For example:

al ter connection to TOKYO DS. pubs?2
set log transfer on

Review RepAgent Status and Configuration Information

You can monitor RepAgent and see the values of configuration parameters using commands
and system procedures. You can also use the Adaptive Server plug-in to Sybase Central to
monitor RepAgent.

View RepAgent Information
Use sp_help_rep_agent at Adaptive Server to monitor the RepAgent.

sp_help_rep_agent displays information about:

« Recovery — status and other information when you are restoring a database.

« Configuration parameters — the current settings for RepAgent configuration parameters
for both single and multiple replication paths.

» Process — information about the RepAgent process, including state, sleep status, number
of unsuccessful connection retries (if any), and the number of the last error message, for
both single and multiple replication paths.

» Send buffers - the number of send buffers that you have allocated to RepAgent.

« Scanned transactions — information about the current batch of log transactions: start, end,
and current markers; the number of records in the batch; and the oldest transaction.

« Security — the current settings of the network-based security mechanism.
e All —all of the above information.

Log in to Adaptive Server and execute sp_help_rep_agent at the isql prompt:
sp_hel p_rep_agent [dbnane[, 'recovery' | 'config" | 'process' |
"send' | 'scan' | 'security' | "all']]

dbname is the name of the database for which the RepAgent is enabled.

You can view current status information for one or all options, for example:

« Todisplay information about the RepAgent process, log in to Adaptive Server and enter:
sp_hel p_rep_agent pubs2, 'process’

« Todisplay information about the RepAgent log scanning, enter:
sp_hel p_rep_agent pubs2, 'scan’
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See Replication Server Reference Manual > Adaptive Server Commands and System
Procedures for detailed syntax, usage information, and example output for
sp_help_rep_agent.

View RepAgent Configuration Parameter Values

To view a list of default, current, and runtime configuration parameter values for a particular
RepAgent, log in to Adaptive Server and execute sp_config_rep_agent without options.

For example:
sp_config_rep_agent pubs2

If you do not specify a database name, sp_config_rep_agentdisplays configuration values for
all RepAgent-enabled databases.

To view values for a specific parameter, include the parameter name. For example:
sp_config_rep_agent pubs2, 'scan batch size

See Replication Server Reference Manual > Adaptive Server Commands and System
Procedures >sp_config_rep_agent.

View RepAgent Thread Information

Execute sp_who to view the RepAgent thread status on Adaptive Server.

In the display output, Adaptive Server shows the RepAgent information in rows with “REP
AGENT” in the “cmd” column.

For example, sp_who might display this row for RepAgent:

fid spid status | ogi name orignane hostname bl k_spi d dbnanme cnd
bl ock_xl oi d

0 23 background NULL  NULL 0 pubs2 REP AGENT 0

See the Adaptive Server Enterprise Reference Manual for detailed syntax and usage
information for sp_who.

To view RepAgent thread user status on Replication Server, execute admin who. Replication
Server displays RepAgent thread user information in rows with “REP AGENT” in the “name”
column.

See Replication Server Reference Manual > Replication Server Commands for more
information about admin who and output examples.
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Check Log Files for RepAgent Information and Error
Messages

Obtain RepAgent error and information messages that are recorded in the Adaptive Server
errorlog file.

See the Adaptive Server Enterprise System Administration Guidefor more information about
the Adaptive Server error log.

For example, starting RepAgent generates this message in the Adaptive Server errorlog:
00: 00000: 00022: 2003/ 09/ 18 12:16: 39. 15 server Started

RepAgent on dat abase, ‘pubs2’ (dbid = 4).

Stopping RepAgent generates this message:

00: 00000: 00022: 2003/ 09/ 18 12:17:17.07 server Shutting
down RepAgent for database, ‘pubs2’ (dbid=4).

Use Counters to Monitor RepAgent Performance

Adaptive Server provides several counters for monitoring RepAgent performance. You can
monitor RepAgent performance data using sp_sysmon.

Invoking sp_sysmon clears all accumulated data from the set of counters to be used during the
sample interval. At the end of the sample interval, the procedure reads the values in the
counters, prints a report, and stops executing.

You can direct sp_sysmon to print information for RepAgent counters only or for all
Adaptive Server counters. sp_sysmon displays RepAgent counter information for each
database.

See the Aaaptive Server Enterprise Performance and Tuning Guide for complete usage and
syntax information for sp_sysmon.

See Replication Server Administration Guide Volume 2 > Use Counters to Monitor
Performance to use counters to monitor Replication Server activity.

Invoke sp_sysmon

You can invoke sp_sysmon by using fixed time intervals, or by using the begin_sample and
end_sample parameters.

Fixed Time Intervals
Use fixed time intervals to provide a sample for a specified number of minutes.

For example, you can run sp_sysmon for 10 minutes and print information for all counters:
sp_sysnon “00: 10: 00"
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To print only the RepAgent section of the report, enter:
sp_sysnon “00:10: 00", repagent

begin_sample and end_sample

Use begin_sample and end_sample to invoke sp_sysmon to start and end sampling, issue

queries, and print results at any point in time.

For example, to start and end the sample for the RepAgent group of counters, enter:

sp_sysnon begi n_sanpl e
go

execute procl

go

sp_sysnon end_sanpl e, r epagent

Sample Output from sp _sysmon of RepAgent Activity

View a sample output of RepAgent counter activity from sp_sysmon.

Sample output from sp_sysmon
Replication Agent

Replication Agent: pubs2
Replication Server: NY_RS

Log Scan Summary
Nurmber of Log Scans
Amount of Time
for Log Scan (ms)
Longest Tinme
for Log Scan (ms)
Average Time
per Log Scan (ns)

Log Scan Activity
Updat es
I nserts
Del et es
Store Procedures
DDL Log Records
Witetext Log Records
Text/ |1 mage Log Records
CLRs
Checkpoi nts Processed

Transaction Activity
Opened
Conmi t ed
Abort ed

n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a

n/ a
n/ a
n/ a

per xact

n/ a
n/ a

n/ a

n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a

n/ a
n/a
n/ a

count % of total

3822 n/ a
3822 n/ a

3822 n/ a

n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a
n/ a

oOoococococuua

n/ a
n/ a
n/ a

o~~~
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Del ayed Conmi t n/ a n/ a 0 n/ a

Mai nt enance User n/ a n/ a 0 n/ a
Log Extension Wit

Count n/ a n/ a 3 n/a

Anpunt of tine (ns) n/ a n/ a 7822 n/ a

Longest Vit (ns) n/ a n/ a 5110 n/ a

Average Time (1ms) n/ a n/ a 2607. 3 n/ a

Schenma Cache

Usage
Max Ever Used n/ a n/ a 0 n/ a
Schemas reused n/ a n/ a 0 n/a
Forward Schema Lookups
Count n/ a n/ a 0 n/ a
Total Wit (ns) n/ a n/ a 0 n/a
Longest Wit (ns) n/ a n/ a 0 n/ a
Aver age Tine (ms) n/ a n/ a 0.0 n/ a
Backward Schenma Lookups
Count n/ a n/ a 0 n/ a
Total Wait (ns) n/a n/ a 0 n/a
Longest Wit (ns) n/ a n/ a 0 n/ a
Average Ti me (ms) n/a n/ a 0.0 n/ a
Truncati on Poi nt Mvenent
Moved n/ a n/ a 0 n/ a
Gotten from RS n/ a n/ a 0 n/ a
Connections to Replication Server
Success n/ a n/ a 0 n/ a
Fai | ed n/ a n/ a 0 n/ a
Net wor k Packet | nformation
Packets Sent n/a n/ a 6 n/a
Ful | Packets Sent n/ a n/ a 2 n/ a
Lar gest Packet n/ a n/ a 2048 n/ a
Anpbunt of Bytes Sent n/a n/ a 7695 n/a
Aver age Packet n/ a n/ a 1282.5 n/a
I/O Wit fromRS
Count n/ a n/ a 6 n/ a
Anobunt of Tine (ns) n/ a n/ a 766 n/a
Longest Wit (ns) n/ a n/ a 206 n/a
Average Wait (ns) n/ a n/ a 127.7 n/ a
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Description of Sample Output of RepAgent Counter Activity

Each section in the sample output of RepAgent counter activity from sp_sysmon describes a
different activity.

Log Scan Summary

RepAgent scans all records in the transaction log, but not all scanned records need to be
processed and sent to Replication Server. For example, RepAgent does not send records
generated by data manipulation language (DML) on tables not marked for replication.

Log Scan Summary reports the number of log records:

¢ RepAgent has scanned
« RepAgent has processed and sent to Replication Server

Log Scan Activity
Log Scan Activity provides information about the different kinds of log records processed by
RepAgent and sent to the Replication Server.

Log Scan Activity reports the number of:

« Rows affected by update statements

« Rows affected by insert statements

« Rows affected by delete statements

» Stored procedure executions

* Log records containing DDL to be replicated

» Log records processed generated by a WriteText command

« DML log records processed for a table with t ext , uni t ext , ori mage data

« Compensation log records (CLRs), which are generated when a transaction is partially or
fully rolled back

« Checkpoint log records indicate that there was an active transaction at the time this log
record was written.

Transaction Activity
Transaction Activity reports the number of transactions :

e Opened in the primary database
e Committed

e Aborted

« Found in prepare state

* Opened by the maintenance user

Log Extension Wait
During normal processing, RepAgent reaches the end of the transaction log. It then waits until
further activity resumes in the primary database.
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Log Extension Wait reports:

e The number of times RepAgent waited for extensions to the transaction log

« The total amount of time, in milliseconds (ms), that RepAgent waited for log extensions
* The longest amount of time, in ms, that RepAgent waited for log extensions

« The average amount of time, in ms, that RepAgent waited for log extensions

Schema Cache

When the structure of an object marked for replication is modified—Dby alter table, for
example—Adaptive Server must log special records in the transaction log that later on will
help RepAgent identify the correct schema for the object.

Schema Cache reports schema activity and RepAgent activity scanning forward and
backward in the transaction log looking for object schema changes.

e Usage
Usage reports:
¢ The maximum number of active schemas in the Schema Cache since the last restart of
Replication Agent
* The number of times that a schema had to be removed from the Schema Cache to free
space for a new one
e Forward Schema Lookups
Forward Schema Lookups reports:
e The number of times RepAgent performed forward scans
« The total amount of time, in ms, that RepAgent spent performing forward scans
< The longest amount of time, in ms, that RepAgent spent performing a forward scan
« The average amount of time, in ms, that RepAgent spent performing a forward scan
e Backward Schema Lookups
RepAgent performs a backward scan when DDL is performed inside a transaction.
Backward Schema Lookups reports:
< The number of times RepAgent spent performing backward scans
e The total amount of time, in ms, that RepAgent performed backward scans
» The longest amount of time, in ms, that RepAgent spent performing a backward scan
« The average amount of time, in ms, that RepAgent spent performing a backward scan

Truncation Point Movement
Truncation Point Movement reports:

« The number of times RepAgent moved the secondary truncation point
e The number of times RepAgent asked Replication Server for a new truncation point

Connections to Replication Server
Connections to Replication Server reports:

Administration Guide Volume 1 119



Manage RepAgent and Support Adaptive Server

e The number of successful connections to Replication Server
e The number of unsuccessful connections to Replication Server

Network Packet Information
Network Packet Information reports:

* The number of packets sent to Replication Server

* The number of full packets sent to Replication Server
* The largest packet sent to Replication Server

e The number of bytes sent to Replication Server

* The average packet size

I/O Wait from Replication Server
After RepAgent generates LTL, RepAgent sends it to Replication Server. To do this, it uses
Open Client capabilities.

1/0 Wait from Replication Server reports:

» The number of times RepAgent has sent a batch to Replication Server

« The total amount of time, in ms, that RepAgent has spent processing results from
Replication Server

e The longest elapsed time, in ms, that RepAgent has spent processing results from
Replication Server

« The average elapsed time, in ms, that RepAgent has spent processing results from
Replication Server

Support for Extended Limits

Replication Server version 12.5 and later supports extended limits for replication definitions.
Supported extended limits are:

* More columns, to a maximum of 1024

*  Wide columns and parameters, to a maximum of 32768 bytes
« Wide data rows to the width of the data page on the data server
» Wide messages larger than 16K

If the Replication Server site version is 12.5 or later, Replication Server sets the LTL version
automatically to 400 or higher. If RepAgent is running on Adaptive Server 12.5 or later,
RepAgent sends data with extended limits only if Replication Server specifies an LTL version
of 400 or higher at connect source time.

If the Replication Server site version is 12.1 or earlier, the LTL version is earlier than 400. If
RepAgent is running on Adaptive Server 12.5 or later, Sybase recommends that you do not
send extended-limits data to Replication Server 12.1 and earlier. You can specify how
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RepAgent handles extended-limits data by using the data limits filter mode parameter with
sp_config_rep_agent

See also
»  Configuring RepAgent on page 101

Support for Longer Identifiers

Replication Server version 15.0 and later increases the maximum length of replication object
identifiers to 255 bytes.

Affected replication object identifiers include:

» Table name and column name

« Stored procedure name and parameter name

» Functions and parameters — for function replication definitions and internal use only

» Function string name

* Replication definitions — including table replication definitions, function replication
definitions, and database replication definitions

e Article name

* Publication name

If the Replication Server site version is 15.0, Replication Server sets the LTL version
automatically to 700. If RepAgent is running on Adaptive Server 15.0 or later, RepAgent
sends data with extended size only if Replication Server specifies an LTL version of 700 or
higher at connect source time.

If the Replication Server site version is 12.6 or earlier, the LTL version is earlier than 700. If
RepAgent is running on Adaptive Server 15.0 or later, Sybase recommends that you do not
send data with longer identifiers to Replication Server 12.6 and earlier.

You can specify how RepAgent handles data with longer identifier by using the data limit filter
mode parameter with config_rep_agent.

Note: The create function, alter function, and drop function commands do not support long
identifiers. The name of the function and the parameters of these commands cannot exceed 30
bytes.

See also
e Configuring RepAgenton page 101
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Support for bigdatetime and bigtime Datatypes

Replication Server supports replication of the bi gdat et i e and bi gt i ne datatypes
included with Adaptive Server.

You can replicate these datatypes to replicate databases and warm standby databases by
specifying the datatypes in replication definitions, function replication definitions, and
subscriptions.

bi gdat et i me and bi gt i ne allow Adaptive Server to store data and time data up to
microsecond precision. bi gdat et i nme corresponds to the TI MESTAMP datatype, and
bi gt i me corresponds to the Tl ME datatype in Sybase 1Q.

See Replication Server Reference Manual > Topics > Datatypes > Date/time, and date and
time Datatypes for descriptions of the datatypes.

You can use rs_helprep to display information about bi gdat et i me and bi gt i ne.
rs_subcmp supports bi gdat et i nme and bi gt i ne.
See the Replication Server Reference Manual for descriptions of the commands.

These examples show how to use bi gdat et i me and bi gt i ne inareplication definition, a
function replication definition, and a subscription.

In these examples:

e PDS - primary data server

e pdb1l - primary database

« RDS - replicate data server

* rdbl - replicate database

e thl-table

* col 1,col 2, col 3 -columns

* repl - replication definition

» funcl - function replication definition
e subl - subscription

Replication Definition

create replication definition repl

with primary at PDS. pdbl

with all tables naned tbl

(coll int, col2 bigdatetine, col3 bigtine)
primary key (col 1)

Function Replication Definition

create function replication definition funcl
with primary at PDS. pdbl
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(@arl int, @ar2 bigdatetinme, @ar3 bigtine)
searchabl e paraneters (@ar1l)

Subscription

create subscription subl for repl
with replicate at RDS.rdbl

where col 3 = *14:20: 00. 010107’

wi t hout materialization

System Table Support for bigdatetime and bigtime

Thers_col ums, rs_dat at ypes, andr s_obj ect s system tables are extended to
support the replication of the bi gdat et i me and bi gt i me datatypes.

rs_columns
Column Data- Description
type
col type ti- Datatype of the column or parameter:
nyint e 35-bigdatetine
« 36-bigtine
rs_datatype
Column Data- Description
type
base col- |ti- ID of base datatype for the datatype. Can be:
type nyint e 35-bigdatetine
« 36-bigtine
rs_objects
Column Data- Description
type
attrib- i nt Mask, can be one or more of the following:
utes »  0x02 - replication definition has bi gdat et i e or bi g-
t i me columns and can be propagated only to Replication Serv-
er 15.5 or later.
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Mixed-Version Information for bigdatetime and bigtime

Only Adaptive Server versions 15.5 and later support bi gdat et i me and bi gt i ne.
If the primary data server is at least Adaptive Server 15.5, and:

< Primary and replicate Replication Server are version 15.5 or later, and the replicate
Adaptive Server does not support the datatypes, you can create a replication definition
containing a mapping for each of the two datatypes to the var char datatype.
Alternatively, use the var char datatype instead of the two datatypes in the replication
definition.

« Primary Replication Server is version 15.5 or later, and the replicate Replication Server
and Adaptive Server do not support the datatypes, use the var char datatype instead of
the two datatypes in the replication definition.

« Primary and replicate Replication Server, and the replicate Adaptive Server do not support
the datatypes, RepAgent automatically sends the var char datatype to Replication
Server.

Adaptive Server Shared-disk Cluster Support

Replication Server and RepAgent thread both support the Adaptive Server shared-disk cluster
environment.

In a Sybase shared-disk cluster, a database can be either a replication source or a replication
destination. You can perform all of the tasks, such as configuring RepAgent or marking tables
for replication, from any instance in the cluster. Replication status is coherent across the entire
cluster.

When adding new connections from or to an Adaptive Server cluster environment, the
servernamein the connection syntax must be the clustername and not the instancename. Use
select @@servername to retrieve the clustername.

By default, the RepAgent starts on the cluster coordinator; However, you can configure it to
start on any instance in the cluster. For example, to configure the RepAgent on the primary
database pdb to always start on the “ase2” instance, enter:

sp_config_rep_agent pdb, "cluster instance nanme", "ase2"

For a new configuration to take effect, restart the RepAgent using sp_start_rep_agent. To
return to the default behavior with the RepAgent starting on the cluster coordinator, enter:

sp_config_rep_agent pdb, "cluster instance nane",
"coordi nator"

When an instance starts, it checks if there are RepAgents configured to start on its node. If
there are, and if the database is marked to start automatically, the RepAgent starts.
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When the cluster coordinator starts, it also starts all RepAgents that are not configured to start
on a specific instance. If the coordinator node fails, or is stopped with a graceful shutdown, a
RepAgent starts on the new coordinator node.

If the RepAgent is configured to start on an instance other than the coordinator node, and this
instance fails, the RepAgent starts on the coordinator.

See the Replication Server Reference Manual > Adaptive Server Commands and System
Procedures >sp_config_rep_agent for information about the cluster instance name
configuration parameter.

Adaptive Server Data Compression

Replication Server supports the Adaptive Server data compression feature.

Adaptive Server data compression lets you use less storage space for the same amount of data,
reduce cache memory consumption, and improve performance by lowering I/O demands.
Adaptive Server can compress large object (LOB) datatypes such ast ext , i mage, and
uni t ext, and non-LOB datatypes. See the Adaptive Server Enterprise Compression Users
Guide.

Adaptive Server stores data in-row or off-row. Adaptive Server stores in-row, data columns
that are located contiguous to all other columns for that row. Adaptive Server stores LOB data
off-row in other locations because of the size of the data. There is an in-row pointer to the
actual location of off-row data.

System Requirements

« Adaptive Server —version 15.7 ESD #1 and later for both primary and replicate databases.
» Replication Server — version 15.7.1 and later for the primary and replicate Replication
Server.

Replication Server Support for Compressed Data
Replication Server does not perform any decompression and replicates the compressed LOB
columns from the primary Adaptive Server database, in compressed format, and without
decompressing the text values.

Replication support for compressed data between Adaptive Server databases depends on
whether the data is in-row or off-row and whether the datatype is LOB:

« Replication Server supports replicating in-row non-LOB compressed data between
Adaptive Server databases. RepAgent decompresses the row from the primary database
before sending the row to Replication Server.

* Replication Server supports replicating compressed off-row LOB columns between
Adaptive Server databases only if the primary and replicate databases have identical LOB
schema, character set, endianness, version, and page size.
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» The replicate Replication Server needs to be of the same character set and endian type as
the primary and replicate Adaptive Server data servers for compressed LOB data to
replicate correctly.

» Replication Server does not support replicating in-row LOB compressed data.

You must specify the compressed LOB column as i nage datatype in your replication
definitions. For example:

create replication definition pubs_copy_rep

with primary at TOKYO_DS. pubs?2

with primary table named ' publishers'

with replicate table nanmed joe.'pubs_copy’

(pub_id, pub_nane as pub_nane_set, au_photo inmage)
primary key (pub_id)

If you have set LOB compression on for the LOB columns in existing tables, do not enable
high-volume adaptive replication (HVAR) if sp_configure "enable compression™ is set to
0.

Updates do not replicate correctly when you change large object compression on a table and
you:

1. Initially mark the column as compressed in Adaptive Server.

2. Use sp_setrepcol with the always_replicate parameter to enable replication of a
compressed LOB column in your table replication definition.

3. Perform some inserts, and
4. Mark the column as not compressed in Adaptive Server.

To ensure updates replicate correctly, use sp_setrepcol with the replicate_if changed
parameter to enable replication of the LOB column in your table replication definition.

To prevent corrupt data in the stable queues, use sp_setrepcol to disable replicating off-row
compressed LOB columns if the primary and replicate Adaptive Server databases do not have
identical LOB schema, character set, endian architecture, version, and page size, or if all
Replication Servers in the route have site versions earlier than 15.7.1:

sp_setrepcol table_nanme, |ob_colum_nane, ‘do_not_replicate’

If you do not do this, you must drain corrupted data from the queues.

Draining Out Corrupt Data

Use a customized function string to drain corrupted data out of the queues if you do not disable
replication of off-row compressed LOB columns.

1. Disable replication of compressed LOB columns:
sp_setrepcol table_name, |ob_colum_nane, ‘do_not_replicate’

2. Disable high-volume adaptive replication (HVAR) on the replicate Replication Server.
For example, to disable HVAR for a database connection, enter:
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alter connection to data_server. dat abase
set dsi_conpile_enable to ‘off’
go

See alter connection in the Replication Server Reference Manual and Enable HVAR in
the Replication Server Administration Guide.: Volume 2.

3. Ifthe DSl thread shuts down, use a customized function string to drain corrupted data from
the queue.
For example, using the table schema in the myt ab5 table and a replication definition
named reptab5, create a function string named reptab5.rs_insert based on the rs_insert
function:
e Table schema:

create table nytab5
(cl int primary key, c2 text null conpressed = 5)

» Replication definition:
create replication definition reptab5
with primary at repl 3_18540. pdb
with all tables naned nytab5b
(cl int, c2 inmage null)
primary key (cl)
« Customized function string:

alter function string reptab5.rs_insert

for rs_sql server_function_cl ass

out put | anguage

"insert nytab5(cl, c2) values(?cllnew? , "''")’

Deferred Name Resolution

Deferred name resolution lets you create stored procedures in Adaptive Server without
resolving the objects used internally by these stored procedures. Adaptive Server postpones
the object resolution phase to the first time you execute the stored procedure in Adaptive
Server.

Stored procedures execute normally when you execute them after the first time.

In Replication Server versions earlier than 15.5, you can set up a warm standby application
and enable sp_reptostandby at the active database to allow replication of supported data
definition language (DDL) commands to the standby database. See Replication Server
Administration Guide Volume 2 > Manage Warm Standby Applications.

However on a standby database or a replicate database in a non-Warm Standby environment,
you cannot create a stored procedure that references a temporary table because Replication
Server does not replicate temporary tables. The create stored procedure process must resolve
the objects used internally by the stored procedure. However since there is no temporary table
in the replicate or standby database, Replicate Server does not create the stored procedure in
the replicate or standby database.
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With support for deferred name resolution, Replication Server allows the replication of stored
procedures that refer to temporary tables, tables that do not exist, and procedures that do not
exist, to replicate or standby databases.

See Adaptive Server Enterprise Transact-SQL Guide, Adaptive Server Enterprise System
Administration Guide: Volume 1, and Adaptive Server EnterpriseReference Manual:
Commands.

Configure Replication Server to Support Deferred Name Resolution

To enable or disable deferred name resolution in Replication Server, use the
deferred_name_resolution parameter with alter connection for a physical connection or
alter logical connection for a logical connection in a warm standby application.

For example, to enable deferred name resolution on the pubs2warm standby database of the
SYDNEY_DS data server:

alter logical connection to SYDNEY_DS. pubs2
set deferred_nanme_resolution to ‘on’

After you execute deferred_name_resolution with alter connection or alter logical
connection, suspend and resume the connection. By default, deferred_name_resolution is
off.

Note: Enable deferred name resolution support in Adaptive Server before you configure
deferred name resolution support in Replication Server.

Support for Incremental Data Transfer

With Adaptive Server 15.5, you can transfer data incrementally from a table instead of having
to transfer the whole table from one Adaptive Server to another. Replication Server supports
the data definition language related to the Adaptive Server incremental data transfer feature.

Replication proceeds normally for data modification operations performed on a replicate table
marked for incremental transfer.

If you load a replicate table with the transfer table command, and the table has an unique index
command and the data on the incremental transfer already exists on the table, Adaptive Server
internally converts an insert command into an update command.

The transfer table command applies only to the data server and database where you initiated
the transfer the first time.

If you mark tables for incremental transfer in the active database within a warm standby or

MSA environment, and then switch to the standby database if the active database terminates,
incremental data transfer may not resume correctly at the standby database. This is because,
unlike the active database, the standby database does not have a record of the incremental data
transfer activity. Therefore, you must initialize the incremental data transfer on the standby
database too.
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See Adaptive Server Enterprise Transact-SQL Users Guide > Adding, Changing,
Transferring, and Deleting Data > Transfering data Incrementally.

Performance Enhancements for Adaptive Server
Replication

Replication Server provides several features that enhance performance for Adaptive Server
replication.

« SQL Statement Replication — Replication Server supports SQL statement replication in
Adaptive Server which complements log-based replication and addresses performance
degradation caused by batch jobs. Sybase recommends that you use SQL statement
replication when:

» DML (data manipulation language) statements affect a large number of rows on
replicated tables.

* You have difficulty altering the underlying application to enable stored procedure
replication.

« High Volume Adaptive Replication — Replication Server includes High Volume Adaptive
Replication (HVAR) to enhance performance for replication to Adaptive Server.

HVAR compiles and combines a larger number of transactions into a group, improving
bulk operation processing. Therefore, replication throughput and performance also
improves.

HVAR is especially useful for creating online transaction processing (OLTP) archiving
and reporting systems where the replicate databases have the same schemas as the primary
databases.

See Replication Server Administration Guide Volume 2 > Performance Tuning > SQL
Statement Replicationand Replication Server Administration Guide Vblume 2 > Performance
Tuning > Advanced Services Option > High Volume Adaptive Replicationn.

In-memory and Relaxed-Durability Databases

Replication Server supports the in-memory and relaxed-durability database Adaptive Server
feature.

In-memory databases (IMDB) reside entirely in cache and do not use disk storage for data or
logs, and therefore do not require disk 1/0. This results in potentially greater performance than
a traditional disk-resident database (DRDB), amongst other advantages. Since an in-memory
database exists only in cache, you cannot recover the database if the supporting host is shut
down or the database fails.

With relaxed-durability databases, Adaptive Server extends the performance benefits of an
in-memory database to disk-resident databases. Disk-resident databases perform writes to
disk, and ensure that the transactional properties of atomicity, consistency, integrity, and
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durability, known as the ACID properties, are maintained. A traditional disk-resident database
operates at full durability to guarantee transactional recovery from a server failure. Relaxed-
durability databases trade the full durability of committed transactions for enhanced runtime
performance for transactional workloads. A relaxed-durability database created with the
no_recovery level is similar to an in-memory database: you cannot recover data or logs if the
server terminates or is shut down. You can also create a relaxed-durability database with the
at_shutdown level where transactions are written to disk if there is a proper shut down of the
database.

See Adaptive Server Enterprise In-Memory Database Users Guide.

Replication Server Support
Replication Server supports as the primary and replicate database:

e In-memory databases
¢ Relaxed-durability databases set with durability at no_recovery

For convenience, relaxed-durability databases refers to relaxed-durability databases with
durability set to non_recovery.

You can initialize an in-memory and a relaxed-durability database as a new primary or
replicate database by obtaining data, object schema, and configuration information from one
of:

« A template database that retains basic information.

* A database dump from another database and then load the dump to the target in-memory
database or relaxed-durability database.

The dump source database can be another in-memory database, relaxed durability database, or
a traditional disk-resident database.

Note: Replicating to or from an in-memory database may not be faster than replicating to or
from a relaxed durability database. DML on in-memory databases depends on several factors.

Inaddition, there is no difference in performance when replicating to or from an in-memory or
relaxed durability database compared to replication between primary and replicate databases
which are traditional full durability disk-resident databases.

In-Memory Databases as Primary Databases for Replication

You can configure in-memory and relaxed-durability databases as primary databases in a
replication system.
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Using a Template Database to Set Up Replication for a Primary In-Memory

Database

You can use the same disk-resident database as a template to initialize multiple in-memory or
relaxed-durability databases as primary databases. The primary in-memory or relaxed-
durability database inherits the configuration of the template database.

Note: After a shutdown or termination and a subsequent restart of Adaptive Server, Adaptive
Server recreates the in-memory or relaxed-durability database automatically from the
template.

1

Create the template database. The template database uses the name of the database with the
inbound connection from Replication Server which is usually the primary database
name.

For example, to create the template database named ny_db in the NY_DS data server:

create database ny_db on publicdev=10 | og on publicdevl og=10
go

Use rs_init to add the primary and replicate databases to the replication system.
Stop RepAgent on the template database:

sp_stop_rep_agent ny_db

go

Suspend the connection from Replication Server to the database.
Rename the template database to t enpl at el:

use naster

go

sp_dboption ny_db, single, true

go

sp_renanedb ny_db, tenplatel

go

sp_dboption tenpl atel, single, false
go

Create the in-memory or relaxed durability database with durability set to no_recovery
using the template created in step 1:

create i nnenory database ny_db

use tenplatel as tenplate

on i mdb_cache_dev = '50' |og on imdb_cache_dev_| og=' 50’

wi t h DURABI LI TY=NO_RECOVERY

go

Configure RepAgent to start automatically after Adaptive Server shuts down and restarts:
use tenpl atel

go

sp_config rep_agent tenplatel, 'auto start', true

Resume the connection from Replication Server to the database.
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Using a Database Dump to Set Up Replication for a Primary In-Memory
Database

You can set up replication if you use adump from another database to initialize the in-memory
or relaxed-durability as a primary database. The primary in-memory or relaxed-durability
database inherits the configuration of the database from which you obtained the dump.

1. Create the in-memory or relaxed-durability database:

create innenory database ny_db
on i mdb_cache_dev2 = '50" |og on indb_cache_dev_| 0og2="' 50"
wi t h DURABI LI TY=NO_RECOVERY
go
2. Use rs_init to add the primary in-memory database to the replication system.

3. Obtain a dump from the database that you want to use load the new in-memory database
you created.

4. Load the in-memory database from the database dump.
For example:
use master

go
sp_dboption ny_db, single, true

go

| oad dat abase ny_db from'/renote/ Based_on_I| oaddb/ | MDB. dunp'

go
onli ne dat abase ny_db

go
sp_dboption ny_db, single, false

go
5. Start RepAgent on the database:

sp_start_rep_agent ny_db

go
6. Optionally, resume the DSI connection from Replication Server to the primary database.

Shutdown or Termination of an In-Memory Database
After a shutdown or termination and a subsequent restart of Adaptive Server, Adaptive Server
recreates the in-memory or relaxed-durability database automatically from the template.

When Replication Server resumes the connection to the in-memory or relaxed-durability
database that you created, Replication Server may reapply commands, as the information used
by Replication Server to detect the latest command that was applied is lost when you restart
Adaptive Server.

In-Memory Databases as Replicate Databases for Replication

You can configure in-memory and relaxed-durability databases as replicate databases in a
replication system.
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Using a Template Database to set up Replication for a Replicate In-Memory

Database
You can use the same disk-resident database as a template to initialize multiple in-memory or
relaxed-durability databases.

Note: After a shutdown or termination and a subsequent restart of Adaptive Server, Adaptive
Server recreates the in-memory or relaxed-durability database automatically from the
template. When Replication Server resumes the connection to the replicate in-memory or
relaxed-durability database that you created, Replication Server may reapply commands, as
the information used by Replication Server to detect the latest command that was applied is
lost when you restart Adaptive Server.

1

Create the template database. The template database uses the name of the database with the
outbound connection to Replication Server which is usually the replicate database
name.

create database tokyo_db on publicdev=10 | og on publicdevl og=10
go

Use rs_init to add the replicate database to the replication system.

Suspend the DSI thread to the template database by stopping RepAgent on the template
database. For example:

suspend connection to TOKYO DS. t okyo_db

Rename the template database to templatel:

use master
go
sp_dbopti on tokyo_db, single, true

go
sp_renanedb tokyo_db, tenplatel

go
sp_dboption tenplatel, single, false

go

Create the in-memory or relaxed durability database with durability set to no_recovery
using the template created in step 1:

create i nnenory dat abase tokyo_db

use tenpl atel as tenpl ate

on i mdb_cache_dev = '50' |og on i mdb_cache_dev_| og=' 50’

wi t h DURABI LI TY=NO_RECOVERY

go

Connect to Replication Server and resume the connection to the replicate database:
resume connection to TOKYO DS.tokyo_db
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Using a Database Dump to set up Replication for a Replicate In-Memory
Database

You can set up replication if you use adump from another database to initialize the in-memory
or relaxed-durability as a replicate database. The replicate in-memory or relaxed-durability
database inherits the configuration of the database from which you obtained the dump.

1. Create the in-memory or relaxed-durability database:

create innenory dat abase tokyo_db
on i mdb_cache_dev2 = '50" |og on indb_cache_dev_| 0og2="' 50"
wi t h DURABI LI TY=NO_RECOVERY
go
2. Createthe objects such as, tables and stored procedures, users, and permissions required to
receive replicate data, or you can load a database dump.

3. Use rs_init to create the Replication Server connection to the in-memaory or relaxed-
durability database.

4. Perform a dump to save the current state of the in-memory or relaxed-durability
database:
a) Suspend the connection to the in-memory or relaxed-durability database:

suspend connection to RDS.indbl
go

b) Obtain a database dump of the in-memory or relaxed-durability database:
dunp dat abase i mdbl to '/databases/dunp/tokyo_db. dunmp
go

¢) Resume the connection to the in-memory or relaxed-durability database:
resume connection to RDS.indbl
go

Restoration of In-Memory and Relaxed-Durability Databases

Since in-memory and relaxed-durability databases exist only in cache, they lose their object
definition, data, and RepAgent configuration once the host data server shuts down or restarts.
You must reinitialize or restore the in-memory or relaxed durability database after the host
data server restarts.

You can reinitialize the in-memory or relaxed durability database from the template or you can
restore the in-memory or relaxed durability database with a database dump using one of these
methods:

» Recreating from a dump
« Database resynchronization
» Bulk materialization

Ensure that you have enough disk space and time to perform a database dump and load, and
that the period of time during which Replication Server skips transactions is acceptable. You
can estimate the acceptable period of time by monitoring the segments in the outbound queue
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with admin who, sqm. See Replication Server Reference Manual > Replication Server
Commands >admin who

Recreating In-Memory and Relaxed-Durability Databases From a Dump After

an Adaptive Server Shutdown

You can restore the data from the dump because the in-memory and relaxed-durability
databases are recreated when you restart Adaptive Server.

1

Repopulate the recreated replicate in-memory or relaxed-durability database with a new
dump or from any archived dumps taken from the replicate database.

Note: If the dump is not loaded from the dump of the source, there will be missing rows in
the replicate tables.

For example, to load the t okyo_db database from the original t okyo_db. sour ce
dump when the host Adaptive Server restarts:

use master

go

sp_dboption tokyo_db, single, true

go

| oad dat abase tokyo_db from'/databases/ dunp/tokyo_db. dunp’
go

onli ne database tokyo_db

go

sp_dbopti on tokyo_db, single, false

go

Resume the connection to the recreated replicate in-memory or relaxed-durability
database.

Resynchronizing Directly from a Primary Database

Resynchronize an in-memory database from a primary database.

1

Stop replication processing by RepAgent. In Adaptive Server, execute:
sp_stop_rep_agent database

Suspend the Replication Server DSI connection to the replicate database:

suspend connection to dataserver. dat abase

Instruct Replication Server to remove data from the replicate database outbound queue and
wait for a resync marker from the primary database RepAgent:

resume connection to data_server. database skip to
resync narker

Instruct RepAgent to start in resync mode and send a resync marker to Replication
Server:
 If the truncation point has not been moved from its original position, in Adaptive
Server execute:
sp_start_rep_agent database, 'resync’

Administration Guide Volume 1 135



Manage RepAgent and Support Adaptive Server

« If the truncation point has been moved from its original position, in Adaptive Server
execute:
sp_start_rep_agent database, 'resync purge'
5. Inthe Replication Server system log, verify that DSI has received and accepted the resync
marker from RepAgent by looking for this message:

DSI for data_server. database recei ved and processed
Resync Dat abase Marker. Witing for Dunp Marker.

Note: If you are resynchronizing multiple databases, verify that the DSI connection for
each of the databases you want to resynchronize has accepted the resync marker.

6. Obtain a dump of the primary database contents. See Adaptive Server Enterprise
Reference Manual: Commands > Commands >dump database. Adaptive Server
automatically generates a dump database marker.

7. Verify that Replication Server has processed the dump database marker by looking for this
message in the Replication Server system log:

DSI for data_server. database received and processed
Dunp Marker. DSl is now suspended. Resune after database has been
rel oaded.

When Replication Server receives the dump marker, the DSI connection automatically
suspends.

8. Apply the dump of the primary database to the replicate database. See Adaptive Server
Enterprise Reference Manual: Commands > Commands >load database.

9. After you apply the dump to the replicate database, resume DSI:
resunme connection to data_server. database

Resynchronizing a Replicate In-Memory or Relaxed-Durability Database with
Bulk Materialization

You can use one of two bulk materialization methods to restore an in-memory or relaxed-
durability database.

Prerequisites
Before you start bulk materialization, verify that the replication definitions and subscriptions
exist.

Task

1. Toquickly empty the inbound and outbound queues, deactivate the subscriptions that have
the in-memory or relaxed-durability database:

deacti vate subscription subscription_name

for {tabl e_repdef_nanme | func_repdef _nane | {publication pub_name |
dat abase replication definition db_repdef nane}

with primary at dataserver. dat abase}

with replicate at dataserver. database

go
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After you deactivate the subscriptions, Replication Server does not propagate all the
transactions in the inbound queue to the outbound queue of the in-memory or relaxed-
durability database.

In contrast, when you drop a subscription, all the committed transactions that have been
written into the inbound queue are distributed downstream of Replication Server. You can
deactivate a subscription even if the DSI is not running because the deactivation only
happens at the primary site. When the deactivate marker arrives at the outbound queue, you
can see this entry in the Replication Server log:

The deactivate marker for subscription subscription_nane
arrives at outbound queue: data_server_nhane. dat abase_nane.

After the deactivate marker arrives at the outbound queue, use sysadmin
sgm_purge_queue to purge the outbound queue at the replicate site to quickly empty the
outbound queue. See Replication Server Reference Manual > Replication Server
Commands >sysadmin sqm_purge_queue.

2. Execute check subscription at both the primary and replicate Replication Servers to
verify that the subscription status is DEFINED at the primary Replication Server and
VALID at the Replication Server.

3. Usethe "Simulate Atomic Materialization™ or "Simulate Nonatomic Materialization" bulk
materialization methods described in Replication Server Administration Guide Volume 1
> Manage Subscriptions > Subscription Materialization Methods > Bulk Materialization,
to build the in-memory or relaxed-durability database. If you use:

e Simulate atomic materialization — execute steps 4 to 9
e Simulate nonatomic materialization — execute steps 4 to 13

Enable Autocorrection
Before you resume the connection to the replicate in-memory or relaxed-durability database,
you must enable autocorrection for the replication definitions used for subscriptions to the
replicate database, in order to convert any update or insert into a delete and insert pair.

Enabling autocorrection applies to replicate databases created using templates or dumps.
Autocorrection allows Replication Server to continue replicating messages in the Replication
Server queues even if the Adaptive Server hosting a replicate in-memory or relaxed-durability
database shuts down or terminates.

Minimal DML Logging and Replication

Replication Server supports minimal DML logging in an in-memory or relaxed durability
database acting as the replicate database.

To optimize the log records that are flushed to the transaction log on disk, Adaptive Server can
perform minimal to no logging when executing some data manipulation language commands
(DMLs)—insert, update, delete, and slow bcp—on all types of low-durability databases,
such as in-memory databases and relaxed-durability databases set with durability of
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at_shutdown or no_recovery. You can perform minimal logging for DMLs on a per-database,
per-table, and session-specific basis. See Adaptive Server Enterprise In-Memory Database
Users Guide > Minimally-logged DML.

Note: Minimal DML logging session-level settings take precedence over database-level
settings and table-level settings.

As replication uses full logging, replication and the minimal data manipulation language
(DML) logging feature in Adaptive Server 15.5 are incompatible at the same level, such as
database-level or table-level. However, you can take advantage of the performance
enhancements from minimal logging on some tables while allowing replication on others as
minimal DML logging and replication can coexist at different levels.

For example, if you set replication and minimal DML logging at the same level, such as table-
level, setting replication status fails and an error message appears as described in these
scenarios:

« If you create a database to use minimal DML logging:
< And you mark the database for replication using sp_reptostandby, the attempt fails
and you see:

Cannot set replication for database database_nane
as it is mnimally | ogged. Use ALTER DATABASE to
set full DML logging and try again.

« And you mark tables and stored procedures for replication to replicate a subset of
tables, and mark a table in the database using minimally DML logging, you see this
warning:

War ni ng: dat abase_nane is using mininal |ogging.
Replicated objects will continue to use full DML
| oggi ng.
» Ifadatabase is using full logging and you mark it for replication using sp_reptostandby,
and you alter the database to set minimal DML logging, the attempt fails and you see:
Cannot al ter database dat abase_nanme to set m ni nal

| oggi ng because this database is marked for
replication. Renmpove replication and try again.

« If a database is using full logging and has objects marked for replication, you can set
minimal DML logging at the database-level but a message appears, warning you that
objects marked for replication still use full logging:

War ni ng: Dat abase dat abase_nane has obj ects narked
for replication. Replicated objects will continue to
use full | ogging.
» Ifadatabase using full DML logging contains tables defined to use minimal logging, and
you mark the database for replication, you see this warning:
War ni ng: Dat abase dat abase_name has tables that use

m ni mal DML | oggi ng. These tables will not be
replicated.

« Ifyou create a table using full logging and you mark the table for replication, and then you
set minimal DML logging for the table, the attempt fails and you see:
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Cannot alter the table table_nanme to set m ni nal DML
| oggi ng because this table is marked for
replication. Renpove replication and try again.
« Ifyou create a table using minimal DML logging, and if you mark the table for replication,
the attempt fails and you see:
Cannot set replication for table table_nane because

it is using mniml |ogging. Use ALTER TABLE to set
full logging and try again.
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Manage Routes

A route is a one-way message stream from a source Replication Server to a destination
Replication Server.

From each source Replication Server, you create one route for each destination Replication
Server, no matter how many databases are managed by the source or destination Replication
Servers.

Routes carry:

Data modification commands and applied functions or applied stored procedures from
primary databases managed at the source Replication Server to replicate databases
managed at the destination Replication Server

System table modification commands from a source Replication Server RSSD to a
destination Replication Server RSSD

Request functions or request stored procedures from replicate databases to primary
databases (in this case, the source is the replicate Replication Server and the destination is
the primary Replication Server).

When you create a route, the source Replication Server:

Creates an RSI outbound queue to hold messages for the destination site

Starts an RSI thread that logs in to the destination Replication Server and transfers
transactions from the RSI outbound queue to the destination Replication Server

Routing Preparation

Before you create or modify routes, you must verify that the relevant components of your
replication system are running, and you have designed your routes.

Specifically, you need to:

Ensure that you have carefully determined where routes are needed in your system. As part
of the design process, you must know where each source Replication Server and its
destination Replication Servers reside.

Identify which routes are direct and which are indirect. Indirect routes carry messages to
destination Replication Servers through one or more intermediate Replication Servers.
Using direct versus indirect routes can have a noticeable effect on system performance.
If you are creating a direct route, define the destination Replication Server in the interfaces
file at the site of the source Replication Server.

Verify you have an interfaces file entry for the RSSD of the destination Replication Server.
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Ensure the source, destination, and any intermediate Replication Servers in the route are
running.
Ensure that the RepAgent thread for the source Replication Server RSSD is running.

See the Replication Server Design Guide.

See also

Routing Schemes on page 143

Routing Rules

After you have determined your routing scheme, you can set up the required routes based on
the routing rules.

The routing rules are:

Replication Servers that manage databases containing primary data require direct or

indirect routes to the Replication Servers that manage databases with subscriptions for the

data.

Replication Servers that manage replicate databases where request functions originate

require direct or indirect routes to the Replication Server managing the primary database.

If no replicated functions originate in the replicate database, a route from a replicate to a

primary Replication Server is not required.

Each route in an indirect route must be a direct route.

You customize function strings for system functions with class scope at the primary

Replication Server for the function-string class. In this instance, you must create routes

from the primary Replication Server to the Replication Server managing the databases that

use the function strings.

See Replication Server Administration Guide Volume 2 > Customize Database Operations

> Work with Functions, Function Strings, and Classes > Summary of System Functions >

System Functions with Function-string-class Scope.

You customize error classes at the primary Replication Server. In this instance, you must

create routes from the primary Replication Server to the Replication Server managing the

databases that use the error mappings.

A Replication Server that you plan to assign as the new primary site for a function-string

class or error class, using the move primary command, has the following requirements:

< It must have routes to and from the Replication Server that is the current primary site
for the class, and

< It must have routes to all the same Replication Servers as the Replication Server that is
the current primary site for the class

See Replication Server Administration Guide Volume 2 > Handlle Errors and Exceptions >

Data Server Error Handling > Changing the Primary Replication Server for an Error Class

and Replication Server Administration Guide Volume 2 > Customize Database Operations
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> Manage Function-string Classes > Create a Function-string Class > Primary Site for a
Function-string Class.

Routing Schemes

Replication Server supports direct, indirect, and dedicated routes.

Direct Routes

A route with no intermediate sites is called a direct route. A system with direct routes results in
network connections between source and destination Replication Servers.

For example, in this figure, a seven-site enterprise is shown in a star configuration, with one
primary site and six replicate sites. Each replicate site has a route originating at the primary
site. All six routes from the primary site are direct. Thus, the primary Replication Server has
six stable queues and six RSI threads connected through the network to the six replicate sites.

If the replicate site TKO_RS is to submit request functions to the primary site NY_RS, your
system would also require a direct route from TKO_RS to NY_RS, in addition to the direct
route from NY_RS to TKO_RS.

Figure 11: Sites Connected with Direct Route Configuration

HAM_RS
@ Hamburg
PAR_RS ? HK_RS

Site (source)

New York @ NY_RS
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Indirect Routes
A route with intermediate sites is called an indirect route.

The example for indirect routes shows a seven-site enterprise with a single primary site and six
replicate sites. Each replicate site has a route originating at the primary site. Only two routes
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from the primary site are direct; four are indirect. The two intermediate sites each have two
direct routes.

In thisexample, NY_RS to SAC_RS is an indirect route, based on the direct routes NY_RS to
SF_RSand SF_RSto SAC_RS. In an indirect route, the source Replication Server sends
messages for the destination Replication Server to an intermediate Replication Server, which
makes use of a route (direct or indirect) to the destination Replication Server.

Figure 12: Sites Connected with Indirect Routes in a Hierarchical Configuration

Primary Site (Source)

New York
NY_RS
San Francisco Los Angeles
SF_RS LA_RS

@ Intermediate Sites @

4 N
D B B @

Sacramento San Jose San Diego Santa Barbara
SAC_RS SJ_RS SD RS SB_RS

Destination Sites

To create an indirect route, you create direct routes between each successive Replication
Server along the intended indirect route. Once all the direct routes are in place, then you create
the indirect route itself.

For example, to create the indirect route NY_RS to SAC_RS, first create the direct routes
NY_RStoSF RSand SF_RSto SAC_RS. Then create the indirect route based on the existing
direct routes.

By setting up indirect routes, you reduce the amount of processing at the primary site and
distribute the load among intermediate Replication Servers.

Table 8. Direct and Indirect Routes Between Sites in the Example

Direct Routes Indirect Routes
NY_RSto SF_RS NY_RSto SAC_RS
NY_RSto LA_RS NY_RSto S]_RS
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Direct Routes Indirect Routes
SF_RSto SAC_RS NY_RSto SD_RS
SF_RSto SJ_RS NY_RSto SB_RS

LA_RS to SD_RS

LA_RS to SB_RS

When you use indirect routes, the primary Replication Server can route portions of
subscriptions that are common to destination sites through the same intermediate site. When
subscriptions overlap, the primary Replication Server is required to send only one message per
row modification to the intermediate Replication Server that is common to the destination
sites.

In this example of sites with overlapping subscriptions, the intermediate Replication Server in
LON_RS receives row modification changes for customer accounts whenever changes occur
at the bank headquarters in New York. The New York modifications are also required at branch
bank replicate sites in Zurich and Bonn. Because LON_RS is set up to distribute changes to
ZUR_RS and BON_RS, the NY_RS primary Replication Server sends only one copy of each
change to LON_RS. The number of direct routes is also reduced through the use of the two
indirect routes, NY_RS to ZUR_RS and NY_RS to BON_RS.

Figure 13: Sites with Overlapping Subscriptions

Subscription for
accounts where
Customer Accounis Branch = New York
i
—
-i-"-=' Intermediate Replication
" Server
= LON_RS
NY RS -

Mew York Updates

PF——D
Primary Replication
Server
ZUR_RS BON_RS
— .' Subscription for i"='
@.‘. accounts where @F
Ll Branch = New Yark L]

Although indirect routes are helpful for distributing computing resources among sites on the
network, overall propagation of data is slowed somewhat because messages are queued by
more than one Replication Server. It is better to use direct routes when there are few replicate
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sites. When using indirect routes, minimize the number of intermediate sites to obtain the best
propagation times.

Dedicated Routes

A dedicated route distributes only transactions for a specific primary connection. You can
create a dedicated route to the replicate Replication Server to replicate high priority
transactions or to maintain a less congested path for a specific primary connection.

Note: You can only create a dedicated route between two Replication Servers if there is a
direct route between the two Replication Servers. You cannot create a dedicated route if there
is only an indirect route between the Replication Servers.

See Replication Server Administration Guide Vblume 2 > Performance Tuning > Multi-Path
Replication > Dedicated Routes.

Unsupported Routing Schemes

An intermediate Replication Server can accept transactions from one or more Replication
Servers. Replication Server, however, does not support routing schemes in which routes
diverge from the same source Replication Server, then converge at the same intermediate or
destination Replication Server..

In this example, only one route from NY_RS to LA_RS can be supported. If the route from
NY_RSto LA_RS is supported, then the route between CHI_RS to LA_RS is not supported.

Figure 14: Example of Supported and Unsupported Routes

New York
NY_RS

Unsupported
RDUlES / @ \

Chicago Los Angeles
CHI_RS >< > LA_RS

Create Routes

Create routes at the source Replication Server.

As soon as you create a direct route between a source and destination Replication Server, the
source Replication Server:

« Creates an RSI outbound stable queue to hold messages for the destination site, and
» Starts an RSI thread that logs in to the destination or next Replication Server in the route.
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Note: You can create a route from a version 15.0 Replication Server to an older Replication
Server (version 11.03 or later).

When you create either direct or indirect routes, the destination Replication Server creates and
materializes subscriptions at the destination site for the replicated RSSD system tables. This
process lets the destination Replication Server receive available replication definitions and
function classes.

When you create an indirect route, Replication Server does not create an RSI queue. The
indirect route uses the RSI outbound queues of the direct route segments that compose the
indirect route.

For Replication Server to be able to begin transferring system information to the destination
Replication Server, you must create direct routes before you create an indirect route.

For example, you cannot create an indirect route (1 to 3) unless you have already created two
direct routes (1 to 2 and 2 to 3). You also must set up the routes in the correct order.

Figure 15: Order for Creating Direct and Indirect Routes

NY_RS
Direct Route
@ 1. NY_RS *LON_RS
\ LON_RS Direct Route
2. LON_RS =» ROM_RS
ROM_RS

Indirect Route
3. NY_RS - ROM_RS @

See also
» Replication Server Technical Overview on page 23

create route Command
There are several prerequisites, guidelines, and configuration parameters for create route.

Note: You can also create routes in Sybase Central.

The syntax for the create route command is:

create route to dest_replication_server{
with prinmary at dataserver. dat abase|
set next site [to] thru_replication_server|
[set username [to] user]
[set password [to] passwd]
[set route_paramto 'val ue']
[set security _paramto 'value']}

When creating routes:
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« Supply the login name, password, and other parameters for direct routes only.
« Before you create a direct route, create its login name and password in the destination
Replication Server. Optionally, you can have the rs_init utility create this user.
» Ifyou are enabling network-based security and unified login, user name and password
are optional. The default user name is the principal user name, which is specified by the
-S flag when you log in to Replication Server or start Replication Server.
* If you create a route with a userand passwd'that do not exist at the destination
Replication Server, add or change the userand password at that destination.
» If you are establishing a direct route from the current Replication Server to the
destination Replication Server, do not use the next site clause.
» Use the with primary at clause to create a dedicated route.

Note: You can only create a dedicated route between two Replication Servers if there is a
direct route between the two Replication Servers. You cannot create a dedicated route if
there is only an indirect route between the Replication Servers.

« Enter one create route command at a time, to ensure you have made no mistakes. Wait for
a route to become valid before creating the next one.
If you do make a mistake, drop the route and re-create it only as a last resort. Include the
with nowait option with the drop route command. Since the route has not been created, its
current state requires that you use the with nowait option to drop it.

When you create a route, you can accept the default values for configuration parameters that
manage memory size, the size of the amount of data that can be sent over the route at one time,
time-outs, and synchronization intervals. You can also set your own values when you create or
alter the route.

If network-based security is enabled at your site, you can also configure security parameters
for routes. See Replication Server Administration Guide Volume 2 > Performance Tuning >
Configuration Parameters that Affect Performance for a list and discussion of route
parameters that affect performance.

See also

»  Establish the Principal Useron page 235

e Drop Routes on page 160

*  Manage Network-based Security on page 230

» Changing an Indirect Route to a Direct Route on page 155

148

Replication Server



Manage Routes

Configuration Parameters Affecting Routes

There are several parameters you can use to configure routes.

Table 9. Configuration Parameters Affecting Routes

route_param

value

disk_affinity

Specifies an allocation hint for assigning the next partition. Enter the logical
name of the partition to which the next segment should be allocated when the
current partition is full. Values are “partition_name” and “off.”

Default: off

rsi_batch_size

The number of bytes sent to another Replication Server before a truncation
point is requested.

Default: 256K
Minimum: 1K
Maximum: 128MB

rsi_fadeout_time

The number of seconds of idle time before Replication Server closes a con-
nection with a destination Replication Server.

Default: -1 (Replication Server does not close the connection)

rsi_packet_size

Packet size, in bytes, for communications with other Replication Servers. The
range is 1024 to 16384.

Default: 4096 bytes

rsi_sync_interval

The number of seconds between RSI synchronization inquiry messages. The
Replication Server uses these messages to synchronize the RSI outbound
queue with destination Replication Servers. The value must be greater than
0.

Default: 60 seconds

rsi_xact_with_large
msg

Specifies route behavior if a large message is encountered. This parameter is
applicable only to direct routes where the site version at the replicate site is
12.1 or earlier. Values are “skip” and “shutdown.”

Default: shutdown

save_interval

The number of minutes that the Replication Server saves messages after they
have been successfully passed to the destination Replication Server.

Default: 0 minutes
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Examples of Creating Direct and Indirect Routes

Use the examples to learn to create direct and indirect routes, and set configuration
parameters.

You need to create the direct routes from the primary Replication Server to the intermediate
Replication Server and from the intermediate Replication Server to the destination
Replication Server before you can create an indirect route.

Figure 16: Sites Connected with Indirect Routes in a Hierarchical Configuration

Primary Site (Source)

New York
NY_RS
San Francisco Los Angeles
SF_RS LA_RS

@ Intermediate Sites @

4 N
D B B @

Sacramento San Jose San Diego Santa Barbara
SAC_RS SJ_RS SD_RS SB_RS

Destination Sites

Example 1

To create the direct route from NY_RS, the primary Replication Server, to SF_RS, enter in
NY_RS:

create route to SF_RS

set username SF_rsi_user
set password SF_rsi_ps

Example 2

To create the direct routes SF_RS to SAC_RS and SF_RSto SJ_RS, enter in the intermediate
Replication Server, SF_RS:

create route to SAC_RS

set usernane SAC rsi _user
set password SAC rsi _ps
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create route to SJ_RS
set usernane SJ_rsi _user
set password SJ_rsi_ps

Example 3
After the direct routes are created, you can create indirect routes through them.

The following example creates the indirect routes from the primary site NY_RS to sites
SAC_RS and SJ_RS, through the intermediate site, SF_RS. Enter these commands in the
primary Replication Server, NY_RS:

create route to SAC RS

set next site SF_RS

create route to SJ_RS
set next site SF_RS

Example 4
You can create a route and configure parameters at the same time.

To set the rsi_packet_size to 4096 bytes for the route to SF_RS, enter:

create route to SF_RS

set usernane SF_rsi _user

set password SF_rsi_ps

set rsi_packet_size to '4096'

See also
» Indirect Routes on page 143

Configuring a Replication Server to Manage Primary Tables

You can add a route from a Replication Server that was previously configured as a replicate-
only Replication Server.

You must first set up the RepAgent for the Replication Server RSSD. Any database that
functions as a primary database also requires a RepAgent.You must configure RepAgent at the
Replication Server and at the primary Adaptive Server database.

1. Configure RepAgent at the Replication Server:
a) Create a RepAgent user so that RepAgent can log in to Replication Server. Use the
create user command where ra_user_name is the name of the RepAgent user and
ra_password is the RepAgent password:

create user ra_user_nane
set password {ra_password | null}

b) Grant this user connect source permission, using the grant command:
grant connect source to ra_user_nane
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If the Replication Server already manages a primary database, you can use the
“RepAgent user” that already exists for the new primary database.

c) Execute alter connection using the log transfer on option:

alter connection to data_server. dat abase
set log transfer to 'on'

2. Configure RepAgent at the Adaptive Server database:
a) Ifthe name of the Adaptive Server has not yet been defined, you must define it using the
following command where /name is the RSSD name:
sp_addserver | nane, |ocal

b) If RepAgent threads have not been enabled for the Adaptive Server, you must enable
them:

sp_configure 'enable rep agent threads'
c) Configure RepAgent for the RSSD with the sp_config_rep_agent system procedure:

sp_config_rep_agent dbname, 'enable', 'rs_nane',
'rs_user_nane', 'rs_password'

Note: The value for rs_user nameand rs_passwordconfigured at the Adaptive Server
must be the same for ra_user_nameand ra_passwordcreated at the Replication Server
in step 1.

d) Start RepAgent:
sp_start_rep_agent dbnane

See also
e Configuring RepAgent on page 101

Suspend and Resume Routes

When you alter a direct route, change its topology, or perform some other maintenance to a
remote site, you must suspend the route so that messages are no longer sent to the destination
Replication Server. After maintenance is completed for the route, you can then reactivate the
route to resume activity.

You can suspend and resume routes in Sybase Central or with the suspend route and resume
route RCL commands.

You can suspend and resume dedicated routes with suspend route and resume route. See
Replication Server Administration Guide Volume 2 > Performanc Tuning > Multi-Path
Replication > Dedicated Routes.

suspend route
suspend route suspends a route to another Replication Server.
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While aroute is suspended, no messages are sent to the destination Replication Server, and the
messages for the Replication Server are held in a stable queue. The syntax for the suspend
route command is:

suspend route to dest_replication_server
[with primary at dataserver. database]

Include the with primary at dataserver.database clause in the command to specify a dedicated
route, where dataserver.database is the primary connection name.

For example, to suspend the route to the CHI_RS Replication Server, enter:
suspend route to CH _RS

resume route
resume route resumes a suspended route.

Resuming a route allows the source Replication Server to begin sending queued messages to
the destination Replication Server. You can also use this command to resume a route that was
suspended automatically as the result of an error. The syntax for the resume route command
is:

resume route to dest_replication_server
[with primary at dataserver. database |
skip transaction with | arge nessage]

Include the with primary at dataserver.database clause in the command to specify a dedicated
route, where dataserver.database is the primary connection name.

For example, to resume the route to the CHI_RS Replication Server, enter:
resune route to CH _RS

Change Routes

Use alter route, or Sybase Central to change the topology, user name, password, and certain
configuration parameters of a direct route.

Note: You cannot change the parameters of an indirect route with alter route.

The syntax for alter route is:

alter route to dest_replication_server({
set next site [to] thru_replication_server |
set username [to] 'user' set password [to] 'passwd' |
set password [to] 'passwd' |
set route_param [to] 'value' |
set security_param[to] 'value' |
set security_services [to] 'default'}

To alter a route, you must:

1. Suspend the route.
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2.
3.

Execute alter route with the relevant configuration parameters.
Resume the route for the changes to take effect.

See also

Manage Network-based Security on page 230

Change Route Topolgy

You can modify the route topology by changing a direct route to an indirect route, changing an
indirect route to a direct route, or changing the next intermediate site for an indirect route.

Changing a Direct Route to an Indirect Route

Change an existing direct route to an indirect route.

1

At the source Replication Server, from which the direct route originates, enter:
suspend route to dest_replication_server

At each Replication Server that manages a database with a RepAgent, enter:
suspend | og transfer fromall

and then quiesce the replication system so that messages will be redirected to your new

routing configuration without error.

Create any additional routes that the new indirect route will use.

 Ifthe current Replication Server does not already have a direct route to the Replication
Server that you will specify as the intermediate site for the new indirect route, create
the route.

« If the Replication Server that you will specify as the intermediate site for the new
indirect route does not already have a direct or indirect route to the destination site,
create the route.

For the direct route you are changing to an indirect route, enter the following command at
the source Replication Server where dest_replication_serveris the destination Replication
Server for the route you are altering, and thru_replication_serveris the intermediate
Replication Server for the route:

alter route to dest_replication_server

set next site [to] thru_replication_server

Resume log transfer connections by entering the following command at each Replication
Server where you previously suspended log transfer:

resume log transfer from all

At the source Replication Server, resume the suspended route by entering the following
command:

resunme route to dest_replication_server

See also

Quiescing a Replication System on page 93
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Changing the Next Intermediate Site for an Indirect Route
Change the next intermediate site for an existing indirect route.

1. Enter the following command at the source Replication Server, from which the direct route
originates:

suspend route to dest_replication_server
2. At each Replication Server that manages a database with a RepAgent, enter:
suspend | og transfer from al

and then quiesce the replication system so that messages will be redirected to your new
routing configuration without error.
3. Create any additional routes that the indirect route will use.

« Ifthe current Replication Server does not already have a direct route to the Replication
Server that you will specify as the new intermediate site for the indirect route, create
the route.

« If the Replication Server that you will specify as the new intermediate site for the
indirect route does not already have a direct or indirect route to the destination site,
create the route.

4. For the indirect route for which you are specifying a new intermediate Replication Server,
enter the following command at the source Replication Server where

dest replication_serveris the destination Replication Server for the route you are altering,

and thru_replication_serveris the new intermediate Replication Server for the route:

alter route to dest_replication_server
set next site thru_replication_server

5. Resume log transfer connections by entering the following command at each Replication
Server where you previously suspended log transfer:
resume log transfer from all

6. Resume the suspended route by entering the following command at the source Replication
Server:

resume route to dest_replication_server

See also
e Quiescing a Replication System on page 93

Changing an Indirect Route to a Direct Route
Change an existing indirect route to a direct route.

1. Enter the following command at the source Replication Server, from which the indirect
route originates:

suspend route to dest_replication_server
2. Ateach Replication Server that manages a database with a RepAgent, enter:
suspend | og transfer fromall
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and then quiesce the replication system so that messages will be redirected to your new
routing configuration without error.

. For the indirect route you are changing to a direct route, enter the following command at

the source Replication Server where dest_replication_serveris the destination Replication
Server for the route you are altering, and userand passwdare the RSI user login name and
password to use for the direct route:

alter route to dest_replication_server
set usernanme user set password passwd

. Resume log transfer connections by entering the following command at each Replication

Server where you previously suspended log transfer:
resume log transfer from all

. Resume the suspended route by entering the following command at the source Replication

Server:
resume route to dest_replication_server

See also

Quiescing a Replication System on page 93

Changing the Password for the RSI User for a Direct Route

Use alter route with set password to change the RSI user password for an existing direct
route.

1. Suspend each direct route from the source Replication Server by entering:

suspend route to dest_replication_server

2. At the source Replication Server, enter the following command where

dest replication_serveris the destination Replication Server for the route you are altering,
and passwd is the password to use for the RSI user login name:

alter route to dest_replication_server
set password passwd

. Resume each suspended route from the source by entering:

resume route to dest_replication_server

Changing Parameters Affecting Direct Routes

Use alter route or Sybase Central to change parameters for a specific direct route after you
create the route.

Configuration parameters set for individual routes with alter route override default
parameters set with configure replication server. Thus, you can set default parameters with
configure replication server and then customize settings for individual routes with alter
route.

For example, to change the rsi_sync_interval parameter to 120 seconds using alter route, log
in to the source Replication Server and:
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1. Suspend the route:
suspend route to dest_replication_server
2. Execute the alter route command:

alter route to dest_replication_server
set rsi_sync_interval to '120'

3. Resume the suspended route:
resume route to dest_replication_server

Configuration changes take effect after you resume the route.

See also
e Configuration Parameters Affecting Routes on page 149
» Changing Configuration Parameters for All Routes on page 157

Changing Configuration Parameters for All Routes

Use the configure replication server command to set default configuration parameters for all
routes originating at the source Replication Server.

Configuration parameters set for individual routes with alter route override default
parameters set with configure replication server. Thus, you can set default parameters with
configure replication server and then customize settings for individual routes with alter
route.

The syntax for changing route parameters with configure replication server is:
configure replication server
set route_paramto 'val ue'

Here is an example of using configure replication server to change the rsi_save_interval
parameter to 2 minutes. To execute the command, log in to the source Replication Server and
perform these steps:

1. Suspend all routes from the source Replication Server. For each route, enter:
suspend route to dest_replication_server
2. Execute the configure replication server command:

configure replication server
set rsi_save_interval to '2'

3. Resume suspended routes from the source Replication Server. For each route, enter:
resume route to dest_replication_server

Configuration changes take effect after you resume the routes.

See also
e Configuration Parameters Affecting Routes on page 149
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Routing Modification Example
Learn how to change a routing scheme.

This example shows how to change the routing scheme from the scheme in the "Sites
Connected with Indirect Routes in a Hierarchical Configuration" diagram to the scheme in the
"Indirect Routes Altered" diagram, where LA_RS becomes an intermediate site between
NY_RS and SF_RS, while direct and indirect routes to SB_RS are dropped:

Figure 17: Sites Connected with Indirect Routes in a Hierarchical Configuration
Primary Site (Source)

New York
NY_RS
San Francisco Los Angeles
SF_RS LA_RS
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Figure 18: Indirect Routes Altered
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1. Ateach Replication Server that manages a database with a RepAgent, enter:
suspend | og transfer fromall

and then quiesce the replication system so that messages will be redirected to your new
routing configuration without error.

2. LA_RS needs a direct route to SF_RS; create one by entering the following command at
Replication Server LA_RS:

create route to SF_RS
set usernane SF_rsi _user
set password SF_rsi_ps

3. LA_RS requires indirect routes to SAC_RS and SJ_RS, through SF_RS.

Creating these routes instructs LA_RS to send messages to SF_RS that are destined for
SAC_RS and SJ_RS. SF_RS already has direct routes to SAC_RS and SJ_RS. Enter the
commands in Replication Server LA _RS:

create route to SAC RS

set next site SF_RS

create route to SJ_RS

set next site SF RS

4. The primary Replication Server, NY_RS, was previously configured with indirect routes
through SF_RS to SAC_RS and SJ_RS. Alter those routes so that Replication Server
LA_RS is the next Replication Server. Enter these commands in Replication Server
NY_RS:
alter route to SAC_RS
set next site LA RS
alter route to SJ_RS
set next site LA RS

5. The direct route from the primary Replication Server, NY_RS, to SF_RS needs to be
changed to an indirect route, with LA_RS as the intermediate Replication Server. Enter
these commands in Replication Server NY_RS:

alter route to SF_RS
set next site LA RS

6. At each Replication Server where you previously suspended log transfer, resume log
transfer connections to each Replication Server by entering:

resume log transfer from all

7. Remove the indirect route from NY_RS to SB_RS. Enter this command in NY_RS:
drop route to SB_RS

8. Remove the direct route from LA_RS to SB_RS. Enter this command in LA_RS:
drop route to SB_RS

The indirect route from NY_RS to SD_RS, through LA_RS, is intact.

See also
* Resume Log Transferon page 112
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e Quiescing a Replication System on page 93

Drop Routes

Dropping a route closes the route from the Replication Server where you execute the
command to a specified remote Replication Server.

Dropping a route performs the following actions on participating Replication Servers:

« Drops system table subscriptions.
« Ifthe route is direct, the outbound stable queue is dropped and the RSI thread is stopped.
« Deletes information regarding the route.

You cannot drop the route if:

« ltisadirectroute used by any indirect routes to additional destination Replication Servers.

« The source Replication Server has replication definitions that are subscribed to by the
destination Replication Server.

« Thesource Replication Server is designated as the primary site of a function-string class or
error class. The primary site of a derived function-string class is the same as its parent
class.

You can monitor the status of the route while it is being dropped by one of:

« In Sybase Central, view status information in the right pane of the Sybase Central main
window.
e From the command line, execute the rs_helproute stored procedure.

drop route Command

Use the drop route command to drop routes.

You can also drop routes from Sybase Central. The syntax for the drop route command is:

drop route to dest_replication_server
[with primary at dataserver. dat abase]
[with nowait]

Include the with primary at dataserver.database clause in the command to specify a dedicated
route, where dataserver.database is the primary connection name. You must drop the
dedicated route before you drop a shared route. After you drop a dedicated route, transactions
from the specified primary connection to the destination Replication Server go though the
shared route. See Replication Server Administration Guide Vblume 2 > Performanc Tuning >
Multi-Path Replication > Dedicated Routes.

The with nowait option instructs Replication Server to close the route even if it is unable to
communicate with the destination Replication Server.

War ning! Use the with nowait clause only as a last resort. Use the with nowait clause only if
you do not intend to ever use the destination Replication Server, or if you must drop the route
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from the source Replication Server while the destination Replication Server is unavailable, or
if you are attempting to add or change login names and passwords for direct routes. Avoid
using the with nowait clause whenever possible.

The clause forces Replication Server to drop a route even if the route contains transactions in
the outbound queue of the route. As a result, Replication Server may discard some

transactions from the primary connections. The clause instructs Replication Server to drop the
dedicated route even if the route cannot communicate with the destination Replication Server.

After you use the with nowait clause, use the sysadmin purge_route_at_replicate command
to remove all references to a primary Replication Server such as subscriptions and route
information, from the system tables at the replicate Replication Server.

sysadmin purge route at replicate Command
sysadmin purge_route_at_replicate removes all subscriptions and route information
originating from a specified primary Replication Server after a route is dropped from that
Replication Server.

Before you execute this command, drop the route from the replicate Replication Server to the
primary Replication Server, if it exists. The Replication Server performs a validation check
before it processes the command.

Execute sysadmin purge_route_at_replicate at the replicate Replication Server, using the
following syntax where replication_serveris the primary Replication Server:

sysadmi n purge_route_at _replicate, replication_server

Upgrade Routes

Upgrading the route allows the Replication Servers to exchange information about newer
software features.

The route version is the earliest site version of the source and destination Replication Server.
After you upgrade the source and destination Replication Servers on either end of a route and
also set their site versions to a higher Replication Server version, you need to upgrade the
route.

Upgrading a route rematerializes data in system tables, making information associated with
new features available to a newly upgraded Replication Server. After upgrading, new types of
information that were not previously allowed can be exchanged.

To display the current version number of routes that originate or terminate at a Replication
Server, use the admin show_route_versions command.

See Replication Server Reference Manual > Replication Server Commands > admin
show_route_versions for complete syntax and usage information.

There are two possible scenarios for route upgrade:
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< If new features have not been used at the source Replication Server, use sysadmin
fast_route_upgrade to upgrade routes.

» In all other cases, use the commands route_upgrade, route_upgrade_recovery, and
route_upgrade_status to upgrade routes.

You cannot downgrade a route after you have upgraded it, and there are restrictions if you have
mixed-version replication systems.

See the installation and configuration guides for your platform for more information about
upgrading routes and setting the site version for a Replication Server.

See also
»  Mixed-Version Replication Systems on page 17

Monitor Routes

Routes may display different statuses at different times. Acquire an overview of the utilities
you can use to monitor the status of routes.

When you create a route, the destination Replication Server subscribes to the source
Replication Server system tables. Depending on the volume of your data, it may take several
minutes for subscriptions to materialize. Dropping a route also may take some time.

* You can use the admin who command to display thread status information.

» For comprehensive status information, including the current state of routes you are
creating, use rs_helproute.

Display RSI Thread Status Using admin who

Use admin who to view RSI thread information.

e admin who displays all threads in the system, including RSI threads.

e admin who, rsi displays the status of the RSI thread, which Replication Server starts to
submit information to other Replication Servers.

See Replication Server Reference Manual > Replication Server Commands >admin who for
detailed thread status information.

Use rs helproute Stored Procedure

Use rs_helproute to obtain comprehensive route status information, including the current
state of routes you are creating.

Execute the rs_helproute stored procedure in the RSSD at the source or destination
Replication Server for the route. The syntax for the rs_helproute stored procedure is:

rs_hel proute [replication_server]
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If you specify the name of a Replication Server, rs_helproute returns information only for
routes for which the named Replication Server is a source or destination. Otherwise, it returns
information for all routes for which the current Replication Server is a source or destination.

rs_helproute returns two types of information:

* Route status, which reflects the state of the route at the site where rs_helproute is
executed. A route is valid when rs_helproute at both source and destination returns
“Active.”

Other route status values are:

* Being created

« Being dropped

« Being dropped with nowait

« List of system table subscriptions, which tells you the system table subscriptions that are
being created. If a route is being dropped, it tells you which subscriptions are being
dropped.

If no system table subscriptions are listed, the route has been created and is in working
order.

See Replication Server Reference Manual > RSSD Stored Procedures >rs_helproute.

Refer to the Replication Server Troubleshooting Guidefor information about correcting route
creation problems.
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Manage Database Connections

Managing database connections includes preparing databases for replication, creating
connections to the databases, and configuring the connections for optimal replication
performance.

Prepare Databases for Replication

Before you can add databases to a replication system, you need to prepare them so that
Replication Server can distribute the primary data and maintain the replicated data stored in
them.

« If your databases are managed by Sybase Adaptive Servers:
Use Sybase Central or rs_init to prepare Adaptive Server databases for use with
Replication Server.
See the Replication Server Installation Guideand Replication Server Configuration Guide
for more information on rs_init.

« If your databases are managed by non-ASE data servers:
Refer to the Replication Server Design Guidefor required preparations. In addition, to find
out how to prepare your database for the heterogeneous datatype support (HDS) feature,
see the Replication Server Configuration Guide for your platform. HDS enables the
translation of primary database column values of one datatype to another datatype
acceptable to the replicate database.

When you are connecting a new database to an existing system, always conduct a careful
review and analysis of how the database will fit into your system. Determine which other
processes are required for the database, and designate required names and login names for
these processes.

If you anticipate that an existing “replicate-only” database may in the future be the source of
replicated function delivery or contain primary data, you can set up the database so that it can
manage primary tables. You can then avoid upgrading the replicate-only database in the
future.

See also
» Translate Datatypes Using HDS on page 327

Preparing Adaptive Server Databases for Replication
Use Sybase Central or rs_init to prepare Adaptive Server databases for replication.

1. Createthers_| ast conmi t system table.
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2. Load the rs_update_lastcommit and rs_get_lastcommit stored procedures (for both
primary and replicate databases) and the rs_marker stored procedure (for primary
databases only).

3. Createthe r s_t hr eads system table.
4. Loadthers_initialize_threads and rs_update_threads stored procedures for the database.

5. Create the maintenance user login name and verify that the maintenance user can log in to
the database.

6. Create a connection from Replication Server to the database, allowing Replication Server
to manage the database.

If the database has primary data, Sybase Central or rs_init:

« Enables RepAgent at the Adaptive Server.

« Enables and configures RepAgent at the database.

» Sets the secondary truncation point to “valid” in the Adaptive Server database, preventing
Adaptive Server from truncating database log records before RepAgent has read them.

« Creates the RepAgent user name and password in the Replication Server, if necessary.

o Starts RepAgent.

Refer to the Replication Server installation and configuration guides for your platform for
details on each step.

See also
e Manage the Maintenance Useron page 168

Prepare Non-ASE Servers for Replication

With Replication Server 15.2, you can use connection profiles to connect to non-ASE servers
with simplified installation and configuration.

To prepare non-ASE databases for replication, see the Replication Server Heterogeneous
Replication Guide.

You do not need to edit and execute scripts to install datatype definitions, function strings, and
class-level translations for heterogeneous (non-ASE) datatype support. The functions
provided by the scripts are included as part of the Replication Server installation, or are
included in connection profiles that are installed with Replication Server. These
enhancements simplify installation and configuration for heterogeneous and non-ASE
environments. See Replication Server Configuration Guide > Install and Implement Non-
ASE Support Features.

In addition, Replication Server 15.2 and later provides error class support for non-ASE
replicate databases. See Replication Server Administration Guide Vblume 2 > Handle Errors
and Exceptions > Data Server Error Handling.
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Connection Profiles
Connection profiles contain connection configurations and replicate database object
definitions relevant to each type of actively supported non-ASE data server.

You can use these connection profiles together with simple syntax to create connections
between actively supported data servers such as Adaptive Server Enterprise, IBM DB2,
Microsoft SQL Server, and Oracle. Replication Server uses the connection profile to
configure the connection and create replicate database objects for you.

Connection profiles specify the function-string class, error class, and class-level translations
to be installed. You can also use connection profile options to specify other actions such as
whether commands should be batched and the command separator to use.

Note: When you create a connection using a connection profile, the system table services
(STS) caches are refreshed so that you do not need to restart Replication Server.

See Replication Server Administration Guide Volume 2 > Customize Database Operations >
Manage Function Strings > Command Batching for non-ASE Servers.

See also
» Create Database Connections on page 169

Upgrade an Existing Adaptive Server Database

You may need to upgrade a database to work with the latest version of Replication Server so
that you can use newer features. Use rs_init to upgrade a database.

Upgrading a database ensures that the database maintenance user has the Replication role and
the necessary permissions (update, insert, and delete) in the database. The Replication role
gives the maintenance user authorization to execute any necessary replication-related
Adaptive Server commands.

You can check the authorizations that have been granted to a database by using the
sp_displaylogin system procedure in the database.

Granting Replication Role to the Maintenance User
Use sp_role to grant replication role to the maintenance user.
In the database, execute:

sp_role "grant", replication_role, maintenance_user

Granting Permissions on Tables
Use grant all to grant permissions on tables in the database
For each table, execute in the database:

grant all on table_name to nai ntenance_user
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Manage the Maintenance User

To update replicated data, Replication Server logs in to the data server as the maintenance user.
The database owner or the system administrator must grant to the maintenance user the
permissions required to insert, delete, and update rows in replicated tables and to execute
replicated stored procedures.

Initially, Sybase Central or rs_init creates the login name for the maintenance user and adds
the user to the replicate database. For details, refer to the Replication Server installation and
configuration guides for your platform.

The maintenance user login name and password are provided to Replication Server with the
create connection command for the database. Sybase Central or the rs_init program executes
this command automatically. If you change the password for the login name in the data server,
use Sybase Central or the alter connection command to change the password for the
Replication Server connection.

You cannot use the rs_init utility for non-ASE databases. You must create and manage
maintenance user login names in the non-ASE database server. See the Replication Server
Heterogeneous Replication Guide for information related to non-ASE servers.

Find the Current Maintenance User

Use rs_helpuser to determine the login name that is currently assigned as maintenance user
for a database.

Enter the rs_helpuser Adaptive Server stored procedure at the RSSD, where wuseris the login
name about which you want information:

rs_hel puser [user]

Grant Permissions in the Database

Use Sybase Central or rs_init to grant the maintenance user permission to access the
rs_|l astcomni t system table and the stored procedures that use it. Use grant all to grant
permissions for tables and stored procedures involved in replication.

Neither Sybase Central nor rs_init grants permissions to the maintenance user for user tables
and stored procedures. You must grant permissions on replicated tables and stored procedures
before you can either replicate transactions for replicated tables or replicate executions of the
replicated stored procedures.

For each table that is replicated in the database, and for each stored procedure that is executed
due to replication, execute this grant command:

grant all on table_name to naint_user
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Note: Among the permissions granted to the maintenance user is replication_role. If you
revoke this permission, you will not be able to replicate truncate table unless the maintenance
user has been granted sa_role, owns the table, or is aliased as the database owner.

See the Replication Server Heterogeneous Replication Guidefor the permissions to grant the
maintenance user for non-ASE replicate databases.

Grant Permissions for a Primary Database

If a replicate database holds primary data, then it is also a primary database. In a primary
database, special permissions are necessary on two replication objects: subscriptions and
request functions.

When subscriptions are created, the rs_marker stored procedure is executed at the primary
database. Any database user who can create subscriptions must have permission to execute
rs_marker.

A primary database may also receive transactions via request function delivery from clients at
replicate sites. These transactions are executed at the primary site as if by the user executing
the request function. Any user login name with permission to execute request functions must
also have permission to execute rs_update_lastcommit, which executes in every DSI
transaction.

The permission requirements are the same for request functions and request stored
procedures.

The following grant commands allow any user in the database to execute rs_marker and
rs_update_lastcommit:

grant execute on rs_marker to public
grant execute on rs_update_|astcomit to public

These stored procedures should only be executed by Replication Server on behalf of users.
Sybase Central or rs_init grants these permissions to “public.” You may want to restrict
permissions to the database users who are allowed to create subscriptions, execute request
functions, or request stored procedures.

See also
»  Manage Replicated Functions on page 335

Create Database Connections

A connection defines a database to the Replication Server. A Replication Server is designated
to manage the database and, if it is a replicate database, to distribute transactions to the
database.

The database connection provides Replication Server with:

Administration Guide Volume 1 169



Manage Database Connections

« The name of the data server and database the connection is for

« The error class used to process errors returned from the data server

« The function-string class to use with the database

e The maintenance user login name and password

« Information about whether there is a RepAgent thread for the database connection
« Options for creating active and standby databases for warm standby applications

« Configuration parameters that affect connections

To create:

< Astandard connection to an Adaptive Server database, use Sybase Central, rs_init, or
create connection.
< Alternate connections to an Adaptive Server database, use create alternate connection.
For example, you can create alternate connections to build multiple replication paths. See:
» Replication Server Reference Manual > Replication Server Commands > create
alternate connection
» Replication Server Administration Guide Volume 2 > Performance Tuning > Multi-
Path Replication
« Connection to a non-Sybase database, use create connection with the using profile
clause. See Replication Server Reference Manual > Replication Server Commands >
create connection using profile.

Information Required to Add a Database Connection
You need to specify several items when you add a database connection.

The Replication Server installation and configuration guides for your platform describe how
you use rs_init to add databases.

When you add a database, you specify:

* Replication Server name

* Replication Server System Administrator user name and password

» Adaptive Server name

» Adaptive Server System Administrator user name and password

» Database name

« Whether the database requires a RepAgent

e Maintenance user name and password

« Database Owner user name and password

« Whether the physical connection is for an existing logical connection

You cannot use the rs_init utility for non-ASE databases. You must create and manage
maintenance user login names in the non-ASE database server, and you can create
connections to non-ASE databases using connection profiles.

See the Replication Server Heterogeneous Replication Guide and the Replication Server
Options documentation to configure access to non-ASE databases.
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See also
e Connection Profiles on page 167

Add Databases for Logical Connections

If you are adding a physical connection for an existing logical connection, which you create
with Sybase Central or the create logical connection command, you must specify additional
information.

Specify:

« Active or standby connection
» Logical data server name

» Logical database name

In addition, if you are adding a standby connection, in Sybase Central or rs_init you specify:

» Active data server name

« Active database name

« Active database System Administrator user name and password

e Whether to initialize standby database using dump and load method
*  Whether to use dump marker to start replication

See Replication Server Administration Guide Volume 2 > Manage Warm Standby
Applications .

Add a Database that Requires a RepAgent Thread
If you are adding an Adaptive Server primary database that requires a RepAgent, you must
specify the Replication Server user name and password.

Use the create connection Command

To add a database for a non-ASE data server, use the create connection command with a
connection profile specific to your non-ASE data server. To add a database for an Adaptive
Server data server, you use Sybase Central or rs_init, both of which prepare the database for
replication.

You can also use create connection for Adaptive Server data servers.
If you use create connection, you must prepare the database for replication yourself.

Enter create connection at the Replication Server that is to manage the database. The syntax
is:

create connection to data_server. dat abase
set error class [to] error_class
set function string class [to] function_class
set username [to] user
[set password [to] passwd]
using profile connection_profile;version
[ set database_param[to] 'val ue']
[set security param[to] {‘required | ‘not_required }]
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[with {log transfer on, dsi_suspended}]
[as active for |ogical _ds.|ogical_db |
as standby for |ogical _ds.|ogical _db
[use dunp narker]

[di splay_only]

You must use the with dsi_suspended clause, which starts the connection with the DSI
suspended, when you create a connection to a database that will not be a replicate database.

The as active, as standby, and use dump marker clauses are used only when you create
physical connections for a logical connection for a warm standby database. Only Adaptive
Server and Oracle databases may be used in warm standby applications.

If your system supports network-based security, use the set security param command.

See also
*  Prepare Databases for Replication on page 165
»  Manage Network-based Security on page 230

using profile Clause
Use the using profile clause with create connection to specify one of the connection profiles
installed with Replication Server for your non-ASE database.

The using profile clause uses predefined information in the connection profile you specify, to
configure the connection between Replication Server and a non-Adaptive Server database,
and, if needed, to modify the RSSD and the named data_server.database

Since the connection profile specifies the function string class, error class, and class-level
translations, you do not need to specify the corresponding clauses in the create connection
command for non-ASE databases. Use versionto specify the particular version of the
connection profile you want to use.

For example, to create a connection to an Oracle replicate database with the rs_ase_to_oracle
connection profile:

create connection to oracl e_db. ORACLE_DS

using profile rs_ase_to_oracle; eco

set usernanme to ora_maint
set password to ora_nai nt_pwd

Use the admin show_connection_profiles command to list the connection profile name,
version, and comments for each profile defined in Replication Server, and use the
match_string option to display only the connection profiles whose names contain the string
you provide in the option.

adm n show_connection_profiles[, “mtch_string”]

See Replication Server Reference Manual > Replication Server Commands > create
connection using profile.
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See Replication Server Heterogeneous Replication Guide > Heterogeneous Warm Standby
for Oracle > Setting Up Warm Standby Databases > Creating Connection to the Standby
Database.

Altering Database Connections

Use Sybase Central or alter connection to change the attributes of a database connection at the
Replication Server where the connection was created.

If you use alter connection, you must suspend and resume the connection for the changes to
take effect.

1. Use suspend connection to suspend activity on the connection.
2. Execute the alter connection command with the relevant parameters.

Note: Using the set log transfer off clause for the alter connection command drops the
RepAgent connection from a primary site. Before using this clause, be sure there are no
replication definitions defined for data in the database.

3. Use resume connection to resume activity on the connection.

See also

» Suspend Database Connections on page 173

o Set and Change Parameters Affecting Physical Connections on page 174
e Resume Database Connections on page 197

Suspend Database Connections

You must suspend a database connection before you alter it or when you remove a data server
from service for maintenance.

If you have sa permission, you can temporarily suspend access to a data server.

While data server access is suspended, the Replication Server queues transactions for the data
server so they can be applied when the connection is resumed.

You can temporarily suspend access to a data server using Sybase Central or you can enter:

suspend connection to data_server. dat abase
[with nowait]

By default, suspend connection completes the current transaction before suspending. Use
the with nowait clause to suspend the connection in mid-transaction. This may be appropriate
if a large transaction is responsible for a failure in a replicate database.
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Set and Change Parameters Affecting Physical Connections

You set configuration parameters for a connection when you create it. Later, you can update
those parameters with Sybase Central, the alter connection command.

You can change the configuration of either a single database connection or of all database
connections that originate from a single Replication Server. If you are adding many database
connections to a Replication Server, you may want to change configuration parameters
affecting all connections in order to fine-tune server performance.

To change configuration parameters for all connections originating at the current Replication
Server, use the configure replication server command.

Configuration parameters that are set for individual connections with alter connection
override parameters that are set with configure replication server. Thus, you can set default
parameters with configure replication server and then customize settings for specific
connections with alter connection.

Replication Server provides different types of configuration parameters that affect database
connections. There are configuration parameters for:

« Physical database connections.

» Logical database connections. See Replication Server Administration Guide Volume 2 >
Manage Warm Standby Applications > Alter Warm Standby Database Connections >
Alter Logical Connections > Change Parameters Affecting Logical Connections

* Network-based security.

 Setting up and tuning parallel DSI connections. See Replication Server Administration
Guide Volume 2 > Performance Tuning > Use Parallel DSI Threads.

< Tuning Replication Server performance. See Replication Server Administration Guide
Volume 2 > Performance Tuning > Configuration Parameters that Affect Performance >
Connection Parameters that Affect Performance.

See also
e Change Parameters Affecting All Connections on page 175
e Manage Network-based Security on page 230

Change Parameters Affecting a Single Connection
After a connection is created, you can change its configuration parameters with the alter
connection command.

alter connection lets you change the attributes of a database connection. Use this command,
for example, if you have added an Adaptive Server database connection using Sybase Central
or rs_init, and then decide that you want the database connection to use a derived function-
string class instead of a system-provided class. The syntax for alter connection is:

alter connection to data_server. dat abase {
set function string class [to] function_class |
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set error class [to] error_class

set password [to] passwd |

set log transfer [to] {on | off} |

set dat abase_param[to] 'value'} |

set security _paramto {‘required’ | ‘not_required}
set security_services [to] “default’

}

You indicate the data server and database that is connected to the Replication Server and
specify one or more of the attributes to change. These include:

function_class - the function-string class to use with the database connection.
error_class— the error class to use for handling database errors.
passwd - the new password to use with the login name for the database connection.

log transfer on — allows transactions to be sent, using this connection, to the Replication
Server.

log transfer off — stops transactions from being sent, using this connection, from a primary
database to the Replication Server.

database_param — updates a configuration parameter that affects connections.

security param— updates a network security configuration parameter that affects
connections.

set security_services [to] ‘default’ — resets all network-based security features for the
connection to “not required.”

An Example of Using alter connection
To change the function-string class for the pubs2 database in the SYDNEY _DS data server
to sqlserver_derived_class, in the SYDNEY _RS Replication Server enter:

suspend connection to SYDNEY_DS. pubs2
al ter connection to SYDNEY_DS. pubs2
set function string to class
sqgl server_derived_cl ass
resume connection to SYDNEY_DS. pubs2

See Replication Server Reference Manual > Replication Server Commands for more
information about the keywords and options of the alter connection command.

See also
»  Manage Network-based Security on page 230

Change Parameters Affecting All Connections
Use the configure replication server command to set default configuration parameters for all
connections originating at the source Replication Server.

The syntax for configure replication server is:
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configure replication server

set database_paramto 'val ue'

Configuration changes take effect after you resume the connections.

Changing the dsi_fadeout_time Value

This example shows how to use configure replication server to change the dsi_fadeout_time
parameter so that the DSI connection does not close. Log in to the source Replication Server to
execute the commands.

1

Suspend all connections from the source Replication Server. For each connection, enter:
suspend connection to data_server. dat abase
Execute configure replication server. Enter:

configure replication server
set dsi_fadeout tinme to '-1'

Resume suspended connections from the source Replication Server. For each connection,
enter:

resune connection to data_server. dat abase

Enabling Sybase Failover Support

This example shows how to use configure Replication Server to change the ha_failover
parameter to enable Failover support for all non-RSSD connections from a Replication Server
to Adaptive Servers.

1

Execute configure replication server. Log in to the Replication Server for which you want
to enable Failover support and enter:

configure replication server

set ha failover to 'on'

See Replication Server Administration Guide Volume 2 > Replication System Recovery >
Configure the Replication System to Support Sybase Failover.

176

Replication Server



Manage Database Connections

Configuration Parameters Affecting Physical Database Connections

Use alter connection with the parameter to change the attributes of a single connection or
configure replication server to change the attribute of the parameter for all connections to

Replication Server.

Table 10. Configuration Parameters Affecting Database Connections

Parameter (database param)

Value (value)

batch

The default, “on,” allows command batches to a repli-
cate database.

Default: “on” for ASE and “off” for non-ASE databases.

See Replication Server Administration Guide Volume 2
> Customize Database Operations > Manage Function
Strings > Command Batching for Non-ASE Servers.

batch_begin

Indicates whether a begin transaction can be sent in the
same batch as other commands (such as insert and de-
lete).

Default: on

See Replication Server Administration Guide Volume 2
> Customize Database Operations > Manage Function
Strings > Command Batching for Non-ASE Servers.

command_retry

The number of times to retry a failed transaction. The
value must be greater than or equal to 0.

Default: 3

db_packet_size

The maximum size of a network packet. During database
communication, the network packet value must be with-
in the range accepted by the database. You may change
this value if you have Adaptive Server that has been
reconfigured.

Maximum: 16384 bytes

Default: 512-byte network packet for all Adaptive Serv-
er databases

deferred_name_resolution

Enable deferred name resolution in Replication Server to
support deferred name resolution in Adaptive Server.

You must ensure that deferred name resolution is sup-
ported in the replicate Adaptive Server before you enable
deferred name resolution support in Replication Server.

Default: off
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Parameter (database param)

Value (value)

disk_affinity

Specifies an allocation hint for assigning the next parti-
tion. Enter the logical name of the partition to which the
next segment should be allocated when the current par-
tition is full. Values are “partition_name’ and “off.”

Default: off

dsi_alt_writetext

Controls how large object updates are sent to the repli-
cate database. Values are:

e dcany — generates a writetext command that in-
cludes primary key columns. This setting prevents
full table scans when populating non-ASE replicate
databases using DirectConnect Anywhere™ as an
interface.

e off (default) — generates an Adaptive Server write-
text command that includes a text pointer.

dsi_bulk_copy

Turns the bulk copy-in feature on or off for a connection.
If dynamic_sql and dsi_bulk_copy are both on, Repli-
cation Server applies bulk copy-in when appropriate and
uses dynamic SQL if Replication Server cannot use bulk
copy-in.

Default: off.

178

Replication Server



Manage Database Connections

Parameter (database param)

Value (value)

dsi_bulk_threshold

The number of consecutive insert commands in a trans-
action that, when reached, triggers Replication Server to
use bulk copy-in. When Stable Queue Transaction
(SQT) encounters a large batch of insert commands, it
retains in memory the number of insert commands
specified to decide whether to apply bulk copy-in. Be-
cause these commands are held in memory, Sybase sug-
gests that you do not configure this value much higher
than the configuration value for dsi_large_xact_size.

Replication Server uses dsi_bulk_threshold for Real-
time loading (RTL) replication to Sybase 1Q and High
volume adaptive replication (HVAR) to Adaptive Server.
If the number of commands for an insert, delete, or up-
date operation on one table is less than the number you
specify after compilation, RTL and HVAR use language
instead of bulk interface.

Minimum: 1

Default: 20

Note: You must set dsi_compile_enable to ‘on’ to use
dsi_bulk_threshold.

dsi_charset_convert

The specification for handling character set conversion.
This parameter applies to all data and identifiers to be
applied at the DSI in question. The values are:

e “on” (default) — convert from the primary Replica-
tion Server character set to the replicate Replication
Server character set; if character sets are incompat-
ible, shut down the DSI with an error.

« “allow” — convert where character sets are compat-
ible; apply any unconverted updates to the database,
as well.

o “off” — do not attempt conversion. This option is
useful if you have different but compatible character
sets and do not want any conversion to take place.
During subscription materialization, a setting of
“off” behaves as if it were “allow.”

dsi_check_lock_wait

The number of milliseconds before the DSI executor
thread executes the rs_thread_check_lock function
string, which queries the replicate database about lock
status.

Default: 3000 milliseconds (3 seconds)
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Parameter (database param)

Value (value)

dsi_cmd_batch_size

The maximum number of bytes that Replication Server
places into a command batch.

Default: 8192 bytes

dsi_cmd_prefetch

Allows DSI to pre-build the next batch of commands
while waiting for the response from data server, and
therefore improves DSI efficiency. If you also tune your
data server to enhance performance, it is likely that you
will gain an additional performance increase when you
use this feature.

Default: off

When you set dsi_compile_enable to ‘on’, Replication
Server ignores what you set for dsi_cmd_prefetch.

dsi_cmd_separator

The character that separates commands in a command
batch. For example, if you have specified a different
separator character and want to change it back to the
default character, enter:

alter connection to data server. dat a-
base
set dsi_cnd_separator to '<Return>'

Press the Return key, and no other characters, between
the two single-quote characters.

Default: newline (\n)

Note: Pressing the Return key is effective only in an
interactive update; it is not applicable to executing a
script, such as a DDL generated script. You must update
this parameter in an interactive mode. You cannot reset it
from within a script.
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dsi_command_convert

Specifies how to convert a replicate command.

A combination of these operations specifies the type of
conversion:

e d-—delete
e i—insert
e u-update

e t-truncate
* none — NO operation

Combinations of operations for dsi_command_convert
include i2none, u2none, d2none, i2di, t2none, and
u2di.

You must type the number “2”. The operation before
conversion precedes the “2” and the operations after
conversion are after the “2”. For example:

e d2none - do not replicate the delete command.

e i2di,u2di — convert both insert and update to delete
followed by insert, which is equivalent to an auto-
correction.

* t2none — do not replicate truncate table command.

Default: None.
You can also configure this parameter at the table-level.

For setting, use alter connection for database-level, or
alter connection with the for replicate table named
clause for table-level configuration.

dsi_commit_check_locks_intrvl

The number of milliseconds (ms) the DSI executor
thread waits between executions of the
rs_dsi_check_thread_lock function string. Used with
parallel DSI. See Replication Server Administration
Guide Wolume 2 > Performarnce Tuning > Use Paralle/
DS/ Threads.

Default: 1000 ms (1 second)
Minimum: 0
Maximum: 86,400,000 ms (24 hours)
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dsi_commit_check_locks_max

The maximum number of times a DSI executor thread
checks whether it is blocking other transactions in the
replication database before rolling back its transaction
and retrying it. Used with parallel DSI. See Replication
Server Administration Guide Volume 2 > Performance
Tuning > Use Parallel DSI Threads.

Default: 400
Minimum: 1

Maximum: 1,000,000

dsi_commit_control

Specifies whether commit control processing is handled
internally by Replication Server using internal tables
(on) or externally using the r s_t hr eads system ta-
ble (off). Used with parallel DSI. See Replication Server
Administration Guide Vbolume 2 > Performance Tuning
> Use Parallel DSI Threads.

Default: on
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dsi_compile _enable

Enables or disables RTL or HVAR at the server-level,
database-level, or table-level.

For setting, use configure replication server for server-
level, alter connection for database-level, or alter con-
nection with the for replicate table named clause for
table-level configuration.

Default:

« off —server and database-level. Replication Server
uses continuous log order row by row change repli-
cation.

e on-table-level

Set dsi_compile_enable to ‘off’ for an affected table if
replicating new row changes causes problems, such as
when there is a trigger on the table which requires all the
operations on that table to be replicated in log order, and
therefore compilation is not allowed.

Note: Set dsi_compile _enable to ‘on’ at the server- or
database-level before you set dsi_compile_enable to
‘on’ at the table-level.

When you set dsi_compile_enable to ‘on’, Replication
Server ignores what you set for replicate_minimal_col-
umns and dsi_cmd_prefetch.

After you execute dsi_compile_enable at the server,
database, or table-level, suspend and resume the con-
nection.

See Replication Server Administration Guide Volume 2
> Performance Tuning > Advanced Services Option >
High Volume Adaptive Replication to Adaptive Server
for HVAR.

See Replication Server Heterogeneous Replication
Guide > Sybase 1Q as Replicate Data Server for RTL.

License: Separately licensed under the Advanced Serv-
ices Option. See the Replication Server Administration
Guide Vbolume 2 > Performance Tuning > Advanced
Services Option.
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dsi_compile_max_cmds

Specifies, in number of commands, the maximum size of
agroup of transactions. When HVAR or RTL reaches the
maximum group size for the current group that it is
compiling, HVAR or RTL starts a new group.

If there is no more data to read, and even if the group does
not reach the maximum number of commands, HVAR or
RTL completes grouping the current set of transactions
into the current group.

For setting, use configure replication server for server-
level or alter connection for database-level.

Minimum: 100
Default: 10,000

Note: You must set dsi_compile_enable to ‘on’ to use
dsi_compile_max_cmds.

dsi_dataserver_make

Specifies the data server type that contains the replicate
database that you want to connect to.

Possible values are: ASE, 1Q, and ORA.

Use dsi_dataserver_make and dsi_connector_type to
identify the connector that is associated with the con-
nection.

Set to 1Q to replicate to Sybase 1Q. Set to ASE to repli-
cate to Adaptive Server, and ORA to replicate to Oracle.

You can configure dsi_dataserver_make at the database
level.

If you do not specify this parameter, Replication Server
deduces the data server type from the function-string
class name of the database connection.

If the functions-string class is customized, Replication
Server cannot deduce the data server type and defaults to
‘ASE’.

dsi_exec_request_sproc

Turns on or off request stored procedures at the DSI of
the primary Replication Server.

Default: on

dsi_fadeout_time

The number of seconds of idle time before a DSI con-
nection is closed. A value of -1 specifies that the con-
nection should not fade out.

Default: 600 seconds
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dsi_ignore_underscore_name

When the transaction partitioning rule is set to name,
specifies whether or not Replication Server ignores
transaction names that begin with an underscore. Values
are “on” and “off.”

Default: on

dsi_isolation_level

Specifies the isolation level for transactions. ANSI
standard and Adaptive Server supported values are:

e 0 -ensures that data written by one transaction rep-
resents the actual data.

e 1-preventsdirty reads and ensures that data written
by one transaction represents the actual data.

e 2 - prevents nonrepeatable reads, prevents dirty
reads, and ensures that data written by one transac-
tion represents the actual data.

e 3 -—prevents phantom rows, prevents nonrepeatable
reads, prevents dirty reads, and ensures that data
written by one transaction represents the actual data.

Through the use of custom function strings, Replication
Server can support any isolation level the replicate data
servers may use. Support is not limited to ANSI standard
only.

The default value is the current transaction isolation
level for the target data server.

dsi_keep_triggers

Specifies whether triggers should fire for replicated
transactions in the database.

“off” — causes Replication Server to set triggers off in
the Adaptive Server database, so that triggers do not fire
when transactions are executed on the connection.

Use this setting for standby databases.
on” — specifies all databases except standby databases.

Default: on (except standby databases)

dsi_large_xact_size

The number of commands allowed in a transaction be-
fore the transaction is considered to be large.

Default: 100
Minimum: 4
Maximum: 2,147,483,647

This parameter is ignored when dsi_compile_enable is
turned on.
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dsi_max_cmds_in_batch

Defines maximum number of source commands for
which output commands can be batched.

You must suspend and resume the connection for any
change in the parameter to take effect.

Range: 1 - 1000
Default: 100

dsi_max_cmds_to_log

The number of commands to write into the exceptions
log for a transaction.

Default: -1 (all commands)
Valid values: 0 to 2147483647

dsi_max_xacts_in_group

Specifies the maximum number of transactions in a
group. Larger numbers may improve data latency at the
replicate database. Range of values: 1 — 1000.

Default: 20

This parameter is ignored when dsi_compile_enable is
turned on.

dsi_max_text_to_log

The number of bytes to write into the exceptions log for
each rs_writetext function in a failed transaction.
Change this parameter to prevent transactions with large
t ext ,uni t ext,ori mage columnsfrom filling the
RSSD or its log.

Default: -1 (all t ext , uni t ext, ori mage col-
umns)

dsi_non_blocking_commit

Specifies the number of minutes to extend the period of
time Replication Server saves messages after a commit.
Range of values: 0 — 60 minutes.

Default: 0 — non-blocking commit is disabled.

Enable this parameter to improve replication perform-
ance when the delayed commit feature is available in
Adaptive Server 15.0 and later or the equivalent feature
is available in Oracle 10g v2.

dsi_num_large_xact_threads

The number of parallel DSI threads to be reserved for use
with large transactions. The maximum value is one less
than the value of dsi_num_threads.

Default: 0
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dsi_num_threads

The number of parallel DSI threads to be used. The
maximum value is 255.

Default: 1

dsi_partitioning_rule

Specifies the partitioning rules (one or more) the DSI
uses to partition transactions among available parallel
DSl threads. Values are origin, origin_sessid, time,
user, name, and none.

See Replication Server Administration Guide Volume 2
> Performance Tuning > Use Parallel DSI Threads >
Partitioning Rules: Reducing Contention and Increasing
Parallelism for detailed information.

Default: none

This parameter is ignored when dsi_compile_enable is
turned on.

dsi_proc_as_rpc

Specifies how Replication Server applies stored proce-
dure replication.

« Set on to use remote procedure call (RPC) calls.
»  Set off to use language calls.

Default: off

When the replicate database is Adaptive Server,
dsi_proc_as_rpc can be on or off.

When the replicate database is Oracle:

e Seton ifyou use ExpressConnect for Oracle (ECO).
ECO only supports stored procedure replication us-
ing RPC. By default, Replication Server sets
dsi_proc_as_rpc on if you use one of the Oracle
ECO connection profiles when you create the con-
nection to the Oracle database from Replication
Server. See Replication Server Options 15.5 > In-
stallation and Configuration Guide ExpressConnect
for Oracle 15.5 > Configuring ExpressConnect for
Oracle.

« Set off if you use ECDA Option for Oracle. ECDA
does not support RPC for stored procedure replica-
tion.
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dsi_quoted_identifier

Enables or disables quoted identifier support in the DSI.
Values are on to enable and off to disable.

Default: off

Quoted identifiers are object names that contain special
characters such as spaces and nonalphanumeric charac-
ters, start with a character other than an alphabetic char-
acter, or that correspond to a reserved word, and need to
be enclosed in double quote characters to be parsed cor-
rectly. Enable this parameter to:

1. Create or modify a connection that allows quoted
identifiers to be forwarded to data servers.
Use the create connection or the alter connection
command to set dsi_quoted_identifier “on” or
“off”. Use the admin config command to check the
value of dsi_quoted_identifier.

2. Mark identifiers in a replication definition as quoted.

The quoted identifier feature is not supported in mixed
version environments. For replication of a quoted iden-
tifier to succeed, the primary Replication Server and the
Replication Server that connects to the replicate data
server version must be 15.2. However, intermediate
Replication Servers in a route can be of lower versions.

dsi_replication

Specifies whether or not transactions applied by the DSI
are marked in the transaction log as being replicated.
When dsi_replication is set to “off,” the DSI executes
set replication off in the Adaptive Server database, pre-
venting Adaptive Server from adding replication infor-
mation to log records for transactions that the DSI exe-
cutes. Since these transactions are executed by the main-
tenance user and, therefore, usually not replicated fur-
ther (except if there is a standby database), setting this
parameter to “off” avoids writing unnecessary informa-
tion into the transaction log.

dsi_replication must be set to “on” for the active data-
base in a warm standby application for a replicate data-
base, and for applications that use the replicated con-
solidated replicate application model.

Default: on (“off” for standby database in a warm stand-
by application)
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dsi_row_count_validation

If you have table rows that are not synchronized, and you
want to bypass the default error actions and messages,
you can set dsi_row_count_validation to off to disable
row count validation.

Default: on to enable row count validation.

You need not suspend and resume a database connection
when you set dsi_row_count_validation for the connec-
tion; the parameter takes effect immediately. However,
the new setting affects the batch of replicated objects that
Replication Server processes after you execute the com-
mand. Changing the setting does not affect the batch of
replicated objects that Replication Server is currently
processing.
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dsi_serialization_method

Specifies the method used to determine when a transac-
tion can start, while still maintaining consistency. In all
cases, commit order is preserved.

These methods are ordered from most to least amount of
parallelism. Greater parallelism can lead to more con-
tention between parallel transactions as they are applied
to the replicate database. To reduce contention, use the
dsi_partition_rule option.

e no_wait — specifies that a transaction can start as
soon as it is ready—uwithout regard to the state of
other transactions.

e wait_for_start —specifies that a transaction can start
as soon as the transaction scheduled to commit im-
mediately before it has started.

« wait_for_commit — specifies that a transaction can-
not start until the transaction scheduled to commit
immediately preceding it is ready to commit.

e wait_after_commit — specifies that a transaction
cannot start until the transaction scheduled to com-
mit immediately preceding it has committed com-
pletely.

Note: You can only set dsi_serialization_method to
no_wait if dsi_commit_control is set to “on”.

These options are retained only for backward compati-
bility with older versions of Replication Server:

* none - Same as wait_for_start.

* single_transaction_per_origin — Same as
wait_for_start with dsi_partitioning_rule set to ori-
gin.

Note: The isolation_level_3 value is no longer suppor-
ted as a serialization method but it is the same as setting
dsi_serialization_method to wait_for_start and
dsi_isolation_level to 3.

Default: wait_for_commit
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dsi_sqt_max_cache_size

Maximum SQT (Stable Queue Transaction interface)
cache memory for the database connection, in bytes.

The default, “0,” means that the current setting of
sqt_max_cache_size is used as the maximum cache
size for the connection.

Default: 0
For 32-bit Replication Server:

¢ Minimum-0
e Maximum — 2147483647

For 64-bit Replication Server:

¢ Minimum-0
¢ Maximum - 2251799813685247

dsi_stage_all_ops

Prevents compilation for specified tables when you con-
figure Replication Server and Sybase 1Q InfoPrimer in-
tegration.

If table history must be preserved, as in the case of slowly
changing dimension (SCD) tables, set
dsi_stage_all_ops to on.

See Replication Server Heterogeneous Replication
Guide > Sybase 1Q as Replicate Data Server > Replica-
tion Server and Sybase 1Q InfoPrimer Integration > Pa-
rameters > dsi_stage_all_ops.
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dsi_text_convert_multiplier

Changes the length of t ext or uni t ext datatype
columns at the replicate site. Use dsi_text_convert_mul-
tiplier whent ext oruni t ext datatype columns
must expand or contract due to character set conversion.
Replication Server multiplies the length of primary

t ext oruni t ext databy the value of dsi_text_con-
vert_multiplier to determine the length of t ext or
uni t ext data at the replicate site. The value type is
float.

< If the character set conversion involves expanding
t ext orunit ext datatype columns, set
dsi_text_convert_multiplier equal to or greater than
1.0.

« If the character set conversion involves contracting
t ext oruni t ext datatype columns, set
dsi_text_convert_multiplier equal to or less than
1.0.

Default: 1

dsi_timer

Use the dsi_timer configuration parameter to specify a
delay between the time transactions commit at the pri-
mary database and the time transactions commit at the
standby or replicate database. Replication Server pro-
cesses transactions in the outbound queue in commit
order after the period of delay is over.

After you execute dsi_timer with alter connection or
alter logical connection, suspend and resume the con-
nection.

Specify the delay in the hh:mm format.

e Maximum: 24 hours.
» Default: 00:00, which means there is no delay.

Note: Replication Server does not support time zone
differences between the Replication Agent at the pri-
mary database and the Replication Server with the DSI
connection where you want to execute dsi_timer.
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dsi_xact_group_size

The maximum number of bytes, including stable queue
overhead, to place into one grouped transaction. A grou-
ped transaction is a set of transactions that the DSI ap-
plies as a single transaction. A value of -1 means no
grouping.

Sybase recommends that you set dsi_xact_group_size
to the maximum value and use
dsi_max_xacts_in_group to control the number of
transactions in a group.

Note: Obsolete for Replication Server version 15.0 and
later. Retained for compatibility with older Replication
Servers.

Maximum: 2,147,483,647
Default: 65,536 bytes

This parameter is ignored when dsi_compile_enable is
turned on.

dump_load

Set to “on” at replicate sites only to enable coordinated
dump. See Replication Server Administration Guide
Volume 2 > Replication System Recovery > Recover
from Primary Database Failures > Loading from Coor-
dinated Dumps.

Default: off

exec_cmds_per_timeslice

Specifies the number of LTL commands an LTI or Rep-
Agent Executor thread can process before it must yield
the CPU to other threads. The range is 1 to
2,147,483,647.

Default: 2,147,483,647

dynamic_sql

Turns dynamic SQL feature on or off. Other dynamic
SQL related configuration parameters will only take ef-
fect if this parameter is set to “on”.

Default: off

dynamic_sql_cache_size

Gives the Replication Server a hint on how many data-
base objects may use the dynamic SQL statement for a
connection. Minimum: 1

Maximum: 65536
Default: 100
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dynamic_sql_cache_management

Manages the dynamic SQL cache for a DSI/E thread.
Values: mru - keep the most recently used statements and
deallocate the to allocate new dynamic statements when
dynamic_sql_cache_size is reached. fixed (default)-
Replication Server stops allocating the new dynamic
statements once dynamic_sql_cache_size is reached.

exec_nrm_request_limit

Specifies the amount of memory available for messages
from a primary database waiting to be normalized.

Set nrm_thread to ‘on’ with configure replication serv-
er before you use exec_nrm_request_limit.

Minimum: 16,384 bytes

Maximum: 2,147,483,647 bytes
Default for:

*  32-hit— 1,048,576 bytes (IMB)
*  64-hit — 8,388,608 bytes (BMB)

After you change the configuration for exec_nrm_re-
quest_limit, suspend and resume the Replication Agent.

License: Separately licensed under the Advanced Serv-
ices Option. See Replication Server Administration
Guide Vblume 2 > Performance Tuning > Advanced
Services Option .

exec_sqm_write_request_limit

Specifies the amount of memory available for messages
waiting to be written to an inbound queue.

Default: 1IMB
Minimum:16KB
Maximum: 2GB

md_sgm_write_request_limit

Specifies the amount of memory available to the Dis-
tributor for messages waiting to be written to the out-
bound queue.

Note: In Replication Server 12.1, md_sqm_write_re-
quest_limit replaces md_source_memory_pool.
md_source_memory_pool is retained for compatibility
with older Replication Servers.

Default: 1IMB
Minimum: 16K
Maximum: 2GB
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rep_as_standby

When rep_as_standby is on, table subscriptions repli-
cate tables marked by sp_reptostandby.

For rep_as_standby on to succeed, the RepAgent pa-
rameters send maint xacts to replicate must be false
and send warm standby xacts must be true.

Default: off

replicate_minimal_columns

Specifies whether Replication Server should send all
replication definition columns for all transactions, or
only those needed to perform update or delete operations
at the replicate database.

Values are On and Off.
Default: On

Replication Server uses this connection-level parameter
when a replication definition does not contain the repli-
cate minimal columns clause, or if there is no replica-
tion definition at all

Otherwise, Replication Server ignores the value of this
parameter.

You can use admin config to display replicate_mini-
mal_columns configuration information.

When you set dsi_compile_enable to ‘on’, Replication
Server ignores what you set for replicate_minimal_col-
umns.

See Replication Server Administration Guide Volume 2
> Performance Tuning > Dynamic SQL for Enhanced
Replication Server Performance > Use Replicate Mini-
mal Columns with Dynamic SQL.

save_interval

The number of minutes that the Replication Server saves
messages after they have been successfully passed to the
destination data server.

Default: 0 minutes

stage_operations

Set to on for Relication Server to write operations to
staging tables for the specified connection when you
configure Replication Server and Sybase 1Q InfoPrimer
integration.

See Replication Server Heterogeneous Replication
Guide > Sybase 1Q as Replicate Data Server > Replica-
tion Server and Sybase 1Q InfoPrimer Integration > Pa-
rameters > stage_operations.
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sub_sgm_write_request_limit

Specifies the memory available to the subscription ma-
terialization or dematerialization thread for messages
waiting to be written to the outbound queue.

Default: 1IMB
Minimum: 16K
Maximum: 2GB

unicode_format

Supports sending unicode data in U&” format.

Set unicode_format to one of these values:

« string - unicode characters are converted to
character string format. For example, the St r i ng
“hello” is sent out as “hello”.

* ase - unicode characters are sent out in U&' '
format. For example, the st r i ng “hello” is sent
outas "U&"\0068\0065\006c\006c\006f” . The two-
byte unicode value is sent in network order as re-
quired by Adaptive Server Enterprise.

Default: st ri ng

use_batch_markers

If use_batch_markers is set to on, the function strings
rs_batch_start and rs_batch_end will be executed.

Note: This parameter must be set to on only for replicate
data servers that require additional SQL translation to be
sent at the beginning and end of a batch of commands
that are not contained in the rs_begin and rs_commit
function strings.

Default: off

See Replication Server Administration Guide Volume 2
> Customize Database Operations > Manage Function
Strings > Command Batching for Non-ASE Servers.

Change Replication Server Connection Parameters to Improve Performance

You can use configuration parameters to improve replication performance.

Sybase sets default values for configuration parameters for average installations and usage.
Depending on your system configuration and how Replication Server is used at your site, you
may find that careful altering of certain default values may improve performance. See
Replication Server Administration Guide Vblume 2 > Performance Tuning > Configuration
Parameters that Affect Performance for a general discussion of performance and
configuration parameters. See also Replication Server Administration Guide Volume 2 >
Performance Tuning > Use Parallel DSI Threads.
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If you are adding many new connections, you may want to change the memory_limit or
num_threads Replication Server parameters to improve performance.

See Replication Server Reference Manual > Replication Server Commands > configure
replication server for more information about the memory_limit and num_threads
parameters.

Increasing memory_limit

To increase the amount of memory specified for Replication Server, increase the value
specified for the memory_limit parameter by using configure replication server at
Replication Server.

For example, execute configure replication server in the following manner to increase
memory_limit to 25MB:

configure replication server
set menory_linmt to '25

Increasing num_threads

You may need to increase the number of Open Server threads that the Replication Server can
use. To do this, increase the value specified for the num_threads parameter, using configure
replication server at the Replication Server.

For example, execute configure replication server in the following manner to increase

num_threads to 70:

configure replication server
set numthreads to ' 70

Resume Database Connections

After you have changed the attributes of a database connection, you can resume activity on the
connection either in Sybase Central or by using the resume connection command.

To resume a database connection from the command line, enter:

resume connection to data_server. database
[skip [n] transaction | execute transaction]

When the connection is resumed, Replication Server retrieves rows from the
rs_lastcomnt system table so that it can find the correct place in the transaction stream
to begin submitting transactions.

The optional skip [n] transaction clause instructs Replication Server skip a specified number
of transactions in the connection queue before resuming the connection. The first 7
transactions are written to the exceptions log.

The skip [n] transaction clause is necessary if the first 7transactions cause Replication Server
to suspend the connection and the cause of the failure cannot be corrected. For example, the
transaction may have produced a data server error that is assigned the retry_stop or
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stop_replication error action. Or, perhaps it was necessary to use suspend connection and
the with nowait clause to manually interrupt the transaction.

Warning! If you execute resume connection with the skip transaction clause, you must
correct any inconsistency that results from the lost transaction. Only use the skip transaction
clause when the condition causing the transaction to fail cannot be corrected.

The optional execute transaction clause instructs Replication Server to execute the first
transaction in the connection’s queue. Use this clause only when a system transaction has
failed to execute. See Replication Server Administration Guide Volume 2 > Errors and
Exceptions Handling > Duplicate Detection for System Transactions for information about
error handling for system transactions.

Changing Replicate Databases to Primary Databases

Each primary database must have a Replication Agent that scans the database log and transfers
data to the Replication Server for distribution to replicate databases. If you want to change an
Adaptive Server database that is designated as replicate-only to be a source of replicated

functions or to contain primary data, you must enable the RepAgent thread for the database.

1. Configuring RepAgent at the Replication Server

a) Create a RepAgent user so that RepAgent can log in to Replication Server. Use the
create user command where ra_user_name is the name of the RepAgent user and
ra_password is the RepAgent password:

create user ra_user_nane
set password {ra_password | null}

b) Grant this user connect source permission, using the grant command:

grant connect source to ra_user_nanme

If the Replication Server already manages a primary database, you can use the
“RepAgent user” that already exists for the new primary database.

c) Execute alter connection using the log transfer on option:

alter connection to data_server. dat abase
set log transfer to 'on'

2. Configuring RepAgent at the Adaptive Server database
a) Ifthe name of the Adaptive Server has not yet been defined, you must define it using the
following command where /name is the Adaptive Server name:

sp_addserver | nane, |ocal
b) If RepAgent threads have not been enabled for the Adaptive Server, you must enable
them:

sp_configure 'enable rep agent threads'
c) Configure RepAgent for the database with sp_config_rep_agent:

sp_config_rep_agent dbname, 'enable', 'rs_nane',
'rs_user_nane', 'rs_password'
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Note: The value for rs_user nameand rs_passwordconfigured at the Adaptive Server
must be the same for ra_user_nameand ra_passwordcreated at the Replication Server
in step 1.

d) Create the rs_marker stored procedure and set its replicate status to “true”, using the
sp_setreplicate system procedure.

You can find the rs_marker stored procedure in the file
rs_install _primary.sql orrsinssys. sql inthescri pts directory of
the Sybase release directory.

e) Start RepAgent:

sp_start_rep_agent dbnane

See also
» Configuring RepAgent on page 101

Create the rs_marker Stored Procedure
Create the rs_marker stored procedure to check on replication status.

Replication Server executes the rs_marker system function in a primary database during
subscription materialization. The function works by executing a replicated stored procedure
that is also named rs_marker. The procedure checks to make sure it is marked replicated and
issues a warning if it is not. Because the rs_marker stored procedure is replicated, Adaptive
Server records its executions in the transaction log for the database, where they can be read by
RepAgent.

Sybase Central and rs_init create rs_marker when you designate a database as having primary
data. It is not required in databases that have no primary data. The exact text of the stored
procedure can always be found inrs_i nstal | _pri mary. sql orrsinssys. sql in
the scri pt s directory of the Sybase release directory.

Here is a sample text:

create procedure rs_narker
@ s_api varchar (255)
as
decl are @ep_constant snallint
sel ect @ep_constant = -32768
if not exists (select sysstat from sysobjects
where nane = 'rs_marker'
and type = 'P
and sysstat & @ep_constant != 0)
begin
print "Have your DBO execute
''sp_setreplicate'' on the procedure
"‘rs_marker'"'"
return(l)
end
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rs_marker does not modify data in the database. Its purpose is to execute so that it can be
recorded in the transaction log.

If rs_marker is not marked as replicated, you can mark it with sp_setreplicate:
sp_setreplicate rs_narker, 'true'

Changing Primary Databases to Replicate Databases
You can change the primary database to a replicate database.

At the:

1. Current replicate Replication Server.

a) Drop all subscriptions and publication subscriptions to the replication definitions in
this database.

2. Current primary Replication Server.
a) Drop all replication definitions defined for this database.
3. Adaptive Server.
a) Shut down RepAgent:
sp_stop_rep_agent dbnane
b) Disable RepAgent:
sp_config_rep_agent dbnane, disable
4, Replication Server

a) Log in to the Replication Server that manages the database and execute alter
connection using the log transfer off option:

alter connection to data_server. dat abase
set log transfer off

5. Adaptive Server
a) Set the status of rs_marker to “false:”
sp_setreplicate rs_marker, 'false'
b) Set the replicate status of all replicated objects to “false”:

1. Execute sp_setreptable without arguments to generate a list of all replicated tables
and stored procedures in the database.

2. One by one, set the replicate status of each table and stored procedure to “false,”
using sp_setreptable and sp_setrepproc.
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Drop Database Connections

To remove a database from the replication system, use Sybase Central or execute drop
connection.

Before you execute the command, drop any subscriptions for replication definitions for datain
the database. If you are dropping a connection to a primary database, first drop all replication
definitions for tables in the database.

Note: drop connection removes database connection information from the Replication
Server system tables. It does not remove replicate data from any database in the system. To
remove replicate data, use drop subscription using the with purge option.

To drop a connection, specify the data server with the database whose connection is to be
dropped. The syntax is:

drop connection to data_server. database

For example, to drop the connection to the pubs 2 database in the SYDNEY _DS data server,
enter:
drop connection to SYDNEY_DS. pubs2

Note: If you are using RepAgent for log transfer, you should also stop (if necessary) and then
disable RepAgent at the primary database.

For information about dropping logical connections, see Replication Server Administration
Guide Volume 2 > Manage Warm Stanadby Applications > Alter Warm Stanadby Database
Connections > Drop Logical Database Connections.

See also
» Disable RepAgenton page 110

Drop a Database from the ID Server
Use sysadmin dropdb to drop a database from the ID Server.

Replication system databases, data servers, and Replication Servers are listed in the
rs_i dnanes system table in the RSSD for the ID Server. Occasionally, you may need to
remove the entry for a database from this system table.

For example, the drop connection command fails and you want to reuse the connection name.
You must force the ID Server to delete from the r s_i dnames system table the row that
corresponds to the database. (Physical database connections have a “P” inthel t ype column
in this system table.)

Log into the ID Server and execute the sysadmin dropdb command to delete the entry for the
specified database. The syntax for sysadmin dropdb is:
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sysadm n dropdb, data_server, database

You must have sa permission to execute any sysadmin command.

Monitor Database Connections

Use Sybase Central, or stored procedures and RCL commands to monitor database
connections.

See Replication Server Troubleshooting Guide if you need to monitor connections for
troubleshooting purposes.

See also
»  Manage a Replication System on page 71

View Current Database Connections

To check the status of current database connections, use Sybase Central or admin show
connections.

admin show_connections displays information about all database connections from the
Replication Server. admin show_connections also displays information about all routes from
the Replication Server.

See Replication Server Reference Manual > Replication Server Commands >admin
show_connections.

List Databases Managed by a Replication Server

To list the databases that a Replication Server manages, use Sybase Central or the rs_helpdb
stored procedure at the Replication Server RSSD.

Ther s_dat abases system table contains entries for all of the databases managed by the
Replication Server, including databases managed by other Replication Servers that have a
route to the Replication Server.

The syntax for rs_helpdb is:
rs_hel pdb [data_server, database]

See Replication Server Reference Manual > RSSD Stored Procedures >rs_helpdb for
detailed usage and syntax information .

Display DSI Thread Status

To view DSI thread status, use Sybase Central or the admin who commands to display thread
status information.

e admin who displays all threads in the system, including DSI threads.
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e admin who, dsi displays the status of the DSI thread, which Replication Server starts to
submit transactions to the data server.

See the Replication Server Reference Manual > Replication Server Commands >admin who
for complete thread status listings.

See also
e Manage a Replication System on page 71
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Manage Replication Server Security

Careful management of login names, passwords, and permissions is essential to the security of
the replication system.

Replication Server login names and specific permissions are required for:

« Each component of the replication system, such as the data server and the Replication
Server.
With Replication Server 15.2, you can use Replication Server gateway which allows to
access components in the replication system with a single user name and password.

» Each user who is setting up replicated data or monitoring and managing the Replication
Server.

You can set up encrypted passwords throughout the replication system and change passwords
that are encrypted. Refer to the Replication Server installation and configuration guides for
your platform for details on password encryption.

You can use RCL commands to manage Replication Server security, including creating and
modifying login names, passwords, and permissions, and the dependencies involved in
making modifications. In addition, Replication Server supports third-party security services
that ensure secure message transmission over the network and enable user authentication for
seamless login to Replication Servers in the replication system.

See also
*  Manage Network-based Security on page 230
e Starting Sybase Central on page 49

Manage Replication Server System Security

You must establish login names and passwords for the various components of the Replication
Server system, including RSSDs, RepAgent, the ID Server, and Replication Server.

Often, one process must log in to another, remote process. In such cases, the login name and
password assigned to the process logging in must also exist at the remote process. If a
password used to log in to the remote process is changed at the current process only, login
attempts fail.

As a general rule, if you are specifying or modifying system login names, keep the names
unique. If you use the same login name for different roles, then any time you change the
password, many of the dependencies described in this section are affected.
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Replication System Login Names

There are several login names required for replication system components.

Table 11. Overview of Replication System Login Names

Source Server Destination Server and Da- |Login Name Description
tabase

Primary Replication Server | Primary Adaptive Server and RSSD | RSSD primary user

Replicate Replication Replicate Adaptive Server and RSSD maintenance user

Server RSSD

Replicate Replication Replicate Adaptive Server and repli- | database maintenance user

Server cate database

RepAgent for RSSD Replication Server RepAgent user for RSSD

RepAgent for primary da- | Replication Server RepAgent user for primary da-

tabase tabase

Replication Servers ID Server (Replication Server) ID Server user

Replication Servers Other Replication Servers Replication Server user (RSI

user)

RSSD Login Names and Passwords

Replication Server uses the primary user and maintenance user login names to manage
security.

When you install Replication Server, the rs_init program creates the primary and maintenance
Adaptive Server login names to maintain the RSSD.

Replication Server uses the primary user login name to modify the system tables in the RSSD
for the primary Replication Server. Modifications may include route, replication definition,
and function-string information changes to be replicated to RSSDs for other Replication
Servers. You set up the primary user when you create the primary RSSD using rs_init.

Replication Server uses the maintenance user login name to apply modifications to replicate
RSSDs. RepAgent filters out RSSD madifications made by the maintenance user to avoid
replicating them to other RSSDs. You set up the maintenance user when you create the
replicate RSSD using rs_init.

If the login name or password is changed for either the primary or maintenance user, edit the
Replication Server configuration file to match these changes, and restart the Replication
Server.
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Guidelines for Changing RSSD Primary User Login Name and Password
Observe the guidelines when you change the RSSD primary user login name and password.

« Never change the RSSD primary user login name and/or password while routes are being
created.
While a route is being created, the destination Replication Server uses the primary user
login name and password to create and materialize subscriptions at the destination site for
replicated RSSD system tables.

» Besuretoalsoapply the same RSSD primary user login name and/or password changes to

the Replication Server.

« To change an encrypted or clear text password, use alter user with the set password