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Introduction to Troubleshooting

Introduction to Troubleshooting

This troubleshooting guide provides information about resolving configuration,
development, deployment, and production problems that you may encounter using Sybase®
Unwired Platform.

The troubleshooting guide includes a collection of symptoms, with information to further
diagnose or solve the problem. These presenting symptoms are organized into categories. You
can either check the appropriate category for a problem, or you can search the
Troubleshooting online help for the symptom you have experienced, or for an error message
you have observed.

Troubleshooting categories include:

» Basic scenarios

e Sybase Unwired Platform system

» Sybase Control Center for Sybase Unwired Platform

« Mobile business object development

« Device application development

» Device clients

» Validation rules for mobile business objects processing

Use the troubleshooting guide with other Sybase Unwired Platform documents.
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Documentation Roadmap for Unwired Platform

Documentation Roadmap for Unwired
Platform

Sybase® Unwired Platform documents are available for administrative and mobile
development user roles. Some administrative documents are also used in the development and
test environment; some documents are used by all users.

See Documentation Roadmap in Fundamentals for document descriptions by user role.
Fundamentals is available on the Sybase Product Documentation Web site.

Check the Sybase Product Documentation Web site regularly for updates: access Attp.//
sybooks.sybase.com/nav/summary.do?prod=1289, then navigate to the most current version.
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Troubleshooting Basics

Troubleshooting Basics

Sybase Unwired Platform provides tools for gathering information about system health
properties. The Sybase Control Center administrative console, debugging, and tracing, as well
as native operating system commands, and Unwired Platform command line tools combined
offer root-cause diagnosis and problem resolution abilities to development and operational
staff working with Sybase Unwired Platform.

The primary goals of troubleshooting:

« Gather enough information to diagnose the problem, so you can solve it.
» Gather supporting information to document the problem, so you can contact Sybase
Technical Support for help in resolving it.

Collecting Information

Use Sybase Unwired Platform and other resources to collect information, then use the
information to troubleshoot and solve the problem.

Sybase recommends that you develop a baseline for Unwired Platform system operations
when things are running smoothly. This provides a benchmark for comparison when you
encounter problems, and can lead to ideas for where to focus your troubleshooting efforts.

Unwired Platform resources include the Sybase Control Center Web console, error messages,
log files, monitoring facilities, and the trace feature. Additional system resources include the
system event log, operating system monitoring utilities, and third-party utilities.

The Visual Studio debugger is also a good resource for Windows and Windows Mobile device
applications; use it to walk through code on the client user interface side.

Another resource is the Solved Cases database on the Sybase Support and Services Web site:
Solved Cases (http://www.sybase.com/support).

Log Files
Unwired Platform log files provide a source of troubleshooting information. Log file
information is aggregated and displayed in the Sybase Control Center administrative console.

Accessing server logs

The server log records all system events as per the log level configuration for individual sub-
components. For detailed diagnostics, you can configure individual sub-system's log level to
DEBUG or TRACE level, and the messages recorded in the server log can help identify the
problem. It is not recommended to leave sub-system log levels to those considering the
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performance impact and growth of the log file when large number of users may be accessing
the system. Server log is separate for each server.

Server log settings are controlled from Sybase Control Center. Server log configuration
settings changes on the primary server are propagated to other nodes within one minute, and
do not require a cluster changing action.

In Sybase Control Center, navigate to Servers > <ServerName> Log node > General tab.

You can also view the server log from the command line using a text editor or any other third-
party log viewing tool. (Sybase Control Center helps to view the server log remotely without
needing access to the server's file system).

e The main server log file is <Unwi redPl atform I nstal | Di r>
\ Unwi redPl at f or ml Ser ver s\ Unwi r edSer ver\ | ogs\ <host name>-
server. | og.

e The incoming HTTP requests log (for Data Change Notification, and others) is in the
<host nanme>- htt p. | og file. You may also see some additional folders which contain
log files produced by the internal modules of the Messaging Server. The key folders are
JMVBSBri dge and SUPBr i dge. The messages recorded in those files are controlled by
the log level setting of the MSG sub-component of the Unwired Server logging system.

These key sub-systems can help troubleshoot issues:

« Data Services — consider modifying this sub-system log level if you are trying to diagnose
issues with backend EIS interaction, caching, and Data Change Notification.

e MMS - considering modifying this sub-system log level if you are tying to diagnose issues
with client interaction, message-based synchronization application activities such as
subscription command processing, data import messages, etc., and replication-based
synchronization application activities such as those during upload and download phases of
the synchronization, data change notification processing, background tasks such as cache
refresh, etc. among others.

e MSG - consider modifying this sub-system if you are need to look at the individual
messages being exchanged between one or more messaging-based synchronization
application clients and server.

Accessing domain logs

The domain log shows data only if domain logging is enabled for that domain, and one of the
packages in the domain has package-level logging enabled. Domain log data is automatically
purged based on the domain log setting for the domain. Domain log is a cluster-wide logical
view of the activities and errors.

Navigate to Domains > <DomainName> > Log node > General tab.
Accessing client logs

If client logging is enabled through the client object API, the client logs provide critical
information about the application running on the device and its operational state. The client
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application information is uploaded from the device to Unwired Server, where it is visible
using Sybase Control Center.

In the left navigation pane, expand the Packages folder and select the package you want to
investigate, then in the right pane, select the Client Log tab.

Server Logs
Server logs provide a view of Unwired Server activity. Status and error messages are collected.

You can set the level of granularity for messages captured, and the log file size through Sybase
Control Center. In a troubleshooting situation, you may want to increase the granularity of
messages captured.

Search Sybase Control Center for Sybase Unwired Platform online help for the topic
Configuring Server Log Settings for information.

Windows Event Log
Sybase Unwired Platform system messages are logged in the Microsoft Windows application
event log.

Events generated by respective platform components are logged with the following source
identifier values.

e Advantage

« Sybase Messaging Server

e SQLANY 12.0 (32 bit) or SQLANY®64 12.0 (64-bit)
e Sybase Unwired Server

« SybaseControlCenter X.X

The following events are logged.:

« Server start and stop events are recorded as information events.

« Server errors such as license errors, failure to connect to runtime databases, and so forth,
are logged as error events.

» Whenever a user account is locked due to repeated login failures, a message is logged as
warning event.

Domain Logs
The domain log enables an administrator to monitor application activities throughout the

system. Detailed views of application activities are available by subsystem. The administrator
can review activities in a specific subsystem log view, view correlated data in multiple
subsystems, or view a unified log across all subsystems. The administrator must enable
logging, and then use log filters to view data of interest.

By default, only error messages are recorded in each domain's log. To enable domain logging,
you must create a log profile. See Creating and Enabling Log Profilesin Sybase Control
Centeronline help.

Troubleshooting 7



Troubleshooting Basics

Client Logs
Client logs capture data about client application operations for all devices subscribed to a

package. You can use the data to track errors and identify performance issues.

By default, logged data includes the user name, device ID, mobile business object with which
the client is syncing, the operation the client is performing, the success or failure of the server-
side operation, current log level, date and time stamp, the log message associated with the
message.

Developers use client-side APIs to enable this capability to log critical application data on the
device that can be uploaded automatically to the server where it is visible in the package's
client log. The capability can implemented so that enabling and disabling logging does not
require any user intervention, is transparent, and can be turned on or off automatically.

See Sybase Control Center > Manage > Managing Unwired Platform > Routine System
Maintenance Tasks > Checking Client Application Logs.

Unwired WorkSpace Log

You can view the Unwired WorkSpace log in the Error Log view, to see error messages from
Unwired WorkSpace, exceptions, and stack traces. When gathering information to diagnose a
problem, first collect the Unwired WorkSpace log, and review that information in
combination with necessary server log entries (if needed) to diagnose the root cause.
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Use atext editor to review log files from the command line using a text editor if Sybase Control
Center is not available, or to concentrate your review to a particular log.

Table 1. Log file locations

Log type

Location

Unwired Server

Aggregated Unwired Server logs: <Unwi r edPl at -
formlnstall Dir>\Unw redPl atform Servers
\ Unwi r edSer ver\ | ogs

Unwired server log: <Unwi redPl atform I nstall -
Di r >\ Unwi r edPl at f or m Ser ver s\ Unwi r ed-
Server\ |l ogs\ <host >_server.| og

Database error log: <Unwi redPl atform I nstal |l Di r>
\ Unwi r edPI at f or Ml Ser ver s\ Unwi r edSer ver
\logs\errorl og. txt

MobiLink Server error log:  <Unwi r edPl at f or m | n-
stal I Di r>\ Unwi redPl at f or Ml Server s\ Unwi r -
edServer\logs\m srv_err.log

Bootstrap log: <Unwi redPl atform Install Di r>
\ Unwi r edPI at f or Ml Ser ver s\ Unwi r edSer ver
\'l ogs\ boot strap*. 1 og

Messaging service log details: <Unwi r edPl at f orm | n-
stal I Di r>\ Unwi redPl at f or Ml Server s\ Unwi r -
edServer\| ogs\ <Modul e>

Device client tracing logs: <Unwi redPl at f orm | n-
stal I Di r>\ Unwi redPl at f or Ml Server s\ Unwi r -
edServer\l ogs\d ientTrace

Mobile Workflow tracing logs: <Unwi r edPl at f or m | n-
stal I Di r>\ Unwi redPl at f or Ml Server s\ Unwi r -
edServer\ | ogs\ Wr kfl owd i ent

Troubleshooting
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Log type

Location

Sybase Control Center for
Sybase Unwired Platform

Sybase Control Center agentlog: <Unwi r edPl at f orm I n-
stal | Di r >\ SCC- XX\ | og\ agent . | og

Gateway log: <Unwi redPl atform Instal I Dir>
\ SCC- XX\ | og\ gat eway. | og

Repository log: <Unwi redPl atform Instal | Dir>
\ SCC- XX\ | og\repository. | og

Request logs: <Unwi r edPl at form I nstal | Di r >
\ SCC- XX\ ser vi ces\ EnbeddedWebCont ai ner
\ I og\request - <yyyy nm dd>. | og

Database server log: <Unwi r edPl at form_ I nstal | Di r >
\ SCC- XX\ ser vi ces\ Reposi tory\scc_reposi -
tory.slg

Relay server and RSOE

Default log details:
% emp%ias_relay_server _host.|og

% enp%is the Windows environment variable, for example, C:
\ W NDOWE\ Tenp.

Note: In the case of 11S Web servers, the log file is C: \ W NDOWE
\ syst enB2\ LogFi | es. However, this location can be con-
figurable in IIS Manager.

RSOE log files, by default:

<Unwi redPl at form I nstal | Di r>\ Unwi r ed-
Pl at f or ml Server s\ Unwi r edSer ver\ | ogs\ <no-
deNane>. RSCE<n>. | og

For example: RBShost 1. RSOE4. | og.

Installer <UnwiredPl atformlInstallDir>
<Unwi redPl at form I nstal | Di r>\ Unwi r ed-
Platform Install Logs
<Unwi redPl at form I nstal | Di r >\ Unwi r ed-
PlatformInstall Logs\silentlnstall
Domain In the domainlog database; viewable in Sybase Control Center.

10
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Log type

Location

Cache database logs

By default, cache database errors are logged in the er r or -

| og. t xt file, located in <Unwi r edPl at f orm_I n-
stal I Di r>\ Unwi redPl at f or Ml Server s\ Unwi r -
edServer\| ogs.

For a data tier installation, there are three database server logs, by
default located in <Unwi redPl atform I nstal | Dir >

\ Unwi r edPI at f or Ml Dat a\ CDB (but may vary depending
on the installation):

» errorlog.txt — cache DB server log
» clusterdb_errorlog.txt — cluster DB server log
» monitordb_errorlog.txt — monitor and domainlog DB server log

Unwired WorkSpace log

In Unwired WorkSpace, use the Windows >Show View > Other >
Error Log view, or collect the log file from the Eclipse workspace
directory at <wor kspace fol der>/. metadata/ .| og
file.

Mobile Application Project and Deployment Information

The Mobile Application Project and the associated deployment unit file provide a source of
troubleshooting information when there are MBOs involved; for example, MBOs are involved
when troubleshooting a device client (including object API clients (all platforms), or mobile
workflow clients that use MBOs), or when debugging cache database or DCN issues.

Collect this information on the mobile application project:

» The Mobile Application Project (created in Unwired WorkSpace)
« In WorkSpace Navigator, right-click on the mobile application project folder, and
select 'Export' from the context menu to invoke the Export wizard.

* Inthe 'Select' wizard page, select General > Archive File, and click Next.
* In Archive File wizard page, click Browse and provide the zip file path in the dialog.

¢ Click Finish.

e The deployment_unit.xml and deployment_descriptor.xml files.
For information on how to save the deployment profile which contains these files, see
Sybase Unwired WorkSpace - Mobile Business Object Development > Develop >
Deploying a Mobile Application Project.
Once you have saved the deployment profile, you can extract the deployment_unit.xml
and deployment_descriptor.xml files from the zip file in Unwired WorkSpace at:
<WorkspacePath>\<Mobile Application Project Name> \< Deployment >\ <Mobile
Application Project Name>.profile > \<Unwired Server name selected during
deployment>\ <Mobile Application Project>.zip.

Troubleshooting
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Viewing Messages in Sybase Control Center

Sybase Control Center for Sybase Unwired Platform can be used to review an ongoing stream
of system messages to keep you alert to system health and processing status.

Use the Sybase Control Center administrative console to view system and error messages on
an ongoing basis. See the Sybase Control Center for Sybase Unwired Platform online
documentation for more information about using the console to view messages and log files.

Error Message Severity Levels
Error message severity levels provide an indication of system health, and how seriously to take
a message.

Do not view individual messages in isolation, however, since a system event may trigger a
range of symptoms that individually may not seem related. Review messages as a group, look
for trends, and view upstream messages in the log for possible initiating events.

Table 2. Error message severity levels

Severity level | Description

Trace Finer-grained information than Debug.

Debug Fine-grained informational events that are useful for debugging an application.

Info Informational messages that highlight application progress at a coarse-grained
level.

Warn Warning messages that indicate a potentially harmful situation.

Error Error events that may allow the application to continue running.

Console (off) Messages sent to the Syst em out stream logs for the Sybase Control Center
administrative console.

Variables in Error Message Text

Unwired Platform error messages are frequently composed of one or more variables. Unwired
Platform components, such as Unwired Server, and back-end enterprise information systems
(EIS) replace the variable with the appropriate system information.

This informational message includes several variables:

I NFO. SUCCESS: <Useri d>: <MBO nane>[ . Qperati on nane]: <effective
par anet er-val ue pairs> [WArning nessage from El S

This warning message includes several variables:

WARN: FAI LED: <Useri d>: <MBO nane>[. Operati on nane]:<effective
par anet er-val ue pairs>. <Error nessage from El S>

Variables are shown in brackets:

12
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e <Useri d>-auserid will be inserted in the error message.

e« <MBO name>[.Qperation nane]:<effective paraneter-val ue
pai r s>—astring of variable information will be inserted, including the mobile business
object name, an operation name, and parameter-value pairs.

e <Warning/ Error nessage from El S>—awarning or error message from the
enterprise information system (EIS) will be inserted.

Reporting Errors

Before reporting problems to Sybase Technical Support, collect as much relevant background
information as you can.

For application related issues, the relevant information would be the original Eclipse project
that contains the mobile business objects and the client project, server log files, error
messages, symptoms, observations, and steps you have taken to solve the problem.

For server administration issues, relevant information would be in the server log files and
Sybase Control Center log files.

This information may help the technician reproduce and diagnose the problem.

Reproducing Problems

A problem that can be reproduced may help your technician more quickly solve the problem.
"Reproducible” means that the code causing the incorrect behavior can be isolated, and that
the issue can be demonstrated. It may also be useful to narrow the reproduction by removing
extraneous steps or code.

Provide as much useful information as possible on your problem report, including a
reproducible case.

Troubleshooting 13
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Sybase Technical Support Checklist

Before reporting errors, collect information about Sybase Unwired Platform components.

Component

Information

Unwired Server, clients, applica-
tions, devices, users

« Unwired Server version and build; the version information is
available in the server log as well displayed in the Sybase
Control Center.

¢ Full description of incorrect behavior, including all compo-
nents involved

e Server and client errors (stream error) and error messages
(Unwired Server log files)

e Client device platform, version, and build (if appropriate)

« Application information (if appropriate)

e User name and identifier information

* Cache database error log file, which by defaultis er r or -
| 0g. txt in<Unwi redPl atform I nstall -

Di r>\ Unwi redPl at f or ml Ser ver s\ Unwi r -
edServer .

«  For administration console issues, include agent . | og,
and gat eway. | og files.The Web browser type and
Adobe® Flash® Player version information should also be
included.

Relay Server, domains, clusters
[separate installation]

« Relay Server version and build

« Full description of incorrect behavior, including all compo-
nents involved

* Relay Server-related errors and error messages

«  Type of Web server (1S or Apache), version, and operating
system

Afaria® [separate installation]

e Afaria version and build

« Full description of incorrect behavior, including all compo-
nents involved

e Afaria-related errors and error messages

14
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Sending Error Log Fragments
Error logs are a valuable source of information for troubleshooting problems. Provide error
logs, or error log fragments, when reporting your problem. Also provide a timestamp of when
the problem occurred, so that logs can be compared.

In many cases it is advisable to back up the log file, clear its contents, reproduce the problem,
and then send log file. This reduces the content of the log file to pertinent information needed
to diagnose the problem.

If possible, remove or un-install un-necessary packages from Unwired Server, then reproduce
the problem. When reproducing the problem, try, as much as possible, to omit unnecessary
steps. If you have cleared the log, as described above, before reproducing the problem, only
relevant information will be logged. Another good idea for capturing diagnostic information is
to take error screen shots, or record videos that capture reproducible steps. These practices
significantly reduce unnecessary information in server logs and help the troubleshooting
process.

To prepare error log file fragments:

1. ldentify the log files that may include important information.
2. Copy error log files to a separate directory, or copy a section from an error log file to a
separate text file.

3. Include the error log file or files, as well as screen shots and video logs, with the problem
report you submit to Technical Support.

Ensuring System Recoverability

Ensure system recoverability by keeping Sybase Unwired Platform components in good
health, understanding your topology, and implementing sound operations and maintenance
practices. Develop a disaster recovery plan that includes backing up the installation directory,
cache database (CDB), and transaction logs.

See System Administrationfor information about maintaining system health, and backing up
and restoring Sybase Unwired Platform.
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Troubleshoot Basic Scenarios

Troubleshooting information for debugging process flow for the system, and for device
application development; identifies useful tools and utilities.

Sybase Unwired Platform End-to-End Process Flow

Understanding Sybase Unwired Platform processing flow at a high level between the
enterprise information system (EIS), Sybase Unwired Platform, and devices is important for
troubleshooting, as well as knowing the options available for diagnosing problems at each step
of the process.

High-level process flow

This diagram shows a logical view of Sybase Unwired Platform communications between the
EIS, Sybase Unwired Platform components, and device clients. The diagram also shows relay
server and relay server outbound enabler (RSOE), which are optional components.

Figure 1: Sybase Unwired Platform communications

Relay

EIS Unwired Server server Devices
(optional)

Data services
(DS) I

» Messagin: !

Cn;-n? anc! ! I subsysgterg :
administrative | ™| |
subsystem l !
(MMS) l

gie

Lo

RSOE

@ @ @ %

I
I
I
: Cache database
1 (SQL Anywhere database)
I

Unwired Server subcomponents include:

« Core and administrative subsystem (MMS) — responsible for core services which include
device client application interaction management, security enforcement, notifications
processing, and runtime component management. MMS administrative services provide
the server management interface used by Sybase Control Center.

» Dataservices (DS) —responsible for back-end interaction, data integrity, and transactions.
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« Cache database (CDB) — is a runtime cache database used by Unwired Server. By default,
an embedded SQL Anywhere® database server is used as the CDB, as shown in the
diagram. However, you can configure Unwired Server to use an existing SQL Anywhere
instance as its CDB server.

« Messaging subsystem — responsible for transport of messages required for maintaining
data integrity on device client applications. It uses a JMS service to upload and download
data changes between devices and the cache database.

Troubleshooting options
This section describes the options available for diagnosing process flow problems. Details are
provided separately.

Table 3. Options for diagnosing process flow

Processing compo- Diagnostic option
nent

Enterprise Information Sys- | Use EIS administrative tools to make sure the data source is available,
tem (EIS) and check logs for possible communications problems between the
EIS and Unwired Server.

Unwired Server — data serv-

) e Using Sybase Control Center, enable data services subsystem
ices (DS)

logging.
« Review interactions for getting data and sending transactions.

Unwired Server — core and
administrative subsystem
(MMS)

e Using Sybase Control Center, enable core and administrative
subsystem logging.

* Monitor packages.

« Enable package-level logging.

< Enable synchronization tracing.

« View the mobile business object (MBO) operation history.

Unwired Server — messaging

e Using Sybase Control Center, enable messaging subsystem log-
subsystem

ging.

« Enable messaging server-side logging for one or more of its
modules.

¢ Retrieve client-side messaging-based synchronization trace by
sending a request to the messaging device from Sybase Control
Center.

»  Check the module log for SUPBr i dge and JMSBr i dge
modules messages. The SUPBridge log contains incoming mes-
sages from device clients, and the JMSBridge log contains mes-
sages going to device clients.
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Processing compo-
nent

Diagnostic option

Relay server (RSOE) - if in-
stalled

Enable relay server tracing.

Review relay server log.

Check Microsoft Windows system log files.
Check relay server configuration.

Device clients

If the SUPLogger is implemented as part of custom coding,
enable Show Log, and set the trace flags.

Enable WorkflowClient tracing from the client.

Use Sybase Control Center to check device information and set-
tings, including the current connection status.

Review log files uploaded from the device.

Check the configuration, especially connections between the
device and Unwired Server, and the certificate.

Debugging Message Synchronization

Describes the message synchronization process flow, and options available for diagnosing
problems at each step of the process.

Process flow

This diagram shows a logical view of message-based synchronization communications
between the enterprise information system (EIS), Sybase Unwired Platform components, and
device clients. Relay server is included as an optional component.

Troubleshooting
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Figure 2: Message synchronization process flow
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Troubleshooting options
This section describes the options available for diagnosing message synchronization process
flow problems.

Unwired Server — data services (DS):

In Sybase Control Center, enable data services (DS) subsystem logging by setting its log
level. The output is written in the server log.
Review subsystem messages for information about getting data and sending transactions.

For cache activities, you can enable monitoring on the package and then use Sybase
Control Center to review cache statistics captured for the period monitoring is enabled.

Unwired Server — core and administrative subsystem (MMS):

If you like to troubleshoot at the system-level (which will record all domains and packages
activities), you can enable MMS logging by setting the log level in Sybase Control Center.
The output is written in the server log.

Select the desired application package, and enable monitoring. The captured data appears
in Sybase Control Center. Use package-level logging to review data in the domain log.
For low-level debugging and diagnostics, you may enable "Sync Tracing" for the package
in Sybase Control Center. The output is written in the server log.

For quick troubleshooting to locate system errors, you can check the package-level client
log and MBO/Operation history in the Sybase Control Center.

View the MBO/Operation history in Sybase Control Center for errors during back-end
interaction with the EIS.

20
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e On Unwired Server, review the er r or | og. t xt for any cache database system errors:
<Unwi redPl atform I nstal |l Di r\ Unwi redPl at f orml Servers
\ Unwi redServer\logs\errorl og. txt.

Unwired Server — messaging subsystem :

» Use Sybase Control Center to enable server-side logging for <M5G> log subcomponents.

« Retrieve client-side message-based synchronization trace by sending a request to the MBS
device using Sybase Control Center (on the Devices tab, use Get trace). A client's log level
can be set in the device settings of the Sybase Control Center.

« Configure messaging server-side module level tracing (for users with advanced
knowledge).

» Use Sybase Control Center to set the log levels of individual modules. Select Servers >
<server_name>> Log > Messaging Server > Settings > <moaule>> Properties.

» Ifdebugging a Mobile Workflow application, turn on WorkflowClient tracing from the
client.

* Check the module logs — SUPBr i dge and JMSBr i dge modules, or the
WorkflowClient module (to debug Mobile Workflow applications). In Sybase Control
Center, the server log system merges logs from these modules.

e On Unwired Server, review the er r or | og. t xt for any cache database system errors:
<UnwiredPl atformlInstall D r\Unw redPl at form Servers

\ Unwi redServer\logs\errorl og.txt.

Relay server — if used:

< Enable relay server tracing by setting verbosity to 1 or higher. You can do that by editing
thers. confi g file of your Relay Server and running the rshost utility. Check the
System Administration topic on Relay Server Setup.

« Review the relay server log files. The logging for r shost . exe is directed to the
myr shost . | og file in the C: \ t enp directory.

¢ CheckthellSlog files (Wi ndows\ | ogfi | es\ WBSVC1 and HTTPERR). The IIS server
log path is configurable from inetmgr from Default Web Site > Properties > Website tab
> Enable Logging > Properties > Log file directory. The recommended location is C:
\' | net pub\ LogFi | es.

On Unwired Server, check the SUP outbound enabler log for messaging based
synchronization entries: <Unwi r edPl at form_I nst al | Di r >\ Unwi r edPl at f orm
\ Servers \ Unwi redServer\ Logs\ <SUPSer ver Nanme>. RSOE<nun®. | og (for
example, SUPSer ver 1la. RSOE2.log).

Device clients:

* For Windows and Windows Mobile, run the Sybase Settings application, and choose
Show Log. The client system log for messaging activities appears. Key information
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includes messages related to server connectivity, server messages, and messaging client
requests.

» Usethe platform-specific client logging APl (Sybase.Persistence.lLogRecord in C#, and
SUPLogger in Objective-C) to capture log messages and upload them (Client Log) to
Unwired Server. You can view these messages in the Sybase Control Center user interface.

» Set the device log trace level on the device and get the device logs from Sybase Control
Center by selecting Applications > Application Connections > <device> > Properties >
Device Advanced > and setting the Debug Trace Level to 4 or higher.

After running the application on a device, select the device in Sybase Control Center and
select Get Trace. The client trace log on the device is transferred to the Unwired Server at
<Unwi redPl at form_ I nstal | Di r >\ Unwi r edPl at f or ml Server s\ | ogs
\dientTrace\.

Debugging Replication Synchronization

Describes the replication synchronization process flow, and options available for diagnosing
problems at each step of the process.

Process flow

This diagram shows a logical view of replication synchronization communications between
the enterprise information system (EIS), Sybase Unwired Platform components, and device
clients. Relay server is included as an optional component.

Figure 3: Replication synchronization process flow

Relay

EIS Unwired Server server Devices
(optional)

Data services
(DS)

|
|
|
|
Core and : -
|
|
|
|
|

administrative
subsystem
(MMS)

—
—
-

L

RSOE
(optional)

@ @ @ %

|
I I
I I
I I
| Cache database I
1 (SQL Anywhere database) |
I I

22

Sybase Unwired Platform



Troubleshoot Basic Scenarios

Troubleshooting options
This section describes the options available for diagnosing replication synchronization
processing flow problems.

Unwired Server — data services (DS):

In Sybase Control Center, enable data services (DS) subsystem logging by setting its log
level. The output is written in the server log.

Review subsystem messages for information about getting data and sending transactions.

For cache activities, you can enable monitoring on the package and then use Sybase
Control Center to review cache statistics captured for the period monitoring is enabled.

Unwired Server — core and administrative subsystem (MMS):

If you like to troubleshoot at the system-level (which will record all domains and packages
activities), you can enable MMS logging by setting the log level in Sybase Control Center.
The output is written in the server log.

Select the desired application package, and enable monitoring. The captured data appears
in Sybase Control Center. Use package-level logging to review data in the domain log.
For low-level debugging and diagnostics, you may enable "Sync Tracing" for the package
in Sybase Control Center. The output is written in the server log.

For quick troubleshooting to locate system errors, you can check the package-level client
log and MBO/Operation history in the Sybase Control Center.

View the MBO/Operation history in Sybase Control Center for errors during back-end
interaction with the EIS.

On Unwired Server, review the er r or | 0g. t xt for any cache database system errors:
<Unwi redPl atform Install Di r\ Unwi redPl at f or ml Servers

\ Unwi redServer\ 1l ogs\errorl og.txt.

Relay server — if used:

Enable relay server tracing by setting verbosity to 1 or higher. You can do that by editing
thers. confi g file of your Relay Server and running the rshost utility. Check the
System Administration topic on Relay Server Setup.

Review the relay server log files. The logging for r shost . exe is directed to the

nyr shost . | og file in the C: \ t enp directory.

Checkthe 1S log files (Wi ndows\ | ogf i | es\ WBSVC1 and HTTPERR). The IIS server
log path is configurable from inetmgr from Default Web Site > Properties > Website tab
> Enable Logging > Properties > Log file directory. The recommended location is C:
\' | net pub\ LogFi | es.

On Unwired Server, check the SUP outbound enabler log for replication synchronization
entries: <Unwi r edPl at f orm I nstal | Di r >\ Unwi r edPl at f or Ml Servers

\ Unwi r edSer ver\ Logs\ <SUPSer ver Nane>. RBS<PORT>RSOE<nun®. | og (for
example, supqa01SUPSer ver 1a. RBS2480RSCEL. | og).
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Device clients:

« Use the platform-specific client logging APl (com.sybase.persistence.LogRecord in
Java, and Sybase.Persistence.lLogRecord in C#) to capture log messages and upload
them (Client Log) to Unwired Server. You can view these messages in the Sybase Control
Center user interface

Debugging the Cache

Describes the cache database cache process flow, and options available for diagnosing
problems at each step of the process.

Process flow
This diagram shows a logical view of the cache process flow on Sybase Unwired Platform.

The cache refresh process is either scheduled (repeated at certain intervals) or on-demand
when the client initiates a request. The cache can also be updated by incoming Data Change
Notification (DCN) requests. A mobile business object (MBO) operation marked as an

I nval i dat e t he cache operation forces cache contents to be refreshed.

Figure 4. Cache process flow
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Troubleshooting options
This section describes the options available for diagnosing cache database cache processing
flow problems.

Unwired Server — data services (DS):

» In Sybase Control Center, enable data services (DS) subsystem logging by setting its log
level. The output is written in the server log.
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« Review subsystem messages for information about getting data and sending transactions.

« For cache activities, you can enable monitoring on the package and then use Sybase
Control Center to review cache statistics captured for the period monitoring is enabled.

In Sybase Control Center, check cache group properties such as schedule, and cache interval.
Cache updates are propagated to the client based on a combination of settings for
Synchronization group change detection interval, push related device settings (MBS), and
notification threshold for subscriptions (RBS). You can view all those properties in the Sybase
Control Center .

You can also use monitoring to trace the cache refresh timestamp, notification generation
timestamp, data import message generation (MBS), or sync request from the client for local
database update. See System Administration for further details on cache.

Unwired Server — Core and administrative subsystem (MMS):

« Ifyou like to troubleshoot at the system-level (which will record all domains and packages
activities), you can enable MMS logging by setting the log level in Sybase Control Center.
The output is written in the server log.

« Select the desired application package, and enable monitoring. The captured data appears
in Sybase Control Center. Use package-level logging to review data in the domain log.

« For low-level debugging and diagnostics, you may enable "Sync Tracing" for the package
in Sybase Control Center. The output is written in the server log.

« For quick troubleshooting to locate system errors, you can check the package-level client
log and MBO/Operation history in the Sybase Control Center.

* View the MBO/Operation history in Sybase Control Center for errors during back-end
interaction with the EIS.

e On Unwired Server, review the er r or | og. t xt for any cache database system errors:
<Unwi redPl atform I nstall Di r\ Unwi redPl at f or ml Servers
\ Unwi redServer\l ogs\errorl og. txt.

Debugging Data Change Notification

Describes the data change notification process flow, and options available for diagnosing
problems at each step of the process.

Process flow
This diagram shows a logical view of data change notification (DCN) between the enterprise
information system (EIS) and Sybase Unwired Platform components.

DCNs notify Unwired Server when data used by an application changes on an EIS server.
DCNs are used as a strategy to update very specific data automatically. See Reference:
Administration APIs and System Administration for development and administration
information. See also Reference. Custom Development for Unwired Server for the DCN
format and other details.
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Figure 5: DCN process flow
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Errors while processing data change notification (DCN) requests are reported with HTTP
error codes. A single DCN request can contain multiple DCN messages and each message can
have payload for a specific mobile business object (MBO).

If one of the DCN messages in a DCN request fail, then all the other succcessfully executed
DCN messages are rolled back and a failure is reported as a DCN result with individual status
messages for each DCN message. DCN messages that occur after the failed message are not

processed, and failure is reported for them as well.

Success is reported only if all the DCN messages succeed.

Table 4. Error codes applicable to DCN

Error code Error reason Example of error cause

400 DCN usage error A required parameter is missing from the
DCN request.

401 Authentication error The user name or password is incorrect.

403 Authorization error The user does not have the SUPDCNUSser
assigned.

500 Internal server error The DCN filter could not be loaded.
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Table 5. DCN usage errors, HTTP error 400

Error

Error message

JSON parsing error

DCN JSON request <jsonDCNRequest>could
not be parsed. Make sure it conforms to DCN
JSON standard.

Required parameters not specified in DCN re-
quest like operation name, package name, user-
name, password, dcn_request

<parameter>not supplied in the DCN request.

Wrong MBO name in DCN request

VirtualTableName is null. MBO name <mbo-
Name>might be incorrect or missing capitaliza-
tion in the DCN request.

Table 6. Sybase Unwired Platform internal errors, HTTP error code 500

Error code

Error reason

Wrong attributes in DCN request

Unable to set attribute names to update the cache.
Check the cols section in the DCN request.

DS error in modifying cache

As returned by the DS.

DCN filter classloading issues

Package <packageName> or Server wide loader
for filter class <filterClassName> not found.
Check if DCN request contains the fully qualified
name of the filter class and/or it is deployed on the
SUP server.

DCN filter processing errors

Error in postprocessing/preprocessing by filter
class <classname>.

Error in setting domain

Error in setting the current domain

Package properties not found in the SUP reposi-
tory

Package properties not found for package <pack-
ageName>in domain <domainName>.

Error in getting DS object to process DCN

dsAPIServiceNotFound.

Error dispatching cache event by DS

As returned by the DS.

Troubleshooting options

This section describes the options available for diagnosing DCN processing flow problems.

EIS

« Verify the EIS data source (third party application, database, Web service) is running.
» Verify the DCN code is operating correctly.

Troubleshooting
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Similar to cache, updates from DCN activity are propagated to devices based on a number of
other settings. Review the change detection interval property associated with the
synchronization group, the notification threshold of RBS subscription, or the push-related
settings for the device (MBS).

Unwired Server — data Services (DS):

» In Sybase Control Center, enable data services (DS) subsystem logging by setting its log
level. The output is written in the server log.

« Review subsystem messages for information about getting data and sending transactions.

» For cache activities, you can enable monitoring on the package and then use Sybase
Control Center to review cache statistics captured for the period monitoring is enabled.

Unwired Server — administrative Services (MMS):

« If you like to troubleshoot at the system-level (which will record all domain and package
activities), you can enable MMS logging by setting the log level in Sybase Control Center.
The output is written in the server log.

« Select the desired application package, and enable monitoring. The captured data appears
in Sybase Control Center. Use package-level logging to review data in the domain log.

e On Unwired Server, review the er r or | og. t xt for any cache database system errors:
<UnwiredPl atformlInstall D r\Unw redPl at form Servers
\ Unwi redServer\l ogs\errorl og.txt.

« Enable monitoring to capture DCN request history and performance data.

* Check the DCN request log in the Unwired Server HTTP Request Log
(<Unwi redPl atform I nstal | Di r\ Unwi redPl at f orm Servers
\ Unwi redSer ver\ | ogs\ <host nane>- htt p. | 0g). The log shows a history of
DCN requests, and performance data (including counts of total requests and processing
time).

Debugging Android Device Development

Device client and Unwired Server troubleshooting tools for diagnosing Google Android
development problems.

Client-side debugging
Problems on the device client side that may cause client application problems:

« Unwired Server connection failed.
« Data does not appear on the client device.
» Physical device problems, such as low battery or low memory.

To find out more information on the device client side:

« If you have implemented debugging in your generated or custom code (which Sybase
recommends), turn on debugging, and review the debugging information. See Developer
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Guide.: Android Object API Applications about using the MBOLogger class to add log
levels to messages reported to the console.

« Check the log record on the device. Use the <PkgName>DB.getLogRecords
(com.sybase.persistence.Query) or Entity.getLogRecords() methods. Use this method
for logs corresponding to MBO classes.

This is the log format:

| evel , code, ei sCode, message, conmponent , enti t yKey, oper ati on, r equest |
d, ti mestanp

This is a log sample:

5,500,"'"',"'java.l ang. SecurityException: Aut hori zation fail ed:
Domai n = default Package = end2end.rdb: 1. 0 nboNanme =

si npl eCust omer action =

del ete', ' sinpl eCustoner',’' 100001', "' del ete','100014',"' 2010- 05- 11
14: 45: 59. 710

* | evel —thelog level currently set. Values include: 1 = TRACE, 2 = DEBUG, 3 =
INFO, 4 = WARN, 5 = ERROR, 6 = FATAL, 7 = OFF.

« code - replication synchronization, Unwired Server administration codes, based on
HTTP return codes:
e 200 - success.

e 401 - the client request included invalid credentials, or authentication failed for
some other reason.

* 404 - the client tried to access a nonexistent package or MBO.
e 409 - backend EIS is deadlocked.
e 412 — backend EIS threw a constraint exception.
» 500 - failure.
e 503 - backend EIS is not responding, or the connection is terminated.
e 601 - the cache database (CDB) reported an error.

» ei sCode —avalue specific to the EIS backend, if any. Typically defaults to blank or 0
(zero); can be set via result checker.

* nessage - the message content.

e conponent — Mobile Business Object (MBO) name.

e entityKey - MBO surrogate key, used to identify and track MBO instances and
data.

e operati on - operation name.

e request | d - operation replay request ID or messaging-based synchronization
message request ID.

* timestanp - message logged time, or operation execution time.

« For other issues, you can turn on SQLTrace trace on the device side to trace Client Object
API activity.

/1 To enable SQL trace with val ues al so di spl ayed
SUP101DB. get ConnectionProfil e().enabl eTrace(true, true);
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Server-side debugging
Problems on the Unwired Server side that may cause device client problems:

e The domain or package does not exist.

« Authentication failed for the synchronizing user.

» The operation role check failed for the synchronizing user.
» Back-end authentication failed.

« An operation failed on the remote, replication database back end, for example, a table or
foreign key does not exist. Detailed messages can be found in the Log Record.

 An operation failed on the Web service, REST, or SAP® back end. You can find detailed
messages in the log record.

To find out more information on the Unwired Server side:

* Check the MMS server log files. See the Sybase Control Center documentation for more
information.

Debugging BlackBerry Device Development

Device client and Unwired Server troubleshooting tools for diagnosing RIM® BlackBerry®
development problems.

Client-side debugging
Problems on the device client side that may cause client application problems:

e Unwired Server connection failed.
« Data does not appear on the client device.
« Physical device problems, such as low battery or low memory.

To find out more information on the device client side:

< If you have implemented debugging in your generated or custom code (which Sybase
recommends), turn on debugging, and review the debugging information. See Developer
Guide. BlackBerry Object API Applicationsabout using the MBOLogger class to add log
levels to messages reported to the console.

« Check the log record on the device. Use the <PkgName>DB.getLogRecords
(com.sybase.persistence.Query) or Entity.getLogRecords() methods. Use this method
for logs corresponding to MBO classes.

This is the log format:

| evel , code, ei sCode, message, conponent , enti t yKey, oper ati on, r equest |
d, ti mestanp

This is a log sample:

5,500,"'"',"'java.l ang. SecurityException: Authori zation fail ed:
Donmai n = default Package = end2end.rdb: 1. 0 nboNanme =
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si npl eCust oner action =

del ete','sinpleCustoner','100001', "' delete','100014',"' 2010-05-11

14: 45:59. 710’

e | evel -thelog level currently set. Values include: 1 = TRACE, 2 = DEBUG, 3 =
INFO, 4 = WARN, 5 = ERROR, 6 = FATAL, 7 = OFF.

« code - replication synchronization, Unwired Server administration codes, based on
HTTP return codes:
e 200 - success.

e 401 - the client request included invalid credentials, or authentication failed for
some other reason.

* 404 - the client tried to access a nonexistent package or MBO.
e 409 - backend EIS is deadlocked.
e 412 - backend EIS threw a constraint exception.
» 500 - failure.
¢ 503 - backend EIS is not responding, or the connection is terminated.
e 601 - the cache database (CDB) reported an error.
« ei sCode —avalue specific to the EIS backend, if any. Typically defaults to blank or 0
(zero); can be set via result checker.
* message - the message content.
e conponent — Mobile Business Object (MBO) name.
* entityKey - MBO surrogate key, used to identify and track MBO instances and
data.
e operati on - operation name.
e request | d - operation replay request ID or messaging-based synchronization
message request ID.
e tinmestanp - message logged time, or operation execution time.
* Check the Storm event log:
1. On the Home screen, press Hold.
2. Click the upper-left corner and upper-right corner twice.
3. Review the event log.
» Check the BlackBerry event log:
1. Onthe device, press ALT+Iglg; or, for touch-screen devices, hold the ESC key, tap (no
click) top-left, top-right, top-left, then top-right.
2. Review the event log, and see the RIM BlackBerry documentation for information
about debugging and optimizing.ttp.//na.blackberry.com/eng/developers/resources/
A50 How to Debug and Optimize V2.pdf
» For other issues, you can turn on SQLTrace trace on the device side to trace Client Object
API activity.

/[l To enable SQL trace with val ues al so displ ayed
SUP101DB. get Connecti onProfil e().enabl eTrace(true, true);
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Server-side debugging
Problems on the Unwired Server side that may cause device client problems:

e The domain or package does not exist.

» Authentication failed for the synchronizing user.

« The operation role check failed for the synchronizing user.

» Back-end authentication failed.

« An operation failed on the remote, replication database back end, for example, a table or
foreign key does not exist. Detailed messages can be found in the Log Record.

 An operation failed on the Web service, REST, or SAP® back end. You can find detailed
messages in the log record.

To find out more information on the Unwired Server side:

» Check the MMS server log files. See the Sybase Control Center documentation for more
information.

Debugging iOS Device Development

Device client and Unwired Server troubleshooting tools for diagnosing Apple iOS
development problems.

Client-Side Debugging
Problems on the device client side that may cause client application problems:

» Unwired Server connection failed.
« Data does not appear on the client device.
» Physical device problems, such as low battery or low memory.

To find out more information on the device client side:

« If you have implemented debugging in your generated or custom code (which Sybase
recommends), turn on debugging, and review the debugging information. See Developer
Guide. i0OS Object APl Applicationsabout using the MBOLogger class to add log levels to
messages reported to the console.

» Check the log record on the device. Use the individual entity class get LogRecor ds
method, or assemble a query using the SUPQuer y class and call the database class
get LogRecor ds method.

This is a sample log format (depending on your query):

<header > [ | evel ]
code
component
entityKey
| evel
nessage
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operation
requestid
ti mest anmp

This log format generates output similar to:

2010- 06- 22 10: 54: 28. 927 SAPSi npl eApps2[ 91202: 207] [ | NFQ
[ SAPTest. m 295] entity has a | og record:

code = 200,

conponent = Sal esOrder,

entityKey = 500151,

| evel = 3,

message = Successful,

operation = changeFronDat a,

requestld = 33416006,

timestanp = 2010- 06-22 03: 54:22 -0700

e code - log record code numbers sent by Unwired Server, based on HTTP return
codes.
» Replication synchronization codes:
e 200 - success.
» 500 - failure.
» Message synchronization codes:
e 200 - success.
e 401-theclientrequest included invalid credentials, or authentication failed for
some other reason.
e 403 - the client request included valid credentials, but the user does not have
permission to access the requested resource (package, mobile business object
—MBO, or operation).
» 404 - the client tried to access a nonexistent package or MBO.
e 405 - there is no valid license to check out for the client.
e 409 - back-end EIS is deadlocked.
e 412 - back-end EIS threw a constraint exception.
« 500 - an unexpected (unspecified) server failure.
* 503 - back-end EIS is not responding or the connection is terminated.
« ei sCode —avalue specific to the EIS backend, if any. Typically defaults to blank or 0
(zero); can be set via result checker.
* entityKey —ifthis log record refers to a particular row in an MBO table, this field
contains a string representation of the primary key for the row.
« component - if this log record refers to a particular row in an MBO table, this field
contains the name of the MBO.
« | evel —thelog level currently set. Values include: 1 = Trace, 2 = Debug, 3=Info, 4=
Warn, 5 = Error, and 6 = Fatal.
* nessage - the reason for the log record, for example, an error from the server when
attempting to process a client replay request for a create, update, and delete operation.
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e nmessagel D-unique log record ID.

e operation - for log records written by Unwired Server, the operation (such as
create, update, and delete) that caused this log record to be written.

* request | d-forlog records written by Unwired Server, the ID of the replay request
that caused this log record to be written.

e timestanp - the date and time the log record was created.

If you have implemented onConnect i onSt at usChange for message

synchronizationin Cal | backHandl er , the connection status between Unwired Server

and the device is reported on the device. See the Developer Guide: iOS Object AP/

Applications for Cal | backHandl er information. The status reported on the device

includes:

e 1 -—device is connected.

e 2 —device is not connected.

» 3 —device is not connected because of flight mode.

e 4 —device is not connected because no network coverage.

* 5 —device is not connected and waiting to retry a connection.

* 6 —device is not connected because roaming was set to false and device is roaming.

e 7 —device is not connected because of low space.

For other issues, you can turn on SQLTrace trace on the device side to trace Client Object

API activity.

/] To enable SQ trace with values al so displ ayed
SUPConnecti onProfile *cp = [ SUP101SUP101DB get Connecti onProfil e];

/1 To enable trace of client database operations (SQ statenents,
etc.)
[cp enabl eTrace: YES] ;

/1 To enable trace of client database operations with val ues al so
di spl ayed
[cp enabl eTrace: YES wi t hPayl oad: YES] ;

/1 To disable trace of client database operations
[cp enabl eTrace: NJ ;

/1 To enable trace of nessage headers sent to the server and
received fromthe server

/] (this replaces the MBODebuglLogger and MBODebugSettings used in
earlier versions of SUP)

[cp.syncProfil e enabl eTrace: YES] ;

/] To enable trace of both message headers and content, including
credentials
[cp.syncProfil e enabl eTrace: YES w t hPayl oad: YES] ;

/] To di sabl e messagi ng trace
[cp.syncProfil e enabl eTrace: NJO ;
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Server-Side Debugging
Problems on the Unwired Server side that may cause device client problems:

e The domain or package does not exist.

< Authentication failed for the synchronizing user.

» The operation role check failed for the synchronizing user.

» Back-end authentication failed.

« An operation failed on the remote, replication database back end, for example, a table or
foreign key does not exist.

» An operation failed on the Web Service, REST, or SAP back end. You can find detailed
messages in the log record.

To find out more information on the Unwired Server side:

* Check the Unwired Server log files.
« For message-based synchronization mode, check the SUPBr i dge and JMSBr i dge
logs.

Debugging Windows and Windows Mobile Device
Development

Device client and Unwired Server troubleshooting tools for diagnosing Microsoft Windows
and Windows Mobile development problems.

Client-Side Debugging
Problems on the device client side that may cause client application problems:

» Unwired Server connection failed.
« Data does not appear on the client device.
« Physical device problems, such as low battery or low memory.

To find out more information on the device client side:

« If you have implemented debugging in your generated or custom code (which Sybase
recommends), turn on debugging and review the debugging information. See Developer
Guide: Windows and Windows Mobile Object API Applications about using the
MBOLogger class to add log levels to messages reported to the console.

» Check the log record on the device. Use the
Dat abaseCl ass. Get LogRecor d( Sybase. Per si st ence. Query) or
Entity. Get LogRecor ds methods.

This is the log format

| evel , code, ei sCode, nessage, conponent, enti t yKey, oper ati on, r equest |
d, ti mestanp
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This log format generates output similar to:

| evel code ei sCode nessage conponent entityKey operation requestid
ti mest anmp

5,500,"'","java.l ang. SecurityException: Aut hori zation fail ed:
Domai n = default Package = end2end.rdb: 1. 0 nboNanme =
si npl eCust oner action =
del ete','sinpleCustoner','100001', " 'delete','100014',"' 2010-05-11
14: 45: 59. 710

* | evel —the log level currently set. Values include: 1 = TRACE, 2 = DEBUG, 3 =
INFO, 4 = WARN, 5 = ERROR, 6 = FATAL, 7 = OFF.
e code - Unwired Server administration codes, based on HTTP return codes.
* Replication synchronization codes:
e 200 - success.

e 401 -theclientrequest included invalid credentials, or authentication failed for
some other reason.

* 404 - the client tried to access a nonexistent package or MBO.
e 409 - backend EIS is deadlocked.
e 412 — backend EIS threw a constraint exception.
» 500 - failure.
* 503 - backend EIS is not responding, or the connection is terminated.
¢ 601 - the cache database (CDB) reported an error.
« ei sCode —avalue specific to the EIS backend, if any. Typically defaults to blank or 0
(zero); can be set via result checker.
* message - the message content.
e conponent —MBO name.
* entityKey - MBO surrogate key, used to identify and track MBO instances and
data.
e operati on - operation name.
e request | d - operation replay request ID or messaging-based synchronization
message request ID.
e tinmestanp - message logged time, or operation execution time.

« For other issues, you can turn on SQLTrace trace on the device side to trace Client Object
API activity.

/1 To enable SQL trace with val ues al so displ ayed
SUP101DB. Get Connecti onProfil e(). Enabl eTrace(true, true);

Server-Side Debugging
Problems on the Unwired Server side that may cause device client problems:

« The domain or package does not exist. If you create a new domain, whose default status is
disabled, it is unavailable until enabled.
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< Authentication failed for the synchronizing user.
« The operation role check failed for the synchronizing user.
« Back-end authentication failed.

« An operation failed on the remote, replication database back end, for example, a table or
foreign key does not exist.
» An operation failed on the Web Service, REST, or SAP® back end.

To find out more information on the Unwired Server side:

e Check the Unwired Server log files.
* You can also obtain DEBUG information for a specific device:
* View information through the SCC administration console:
1. Setthe DEBUG level to a higher value for a specified device through SCC
administration console:
a. On SCC, select Application Connections, then select Properties... > Device
Advanced.
b. Set the Debug Trace Level value.
2. Set the TRACE file size to be more than 50KB.
3. View the trace file through SCC.
e Checkthe<server _install _fol der>\Unwi redPl atform Servers
\ Messagi ngServer\ Bi n\ C i ent Tr ace directory to see the mobile device
client log files for information about a specific device.

Note: Itis important to return to INFO mode as soon as possible, since DEBUG mode can
affect system performance.

Debugging DOE-C End-to-End Process Flow

Troubleshooting tools for debugging end-to-end processing problems using a DOE
connection and SAP data source.

High-level Process Flow

This section describes high-level process flow when DOE-C is configured with Sybase
Unwired Platform.
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Figure 6: DOE-C Process Flow
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Troubleshooting Options
This section describes the options available for diagnosing process flow problems.

SAP-side Debugging

» Verify the SAP data source is running.

« Verify the SAP data source privileges have been granted properly.
* Verify credentials are correct.

» Check for error messages.

DOE Connector (DOE-C) Debugging

» Verify the DOE-C connection is operational.
« Verify credentials are correct.
» Check for error messages.

Sybase Unwired Platform-side Debugging

e Verify Unwired Server is up and running.
» Verify the DOE-C connection is configured properly.
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Debugging JCO End-to-End Process Flow

Troubleshooting options for debugging end-to-end processing problems using a JCo
connection to an SAP data source and Web service to expose SAP BAPIs.

High-level Process Flow

This section describes high-level process flow when using SAP as a data source.

Figure 7: SAP JCo Connection Process Flow
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Troubleshooting Options
This section describes the options available for diagnosing process flow problems.

SAP-side Debugging

e \erify the SAP data source is running.

» Verify the SAP data source privileges have been granted properly.
« Ensure the SAP BAPIs are exposed properly as Web services.

« Verify credentials are correct.

» Check for error messages.

Search Troubleshooting for the topic Verifying SAP Prerequisites.
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SAP JCO Connection Debugging

Verify the JCo connection is configured properly and is operational.
Check for error messages.

Sybase Unwired Platform-side Debugging

Verify Unwired Server is up and running.

Turn on JCo tracing in the Unwired Server system properties:

1. In Sybase Control Center for Sybase Unwired Platform, select Performance
Configuration > User Options for your Unwired Server. You can configure JVM
parameters in the form - Dxxx=xxx. Add the following JVM parameters:

-Dj co.trace_Il evel =[ 0- 10]
-Dj co.trace_pat h=[ defi ned_pat h]

Thej co.trace_| evel determines the level of detail of tracing you get from the JCo
libraries. Thej co. tr ace_pat h determines a directory where trace files get stored. If
your SAP-based MBOs fail, turning on tracing can help determine the cause.

Verify the JCo connection is configured properly.

For Unwired Server JCo connections, see the topic Preparing Unwired Server to Connect to
SAP using Java Connectors in System Administration.
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Troubleshoot the System

Provides troubleshooting information for the Sybase Unwired Platform system.

Troubleshoot the Postinstallation Configuration

Provides troubleshooting information for postinstallation configuration problems in Sybase
Unwired Platform.

Troubleshooting Host Name Problems
Problem: After installation, you determine that you need to change the host name (machine
name); for example, the host name is too long, or includes reserved characters. Changing the
host name is rarely done in a production system.

Solution: Change the Unwired Server host name. For a node in a cluster, you must change the
name for each node in the cluster. Additional steps are required if you are changing the host
name after an upgrade from a previous version of Sybase Unwired Platform.

After changing the host name, you may encounter temporary connection problems to Unwired
Server. This is because the DNS servers may not resolve the IP difference until the connections
are refreshed.

Changing Unwired Server Host Name

Change the Unwired Server host name. If you are changing the host name for a node in a
cluster, the name must be changed for all nodes in the cluster. Additional steps are required if
you are making a host name change after an upgrade.

1. Stop the Sybase Unwired Server service.

2. Update all the socket | i st ener property files related to the node with the changed
host name. Change the value of host to the new host name. The property files are located at
${ Unwi r edSer ver }\ Reposi tory\ I nst ance\ com sybase\ dj c\ server
\ Socket Li st ener\ <nl server name>_<pr ot ocol >. properti es. Open
each file, and change the old host value name to the new host name.

3. Update the property value in the clusterdb:

a) Using dbisqglc, connect to the clusterdb.
b) Update the sup.host property value with the new node value. For example:

updat e MEMBER PROP set val uel='<new_host name>' where
nane=' sup. host' and val uel=' <ol d_host name>'
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4. Update the property value of sup.host with the new hostname insup. properti es. Itis
located at: Reposi t or y\ I nst ance\ coml sybase\ sup\ server\ SUPSer ver
\'sup. properti es.

5. If you upgraded and then changed the Unwired Server host name, you need to complete
additional steps (these steps are not needed for a fresh installation):

a) Change the listener prefix of httpListeners and iiopListeners for the new hostname in
the new server's properties file:

Reposi t ory\ | nst ance\ com sybase\ dj c\ server\ Appl i cati onServer
\default.properties, <new_hostnane>.properties

b) In Reposi tory\ Il nstance\ com sybase\ dj c\ server
\ Socket Li st ner\ *. properti es, rename all the
<ol d_host nane>_<prot ocol >. properti es into
<new_host nanme>_<pr ot ocol >. properties.
¢) Use dbisql or dbisglc to update the table: cl uster i nstallation in
clusterdb, update cluster_installation set
host nane=' <new_host name>' where
host nanme=' <ol d_host nane>' .

6. To enable Sybase Control Center to work:
a) Restart the Sybase Control Center XX service.

b) Modify the URL in the shortcut for the SCC. Use the new hostname instead of the old
one in the launched URL

7. For a cluster environment, repeat the same steps for each node.
8. Restart the Sybase Unwired Server service.

Listeners or Services Could Not be Started Errors

Problem: After installation, Li st ener coul d not be started,orService
coul d not be started messages appear.

Explanation: This may indicate your Sybase Unwired Platform configuration includes
duplicate port numbers. This can happen for a variety of reasons; for example, if an application
or service is offline during the installation process, the installer does not detect the reserved
port number.

Solution: Change the Sybase Unwired Platform component port numbers as needed post-
installation, using information in Port Number Reference.

Sybase Control Center Could Not be Started

Problem: After installation, Sybase Control Center could not be started. The agent bootstrap
thread logs error messagesinagent . | og such as the ones below. In case of a port conflict on
the RMI agent port (default 9999) or the Repository DB port (default 3638), the Sybase
Control Center service startup fails.

RM Agent:
[ Agent Bootstrap Thread] - Failed to start rm registry.
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Messagi ng:

[ Agent Bootstrap Thread] - Messaging provider failed to fully start.
Wb Cont ai ner:

[ Agent Bootstrap Thread] - failed....java. net.Bi ndExcepti on: Address
already in use: JVMBIind

Repository DB:

[ Agent Bootstrap Thread] - Failed to connect to dataserver engine.

Explanation: This error can occur for a variety of reasons; for example, if an application or
service is offline during the installation process, the installer does not detect the port number is
in use.

Solution: Change the Sybase Control Center component port number as needed post-
installation, using information in Port Number Reference.

Port Number Reference
Change Sybase Unwired Platform component port numbers after installation, if necessary.

Proceed with caution when changing port numbers because the change might impact other
configuration files that point to that port. You need to be aware of the default Sybase Control
Center port numbers so you do not accidentally use these ports when you change Sybase
Unwired Platform ports. You can change some Sybase Control Center default ports, but, in
some cases, you should not.

Note: To make Unwired Server port number changes, temporarily stop the other service
consuming those ports. Use Sybase Control Center to make the changes, then restart Unwired

Server.
Port Description Default Instructions for Changing
Port
Datatier (CDB) | Port number for the da- | 5200 Do not change the CDB port.
server ta tier that manages
transactions between
the enterprise informa-
tion system and mobile
devices.
Management 11OP port number on | 2000 Default is recommended. No change is
ports which tr_le Unwired 2001 for se- required.
Server listens for Syb-
cure man-
ase Control Center ad-
inistration requests agement
minis " | (default)
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Port

Description

Default
Port

Instructions for Changing

Data change
notification
(DCN)

Port number on which
Unwired Server listens
for DCN events.

8000 for
HTTP

8001 for
HTTPS

Configure in Sybase Control Center by
expanding the Servers > <ServerName>
folder and selecting Server Configura-
tion. In the General tab, select the Com-
munication Ports subtab and enter a new
DCN port or secure DCN port, as re-
quired.

See Security Profilesin in Sybase Control
Center online help.

Synchroniza-
tion

Port numbers on which
Unwired Server syn-
chronizes data between
the enterprise informa-
tion system and mobile
devices.

Messaging port uses a
proprietary encryption
method, so communi-
cation is always en-
crypted.

2480 for rep-
lication

5001 for
messaging

Configure in Sybase Control Center by
expanding the Servers > <ServerName>
folder and selecting Server Configura-
tion. In the Replication or Messaging tab,
select the Synchronization Listener sub-
tab and enter a new synchronization port,
as required.

Note: If there isa conflict for port 2480 or
2481, Unwired Server will not start, and
yo cannot use Sybase Control Center to
modify them. To correct the problem, you
must temporarily stop the service that
uses the conflicting port, then start Un-
wired Server.

For replication payloads, see Configuring
Replication Propertiesin Sybase Control
Center online help.

For messaging payloads, see Configuring
Messaging Properties in in Sybase Con-
trol Center online help.

Advantage Da-
tabase Server®

Port number for the
messaging database.

6262

Sybase recommends that you do not
change these ports.
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ents.

Port Description Default Instructions for Changing
Port

Messaging Port number for the 5100 for ad- | Cannot be changed in Sybase Control

server adminis- | messaging service for | ministration | Center.

tration Sybase messaging cli- | services

Use the <<Unwi r edPlI at -
formlInstall Di r>>\ Serv-
er s\ Messagi ng Server\Bin
\ Adm nWebSer vi ces-

Tool . exe command line tool to
change the messaging service Web serv-
ice port. This tool has built in online help
describing how to use the tool. From the
command prompt run:

<Unwi r edPl at form I n-
stal |l D r>\ Servers\ Mes-
sagi ng Server\ Bi n>Adm n-
WebSer vi cesTool . exe
set=<port> restart

Troubleshooting
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tainer ports

Port Description Default Instructions for Changing
Port
Sybase Control | Additional default port | 9999 for de- | , 9999 — default RMI agent port. The
Center numbers of which to be | fault RMI port is set in:
fiware, when modify- | agent port <<Unwi redPl atform I n-
ing port numbers. 2100 for de- stal | Di r>>\ SCC- XX
faUltJN_'S \'servi ces\ RM \ servi ce-
messaging confi g. xmi
service port | | 2100 - default IMS messaging serv-
3638 for de- ice port. The port is set in:
fault SCC <<Unwi redPl at form I n-
repository stal | Di r>>\ SCC- XX
database \ servi ces\ Messagi ng
port \'servi ce-config. xm
8282,8283 |« 3638 - default SCC repository data-
for default base port. The default port is set in:
Web con-

<<Unwi redPl atform | n-
stal | D r>>\ SCC XX
\'servi ces\ SccSADat a-
server\service-con-
fig.xm

e 8282, 8283 — default Web container
ports. The default ports are set in:
<<Unwi r edPl at f or m_I n-
stal | Di r>>\ SCC- XX
\'servi ces\ EnbeddedWeb-
Cont ai ner\ servi ce-con-
fig.xm

Before you make any changes to these
files, stop Sybase Control Center X.X
service. Start the service after you com-
plete the changes. If any of the subsys-
tems fail to start, check the SCC
agent . | og for error messages.
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Port Description Default Instructions for Changing
Port
Relay server Port numbers on which | 80 for the Change the value for the cluster in Sybase

Relay Server listens for | HTTP port | Control Center for Unwired Platform.
requests. You can then generate the file and transfer

443 forthe | . . .
HTTPS port it to the corresponding Unwired Server
host.
See Sybase Control Center > Configure >
Configure Unwired Platform > Clusters
>Relay Server.
Unwired Plat- | Port numbers reserved | 4343 Do not use these special port numbers for
form reserved | for internal use by Un- 5500 any purpose. These ports differ from
wired Platform compo- Windows reserved ports (1-1023).
nents 27000 ——
Note: Even if the installer does not detect
8002 a conflict at install time, Windows may
2638 later use ports in the 1024-64K range for

other purposes. Read Microsoft docu-
mentation to determine how to reserve
Unwired Platform ports. Otherwise, you
may experience intermittent problems
when starting up platform services due to
Windows using these ports for some other
purpose at the same time.

Sybase Unwired Server Service Fails to Restart After Credential
Change

Problem: The Sybase Unwired Server Service fails to restart after the person who installed
Sybase Unwired Platform changes their login credentials.

Explanation: The Sybase Unwired Server service is installed using the login credentials of the
user account of the person who runs the installer. After resetting their password as may be
required by the security policy of their domain, the Sybase Unwired Server service fails to
restart until the user updates the password for the login credentials configured for the service.

This behavior does not produce any Sybase Unwired Platform log entries to indicate a
problem (there will not be any logs generated by the failed restart), however the Windows
event viewer provides message similar to the following: "The SybaseUnwiredServer service
was unable to log on as sybase\username with the currently configured password due to the
following error: Logon failure: unknown user name or bad password."

Solution: Update the password for the login credentials configured for the service.
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Handling Intrusion Detection/Prevention Software

A personal firewall, or intrusion detection/prevention software (IPS or IDPS), can cause
Unwired Platform components to malfunction or not function at all. Unwired Platform uses
regular IP communication between components on the primary network interface of a
computer, even when all components are installed on the same host.

If the local network interface is secured by intrusion detection/prevention software (IPS or
IDPS, for example, McAfee Host Intrusion Prevention software or equivalent), you must
configurethe security software to allow all network communication between Unwired
Platform components.

For a single-node installation of all of the Sybase Unwired Platform components, try one of
these options to work around the limitations imposed by the host intrusion prevention software
and policy settings, without violating any security policy, until the settings of your security
software are adjusted to the needs of Unwired Platform.

Choose an option:

« Removing the host machine from the network — this option ensures that all
interconnections between Sybase Unwired Platform components are treated as local
traffic and is not be flagged as incoming connections from external sources, thereby
causing connection failures due to security policy setting. This option is suitable when you
use your laptop in a network other than your corporate network, and want to demonstrate a
mobile solution using a simulator or emulator with all components running on the same
machine. To use this option:

1. Stop the Sybase Unwired Platform services in the correct order. See Starting and
Stopping Unwired Platform Server Servicesin System Administration.

2. Disconnect the host from all networks.

Restart Sybase Unwired Platform services in the correct order.

4. Change the Sybase Control Center URL link to use "localhost" or <yourfostname> as
the host name, instead of the original fully qualified host name of the machine that
included the domain name (for example: htt ps: / /1 ocal host : 8283/ scc, or
htt ps://yourhost name: 8283/ scc). Accept any security warnings to
connect to Sybase Control Center.

« Connecting the host to the corporate network —this option ensures that all interconnections
among Sybase Unwired Platform components are internal to your corporate network and
validated against the corporate network security policy. The option of connecting to
corporate network through VPN is especially suitable when you use your laptop in a
network other than your corporate network, and want to demonstrate a mobile solution
using your physical devices, and need outgoing connections to a backend Enterprise
Information System (EIS) or Relay Server (Sybase Hosted Relay Server or otherwise).
1. Stop the Sybase Unwired Platform services in the correct order. See the Starting and

Stopping Unwired Platform Server Servicestopic in the System Administration.

w
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2. Reconnect the host to your corporate network directly or through corporate VPN, to
ensure that the corporate network security policy applies.

3. Restart Sybase Unwired Platform services in the correct order.

4. Change the Sybase Control Center URL link to use "localhost" or <yourhostname> as
the host name, instead of the original fully qualified host name of the machine that
included the domain name (for example: ht t ps: / /1 ocal host : 8283/ scc, or
htt ps://yourhost name: 8283/ scc). Accept any security warnings to
connect to Sybase Control Center.

« Configuring the firewall software to allow connections to the ports the Unwired Platform
uses. For a list of ports, see Unwired Platform Ports in System Administration.

Always check for the latest available patches and updates for your Unwired Server version on
http.//downloads.sybase.com/swabase.do?client=support.

Cannot Access Device Tab and Web Service Error
Problem: After installation, you cannot access the Applications > Application Connections

tab in Sybase Control Center, and the Unwired Server log shows an
ADMIN_WEBSERVICE_INVOCATION_ERROR.

Explanation: This may indicate you have a port number conflict for the messaging
administration Web services server listener port.

Solution: Change the port number.

1. Navigate to: <Unwi redPl atform I nstal | Dir>\ Unwi redPl at f orm
\ Ser ver s\ Messagi ngServer\ Bi n

2. At the command line, enter:

Adm nWebSer vi cesTool . exe set =<port >

Where <port> is the new port number. Alternatively, enter this to change the port number
and restart the listener using the new number.

Adm nWebSer vi cesTool . exe set=<port> restart

Cannot Access sampledb
Problem: After installation, you cannot access the sample database (sanpl edb).

Explanation 1: If you installed Unwired Platform with an Enterprise Server (production)
license, this is expected behavior. You must start sanpl edb manually.

Solution: Use the Start and Stop sampledb command line utility (sambledb.bat) to start the
sample database. See System Administration for Sybase Unwired Platform > System
Reference > Command Line Utilities > Unwired Server Runtime Ulilities > Start and Stop
sampledb Server (sampledb) Utility.

Explanation 2: If you installed Unwired Platform with an Enterprise or Personal Development
license, make sure the sanpl edb windows services is installed properly and started. See
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System Administration for Sybase Unwired Platform > System Reference > Command Line
Utilities > Unwired Server Runtime Ulilities > Start and Stop sampledb Server (sampleab)
Utility.

System Environment Path is Too Long

Problem: When upgrading Sybase Unwired Platform, you cannot start Unwired Server using
the st art - unwi r ed- server. bat batch file provided with an ESD.

Explanation: The error
The input line is too |ong

displays when upgrading Unwired Platform. If the system environment path is too long for the
console window from which you run st art - unwi r ed- ser ver . bat, an error occurs.

Workaround: The Sybase Unwired Platform installation directory path is too long. Shorten it,
and retry. The default value is C: \ Sybase\ Unwi r edPl at f orm

Client Application Hangs Waiting for Authentication

Problem: The client application hangs on the login screen, while waiting for authentication
from Unwired Server. The application eventually times out and returns an authentication
error: Fai l ed to obtain ${licenseNunber}license(s) for
SUP_BASECLI ENT feature from License Server ${server_id}.

Explanation 1: This message is from SySam and indicates your site is using more client
licences than your purchased SySam license allows.

Solution:

1. Check the Unwired Server log, and look for a checking out licenses error, for example:
Failed to obtain 20 license(s) for SUP_BASECLI ENT feature
from Li cense Server <server _id>.

2. Check your license file and find the license type. This file sample shows that only 10
licenses are allowed (CP=10):
| NCREMENT SUP_BASECLI ENT SYBASE 2011. 03312 31-nmar-2011 uncounted \
VENDCOR_STRI NG=PE=EE; LT=CP HOSTI D=00- 1A- AO- 36- D4- 3F
| SSUER=" CO=Sybase, \
I nc.; V=1.5; AS=A; M°P=365; CP=10; " | SSUED=20-j an- 2010 NOTI CE="For \
Sybase Inc. Internal Testing Use Only" SN=12727 TS K \
SI A\2="177C E3EA A4AF 4D7F F470 D299 E7B2 215F 8EBB 76A3 0717 \
FC2F ED9B A795 BE18 O05FB 1871 6352 46D8 1FB7 EAE4 EDB1 CF70 \
CF6E 970A 6F51 2121 8044 57D9 B87F"

This example indicates there is a mismatch between the number of client licenses (20) and
the number of Unwired Server licenses allowed (10), so Unwired Server does not
authenticate.

3. Reconfigure the license by usingl i cense. bat , forexample:| i cense. bat EE CP
10
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4. Contact Sybase to correct the license problem.

Explanation 2: This could occur when more device clients are activated and used, than the
number of client licenses available.

Solution:

1. Check the Unwired Server log, and look for a checking out licenses error, for example:
The nunber of registered devices has reached the maxi num
limt for your license..

2. Contact Sybase to purchase more licenses. Once purchased, runthe | i cense. bat file
again.

Explanation 3: This could occur if you have not generated server or client licenses correctly.
Solution:

1. Checkyour sup. properti es file to see your license configuration:

|l'i cense. product . edi ti on=EE
l'i cense.type=CP
client.licenses=0

In this example, 0 indicates there are no client licenses.

2. Check the Sybase Unwired Platform Installation Guide for information about generating
and downloading license files. See the section starting with: Attp.//infocenter.sybase.com/
help/topic/com.sybase.infocenter.dc00838.0152/doc/html/ekal 250809241052, html.

3. Contact Sybase to correct persistent licensing problems.

Explanation x: This message is from SySam and indicates your site is using more client
licences than your purchased SySam license allows.

Solution:

1. Checkyour sup. properti es file to see your license configuration:

|I'i cense. product . edi ti on=EE
i cense.type=CP
client.licenses=-1

Thecl i ent. | i censes parameter refers to the number of licensed devices. A value of
-1 indicates there is no limit to the number of devices.

2. Check the Unwired Server log, and look for a checking out licenses error, for example:
Failed to obtain 2147483647 |icense(s) for SUP_BASECLI ENT
feature from License Server 27001@mdf wrapp299. nm | ocal .
This example indicates there is a mismatch between the number of client licenses and the
number of Unwired Server licenses, so Unwired Server does not authenticate.

3. Check the license folder and find the license type. For example, you might find the type is
ED (and not EE). This means the license configuration must be reset in order for Unwired
Server to check out the right client licenses.
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4. Contact Sybase to correct the license problem.

Performance Issues if Unwired Server Not Installed on a 64-bit

Machine

Problem: You observe performance issues when a high volume of client activity
(synchronizations or logins) occurs on an Unwired Server running on a 32-bit Windows
machine.

Explanation: Unwired Server is only supported on 64-bit machines for production
deployments. The use of 32-bit machines do not provide a large number of TCP/IP ports by
default. An indication of this problem are synchronization and login error messages in the
client log.

Solution: Use a 64-bit Windows server installation for all work other than development
testing.

Unwired Server or RSOE Startup Problems

Problem: Problems, such as Unwired Server or RSOE failing to start, are encountered without
any obvious error messages.

Explanation 1: This may occur if the Unwired Server host machine is running intrusion
detection software, such as the McAfee Host Intrusion Prevention service. This may cause a
connection from the CDB to the Unwired Server node to be flagged as an attack, and the CDB
host to be added to the list of Blocked Hosts, preventing communication between Unwired
Server and the CDB. The Unwired Server log reports connectivity problems with the CDB,
and startup failure problems similar to:

YYYY- MM DD HH: MM SS. SSS ERROR MVB Thr ead- 55

[ com sybase. dj c. | 0g. Syst enExcept i onLog]

com sybase. dj c. Dat aSt or eExcepti on was t hrown by net hod

com sybase. dj c. server. PartitionLock. updat eLock(bool ean)

\ ncom sybase. dj c. Dat aSt or eExcepti on: Connection Fail ed:

j ava. sqgl . SQ_.Excepti on: JZ006: Caught | OExcepti on:

j ava. net. Socket Excepti on: Software caused connection abort:
connect

Workaround 1: You may want to set up some exclusion rules to allow the required

communication between the CDB and Unwired Server nodes. Use the following information

to formulate the exclusion rules; rules may vary depending on the intrusion detection software
used.

»  SQL Anywhere®to Unwired Server — SQL Anywhere sends UDP packets on port 2638 in
response to discovery probes. The JDBC/ODBC client (on Unwired Server) sends a UDP
broadcast on 2638 outbound to all servers on the local network(s) with the name of the
database service to which the client is trying to connect. If a SQL Anywhere hosting the
given database sees that UDP broadcast request, it responds with a UDP targeted directly
back to the host that sent the broadcast.
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The installer also issues a 'dblocate’ query, which receives UDP responses back from every
SQL Anywhere on the local network. Unwired Server uses that to filterout< cl ust er -
nane > _cl ust er db responses to form a list of reachable Sybase Unwired Platform
clusters to populate the dropdown list for subsequent installs where the user is adding a
new Unwired Server to an existing cluster. If Sybase Unwired Platform is installed in a
cluster, the MobiLink™ services also open connections among each other to coordinate
activities of the MobiLink farm. Those connections are on the MobiLink listener ports.

» Sybase Unwired Platform to CDB - uses a JDBC connection through jConnect™ for
JDBC™ driver. There are two kinds of protocols between Sybase Unwired Platform and
CDB:
e The MobiLink and CDB connection uses Command Sequence.
* The jConnect for JDBC connection uses TDS.

» RSOE to Relay Server — uses either an HTTP and HTTPS connection.

* Unwired Server to Unwired Server — for administration communication uses:
* Administration communication (MMS to MMS) uses I10OPS protocol by default.
e Administration communication (MMS to Mobile Office service) uses I1OPS protocol

by default.

« Unwired Server to Advantage Database Server — uses an OLE DB connection through

ADO driver.

Explanation 2: If .Net is present when Unwired Platform is installed, and the .Net installation
is corrupt, the Unwired Platform installer does not detect the problem, leaves the corrupt .Net
in place and Unwired Server does not start.

Workaround 2: Uninstall both Unwired Platform and .Net, then reinstall Unwired Platform,
letting the Unwired Platform installer install .Net..

.NET Environment Problems Affect Unwired Server

Problem: When installing or upgrading Unwired Server, certain .NET applications which are
required by Unwired Server, such as OBMO.exe, do not run.

Explanation: There is a problem with the .NET environment which prevents running

any .NET applications on the Unwired Server. You see a message in the Event Viewer similar
to: "The type initializer for System.Transactions.Diagnostics.DiagnosticTrace threw an
exception."

Solution:

1. Uninstall all NET versions.

2. Uninstall all VC ++ Runtime versions.
3. Restart the system.

4. Re-install Sybase Unwired Platform.
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Messaging Installer Completed With Errors

When upgrading to a newer software level, you are informed of errors.

“***Error!!l! Error!!ll***

The Messaging installer conpleted with the following errors. These
errors will have to

be addressed before the services becone functional.

Pl ease refer to docunentation for recovery process.

Dat abase upgrade failed."

Explanation: This error happens when the Messaging server database upgrade does not
complete. The most likely reason for this is that the Messaging server database had some
lingering connections to a table while the upgrade was running. You can get more detailed
information from the trace file located in <Unwi r edPl atform I nstal | Di r >

\ Unwi redPl at f or M Unwi r edSer ver\ Logs\ DBUpgr ader .

1. Stop all Sybase Unwired server services in all the application nodes.

2. Restart the database services in the data tier node. This is to make sure the Messaging
Database has no open connections.

3. From the primary application nodes, open a Windows command window and navigate to
<Unwi redPl atform I nstal | Di r>\ Unwi redPl at f orml Servers
\ Messagi ng\ Bi n fol der.

4. Runthe command dbupgrader —v current and make sure no error messages are displayed.

5. Thenrunthe command tracemigrator —i and make sure no error messages are displayed. If
the message says no action is taken because the migration is already done, it is okay.

6. Start the Sybase Unwired Server service in the application node and verify it can start.

Troubleshoot Deployment

Provides troubleshooting information for deployment problems.

Note: Before performing troubleshooting based on specific symptoms, collect information on
the mobile application project. See Troubleshooting > Troubleshooting Basics > Collecting
Information > Mobile Application Project and Deployment Information.

Result Set Filter or Result Checker Class Files Not Deployed To

Unwired Server

Problem: You deploy a mobile business object that includes either result set filters or result
checkers to the master Unwired Server but the required class files did not get copied as
expected.

Solution: Ensure that you include any JAR files that contain result set filters or result checkers
during deployment using Sybase Unwired WorkSpace. The deployment wizard includes a
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Package User-defined Classes window that allows you to create and add JAR files to the
deployment package.

To locate the name of the primary server, look at the server list in Sybase Control Center. The
primary server in a cluster is labeled as "primary" in the left navigation pane.

Modified Configuration Profile Changes Not Deployed

Problem: Modified data source connection information is not reflected when you deploy
mobile business objects (MBOSs).

Explanation: In Sybase Unwired WorkSpace, an MBO package is created from a database
connection profile (for example, "PurchaseOrderDB") with particular connection parameters
(for example, host and part of example1:9999), and then deployed to the Unwired Server.

During deployment, you create a Server connection (for example, "PurchaseOrderDB") in the
Server Connection Mapping window, which creates a file in the Unwired Server at C.

\ Sybase\ Unwi r edPl at f or Ml Ser ver s\ Unwi r edSer ver\ Reposi tory

\'I nst ance\ com sybase\ dj c\ sql \ Dat aSour ce

\ def aul t _Pur chaseOr der DB. pr operti es with connection information to the
database.

In Enterprise Explorer, you change the connection profile information for the connection
profile "PurchaseOrderDB" (for example you change the host and port to example2:9999) and
then try to redeploy the package to the Unwired Server. During deployment, when you select
PurchaseOrderDB under Server connection in the Server Connection Mapping window, its
connection properties are listed in the table, and still show the host and port, example1:9999.

This behavior occurs because the information is retrieved from Unwired Server, and does not
consider the change from the Enterprise Explorer connection profile (example2:9999).

Solution 1:

1. Create a new "Server connection™ during the deployment in Unwired WorkSpace, and the
deployment wizard will fill in the new connection information.

2. Redeploy the MBO package from Sybase Unwired WorkSpace, using the newly created
Unwired Server connection.

Solution 2:

1. Inthe Unwired Server installation directory, change to this folder:
<Unwi redPl at form I nstal | Di r>\ Unwi r edPl at f or M Servers
\ Unwi redSer ver\ Reposi t ory\ | nst ance\ com sybase\ dj c\ sql
\ Dat aSour ce\

2. Openthe. properti es file and change the connection information.
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Troubleshoot Synchronization

Provides troubleshooting information for problems that can occur with embedded
synchronization components, such as the cache database (CDB), the remote device database,
or the synchronization server.

Synchronization Failed while Downloading Data

Problem: You receive a synchronization failure message while downloading data.

Explanation: This may indicate a deadlock problem with threads in the Unwired Server cache
database (CDB) used to consolidate enterprise information system (EIS) and device client
data. You can confirm this problem by reviewing the exception details and looking for this text
in the Unwired Server log file:

[ Sybase] [ ODBC Driver][ SQ. Anywhere] All threads are bl ocked

Solution: Set the number of concurrent threads for the server CDB to a value that is higher than
the number of work threads configured for the synchronization server. To do this, click Server
Configuration in the left navigation pane of Sybase Control Center for Unwired Server.
Change the database server's thread count property as documented in System
Administration.

Multi-threaded Delete Failures Not Logged

Problem: If you have multiple requests from different devices trying to delete the same record
at the same time, and a thread successfully deletes the record, but a second thread fails because
that record is now removed from the server, no failure message appears in the Unwired Server
log.

Solution: Use the old value argument in Unwired WorkSpace for optimistic concurrency
control (OCC). See Sybase Unwired WorkSpace - Mobile Business Object Development >
Develop > Working with Mobile Business Objects > Mobile Business Object Data Properties
> Old Value Argument.

Device Synchronization Returns no Data

Problem: Improper syntax in generated code calls causes device synchronization to return no
data.

Explanation: This may originate from a misconception about the syntax of generated code
calls. In this code example, the deployment_unit file used to autogenerate the class objects
contains this section:

<synchroni zati on- paranet er name="city" type="string?"/>
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This indicates that the class object created from the XML requires "city" to be specified prior
to syncing with the object.

Solution: Research the mobile business object (MBO) design in Eclipse.

1. Make sure that the synchronization parameter is mapped to an attribute:
a) In MBO properties, from the Synchronization tab, select a sync parameter.
b) Select an attribute for the "Mapped to" column.

2. After making the change, redeploy the Mobile Application project and regenerate the
Object API code, and resynchronize the MBO on the device.

Errors When Reusing Primary Keys
Problem: Reusing an enterprise information system (EIS) primary key generates an error. If
you insert a record that has the same primary key that has been deleted, the Unwired Server
fails to retrieve the inserted data.

Explanation: Make sure the EIS does not reuse primary keys. For example, if a record with
primary key value 1 is deleted, make sure records inserted do not use 1 as the primary key
value.

For a database EIS, you can define the primary key column as auto-increment, so when a new
record is inserted, the primary key is always assigned a new value.

Troubleshoot Runtime

Provides troubleshooting information for runtime processes, for example application
execution.

Errors if CUD operations are not defined for an MBO
Problem: If you do not define create, update, or delete (CUD) operations for your MBOs in
Unwired WorkSpace, you get exceptions when calling the CUD of that MBO in client object
API code.

For example:

1. Use DCN upsert to modify MBO data and push the data to the device.

2. The device application user modifies the data on the device.

3. If no CUD operations were defined for the MBO, the application code gets an exception
when it calls [mbo save], [mbo delete], [mbo create], or [mbo update].
This is expected behavior for all supported object APIs.

Solution: Define MBO operations if you plan on calling them within client object API code.
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Troubleshoot the Unwired Server Cache

Provides troubleshooting information for problems that can occur with the cache database
(CDB).

Primary Key Record Missing

Problem: Two records with similar primary key names should exist but only one appears in the
cache. Unwired WorkSpace returns an error that the primary key attributes only differ in case.

Solution: Check to see whether your datasource is configured as a case insensitive repository.
Unwired Platform requires that the datasource be case insensitive. This may require that you
change at least one primary key name so they use different characters. Without these changes
the first primary key data is overwritten by the second, and this issue will be propagated to
client databases when the user synchronizes.

Data Caching Problems
Problem: A data caching problem is detected, or data caching is not operating as expected.

Symptoms may include:

» User 1 downloads the data of User 2 — this might happen if only one version of the data is
cached because:
< Two different device users are using different runtime credentials to access data from

the backend, and the backend returns data based on the authenticated user.
« The coherence window is larger than the interval in which the users are syncing.

« All users end up with data on the device that was originally cached by demand of a
different device — this might happen if a customized download cursor is used by multiple
CSI users using different load argument values (via different sync parameters).

« If abackend returns data based on an argument that is not filtered, because it is not an
attribute of the MBO, all users will download that data by design. If you want to prevent
this from happening, propagate the load argument into an attribute, so that it can be used as
a filter later.

Solution: Implement data partitioning in your MBO design. To enable partitioning of data by
user for an MBO located in a cache group with a on-demand refresh policy:

1. Model an additional synchronization parameter and load argument onto the MBO that
requires partitioning, and fill the load argument with the modeled sync parameter. The
sync parameter should be filled with the system personalization key "username".

2. Propagate the artificial load argument into an artificial attribute of the MBO which must be
marked as part of the composite primary key of that MBO.
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3. Map the synchronization parameter to the attribute into which the load argument was
propagated.

No Data or Images Appear on the Device
Problem: No data or images appear on the mobile device.

Explanation 1: This may indicate that operation parameter datatypes (i nt , deci mal ,
i mage, and so on) are mapped incorrectly. You map parameter datatypes to strings from the
Mobile Application Diagram when you create an MBO operation.

Solution:

1. From the Mobile Application Diagram, double-click the operation to show in the
Properties View.

2. Select the Parameters tab.

3. Selectadatatype in the first Datatype column that matches the one in the second Datatype
column. For the image type, you need to provide binary type, and the size of the binary.

Explanation 2: The synchronization result may be empty if these rules are not followed:

« Whenthe backend is a SQL Anywhere database, and using the CHAR NULLABLE column
as a sync parameter, you do not need to pad the value with spaces. When using the CHAR
NOT NULLABLE column as a sync parameter, you need to pad the value with spaces.

*  When the backend is a non-SQL Anywhere database, and using the CHAR column as a
sync parameter, you always need to pad the value with spaces.

Solution: Re-evaluate the synchronization parameter value, and make modifications using
these rules as a guide.

Explanation 3: This may indicate that a new cache database (CDB) in an existing SQL
Anywhere environment needs trailing spaces enabled to perform proper comparison by
ignoring the trailing blanks. When device client provides a synchronization parameter value,
it must include trailing spaces. UTF8 collations are also a requirement for Unwired Platform.

Solution: See System Administration for Sybase Unwired Platform > Environment Setup >
Database Setup > Initializing a New Cache Database for information about setting up the
environment properly.

Troubleshoot Security, Logins, and Authentication

Provides troubleshooting information for security, login, and authentication problems.

Cannot Log in to Unwired Server
Problem: Log-in issues prevent Unwired Server administration.

Solution 1: You may be expecting single sign-on capability, when the same security
mechanism has not been configured for both Unwired Server and Sybase Control Center. To
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ensure the same credentials are used in all components, Sybase strongly encourages you to
configure a common security provider for Unwired Server, Sybase Control Center, and
Afaria. LDAP and the native operating system (OS) are the only providers that can be used by
all Unwired Platform components.

Solution 2: You may have implemented the security provider or server configuration
incorrectly, and as a result, cannot log in to Unwired Server. This typically requires that you
manually edit a combination of the embedded properties files to correct the problem. Only
manually edit the files under the advisement of Sybase technical support.

Troubleshooting Single Sign-On

Provides troubleshooting information for problems that can occur when implementing single
sign-on (SSO) for SAP enterprise information systems (EIS).

When testing, theerror No sui t abl e SAP user found for X 509-client
certificat eislogged on the clientand Unwired Server when testing SSO with an
X.509 certificate on a mobile application client — during certificate generation, make
sure that the user name under which the dbsrv12.exe process (Unwired Server) runs, is the
same as the user name who generates the credential (cred_v2) file. For example, in the
Processes tab of Windows Task Manager, the User name under which dbsrv12.exe runs is
SYSTEM. In this case a SYSTEM user must also generate the certificate.

See this SAP Community Network link/Attp.//forums.san.sap.com/thread.jspa?
threadlD=1756876.

When testing, the error RFC_ERROR LOGON FAI LURE: No suitabl e SAP
user found for X 509-client certificat e islogged on the client and
Unwired Server when testing SSO with an X.509 certificate on a mobile application
client. -

1. If using X.509 certificate authentication, remove the JCo properties
jco.client.passwd (Logon User)andj co. client.user (Password)
defined for the SAP connection profile in Sybase Control Center.

2. Regenerate and redeploy the Workflow application and associated MBOs.

Note: You need to remove the SAP connection properties from Unwired WorkSpace.

Application login failures, authentication failures, and operation replay failure error
messages — any of these failures may be caused by the user's password changing in the
SAP server. In some cases you may need to create new connection profiles.

For security reasons, the exact nature of the login failure is not returned to the client. Look
at the Unwired Server log for details.

Using the createcert utility to create X.509 certificates to use in SSO testing—Unwired
Platform includes a SQL Anywhere installation that includes the createcert utility for
generating X.509 certificates.
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See System Administration > System Reference > Command Line Utilities > Certificate
and Key Management Utilities > Certificate Creation (createcert) Utility or the SQL
Anywhere documentation for details.

» Unexpected application behavior when you change credentials in an application —
when you change a password in the client application, it changes only the password which
is sent to the SAP server. To change the password that the SAP server accepts, change it at
the EIS.

You can import any valid certificate into the device's certificate store, but if the SAP server
rejects it, an error is returned to the client.

* SAP portal does not set SSO2 logon tickets — you need a note applied to the portal to get
the HTTP challenge pop-up.

Ask the basis team to apply note 1250795 to the portal server. See https.//websmp230.sap-
ag.de/sap/support/notes/1250795 (requires SAP domain login).

Server Key Verification Failed
Problem: You receive a Server Key Verification Failed (584) error.

Explanation: in the client application you must call the cl ear Veri fi cat i onKey method
before switching the client registration to another Unwired Server. This ensures that the server
public keys are removed from the client, which enables connectivity to the new Unwired
Server.

Solution: Clear the verification key using the cl ear Ver i fi cat i onKey method.

Troubleshoot EIS Connections

Provides troubleshooting information for enterprise information system (EIS) connection
problems.

DOE-C or Messaging Connection Test Errors

Problem: Test of connection properties for messaging or SAP Data Orchestration Engine
connector (DOE-C) package fails.

Explanation: The table below lists several common error messages and resolutions.

Error Package Likely cause and resolution
type

Ping failed Messaging Server at Service Address is not online. Start up that server.
DOE-C
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Error Package Likely cause and resolution
type
Unauthorized Messaging Username or Password are incorrect. Correct the creden-
DOE-C tials.
Read timeout DOE-C Listener URL is incorrect. Remove and redeploy ESDMA
package.

Data Source Performance Errors

Problem: Response time for client synchronization degrades, or Unwired Server reports
timeout errors while obtaining connections.

Explanation: You may see playback and timeout exceptions reported when some queries are
executed:

Resour ceMoni t or Ti meout Excepti on: data
sour ce: <dat asour ce_name>).

You may see errors that indicate client synchronization performance is degraded:

Client receives an error code -85
( SQLE_COMMUNI CATI ONS_ERROR) ) .

These errors indicate that the connection pool size is too small for your user base, and that
resources are not managed sufficiently.

Solution: Increase the connection pool size with the maxPoolSize property. This value change
increases the number of connection pools available to users on your network. You can also
increase the value for maxWaitTime to increase the timeout value used by the data source.

You set this in the data source connection. In Sybase Control Center, navigate to Domains >
<Domain-> > Connections, then select the connection and click Properties. The property
value can be modified or added as needed.

You can modify connection properties either from Sybase Control Center by clicking
Connections on the navigation pane, or you can manually modify the ANT file in
<Unwi redPl atform Install Dir>\Unwi red Pl atform Servers

\ Unwi redSer ver\ confi g\ def aul t - dat a- sour ces. xm .

After changing thisfile,runconf i gur e. bat def aul t - dat a- sour ces toimplement
changes.

Note: Runconfi gur e. bat def aul t - dat a- sour ces only if you manually modified
def aul t - dat a- sour ces. xni .
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SAP Issues

Provides information about issues that may arise when connecting to an SAP® enterprise
information system (EIS).

Verifying SAP Prerequisites

You can avoid many SAP issues by meeting the basic prerequisites required to integrate your
SAP system with the Sybase Unwired Platform development environment.

Server prerequisites
Check the following for each Unwired Server in the production configuration:

Verify that the SAP version to which you are connecting is supported. Check the Sybase
Unwired Platform Installation Guide for supported versions.

On Windows 7, Windows Vista, and Windows Server 2008, verify you have the correct
versions of Microsoft msvcr 71. dl | and msvcp71. dl | files, and that they are
installed in the <W NDOWS_HQOVE>\ Syst enB2 (32-bit) or <W NDOW5_HOVE

\ SysWOW64 (64-bit) directory. See System Administration for the topic Preparing
Unwired Server to Connect to SAP using Java Connectors

If you are operating in a clustered production environment, you must also enable SAP
mobile business objects to connect to an SAP R/3 system that uses a router. Search System
Administration for the topic Preparing Unwired Server to Connect to SAP using Java
Connectors.

If you are using a connection pool, make sure it is configured correctly. Search System
Administration for the topic E/S Data Source Connection Properties Reference.

If you are using the SAP Data Orchestration Engine Connector (DOE-C), make sure it is
configured correctly. Search System Administration for the topic £/S Data Source
Connection Properties Referenceand its SAP-related sub-topics.

If you are using Single Sign-on (SSO), make sure you are configured correctly for the type
of credential you are using—X.509 certificate, or SSO2 Token. Search Security for the
topic Enabling Single Sign-onand its related topics.

Development prerequisites
Check the following for each Unwired Server in the development environment:

Verify that the SAP version to which you are connecting is supported. Check the Sybase
Unwired Platform Installation Guide for supported versions.

Unwired WorkSpace — on Windows 7, Windows Vista, and Windows Server 2008, verify
you have the correct versions of the Microsoft msver 71. dl | andnmsvep71. dl | files,
and that they are installed in either the <W NDOWS_HOVE>\ Syst enB2(32-bit) or
<W NDOW5_HOVE\ SysWOWs4 (64-bit) directory.
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Troubleshoot Servers

Provides troubleshooting information for servers used in the Unwired Platform configuration.

Unwired Server

Provides troubleshooting information for Unwired Server.

Troubleshooting Unwired Server Performance Issues
Problem: Unwired Server exhibits performance issues.

Explanation: The performance configuration may not be properly tuned to optimize system
operation.

Solution: Ensure that all applicable performance-related settings are properly configured.

« Java heap size — when the garbage collection log indicates high activity and the JVM
memory allocation pool heap size remains close to the maximum, you may need to
reconfigure the maximum and minimum heap sizes. You can enable garbage collection
tracing by setting the "JVM options™ property. Set appropriate maximum and minimum
heap sizes in the Server Configuration node (Performance Configuration tab) of Sybase
Control Center. The default minimum heap size is 512MB and the default maximum heap
size is 2048MB. See Sybase Control Center online help > Configure > Configuring
Unwired Platform > Unwired Server > Server Properties > General Server Ports >
Configuring System Performance Properties.

» Java thread stack size — if you see a StackOverflowError, you may need to increase the
default stack size from 400KB. Set an appropriate Java thread stack size in the Server
Configuration node of Sybase Control Center. Alternatively, you can also decrease the
stack size to save more memory. See Sybase Control Center online help > Configure >
Configuring Unwired Platform > Unwired Server > Server Properties > General Server
Ports > Configuring System Performance Properties.

» Messaging-based synchronization (MBS) — if there are large numbers of MBS clients and
response times or queue counts are high, consider increasing the inbound and outbound
messaging queue counts. These numbers control the number of message queues used for
incoming and outgoing messages between the messaging-based synchronization
application and the server. If you increase either of these values, ensure you also increase
the maxThreads property of in the <host nane>_i i opl. properti es file, located
in<Unwi redPl atform I nstal |l Dir>\Unw redPl at f or m\ Servers
\ Unwi redSer ver\ Reposi t ory\ | nst ance\ com sybase\ dj c\ server
\ Socket Li st ener\.

View messaging queue statistics in the Monitoring node of Sybase Control Center to

calculate the appropriate values and enter these in the Server Configuration node of
Sybase Control Center. See Sybase Control Center online help > Configure > Configuring
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Unwired Platform > Unwired Server > Server Properties > General Server Ports >
Configuring System Performance Properties.

« Replication-based synchronization (RBS) — if RBS client application performance does
not meet the desired level and the CPU or memory settings are not causing this issue,
consider increasing the synchronization thread count and cache size for the RBS server.
Choose an appropriate synchronization cache size and thread count in the Server
Configuration node of Sybase Control Center. See Sybase Control Center online help>
Configure > Configuring Unwired Platform > Unwired Server > Server Properties >
Replication > Configuring Replication-Based Synchronization Properties.

« Cache database (CDB) — if the CDB server is slow, consider increasing the CDB thread
count to allow for more parallel threads to serve incoming requests from the Unwired
Server nodes. See Changing the Cache Database Server Thread Count. Also consider
tuning the number of client connections that are saved in the CDB connection pool.
Configure this in the 'default' domain by modifying the 'default' data source pool size
property in Sybase Control Center. Repeat this change on all nodes in the cluster.

« Datachange notification (DCN) listener threads — if there are a large number of concurrent
requests and processing times for those requests do not meet requirements, consider
increasing the number of DCN listener threads. Set an appropriate number of listener
threads in the Server Configuration node of Sybase Control Center. See Sybase Control
Center online help > Configure > Configuring Unwired Platform > Unwired Server >
Server Properties > General Server Ports > Configuring Communication Port Properties.

« Server host memory — if you are running Unwired Server on a host with 4GB of memory,
by default, 2GB of memory is allocated to applications, such as Unwired Server. If
performance issues persist after you have adjusted the aforementioned settings, consider
starting Windows with a "/3GB" switch. See http.//technet.microsoft.com/en-us/library/
bb124810(EXCHG.65).aspx.

» Platform connections — for JDBC connections, consider setting the maximum connection
pool size to restrict the size of the pool. You can set this value in Sybase Control Center. See
Data Source Performance Errorsor Sybase Control Center for Sybase Unwired Platform >
Configure > Configuring Unwired Platform Connections.

» Sybase Unwired Platform connection settings to the backend EIS — for JDBC connections
to the backend database, you can add options such as maxPoolSize=<no. of pool size> to
the connection cache property files, located in <Unwi redPl atform I nstal | Di r >
\Unwi red Pl atform\ Servers\Unwi redServer\ Repository
\ I nst ance\ com sybase\ dj c\ sql \ Dat aSour ce\ *. properti es.

For expanded performance tuning details, especially in regards to synchronization
performance, see Synchronization Model Performance Tuningin the System Administration
guide.

For more information, see System Administration guide > Environment Setup > Unwired
Server > Server Performance Tuning.
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Troubleshooting Device Tracking in a Cluster
Problem: The server logs for primary and secondary servers list several -10117 stream errors
(also known as pull-based notification for Replication-based Sync).

Solution: The Unwired Server cache database has issues with tracking devices and light
weight polling (LWP) in a clustered environment. You must disable device tracking when
LWP is used by reconfiguring all servers in your cluster.

Server Configuration Changes Not Reflected after Server Restart
Problem: You do not see your server configuration changes reflected after restarting the
Unwired Server.

Explanation: After changing the configurationusing Sybase Control Center (for example, to
use HTTPS for synchronization), the administrator did not use SCC to restart the Unwired
Server, nor use start-unwired-server.bat to start and restart the Unwired server. The
administrator only restarted the Sybase Unwired Platform server service using the Windows
Services Manager. This method does not make the Sybase Control Center changes take effect.

Solution: Issue a restart from SCC or use stop-unwired-server.bat then start-unwired-
server.bat to restart the Unwired Server.

Unwired Server Startup Problems After Changing System Time
Problem: Encountered problems starting up Unwired Server after changing the system time.

Explanation: This can happen if you change the system time to an earlier time setting. If you
check the Unwired Server logs you may see messages similar to:

YYYY- M DD HH: MMt SS. SSS ERROR MVB Thr ead- 8

[ com sybase. sup. server.| m Li censeManager] nsgld: 131160, nessage:
System cl ock has been set back.

1. Revert the machine to its original time.

2. Uninstall Sybase Unwired Platform.

3. Reset the time if desired.

4. Reinstall Sybase Unwired Platform.

Version Mismatch Detection
The isCompatible method prevents version mismatch between incompatible versions of
Unwired WorkSpace and Unwired Server.

Examples include:

« Alaterversion of Unwired WorkSpace connecting to an earlier version of Unwired Server.
* Anearlier version of Unwired WorkSpace connecting to a later version of Unwired Server.

If the two are incompatible, an error message is generated. For this version of Unwired
Platform, when Unwired WorkSpace attempts to connect to an older Unwired Server version
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from a connection profile, the error "UnsupportedOperationException” displays and
connection fails.

bool ean i sConpati bl e(string server_host, int iiop_port, int
client_version)

Unwired Server responds with true or false based on the the version identifier passed from the
client and is checked for support of that version. This method works with any Unwired Server
in a cluster, without the need to specify the host and port of the primary.

Cannot Ping Unwired Server
Problem: Cannot ping the Unwired Server from the Sybase Unwired WorkSpace development
environment.

Explanation: You can use OpenDS only in a development environment or for trial purposes; it
is not intended for use with other LDAP providers in a production environment. The Sybase
Unwired Platform OpenDS service uses port 10389 for LDAP; if another LDAP provider,
such as IBM Lotus Domino x.xserver, starts on the same machine and uses port 10389, Sybase
Unwired WorkSpace cannot successfully ping Unwired Server.

Solution: Use one LDAP service at a time, or change the Sybase Unwired Platform OpenDS
port. See the Port Number Reference topic for information about ports.

Explanation 2: Verify that Unwired Server is up and Sybase Unwired Platform services are
running.

Solution: If Sybase Unwired Platform services are not running, restart the services in the
correct order. See the Starting and Stopping Unwired Platform Server Services topic in
System Administration.

ODBC Driver Errors
Problem: ODBC driver errors appear when you try to connect to a database from Sybase
Unwired Platform installed on a 64-bit operating system.

This can happen if the registry has been changed, so the ODBC driver cannot be found. For
example, installing a standalone version of SQL Anywhere may cause registry changes.

Solution: Restore the registry settings for the ODBC driver. From the Command Prompts
window, execute these commands:

regsvr32. exe

<Unwi redPl atform I nstal | Di r>\ Unwi redPl at f or Ml Servers
\ Unwi r edSer ver\ SQLAnywher e12\ bi n32\ dbodbc12. di |
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Unwired Server Service Startup Failure Post-Install

Problem: The installer creates a service that is defined by the user performing the installation.
When Windows forces adomain password change, the Sybase Unwired Server Service fails to
start, because the former domain password is still used.

Solution: Change the password for the service by:

1. Inthe Windows Control Panel, open the Services pane.
2. Right-click Sybase Unwired Server Service, and choose Properties.

3. Inthe Log Ontab, configure properties for the host computers user account and ensure the
newly changed domain password is used.

4. Click Ok.
5. Right-click Sybase Unwired Server Service, and choose Restart.

Unwired Server Fails to Start
Problem: The Unwired Server fails to start even though the Sybase Unwired Server service
has started.

Explanation: The Sybase Unwired Server service manages multiple child processes, and its
running status does not indicate that the actual system is fully functional. Among these child
processes, the most important are OBMO. exe and ml srv12. exe. If none of these are
continuously running or multiple instances are running, it will signify a problem. The most
common cause is an environment issue (for example, missing files, cannot connect to CDB or
Messaging DB) that prevents these processes from starting.

Solution 1: First check the Event Viewer application log to see if any errors are reported by
"Sybase Unwired Server." Address any reported issues and restart the service. If this does not
solve the problem, check the m srv_err. | og under the logs directory. This log reports
issues with the mlsrv process during startup. There are additional log files in the | ogs

\ OBSer vi ceManager folder that may have information on the Unwired Server startup
issues.

If the problem involves having multiple instances of child processes running, the best way to
recover is by restarting the computer.

If for any reason, a forced stop of the Sybase Unwired Server is needed, you must terminate the
entire process tree under the process "OBServiceManager."”

Solution 2: Check foraJVM creati on fail s errormessageinthem srv_err. | og.
This message typically indicates that the JVM maximum heap size is too large for the
hardware that hosts Unwired Server. Use Sybase Control Center to change the current value to
one that is smaller and restart the host node in question. For details, see Configuring Unwired
Server Performance Properties. If you need guidance on choosing an appropriate value, see
Unwired Server Replication Tuning Reference in System Administration.
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Messaging Server
Provides troubleshooting information for the embedded Unwired Server messaging service.

Unable to Register the MobilLink Server
Problem: Starting Unwired Server causes registration problems for Messaging Server.

The Unwired Server error log displays an entry similar to:

2010-07-27 09: 37: 31. 205 ERROR Mobi | i nk Thr ead- 146
[ com sybase. m . sup. Logger] [-10002] Cache dat abase server or
C

error: ODBC. [Sybase] [ ODBC Driver][ SQL Anywhere] I ndex 'm _server
UNI QUE

(nane)' for table 'm _server' would not be unique (ODBC State =
23000,

Native error code = -196)
2010-07-27 09: 37: 31. 205 ERROR Mobi i nk Thread- 146

[ com sybase. m . sup. Logger] [-10294] Unable to register the
Mobi Li nk

server with name '<server Nane>'
Explanation: When Unwired Server runs in a shared server farm, every member in the farm
must have a unique registration through the cache database table mi_server. If Unwired
Server is not stopped gracefully, the row for the server is not removed from the ml_server
table. This could happen if Unwired Server is shut down abruptly while a mobile client is
synchronizing. When Unwired Server is restarted, the Messaging Server registration is not
unique, and cannot be completed.

Solution:

1. Connect to the cache database using dbisql.
2. Manually remove the row corresponding to your server. An example row:

server _i d, nane, ver si on, connecti on_i nfo, i nstance_key, start _tinme,|i
veness 9,' ML Server

nane',' 100.0', "' http(host =<supHost Nane>; port =2480) "',

Oxad53f 35e04086778623aa56f 32728a313f 1972b68b8363c86b501144af 7b320
6,"' 2010-07-27 14:54:10.298',"'2010-07-27 18:29: 13. 866’

3. If the problem persists, try restarting Unwired Server.

Relay Server
Provides troubleshooting information for Relay Server or Sybase Hosted Relay Server.

Relay Server Does Not Support IIS Application Pooling
Problem: In an environment with Relay Server and Sybase Unwired Platform, Relay Server
runs for a while and then crashes and requires a restart.

Explanation: Relay Server does not support 11S application pooling. This is documented in
System Administration > Relay Server Clusters > Creating a New Relay Server Cluster>
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Enabling Application Request Routing for 11S Relay Server Hosts > Configuring the Relay
Server 1S Host for Load Balancing.

Solution: Check the Relay Server log for a message similar to the following: 'Redundant
outbound enabler connection for backend server 'SO' in backend farm ‘farm' was ignored.'

Also, check the Windows System Event Viewer for a warning on the Application Pool of the
Relay Server.

Turn off application pooling for RelayServer in IS, and stop and restart I1S.
Failed to Attach to Relay Server Shared Memory

Problem: Failed to attach to the relay server with the message "<rshost> failed to attach to
Relay Server 'ias_relay_server_host' shared memory."

Explanation: This message may appear if you try to update Relay Server configuration using
the command r shost . exe -u -qc -f rs.config.

Solution: Remove the - u option, since the server is not up and running. The - u option updates
the configuration of a running relay server.

HTTP_BAD_STATUS CODE Error

Problem: The HTTP_BAD_STATUS_CODE error appears on the console or in the log files.
Solution 1 (i0S):

1. For iOS devices, navigate to the Settings application on the device.
2. Click the corresponding application tab.
3. Confirm that the connection information is correct

Solution 2 (Windows Mobile):

1. For Windows Mobile devices, check the connection parameters in the
Appl i cati onl ni t. cs code to make sure the relay server connection configuration is
correct.

2. Confirm that the r shost . exe is running under the system user ID.

SOCKET_HOST NAME_NOT_FOUND Error
Problem: The SOCKET_HOST_NAME_NOT_FOUND 10050 error appears on the console
or in the log files.

Solution 1 (i0S):

1. Navigate to the Settings application on the device.
2. Click on the corresponding application tab.
3. Confirm that the connection information is correct.

Solution 2 (Windows Mobile):
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1. For Windows Mobile, if you are using an emulator for testing, confirm that you have
synchronized the emulator first.

2. Confirm that dbl gen11. dl | isinyour C:\ | net pub\ www oot
\ias_relay_server\server\ folder.

3. Confirm that the RSOE version is less than or equal to the relay server version.

Connection Dropped Due to Lack of Network Activity
Problem: The error message Connecti on was dropped due to | ack of
net wor k acti vi ty appears on the console or in the log files.

Explanation: This message indicates that the relay server outbound enabler (RSOE) sent a
PING to Unwired Server synchronization service to determine whether it is active.

Solution: This message is informational and can be ignored. If you want to suppress the
message, you can remove the - v+ switch from the Unwired Server.

Sybase Hosted Relay Server
Provides troubleshooting information for Sybase Hosted Relay Server.

Sybase Hosted Relay Server Fails to Connect
Problem: Sybase Hosted Relay Server fails to connect in a development or test environment.

Solution: Check the log files for information. There are several possibilities.

e The Farm ID and Server IDs may differ between the Relay Server outbound enabler
(RSOE) and the Sybase hosted Relay Server. Ensure that these IDs match exactly by
checking <Unwi r edPl at form I nstal | Di r >\ Unwi r edPl at f or Ml Servers
\ Unwi redServer\config\rel ayserver. properti es. If they do not, delete
the values of r el ayser ver. f ar m_nane so that it matches the one configured in the
Sybase Hosted Relay Server.

« The messaging service may not be configured properly, or may not be configured at all.
Check the values in <Unwi r edPl at form I nst al | Di r >\ Unwi r edPl at f orm
\ Server s\ Unwi redServer\config\rel ayserver. properties to make
surer el ayserver.ino.farmnaneandrel ayserver.ino.token are
configured properly. Add them or correct them as needed.

« The RSOE and configuration changes may not have been registered, meaning that
additional files have not been updated with the changes (suchasrs. confi g,
startrsoe. bat, andst opr soe. bat ). Register the RSOE and configuration
changes by running <Unwi r edPl at f orm_I nst al | Di r >\ Unwi r edPl at f orm
\ Server s\ Unwi redSer ver\ bi n\regRel aySer ver. bat .

« The Relay Server outbound enabler may need to be restarted. To do so, restart Unwired
Server. Unwired Server and messaging service should connect to the Web hosted relay
server.
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Troubleshoot Clusters

Provides troubleshooting information for cluster problems related to Sybase Unwired
Platform.

Advantage Database Server Cannot Authenticate

Problem: After installing Unwired Platform data tier servers in a failover cluster, an error
message appears in the event viewer.

One or more of the following messages may appear:

7078: The Advant age Dat abase Server cannot authenticate the
user. Make sure the name and password are correct.
axSer ver Connect AdsConnect.

5004: Either ACE could not find the specified file, or you
do not have sufficient rights to access the file. The data
dictionary file is not found on the server. AdsConnect.

Explanation: The message indicates the Unwired Server messaging service cannot locate the
shared data folder, on the shared cluster storage that houses the database files, or cannot access
the file.

Solution:

1. Onadata tier host, check the following registry key value to find the location of the

adsserver.ini file:

HKEY _LOCAL MACHI NE\ SYSTEM Curr ent Cont r ol Set\ servi ces

\ Advant age\ Confi gurati on\ TPS_LOGS

The default value is: C: \

If the adsser ver. i ni file does not exist, create it in the location identified in the
registry key value, on each data tier host.

Add the following linestotheadsser ver . i ni file on each datatier host, to identify the
local path to the shared data folder:

[ Server Ali ases]

shar e_nane=l ocal _path

where share_nameis the file share resource group (or Client Access Point).

In this example, supDat a is the Client Access Point, and F: \ is the local path on each
data tier server host.

[ Server Al i ases]
supDat a=F: \
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4. Restart the Advantage Database Server service (cluster resource). See System
Administration > System Reference > Unwired Platform Windows Services > Starting
and Stopping Unwired Platform Server Services.

Nodes in Cluster Do Not Start Because of JVM Heap Space

Problem: Nodes in an Unwired Server cluster do not start properly after installing the Sybase
SAP® Data Orchestration Engine Connector (DOE-C).

Explanation: If after installing DOE-C, Unwired Server cluster nodes do not start, check the
Unwired Server log file for this message:

java. |l ang. Qut O MenoryError: GC overhead limt exceeded

Workaround: Add more JVM heap space to the affected Unwired Server hosts. See
Administration Workbook > Activity 1. Setting Up a Highly Available and Secure
Development Environment> Development Environment Setup Task Flow> Tuning Unwired
Server Performance.

Messages from Shutting Down the Primary Server in a Cluster
Environment

Problem: When you shut down the primary server in a cluster environment, you see many
QueueNotReadyException, Connection Failed and org.omg.CORBA.COMM_FAILURE
WARN or ERROR messages in server log files on secondary nodes.

Explanation: These errors are caused by switching of the primary server in the cluster, and are
expected messages. In general, switching completes in one minute. After one of the secondary
nodes becomes the primary node, no such messages are output in log files in the nodes.

Database Services Do Not Start Automatically
Problem: Data services do not start automatically, although previously they did.

Explanation: This can happen if the database log path was changed without using dblog.

Solution: If this is the case, you must supply the correct database log path every time you
restart a data service. To avoid having to supply this information repeatedly, use the dblog
utility to set the correct file name and path. See Using a Different Database Log Pathin System
Administrationfor instructions. You can also see the corresponding database server log file for
information (see the Log File Locations topic for the log file location).

Unwired Server Cannot Start in Domain Version Mismatch

Problem: The Sybase Unwired Platform Server services in one of the server nodes cannot start
if the domain version has a mismatch. In the server log there will be an error message
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containing " Cl ust er Synchroni zati on failed. Message : Error
retrieving sync data fromhttp URL: "™

Explanation: This error may be caused by install or uninstalling repeatedly, or receiving an
exception during an upgrade..

Workaround: manually update the cluster domain version number under

<Unwired PlatformlInstall Dir>\Unw redPl atfornm Servers

\ Unwi redSer ver\ Reposi t ory\ | nst ance\ com sybase\ sup\ server

\ Domai nVer si on\ domai n- ver si on. properti es, making it the same as the other
server node.

Troubleshoot Workflow DCN Failures

Problem: An error code and message may be returned to the calling party when a workflow
data change notification (DCN) fails.

Solution: Resolve the problem and resend the workflow DCN. Unwired Server failures and
errors include:

* Unwired Server down — HTTP 400 is returned to the calling party

» Missing DCN parameter, such as cmd=wf — HTTP 500 is returned to the calling party

* The workflow DCN message is sent to a non-existent user — this error message is
returned to the calling party:

xm Response: {"id":"000000392902", "success": f al se,
"statusMessage": "no workfl ow message i s sent because no
device is found to send the notification","result":[]}

No Workflow Message is Sent

A workflow DCN response is returned if the request is sent to a device that has no users
mapped.

no wor kfl ow nmessage i s sent because no device is found
to send the mail

Explanation: When a new message-based synchronization Workflow device user is created
and registered from Sybase Control Center, by default there are no users mapped to the device
(Device Users > Devices > MBS user name > Users.... In this case, when sending a Workflow
DCN request, the response is similar to:

{"id":"dcntest_test_001", "success": fal se, "statusMessage":

"no wor kfl ow nessage is sent because no device is found to send the
mai | "

,"result":

[{"id":"dcntest _test_data_1", "success":true, "statusMessage":""}]}
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Workaround: Invoke any other Unwired Platform application (for example, a client-initiated
or server-initiated workflow application, or a native application), which maps an Unwired
Platform user to a MBS device user, then send the DCN with

"to":" < this SUP user > "
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Troubleshoot the Sybase Control Center

Troubleshoot issues that arrise in Sybase Control Center for Unwired Platform.

Using Sybase Control Center to Troubleshoot Unwired
Platform

Problem: Unwired Platform is not functioning properly or exhibits abnormal behaviour.

Consult these Sybase Control Center sources to find useful information to help you
troubleshoot Unwired Platform issues:

1.

Review the server log — view server errors, warnings, and general information to identify
problems. Access the Server node in the left navigation tree of Sybase Control Center to
view server log data.

Review domain logs — if domain logging is enabled, view domain logs in each Domains >
<DomainName>> Log node of Sybase Control Center. Aggregated log data in the console
makes domain information readily accessible and actionable.

Review monitoring data — access the Monitoring node in the left navigation tree of Sybase
Control Center to view monitoring data on the following components of Unwired
Platform: replication-based synchronization, messaging-based synchronization,
messaging queue, data change notifications, device notifications, packages, users, and
cache. See System Diagnostics in System Administration .

Review Application Connection status — access the Applications node in the left
navigation pane of Sybase Control Center to view application connection information in
the right pane.

Note: You can also view domain-level Application Connection status — navigate to the
domain then select Applications in the left navigation pane, and view application
connection information in the right pane.

Review package client logs —access the Client Log tab of the Packages > <PackageName>
node in Sybase Control Center to view data about client application operations for all
devices subscribed to a package. This information allows you to track errors and identify
performance issues.

Review MBO and operation history — access the History tab for both the MBO and

operation nodes of a package in Sybase Control Center to review error history during
synchronizations and operation replays.
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Collecting Administration Performance Data for
Troubleshooting

Problem: You need to collect performance data to troubleshoot performance issues in Sybase
Control Center for Unwired Platform administrative options.

Solution: Set up the <Unwi r edPl at f orm | nstal | Di r >\ SCC- XX\ | og

\ execut i onTi e. | og, which provides information on the length of time taken to
complete operations in Sybase Control Center. Sybase Product Support and Engineering
teams can use this information to diagnose the source of your performance issues. To set up
this log file:

1.

Open <Unwi r edPl at f or m_I nstal | Di r >\ SCC- XX\ pl ugi ns

\ com sybase. supadm npl ugi n\ agent - pl ugi n. xm .

Add the following line to the file under the <pr operti es> element:
<set-property property="1og_MO nmet hod_execution_ti me"

val ue="enabl e_| og_no_net hod_execution_time" />

Open <Unwi r edPl at f orm I nstal | Di r >\ SCC- XX\ conf

\l og4j . properties.

If you are experiencing log truncation issues, edit the following lines to change the default
values for maximum file size (default: 5SMB) and maximum backup index (default: 10
files) to the values shown in this example:

## fil e appender (size-based rolling)

| og4j . appender . executi onTi ne=or g. apache. | og4j . Rol | i ngFi | eAppender
| 0g4j . appender . executionTi me. Fi | e=${com sybase. ua. home}/ | og/
executionTi nme. | og

| og4j . appender . executi onTi me. | ayout =or g. apache. | og4j . Pat t er nLayou
t

| 0g4j . appender . executi onTi me. | ayout . Conver si onPat t er n=%l [ % 5p]
[%] %.9% %) - %

| og4j . appender . executi onTi me. MaxFi | eSi ze=50MB

| og4j . appender . executi onTi me. MaxBackupl ndex=20

## | og MO nethod execution tinme

| 0g4j . | ogger. com sybase. uep. sysadm n. managenent . aop=I NFO, executi o
nTi me

Restart SCC.

The execut i onTi nme. | og file now appears in the

<Unwi r edPl at form I nst al | Di r >\ SCC- XX\ | og folder.

Use this log file to diagnose and analyze performance problems. For more information on
configuring the agent - pl ugi n. xm configuration file, search for Agent Plugin
Properties Reference in the System Administration guide.

78

Sybase Unwired Platform



Troubleshoot the Sybase Control Center

You can also use the Adobe Flex log to track performance in Sybase Control Center. To access
Flex-side logging, highlight the resource in the Perspective Resources view and select View
Log to show the user interface time for each activity. Alternately:

1. Modify the <Unwi r edPl at f orm | nst al | Di r >\ SCC- XX\ pl ugi ns
\ com sybase. supadmni npl ugi n\ agent - pl ugi n. xm file as indicated in step
2, above.

2. Restart SCC.

Log in and perform your regular administrative tasks.

4. View the execution time indicators for these operations in the cookie file
supat cooki e. sol . The location of this file varies depending on your operating

w

system:
Operating System Location
Windows XP C:\ Docunents and Settings\<usernane>
\ Appl i cati on Dat a\ Macr onedi a\ Fl ash
Pl ayer\ #Shar edQoj ect s
Windows Vista C:. \ User s\ <user nanme>\ AppDat a\ Roani ng
\ Macr onedi a\ Fl ash Pl ayer\ #Shar edCh-
jects
Macintosh OS X / User s/ <user nane>/ Li brary/ Pref eren-
ces/ Macr onmedi a/ Fl ash Pl ayer/ #Shar e-
dbj ect s
Linux / hone/ <user nane>/ . macr onedi a/
Fl ash_Pl ayer/ #Shar edbj ect s

5. Analyze the log using your preferred method of data analysis.

Sybase Control Center Management Tier Issues

Review this list of documented general issues for Sybase Control Center and its server
management-related services.

Launching SCC Results in Rounded Rectangle Box or Empty Console
Screen

Problem: When you launch Sybase Control Center, a rounded rectangular box appears instead
of the administration console, or the console displays a gray or empty screen.

Explanation: The Adobe Flash Player version is older than the minimum version supported by
SCC.
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Solution: Upgrade your Flash Player version to the latest version. For more information on
software prerequisites, see Supported Hardware and Software.

Sybase Control Center Windows Service Fails to Start

Problem: When starting the Sybase Control Center X X5service, it takes a long time before
failing, and the service manager displays a message that the service startup has timed out.

The<Unwi redPl atform I nstal |l Dir>\ SCC X- X\ | og\ agent . | og shows the
following message:

Explanation: This problem usually occurs when the Sybase Control Center repository
database log file is out of sync with the repository database. A related symptom is the message
SQL Logi n Fai | ur e inthe Sybase Control Center repository log file.

Solution 1: Review <Unwi r edPl atform I nstal | Di r >\ SCC- X_X\ servi ces

\ Reposi tory\scc_repository. | oglogforany issueswith the database transaction
log file during startup. If the transaction log could not be processed, the database cannot start,
and consequently nor can the Sybase Control Center service. Resolve this error by:

1. Creating a backup of <Unwi r edPl at f or m_I nstal | Di r >\ SCC- X_X
\'servi ces\ Repository\scc_repository.| og.

2. Deleting the <Unwi r edPl at f orm I nst al | Di r >\ SCC- X_X\ servi ces
\ Reposi tory\scc_repository. | og file and restarting the Sybase Control
Center service.

Solution 2: Review <Unwi redPl at f orm_ I nstal | Di r >\ SCC- X_X\ servi ces

\ Reposi tory\scc_repository. | oglogforany failures in database transaction and/
or recovery. Resolve this error by temporarily configuring the repository database (-f) to start
without a transaction log:

1. Log out of Sybase Control Center and then shutdown Sybase Control Center service.
2. Open command prompt window, and run the following command:

C. \ Sybase\ SCC- 3_2\ servi ces\ SccSADat aserver\sa
\ bi n_wi ndows32\ dbsrv1l. exe -n scc_repository -o C. \Sybase
\ SCC-3_2\servi ces\Repository\scc_repository.slg -f -m-qi -
gw -sb 0 -gn 100 -gm 500 -zl -zp -x TCPI P{port=3638} C.
\ Sybase\ SCC-3_2\ servi ces\ Reposi tory\scc_repository. db

3. Delete the <Unwi r edPl at f orm | nstal | Di r >\ SCC- X_X\ servi ces
\ Reposi tory\scc_repository. | og file using Windows Explorer.

4. Restart the Sybase Control Center service.
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Sybase Control Center Windows Service Deleted

Problem: the Sybase Control Center X..X windows service was inadvertently deleted, so
Sybase Control Center is unavailable.

Solution: Re-create the Windows service with the following command:

Unwi redPl atform Instal I Dir\SCC- X _X\utility\ntautostart\rel ease
\'sccservice. exe -install

Sybase Control Center Fails to Start
Problem: The Sybase Control Center server does not start.

This problem occurs when the host name cannot be resolved or the IP address of the machine
has changed since the product installation. This troubleshooting topic applies only when
either of these scenarios is true.

Solution 1: Change the host name to its IP address in the Sybase Control Center ser vi ce-
config.xm file:

1. From the command line, verify the host name by running nsl ookup<host nane >.
2. If the DNS server cannot resolve the host name, edit the colocated

<Unwi redPl atform I nstal | Di r >\ SCC- XX\ servi ces\ RM \ servi ce-

config.xm file:

a. Log out of Sybase Control Center.

b. Stop the Sybase Control Center X.X service.

c. Open<Unwi redPl atform I nstall D r>\ SCC- XX\ servi ces\ RM
\'service-config.xnm.

d. Locate this line: <set - property property="address"
val ue="<host name>" />.

If the line does not exist, add it under the <pr operti es></ properti es>
element in the file.

e. Change the value from the host name to the IP address of the host computer. If the IP
address is already used, ensure it is valid (especially if the IP address has recently been
changed).

f. Restart the Sybase Control Center X.X service.

g. Log in to Sybase Control Center and proceed with your administrative tasks.

Second Sybase Control Center Fails to Start

Problem: Cannot start a second co-existing Sybase Control Center in a deployment
environment.

Explanation: When multiple versions of Sybase Control Center co-exist on a single machine,
if the older version is already using the default port number, the new version of Sybase Control
Center uses another port number, such as 8285. If the configuration files have not been
updated, this may cause port conflicts.

Troubleshooting 81



Troubleshoot the Sybase Control Center

Solution: Check the port numbers, and check the configuration files to make sure the
configuration is correct. See the topic Port Number Reference in the System Administration
guide. If the configuration is correct, you may need to start the second version of Sybase
Control Center manually.

Login Invalid in Sybase Control Center

Problem: Logging in to Sybase Control Center generates an | nval i d Logi n message.

Solution:

Verify Sybase Control Center session validity — ensure that the current Sybase Control

Center session is active. If the session is frozen or expired, refresh the page or close the

browser and try again.

Verify authentication configuration —ensure that the Sybase Control Center authentication

provider configuration is correct, and points to the correct server. See Enabling

Authentication and RBAC for Administration Logins in the Security guide.

Verify LDAP consistency — if you are using LDAP security — ensure that the LDAP

supports administration roles used by Unwired Platform.

Check <Unwi redPl at form I nstal | Di r >\ SCC_XX\ | og\ agent . | og forany

issues with starting various services.

If all services are running, check the <Unwi r edPl at f orm I nstal | Di r >\ SCC_XX

\ | og\ agent . | og for an error message containing text similar to the following:

Failed to authenticate user 'supAdnin' (Failed to connect

to service:jmk:rm:///jndi/rm://eas3w03. sybase. com 9999/

agent, probably because the agent is protected and requires

credential s. Security Service Error. Agent service

exception.)

« Ensure that the Sybase Control Center authentication provider configuration is correct,
and points to the correct server. See Enabling Authentication and RBAC for
Administration Logins in the Security guide.

Login Fails in Sybase Control Center

Problem: Removed the PreconfiguredUser login module from the "admin" security
configuration. Now, logins to Sybase Control Center fail.

YSolution: Verify server-side configuration by trying to connect to Unwired Server from
Unwired WorkSpace (requires creating Unwired Server Connection Profile with proper
username and password among other things). If that works but the SCC login still fails, check
for error messages ins inagent . | og can offer further clues on the

Administrator Account is Locked

Problem: An administrator tried logging into Unwired Server from Sybase Control Center
multiple times. After receiving multiple W ong user nane and password errors,
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finallyaThe account is currently |ocked. Please contact your
server adm ni strator. message is displayed.

Solution: The platform administrator uses to properties to control the number of login
attempts that cannot be exceeded: the login failur account lock threshold and and timeout.
When a user passes this threshold value with failed login attempts the account is locked. A user
must wait for the lock timeout value to pass and can try logging in again.

For details, see Creating a Security Configurationin Sybase Control Center online help.

Browser Refresh (F5) Causes Logout
Problem: Pressing the F5 key to refresh your browser logs you out of Sybase Control Center.

Solution: Do not use F5 when you are logged in to Sybase Control Center. Browser refresh
does not refresh data inside Sybase Control Center, but refreshes the loaded application or
pages in the browser—in this case, the Adobe Flash on which Sybase Control Center is built.
Consequently, pressing F5 logs you out of any servers you are currently logged in to, including
Sybase Control Center.

Stale Version of Sybase Control Center After Upgrade

Problem: after upgrading Sybase Unwired Platform and relaunching Sybase Control Center
through a Web browser, a stale version of Sybase Control Center loads in the browser.

Explanation: Adobe® Flash® Player caches the earlier version of Sybase Control Center
locally, preventing you from logging in to the correct version of Sybase Control Center when
accessing the browser.

Solution 1: Clear the Adobe Flash Player cache:

1. In Windows Explorer, navigate to C: \ Docunent s and Setti ngs\ <user nane>
\ Appl i cati on Dat a\ Macronedi a\ Fl ash Pl ayer\ #Shar edbj ect s,
and delete all files in this folder.

As an alternative to manually deleting files, you can also access the Adobe Flash Player
Cache Cleanup URL: http.//www.macromedia.com/support/documentation/en/
flashplayer/help/settings_manager07.html

Solution 2: Only perform this solution if Solution 1 does not solve the problem. Clear browser

history:

1. InMicrosoft Internet Explorer, select Tools > Internet Options > General > Delete... and
delete all temporary files, history, cookies, saved passwords, and Web form information.

Sybase Control Center Reports Certificate Problem
When attempting to bring up Sybase Control Center by clicking the SCC link after
installation , this message appears: There is a problemw th this website's
security certificate.

Explanation: This can occur when the browser session starts on the same computer as Sybase
Control Center. The installer automatically sets up a local security certificate, but the
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certificate installed for HTTPS in the web container keystore is a self-signed root certificate,
which is not recognized b the client browser.

Solution: Follow browser-specific instructions to accept the certificate into the Windows
certificate store. Once the certificate is accepted, you may also need to change the SCC Web
URL to include the network domain name <yourco.com>in addition to the host name. That
host name in the Web URL must match with the "Issued To" property of the certificate.

Previous Administrator Credentials Used

Problem: You cannot use new credentials to authenticate against a resource in Sybase Control
Center. When an administrator enters credentials with the Remember these credentials for
future sessions option, Sybase Control Center uses those credentials until they are cleared.

Solution: Clear credentials so that Sybase Control Center does not use them for future
sessions:

1. Open the Perspective Resources window.

2. Select the resource you want to log in to.

3. From the menu bar, select Resource > Clear Authentication Parameters and click
OK.

You can now authenticate against the resource using new administrator credentials.

Security Error Triggered When Connecting to SCC from Remote

Browser

Problem: Connecting to Sybase Control Center from a browser that is remote triggers a
security exception.

Solution: Ensure you have a security certificate installed in the Windows security store. See
Setting Up Browser Certificates for Sybase Control Center Connections in Sybase Control
Center online help.

Administrator Login Passes When Provider Is Not Available

Problem: The configured authentication provider is unavailable but administration credentials
are still accepted.

Explanation: The administrator login credentials may be cached by Unwired Server.

Solution: If this behavior is undesired, reduce the cache timeout value used by the Unwired
Server security domain instance. For details, search for Authentication Cache Timeoutsin the
Security guide.

84

Sybase Unwired Platform



Troubleshoot the Sybase Control Center

Host Name of Registered Resource Changed But Is Not Updated
Problem: An administrator changes the host name property of a registered resource; but in
Sybase Control Center, the old host name is still used and the management console for
Unwired Platform does not appear.

Description: If you modify the resource properties for an Unwired Server in Sybase Control
Center, the new host name or IP address is not used in establishing a connection to the server.

Solution: After changing the host name property of the resource, in the Perspective Resources
view, right-click the resource and select Authenticate to update resource connection
properties. You can then launch the management console successfully.

Management Issues with Clustered Data Tiers

Problem: if you install Unwired Platform and the cache database on Microsoft Cluster, you
will receive errors when trying to manage the cluster in Sybase Control Center. This is because
Microsoft Cluster uses node switches.

Solution: Replace the current entry for the cluster with a new entry that uses the computer
node's hostname or IP address, rather than Unwired Platform cluster's hostname (the default).

Poor Sybase Control Center Performance after Upgrade

Problem: After upgrading to the latest version of Sybase Unwired Platform, Sybase Control
Center performance is poor.

Explanation: This may indicate that Flash Player cache from the previous version of Sybase
Control Center is filled and slowing down performance.

1. Navigateto C: \ Docunents and Settings\usernane\ Application Data
\ Macr onedi a\ Fl ash Pl ayer\ #Shar edCbj ect s .

2. Delete all files under this folder.

Note: Alternatively, go to the following link from a browser: Attp.//www.macromedia.com/
support/documentation/en/flashplayer/help/settings manager07.html. Use the Website
Storage settings panel to change storage capacity, or delete Websites to clean up the cache.

Sybase Control Center Communication with Unwired Server Fails

Problem: While using Sybase Control Center, a Contruni cati on wi th Unwi red
Server fail ed appears.

Explanation: Sybase Control Center cannot connect to the Unwired Server and displays this
error message. To confirm this issue, open the Sybase Control Center <SCC_HOVE>\ | og
\ gat eway. | og and look for or g. ong. CORBA. COVM_FAI LURE,

com sybase. djc.rm .iiop. Badvagi cExcepti on,or

or g. ong. CORBA. MARSHAL entries.
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Solutions:

1. Ensure the protocol and port used by both the Unwired Server management port and the
Sybase Control Center managed resource registration entry match. For information about
validating and changing these properties, see Adding or Updating Unwired Server
Registration Properties in the Sybase Control Center online help.

2. Validate that the configured port is the Unwired Server management port of 2000 or 2001.
Sybase recommends that you not change these default values. If you have changed them
and the connection fails, update the managed resource connection property to use the
default.

For more information about ports, see Port Number Reference in Systerm Administration.

For more information about validating and changing this port, see Registering a Resource

as an SCC Managed Resource in the Sybase Control Center online help.

3. If the management security profile now uses SSL mutual authentication
(mut ual _aut h), validate that you have installed certificates for mutual authentication
into both Sybase Control Center's and Unwired Server's keystore. If each component
doesn't have the opposite set of certificates, mutual authentication fails. Either install the
missing certificates if mutual authentication is required, or use the following procedure to
recover from this scenario:

1. If Unwired Server also has a standard management (non-secure) port available, you
can connect to that port by updating the Sybase Control Center resource (localhost)
port number property and setting secure to "No". See Adding or Updating Unwired
Server Registration Properties in Sybase Control Center online help.

2. If Unwired Server doesn't have the standard management port enabled, then update the
securityProfile property value in the <Unwi redPl atform I nstal | Dir>
\ Unwi redPl at f or Ml Server s\ Unwi r edSer ver\ Reposi tory
\'I nstance\ com sybase\ dj c\ server\ Socket Li st ener\

{Server Nane} _iiopsl. properti esfile to use the "default" profile, and
restart Unwired Server.

For information about installing certificates, see Changing Installed Certificates Used for

Unwired Server and Sybase Control Center HTTPS Listeners, in the Security guide. For

information about changing the authentication method used by the security profile, see

Creating an SSL Security Profile in Sybase Control Centerin Sybase Control Center

online help.

Platform Component Monitoring Issues

Review this list of documented issues for platform components monitored by Sybase Control
Center.
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Monitoring Data Does Not Appear in History Tab

Problem: Monitoring data does not appear immediately in the History tab.

Explanation: The monitoring data is stored in memory to optimize database access, and
periodically flushed to the monitoring database.

Solution: Try either of these options:

» Wait for the data to be flushed. The default time period is five minutes.
» Change the flush interval to a smaller value in Sybase Control Center:

1.

6.

In the left navigation pane, select Monitoring.

2. In the right administration pane, select the General tab.
3.
4. In the flush threshold section, ensure that Enable flush threshold configuration is

Click Configuration.

selected.

Select one of:

¢ Number of rows — monitoring data that surpasses the specified number of rows is
flushed from the console display. Enter the desired number of rows adjacent to
Rows. The default is 100.

* Time interval — monitoring data older than the specified time interval is flushed
from the console display. Enter the desired duration adjacent to Minutes. The
default is 5.

« Either rows or time interval — monitoring data is flushed from the console display
according to whichever value is reached first: either the specified number of rows
or the specified time interval. Enter the desired rows and duration adjacent to Rows
and Minutes, respectively.

Retrieve the results list using the Sybase Control Center monitoring node.

Domain Log Data Does Not Appear in History Tab

Problem: Domain log data does not appear immediately in the History tab.

Explanation: The domain log data is stored in memory to optimize database access, and
periodically flushed to the domain log database.

Solution: Try either of these options:

* Wit for the data to be flushed. The default time period is five minutes.
e Change the flush interval to a smaller value in Sybase Control Center:

1.
2. Select Log.

3.

4. Click Configuration.

In the left navigation pane, expand the Domains folder and select the default domain.

In the right administration pane, select the Settings tab.
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5. In the flush threshold section, ensure that Enable flush threshold configuration is
selected.
6. Select one of:

¢ Number of rows — domain log data that surpasses the specified number of rows is
flushed from the console display. Enter the desired humber of rows adjacent to
Rows. The default is 100.

* Time interval — domain log data older than the specified time interval is flushed
from the console display. Enter the desired duration adjacent to Minutes. The
default is 5.

« Either rows or time interval —domain log data is flushed from the console display
according to whichever value is reached first: either the specified number of rows
or the specified time interval. Enter the desired rows and duration adjacent to Rows
and Minutes, respectively.

7. Retrieve the results list using the Sybase Control Center domain log node.

Previously Existing Monitoring Data No Longer Appears

Problem: Monitoring data that displayed previously no longer appears.

Explanation: By default, monitoring data is preserved in the database for seven days. After
that period, the data is removed.

Solution: Change the auto purge setting value in Sybase Control Center. Auto purge clears
obsolete data from the monitoring database once it reaches the specified threshold.

In the left navigation pane, select Monitoring.

In the right administration pane, select the General tab.

Click Configuration.

In the auto purge section, ensure that Enable auto purge configuration is selected.
Enter the length of time (in days) to retain monitoring data before it is purged.
Restart the server.

Retrieve the results list using the Sybase Control Center monitoring node.

No akowdE

Previously Existing Domain Log Data No Longer Appears

Problem: Domain log data that displayed previously no longer appears.

Explanation: By default, domain log data is preserved in the database for seven days. After
that period, the data is removed.

Solution: Change the auto purge setting value in Sybase Control Center. Auto purge clears
obsolete data from the domain log database once it reaches the specified threshold.

1. In the left navigation pane, expand the Domains folder and select the default domain.
2. Select Log.
3. In the right administration pane, select the Settings tab.
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Click Configuration.

In the auto purge section, ensure that Enable auto purge configuration is selected.
Enter the length of time (in days) to retain domain log data before it is purged.
Restart the server.

Retrieve the results list using the Sybase Control Center domain log node.

o N o ks

Server Tier Administration Issues

Review this list of documented issues for Unwired Server or its internal synchronization
services configured and administered by Sybase Control Center.

Server List Not Retrieved

Problem: No list of Unwired Servers displays in Sybase Control Center. Instead, an Er r or
Retrieving Server Li st message appears in the left navigation pane.

Scenario 1: No other error message appears.
If this is the case, one of the following explanations may apply:

« You are attempting to connect to a remote server that is not properly registered in Sybase
Control Center.
Solution: Manually register the remote server. By default, only Unwired Servers installed
to the same host computer are automatically registered with Sybase Control Center. See
Getting Started with Unwired Server Administration in the Sybase Control Center online
help. If you have recently made changes to the environment, for example, by modifying
server resource properties (login, password, host name, IP address, or port number),
ensure that you reauthenticate after making the changes.

« Jetty caching in Sybase Control Center prevents the console from displaying the server
tree. This is indicated by 404 errors in both the console URL and
<Unwi redPl at form I nstal | Di r >\ SCC- X_X\ services

\ EnbeddedWebCont ai ner\ | og\ htt p-servi ce. | og (the HTTP access log).
Solution:

1. Close Sybase Control Center.

2. Stop Sybase Control Center X.X Service.

3. Delete the contents of: <Unwi r edPl at f orm_I nstal | Di r >\ SCC- X_X
\ servi ces\ EnbeddedWebCont ai ner\ cont ai ner\Jetty- X X XX
\ wor k.

4. Restart Sybase Control Center X.X service.

Scenario 2: The right administration pane shows an Aut hent i cati on has fail ed
error message.

If this is the case, one of the following explanations may apply:
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« You have not performed the "Authenticate" step in Sybase Control Center after registering
the resource or changing their credentials.
Solution: In the Perspective Resources view, right click the server name and select
Authenticate. In the default configuration, if you have used "supAdmin" to log in to
Sybase Control Center, select Use my current SCC login.

e The server IP may have changed.
Solution: Update server resource properties, and repeat the "Authenticate™ step described
above. See the topic Sybase Control Center Fails to Start.

Scenario 3: The right administration pane shows a Connecti on unknown. Ensure
Server is running.... message.

If this is the case, one of the following explanations may apply:

» Unwired Server responded with an exception indicating a problem on the server.
Solution: Check <Unwi redPl atform I nstal | Di r>\ Unwi redPl at f orm
\ Server s\ Unwi r edSer ver\ | ogs\ <host nanme>- server . | og for details.

» The Sybase Control Center security provider is down or a system condition prevents
Sybase Control Center from authenticating the user for administration access.

Solution: Ensure that the security provider is running and that its host is reachable from the
Sybase Control Center host.

Scenario 4: In some rare cases, the connection between Sybase Control Center and Unwired
Server cannot be established after trying the previous recommendations.

Solution: You may need to stop and restart the Sybase Control Center X..X'windows service.
After stopping the window service, make sure the processuaser vi ces. exe isnot running
(or stop it from Windows task manager). Then log in to Sybase Control Center again.

Scenario 5: This may happen if you upgraded Sybase Unwired Platform to a newer version,
and changed the server host name.

Solution: You need to complete some extra steps:

1. Change the listener prefix of httpListeners and iiopListeners for the new hostname in the
new server's properties file:

Reposi t ory\ | nst ance\ com sybase\ dj c\ server\ Appl i cati onServer
\defaul t.properties, <new_hostnane>.properties

2. InReposi tory\ I nstance\ com sybase\ dj c\ server\ Socket Li st ner
\ *. properties, rename all the
<ol d_host name>_<pr ot ocol >. properti es into
<new_host name>_<prot ocol >. properti es.

3. Use dbisqglc to update the table: cl ust er _instal l ati on in clusterdb,
update cluster_installation set hostnane='<new_host nanme>'
wher e host name=' <ol d_host nane>'.
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Unwired Server Fails to Start
Problem: Starting Unwired Server from Windows services or the desktop shortcut fails.

Solution:

1. Ensure that the server license is valid and has not expired.

2. Open Windows services to check that the services Unwired Server depends on for start-up
are running properly. Identify dependencies by right-clicking the service and selecting
Properties.

3. Check <Unwi r edPl at form I nstal | Di r >\ Unwi redPl at f or Ml Servers
\ Unwi redSer ver\ | og\ <server Name>- server . | og for error messages
indicating the nature of Unwired Server start-up issues.

4. Check <Unwi redPl at form I nstal | Di r>\ Unwi r edPl at f or M\ Servers
\ Unwi redSer ver\ | og\ boot st rap**. | og for possible license errors.

Error in Listing Application Connections and
ADMIN WEBSERVICE INVOCATION ERROR in gateway.log

Problem: This message may indicate that an Unwired Server administrative component is not
running.

If users report a problem listing application connections in Sybase Control Center, check for
this error message in the Sybase Control Center gat eway. | og file:

com sybase. uep. sysadm n. managenent . nhean. UEPAdni nExcept i on:

com sybase. uep. adni n. cl i ent . Adm nExcepti on:

ADM N_WEBSERVI CE_| NVOCATI ON_ERROR: j ava. security. Privil egedActi onExc
eption: com sun. xm .internal . messagi ng. saaj . SOAPExcept i onl npl :
Message send failed

j avax. managenent . MBeanExcept i on:

Explanation: Usually this occurs when when there is a conflict on the currently configured
port for the administration web service or a component of Sybase Unwired Server service
went down for some reason.

One way to verify availability of the Web service is by accessing the following URL from the
host where Sybase Unwired Platform is installed: Attp.//localhost:5100/MobileOffice/
Admin.asmx. The default Messaging port is 5100, but this may vary depending on your
configuration.

Solution 1: Check Windows Application Event log for any error reported there. If the service
is configured to run with a domain account and the password has been changed, you will need
to update the password.

Solution 2: Make sure the administration Web service is up and running, and correctly
configured. Review Cannot Access Applications Tab and Web Service Errorin
Troubleshooting to reconfigure the port in case of conflict with existing port.
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Starting or Restarting a Remote Server from Sybase Control Center

Fails

Problem: After you have registered a remote server in Sybase Control Center, you cannot start
or restart the server.

If the DNS server cannot resolve the host name of the machine on which the remote Unwired
Server is installed, or if the host has no internal DNS server, you cannot start, stop, or restart
that Unwired Server using your local instance of Sybase Control Center. Because this network
communication relies on name resolution, you must ensure that DNS is set up properly to
successfully control a remote Unwired Server.

Before attempting the following solutions, verify that:

1. Sybase Control Center is running on the remote host.

2. A network connection can be established between your Sybase Control Center host and
the Sybase Control Center agent on the remote server's host.

If the DNS server cannot establish a connection, try the following:

Solution 1: Repair the network DNS server setup. If you or your network administrator cannot
modify the DNS, use solution 2.

Solution 2: Change the host name to its IP address in the Sybase Control Center ser vi ce-
config.xm file:

« If you cannot resolve the local host name, modify the file on the local instance of Sybase
Control Center.

» If you cannot resolve the remote host name, modify the file on the remote instance of
Sybase Control Center.

» If you cannot resolve both the remote and local host names, modify both files.

1. From the command line, verify the host name by running nsl ookup<host nane >.
2. If the DNS server cannot resolve the host name, edit the colocated
<Unwi redPl at form I nstal | Di r>\ SCC- XX\ servi ces\ RM \ servi ce-
config.xm file:
a. Log out of Sybase Control Center.
b. Stop the Sybase Control Center X.X service.
c. Open<Unwi redPl atform I nstall D r>\ SCC- XX\ servi ces\ RM
\'service-config.xnm.
d. Locate this line: <set - property property="address"
val ue="<host name>" />.
If the line does not exist, add it under the <pr operti es></ properti es>
element in the file.
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e. Change the value from the host name to the IP address of the host computer. If the IP
address is already used, ensure it is valid (especially if the IP address has recently been
changed).

f. Restart the Sybase Control Center X.X service.

g. Log in to Sybase Control Center and proceed with your administrative tasks.

If the DNS server resolves the host name, but the problem persists, check that both:

The remote host on which Unwired Platform and Sybase Control Center are installed can
receive UDP multicasts from the local host on which Sybase Control Center is installed,
and

The remote instance of Sybase Control Center uses RMI port 9999.

Solution 3; Make sure the host s file includes complete entries for each node in the Unwired
Server cluster.

1.

On each Unwired Server host, edit the host s file, located at:
C.\ W NDOWB\ syst enB2\ dri vers\etc

Add entries to identify the IP address and fully qualified network name of every other node
in the Unwired Server cluster.

Port Conflict Issues

Problem: You have identified a Sybase Control Center X.X service port conflict.

Solution:

1. ldentify the service with the port conflict in <Unwi r edPl atform I nstal | Di r >
\ SCC- X_X\| og\ agent . | og.

2. Use atext editor to open <Unwi r edPl at f orm I nst al | Di r >\ SCC- X_X
\ Servi ces\ <Servi cenanme>\ servi ce-config. xm .

3. Change the port to an available port number.

4. Save and close the file.

Search for Port Number Reference in System Administration for more information.

Unexpected Listener Startup or Connection Errors

Problem: You encounter unexpected listener startup or connection errors for Unwired
Platform components. This is usually seen when Sybase Unwired Server is installed on a host
in DMZ (De-Militarized Zone) within the internal and external firewalls.

Solution:

1.

Verify that the TCP/IP filtering restriction is not in effect on the host machine.
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To do so on Windows XP, navigate to: Control Panel > Network Connections > Local
Area Connection 1 > Properties > General tab > Internet Protocol (TCP/IP) >
Properties > General tab > Advanced > Options tab > TCP/IP filtering > Properties
2. In TCP/IP Filtering, check to make sure the Enable TCP/IP Filtering (All Adopters)
checkbox is not selected. This enables all Sybase Unwired Platform infrastructure ports.

If you do choose to select it, be sure to select Permit All for TCP Ports to enable all Sybase
Unwired Platform infrastructure ports. These ports are documented in the Installation
Guide.

3. Click OK to close each window and save your changes.

4. You canchange “Local Area Connection 1" to the network connection name being used on
the machine.

5. Make sure users are not using third party port blockers, like McAfee Antivirus.

Refreshing Server Configuration Displays Only Partial Updates

Problem: The Refresh button in the Server Configuration node does not display correct
properties or values, despite changes being made and saved. Updates consequently appear to
have been lost. In some scenarios, when you save the Server Configuration, it fails with the
message Save Fail ed.

Scenario 1: After restarting Unwired Server, refreshing the server configuration displays the
first saved change, but not subsequent saved updates. The message Save Fai | ed appearsin
the administration console after you attempt to save an update.

In this scenario, the second save was likely unsuccessful. The message Save Fai |l ed
indicates a conflict with the first set of updates.

Cumulative saved changes are applied successfully upon server restart only if these updates do
not conflict. Attempting to save two conflicting sets of changes fails.

Solution: Inject a server restart in between each saved change to ensure that the required
updates are propagated across the server.

Scenario 2: After restarting Unwired Server, refreshing the server configuration displays the
final saved update, but not previous ones.

The refresh action following saved configuration changes must be used in conjunction with an
Unwired Server restart. Refreshing the server configuration displays the latest successfully
saved configuration information.

If you click Refresh in between two sets of saved changes, only the most recent saved updates
are applied during a server restart, as in the following workflow:

1. Make the first change.
2. Save the configuration.
3. Refresh the configuration.
4. Make the second change.
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5. Save the configuration.
6. Restart the server.
7. Refresh the configuration.

In this sequence, only the second set of changes in step 4 are committed and consequently
displayed as the current set of properties used by Unwired Server.

Solution: If you refresh the configuration after saving updates to it, restart Unwired Server
immediately to apply those changes before making another set of updates. Otherwise, the first
set of configuration changes will be lost. The Refresh button allows you to then validate that
those changes are applied and used by Unwired Server. For details on how to refresh the server
in the correct sequence, see Saving and Refreshing an Unwired Server Configuration in the
Sybase Control Center online help.

Users Connect with Old Credentials

Problem: A user changes password in the backend security system, but can still authenticate
with the previous password when connecting to Unwired Server.

Description: Unwired Server securely caches authenticated login credentials (1 hour by
default), so that subsequent connection requests using the same credentials are not sent to the
underlying security provider until the login cache timeout is reached. However, if the same
user uses changed credentials, the authentication request us sent to the underlying security
provider. The authorization outcome is not cached and always delegated to the security
provider in the security configuration.

Solution: To reduce the cache period, decrease the default authentication cache timeout for a
security configuration using Sybase Control Center (go to the Cluster > Security > <security
configurationname> > Settings tab). Setting the property to 0 results in disabling the
authentication caching (not recommended for performance reasons).

AuthorizationException Displays Instead of Status

The SCC administration console left-pane tree structure is not complete, and an
AuthorizationException is reported..

Explanation: This may happen if the SCC administration console internal network
communications are not working properly.

Solution:

1. Close the Internet Explorer session.
2. Relaunch the SCC administrative console.
3. Loginasusual.

The internal network connection is resumed by restarting, so the tree displays information
and status properly.
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Increasing Messaging Queue Counts Degrades Performance

Problem: Both inbound and outbound messaging queue counts were increased, however,
performance degraded as a result.

Description: After increasing inbound and outbound message queue count, the default
maxThreads of I11OP socket listener is insufficient.

Solution: Increase the maxThreads of 11OP socket listener by editing the

<host nane>_ii opl. properti es file (located in

<Unwi redPl atform I nstal | Di r>\ Unwi r edPl at f or Ml Servers

\ Unwi redSer ver\ Reposi tory\ | nst ance\ com sybase\ dj c\ server

\ Socket Li st ener\ ), and restart Unwired Server. The maxThread of 1|OP socket listener
must be larger than the sum of all nodes needed I10P thread counts.

Saving Server Configuration Fails Due to Certificate Validation Error

Problem: Saving the server configuration after property updates yields this error:
"[com.sybase.sup.admin.server.configuration.RuntimeServerConfigurationHandler] Invalid
configuration object for: SyncServerConfiguration. Message : ‘certificate validation failed.
Update did not happen.™

Solution: The message suggests that the server certificate has expired. Update the certificate
file to a non-expired version, and try to save again.

Unknown Server Error Message

Problem: An internal server error occurs.

Solution: Check the logs for more details. The following two log files may provide more
information: \ SCC- X_X\ | og\ gat eway. | og and\ Unwi r edPl at f or Ml Servers
\ Unwi r edSer ver\ | ogs\ { Ser ver Nane} - server. | og.

Package Deployment and Management Issues

Review this list of documented issues for packages deployed or managed from Sybase Control
Center.

Exporting or Deploying Large Packages Fails

Problem: You used Sybase Control Center to export or deploy a large package, and it fails.

You can troubleshoot this error by opening the Sybase Control Center
<Unwi redPl at f orm_| nst al | Di r >\ SCCXX\ | og\ agent . | og file and checking
for a message that is similar to this one:

exception:java.lang. |1l egal St at eException: Formtoo |arge
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Explanation: This message means that the package, and not the form, is too large. The Web
server that hosts Sybase Control Center cannot manage the data. A number like 273310
indicates the size of the package in kilobytes (that is, 273,310).

Solution 1: Use this solution if you run the Sybase Control Center XX as a service (default).

1. Open<UnwiredPl atformInstall Dir>\SCC X X\ bin

\'scc. properti es inatext editor
2. Set Set MAX_FORM CONTENT_SI ZE and j vnopt 1. For example:

j vopt =- Dor g. nort bay. j etty. Request . maxFor mCont ent Si ze=2000000
3. Save the file.

Solution 2: Use this solution if you do not run the Sybase Control Center XX as a service.

1. Close Sybase Control Center, and stop Sybase Control Center XX using the Windows
Services dialog.

2. Open<Unwi redPl atform Install Dir>\SCC X- X\ bi n\scc. bat, inatext
editor.

3. Setthe maxFormContentSize property to a value larger than the default, and save the file.
The default is 2000000. For example:
-Dorg. nortbay. jetty. Request. maxFor nCont ent Si ze=2048000

4. Restart the Sybase Control Center XX (using the updated scc. bat file), and reopen
Sybase Control Center.

Invalid DOE-C User Error for an SAP Server Connection

Problem: The General tab of a DOE-C package displays an invalid user account error for the
Error State property.

Explanation: SAP servers could not authenticate this user with the Username and Password
configured for this package.

User names and passwords configured for the connection pool cannot be tested before they are
used. Errors are only reported after the connection fails. Errors typically occur during an
administrative operation (such as unsubscribing a subscription), or in response to an
asynchronous message for a subscription from DOE. On a system with existing DOE-C
subscriptions, the initial resynchronization at startup would implicitly test the technical user.

Solution: Check the username and password configured for this user in the Connection Pool
configured for the package. If it is incorrect, edit the properties used.

Note: If you change the username or password property of a DOE-C connection, you must
reopen the same dialog and click Test  Connect i on after saving. Otherwise the error state
of this DOE-C package cannot be cleaned up. If you do not click Test Connect i on, the
username or password is correct, but the error state of the DOE-C package cannot be cleaned

up.
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Application and Application User Management Issues

Review this list of documented issues for applications or application users managed by Sybase
Control Center.

Wrong Application for Code Error

Problem: Application registration using a Windows Mobile emulator appears successful in
Sybase Control Center, but the application log showsaW ong Appl i cation for Code
error when the application attempts to connect to Unwired Server.

This error occurs when you:

« Hard reset a Windows Mobile device emulator,
« Close an emulator without saving the emulator state, or
« Uninstall and reinstall the Unwired Server client software on the device.

Explanation: Because emulators do not generate unique application IDs, the Unwired Server
messaging software on the device creates an application ID during installation and stores it in
the emulator application registry. After registration, this permanent link between the emulator
and the application 1D must remain.

Hard resetting the emulator, closing the emulator without saving the emulator state, or
uninstalling and reinstalling the Unwired Server client software purges the device registry and
breaks the link between Unwired Server and the device software. When you attempt to
reconnect, Unwired Server creates a new application ID for the device. Without the original
application ID, the server cannot identify the device emulator, and therefore, cannot establish
a relationship between the application and the activation code.

To avoid this problem so that the emulator and server remain synchronized, always save the
emulator state before you close the emulator, and refrain from hard resetting the emulator, or
uninstalling and reinstalling the client software.

Note: Before saving the state of an emulator, always uncradle the emulator using the Device
Emulation Manager. This allows the device emulator to be cradled when the save image is
loaded and used in the future.

Solution: Reconnect the emulator by either:

1. Deleting the original application from Unwired Server, then reregister the application,
or

2. Reregistering the application
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User Name of Registered Application Connection Not Displayed
Problem: The configured user name of a registered application connection is not displayed
when you later review the properties for a device in Sybase Control Center. The Application
Connections tab shows other properties but not the user name.

Explanation: The user name used for a application connection registration is not stored or
handled as an application property.

Solution: To view the user name of the registered application in Sybase Control Center:

1. Inthe left navigation pane, click the Applications node.

2. In the right administration pane, click the Application Users tab.

3. In the table of registered users, for the user.

4. You can also select the Application Connections tab, and check the users properties.

Internal Server Error When Clicking Applications

Problem : Once logged into Sybase Control Center, the administrator clicks Applications in
the navigation pane, and an | nt er nal server error message is displayed.

After receiving this error, the administrator is further unable to register any applications
because the OK button remains disabled.

Solution:

1. Validate the error:
a. Open<Unwi redPl atform Install D r>\SCC X_X\| og
\ gat eway. | og.
b. Look for this error: Caused by:
com sybase. uep. sysadni n. managenent . excepti on. | roWsExcept
ion: An error occurred |oading a configuration file:
Attenmpted to read or wite protected nenory. This is
often an indication that other menory is corrupt.
2. Validate that the Sybase Unwired Server service is running and there are no errors being
reported in the Windows Application event log by that service.
3. Validate that the Messaging Server Administration Web Service is running:
a. Open aWeb browser.
b. Open http://localhost:5100/MobileOffice/admin.asmx.
c. Select the GetDeviceList2 method, then click Invoke.
d. Check whether a valid XML response returns.
4. Ifanything in steps 1-3 is unexpected, you may have an installation or configuration issue.
Confirm this by:
a. Restarting the Sybase Unwired Server service.
b. Once available, repeat steps 2-3.
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» Otherwise, open Sybase Control Center, and click Applications to try registering
an application again.
5. If you still get the same error and same behavior, contact Sybase Support.
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Troubleshoot Mobile Business Object
Development

Provides troubleshooting topics for problems you may encounter while using Sybase
Unwired Platform to develop, test, and deploy mobile business objects (MBOS).

See the Validation Rules section for information about validation rules and error messages.

Unwired WorkSpace Crashes When Previewing or Test
Executing Large Amounts of Data

Problem: When previewing attributes or test executing operations that involve large amounts
of data in Unwired WorkSpace, for example, either a large number of rows, or large object in
the returned result, Unwired WorkSpace can run out of memory and crash.

Solution: Either do not preview or test execute large results, or increase the java VM
arguments -Xss, -Xms, and -Xms in the Unwi r edWbr kSpace. bat file to increase the
stack and memory (heap) size and restart Unwired WorkSpace.

Cannot Start Unwired WorkSpace After Modifying Plugins

Problem: After applying private patches, temporary fixes, or manually changing plugin
contents, Unwired WorkSpace fails to start.

If Unwired WorkSpace fails to start in any of these scenarios, you may have a corrupt p2 and/or
configuration folder under <Unwi r edPl atf orm I nstal | Di r >
\ Unwi redPl at f or Ml Ecl i pse.

Solution: The installation program saves clean p2 and configuration folders for recovery
purposes. Follow these steps to recover corrupt p2 and configuration folders:

1. Ensure Unwired WorkSpace is shut down.

2. Delete the p2 and conf i gur at i on folders under <UnwiredPlatform_InstallDir>
\UnwiredPlatform\Eclipse.

3. Unzip the clean Ecl i pse3. 7_p2_confi gur ati on. zi p file, located in
<Unwi redPl at form I nstal | Di r >\ Unwi r edPl at f or Ml Ecl i pse after
installation into the <Unwi redPl atform I nstal | Di r >\ Unwi r edPl at f orm
\ Ecl i pse directory.

4. Restart Unwired WorkSpace.
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Cannot Access Sample Database After Switching Network
Types

Problem: After switching network types, Unwired WorkSpace is unable to connect to the
predefined "My Sample Database" connection profile.

The "My Sample Database™ connection profile, by default, uses 'localhost' as the hostname.
But if you change it to the real hostname, then when you switch network types, the host may
not be recognized. For example, moving a laptop from an office ethernet to an WiFi
connection outside the company's firewall may prevent access to the database even if it is on
the same machine as Unwired WorkSpace.

Solution: In Unwired WorkSpace, modify the connection profile host property to indicate

| ocal host asthe Host. To verify the connection is working, click Test Connection to ping
the database. You may also have to redeploy any projects that access an Unwired Server SQL
Anywhere database connection pool and reestablish the Unwired Server connection to the
database by modifying the same property from hostname to localhost.

Data Source Connection Fails After Installing to a New
Directory

Problem: After uninstalling Sybase Unwired Platform, then installing to a new directory, a
data source connection fails in Unwired WorkSpace, with the message:

j ava. |l ang. Cl assNot FoundExcept i on:

com sybase. j dbc3. j dbc. SybDri ver.

Explanation: This may happen if you use an old workspace, and an old JDBC connection
profile with its j conn3. j ar pointing to the old directory.

Solution:

1. Once Sybase Unwired WorkSpace is installed, switch to a new workspace directory.

2. Or, manually change the driver path by modifying the properties of the connection profile
for a New Driver Definition.

JDBC Connection Errors

Problem: The JDBC connection succeeds but the error log receives continuous errors.

Explanation: This can occur if the connection includes any incorrect property which could
cause a connection failure (for example, non-existing database name, incorrect URL format
(specific to different types of database servers), referencing the wrong JDBC driver, or the
JDBC driver does not exist (if you have not downloaded the driver).
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Solution: When you create the connection, ensure that all properties are correct, and that you
have the required drivers.

Mobile Business Object Errors

Provides information for problems you may encounter while developing mobile business
objects.

Binding an MBO to a Database Fails
Problem: Failed to bind a mobile Business object (MBO) to a non-Sybase database due to a
missing jdbc driver.

Solution: Ifyou are using a IBM, DB2, Oracle, or Microsoft SQL database, you must place the
corresponding JAR file into the | i b folder in the associated plugin. Before you create or bind
an MBO using any of these databases, select the JAR from the appropriate directory when you
create the corresponding JDBC. Search Sybase Unwired WorkSpace - Mobile Business
Object Development for the topic Configuring Your Environment to Use a JOBC Driver.

Multilevel Insert Operation Fails
Problem: A multilevel insert operation fails on the device client.

Explanation: A multilevel insert operation can fail for a variety of reasons, such as the attribute
and parameter relationship are not set up properly, or the relationship definition is not correct.

Solution: Investigate how the multilevel insert operation is designed, and make appropriate
corrections. See the Understanding Multi-level Insert Operations topic in Sybase Unwired
WorkSpace - Mobile Business Object Development.

MBO Retrieves Incorrect Data
Problem: The MBO does not retrieve the expected data on the device.

Explanation: When you create a relationship to a mobile business object and define a
synchronization parameter for the child object, the child object can no longer be used to
retrieve all the items. If you want the MBO to retrieve all items, you must create a new MBO
without relationships, or create the relationship to the MBO and set the synchronization
parameter. Set the synchronization parameter with a default or a personalization key, or allow
the user to input the value of the synchronization parameter.

Solution:

1. To retrieve all items, you must create a new MBO.

2. To use the original child mobile business object without a relationship, set the
synchronization value on the device. For example, if you create a screen with only the child
mobile business object, then you must set the synchronization parameter with
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personalization. If you do not set personalization, then no data is shown on the device for
the client MBO.

Relationship Error

Problem: Error occurrs when trying to link multiple mobile business objects (MBOSs) to a
single child MBO.

You see an error similar to this in Unwired WorkSpace:

Error: The target nobil e business object ' MBO nane' can not be
used in relationship 'relationshi p_name' since it already was
used in a one-to-many or one-to-one relationship as a

target.

When a child mobile business object (MBO) has multiple parent MBOs, only one composite
relationship is allowed.

Solution: Examine all of the relationships to a single child MBO and unselect Composite for
all but one.

Note: Relationship errors can happen for a variety of reasons. For information about
relationship validation rules and development guidelines, see:

»  Troubleshooting > Validation Rules > Unwired WorkSpace Validation Rules and Error
Messages > Relationship Validation Rules and Error Messages

o Sybase Unwired WorkSpace - Mobile Business Object Development > Develop >
Working with Mobile Business Objects > Mobile Business Object Data Properties >
Creating Relationships Between Mobile Business Objects > Relationship Guidelines

Warning Message When Creating Relationships

Problem: When attempting to create a relationship between different types of MBOs, a
warning message is displayed.

Explanation: A relationship between a normal MBO and a structure is not allowed; and a
relationship between a normal MBO and a local business object is not allowed. Relationships
can be created only between normal MBOs, or between local business objects. No cross-over
cases are supported.

Solution: Create a relationship between normal MBOs, or between local business objects.

Troubleshooting Default values for Adaptive Server Anywhere
uniqueidentifiers

1. Uniqueidentifiers are treated as binary datatypes in Unwired WorkSpace. If the enterprise
information system (EIS) on which the uniqueidentifier resides:

e Accepts NULL as a valid value, you can set the default value to NULL.
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Does not accept NULL as a valid value, you need to set the correct default value. By
default Unwired WorkSpace uses an empty string as the default value for binary
datatypes.

2. Toavoid entering values for the UNIQUEIDENTIFIER columns during insert operations,
modify the default SQL definition as this example illustrates:
a. Create an Adaptive Server Anywhere table with SQL:

CREATE TABLE dba. Yor kTabl e (
Uni queCol umm UNI QUEI DENTI FI ER NOT NULL DEFAULT NEW (),
Characters VARCHAR(10) NOT NULL,

)
I N SYSTEM

ALTER TABLE dba. Yor kTabl e
ADD CONSTRAI NT ASA126 PRI MARY KEY NONCLUSTERED (Uni queCol unn)

Drag-and-drop the table to create the new MBO.
The auto-generated Create operation SQL is:

"I NSERT | NTO sanpl edb. dba. Yor kTabl e (Uni queCol utm, Char act er s)
VALUES

(: Uni queCol um, : Characters)"

To avoid entering values for the UNIQUEIDENTIFIER column during insert
operations, change the SQL definition to:

"I NSERT | NTO sanpl edb. dba. Yor kTabl e (Characters) VALUES
(: Characters)"

3. For operations that use uniqueidentifier datatype argument default values, change the
default operation argument datatype to a String instead of the automatically generated
Binary from the Operation Parameters tab in Unwired WorkSpace.

AutoCommit Option for JIDBC MBOs Using an ASE Data
Source

When you create MBOs from Adaptive Server® Enterprise stored procedures that use
temporary tables, you must select the AutoCommit check box in the New Attributes or New
Operation definition screen.

An error message displays in Unwired WorkSpace if Auto Commit is not selected. For
example, create a temporary table named “tempstores”in this stored procedure:

CREATE PROCEDURE dbo. ase_sp

AS

BEGA N
create table tenpstores (tenp_row id integer, tenp_id integer )
i nsert tenpstores select 1, 1
i nsert tenpstores select 2, 2
insert tenpstores select 3, 3
select tenp_row id, tenp_id fromtenpstores group by tenp_row.id
drop table tenpstores

END
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If this stored procedure is used to model an MBO (attributes and operations), when you
preview an operation, this error message displays:

The ' CREATE TABLE' command is not allowed within a nmulti-statenent
transacti on
in the 'tenpdb' database.

Preview Errors for a Web Service Mobile Business Object
with date/time Types

Problem: You see an error when you are previewing a Web service mobile business object
(MBO).

Explanation: If the Web service datetime datatype includes time zone information, the
preview data may not be correct. This issue stems from the different time zones between the
enterprise information system (EIS) and the device client.

Solution: See Sybase Unwired WorkSpace - Mobile Business Object Development for
information about time zone datatype behavior, and modify the Web service MBO
accordingly.

Deployment and Code Generation Errors For MBOs That
Use Large Datatypes

Problem: Deployment and code generation errors occur if an MBO contains attribute(s) with
BIGBINARY datatype but without primary key attribute(s).

In addition, this error displays during code generation and deployment:

Alternate keys are mi ssing! Please check if all attributes are BLOB/
CLOB types.

Solution: Set MBO primary key attribute(s).

Deploying to Unwired Server Fails

Problem: Deployment fails with when you deploy a mobile business object (MBO) to
Unwired Server.

Explanation: This may happen for a variety of reasons, for example, if the data sources bound
to MBOs are not up and running, the Deployment wizard will fail.

Solution: Make sure the data sources associated with the MBOs are up and running.
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Deploying to Unwired Server in a Cluster Fails

Problem: Deployment fails when you deploy a mobile business object (MBO) to Unwired
Server in a cluster.

Explanation: When you deploy a package into a Sybase Unwired Platform cluster, you must
be connected to the Unwired Server designated as the primary server in the cluster. If not,
deployment fails and you see a message similar to following in the server logs:

YYYY- MM DD HH: MMt SS. SSS WARN MVB Thr ead- 466
[ com sybase. sup. server. SUPDonai n] On Non primary servers, you could
not

execut e createDsyncDat aZi p()
java. |l ang. Exception: Current server is not primary, request
rejected.

Solution: Set up a connection profile to the server that has become the primary, and deploy
using that connection. See Sybase Unwired WorkSpace - Mobile Business Object
Development > Configure > Configure - Eclipse Development Environment > Creating a
Sybase Unwired Server Connection Proffile for how to create a new Sybase Unwired Server
connection profile.

Input Parameters Fail to Generate for Complex Data Sources

Problem: For Web service and other data sources with very complex structures with deeply
nested element trees, St ackOver f | owor Qut OF Menor y may occur, or some of the
operation input parameters may not be generated properly.

Explanation: When a WSDL or other complex data source is wsdl is deeply nested, long
processing times and memory errors can result.

Solution: Increase the stack and heap size of the Eclipse runtime parameter in
Unwi r edWor kSpace. bat with- Xnx, - Xns, - Xss arguments, or reduce the complexity
or nested level of the Web service definition of the MBO operation.

Attribute Length Set Incorrectly for Operation and Load
Arguments

Problem: Due to JDBC driver metadata retrieval related API limitations, Unwired WorkSpace
does not always set the correct attribute length, especially for operation arguments and load
arguments. For STRING and BINARY types, if the lengths are unknown, Unwired

WorkSpace sets them to STRING(300) and BINARY (32767) by default, and gives a warning
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to adjust the length to avoid wasting device database space, and/or getting runtime data
truncation.

Solution: Examine the EIS database metadata and adjust the attribute length, the types and
lengths of operation arguments, and the load arguments in Unwired WorkSpace to avoid run-
time errors.

Troubleshoot Code Generation

Provides troubleshooting topics for generating device application code using the client object
API.

Code Generation Fails

Problem: Code generation fails or takes a very long time.

Explanation: This may indicate that the data sources bound to mobile business objects
(MBOs) are not up and running, which prevents the binding to take place. The resulting
performance impact causes code generation to fail.

Solution: Make sure the data sources associated with the MBOs are up and running.

SQL_MAX ROW_SIZE _EXCEEDED

Problem: You encounter a SQL_MAX_ROW_SIZE_EXCEEDED error during client object
API code generation. This means the validation process has detected one or more size
problems in your mobile business object (MBO).

Solution: Review your MBO design, and make the appropriate modifications using this
information. Some possibilities:

» Set the maximum length of string attributes to a smaller number (the default value is 300).
* Change the maximum length of string attributes to 8192. Internally, the SQL datatype of
this attribute will be converted to "LONG VARCHAR".

« Redesign the MBO by removing some attributes.
« Use the proposed page size in the code generation wizard.

Namespace Name Does Not Exist Error

Problem: When generating C# code, this error appears: The type or nanespace
nane <' nane' > does not exist in the nanespace ' SUP. nane. com
(are you mssing an assenbly reference?).'.

The full message, including an example, appears as:

public seal ed cl ass Sal esForceAut omati onDB :
com sybase. af x. Dat abaseBase

{
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}

Error 1 The type or namespace nane 'sybase' does not exist in
t he namespace ' SUP. Mbbil e.comi (are you mi ssing an assenbly

r ef erence?)

C:\ Docunents and Settings\usernanme\ My Docunent s\ Vi sual Studio

2008\ Pr oj ect s\ SFA\ SFA\ Gener at ed Code\ sr c\ SUP\ Mobi | e\ com

\ Sal esFor ceAut omat i onDB. cs 41 54 SFA

Explanation: The namespace name does not follow C# hamespace conventions. In this
example, avoid using patterns that include com and embedding a name, such as Sybase:

o (Xxxx.)+con(.xxx)*
e (XxxX.)+Sybase(.xxx)*
Solution: Change the namespace name to follow C# namespace conventions, and regenerate

C# code. In this example, the conventions would not use com and would include the Sybase
name in the format Sybase. Per si st ence.

Cannot Generate Code with Javadoc Option Enabled

Problem: Code generation fails when trying to generate code to a file system folder named
with Chinese characters with the generate javadoc option selected.

Explanation: This typically occurs if the folder name contains Chinese characters.

Solution: To generate the code to a folder containing Chinese characters, you must first change
the Language for non-unicode programs to Chinese.

1. From the Start menu, select Settings > Control Panel.

Double-click Regional and Language Options, then click the Advanced tab.

3. From the drop-down list, select Chinese, and click Apply.

4. Click OK.

o

Installing the net rim _api.jar or android.jar File
Depending on your Java development environment, install either the net _ri m api . j ar
file (BlackBerry) or the andr oi d. j ar file (Android) to avoid code generation errors when
generating Java code for native application development.

After generating Java code for BlackBerry or Android, error icons appear next to the project
for which you generated the code. These errors can be viewed in the Problems view and
usually in the project's <Mbbi | eAppl i cat i onProj ect Nane>DB. j ava file, and
appear because of dependenciesonthenet _ri m api . j ar orandr oi d. j ar fileifnotin
the project build path. You can avoid these errors by following this procedure for any projects
for which you generate Java code:

1. Install the BlackBerry or Android development environment.

2. During code generation, set Third-party jar file to the appropriate JAR file. For example,
for BlackBerry locate net _ri m api . j ar file, which depends on where the JDE is
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installed. For example, C: \ Progr am Fi | es\ Research I n Mtion
\ Bl ackBerry JDE 5.0.0\Iib.
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Troubleshoot Custom Development

Provides custom coding device applications using the client object API.

Insert Operation Fails for iOS

Problem: A mobile business object (MBO) insert operation fails with a runtime exception for
iOS; however, the same MBO works on Windows Mobile.

Solution: For an attribute that cannot be null, assign a value if the corresponding Property
datatype in the generated MBO Objective-C code is a class (pointer).

When developing an iOS client:

If a non-nullable attribute datatype is converted to a nonprimitive datatype (for example,
class NSNunber or NSDat e) in the iOS client application, verify that the corresponding
property for the MBO instance is assigned a value; otherwise the application may issue a
runtime exception when creating a new MBO instance.

If an Adaptive Server Enterprise column datatype is numeric, during the MBO creation,
the datatype of the corresponding attribute is decimal and non-nullable. In generated
Obijective-C MBO code, the corresponding datatype is NSNunber . When creating a new
MBO instance, assign this property a value, otherwise the application may issue a runtime
exception (its actual value is later replaced by Unwired Server).

MBO Update Fails

Problem: A mobile business object (MBO) that you edited using the C# client API fails to
update upon synchronization.

Solution:

1.
2.

Check the Logs Screen for the detailed log record.
If the log record does not provide enough information, check the C# client API code for
errors, for example:

int id=777; //it's the custoner id

Cust oner cust = Custoner. Fi ndBy(id);

cust. Nane = "sone ot her nane";

cust . Updat e() ;

cust. Submi t Pendi ng() ;

DBCl ass. Synchroni ze();

/...

[/you verify operation log that indicates the update failed at
backend server

...
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cust = Custoner. Fi ndBy(id);

cust. Del ete();

cust . Submi t Pendi ng() ;

DBCl ass. Synchroni ze() ;

...

//you verify operation log that indicates the delete failed
/...

Call cancelPending() after the failed update operation to delete the MBO, for example:

int id=777; //it's the custoner id

Cust oner cust = Custoner. Fi ndBy(id);

cust. Name = "sone ot her nane";

cust. Updat e() ;

cust . Submi t Pendi ng() ;

DBC ass. Synchroni ze() ;

...

//you verify operation log that indicates the update failed at
backend

servercust = Custoner. Fi ndBy(id);

...

Cust oner customer = Customner. Fi ndByl d(id);
i f(errorHappened)

Cust oner . Cancel Pendi ng() ;
}
el se
{ _ _
cust oner. Submi t Pendi ng() ;
}
/...
/lyou verify operation |og that indicates the del ete succeeded
...

Windows Mobile Compile Error For Generated API Project

Problem: A Windows Mobile compile error is encountered when generating a client object
API project.

Forexample: Error 6 'entity. <variabl e> does not contain a
definition for '<variable> and no extension nethod
"<variabl e>' accepting a first argunent of type

"entity. <variable> could be found (are you m ssing a using
directive or an assenbly reference?) C\work\entity_Sol
\entity MBO entity\intrnl\Departnent_rs.cs 45 46 entity_ MBO

Explanation: This error is due to variable name conflicts. The package name includes client
object API reserved words (in the example, "User" is used by OfflineAuthentication.cs, and
"entity" is the field of an internal operation). The compile process could not resolve package
name with the internally reserved words, and reported the error.

Solution: Rename the package, then rerun the compile.
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Cannot Insert DEFAULT in Timestamp Column
Problem: Cannot insert DEFAULT in the timestamp column using the Object API.

Explanation: DEFAULT is a Microsoft SQL keyword, and cannot be set by the client.

Solution: Use this create operation instead:
insert into sql _date (c_datetine, c_snalldt) values(:dtl, :dt2)

Synchronization to SAP Data Source Repeats Excessively

Problem: Created an MBO that is calling a customized RFC with an input parameter. The first
synchronization to the SAP data source works correctly. The second sync executes the first
RFC, then a second one. This causes failures in SAP, because the new update cannot be
transmitted.

Client Names

Explanation 1: Synchronization parameter crosstalk between clients could be causing a
problem if multiple clients are running concurrently using the same name. Synchronization
parameters are stored on Unwired Server by user name.

Solution: Avoid the issue by running each client with a different user name. It is also necessary
to pass the username/password combination using Logi nToSync.

MBO Read Operations

Explanation 2: If you map your MBQ's read operation (through which you retrieve the MBO
attributes) to a backend operation that commits a BAPI, then keep in mind that each time you
perform a synchronization, the sync parameter is stored on Unwired Server. Later, when you
sync it again with another sync parameter value, all the stored sync parameter values are
synced again.

Solution: To avoid this problem, call SyncPar anet er . del et e() toclear the cache after
each synchronization, for example:

<name>Synchr oni zat i onPar anet er param =

nameMBO. get Synchr oni zat i onPar anet er () ;

param del et e();

par am = nameDB. get Synchr oni zati onParaneter(); //nmust re-get the sync
par anet er instance

paramset... //set new sync paraneter val ue

par am save();
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Error When Running Generated 32-bit Windows Code on a
64-bit Machine

Problem: An error occurs in the client API code when myDatabase initializes.

Solution: If you encounter an error when running generated 32-bit Windows device client
code on a 64-bit machine:

1.

In Visual Studio, in the toolbar, select Configuration Manager from the Solution
Platforms list.

In the Configuration Manager, in Active Solution Platform, select New.

In Type or select the new platform, enter x86.

Restart the application.

Error with Multiple Writer Threads Modifying the Same Table
Row

Problem: When an application enables multiple writer threads, there may be an exception
thrown when the multiple writer threads try to modify the same row of a table.

Explanation: This occurs on the KeyGenerator since most of the create,update, or delete
methods on the MBO need to use the KeyGenerator to generate new keys. However, multiple
threads can write to different Local Business Objects.

Solution: Design application to avoid having multiple threads write to the same table row.
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Troubleshoot Mobile Workflows

Provides troubleshooting information about using Mobile Workflow Forms Editor to design,
develop, and test device workflows, and to generate code.

See the Validation Rules section for information about validation rules and error messages.

These log files are useful for troubleshooting:

»  WorkflowClient—shows the interaction between the Mobile Workflow and the data sent to
and from the Unwired Server (to enable, turn workflow client tracing on).

» Sybase Messaging Client (located on the mobile device; not available on iOS) — shows the
interaction between the Sybase Messaging Client on the mobile device and Unwired
Server. On a mobile device that has the Sybase Messaging Client installed, view Sybase
Settings > Show Log.

« Unwired Server — shows activity occurring on Unwired Server.

Operation Fails with NULL Values Not Supported Error

Problem: The operation fails, and NULL <dat at ype> val ues are not
currently supported in the Sybase Message i ent appearsinthe
WorkflowClient log.

Explanation: The Sybase messaging client cannot differentiate between a NULL value and an
empty string. On the device client, there is no way for the user to enter a NULL value for a
particular field, so the operation fails.

Solution 1: Modify the MBO definition so that none of its attributes have a NULL value. For
example:

select enp_id, dept_id, enp_fname, enp_l nane, start_date,
term nation_date = CASE WHEN term nation_date is NULL THEN

' 9999-01-01' ELSE term nation_date END from enpl oyee

Solution 2: Add a filter class for the MBO definition to convert the NULL value to a non-null
value for attributes.

Exception Received with Large Amounts of Data

Problem: You receive an exception when attempting to download a large amount of data.

Explanation: When the amount of data is too large to download to the workflow client device,
you may get an exception similar to:

"i Anywher e. Mobi | e fi ce. AMP. ResponseRet r yExcepti on" on devi ce, and
following error in WrkflowCient.|og:
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20110616T110249. 554| 4| My: 1 -- Execut eRequest- > Cut
20110616T110249. 694] 1]

i Anywher e. Mbbi | eCf fi ce. AMP. ResponseRet r yExcepti on: Exception of
type

"i Anywher e. Mobi | e fi ce. AMP. ResponseRet r yExcepti on' was t hrown.
20110616T110249. 694| 1| at

Sybase. Unwi redPl at f orm Workfl owCl i ent. Utils. CheckMessageSi ze
(String serializedMessage, ContextData oContext Data, Bool ean
fromResponder)

20110616T110249. 694| 1| at

Sybase. Unwi r edPl at f or m Wor kf | owCl i ent . Responder . ProcessMessageFr onD
evi ce

(Cont ext Dat a oContextData, String sData, Bool ean i sSynchronous)
20110616T110249. 694| 1| at

Sybase. Unwi r edPl at f or m Wor kf | owCl i ent . Responder . ProcessSyncRequest
(Cont ext Dat a oCont ext Data, String sDat a)

20110616T110249. 694| 4| My: 1 -- ProcessSyncRequest- > CQut

Solution: Increase the allowed maximum workflow message size
(SupMaximumMessageLength). From Sybase Control Center, expand Workflows and select
the workflow of interest. Select the Context Variables tab. Modify the property.

Mobile Workflow Is Not in the Client List

Problem: The mobile workflow does not appear on the client device.

Explanation 1: The mobile workflow has not been deployed, or has been deployed, but not
assigned to the device.

Solution:

1. Ensure that the user's device has the Sybase messaging client installed, and that it is
configured correctly.

2. Use Sybase Control Center (Device Users > Devices) to ensure that the device is
connected.

3. Deploy the mobile workflow, and assign it to the user's device.
Explanation 2: The mobile workflow does not have a starting point.
Solution: Add a starting point to the mobile workflow.

Explanation 3: The device cannot connect to Unwired Server.
Solution:

1. Check the Sybase messaging client log file for the error Cannot Connect To
Server (503).

2. Ensure the settings on the mobile device (Sybase Settings > Connection) are correct.

116

Sybase Unwired Platform



Troubleshoot Mobile Workflows

3. Ensure that Unwired Server is running, and that the mobile device has connectivity to
Unwired Server.

4. If you are using a Windows Mobile emulator, ensure that Active Sync (Windows XP) or
Windows Mobile Device Center (Windows Vista, Windows 7) is running. In the Device
Emulator Manager, uncradle and recradle.

Explanation 4: The user attempted to set up a previously connected user on another mobile
device, or on a mobile device emulator that has been reset.

Solution:

1. Check the Sybase Messaging Client log file for the error W ong Devi ce For Code
(579).

2. Use Sybase Control Center (Device Users > Devices) to delete the user and reregister the
user.

Mobile Workflow Does Not Receive Notifications

Problem: A mobile workflow, which includes a Server-initiated starting point, does not
receive incoming notifications.

Explanation 1: The workflow has not been deployed, or has been deployed but not assigned to
the device

Solution:

1. Ensure that the user's device has the Sybase Messaging Client installed, and that it is
configured correctly.

2. Use Sybase Control Center (Application > Application Connections) to ensure that the
device is connected and online.

3. Deploy the mobile workflow, and assign it to the user's device.

Explanation 2: The matching or e-mail transformation rules are improperly configured, or the
e-mail message is improperly formatted.

Solution:

1. Verify that the matching rule and e-mail transformation rules are correct and conform to
the e-mail being sent to the device.

2. Send a test notification to the device using the "Send a notification..." option on the Flow
Design page of the Mobile Workflow Forms Editor.

Explanation 3: The Natification Mailbox is not properly configured.
Solution:

1. Use Sybase Control Center to verify that the Notification Mailbox is properly configured.
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2. Navigate to Workflows > Notification Mailbox and ensure that the Enable checkbox is
selected.

3. Ensurethereisadistributionrule (for example, the To: field must contain the value Custom
1) that matches the properties for the device user (Frank's iOS device's Custom 1 property
is set to frank@localhost).

Object Query Listview Does Not Display Data

Problem: A listview that is populated from an object query does not display any data.

Explanation: The listview key does not match the key being returned from the object query.

Solution:

1. Ensure the appropriate key is selected by clicking the drop-down box for the listview's Key
field

2. Redeploy the workflow.

Operation Fails with Package not Found Error

Problem: The operation fails, and Package not f ound appears in the workflow client
log.

Explanation: One or more mobile business objects (MBOs) has not been deployed to Unwired
Server.

Solution: Deploy MBOs and retry the operation.

Operation Fails with Login Failed Error

Problem: The operation fails, and loginFailed:true appears in the workflow client log.

Explanation: The user name not may not be set properly.

Solution: Make sure that the correct user name and domain (for example, supAdmin@default)
are specified. Look for user nane: supAdmi n@lef aul t " in the workflow client log.
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Sybase Settings Program Does Not Appear on Windows
Mobile Device

Problem: The Sybase Settings program does not appear on the Windows Mobile device, after
installing the Sybase messaging client to an actual Windows Mobile device with an
ActiveSync connection.

Explanation: This may happen if you installed silently to the device. Install with messages
turned on.

Solution: Unselect the Silent Install option, then redeploy the Sybase messaging client.

Failed to Create Second Process

Problem: While trying to view a mobile workflow application on the BlackBerry simulator,
the operation fails and a message like Failed to Create Second Process appears.

Explanation: This may happen if you attempt to open more than one webkit for the BlackBerry
simulator. The BlackBerry simulator has a known limitation of only allowing one webkit
instance to run. If you have already opened the browser, then try to open a workflow, you will
receive an error like Fai l ed to Create Second Process.

Solution:

1. Close the other webkits.
2. Reopen the workflow application.

Customized Code is Blocked

Problem: The listview control is blocking a customized section of the wor kf | ow. ht ml so
the customized section is not loaded.

Solution:

1. Open the generated wor kf | ow. ht ml file, located in the Gener at ed Wor kf | ow
\ ht m folder, with a text editor.

2. Set the data-role attribute to "content.”" For example: <di v
cl ass="cust onifopf For n5t yl e" dat a-rol e="content"
i d="topCOf Start_ScreenFor nf ></ di v>

3. Save and close the wor kf | ow. ht m file.

4. In the Generate Mobile Workflow Package dialog, ensure that you uncheck the Generate
option, and redeploy the Mobile Workflow application to Unwired Server.
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Note: The wor kf | ow. ht m file is overwritten every time you regenerate the mobile
workflow package.

Unable to Deploy Workflow

Problem: When generating the Mobile Workflow package, you get an error that the Mobile
Workflow package cannot be deployed similar to this:

Depl oynent to Unwi red Server

Depl oyi ng t he wor kfl ow

Unabl e to depl oy workf | ow

Syst em Web. Servi ces. Prot ocol s. SoapException: Could not find a

part of the path ' C \Sybase\ Unwi redPl at f or ml Server s\ Messagi ngSer ver
\ Dat a\ Mobi | e Workfl owm 117_1".

at Admi n. Repl aceWor kf | ow( Byt e[ ] baZi ppedPackage)

Explanation: Some software, such as Microsoft Security Essentials, locks the temp folder, or
files in the temp folder when they are written by the Workflow installation routine, thus
preventing the Directory.Move from succeeding.

Solution: Disable Microsoft Security Essentials.

Operation Fails With a "COMException" or "Response too
large"

Problem: The operation fails, and the phrases "COMException™ and "Response too large" is
seen in the WorkflowClient trace log, or on the client.

Explanation: By default, only messages of 1MB or less are allowed.

Solution: To increase the size limit for messages, change the value of the
SupMaximumMessageLength context variable for your mobile workflow application. See
Sybase Control Center for Sybase Unwired Platform > Deploy > Mobile Workflow Packages
> Configuring a Mobile Workflow Package > Configuring Context Variables for Mobile
Workflow Packages.

MincheckAffectedRowCountException Error Received

Possible explanations and solutions for the Mincheck AffectedRowCountException error.

Explanation 1

If the database data has "\r\n" line endings and if that data is used in an update statement, the
data from the workflow control is compared to the database data and they will not match, so an
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MincheckAffectedRowCountException error is thrown. The Document Object Model
(DOM) parser converts "\r\n" at the end of line characters to just "\n" when the workflow
message is received from the server.

Solution: Inthe Cust om j s file, add this code to customBeforeSubmit to turn the "\n" back
to "\r\n™:
var i dx;
var val ues = workfl| omvessageToSend. get Val ues();
var count = val ues. get Count ();
var keys = val ues. get Keys();
for (idx = 0; idx < count; idx++) {
var data = val ues. get Dat a( keys[i dx]);
var dataType = data. get Type();
i f (dataType === "TEXT") {
var val ue = data. getVal ue();
if (value.indexO("\n") > 0) {
var newal ue = val ue.replace(/\n/gi, "\r\n");
dat a. set Val ue( newval ue) ;

}

Explanation 2
The client is specifying outdated values for an update operation, which do not match the values
in the back-end data source.

1. Inthe workflow client log, if you see
com sybase. vader . da. j dbc. M nCheckAf f ect edRowCount Except i on,
check the preceding line, which should include JsonCont ent .
This line contains the old values that are being sent from the client.

2. Check these values against the outdated values in the back-end data source, determine
which are different, and make appropriate changes.

Mobile Workflow Push Notification Not Processed

A Mobile Workflow push notification is not processed, even though the back-end database is
updated with the data.

Explanation: This may happen if another e-mail client is configured and accessing the
workflow Notification Mailbox at the same time as the workflow.

Solution: Do not configure other e-mail clients that may intercept the mobile workflow
message before it is sent to the Notification Mailbox.
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Troubleshoot Device Clients

Provides troubleshooting information for device client applications that are typically
deployed in the field.

Device Provisioning

Provides troubleshooting information for provisioning device application clients using
Afaria.

Device Cannot Communicate with Afaria Server

Problem: When Afaria is part of the same mobile enterprise as Unwired Platform, Afaria
Server appears to not respond to incoming requests from Unwired Platform components.

Solution:

« Ensure that Afaria Server is running.

» Check whether the device browser can open Web pages correctly to determine whether
device network access is functioning.

Problem Loading .cod Files on the BlackBerry Device

When trying to load the .cod files for a Hybrid Web Container or BlackBerry application on
the BlackBerry device you receive an error saying "The following modules could not be
loaded because their digital signatures were invalid."

Explanation: The IT policy on the BlackBerry device might be preventing you from loading
the necessary .cod files.

Solution: Ask your BES Administrator to modify the IT Policy for your device, to enable the
installation of third-party applications.

Device Clients

Provides troubleshooting information for device application clients. Some topics may apply
to device application clients in general, while others may be specific to platform types.

No Workflow Message is Sent

Problem: After a new hybrid web container has been installed on a device, attempts to connect
the device to Unwired Server or to send a data change notification (DCN) result in an error: No
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wor kf | ow nessage i s sent because no device is found to send
the notification.

Explanation: When a new application and application connection are created and registered
from Sybase Control Center, by default there are no users associated with a device. Once a user
invokes the workflow from the device, the device user binds to the application connection, and
the device user appears in the Application User tab in Sybase Control Center.

In this case, the application and application user connection failed to bind when the user
invoked the workflow from the device, resulting in a message similar to:
{"id":"dcntest_test_001", "success": fal se, "statusMessage":

"no wor kfl ow nessage i s sent because no device is found to send the
noti fication"

,"resul t":

[{"id":"dcntest_test_data_1","success":true, "statusMessage":""}]}

Solution: To initiate the binding manually, instruct the user to invoke a workflow from the
device, or run an MBS application on the device. This action should invoke a certain MBO
query, which requires a Sybase Unwired Platform user.

1. Invoke any other Unwired Platform application (for example, a client-initiated or server-
initiated workflow application, or a native application), which maps an Unwired Platform
application connection to an MBS user.

2. Send the DCN with to":" < this SUP user>.

Synchronization Fails in a Remote Server Environment
Problem: Synchronization fails due to an error on the server.

Explanation: This may happen if you configured sampledb in a remote server environment,
and accepted the default server name "localhost." The default server name causes
synchronization to fail.

Solution: Ensure that the sampledb server name reflects the exact IP number or server name of
the remote server:

1. Launch Sybase Control Center, and, in the Administration perspective, open the remote
cluster.

2. Inthe left navigation pane, expand the appropriate domain, and click Connections.
In the Connections tab, select sampledb, and click Properties.

4. In the Properties dialog, edit the sampledb server name value to reflect the appropriate
remote server name or IP address.

w

Synchronization Fails With OutOfMemory Error

Problem: The device application seems to hang for 15 or 20 minutes, then synchronization
fails with aj ava. | ang. Qut Of Meror yEr r or or Qut Of Menor yEr r or message.

Explanation 1: The load and synchronization parameters may not be set correctly to eliminate
extraneous data. The volume of synchronized data, both from the enterprise information
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system (EIS) to the cache database (CDB), and from the CDB to the device client is causing
the out-of-memory error.

Solution: Redesign the mabile business object (MBO) to take better advantage of both the load
and synchronization parameters. Search Sybase Unwired WorkSpace - Mobile Business
Object Development for the topic Combining Load and Synchronization Parametersto learn
more.

Explanation 2: The device database page size may be too small.

Solution 1: Increase the page size for the device, using the Sybase Unwired WorkSpace code
generation wizard. Search Sybase Unwired WorkSpace - Mobile Business Object
Developmentfor the topic Generating Object APl Code, or search the appropriate Developer
Guide for information about generating code for a specific device platform.

Synchronization Fails With Exception
Problem: Some applications fail to synchronize, and report either an uncaught exception for
wai t For KeyGener at or when calling the subscribe method, or an
Qut O Menor yExcept i on.

Explanation: This may happen if Unwired Server does not send the key generator row in
response to a login request from the client within 20 seconds of the client's subscribe request.
This is typically because the mobile business object is handling a large amount of data. It can
also happen if there is a connection problem with the enterprise information system (EIS) that
slows response time.

Solution: Try one or more of these:

» Increase the Unwired Server Max Heap Si ze. Search for the Configuring System
Performance Properties topic found in both System Administration and the Sybase
Control Centeronline help.

» Redesign the mobile business object (MBO) to handle less data in a transaction.
» Develop custom logging to better trap error messages for more details.

Timeout Errors During Client Synchronization

Problem: Various timeout errors are reported during client synchronization, especially in a
cluster configuration.

Explanation: This may indicate that performance tuning is required to make Unwired Server
processing more efficient.

Solution: Take one or more of the following actions to improve performance.

Action 1: Review the Configuration
Review the cluster configuration for settings that may impact performance.
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1. Monitor the CPU utilization during client synchronization to determine the percent used.
Utilization should be less than 80% for the cluster; ideally no more than 70 — 80%. If it is
higher, check the Unwired Server logs for related messages.

2. High CPU utilization may indicate the cluster is bound by physical 1/O (the disk queue is
over utilized). The administrator may check the performance monitor to confirm this state.
When the disk queue is backed up, requests may start to time out and the overall system
throughput will degrade. Follow the Sybase Unwired Platform Performance and Tuning
white paper instructions to reduce the load on the cluster by decreasing the number of
MobiLink threads on each SUP node. The white paper is located on the SAP Developer
Network Web site: Attp.//www.sdn.sap.com/irj/san/mobile. Click on Sybase Unwired
Platform, and navigate to the white paper category.

Action 2: Reconfigure Client Connections

Configure the client connections to use a longer timeout on the connection. The default is the
minimum value of 240 seconds, and the maximum value is 600 seconds. This value is set by
adding the timeout property and desired value to the NetworkStreamParams on the
connection.

For CS/UltraL ite, assuming the generated DB class name is "MyPackageDB", the code to set
timeout could be:

MyPackageDB. Get Synchroni zati onProfil e(). NetworkStreanmParans="truste
d_certificates=;url_suffix=;tineout=600"

For Java/UltraL.iteJ, you cannot set timeout, because UltraLiteJ does not provide an API to set
a timeout value for client connection. Sybase Unwired Platform generated client code for
UltraLiteJ (such as for Java desktop and RIM replication based synchronization client) only
supports the "trusted_certificates" and "url_sufffix" properties in NetworkStreamParams. If
you set other properties in NetworkStreamParam, they will be ignored.

For additional information on setting the NetworkStreamParams properties, search System
Administration for references to "stream parameter." The topic Verifying Device Client
HTTPS Setup provides this sample code for setting stream parameter:

"url _suffix=/ias_relay_server/client/rs_client.dll/
[SUP_FARM I D] ;tls_type=RSA; trusted_certificates=rsa_root.crt;identi
ty=id_client.pemidentity_password=pwd; "

Action 3: Modify Client Application Code
Add retry logic to your client application code to retry syncs that fail with timeout.

Device Operation Fails With SQLE NOT IMPLEMENTED Error

Problem: A Windows Mobile or BlackBerry device throws an Exception with the message
SQLE_NOT_| MPLEMENTED.

Solution: If the device client database throws the exception SQLE_NOT_| MPLEMENTEDIina
JOIN query, check your join fields to make sure they are the same type.
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No Data Displays on Device Client

Problem: No data displays on an iOS or Windows Mobile device, and no error message
displays.

Explanation: This may happen because of a subscription failure. Because of the failure, no
data is downloaded to the device. Possible causes:

e i0S —the DOE Connector Listener URL is not correct.

« Windows Mobile - the client is not connected to the messaging service (the user displays as
offline in the Sybase Control Center administrative console). The DOE Connector
ESDMA package did not deploy properly (especially if the Listener URL is not correct).

Solution:

1. Verify that the DOE Connector Listener URL is correct.
2. Redeploy the DOE Connector ESDMA package.

See:

o Sybase SAP DOE Connector Installation Guide

»  System Administration for Sybase Unwired Platform > System Reference > EIS Data
Source Connection Properties Reference > SAP DOE-C Properties

» Sybase Control Center > Configure > Configuring Unwired Platform > Packages >
Configuring Messaging and DOE-C Package Device Settings

Synchronizing the Device Application Returns Only One Row of Data
Problem: If the enterprise back-end database table has no primary key and contains multiple
rows of identical information in every column, a device application user can synchronize only
one row.

Explanation: If adevice application user tries to create multiple rows that are identical in every
column, it succeeds to update the back-end database, but only displays one column on the
client and the cache database (CDB).

Solution: verify the back-end database has a primary key.

Packet Dropped State

Problem: User stops receiving packets for a package subscription and "Packet Dropped"
displays as the subscription status for the user and device ID.

Explanation: A problem has occurred in processing the packet. No further packets sent to
subscriptions for this package will be processed until the problem is fixed.

Solution:

1. Inthe Unwired Server log, locate the lines recording the packet drop.
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a.

b.

In a text editor, open <SUP_i nst al | di r >\ Ser ver s\ Unwi r edSer ver

\ | ogs\ <server_nane>-server.| og.

Search for "packet-dropped™ or "packet dropped" — you should find two consecutive
lines that show this text far to the right:

...Detected a packet-dropped candi date nessage ...
...DCE-C is negotiating a DOE packed dropped nessage:

2. Determine the reason that the packet was dropped.

a.

If you see this line below following close after the two lines above, the packet was
dropped because the packet drop size was exceeded:

MESSACGE: Request Entity Too Large

Look further to the right in the first line above and note the "size" value and the
"maximum" value:

...candi dat e nessage - size ####, nmaxi num ####H

If you see this line below following close after the two lines above, the packet was
dropped because the packet read timed out — the packet could not be processed in the
time allotted:

Read tined out : Read tinmed out

If you see neither of the lines above following close after the first two, the packet was
probably dropped because it could not be parsed correctly.

3. Use the table below to finish resolving the issue.

Reason for | Next action Resolution options
drop

Packet drop size | Check with your SAP ad- | If your SAP administrator can reduce the packet size
exceeded ministrator to see if the below the packet drop size:

packet "size" value can be
made smaller than the
"maximum"” value (the
packet drop size).

1. Have the SAP administrator can reduce the packet
size.

2. Unsubscribe and resubscribe all affected user de-
vices.

If your SAP administrator cannot reduce the packet
size below the packet drop size:

1. Verify that user devices can handle a packet as
large as the one that was dropped.

2. InSybase Control Center, increase the packet drop
size to accommaodate the size of the dropped pack-
et: select the package, go to the Subscriptions tab,
click the Properties button.
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Reason for
drop

Next action

Resolution options

Packet read
timed out

Contact your network ad-
ministrator.

Have your network administrator verify that the time-
out was not caused by an unrelated network problem.
For example, if the DOE server was unable to resolve
the hostname of the Sybase Unwired Server, or a net-
work router failed, a read timeout would result.

If you have ruled out network problems as the cause of
the timeout, have your SAP administrator increase the
packet read timeout value for the package on the SAP
end.

Then, in Sybase Control Center, increase the packet
read timeout value for the package: under Domains,
select default, Connections, select the package, then
click Properties — DOE SOAP Timeout is the packet
read timeout setting.

Packet could not
be parsed cor-
rectly

Contact your SAP admin-
istrator.

Have your SAP administrator fix the parsing issue for
the package on the SAP end.

For more information on:

» Understanding packet drop size — see System Administration for Sybase Unwired
Platform > System Reference > EIS Data Source Connection Properties Reference > SAP
DOE-C Properties

e Setting packet drop size and read timeout in Sybase Control Center — see Sybase
Control Center Online Help > Configure > Packages > Viewing and Changing Messaging
and DOE-C Package Connection Properties

e Setting packet drop size and read timeout with the Command Line Utility — see
Installation Guide for Sybase SAP DOE Connector > SAP DOE Connector Command
Line Utility > Package Management Commands > setEnapointProperties Command,

Pattern is Too Long Exception

Problem: An exception—The pattern is too | ong—is reported while trying to
update an existing value on a back-end database, via mobile device.

Explanation: This case may happen when a mobile business object's (MBQ's) operation
definition is generated by dragging and dropping a database table to the object diagram in
Unwired WorkSpace.

The error is caused by an incorrect LIKE clause. The LIKE clause should not be used by a text
data type whose length is greater than 254 characters, or a binary data type. The LIKE clause is
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the Unwired WorkSpace's best effort to resolve operations executed against tables that do not
contain a primary key.

Solution: Redesign the back-end database to contain a primary key on the offending table.

Feature Not Implemented Exception

Problem: An INSERT operation on the client device results in an exception similar to:
Feature 'n/a' not inplenented.

Explanation: This may indicate that page size is not large enough to accommodate all MBO
attributes included in the mobile application project.

The page size should be larger than the sum of all attribute lengths for any MBO which is
included with all the MBOs selected, and must be valid for the database. If the page size is
changed, but does not meet these guidelines, object queries that use string or binary attributes
with a WHERE clause may fail.

Solution: Regenerate the code, this time specifying a larger page size. For information search
Sybase Unwired WorkSpace - Mobile Business Object Developmentfor the topic Generating
Object API Code, or search the appropriate Developer Guidefor information about generating
code for a specific device platform.

Synchronization Key Rows Must be Unique

Problem: For device clients connecting to DOE, duplicate usage of synchronization keys on
inbound create, read, update, or delete (CRUD) messages from device clients can cause
unexpected behavior on the DOE side.

Solution: Ensure that synchronization keys are globally unique identifiers (GUID) and that
every single row is unique.

BlackBerry

Provides troubleshooting information specifically for BlackBerry device application clients.

Uncaught exception:java.lang.Error
Problem: You receive an uncaught excepti on: j ava. | ang. Er r or when starting a

device application on a BlackBerry device.

Solution: Verify that the mobile application package containing the mobile business objects
referenced by the device application has been deployed to Unwired Server.

BlackBerry Device Login Error
Problem: The BlackBerry device reports login errors for various situations.

Explanation: The login error may be reported for various situations, in addition to login
problems.
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Solution: Review the Unwired Server log to get the exact error.

BlackBerry Device Synch Fails
Problem: BlackBerry device synchronization fails, and the Unwired Server log reports a
Cannot synchr oni ze message.

Thread- 141 [com sybase. m . sup. Logger] [-10013] Version
"default_flightnodel sanple.1 0
not found in the m _script_version table. Cannot synchronize

Explanation: A package type mismatch can cause synchronization errors; for example, if the
device synchronizes an RBS package with a deployed MBS package, the synchronization will
fail.

Solution: Redeploy so the package types match.
BlackBerry Device Client Cannot Sync

Problem: The BlackBerry device client cannot synchronize and reports a
SynchrnozationException message that indicates a SQLE_COVMUNI CATI ONS_ERROR.

Explanation: For applications that use replication-based synchronization (RBS), this may
indicate the Unwired Server is down.

Solution: Report that Unwired Server is down, or wait for it to come back online.
BlackBerry Device Cannot Find Valid Certification Path

Problem: The BlackBerry device client cannot set up a secure connection and reports
aSynchr oni zat i onExcept i on message that indicates a certification problem.

Conmuni cation error sun.security.validator.ValidatorException: PKIX
pat h bui |l di ng

failed: sun.security. provider.certpath. SunCert Pat hBui | der Excepti on:
unable to find valid

certification path to requested targetDetails:

Explanation: One of the most common causes for not being able to set up a secure connection
is an invalid certificate.

Solution: Make sure the certificate is valid, and the secure connection is set up correctly.

BlackBerry Simulator Fails to Load URL

Problem: In your application, when you attempt to open a URL on an older BlackBerry 6.0
simulator, the URL fails to load, and the sim the error message 'Failed to create a second
process.'

Explanation: The showUr | | nBr owser method does not work on older BlackBerry 6.0
simulators.

Workaround: Use a later version of the simulator, such as 6.0.0.534.
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Value INTEGER Out of Range For Destination Error
Problem: When you enter a value on a BlackBerry device in an attribute of the BY TE type, you
receive this error when submitting the data.

Explanation: This error can happen if the mobile business object is associated with a SQL
Anywhere database. With SQL Anywhere, the tinyint column is automatically mapped to be
an unsigned TINYINT type attribute, which can hold values from 0 to 255. However, if you
manually map the tinyint column to a BYTE attribute, on BlackBerry devices, only values
from 0 to 127 can be used.

Zero Value Returned Instead of Personalization Key Value
Problem: A zero value was returned on a BlackBerry device instead of the expected
personalization key value.

Explanation: This is expected behavior if a default value is not set for a non-nullable
personalization key. When a default value is not set for a non-nullable numeric personalization
key, the object API can only return a zero for get XXX methods.

Solution: If a default value is not set, the device user must set the personalization key value
manually. Alternatively, redesign the application to include the default value.

Date Time Picker Pops up on BlackBerry Simulator
On BlackBerry 9800 Simulators, the native datetime/date/time picker always pops up, even
when clicking the datetime/date/time type Read-only edit box in the detail screen.

Explanation: When the disabled datetime/date/time HTML field is clicked, the native
datetime/date/time picker pops up. This only happens on the BlackBerry simulator, not on
BlackBerry devices.

Solution: None. Do final testing on a BlackBerry device to confirm.
OutOfMemory Error on BlackBerry Simulator

Problem: Received an OutOfMemory error on the BlackBerry simulator after inserting a
graphic image, saving, and submitPending in the client.

Explanation: Assuming the mobile business object (MBO) is set properly with a single binary
attribute, this can mean the size of the binary attribute is not sufficient. You may need to
expand its size.

Solution: Reset the simulator default heap size to a larger value. You may need to experiment
with the BlackBerry simulator you are using. For example, you might develop guidelines such
as these after experimenting with a BlackBerry 9550 simulator:

« If you set the simulator heap size to 100MB — the suggested size of the binary attribute is
2.5MB. Beyond that size you will probably see an OutOfMemory error in the client.

« If you set the simulator heap size to 256 MB — the suggested size of the binary attribute is
6MB. Beyond that size you will probably see an OutOfMemory error in the client.
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If an MBO has more than two binary attributes, Sybase recommends that their combined size
not exceed the limit. The OutOfMemory error might not occur if you exceed the limit, but it is
a suggested guideline to prevent exceeding the limit.

Server Response Timeout Error on BlackBerry Simulator
Problem: After restarting the BlackBerry client simulator, received a Server Response
Timeout error in the event status log (Sybase Setting > Show Log).

Explanation: This typically indicates a problem within the BlackBerry MDS simulator
environment. For example, the timeout setting in the BES/MDS configuration may be set too
low for Unwired Server.

Solution: Restart the MDS and device simulator frequently to start fresh.
Server Response Timeout Error on BlackBerry Device

Problem: The BlackBerry device client shows a Server Response Timeout error in the event
status log (Sybase Setting > Show Log).

Explanation: In general, a "Server Response Timeout" error means that the server did not
respond to an HTTP request in a timely manner. This typically indicates that the request was
too large or the network too slow to complete a request before either the BES or the network
layer on the client timed it out. This could be caused by the BES/MDS configuration being set
toatimeoutthat is too short for the kind of requests being sent (for example, very large uploads
or downloads). Additionally, a slowly responding Unwired Server (perhaps because it is
overloaded) could cause the same error.

Solution: Check Unwired Server, the network, and BES/MDS configuration settings, and tune
for better performance. See the Sybase Unwired Platform Performance and Tuning white
paper for performance tuning information. The white paper is located on the SAP Developer
Network Web site: Attp.//www.sdn.sap.com/irj/san/mobile. Click on Sybase Unwired
Platform, and navigate to the white paper category.

Workflow Messages Not Delivered to Inbox

Problem: You only receive workflow messages in the inbox after restarting the client. The
device shows 'Online' in SCC, and the Show Log message "Awaiting Server Notification"
appears. Only after you restart the client is the message delivered to the inbox.

Explanation: The problem may be caused by having the Unwired Server installed on one
machine or VM, and the BlackBerry and MDS simulator running on another machine or VM.

Solution: Change the BlackBerry Push Configuration in Sybase Control Center to point to the
machine or VM running the BlackBerry MDS simulator, rather than the default configuration
of localhost:8080.

i0S
Provides troubleshooting information specifically for iOS device application clients.
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iOS Device Synchronization Fails
Problem: iOS device synchronization fails, and the Unwired Server log reports a
subscri beFai | ur e message.

Explanation: A package type mismatch can cause synchronization errors. The

subscri beFai | ur e message imports a log record to the client with the reason for the
failure (such as package not found, or invalid credentials). You can use the database class
method getLogRecords to get the record that was imported.

Solution: Use message information to solve the problem. For example, you may need to
provide valid credentials, correct settings (for example, only MBS is supported for iOS), or
reinstall the package on Unwired Server.

iOS Device Cannot Sync
Problem: The device client cannot synchronize with Unwired Server, with errors.

Explanation 1: The Unwired Server may be down. The error would report an NSExcept i on
that includes name: | ogi nToSync,and reason: No connection to server
because the Unwired Server is down or unreachabl e.The

| ogi nToSync method can detect if the server is unreachable (the messaging layer is not in
"Connected" state) within a timeout.

Note: Sybase does not recommend using | ogi nToSync, because it blocks while waiting for
network response. Instead, use begi nOnl i neLogi n. This call sends the login message to
Unwired Server and returns immediately. The application is then responsible for detecting
login success or failure using the callback handler.

Solution: Report that Unwired server is down, or wait for it to come back online. Alternatively,
redesign using begi nOnl i neLogi n.

Explanation 2: The connection between the device and Unwired Server may be down. You can
test to make sure the device is connected as required using the SUPApplication API:

I/ make sure connection established
whil e ([ SUPApplication connectionStatus] !=
SUPConnect i onSt at us_ CONNECTED) {
NSLog(@waiting to connect...");
sl eep(2);

NSLog( @ connecti on established");
while ([ SUPApplication registrationStatus] !=
SUPRegi strationSt atus_REG STERED) {

NSLog(@waiting to register...");
sl eep(2);

NSLog( @ r egi stration conpl eted");
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[ Sanpl eApp_Sanpl eAppDB begi nOnl i neLogi n: @ supUser "
passwor d: @ s3pUser"];

whi | e([ Sanpl eApp_Sanmpl eAppDB get Onl i neLogi nSt at us] . status ==
SUPLogi nPendi ng)

[ NSThread sl eepFor Ti nel nterval : 0. 2] ;

/Il After this, the status will be either SUPLogi nSuccess or
SUPLogi nFai | ure
i f([Sanpl eApp_Sanpl eAppDB get Onl i neLogi nSt at us] . status ==
SUPLogi nSuccess)
[ Sanpl eApp_Sanpl eAppDB subscri be] ;

Solution: This reports the connection status. With a connection established, run this code on
the device. After you run the code on the device, you can check from Sybase Control Center to
see if the device is online.

Repeating a Query Produces No Results

Problem: On an iOS device, you cancel a query for a mobile workflow message, then repeat
the same query. The second query does not produce results, and you see a message similar to
Error value is null or enpty.

Solution: Redesign the client application using the Mobile Workflow Forms Editor to prevent
users from navigating back in the client application.

Localized Container Application Displays English
Problem: Your localized container application displays in English, rather than the target
language.

Explanation: You have set the local and language set to your target language, but instead see
English displayed in the container application.

Solution: Check to make sure the correct region is set by selecting International > Region
Format on the iOS device.

Windows Mobile and Windows

Provides troubleshooting information specifically for Windows Mobile and Windows device
application clients.

Windows Mobile Device Synchronization Fails
Problem: Windows Mobile or Windows device synchronization fails.

Explanation: If the device synchronizes a replication-based synchronization (RBS) package
with a deployed MBS package, the synchronization fails. The Unwired Server log will contain
an error message indicating that the script version is not found.
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Thr ead- 141 [ com sybase. m . sup. Logger] [-10013] Version
"default_flightnodel sanple. 1 0
not found in the m _script_version table. Cannot synchronize

If the device uses message-based synchronization (MBS) mode to subscribe to a deployed
RBS package, the device application receives a 404 error indicating "Package not enabled for
message-based synchronization."

Solution: Redeploy so the package types match.

Windows Mobile Device Cannot Sync

Problem: The Windows Mobile or Windows device cannot synchronize. Additional error
messages and behavior differ for replication-based synchronization (RBS) and message-
based synchronization (MBS).

Explanation: This may indicate the Unwired Server is down or unreachable.

« For RBS clients, if the device attempts to synchronize with the Unwired Server but the
Unwired Server is down, the device receives a SynchronizationException indicating a
SQLE_COVMUNI CATI ONS_ERROR.

« For MBS clients, the Sybase Messaging Client will keep retrying the request. The request
will be handled when the Unwired Server restarts.

Solution: Report that Unwired Server is down, or wait for it to come back online.

Windows Mobile Device Cannot Establish Secure Connection

Problem: The Windows Mobile or Windows device client cannot set up a secure connection
and reports a Synchr oni zat i onExcept i on message that indicates a communication
error.

Explanation: One of the most common causes for not being able to set up a secure connection
is an invalid certificate.

Solution: Make sure the certificate is valid, and the secure connection is set up correctly.
Cannot Test Database File on SD Card from Simulator

Problem: Cannot test a database file that is stored on an SD card from the Windows Mobile
simulator.

Explanation: This is a known limitation of the Windows Mobile simulator. The simulator
cannot test files on the SD card.

Solution: If you want to test the database file on the SD card, you must use a real device.
Failed to Create Component TextBox

Problem: Failed to create a component TextBox using drag and drop for a Windows Mobile
client application. Error messages provide additional information.

Failed to create conmponent 'TextBox'. The error nessage
follows: 'System | QO Fil eLoadException: Could not load file or
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assenbly ' M crosoft. W ndowCE. For ns,
Version=3.5.0.0, Cul ture=neutral, PublicKeyToken =..."

Explanation: This indicates you must use a Windows command to complete the action.

Use the Windows command gacutil /i M crosoft. W ndowCE. Forns. dl | to
add the assembly to the cache.

Android
Provides troubleshooting information specifically for Android device application clients.

Client Failed to Initialize Error
Problem: After registering, the Android device client shows a Client Failed to Initialize error
in the messaging log.

Explanation: The message is not accurate and can be ignored.
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Troubleshoot Command Line Utilities

Provides troubleshooting information for Sybase Unwired Platform command line utilities.

Utilities Cannot Locate djc-setenv.bat

Problem: Environment variables are frequently defined in the setup dj c- set env. bat .
However, if you do not run these utilities from <Unwi r edPl atform I nstal | Di r >
\ server s\ unw redser ver\ bi n, Unwired Platform command line utilities cannot
find this setup script. This causes the command line utility to not run as expected.

Solution 1: Remember to manually change to the bi n folder before running the utility.

Solution 2: Use the following command line syntax to add a CD command in the batch file to
change the directory before calling the utility:

"cd <UnwiredPl atform Install Dir>\servers\unw redserver\bin &
<Unwi redPl atform_ I nstal | Di r>\servers\unw redserver\bin
\utilityNane. bat
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Validation Rules

Validation rules ensure that mobile business objects (MBOs) and the device applications and
lightweight mobile workflow applications they interact with perform as expected in an
enterprise environment. Error messages report problems and are useful for diagnosing the
problem.

Mobile Business Object Validation Rules and Error
Messages

Unwired WorkSpace (Eclipse) mobile business object (MBO) validation rules and error
messages are divided into sections based on where in the MBO development cycle the
validation rule applies.

Some errors and warnings are generated when you violate a validation rule, while others may
occur during code generation, deployment, or when used within the device application, in
which the error might not be obvious. Error information includes:

« Severity and message — there are two types of messages generated if a validation error
occurs:

| . . . .
= Warning messages — A nonfatal error that requires attention, or a failure may occur
at a later time.

@ Error messages — the operation being performed fails. You must resolve the error.

» Message - the actual error message, if any, that is generated if the validation rule is
violated.

« Action —any additional details regarding the validation rule and how to resolve the error.

Note: You can identify some validation errors in Unwired WorkSpace by the warning or error
icon that appears within the context of the error. For example:

« Inthe Properties view, if you add an unmapped parameter to an attribute, a warning icon
and message appear. The same warning icon also appears in the header of the MBO in the
Mobile Application Diagram.

» Mobile application project folders in WorkSpace Navigator display warning or error icons
for invalid objects within the folder (MBOs, roles, personalization keys, and so on). You
can isolate the error by expanding the folder until you reach the object with the error.

Other types of errors, for example deployment errors, generate messages.
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In general, be aware of warning and error icons and messages, and resolve them early in the
development cycle to ensure proper deployment, code generation, and device application

function.

Mobile Business Object, Attribute, and Structure Object Error

Messages and Validation Rules

These validation rules and error messages apply to mobile business objects (MBOs),
attributes, and structure objects (complex object types), and are enforced during MBO
development, and, in some cases, when you deploy the MBO to Unwired Server. Messages are
also generated when validation rules are violated.

Table 7. MBO, attribute, and structure validation rules and error messages

Severity and message

Cause

Action

Error: Invalid mobile business object
name: '<MBO Name>'. A valid iden-
tifier name must begin with an alpha-
betic character or an underscore, fol-
lowed by alphanumeric characters or
underscores.

The MBO name is invalid.

Enter a valid name.

Error: Invalid mobile business object
name: '<MBO Name>', name cannot
be a Java or C# language keyword.

The MBO name is a Java or
C# keyword, such as binary,
boolean, byte, char, date, da-
tetime, time, decimal, double,
float, object, int, integer, long,
short, string, switch, and so
on.

Do not use Java or C# keywords as
MBO names.

Error: Invalid mobile business object
name: '<MBO Name>', the length
must be less than 64.

The length of the MBO name
is longer than 64 characters.

Enter a name that is less than 64
characters.

Error: Invalid mobile business object
name: '<MBO Name>', name cannot
be a reserved attribute name.

The MBO name is a reserved
attribute name: pending, re-
playPending, replayCounter,
disableSubmit, pending-
Change, lastModified, and de-
leted.

Enter a valid name.
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Severity and message

Cause

Action

Error: Invalid mobile business object
name: '<MBO Name>', name cannot
be a reserved word.

The MBO name is a reserved
MBO name: KeyGenerator,
OperationReplay, ServerPer-
sonalization, ClientPersonali-
zation, SessionPersonaliza-
tion, LogRecordImpl, and
KeyGeneratorPK.

Enter a valid name.

Error: Invalid mobile business object
name: '<MBO Name>', name cannot
be a reserved internal type name.

The MBO name is an internal
reserved type: "object", "bi-

nary", "boolean”,
"byte","char", "date", "date-
time", "decimal”, "double",
"float", "int", "integer",
"long", "short",
"string”,"time"

Enter a valid name. For example,
naming the MBO Date, DateTime,
or Time results in an error when
deploying the MBO.

Error: Duplicate mobile business ob-
jectname: '<MBO Name>'". The name
is case-insensitive.

An MBO with the same name
already exists.

Enter a valid and unique name.

Error: Duplicate name: '<MBO
Name>' in the object query.

The name of the MBO is the
same as the name of an exist-
ing object query.

Enter a valid and unique name.

Error: The name: '<MBO Name>' du-
plicates with an operation name.

The name of the MBO is the
same as the name of an exist-
ing operation. Validation oc-
curs after creating the MBO
after a table name change to
an operation or attribute, then
dragging-and-dropping the
table to create the MBO.

Enter a valid and unique name.

Error: The name: '<MBO Name>' du-
plicates with an attribute name.

The name of the MBO is the
same as the name of an exist-
ing attribute.

Enter a valid and unique name.

Error: Invalid structure name:
'<Structure Name>'. A valid identifier
name must begin with an alphabetic
character or an underscore, followed
by alphanumeric characters or under-
scores.

The structure type name is in-
valid.

Enter a valid name.
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Severity and message

Cause

Action

Error: Invalid structure name:
'<Structure Name>'. A valid structure
type name cannot be the same as the
primitive type names.

The structure type name is a
primitive datatype supported
by Unwired WorkSpace. For
example, int, boolean, and so
on.

Enter a valid name.

Warning: Neither attribute nor opera-
tion is defined for the mobile business
object: '<KMBO Name>'.

An MBO exists without at-
tributes or operations.

Define attributes, operations, or
both for the MBO.

Warning: Attributes are not defined
for the structure: '<Structure Name>".

A structure exists without at-
tributes.

Define attributes for the structure.

Error: Attributes are not defined for
the mobile business object: '<MBO
Name>',

This error occurs in the MBO
Creation wizard, in the "At-
tributes mapping" page if the
wrong datasource operation
definition is specified on the
"Definition" page. In these ca-
ses, the data source operation
cannot run successfully or
there is no output record for
the operation. No attributes
are generated for the MBO.

In the MBO Creation wizard, do
one of:

» Click Back to return to the
"Parameters" page and verify
that the correct default values
are set. Correct any values as
necessary then click Next to
retry.

* Click Back until you reach the
"Definition" page and verify
that the correct definition for
the datasource operation is
specified. Correct the problem
and click Next, and specify de-
fault values for the parameters
(arguments) on the "Parame-
ters" page. Click Next to retry.

Warning: Attributes are not bound to
the back-end data source: '<MBO
Name>'.

You can create an MBO with-
out specifying a datasource,
by selecting Bind data
source later from the "Data-
source" page of the MBO Cre-
ation wizard. This warning
message reminds you to bind
the MBO to a data source at
some point during the devel-
opment process.

To bind an MBO to a data source
after creating the MBO:

1. Right-click the MBO in the
Mobile Application Diagram,
and select Show properties
view.

2. From the Properties view, se-
lect the Attributes tab.

3. Select Data Source, and bind
to a data source.
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Severity and message

Cause

Action

Error: Invalid attribute name: '<Attr
Name>'. A valid identifier name must
begin with an alphabetic character or
an underscore, followed by alphanu-
meric characters or underscores.

The attribute name is invalid.

Enter a valid name.

Error: Invalid attribute name: '<Attr
Name>', name cannot be a Java or C#
language keyword.

The attribute name is a Java or
C# keyword, such as int,
switch, and so on.

Do not use Java or C# keywords as
attribute names.

Error: Invalid attribute name: '<Attr
Name>', name cannot be a reserved
attribute name.

The reserved keyword pend-
ing, replayPending, replay-
Counter, disableSubmit, pen-
dingChange, lastModified, or
deleted is used as an attribute
name.

Enter a valid attribute name.

Error: Invalid attribute name: '<Attr
Name>' ,the length must be less than
64.

The attribute name exceeds
the 64 character maximum
length.

Shorten the attribute name.

Error: Duplicate attribute name:
'<Attr Name>'. The name is case-in-
sensitive.

An attribute with the same
name already exists.

Enter a valid name.

Error: Duplicate name: '<Attr Name>'
in the mobile business object.

The attribute name is the same
as the MBO name to which it
belongs.

Enter a valid name.

Error: Duplicate name: '<Attr Name>'
in the object query.

The attribute name is the same
as an object query name for a
given MBO.

Enter a valid name.

Error: The name: '<Attr Name>' du-
plicates with an operation name.

The attribute name is the same
as an operation name for a
given MBO.

Enter a valid name.

Error: Invalid attribute name: '<Attr
Name>', name cannot be a reserved
word.

A reserved keyword is used as
an attribute name: deleted,
lastAccessed, lastModified,
isSubscribed, pending or
hashcode.

Enter a valid name.
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Severity and message

Cause

Action

Warning: Attribute '<Attr Name>' has
no mapped data source field and no
propagated load argument.

An attribute is not mappedtoa
column or to a load argument.
This warning is generated if
neither is mapped.

In the Properties view, set either the
column mapping or load argument
mapping. To map a load argument,
set Propagate to Attribute on the
Load arguments tab.

Warning: Data type of the column
cannot map to the attribute: '<Attr
Name>'.

Datatype mismatch.

Change the attribute datatype or
column datatype (if it is not read-
only) so they match.

Warning: Attribute ‘<Attr Name>*
should be nullable when it’s mapped
to a nullable column.

The attribute is not nullable,
but the column to which it
maps is. The warning indi-
cates that a failure might oc-
cur when loading or synchro-
nizing data based on this at-
tribute.

Change the null-ability of the at-
tribute or the column to which it
maps so they match.

Warning: Attribute data length is
shorter than the mapped column
length, value truncation might occur:
'<Attr Name>".

The datatype length of the at-
tribute is shorter than the
back-end column length. The
value might be truncated
when loading data from the
back-end datasource to the
cache database during refresh.

Change the attribute’s length to
match that of the column to which it
maps.

Warning: Attribute binary data length
is shorter than the mapped column
length, NULL will be returned: '<Attr
Name>'.

The datatype length of the bi-
nary type attribute is shorter
than the back end column
length, so the wrong NULL
value could be loaded from
the back end datasource to the
cache database during refresh.

Change the attribute’s length to
match that of the column to which it
maps.

146

Sybase Unwired Platform




Validation Rules

Severity and message

Cause

Action

Error: Attribute ‘<Attr Name>* of
type {0}, with length greater than {2}
bytes should not be used as a primary
key.

The attribute is set as a pri-
mary key, but its length is lon-
ger than the primary key’s
length allowed by the server:

{0} may be STRING or
BINARY

{2} 536870912(2G/4) for
STRING

OXT7ffFfff (Inte-
ger.MAX_VALUE,
2G-1) for BINARY

Change the primary key attribute’s
length to a valid value as indicated
by the error message.

Error: Attribute ‘<Attr Name>* of
type {0}, does not allow length great-
er than {23}.

The attribute is longer than the
allowed maximum length:

{0} may be STRING or
BINARY

{2} 536870912(2G/4) for
STRING

OX7fffffff (Inte-
ger.MAX_VALUE,
2G-1) for BINARY

Change the attribute length to a
valid value as indicated by the error
message.

Error: Column ‘<Col Name>‘of type
{0}, does not allow length greater
than {2}.

The column is longer than the
allowed maximum length:

{0} may be STRING or
BINARY

{2} 536870912(2G/4) for
STRING

OXT7FfFfff (Inte-
ger.MAX_VALUE,
2G-1) for BINARY

Change the attribute length to a
valid value as indicated by the error
message.
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Severity and message

Cause

Action

Warning: The relationship between
source mobile business object
‘<Source MBO Name>’ and target
mobile business object *<Target MBO
Name>" may not work, because the
load argument of target mobile busi-
ness object is mapped to both attribute
of source mobile business object and
synchronization parameter of target
mobile business object.

If a load argument is bound to
both a foreign attributes and a
synchronization parameter,
then the relationship between
the source and target MBOs
may not work.

Select the correct mapping for load
arguments according to a valid sce-
nario.

Error: All load argument(s) of target
mobile business object '<MBO
Name>' must be filled either from at-
tribute(s) of source mobile business
object(s) or from synchronization pa-
rameter(s) of target mobile business
object, a combination is not allowed.

If an MBO has multiple load
arguments, then they can all
come from sync parameters,
or all from "foreign attributes"
(for example, attributes of a
parent MBO), but a mixture is
not supported. Otherwise, de-
ployment will fail.

Ensure that load arguments of
MBOs come from sync parameters,
or that all come from “foreign at-
tributes”.

Error: Mobile business object
"<MBO Name>" with online cache
policy must have at least one load ar-
gument with "Propagate To" attribute
set.

Online MBO does not have a
load argument with “Propa-
gate To” set.

Assign a “Propagate To” attribute
for at least one load argument.

Error: Invalid < object type > name:
name cannot be empty.

The <object type> name can-
not be empty.

Enter a valid value for the name of
the <object type>.

Error: Primary key attribute "<Attrib-
ute name>" cannot have data type
"<BigString/BigBinary>".

Set a BigString/BigBinary at-
tribute as primary key.

Do not set the attribute as primary
key who is BigString/BigBinary.

Warning: The length of column
"<Column name>" is unknown, so the
length of attribute "<Attribute name>"
is set to <default length> by default.
Update the attribute length to avoid
truncation if necessary.

If the length is not specified,
set a default value.

Update the value by hand.
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Parameter and Argument Validation Rules and Error Messages

These validation rules and error messages apply to mobile business object parameters and
arguments, and are enforced during MBO development, and, in some cases, when you deploy
the MBO to Unwired Server. Messages are generated when validation rules are violated.

Table 8. Parameter and argument validation rules and error messages

Severity and mes-
sage

Cause

Action

Error: Invalid parame-
ter name: '<Para
Name>'. A valid identi-
fier name must begin
with an alphabetic char-
acter or an underscore,
followed by alphanu-
meric characters or un-
derscores.

The parameter name is invalid.

Enter a valid name.

Error: Invalid parame-
ter name: '<Para
Name>', name cannot
be a Java or C# lan-
guage.

The parameter name is a Java or C# key-
word, such as binary, boolean, byte, char,
date, datetime, time, decimal, double, float,
object, int, integer, long, short, string,
switch, and so on.

Do not use Java or C# keywords as

parameter names.

Error: Invalid parame-
ter name: '<Para
Name>', the length
must be less than 100.

The length of the parameter name is longer
than 100 characters.

Shorten the parameter name to less

than 100 characters.

Error: The argument
'<Arg Name>'"in opera-
tion '<Oper Name>' is
not nullable and does
not have a parameter
mapped, thus it must
have a default value.

A default value is not specified for the op-
eration's parameter, which may result in a
runtime operation failure.

Specify a default value for the ar-

gument.

Error: Attribute '<Attr
Name>' cannot be map-
ped to more than one
parameter.

An attribute has more than one Propagate to
mapping.

Remove additional mappings.
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Severity and mes-
sage

Cause

Action

Error: The data type of
the parameter '<Para
Name>' can not map to
the data type of the ar-
gument.

The datatype of the parameter and the data-
type of the argument do not match.

Change the datatype of the param-
eter to match that of the argument.
Or change the type of the argument
if it is not read-only.

Note: Make sure the argument type
matches that of the data source for
JDBC data sources.

Warning: Parameter
'<Para Name>' should
not be nullable when it
is mapped to a non-nul-
lable argument.

The nullability of the parameter does not
match that of the argument. For a non-nul-
lable argument, the mapping parameter
should also be non-nullable.

Change the parameter to non-nul-
lable.

Error: Data type of the
bound personalization
key cannot map to the
parameter: ‘<Para
Name>*.

Datatype mismatch.

Change the datatype of the param-
eter or the datatype of the person-
alization key so they match.

Warning: Parameter da-
ta length is shorter than
the bound personaliza-
tion key’s data length,

value truncation might
occur: ‘<Para Name>*.

The length of the datatypes do not match.

Change the length of the parameter
or that of the personalization key so
they match.

Warning: A non-nulla-
ble parameter ‘<Para
Name>’ cannot map to
the nullable personali-
zation key: ‘<PK
Name>’.

A non- nullable parameter is mapped to a
nullable personalization key.

Change the nullability of the pa-
rameter or that of the personaliza-
tion key.

Warning: The maxi-
mum length of the op-
eration parameter is dif-
ferent from the fill from
attribute’s: ‘<Para
Name>’.

The datatype lengths do not match. At run-
time, when the attribute passes its value to
the parameter, the value may be truncated.

Change the datatype length so they
match.
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Severity and mes-
sage

Cause

Action

Error: Binary parame-
ter default value cannot
exceed 16384 byte:
‘<Para Name>’.

The default value is too long.

Shorten the default value.

Error: Synchronization
parameter ‘<Sync Para
Name>’ cannot be
mapped to more than
one argument.

Two or more arguments map to the same
synchronization parameter.

Change the mapping so only one
argument maps to the synchroniza-
tion parameter.

Error: Data type of the
selected old value argu-
ment cannot map to the
parameter ‘<Para
Name>" of operation
‘<Oper Name>’.

Datatype mismatch.

Change the datatype of the Old
value argument or that of the pa-
rameter so they match.

Error: Argument ‘<Arg
Name>* of type <
Type>, does not allow
length greater than
<Arg Length>.

The argument length exceeds the maximum
length allowed for its datatype.

Shorten the argument length to a
valid length for the given type ac-
cording to the message.

Error: Invalid default
value ‘<Default Val-
we>’ for the ‘<Type>’
data type: ‘<Arg
Name>*.

The argument default value is not valid for
its datatype.

Change the default value to con-
form to the argument’s datatype.

Warning: Default value
exceeds maximum
length: “<Arg
Length>*.

The argument default value length exceeds
the argument’s length.

Change the default value to con-
form to the argument’s length.

Warning: Non-nullable
argument ‘<Arg
Name>* cannot map to
a nullable personaliza-
tion key: ‘<Per Key
Name>’.

A non-nullable argument is mapped to a
nullable personalization key.

Change the nullability of the argu-
ment or the personalization key so
they match.
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Severity and mes-
sage

Cause

Action

Error: Invalid < object
type > name: name can-
not be empty.

The <object type> name cannot be empty.

Enter a valid value for the name of
the <object type>.

Warning: Personaliza-
tion key "{0}" with stor-
age type "{1}" assigned
to load argument: "{2}"
will not be used be-
cause the mobile busi-
ness object has a DCN
cache policy.

Do not use transient personalization keys
assigned to load arguments if the MBO uses
a DCN cache group policy.

Remove the Personalization Key
mapping for the argument from the
load arguments tab in the MBO
Property view.

Error: If client parame-
ter's data type is big-
String/bigBinary or a
structure type with big-
String/bigBinary attrib-
utes, show as an error
like "Structure " <
Structure name >" con-
tains field " < attribute
name > " with data type
" < BigString/BigBina-
ry >", and cannot be
used as a client param-
eter " < client parameter
name > ."

An error message displays if you generate a
client parameter and use a structure that
contains BigString/BigBinary field(s).

To provide client parameters for
BigString/BigBinary datatypes, or
a structure with BigString/BigBi-
nary fields, use compatible types:
String for BigString, Binary for
BigBinary. For a structure, copy
the original structure in WorkSpace
Navigator, and change the large
object type fields to String/Binary,
then use the new structure as the
datatype of the client parameter.

Error: Personalization
key can’t be directly as-
signed to load argu-
ment: ‘<Arg Name>* of
mobile business object
which has a scheduled
cache policy.

Do not use reserved parameters as an attrib-
ute name: count_bad_playback, error_cate-
gory,error_message, last_good_playback,
last_maodified, last_playback, uagid, uapbk
and uask.

Change the attribute name.

Warning: Invalid pa-
rameter name: '<Para
Name>'name cannot be
a reserved parameter
name.

Bound to a wrong personalization key.

Redefine the personalization key or
remove the mapping.
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Severity and mes-
sage

Cause

Action

Warning: Argument
‘<Arg Name>’ should
not be bound to person-
alization key ‘<PK
Name>" whose default
value is set to ‘<value>’
when its ‘Propagate to’
attribute ‘<Attr
Name>’ is a primary
key.

A nullable personalization key is mapped to
a non-nullable parameter.

Change the nullability of the pa-
rameter or that of the personaliza-
tion key so they match.

Warning: Non-nullable
parameter "<Parameter
name>" cannot map to
the nullable personali-
zation key: "<PK
name>".

The length of datatypes do not match. When
the parameter passes the value to the argu-
ment, the value might be truncated.

Change the datatype length so they
match.

Warning: Argument da-
ta length is shorter than
the ‘Parameter’ length,
value truncation might
occur: ‘<Para Name>’.

The length of datatypes do not match. When
the argument value is passed to the propa-
gated attribute, the value might be truncated.

Change the datatype length so they
match.

Warning: Argument da-
ta length is larger than
that of the attribute it
propagates to, value
truncation might occur:
‘<Argument Name>’.

The datatype length of the operation argu-
ment is shorter than its “fill from attribute’
datatype length, and the value might be trun-
cated.

Change the datatype length so they
match.

Warning: Argument da-
ta length is shorter than
the <length> length,
value truncation might
occur: "<Operation
name>".

Only ‘UPDATE’ type operations support old
value arguments.

Check the definition of the opera-
tion, this might be an ‘UPDATE’
type operation.

Error: Operation ‘<Op-
er Name>’ does not
support old value argu-
ment.

An argument can not be used both as an ar-
gument and as an ‘Old Value Argument’.

Change mapping of argument or
the “Old Value Argument’.
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Severity and mes-
sage

Cause

Action

Warning: ‘Old Value
Argument’ and ‘Argu-
ment’ cannot be the for
the operation *<Oper
Name>’.

Need to specify the “Fill from attribute’, be-
fore the ‘old Value Argument’ can take ef-
fect.

Specify the “Fill from Attribute’.

Warning: The old value
argument ‘<Arg
Name>" of operation
‘<Oper Name>" will be
ignored when the argu-
ment ‘<Arg Name>’
has no “Fill from attrib-

ute’.

The client parameter of the operation has no
mapping argument.

Specify the argument to map to the
client parameter.

Warning: No argument
is mapped to client pa-
rameter ‘<Para
Name>’.

The nullability between personalization key
and parameter is inconsistent.

Unify the nullability between per-
sonalization key and parameter.

Error: The nullability of
the bound personaliza-
tion key ‘<personaliza-
tion key name>’ is not
consistent with param-
eter ‘<parameter
name>’.

Null is set as the default value for a non-nul-
lable argument.

Provide a valid default value for the
argument.

Error: The default value
of a non-nullable argu-
ment should not be set
to "<NULL>": "<Arg
Name>".

Set null as default value for a non-nullable
synchronization parameter.

Provide a valid default value for the
synchronization parameter.

Warning: The default
value of a non-nullable
synchronization pa-
rameter should not be
set to"<NULL>":
"<Arg Name>".

The mapped-to attribute of a parameter has
string/binary type but does not have a length
set, which may cause the query to fail since
BLOB/CLOB filtering is currently unsup-
ported.

Explicitly set the length for the at-
tribute with type of string/binary.
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sage

Cause

Action

Warning: The mapped
attribute of parameter
"<parameter name>"
does not have length set
which may cause the
query to fail.

The mapped-to attribute of a parameter is a
string/binary datatype, but does not have the
length set, which may cause the query to fail
since Unwired Platform currently does not
support filtering of BLOB/CLOB.

Explicitly set the length for the at-
tribute with datatype of string/bi-
nary.

Error: The mapped at-
tribute of parameter
"<Synchronization pa-
rameter name>" does
not have length set
which may cause the
synchronization to fail.

Synchronization parameter maps to a Big-
String/BigBinary attribute.

Map the synchronization parame-
ter to a non BigString/BigBinary
attribute.

Warning: Synchroniza-
tion parameter "<Pa-
rameter name>" should
not be mapped to attrib-
ute "<Attribute name>"
with data type "<Big-
String/BigBinary>".

Set a default value if the length is not speci-
fied.

Manually update the value.

Error: The length of pa-
rameter "<Parameter
name>" is not specified,
set to <Default length>
by default. Update the
length to avoid trunca-
tion if necessary.

Datatypes do not match.

Change the datatype of the attribute
so they match.

Warning: Data type of
the attribute cannot
map to the argument:
"<Arg name>".

The nullability setting of the datatypes do
not match.

Change datatype nullability so they
match.

Error: Argument "<Arg
name>" should not be
nullable when it is not
used in relationship and
its "propagate to" attrib-
ute is not nullable.

Wrong propagate-to attribute setting.

Unset the propagate-to attribute.
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sage

Cause
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Warning: The attribute
"<Attr Name>" has
been mapped in rela-
tionship "<Relationship
Name>". It can not be
set as propagate-to at-
tribute.

The nullability doesn’t match.

Change nullability to let them
match.

Error: The nullability of
the argument ‘<Arg
Name>" should be the
same as the attribute it
is filled from.

Two or more client parameters map to the
same argument.

Change the mapping; only allow
one parameter to map to the argu-
ment.

Warning: Client param-
eter ‘<Para Name>’
cannot be mapped to
more than one argu-
ment.

The length of datatypes does not match.
When personalization key pass value to the
argument, value might be truncated.

Change the datatype length so they
match.

Warning: Argument da-
ta length is shorter than
the bound personaliza-
tion key's data length,
value truncation might
occur: ‘<Arg Name>’.

A nullable personalization key is mapped to
a non-nullable argument.

Change the nullability attribute of
the personalization key.

Warning: Non-nullable
argument "<Argument
name>" cannot maptoa
nullable personaliza-
tion key: "<PK name>'.

Invalid Personalization key mapping.

Remove the mapping.

Error: Personalization
key '<PK Name>' with
storage type "<Storage
Type>"assigned to load
argument: '<Arg
Name>"will not be used
because the mobile
business object has a
DCN cache policy.

Java package names must follow Java nam-
ing conventions.

Do not use spaces in the name.
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sage

Action

Error: A package name
must not start or end
with a blank.

User specifies name with unusable charac-
ters like %!8%&/()=,. Even though it does
not follow Java naming convention, package
names can start with an uppercase letter.

Do not use those characters in the
name.

Operation Validation Rules and Error Messages

Validation rules are enforced during MBO development, and, in some cases, when you deploy
the MBO to Unwired Server. Messages are generated when validation rules are violated.

Table 9. MBO operation validation rules and error messages

Severity and message

Cause

Action

Error: Invalid operation name: '<Oper
Name>'. A valid identifier name must
begin with an alphabetic character or
an underscore, followed by alphanu-

meric characters or underscores.

The operation name is invalid.

Enter a valid name.

Error: Invalid operation: '<Oper
Name>', name cannot be a Java or C#
language keyword.

The operation name is a Java
or C# keyword, such as bina-
ry, boolean, byte, char, date,
datetime, time, decimal, dou-
ble, float, object, int, integer,
long, short, string, switch, and
so on.

Do not use Java or C# keywords as
operation names.

Error: Invalid operation name: '<Oper
Name>' ,the length must be less than
64.

The length of the operation
name is longer than 64 char-
acters.

Enter a valid name shorter than 64
characters.

Error: Duplicate operation name:
‘{0}’. The name is case-insensitive.

Duplicate operation name.

Enter a valid and unique name.

Error: Duplicate name: '<Oper
Name>' in the mobile business object.

The operation name is the
same as the MBO name to
which it belongs.

Enter a valid name.

Error: Duplicate name: '<Oper
Name>'" in the object query.

The operation name is the
same as an object query for
this MBO.

Enter a valid name.
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Severity and message

Cause

Action

Error:The name: '<Oper Name>' is a
duplicate of the query name "Fin-
dAll".

User checks to generate ‘Fin-
dAlI’ query and also define an
operation named ‘FindAll’.

Use another valid name or uncheck
the button to generate ‘FindAll’

query.

Error: The name: '<Oper Name>' du-
plicates with an attribute name.

The operation name is the
same as an attribute name for
the MBO.

Enter a valid name.

Warning: Operation name '<Oper
Name>' starts with ‘findby’, which
may cause name conflict when gen-
erating client code.

The operation name cannot
start with "findby."

Enter a valid name.

Error:Invalid '<Oper Name>' name:
name cannot be empty.

User does not specify the
name for operation.

Specify a valid name for operation.

Warning: Operation is not bound to
the back-end data source: '<Oper
Name>",

The operation is not bound to
a data source.

Bind a data source to the operation.

Error: If a mobile business object has
no attributes, the operation '<Oper
Name>‘s type must be set to ‘OTH-
ER’.

An operation type other than
"other" has been defined for
the MBO, and no attributes
are defined.

Only "other" operations support no
attributes. Change the operation
type to "other", or add attributes to
the MBO.

Error: argument '<Para Name>' can-
not have ‘Fill from attribute” as the
type of the operation '<Oper Name>'
is ‘OTHER’.

An "other" operation argu-
ment has a Fill from attribute
mapping set.

Since "other" operations are static
from a code generation perspective,
remove all Fill from attribute
mappings from "other" operation
arguments.

Error: The response representation of
the "UPDATE" operation ‘<Operation
Name>" with "Apply results to the
cache" cache policy does not have an
XSLT defined.

For restful Web service data
sources, If an MBO update
operation does not have an
XSLT associated with it and
the "Apply results to the
cache" cache policy is set, af-
ter deployment to the server,
NullPointException will be
thrown during the execution.

Add an XSLT for the response rep-
resentation.
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Severity and message

Cause

Action

Error:The "UPDATE" operation
‘<Operation Name>" with "Apply re-
sults to the cache" cache policy does
not have response representation.

For restful web service data
source, If an update operation
of MBO doesn't have an
XSLT associated with it and
the "Apply results to the
cache" cache policy is set, af-
ter deployment to the server,
NullPointException will be
thrown during the course of
execution.

Add a response representation for
the Update operation and bind an
XSLT for it.

Error: The "UPDATE" operation
"<Operation Name>" with "Apply re-
sults to the cache" cache policy does
not have XSLT.

For SOAP or WSDL based
data sources, If an MBO up-
date operation does not have
an XSLT associated with it
and the "Apply results to the
cache" cache policy is set, af-
ter deployment to the server,
NullPointException will be
thrown during execution.

Add an XSLT for update operation.

Error: Operation "{0}" should not
have the "Invalidate the cache" policy
since the MBO is in a "DCN" cache

group.

The ‘Invalidate the cache’
policy was set on an operation
whose MBO is ina ‘DCN’
cache group

Remove the policy from the opera-
tion.

Relationship Validation Rules and Error Messages

Validation rules are enforced when defining a relationship between two MBOSs and, in some
cases, when you deploy the MBO to Unwired Server. Messages are generated when validation

rules are violated.

Table 10. Relationship validation rules and error messages

Severity and message

Cause

Action

Error: Duplicate relationship name:
‘<Relationship Name>* case insen-
sitive.

A duplicate relationship name
(source attribute name) is de-
fined.

Change the auto-generated name of
the source attribute in the Relation-
ship Creation wizard, Edit dialog,
or Properties view.
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Severity and message

Cause

Action

Error: Relationship source attribute
name <Relationship Name> is a du-
plicate of the existing source attribute
name ‘<Attribute name>*.

The source attribute’s name of
the current relationship was
duplicated with a source attrib-
ute’s name of another relation-
ship. The two relationship
have same source object
(Source MBO).

Either change the source attribute’s
name for the current relationship or
change the duplicated source at-
tribute’s name in the other relation-
ship.

Error: No mapping information
specified for the relationship: '<Re-
lationship Name>*.

The relationship does not have
a mapped attribute or mapped
parameter.

Map the attribute or parameter in
the Relationship Creation wizard,
Edit dialog, or Properties view.

Error: Relationship name ‘<Rela-
tionship name>* is a duplicate of the
existing attribute name ‘<Attribute
name>*,

The relationship's name is a
duplicate of the source MBO
attribute’s name.

Change the attribute name in the
source MBO, or change the source
attribute’s relationship name.

Error: Relationship target attribute
name ‘<Attribute name>* is a dupli-
cate of the existing attribute name
‘<Attribute name>*.

The relationship's target attrib-
ute name is a duplicate of an
attribute name in the target
MBO.

Change the target MBO attribute
name, or change the target attrib-
ute’s name.

Error: Relationship target attribute
name ‘<Attribute name>* is a dupli-
cate of the existing source attribute
name ‘<Attribute name>*.

The relationship's target attrib-
ute name is a duplicate of the

source attribute’s name in an-
other relationship.

Change this relationship's target at-
tribute name, or change the dupli-
cated source attribute name.

Error: Attributes must be defined for
‘<MBO Name>* to create a relation-
ship.

No attributes are defined in the
source MBO or the target
MBO.

Create attributes in the source or
target MBO.
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Cause

Action

Error: Primary key attributes must be
defined for ‘<MBO Name>* in the
relationship ‘<Relationship name>*.

Primary key attributes are not
defined in the source MBO or
the target MBO.

Set the primary key attribute in the
source MBO in one-to-many bidir-
ectional, unidirectional, and one-

to-one bi-directional relationships.

Set the primary key attribute in the
target object (MBO) in many-to-
one bidirectional, unidirectional,
and one-to-one unidirectional rela-
tionships. You can either:

e Set the related attribute as pri-
mary key on source or target
MBOs according to the rela-
tionship's type.

e automatically set or unset the
mapped attribute as a primary
key preference setting (from
the Preferences menu, select
Sybase, Inc > Mobile Devel-
opment > Miscellaneous >
Relationship.

e Map the attribute or parameter
between the source and target
MBO.

Error: The primary key attribute
‘<Attribute name>‘ must be mapped
in the relationship ‘<Relationship
name>*.

There is no primary key map-
ping for the source or target
MBO attribute.

Unset the attribute as a non-pri-
mary key, or map the attribute in the
relationship. For one-to-many bi-
directional, unidirectional and one-
to-one bidirectional relationships,
map all primary key attributes of
the source MBO. For many-to-one
bidirectional, unidirectional and
one-to-one unidirectional relation-
ships, map all primary key attrib-
utes of the target MBO.
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Action

Error: The non-primary key attribute
‘<Attr Name>’ should not be mapped
in the relationship ‘<Relationship
Name>’.

At least one non-primary key
attribute is mapped in the rela-
tionship.

Set the mapped attribute as a pri-
mary key, or unmap the attribute in
the relationship. For one-to-many
bidirectional, unidirectional and
one-to-one bi-directional relation-
ships, unmap all non-primary key
attributes of the source MBO. For
many-to-one bidirectional, unidir-
ectional and one-to-one unidirec-
tional relationships, unmap all non-
primary key attributes of the target
MBO.

Error: The data type of attribute ‘At-
tribute name’ does not match ‘Attrib-
ute name’ in the relationship.

The datatype of the mapped
attribute/parameter does not
match.

Map the attribute/parameter to a
target with the same datatype.

Error: Cannot create relationship be-
tween different type of mobile busi-
ness object.

A relationship between differ-
ent types of MBOs exists.

Create relationships only between
the same types of MBOs.

Error: Cannot create relationship be-
tween structures.

A relationship between struc-
tures exists.

Relationships between structures is
not currently supported.

Error: The target mobile business ob-
ject ‘<MBO Name>* can not be used
in the composite relationship ‘rela-
tionship name’\r\nsince it already
was used in a composite relationship
as a target.

One MBO is used in multiple
composite relationships as a
target MBO.

In composite relationships, define
only one MBO as a target MBO.

Error: The argument ‘<Argument
name>* should set the propagate-to
attribute in the relationship between
‘<MBO Name>" and ‘<MBO
Name>*.

The mapped load argument
does not have a propagate-to
attribute in the relationship.

Unmap the load argument, or set
the propagate-to attribute for the
load argument.
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Error: As the associated propagate-to
attribute is a primary key, the argu-
ment ‘<Argument name>* should be
mapped to an attribute or a argument
in the relationship with ‘<MBO
Name>’.

The load argument, which has
a propagate-to attribute pri-
mary key, is not mapped in the
relationship.

Unset the propagate-to attribute as
non-primary key. Or,

Map the load argument in the rela-
tionship for both the target and
source MBO: for one-to-many bi-
directional, unidirectional and one-
to-one bidirectional relationship,
map all load arguments where the
propagate-to attribute are primary
key attributes of the source MBO.
For many-to-one bidirectional,
unidirectional and one-to-one uni-
directional relationship, map all
load arguments where the propa-
gate-to attribute are primary key
attributes of the target MBO.

Error: The argument ‘<Argument
name>* was mapped in the relation-
ship “‘<relationship name>*. Its prop-
agate-to attribute ‘<Attribute name>*
must be a primary key.

The load argument's propa-
gate-to attribute is mapped in
the relationship, but is not a
primary key.

Set the propagate-to attribute as a
primary key, or Unmap the load ar-
gument in the relationship:

e Unmap all propagate-to attrib-
ute load arguments that are
non-primary key attributes in
the source MBO if used in one-
to-many bidirectional, unidir-
ectional, and one-to-one bidir-
ectional relationships.

e Unmap all propagate-to attrib-
ute load arguments that are
non-primary key attributes in
the target object (MBO) if used
in many-to-one bidirectional,
unidirectional, and one-to-one
unidirectional relationships.
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Error: The primary key attribute
‘<Attribute name>* was not used in
the relationship ‘<Relationship
name>*.

The primary key attribute is
not mapped in the relationship,
but is mapped in another rela-
tionship.

Map the attribute in the relation-
ship:

*  Map all primary key attributes
of the source MBO in one-to-
many bidirectional, unidirec-
tional, and one-to-one bidirec-
tional relationships.

e Map all primary key attributes
of the target MBO in many-to-
one bidirectional, unidirection-
al, and one-to-one unidirec-
tional relationships.

Error: The propagate-to attribute of

the argument ‘<Argument name>* is
aprimary key and must be used in the
relationship ‘<Relationship name>*.

The propagate-to attribute load
argument, which is a primary
key, is not mapped in the cur-
rent relationship, but is map-
ped in another relationship.

Map the load argument in the rela-
tionship:

« Map all propagate-to attribute
load arguments that are pri-
mary key attributes of the
source MBO in one-to-many
bidirectional, unidirectional,
and one-to-one bidirectional
relationships.

« Map all propagate-to attribute
load arguments that are pri-
mary key attributes of the target
MBO in many-to-one bidirec-
tional, unidirectional, and one-
to-one unidirectional relation-
ships.

Error: Relationship from ‘MBO
Name’ to ‘<MBO Name>* is invalid,
as it causes a circular relationship.

The relationship is circular.

Remove the relationship. Circular
relationships are not allowed.

Warning: Relationship from ‘<MBO
Name>* to ‘<MBO Name>* referen-
ces two mobile business objects in
different synchronization groups.
Mobile business objects with rela-
tionship should be grouped in the
same synchronization group.

The two MBOs in the relation-
ship do not belong to the same
synchronization group.

Move the source and target MBOs
into the same synchronization

group.
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Error: Composite relationship from
‘<MBO Name>* to ‘<MBO Name>*
references two mobile business ob-
jects in different synchronization
groups. Mobile business objects with
composite relationship should be
grouped in the same synchronization

group.

The two MBOs in a composite
relationship are not in the same
synchronization group.

Move the source and target MBOs
into a same synchronization group.

Error: Relationship '<'relationship
name>* references two mobile busi-
ness objects in different cache
groups. Mobile business objects with
relationship should be put in the same
cache group.

The two MBOs in the relation-
ship do not belong to the same
cache group.

Move the source and target MBOs
into a same cache group.

Error: Composite relationship "<re-
lationship_name>" references two
mobile business objects in different
cache groups. Mobile business ob-
jects with composite relationship
must be put in the same cache group.

The two MBOs in a composite
relationship are not in the same
cache group.

Move the source and target object
(MBO) into the same cache group.

Error: The secondary mobile busi-
ness object ‘<MBO Name>* can not
be used in the relationship ‘<Rela-
tionship name>’ as source object.

In a relationship that involves
multiple MBOs created from
the same EIS operation, the
secondary (subsequent) MBO
is the relationship's source ob-
ject and the target MBO is its
primary MBO, and the load ar-
gument of the primary MBO is
mapped.

Do not map the load argument of
the source MBO, or swap the
MBOs so that the secondary MBO
is the primary MBO.

Error: The secondary mobile busi-
ness object ‘<MBO Name>‘ can not
be used in the relationship ‘<Rela-
tionship name>’ as target object.

In a relationship that involves
multiple MBOs created from
the same EIS operation, the
secondary MBO is the target
object and its load argument is
mapped.

Do not map the load argument of
the target object (MBO) unless the
source MBO is also the primary
MBO, or swap the MBOs so that
the secondary MBO is the primary
MBO.
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Cause

Action

Error: Multiple relationships be-
tween "<MBO1_name>" and
"<MBO2_name>" caused circular
dependencies, must set one side of
the foreign key attributes to nullable.

The multiple relationships be-
tween MBOs form circular de-
pendencies with foreign keys
non-nullable in both MBO.
Unwired Server cannot load
MBOs for this case.

Make the foreign key attributes
nullable in either source or target
side.

Error: Relationship "<Relationship
name>" involves mobile business ob-
jects with online cache policy must
be a composite relationship.

The relationship in online
cache group is not an compo-
site relationship.

Make the relationship a composite
relationship.

Error: Relationship has two mobile
business objects with independent

load definitions in the online cache
group, and this is not allowed.

The relationship is established
between non-commingled
MBOs in online cache groups.

Remove the unsupported relation-
ship.

Error: Relationship "<Relationship
Name>" references mobile business
objects across "<Cache group
typel>" and "<Cache group type2>"
cache groups.

Mobile business objects with
relationship should be put in
the same cache group. Rela-
tionship established on MBOs
across online and non-online
cache groups.

Make the source and target MBOs
cache groups are consistent—ei-
ther all in an online cache group, or
all in a non-online cache group.

Error: Mobile business object
"<MBO_Namel>" must be set as
partition by requester and device
identity to reference the requestor-
partitioned mobile business object
"<MBO_Name2>".

A non requestor-partition ref-
erences a requestor-partitioned
mobile business object.

Change either the source MBO set-
ting or target MBO setting so that
no such reference appears.

Note: Itis permissible for a reques-
tor-partitioning MBO to reference
a non requestor-partitioning MBO.

Error: Relationship target attribute
name ‘<Attribute name>* is a dupli-
cate of the existing target attribute
name ‘<Attribute name>*.

The target attribute’s name of
the current relationship is a du-
plicate of a target attribute’s
name of another relationship.
The two relationships have the
same target object (Target
MBO)

Either change the target attribute’s
name for the current relationship,
or change the duplicated target at-
tribute’s name in the other relation-
ship.
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Error: Relationship source attribute
name ‘<Attribute anme>* is a dupli-
cate of the existing target attribute
name ‘<Attribute name>*.

The source attribute’s name of
the current relationship is a du-
plicate of a target attribute’s
name of another relationship,
which target object (target
MBO) is the source object
(Source MBO) of the current
relationship.

Either change the source attribute’s
name for thecurrent relationship, or
change the duplicated target attrib-
ute’s name in the other relation-
ship.

Cache Validation Rules and Error Messages

These validation rules apply to cache groups and cache policies and are enforced during MBO
development and, in some cases, when you deploy the MBO to Unwired Server. Messages are
generated when validation rules are violated.

Table 11. Cache group and cache policy validation rules and error messages

Severity and message

Cause

Action

Error: Invalid interval for cache '<Ca-
cheGrp Name>": the value of interval
must be between 1 and 2147483647
seconds.

The cache group's cache in-
terval is out of range.

Specify a valid cache interval.

Error: Cache group name cannot be
empty.

The cache group name is emp-

ty.

Enter a valid name.

Error: Invalid cache name: '<Ca-
cheGrp Name>'. A valid identifier
name must begin with an alphabetic
character or an underscore, followed
by alphanumeric characters or under-
scores.

An invalid cache name is
specified.

Enter a valid name.

Error: Invalid cache name: '<Ca-
cheGrp Name>', name cannot be a
Java or C# language.

The cache group name is a
Java or C# keyword, such as
binary, boolean, byte, char,
date, datetime, time, decimal,
double, float, object, int, inte-
ger, long, short, string, switch,
and so on.

Do not use Java or C# keywords as
cache group names.

Error: Invalid cache name: '<Ca-
cheGrp Name>', the length must be
less than 64.

The length of the cache group
name is longer than 64 char-
acters.

Enter a valid name that is shorter
than 64 characters.
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Error: Duplicate cache group name:
'<CacheGrp Name>'.

Another cache group uses the
same name.

Enter a unique and valid name.

Warning: Relationship from 'MBO1'
to 'MBO2' references to different
cache groups. Mobile business ob-
jects with relationship should be grou-
ped in the same cache group.

MBOs in a relationship are in
different cache groups. This is
allowed, but be aware that
MBOs in different cache
groups may use different
cache refresh policies.

Move the MBOs within a relation-
ship to the same cache group if they
need to share the same data refresh
schedule.

Warning: ‘CREATE’ operation '<Op-
er Name>' has 'Apply results to the
cache' option set without returning
primary key fields.

A create operation uses the
"Apply results to the cache"
cache policy, but the MBO to
which it belongs does not
have a primary key.

Set a primary key for the MBO in
the Properties view from the At-
tributes > Attributes Mapping
tab.

Warning: The output record of the
‘CREATE’ operation '<Oper Name>'
with 'Apply results to the cache' op-
tion set does not contain the primary
key columns.

The output of the CREATE
operation with "Apply results
to the cache" cache policy set
does not cover the primary
key columns.

Change the definition of the create
operation to let its output to cover
the primary key columns of the
mobile business object. Note that
this rule only works for Non-JDBC
data source; for JDBC data source,
as tooling can’t identify the output
metadata of an operation with exe-
cuting it, user need to make sure he/
she define the correct opertion.

Error: It is unsupported to set runtime
credential for mobile business object
that belongs to a cache group using
scheduled policy.

Set runtime credential for mo-
bile business object which be-
longs to a cache group using
scheduled policy.

Either move the mobile business
object to cache group using on de-
mand policy or remove runtime
credential.
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Synchronization Validation Rules and Error Messages

These validation rules apply to synchronization parameters and are enforced during MBO
development, and, in some cases, when you deploy the MBO to Unwired Server or
synchronize a device application. Messages are generated when validation rules are violated.

Table 12. Synchronization validation rules and error messages

Severity and message

Cause

Action

Error: Data type of the bound person-
alization key cannot map to the pa-
rameter: '<Para Name>'.

The datatype of the mapped
personalization key differs
from the datatype of the syn-
chronization parameter,
which may result in a syn-
chronization failure.

Change the datatype of the person-
alization key to match the datatype
of the synchronization parameter to
which it maps.

Warning: Parameter data length is
shorter than the bound personaliza-
tion key’s data length, value trunca-
tion might occur: '<Para Name>'.

Datatype length mismatch.

Change the datatype length of the
parameter or that of the personali-
zation key so they match.

Warning: Non-nullable parameter
"ParaName" cannot map to the nulla-
ble personalization key: "PKName".

A nullable personalization is
mapped to a non-nullable pa-
rameter.

Change the null-ability of the syn-
chronization parameter or that of
the personalization key so they
match.

Error: Cannot specify ‘Query Limit-
ing’ for synchronization parameter
‘<Para Name>' with list type person-
alization key.

The Query limiting option is
selected for a parameter that
has a list type personalization

mapping.

Unselect Query limiting, which
does not support mapping of list
type personalization keys.

Error: Invalid default value '<Default
value>' for the ‘{1}’ data type: '<Para
Name>'.

The datatype of the default
value does not match the giv-
en datatype.

Specify a valid default value.

Warning: Default value exceeds max-
imum length: '<Para Name>".

The default value is too long
compared to the datatype's
length definition.

Enter a default value that is less
than the maximum allowed.

Error: Binary parameter default value
cannot exceed 16384 byte: '<Para
Name>'.

The default value length is
more than 16384 bytes.

Shorten the default value.
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Severity and message

Cause

Action

Error: The data types of the parameter
‘<Para Name>' and the ‘Mapped to’
attribute '<Attr Name>' should match.

Datatype mismatch.

Change the datatype of the syn-
chronization parameter, or map it to
a different attribute, or change the
datatype of the attribute to which it
maps.

Warning: The null-ability of the pa-
rameter '<Para Name>' should be the
same as the attribute it is mapped to.

The null-ability of the param-
eter and the attribute to which
it maps do not match.

Change the null-ability of the syn-
chronization parameter or that of
the attribute so they match.

Warning: The data length of the pa-
rameter '<Para Name>' is different
from the data length of the its ‘Map-
ped to’ attribute '<Attr Name>'.

Datatype length mismatch.

Change the datatype length of the
synchronization parameter or that
of the attribute so they match.

Warning: No ‘Mapped to’ attribute
specified for synchronization param-
eter: '<Para Name>'".

There is no Map to attribute
defined for the parameter,
which may lead to a synchro-
nization failure.

Specify a Map to attribute for the
synchronization parameter.

Error: Mobile business object'<MBO
Name>' has more than one synchro-
nization parameters that are mapped
to multiple personalization keys.

More than one synchroniza-
tion parameter is mapped to
multiple list type personaliza-
tion keys.

Remove any extra list type person-
alization key mappings. Only one
synchronization parameter can be
mapped to a list type personaliza-
tion key.

Error: Synchronization parameter
'<Para Name>' of type {0}, does not
allow length greater than {2}.

The synchronization parame-
ter length is too long:

{0} may be STRING or BI-
NARY

{2} 8191 for STRING
32767 for BINARY

Shorten the datatype length.

Error: Invalid parameter name: '<Para
Name>'. A valid identifier name must
begin with an alphabetic character or
an underscore, followed by alphanu-
meric characters or underscores.

An invalid parameter name is
specified.

Enter a valid name.
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Severity and message

Cause

Action

Error: Invalid parameter name: '<Para
Name>', name cannot be a Java or C#
language keyword.

The parameter name is a Java
or C# keyword, such as bina-
ry, boolean, byte, char, date,
datetime, time, decimal, dou-
ble, float, object, int, integer,
long, short, string, switch, and
so on.

Do not use Java or C# keywords as
parameter names.

Error: Invalid parameter name: '<Para
Name>', the length must be less than
100.

The length of the parameter
name is longer than 100 char-
acters.

Enter a name shorter than 100 char-
acters.

Error: Duplicate parameter name:
'<Para Name>’.

The name of the parameter is
the same as an existing syn-
chronization parameter.

Enter a valid name.

Error: Invalid '<Para Name>' name:
name cannot be empty.

No parameter name has been
specified.

Specify a valid name for the pa-
rameter.

Warning: The length of synchroniza-
tion parameter '<Parameter name>" is
not specified, set to <Default length>
by default. Update the length to avoid
truncation if necessary.

If the parameter’s length is not
specified, a default length is
set.

Specify the length.

Error: Structure "<Structure name>"
contains field "<attribute name>" with
data type "<BigString/BigBinary>",
and cannot be used as a client param-
eter "<client parameter name>".

A structured client parameter
can not contain a field of data
type BigString or BigBinary.

Change the parameter to use a
structure that does not contain a
large object data type.

Warning: The length of argument
"<Argument name>" is unknown, so
the length of client parameter "Client
parameter" is set to <length> by de-
fault. Update the client parameter
length to avoid data truncation if nec-
essary.

The client parameter was giv-
en a default length when the
argument length is unknown.

Update the client parameter length
to avoid possible data truncation.
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Object Query Validation Rules and Error Messages

Validation rules are enforced during object query development, and, in some cases, when you
deploy the MBO to Unwired Server. Messages are generated when validation rules are

violated.

Table 13. Object query validation rules and error messages

Severity and message

Cause

Action

Error: Object query cannot have an
empty name.

An empty string is specified
as the object query name.

Enter a valid name.

Error: Invalid object query name:
'<Query Name>'. A valid identifier
name must begin with an alphabetic
character or an underscore, followed
by alphanumeric characters or under-
scores.

An invalid object query name
exists.

Enter a valid name.

Error: Invalid object query name:
'<Query Name>', name cannot be a
Java or C# language keyword.

The object query name is a
Java or C# keyword, such as
binary, boolean, byte, char,
date, datetime, time, decimal,
double, float, object, int, inte-
ger, long, short, string, switch,
and so on.

Do not use Java or C# keywords as
object query names.

Error: Invalid object query name:
'<Query Name>', the length must be
less than 64.

The length of the object query
name is longer than 64 char-
acters.

Shorten the object query name.

Error: Duplicate object query name:
'<Query Name>'".

The object query name is a
duplicate.

Enter a valid and unique name.

Error: Duplicate name: '<Query
Name>' in the mobile business object.

The object query name is the
same as the MBO to which it
belongs.

Enter a valid and unique name.

Error: The name: '<Query Name>'
duplicates with an operation name.

The object query name is the
same as an operation in an
MBO to which they both be-
long.

Enter a valid and unique name.
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Severity and message

Cause

Action

Error: The name: '<Query Name>'
duplicates with an attribute name.

The object query name is the
same as an attribute in an
MBO to which they both be-
long.

Enter a valid and unique name.

Error: Query name '<Query Name>'is
a reserved word.

The object query name is a
reserved word: pull, down-
loadData, find, load, find-
PushList, _find, getPendin-
gObjects, findWithQuery,
getSize, getReplayPendin-
gObjects, findSubscription-
sToBeNotified, and findBy.

Enter a valid name.

Error: Query definition cannot be
empty.

The object query definition is
empty.

Define a valid object query.

Note: Unwired WorkSpace vali-
dates only whether the object query
is empty, but does not validate its
syntax.

Warning: No attribute is mapped to
parameter ‘<Para Name>’.

The object query parameter
has no attribute mapping.

Specify an attribute mapping for
the parameter.

Error: The name: '<Query Name>'isa
duplicate of the query name "Fin-
dAll".

User checks the box to gener-
ate ‘FindAll’ query and also
defines a query named ‘Fin-
dAll’.

Use another valid name or uncheck
the box to generate ‘FindAll’

query.

Warning: Value truncation might oc-
cur, as the length of the parameter
'<Para Name>' is shorter than the
‘Mapped to’ attribute’s length in ob-
ject query '<Query Name>"'.

Data lengths do not match.

Change the parameter data length
or the mapped attribute’s data
length so they match.

Error: Object query parameter "<Pa-
rameter name>" should not be map-
ped to attribute "<Attribute name>"
with data type "<BigString/BigBina-
ry>".

Object query parameter must
not be mapped to a BigString/
BigBinary attribute.

Change the attribute map to a non-
BigString/BigBinary attribute or
do not map the attribute at all.
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Severity and message

Cause

Action

Warning: The length of query param-
eter <Query parameter name> is not
specified, set to <Default length> by
default. Update the length to avoid
truncation if necessary.

The query parameter was set
to a default length because the
query length was not speci-
fied.

Update the query parameter length
to avoid possible data truncation.

Personalization Key Validation Rules and Error Messages

Validation rules are enforced when defining personalization keys, assigning them to attributes
or parameters, and, in some cases, when you deploy the MBO to which the personalization key
is assigned to Unwired Server. Messages are generated when validation rules are violated.

Table 14. Personalization key validation rules and error messages

Severity and message

Cause

Action

Error: Invalid personalization key
name: ‘<PK Name>‘. A valid identi-
fier name must begin with an alpha-
betic character or an underscore, fol-
lowed by alphanumeric characters or
underscores.

The personalization key name
is invalid.

Enter a valid name.

Error: Invalid personalization key
name: ‘<PK Name>‘, name cannot be
a Java or C# language keyword.

The personalization key name
is the same as a Java or C#
keyword, such as binary, boo-
lean, byte, char, date, date-
time, time, decimal, double,
float, object, int, integer, long,
short, string, switch, and so
on.

Do not use Java or C# keywords as
personalization key names.

Error: Invalid personalization key
name: ‘<PK Name>‘, name cannot be
a reserved personalization parameter
name.

The name of the personaliza-
tion parameter is a reserved
key, such as: object, binary,
boolean, byte, char, date, da-
tetime, decimal, double, float,
int, integer, long, short, string,
time, cle.

Specify another name for the per-
sonalization parameter.

Error: Invalid personalization key
name: ‘<PK Name>*, the length must
be less than 64.

The length of personalization
key name exceeds the allowed
maximum.

Enter a valid name that is less than
64 characters.
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Severity and message

Cause

Action

Error: Duplicate personalization key
name: ‘<PK Name>‘. The name is
case-insensitive.

A personalization key with
the same name already exists.

Enter a valid and unique name.

Error: The default value(s) of a non-
nullable personalization key should
not be set to ‘<NULL>": ‘<PK
Name>*.

A null default value has been
set for a non-nullable person-
alization key.

Set the default value for the per-
sonalization key to a non-null val-
ue.

Warning: Default value for the
‘<Type>’ data type for personaliza-
tion key ‘<PK Name>* contains warn-
ing : ‘<Msg>’.

A structure personalization
key contains a default value
that generates a warning mes-
sage.

Correct the problem identified by
the warning message.

Error: Invalid default value ‘<Default
Value>’ for the ‘<Type>" data type of
personalization key: ‘<PK Name>‘.

The default value for the da-
tatype of the personalization
key is invalid.

Set the default value to conform to
the datatype.

Error: Invalid < PK Name > name:
name cannot be empty.

The <PK Name> name cannot
be empty.

Enter a valid value for the name of
the <PK Name>.

Error: Invalid structure default value
for the ‘<Type>’ data type for person-
alization key ‘<PK Name>*:
‘<Msg>’.

A structure personalization
key contains an invalid default
value.

Correct the default value of the
structure personalization key iden-
tified by the error message.

Warning: Default value exceeds al-
lowed maximum length:
‘<PK_length>*.

The length of the default value
exceeds the data type’s maxi-
mum length.

Set the default value to conform to
the data type length.

Error: Data type is not specified for
the personalization key :
"<PK_name>".

The data type is not specified
for the personalization key.

Specify a proper data type for the
personalization key.

Error: Structure type is missing for the
personalization key : "<PK_name>".

The structure type for the per-
sonalization key is missing in
the project.

Specify a proper structure data type
for the personalization key.

Error: Structure "<Structure name>"
contains field "<Attribute name>"
with data type "<BigString/BigBina-
ry>", and cannot be used as a person-
alization key.

A structure data type contain-
ing data type BigString or

BigBinary has been defined as
personalization key data type.

Change the structure data type to a
non-BigObject-attribute structure
or use any other simple type.

Troubleshooting

175



Validation Rules

Severity and message

Cause

Action

essary.

Error: The length of personalization
key "<PK name>" is not specified, set
to <default length> by default. Update
the length to avoid truncation if nec-

The personalization key was
set to a default length because
the personalization key length
was not specified.

Update the personalization key
length to avoid possible data trun-
cation.

Custom Filters, Roles, and Synchronization Group Validation Rules

and Error Messages

Validation rules are enforced during MBO development and, in some cases, when you deploy
the MBO to Unwired Server. Messages are generated when validation rules are violated.

Table 15. Custom filter, role, and synchronization group validation rules and

error messages

Severity and
message

Cause

Action

Error: ‘<Filter class
path>* has compile er-
rors

A compilation error occurred in the result-set
filter class file.

Correct the error in the filter class.

Warning: Duplicated
result set filters in
‘<MBO Name>*. The
filter class path ‘<Fil-
ter class path>* is
shared by more than
one filter.

One result-set filter is added to the same MBO
more than once.

Remove duplicate filters.

Error: ‘<Filter class
path> does not im-
plement <Interface
name> interface.

The filter class does not implement the re-
quired interface.

Change the filter class to imple-
ment the required interface.

Error: ‘<Filter class
path> does not exist
in workspace.

The filter class has been deleted outside of the
workspace, and the related result filter class
information has not been updated to reference
the MBO.

Delete the result set filter from the
MBO, or add the original filter
class back to the workspace.

Error: Duplicate case
insensitive synchroni-
zation group name:
‘<SyncGroup
Name>*.

The synchronization group name is a dupli-
cate of another synchronization group.

Enter a valid and unique synchro-
nization group name.
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Severity and
message

Cause

Action

Error: The change de-
tection interval must
be between 1 and
2147483647 seconds
for the synchroniza-
tion group: ‘<Syn-
cGroup Name>*.

The synchronization group interval has an in-
valid value.

Enter a valid interval value.

Warning: Relation-
ship from 'MBO1' to
'MBO2' references
two Mobile business
Objects in different
synchronization
Groups. Mobile busi-
ness objects with rela-
tionship should be
grouped in the same
synchronization

group.

MBOs in a relationship are grouped in differ-
ent synchronization groups.

Resolve MBO dependencies and
group MBOs with relationships in
the same synchronization group.

Error: Synchroniza-
tion group name
‘<SyncGroup
Name>* is a reserved
name.

The synchronization group uses the reserved
name system or initialSync.

Rename the synchronization
group.

Error: Invalid < object
type > name: name
cannot be empty.

The <object type> name cannot be empty.

Enter a valid value for the name of
the <object type>.

Warning: Mobile
business objects in the
same synchronization
group should have the
same role assign-
ments: ‘<SyncGroup
Name>*.

Mobile business objects in the same synchro-
nization group have different role assign-
ments.

Make sure the MBOs in one syn-
chronization group have the same
role assignments.

Error: Duplicate role
name: ‘<Role
Name>*.

Duplication of role names.

Enter a valid and unique role name.
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Severity and
message

Cause

Action

Error: Invalid role
name: "“<Role
Name>’, name cannot
be a Java or C# lan-

guage keyword. and so on.

The role name is the same as a Java or C#
keyword, such as binary, boolean, byte, char,
date, datetime, time, decimal, double, float,
object, int, integer, long, short, string, switch,

Do not use Java or C# keywords as
role name.

Error: Invalid person-
alization key name:
‘<Role Name>*‘. A
valid identifier name
must begin with an al-
phabetic character or
an underscore, fol-
lowed by alphanu-
meric characters or
underscores.

An invalid role name exists.

Enter a valid role name.

Mobile Workflow Validation Rules and Error Messages

Validation rules are enforced when defining mobile workflows. Messages are generated when

validation rules are violated.

Table 16. Mobile workflow validation rules and error messages

Severity and message

Cause

Action

problem.empty.module.name=Mod-
ule name cannot be empty

The Flow Design page prop-
erty Module name requires an
entry, but the property is
blank.

Provide a module name.

problem.module.name.too.long=The
length of the module name cannot ex-
ceed 100 characters

The Module name is too long.

Shorten the module name.

problem.module.ver-
sion.too.low=The module version
must be at least 1

The Flow Design page prop-
erty Module version requires
an entry, but the property is
blank.

Enter a module version of at least
1.
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Cause

Action

problem.match.rule.invalid.re-
gex=The regular expression "{0}" for
the "{1}" match rule is not valid.

The regular expression for the
match rule indicated in the
message is not valid.

Supply a regular expression that is
a valid.

problem.screen.key.duplicated=The
screen key "{0}" has been duplicated.

The screen key indicated in
the messages is already used.
The screen key value must be
unique.

Enter another screen key that is
unique.

problem.empty.screen.name=Screen
name cannot be empty.

The Screen name property re-
quires an entry, but the prop-
erty is blank.

Enter a screen name.

problem.empty.screen.key=Screen
key cannot be empty.

The Screen key property re-
quires an entry, but the prop-
erty is blank.

Enter a screen key.

problem.control.has.no.key=The
control "{0}" on screen "{1}" has no
key.

The control for the screen
identified in the message re-
quires a key, but the property
is blank.

Enter a key for the control.

problem.control.uses.key.with.un-
supported.datatype=The control
"{0}" on screen "{1}" uses a key with
a data type that this type of control
does not support.

The data type entered for the
control on the screen indica-

ted in the message is not sup-
ported.

Enter a data type that is valid for the
control.

problem.control.uses.key.used.by.an-
other.control=The control "{0}" on
screen "{1}" uses a key that another
control on the same screen is using.

The key for the control and
screen indicated in the mes-
sage is already used by anoth-
er control. The key must be
unique.

Enter another control key that is
unique.

problem.con-
trol.is.choice.but.has.no.options=The
choice control "{0}" on screen "{1}"
has no options.

The choice control requires
one or more selection items.
No items are included.

If you intend to use the choice con-
trol, select items to add from the
drop-down list. Note that you can
supply the selection items either
statically or dynamically, but you
must supply them. Or, select anoth-
er control type.

Troubleshooting

179



Validation Rules

Severity and message

Cause

Action

problem.control.is.attachmentview-
er.but.has.no.mimetype.or.file-
name=The attachment viewer control
"{0}" on screen "{1}" has neither its
MIME type nor its file name proper-
ties configured.

The attachment viewer con-
trol and screen named in the
message does not include an
attachment.

Configure either a MIME type or a
file name to identify the attach-
ment.

problem.too.many.de-
fault.menu.items=The screen "{0}"
has more than one default menu items.

The screen identified in the
message has multiple default
menu items, but only one is
allowed.

Identify only one menu item as the
default.

prob-
lem.open.menu.item.with.no.screen=
The menuitem "{0}" on the screen
"{1}" is marked as being of type Open
but does not have its screen property
set.

The menu item on the screen
identified in the message does
not have screen properties set
to correspond with the Open

type.

Provide the screen to which to link.

problem.empty.flow.start-
ing.point.name=Flow starting points
cannot have an empty name.

The flow design requires
starting point coordinates, but
none are assigned.

Provide the starting point proper-
ties.

problem.operation.parameter.unmap-
ped=No key is mapped to parameter

{03->{130->{2}

A key is required for the op-
eration parameter indicated in
the message.

Provide a key for the operation pa-
rameter.

problem.namedquery.parameter.un-
mapped=No key is mapped to param-

eter {0}->{1}0->{2}

A key is required for the
named query parameter indi-
cated in the message.

Provide a key for the named query
parameter.

problem.key.unmapped=The key
"{0}" is unused.

The key identified in the mes-
sage is not used.

Either delete the key or map itto the
required parameter.

problem.screen.has.no.flow.start-
ing.point=The screen "{0}" is not
linked to any starting points and thus
will be unused.

The screen identified in the
message is not linked to any
starting parts so is not used.

Either delete the screen or map it to
the required starting points.
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Cause

Action

problem.action.has.pk.map-
ping.that.is.bound.to.nonexis-
tent.pk=The screen "{0}" has a menu
item "{1}" that has a personalization
key mapping that refers to a person-
alization key, "{2}", that does not ex-
ist.

The personalization key that
is identified in the messages is
not mapped correctly.

Map to an existing personalization
key.

problem.key.has.no.binding=The key
"{0}" in the starting point "{1}" is not
bound to any data.

The key identified in the mes-
sage is not bound to a data
source.

Map the starting point key to the
data source.

problem.key.is.bound.to.nonexis-
tent.pk=The key "{0}" in the starting
point "{1}" is bound to a personaliza-
tion key, "{2}", that does not exist.

The starting point key named
in the message is bound to a
personalization key that does
not exist.

Either bind the key to an existing
personalization key, or create the
missing personalization key.

problem.key.in.non.server.initi-
ated.starting.point.is.sent.from.serv-
er=The key "{0}" in the starting point
"{1}", which is not server-initiated, is
marked as being sent from the server,
which is not supported.

The starting point key is not
server-initiated, but it is asso-
ciated with a server. Server-
initiated starting point is not
supported.

Change the starting point key to be
non-server initiated.

problem.add.action.must.speci-
fy.a.screen=The menu item named
"{0}" of type add on the screen "{1}"
must specify a screen

The menu item on the screen
identified in the message re-
quires a screen, but one is not
specified.

Specify a screen.

problem.key.name.duplicated=The
starting point "{0}" has more than one
key with the name "{1}"

The starting point named in
the message has more than
one key identified with the
same name. A unique name is
required for each key.

Rename any duplicate keys so all
key names are unique.

problem.mismatch-
ed.match.rule.cc=The starting point
"{0}"'s CC property does not match
the workflow application's CC match
rule.

The starting point named in
the message for the e-mail
header CC property does not
match the CC match rule.

Check the starting point CC rule
against the workflow application
CC match rule, and make correc-
tions so they match.
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Cause

Action

problem.mismatch-
ed.match.rule.from=The starting
point "{0}"'s From property does not
match the workflow application's
From match rule.

The starting point named in
the message for the From
property does not match the
From match rule.

Check the starting point From rule
against the workflow application
From match rule, and make correc-
tions so they match.

problem.mismatch-
ed.match.rule.subject=The starting
point "{0}"'s Subject property does
not match the workflow application"s
Subject match rule.

The starting point named in
the message for the Subject
property does not match the
Subject match rule.

Check the starting point Subject
rule against the workflow applica-
tion Subject match rule, and make
corrections so they match.

problem.mismatch-
ed.match.rule.to=The starting point
"{0}"'s To property does not match the
workflow application™s To match
rule.

The starting point named in
the message for the To prop-
erty does not match the To
match rule.

Check the starting point To rule
against the workflow application
To match rule, and make correc-
tions so they match.

problem.credential.request.miss-
ing.username.key=The Credential
Request starting point does not have a
Credential Cache Username key

The starting point for Creden-
tial Request does not have a
Credential Cache Username
key assigned, and one is re-
quired.

If credentials are required, assign a
Credential Cache Username key.

problem.credential.re-
quest.too.many.username.keys=The
Credential Request starting point has
too many Credential Cache Username
keys

The starting point for Creden-
tial Request has more than one
Credential Cache Username
keys assigned, and only one is
required.

Identify one Credential Cache
Username key, and remove all oth-
ers.

problem.credential.request.miss-
ing.password.key=The Credential
Request starting point does not have a
Credential Cache Password key

The starting point for Creden-
tial Request requires a Cre-
dential Cache Password key.

Specify a Credential Cache Pass-
word key.

problem.credential.re-
quest.too.many.password.keys=The
Credential Request starting point has
too many Credential Cache Password
keys

The starting point for Creden-
tial Request has more than one
Credential Cache Password
keys assigned, and only one is
required.

Identify one Credential Cache
Password key, and remove all oth-
ers.
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problem.missing.creden-
tial.cache.username.or.pass-
word=Please specify which editboxes
are the credential cache username and
password.

The EditBoxes for cache user-
name and password are not
clearly identified.

Identify the cache username and
password EditBoxes clearly by set-
ting the appropriate property in the
property sheet of the username and
password edit boxes.

problem.credential.request.screen.in-
vokes.mbo=The screen pointed to by
the Credential Request starting point
should be used only to set the creden-
tial request user name and password.

The Credential Request start-
ing point is set to an MBO. It
should be setto a login screen.

Identify a login screen for entering
log in credentials.

problem.credentials.are.not.cach-
ed.for.email.triggered.work-
flows=The credentials used in an no-
tification triggered workflow are not
cached between invocations. Consid-
er using static credentials for notifi-
cation triggered workflows.

You have specified dynamic
credentials for the workflow,
but static credentials may be
more appropriate.

Consider using static credentials,
where all users use the same login
information, for notification trig-
gered workflows.

problem.missing.criti-
cal.screen.flow=At least one Server-
initiated or Client-initiated flow start-
ing point needs to have a screen flow.

The screen flow design must
include at least one server- or
client-initiated flow starting
point. One is not defined.

Include a server- or client-initiated
flow starting point.

problem.operation.noinstance=The
screen "{0}" has a menu item "{1}"
which has one or more parameters
that are either unmapped or are map-
ped to attributes of the "{2}" MBO
without having an instance of that
MBO.

The screen and menu item
named in the message is not
complete. Parameters are ei-
ther unmapped or incorrectly
mapped to an MBO.

Complete the menu mapping task.

problem.namedquery.noin-
stance=The screen "{0}" has a menu
item "{1}" which is trying to invoke
the object query "{2}" on the "{3}"
MBO without having an instance of
that MBO.

The screen and menu item
named in the message cannot
invoke an object query be-
cause the MBO instance is not
included.

Determine why the MBO instance
is not included, then fix the prob-
lem.
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problem.listview.operation.no.par-
ams.bound.to.attributes=The screen
"{0}" has a menu item "{1}" which is
invoking an operation "{2}" and
hasn"t bound any of its parameters to
attribute keys, which is not recom-
mended.

The screen and menu item
named cannot invoke a list-
view operation. Parameters
are not bound to attribute
keys.

Bind parameters to attribute keys,
then retry the operation.

problem.no.credential.re-
quest.screen=This application, as de-
signed, needs a Credential Request
screen and does not have one.

The workflow application re-
quires a Credential Request
screen.

Add a Credential Request screen.

problem.no.credential.request.start-
ing.point=This application, as de-
signed, needs a Credential Request
starting point

The workflow application re-
quires a Credential Request
starting point.

Add a Credential Request starting
point.

problem.key.bound.to.relation-
ship.that.is.many.to.one=The key
"{0}" is bound to a relationship that is
marked as being many-to-one. Many-
to-one relationships are not suppor-
ted.

The key is bound to a many-
to-one relationship, which is
not supported for mobile
workflow applications. Only
composite relationships are
supported.

Change the key to bind to a com-
posite relationship.

problem.key.bound.to.non.compo-
site.relationship=The key "{0}" is
bound to a relationship that is not
marked as being composite. Only
composite relationships are suppor-
ted.

The key is bound to a relation-
ship other than composite.
Only composite relationships
are supported.

Change the key to bind to a com-
posite relationship.

problem.key.bound.invalid.relation-

ship=The key "{0}" is bound to a re-
lationship, "{1}", on the MBO "{2}",
but that relationship no longer exists.

The key is bound to an MBO
relationship that no longer ex-
ists.

Identify an MBO relationship that
exists.

prob-
lem.first.screen.in.flow.has.save=The
screen "{0}", the first screen in the
"{1}" flow, has a menuitem, "{2}",
which is of type Save. Save menui-
tems are not supported on the first
screen of the flow.

The screen named and the first
screen in the flow identified
have the same Save menui-
tem. Save menuitems are not
supported on the first screen
of the flow.

Change the design so that Save me-
nuitems are not used on the first
screen of the flow. Consider using a
Cancel, Close, or Submit workflow
instead.
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problem.first.screen.in.flow.okac-
tion.is.save=The screen "{0}", the
first screen in the "{1}" flow, has its
okaction property set to Save. Save
actions are not supported on the first
screen of the flow.

The named screen and first
screen in the flow both have
the okaction property set to
Save. Save actions are not
supported on the first screen
of the flow.

Change the design so that the okac-
tion property is set to Cancel on the
first screen of the flow.

problem.mbo.not.found=The MBO
"{0}" referenced from "{1}" could not
be found

The MBO named in the refer-
ence could not be found.

Check the design to make sure the
MBO reference is correct. You can
use the MBO References dialog to
retarget existing unfound MBO ref-
erences to existing MBOs.

prob-
lem.mbo.not.found.on.email.start-
ing.point=The MBO "{0}" referenced
from the notification trigger could not
be found

The MBO named in the refer-
ence could not be found.

Check the design to make sure the
notification trigger reference is cor-
rect. You can use the MBO Refer-
ences dialog to retarget existing
unfound MBO references to exist-
ing MBOs.

problem.key.mbo.at-
trib.not.found=The key "{0}" referen-
ces a non-existent attribute, "{2}", of
the MBO "{1}"

The key refers to an attribute
that does not exist for the
MBO named in the message.

Correct the key to refer to the cor-
rect attribute, or correct MBO with
the attribute.

problem.fs.key.is.also.cc.key=The
key of the editbox "{0}" from the
screen "{1}" is a cached credential
and flow-specific key.

Information only. The key
identified with the editbox is a
cached credential and flow-
specific key.

None.

problem.default.value.is.not.numer-
ic=The default value "{0}" for the
control "{1}" on the screen "{2}" isan
invalid numeric value.

The default value specified for
the control on the screen is an
invalid numeric value.

Change the default to a valid nu-
meric value.

problem.key.type.does.not.match.op-
tion.type=The key type of "{0}" is not
compatible with the control”s logical
type setting of "{1}" for the control
"{2}" on the screen "{3}".

The key type specified is not
valid for the control's logical

type setting.

Specify a valid key type that is
compatible with the control's logi-
cal type setting.
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problem.menuitem.ac-
tion.cant.be.asynchronous=The
screen "{0}" has a menu item "{1}"
which is of type Submit Workflow
under conditions in which only online
requests are supported.

This menu item cannot be
bound to the "Submit Work-
flow" action type under the
current design condition.

Change the design to allow use of
the "Submit Workflow" action type
for this menuitem, or use the "On-
line Request" action type for the
menuitem.

problem.menuitem.dupli-
cate.name=The screen "{0}" has two
or more menu items with the same
name, "{1}".

The screen named has dupli-
cate menu items.

Give both menu items unique
names.

problem.add.menuitem.emp-
ty.screen=The screen "{0}" has a
menu item "{1}" which is of type
Open and doesn"t have a valid screen
property setting.

A menu item on the named
screen does not have valid
screen property settings for
the Open type.

Provide the correct property set-
ting.

problem.add.menuitem.emp-
ty.screen=The screen "{0}" has a
menu item "{1}" which is of type Add
and doesn"t have a valid screen prop-
erty setting.

A menu item on the named
screen does not have valid
screen property settings for
the Add type.

Provide the correct property set-
ting.

problem.choice.control.re-
fers.to.key.that.isnt.accessible=The
choice control "{0}" on screen "{1}"
refers to a key, "{2}", which it doesn"t
have access to.

The choice control on the
named screen refers to a key
that it does not have access.

Either change the control to refer to
an accessible key, or arrange to
have access to the key.
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Glossary: Sybase Unwired Platform

Defines terms for all Sybase Unwired Platform components.

administration perspective — Or administration console. The Unwired Platform
administrative perspective is the Flash-based Web application for managing Unwired Server.
See Sybase Control Center.

administrators — Unwired Platform users to which an administration role has been assigned.
A user with the "SUP Administrator" role is called a "platform administrator” and a user with
the "SUP Domain Administrator” role is called a "domain administrator”. These
administration roles must also be assigned SCC administration roles to avoid having to
authenticate to Sybase Control Center in addition to Unwired Server:

* A domain administrator only requires the "sccUserRole" role.
* A platform administrator requires both the "sccAdminRole" and "sccUserRole" roles.

Adobe Flash Player — Adobe Flash Player is required to run Sybase Control Center. Because
of this player, you are required to run Sybase Control Center in a 32-bit browser. Adobe does
not support 64-bit browsers.

Advantage Database Server® — A relational database management system that provides the
messaging database for Sybase Unwired Platform. See messaging database.

Afaria® — An enterprise-grade, highly scalable device management solution with advanced
capabilities to ensure that mobile data and devices are up-to-date, reliable, and secure. Afaria
is a separately licensed product that can extend the Unwired Platform in a mobile enterprise.
Afaria includes a server (Afaria Server), a database (Afaria Database), an administration tool
(Afaria Administrator), and other runtime components, depending on the license you
purchase.

application—In Unwired Server (and visible in Sybase Control Center), and application is the
runtime entity that can be directly correlated to a native or mobile workflow application. The
application definition on the server establishes the relationship among packages used in the
application, domain that the application is deployed to, user activation method for the
application, and other application specific settings.

APNS — Apple Push Notification Service.
application connection — A unique connection to the application on a device.

application connection template — a template for application connections that includes
application settings, security configuration, domain details, and so forth.

application node — In Sybase Control Center, this is a registered application with a unique ID.
This is the main entity that defines the behavior of device and backend interactions.
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application registration — The process of registering an application with Sybase Unwired
Platform. Registration requires a unique identity that defines the properties for the device and
backend interaction with Unwired Server.

artifacts — Artifacts can be client-side or automatically generated files; for
example: . xm , . cs, . java,. cab files.

availability — Indicates that a resource is accessible and responsive.

BAPI - Business Application Programming Interface. A BAPI is a set of interfaces to object-
oriented programming methods that enable a programmer to integrate third-party software
into the proprietary R/3 product from SAP®. For specific business tasks such as uploading
transactional data, BAPIs are implemented and stored in the R/3 system as remote function
call (RFC) modules.

BLOB -Binary Large Object. A BLOB is a collection of binary data stored as a single entity
in a database management system. A BLOB may be text, images, audio, or video.

cache — The virtual tables in the Unwired Server cache database that store synchronization
data. See cache database.

cache group — Defined in Unwired WorkSpace, MBOs are grouped and the same cache
refresh policy is applied to their virtual tables (cache) in the cache database

cache partitions — Partitioning the cache divides it into segments that can be refreshed
individually, which gives better system performance than refreshing the entire cache. Define
cache partitions in Unwired WorkSpace by defining a partition key, which is a load argument
used by the operation to load data into the cache from the enterprise information system
(EIS).

cache database — Cache database. The Unwired Server cache database stores runtime
metadata (for Unwired Platform components) and cache data (for MBOs). See also data tier.

CLI - Command line interface. CLI is the standard term for a command line tool or utility.
client application — See mobile application.

client object API — The client object API is described in the Developer Guide. BlackBerry
Native Applications, Developer Guide. iOS Native Applications, and Developer Guide:
Windows and Windows Mobile Native Applications.

cluster — Also known as a server farm. Typically clusters are setup as either runtime server
clusters or database clusters (also known as a data tier). Clustering is a method of setting up
redundant Unwired Platform components on your network in order to design a highly scalable
and available system architecture.

cluster database — A data tier component that holds information pertaining to all Unwired
Platform server nodes. Other databases in the Unwired Platform data tier includes the cache,
messaging, and monitoring databases.
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connection — Includes the configuration details and credentials required to connect to a
database, Web service, or other EIS.

connection pool — A connection pool is a cache of Enterprise Information System (EIS)
connections maintained by Unwired Server, so that the connections can be reused when
Unwired Server receives future requests for data.

For proxy connections, a connection pool is a collection of proxy connections pooled for their
respective back-ends, such as SAP Gateway.

connection profile — In Unwired WorkSpace, a connection profile includes the configuration
details and credentials required to connect to an EIS.

context variable — In Unwired WorkSpace, these variables are automatically created when a
developer adds reference(s) to an MBO in a mobile application. One table context variable is
created for each MBO attribute. These variables allow mobile application developers to
specify form fields or operation parameters to use the dynamic value of a selected record of an
MBO during runtime.

data change notification (DCN) — Data change notification (DCN) allows an Enterprise
Information System (EIS) to synchronize its data with the cache database through a push
event.

data refresh — A data refresh synchronizes data between the cache database and a back-end
EIS so that data in the cache is updated. See also scheduled data refresh.

data source — In Unwired WorkSpace, a data source is the persistent-storage location for the
data that a mobile business object can access.

data tier — The data tier includes Unwired Server data such as cache, cluster information, and
monitoring. The data tier includes the cache database (CDB), cluster, monitoring, and
messaging databases.

data vault — A secure store across the platform that is provided by an SUP client.

deploy — (Unwired Server) Uploading a deployment archive or deployment unit to an
Unwired Server instance. Unwired Server can then make these units accessible to users via a
client application that is installed on a mobile device.

There is a one-to-one mapping between an Unwired WorkSpace project and a server package.
Therefore, all MBOs that you deploy from one project to the same server are deployed to the
same server package.

deployment archive — In Unwired WorkSpace, a deployment archive is created when a
developer creates a package profile and executes the build operation. Building creates an
archive that contains both a deployment unit and a corresponding descriptor file. A
deployment archive can be delivered to an administrator for deployment to a production
version of Unwired Server.
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deployment descriptor — A deployment descriptor is an XML file that describes how a
deployment unit should be deployed to Unwired Server. A deployment descriptor contains
role-mapping and domain-connection information. You can deliver a deployment descriptor
and a deployment unit—jointly called a deployment archive—to an administrator for
deployment to a production version of Unwired Server.

deployment mode — You can set the mode in which a mobile application project or mobile
deployment package is deployed to the target Unwired Server.

deployment profile — A deployment profile is a named instance of predefined server
connections and role mappings that allows developers to automate deployment of multiple
packages from Sybase Unwired WorkSpace to Unwired Server. Role mappings and
connection mappings are transferred from the deployment profile to the deployment unit and
the deployment descriptor.

deployment unit — The Unwired WorkSpace build process generates a deployment unit. It
enables a mobile application to be effectively installed and used in either a preproduction or
production environment. Once generated, a deployment unit allows anyone to deploy all
required objects, logical roles, personalization keys, and server connection information
together, without requiring access to the whole development project. You can deliver a
deployment unit and a deployment descriptor—jointly called a deployment archive—to an
administrator for deployment to a production version of Unwired Server.

development package — A collection of MBOs that you create in Unwired WorkSpace. You
can deploy the contents of a development package on an instance of Unwired Server.

device application — See also mobile application. A device application is a software
application that runs on a mobile device.

device notification — Replication synchronization clients receive device notifications when a
data change is detected for any of the MBOs in the synchronization group to which they are
subscribed. Both the change detection interval of the synchronization group and the
notification threshold of the subscription determine how often replication clients receive
device notifications. Administrators can use subscription templates to specify the notification
threshold for a particular synchronization group.

device user — The user identity tied to a device.

DML - Data manipulation language. DML is a group of computer languages used to retrieve,
insert, delete, and update data in a database.

DMZ - Demilitarized zone; also known as a perimeter network. The DMZ adds a layer of
security to the local area network (LAN), where computers run behind a firewall. Hosts
running in the DMZ cannot send requests directly to hosts running in the LAN.

domain administrator — A user to which the platform administrator assigns domain
administration privileges for one or more domain partitions. The domain administrator has a
restricted view in Sybase Control Center, and only features and domains they can manage are
visible.
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domains — Domains provide a logical partitioning of a hosting organization's environment, so
that the organization achieves increased flexibility and granularity of control in multitenant
environments. By default, the Unwired Platform installer creates a single domain named
"default”. However the platform administrator can also add more domains as required.

EIS - Enterprise Information System. EIS is a back-end system, such as a database.

Enterprise Explorer — In Unwired WorkSpace, Enterprise Explorer allows you to define data
source and view their metadata (schema objects in case of database, BAPIs for SAP, and so
on).

export — The Unwired Platform administrator can export the mobile objects, then import
them to another server on the network. That server should meet the requirement needed by the
exported MBO.

hostability — See multitenancy.
IDE - Integrated Development Environment.
JDE - BlackBerry Java Development Environment.

key performance indicator (KPI) — Used by Unwired Platform monitoring. KPls are
monitoring metrics that are made up for an object, using counters, activities, and time which
jointly for the parameters that show the health of the system. KPIs can use current data or
historical data.

keystore — The location in which encryption keys, digital certificates, and other credentials in
either encrypted or unencrypted keystore file types are stored for Unwired Server runtime
components. See also truststore.

LDAP - Lightweight Directory Access Protocol.

local business object — Defined in Unwired WorkSpace, local business objects are not bound
to EIS data sources, so cannot be synchronized. Instead, they are objects that are used as local
data store on device.

logical role — Logical roles are defined in mobile business objects, and mapped to physical
roles when the deployment unit that contain the mobile business objects are deployed to
Unwired Server.

matching rules— A rule that triggers a mobile workflow application. Matching rules are used
by the mobile workflow email listener to identify e-mails that match the rules specified by the
administrator. When emails match the rule, Unwired Server sends the e-mail as a mobile
workflow to the device that matches the rule. A matching rule is configured by the
administrator in Sybase Control Center.

MBO - Mobile business object. The fundamental unit of data exchange in Sybase Unwired
Platform. An MBO roughly corresponds to a data set from a back-end data source. The data
can come from a database query, a Web service operation, or SAP. An MBO contains both
concrete implementation-level details and abstract interface-level details. At the
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implementation-level, an MBO contains read-only result fields that contain metadata about
the data in the implementation, and parameters that are passed to the back-end data source. At
the interface-level, an MBO contains attributes that map to result fields, which correspond to
client properties. An MBO may have operations, which can also contain parameters that map
to arguments, and which determines how the client passes information to the enterprise
information system (EIS).

You can define relationships between MBOs, and link attributes and parameters in one MBO
to attributes and parameters in another MBO.

MBO attribute — An MBO attribute is a field that can hold data. You can map an MBO
attribute to a result field in a back-end data source; for example, a result field in a database
table.

MBO binding — An MBO binding links MBO attributes and operations to a physical data
source through a connection profile.

MBO operation — An MBO operation can be invoked from a client application to perform a
task; for example, create, delete, or update data in the EIS.

MBO relationship — MBO relationships are analogous to links created by foreign keys in a
relational database. For example, the account MBO has a field called owner /D that maps to
the /Dfield in the owner MBO.

Define MBO relationships to facilitate:

« Data synchronization
» EIS data-refresh policy

messaging based synchronization — A synchronization method where data is delivered
asynchronously using a secure, reliable messaging protocol. This method provides fine-
grained synchronization (synchronization is provided at the data level—each process
communicates only with the process it depends on), and it is therefore assumed that the device
is always connected and available. See also synchronization.

messaging database — The messaging database allows in-flight messages to be stored until
they can be delivered. This database is used in a messaging based synchronization
environment. The messaging database is part of the Unwired Platform data tier, along with the
cache, cluster, and monitoring databases.

mobile application — A Sybase Unwired Platform mobile application is an end-to-end
application, which includes the MBO definition (back-end data connection, attributes,
operations, and relationships), the generated server-side code, and the client-side application
code.

Mobile Application Diagram — The Mobile Application Diagram is the graphical interface
to create and edit MBOs. By dragging and dropping a data source onto the Mobile Application
Diagram, you can create a mobile business object and generate its attribute mappings
automatically.
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Mobile Application Project — A collection of MBOs and client-side, design-time artifacts
that make up a mobile application.

mobile workflow packages — Mobile workflow packages use the messaging synchronization
model. The mobile workflow packages are deployed to Unwired Server, and can be deployed
to mobile devices, via the Unwired Platform administrative perspective in Sybase Control
Center.

monitoring — Monitoring is an Unwired Platform feature available in Sybase Control Center
that allows administrators to identify key areas of weakness or periods of high activity in the
particular area they are monitoring. It can be used for system diagnostic or for
troubleshooting. Monitored operations include replication synchronization, messaging
synchronization, messaging queue, data change notification, device notification, package,
user, and cache activity.

monitoring database — A database that exclusively stores data related to replication and
messaging synchronization, queues status, users, data change notifications, and device
notifications activities. By default, the monitoring database runs in the same data tier as the
cache database, messaging database and cluster database.

monitoring profiles — Monitoring profiles specify a monitoring schedule for a particular
group of packages. These profiles let administrators collect granular data on which to base
domain maintenance and configuration decisions.

multitenancy — The ability to host multiple tenants in one Unwired Cluster. Also known as
hostability. See also domains.

node — A host or server computer upon which one or more runtime components have been
installed.

object query — Defined in Unwired WorkSpace for an MBO and used to filter data that is
downloaded to the device.

onboarding — The enterprise-level activation of an authentic device, a user, and an application
entity as a combination, in Unwired Server.

operation — See MBO operation.

package — A package is a named container for one or more MBOs. On Unwired Server a
package contains MBOs that have been deployed to this instance of the server.

palette — In Unwired WorkSpace, the palette is the graphical interface view from which you
can add MBOs, local business objects, structures, relationships, attributes, and operations to
the Mobile Application Diagram.

parameter — A parameter is a value that is passed to an operation/method. The operation uses
the value to determine the output. When you create an MBO, you can map MBO parameters to
data-source arguments. For example, if a data source looks up population based on a state
abbreviation, the MBO gets the state from the user, then passes it (as a parameter/argument) to
the data source to retrieve the information. Parameters can be:
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« Synchronization parameters — synchronize a device application based on the value of the
parameter.

« Load arguments — perform a data refresh based on the value of the argument.

» Operation parameters — MBO operations contain parameters that map to data source
arguments. Operation parameters determine how the client passes information to the
enterprise information system (EIS).

personalization key — A personalization key allows a mobile device user to specify attribute
values that are used as parameters for selecting data from a data source. Personalization keys
are also used as operation parameters. Personalization keys are set at the package level. There
are three type of personalization keys: Transient, client, server.

They are most useful when they are used in multiple places within a mobile application, or in
multiple mobile applications on the same server. Personalization keys may include attributes
such as name, address, zip code, currency, location, customer list, and so forth.

perspective — A named tab in Sybase Control Center that contains a collection of managed
resources (such as servers) and a set of views associated with those resources. The views in a
perspective are chosen by users of the perspective. You can create as many perspectives as you
need and customize them to monitor and manage your resources.

Perspectives allow you to group resources ways that make sense in your environment—by
location, department, or project, for example.

physical role — A security provider group or role that is used to control access to Unwired
Server resources.

Problems view — In Eclipse, the Problems view displays errors or warnings for the Mobile
Application Project.

provisioning — The process of setting up a mobile device with required runtimes and device
applications. Depending on the synchronization model used and depending on whether or not
the device is also an Afaria client, the files and data required to provision the device varies.

pull synchronization — Pull synchronization is initiated by a remote client to synchronize the
local database with the cache database. On Windows Mobile, pull synchronization is
supported only in replication applications.

push synchronization — Push is the server-initiated process of downloading data from
Unwired Server to a remote client, at defined intervals, or based upon the occurrence of an
event.

queue — In-flight messages for a messaging application are saved in a queue. A queue is a list
of pending activities. The server then sends messages to specific destinations in the order that
they appear in the queue. The depth of the queue indicates how many messages are waiting to
be delivered.

relationship — See MBO relationship.

relay server — See also Sybase Hosted Relay Service.
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resource — A unique Sybase product component (such as a server) or a subcomponent.

REST web services — Representational State Transfer (REST) is a style of software
architecture for distributed hypermedia systems such as the World Wide Web.

RFC — Remote Function Call. You can use the RFC interface to write applications that
communicate with SAP R/3 applications and databases. An RFC is a standalone function.
Developers use SAP tools to write the Advanced Business Application Programming (ABAP)
code that implements the logic of a function, and then mark it as "remotely callable,”" which
turns an ABAP function into an RFC.

role — Roles control access to Sybase Unwired Platform resources. See alsological role and
physical role.

role mapping — Maps a physical (server role) to a logical (Unwired Platform role). Role
mappings can be defined by developers, when they deploy an MBO package to a development
Unwired Server, or by platform or domain administrators when they assign a security
configuration to a domain or deploy a package to a production Unwired Server (and thereby
override the domain-wide settings in the security configuration).

RSOE - Relay Server Outbound Enabler. An RSOE is an application that manages
communication between Unwired Server and a relay server.

runtime server — An instance of Unwired Server that is running. Typically, a reference to the
runtime server implies a connection to it.

SAP — SAP is one of the EIS types that Unwired Platform supports.

SCC - Sybase Control Center. A Web-based interface that allows you to administer your
installed Sybase products.

schedule — The definition of a task (such as the collection of a set of statistics) and the time
interval at which the task must execute in Sybase Control Center.

scheduled data refresh — Data is updated in the cache database from a back-end EIS, based on
a scheduled data refresh. Typically, data is retrieved from an EIS (for example, SAP) when a
device user synchronizes. However, if an administrator wants the data to be preloaded for a
mobile business object, a data refresh can be scheduled so that data is saved locally in a cache.
By preloading data with a scheduled refresh, the data is available in the information server
when a user synchronizes data from a device. Scheduled data refresh requires that an
administrator define a cache group as "scheduled"” (as opposed to "on-demand").

security configuration — Part of the application user and administration user security. A
security configuration determines the scope of user identity, authentication and authorization
checks, and can be assigned to one or more domains by the platform administrator in Sybase
Control Center. A security configuration contains:

« A et of configured security providers (for example LDAP) to which authentication,
authorization, attribution is delegated.
* Role mappings (which can be specified at the domain or package level)
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security provider — A security provider and it's repository holds information about the users,
security roles, security policies, and credentials used by some to provide security services to
Unwired Platform. A security provider is part of a security configuration.

security profile — Part of the Unwired Server runtime component security. A security profile
includes encryption metadata to capture certificate alias and the type of authentication used by
server components. By using a security profile, the administrator creates a secured port over
which components communicate.

server connection — The connection between Unwired WorkSpace and a back-end EIS is
called a server connection.

server farm — See also cluster. Is the relay server designation for a cluster.
server-initiated synchronization — See push synchronization.

SOAP — Simple Object Access Protocol. SOAP is an XML-based protocol that enables
applications to exchange information over HTTP. SOAP is used when Unwired Server
communicates with a Web service.

solution — In Visual Studio, a solution is the high-level local workspace that contains the
projects users create.

Solution Explorer — In Visual Studio, the Solution Explorer pane displays the active projects
in a tree view.

SSO - Single sign-on. SSO is a credential-based authentication mechanism.

statistics — In Unwired Platform, the information collected by the monitoring database to
determine if your system is running as efficiently as possible. Statistics can be current or
historical. Current or historical data can be used to determine system availability or
performance. Performance statistics are known as key performance indicators (KPI).

Start Page — In Visual Studio, the Start Page is the first page that displays when you launch the
application.

structured data — Structured data can be displayed in a table with columns and labels.

structure object — Defined in Unwired WorkSpace, structures hold complex datatypes, for
example, a table input to a SAP operation.

subscription — A subscription defines how data is transferred between a user's mobile device
and Unwired Server. Subscriptions are used to notify a device user of data changes, then these
updates are pushed to the user's mobile device.

Sybase Control Center — Sybase Control Center is the Flash-based Web application that
includes a management framework for multiple Sybase server products, including Unwired
Platform. Using the Unwired Platform administration perspective in Sybase Control Center,
you can register clusters to manage Unwired Server, manage domains, security
configurations, users, devices, connections, as well as monitor the environment. You can also
deploy and MBO or workflow packages, as well as register applications and define templates
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for them. Only use the features and documentation for Unwired Platform. Default features and
documentation in Sybase Control Center do not always apply to the Unwired Platform use
case.

Sybase Control Center X.X Service — Provides runtime services to manage, monitor, and
control distributed Sybase resources. The service must be running for Sybase Control Center
to run. Previously called Sybase Unified Agent.

Sybase Hosted Relay Service — The Sybase Hosted Relay Service is a Web-hosted relay
server that enables you to test your Unwired Platform development system.

Sybase Messaging Service — The synchronization service that facilitates communication
with device client applications.

Sybase Unwired Platform — Sybase Unwired Platform is a development and administrative
platform that enables you to mobilize your enterprise. With Unwired Platform, you can
develop mobile business objects in the Unwired WorkSpace development environment,
connect to structured and unstructured data sources, develop mobile applications, deploy
mobile business objects and applications to Unwired Server, which manages messaging and
data services between your data sources and your mobile devices.

Sybase Unwired WorkSpace — Sybase Unwired Platform includes Unwired WorkSpace,
which is a development tool for creating mobile business objects and mobile applications.

synchronization — A synchronization method where data is delivered synchronously using an
upload/download pattern. For push-enabled clients, synchronization uses a "poke-pull”
model, where a notification is pushed to the device (poke), and the device fetches the content
(pull), and is assumed that the device is not always connected to the network and can operate in
a disconnected mode and still be productive. For clients that are not push-enabled, the default
synchronization model is pull. See also messaging based synchronization.

synchronization group — Defined in Unwired WorkSpace, a synchronization group is a
collection of MBOs that are synchronized at the same time.

synchronization parameter — A synchronization parameter isan MBO attribute used to filter
and synchronize data between a mobile device and Unwired Server.

synchronization phase — For replication based synchronization packages, the phase can be
an upload event (from device to the Unwired Server cache database) or download event (from
the cache database to the device).

synchronize — See also data refresh. Synchronization is the process by which data
consistency and population is achieved between remote disconnected clients and Unwired
Server.

truststore — The location in which certificate authority (CA) signing certificates are stored.
See also keystore.

undeploy — Running undeploy removes a domain package from an Unwired Server.
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Unwired Server — The application server included with the Sybase Unwired Platform
product that manages mobile applications, back-end EIS synchronization, communication,
security, transactions, and scheduling.

user — Sybase Control Center displays the mobile-device users who are registered with the
server.

view — A window in a perspective that displays information about one or more managed
resources. Some views also let you interact with managed resources or with Sybase Control
Center itself. For example, the Perspective Resources view lists all the resources managed by
the current perspective. Other views allow you to configure alerts, view the topology of a
replication environment, and graph performance statistics.

Visual Studio — Microsoft Visual Studio is an integrated development environment product
that you can use to develop device applications from generated Unwired WorkSpace code.

Welcome page — In Eclipse, the first set of pages that display when you launch the application.

workspace — In Eclipse, a workspace is the directory on your local machine where Eclipse
stores the projects that you create.

WorkSpace Navigator — In Eclipse, the tree view that displays your mobile application
projects.

WSDL file — Web Service Definition Language file. The file that describes the Web service
interface that allows clients to communicate with the Web service. When you create a Web
service connection for a mobile business object, you enter the location of a WSDL file in the
URL.
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