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* Rijndael - T4V &Z—)V] LiihrET, TEIEFhF—- -7y
e YA XY R— BT IVT) XLTT, 2OV XLIE., H
N SRR ERMEHT 5 XS ICKEIENTVE D, VI T T
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* AES- Advanced Encryption Standard OH#§ T, [HEICHK 5 HENH % HFEE Tl
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YR—bENBT—&H
AES_ENCRYPT BB DRMIDI8T A—RIciE, ROV KR— b ENET—ZEDONG
NHEIEETZRENDH D T,

CHAR NUMERI C
VARCHAR FLOAT

TI NYI NT REAL
SMALLI NT DCUBLE

I NTEGER DECI VAL

Bl G NT DATE

BIT TI ME

Bl NARY DATETI ME
VARBI NARY TI MESTAWMP
UNSI GNED | NT SVALLDATETI ME
UNSI GNED BI G NT

LOB 7 —&BUd, BRI Tl Sybase IQ DA T LD LTI Y R—FEN TV E
Ao

T — R B DR

Sybase IQ Tld. AES_DECRYPT BAE(MY, 7 —ZMEINTG A—Z & UTRIFEL S,
CcASTEIB OHICEEFNTVWNE, T—RZESLLIzL &I L—2 « 7F X b
DILDT— 2N TRD £,

Sybase IQ 1Z. CAST DX —7"w hDF—2H L LD EENzT—2DT—
AR LE T, TD2DOT—=ZBR—HLAEWEEE, ToOTF—2AE
2=y s OT— 2 BN SR & —#41C -1001064 TT—MRENE T,
e 2, BS{bE Nz VARCHAR( 1) e L, XDOES{EXhEITHS L L
9,

SELECT AES DECRYPT ( thecolumm, ‘theKey’,
VARCHAR(1) ) FROM thetabl e

T—R%, ROZMHLTES{ELES Lt LET,

SELECT AES DECRYPT ( thecolumm, ‘theKey’,
SMALLI NT ) FROM t het abl e

COYE. ROLT—MERENEKT,
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Decryption error: Incorrect CAST type snallint(5,0)
for decrypt data of type varchar(1,0).

COXI T —2BOF v 73, T—ZRMEEINILEICORFITINE
o CASTELE T —RHIRTG A—=ZEIFEEINTOVEWVWGES. 72V RS ET+ X
FEINAFY « T—RELUTRLET,

AR XOXDO XS, VT IIVEBICH LT AES_ENCRYPT B EEH LTz L
LEd,
I NSERT INTO t (cipherCol) VALUES (AES ENCRYPT (1, ‘key’))

COEE. 1 DT —=ZRRHNFENCERDZ T LICHEELTLIET WY, 1DOF7—%7%
(%, TINYI NT. SMALLI NT. | NTEGER. UNSI GNED | NT. Bl G NT. UNSI GNED
Bl G NT. F7zdZDMDF—2RN Iz 0[HEENH D £,

HVENE DORFEZ RS B 72DI, ROXD K 51 CAST BIEUZZ BRI AEH
5B IITHLET,

I NSERT INTO t (cipherCol)
VALUES ( AES_ENCRYPT (CAST (1 AS UNSI GNED | NTEGER), ‘key'))

T—R7ERE5bT % L I cAST SR LT — 2RI RMICEBILTH
T, T—2&ESLT B & &I casT BIER T % C & CRIBEDOREZill
TE%E9,

S LN RO T — 2NN T LOT—ZDEE, FlEES(LENnzT—2M0
LOAD TABLE IC K> THIA S NZHHIE. HVEFVIIEIRELEEA,

BELTIFA M 2EAST—2ROFE
AES_ENCRYPT DA N 7ZH CTF—2BICF v+ A T3 & T, [A—DBGE5{bTF+ X
MR L £ 9,

AES_ENCRYPT BIEUC K o> THEKEI N AR ST F A NI, ASMEE F—DFEUT
HoTEH, T—RZUNEZNDESEEDICEDET, LA ->T, 2 DO0KE
ETFF AR - BT LIS, 2DDREZ T — 2B EFEOR SL LM N T
WABGEE, TNEDHT LY a4 Y LTHUBENMRENS LB /A,
el 2, XTI TLIzE LET,

CREATE TABLE tablea(cl int, c2 smallint);
I NSERT | NTO t abl ea VALUES (100, 100);

{iil AES_ENCRYPT(c1, 'key') (& AES ENCRYPT(c2, ' key') &¥7&b . fH
AES _ENCRYPT(c1, ' key') & AES ENCRYPT( 100, ' key') & ®4&0 %7,

C ORER RIS B1C1E. AES_ENCRYPT DA 2RI LT — 2B F v AL E
T 2L ZiE, XDV VT )V« I—ROFERIFE CIcED 9,
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AES_ENCRYPT(c1, 'key');
AES_ENCRYPT(CAST(c2 AS INT), 'key'):
AES_ENCRYPT( CAST(100 AS INT), 'key');

2
» AES_ENCRYPT Bi%k [32751]] (6 X—2)

AES ENCRYPT BE%( [S2F51]
fEEINREE bF—Z2MEH LU T, fEEINEEZRES{E L. VARBI NARY % 7z1d
LONG VARBI NARY ZIR L% 9,

X

AES_ENCRYPT( string-expression, key )

INT X —X

string-expression— 5L RDT— 2 TF, AES_ENCRYPT IZIE/3A F U HZIET
TEETEET, T—EN—ATRKLFENLFDEBNENIRVEETE, TO
IRT A= TIIKRLF NSRRI ENE T,

key - string-expression DG SALICHH I 25+ —T9, TDEZEIFT 51
. EZESET 2L JCERCF—Z2HFHT2LENHDET, 7—ZX—2R
TRXFENLFDEBE NIV ATE, TORTRA—=ZTIIAL T L/
NXBIENET,

ISAT— R e[k, F—DMEIIFHEI SIS WEZESNT ENEETT, F—
DEICIE. BEEMN 16 XFLUET, RXFLNLF RGP BT LRk 2 i
LIz DEESCEEZBTIOLET, TOF—IF. 7T—22H5 LTI L EIC
HICHETT,

BE | 72l IRVTLEE, F—DaEC—2L2RGc R E LT
TV, F—EES &, BEELIET—RICE L T 7R TERLEDET,
T2 2EETEHELH D FHA

&7
AES_ENCRYPT &, AJHMED string-expression & O 15 KT 31734 kEL> VARBI NARY

HZRLET, TORBICK > TRENZHEIESETFANTHD, HETE
F+H /., AES_DECRYPT Bz {#ifl L C. AES_ENCRYPT B TR ST Nz
string-expression 185 TE £, string-expression 7 \EHICE 5L B2,
T—R2DES LI I N0 LR UHES{EF— 7))V TV XL ZEH T 2008
NHO X, IELWIESEF—ZELRWVE, TI—DRELET,

R L UTelliZe 77— 7 VK 3581, A5 LT —278% VARBI NARY &
72lE VARCHARIC L, E&EZ 3231 FLLEICLT, 7RI LT FEy M
BRRITENZNE SIS LET (LY VBB RITENS & T — 2 EHSLT
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TR RB5EDNH D £I), VARBI NARY /1T LE72i1d VARCHAR /1 5 LD EE M
231 FEDEWE, AES_DECRYPT BIEIZ TS — &KL 9,

AES_ENCRYPT BIELDFE RO T — 23 LONG Bl NARY I 2 AJREMEDY D D £ 97,
SELECT INTO X T AES_ENCRYPT Z{H 1§ 215513, IEMGELT— 204 7> 3
YDAV ARALTWSD, CAST ZffiH LT AES_ENCRYPT ZE LW T —
2R A LCRET 2B H D £7,

AR REICOVWTIR, TV T7 LV ARl O TEVTFo v T -TJavr, 7—
T, BRUTmr—Iv | > [SQLBE > 7))V 77Xy MEDOBEEY X

k1 > TREPLACE BE8 [l ZZIU T EW,

K& I

* SQL - ISO/ANSI SQL SCIEIC RS B R R DOYLEEEE TS,
* Sybase - Adaptive Server Enterprise TIZYR—F TN TV EH A,

SR

+ AES_DECRYPT B [3<F31] (71 X—2)

o WL LG SEDR] (13 X—2)

« LOAD TABLE ENCRYPTED fiJ (9 X—2)

o BB LT FAMCHTZEIRZ T — 2O (5 RX—2)
o BEEEH T LOT =21 (3 RX=)

AES DECRYPT BE# [SZF5]]

fEEINzF—Z2MHH L Ty EESELET, 774V TR
VARBI NARY. LONG BI NARY, F7z3cDO L — « 7F A DT —ZARRE

nx9,
WX

AES_DECRYPT( string-expression, key [, data-type ] )

INTA—HK

string-expression— 185 {LROFH], TORIRICIZ. NAFUHEZEST LT
TEXT, T—EN—ATRLFENLEDKAENZNGETE, TD/NT
A= R TERLTF &/ NCEDRNENE T,

key - string-expression DI SALIC ARG S{LF—Td, Bs{bEN7TOlZE
B9 BIcld. TDF—IZ. string-expression DEGSALICAEH & NifzD & [[ URES1E
F—THZRERHDET, T—EZR—ATALFE/NCEPRAE NG E
TE. TONRTA=ZTRERLF LN ENE T,
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BE | 72 IRVTLEEI, F—DaEC—2L2RGAcRE L T2
TV, F=FEKI &, B L LT —RICE 7 T 7 A TEHRIAEDET,
T2 EEET 2R H D EHA

data-type— T DA T2 a > « INTG A—=RTIE, 85T 3 string-expression DT —
AREEELET, T, DT L—2 « TFA MR UT—2MTH 3 1 E
AN RN g

AES_ENCRYPT B2l L T7 — 2 24 A9 2 FRIC cAST X Z2 i L TV
£rld. VARCHAR % data-type & L CIES T 1K D, AES_DECRYPT Z{#i ] L TIAl
CTF—2%FRTBHTENTEET, data-type @ AES_DECRYPT ICIE X W GE
&, VARBI NARY 7—ZHIHRENE T,

&7
AES_DECRYPT B%(Z i/l L C. AES_ENCRYPT BAS{ TS & Nz string-

expression 1 EALTEE T, T—XHDIEEN TGS, TOBBIZ. AT
F LA U231 S0 VARBI NARY fE X 7213 LONG VARBI NARY fliZiR L £9, 21
DANDGEER., fEE LT —2BIMRENET,

string-expression 7z IEHICHZET ZI1CE. T— 2O A LIS NzO LR T
W bF—2 T 2808 MH D £, S {EF—DELIZWERE,. T5—
MRENET,

Al
user_info 7—7 )5 1—YDIRAXT— RS LET,

SELECT AES DECRYPT(user _pwd, '8U3dkA' , CHAR(100))
FROM user _i nf o;

K & L

*  SQL - ISO/ANSI SQL SLEIC KT B RV X DHLAEMAE TS,
* Sybase - Adaptive Server Enterprise TldH R— SN TWEH A,

« AES_ENCRYPT B [3F31] (6 X—2)
o WEEL LGSR (13 X—2)

« LOAD TABLE ENCRYPTED f1J (9 X—3)
o WSS LOT—2E (3 R—Y)

8 Sybase 1Q



Sybase IQ IC X2 FEEREF 2T«

LOAD TABLE ENCRYPTED 4]
LOAD TABLE X Tl&. column-spec F+—7— R ENCRYPTED M"Y R— F TN TV ZE
ED

column-specs 1%, LOAD TABLE XD T LHDZAIC, RDNEF THHEES 505D
HOET,

» format-specs

e null-specs

e encrypted-specs

TR DOVTE, VT 7L VAR] @O IxxeA7Foar]) > IsQuxl >
[LOAD TABLE 3] ZZML T EE W,

258

ENCRYPTED( dat a-type ‘ key-string’ [, ‘algorithmstring ] )

INT A —X

*  data-type— AES_ENCRYPT FIIND AT & LTS 2. AT 7 AV« T 4 —
)V ROZERSDTF— 2T, data-type l&. AES_DECRYPT D J1DF—
AL R T — 2 THERENH D FT,

*  key-string— 7 — X DWFSALICMHEH T 2 5{LF—TF, TDF—iF. X7V
TIICT ZREND O T, JTOMZEIGT BIcld. HZESET 5 & X
ERICF—ZMHHT 20ENH D ET, 77— ZX—ZATRKLT &/ NFDXG]
INHEVWEATE, TONRTA=RZTRIRKLFENCEDEFIENE T,
ISNAT— R EEkk, F—DMIIEHER S U S WEZ SRS EWEETT,
F—Officld, BEEH 16 X7 LT, KXFENTFREIH, BT LR
FEREALIELDERRCEEBTITHLET, TOF—F, 7—2%EES{t
T 5L ZICHICHETT,

BE | 2L TBVTLET VY, F—0aC—Z2RERGARE LT
LTV, F—=K5 b, BB LET—RICE o777 ATERLIAED
X9, T2 %EETEHEEH D EEA

* algorithm-string— 7 — 2 OV 2 7))V 3 LT, TDI8T A—
23A T a TN, T—ROESLEEESIZFE T VT X LZHHL
TITOREND D T, HEH T, Y R—FENTWS7)L3V X LT AES
DRIEDT, TNWHT T AV N THEHATNE T, AES I, NIST (National
Institute of Standards and Technology) ¥ 7 @ 7 B 5{LDHr L AES (Advanced
Encryption Standard) & U TR L7z 7 0w ZH55(L7 )L 3V LTI,

&/
ENCRYPTED D} T LDIFETIX. HFLIica— RENE T —XORGES{LICfHHT

Sty —L, RESCTT7 NIV ALZIRETEET, TOH— kDA
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Z LT —2%3 VARBI NARY TH 2 ENH D £, D7 —2MeigEd %
CILT—MRENET,

LOAD TABLE ENCRYPTED 24/
LOAD TABLE t abl e_nane

pl ai nt ext _col unm_nane,

a_ci phertext _col um_nane

NULL( nil")

ENCRYPTED( var char (6), 't Hefi Rst kEy') ,
anot her _encrypted_col um

ENCRYPTED( bi gi nt, ' t hEseconDkeY' , ' AES')

)

FROM ' / path/to/the/input/file'
FORVAT asci i

DELI M TED BY ' ;'

ROW DELI M TED BY ' ¥0Oxa'

S

« AES_ENCRYPT B [3F41] (6 X—2)
« AES_DECRYPT B%k [3¢75] (7 X—2)
o WEELEESEOR] (13 =)

o BESHEN T LDT—HE (3 R—)

RSt T A b TOSLER| D g

T—=RDRKXF /N FEDXPE N WGE, £7213 1ISO_BINENG LISV OEE
AL TWAIEAIE. XCFHOBZITT B 1ICEELTF A « hT L7Z
BT Z2RERD D 9,

XA DL E T 555, £ < DIEICHBW TEMZ ST & [H—D 75
DEWTIEETY, TNiE. CREATE DATABASE 0D CASE + 7 g VIHkFL
9, CASE RESPECT ICRRE I N, ISO_BINENG HREZH T % T — X X— X,
Sybase IQ TDOFT 7+ )V N TH O, itk & F—PEOR IR NE T,

B —DXXFAINTHICHEM TS, FMlATINIHT LEE—TIEH D £ A,
XFHIWE CNA MEEFEH LU TERHES NS GEDOHR, LFHEE—TT, 7—
RZDRKX T LN TR ENTZWIGE, £REEEROXTIEFELVEDE LT
WX NZ0EN D B A ZHHT 256, St e E—EOENIEETY,
ISOILATINL (X C D X 35 A& DHI T,
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Tzl Z1E., Kx /IR KB E NRNT— X X— A NO TS| "ABC" & XF
H"abe" &, F—TIEH O FHANEMTT, KLFENLFEDRXPEND T—X
R—=ZADGEE., ThHERAR—TLEHEMTE LD T A,

Sybase B S{LEIEIC K > TIER S N A EL T F A Mid, itk Tld 7 < E—
FHEELET, DFED, "ABC" & "abc" OB LT F A MIR LU TCEHMTIZH O F
B

A E 721 CASE ORE T T DX S iR tBAFF TN TV aEWGAICESL T+
A N CEMMEO R ZFRITT S, 7TV r—2a >y TEDOAhT LNDEZ,

Efiin il 7. Lo CTH—DEL RV, [ 5hDOEREDERICEE T S0
EWHH O FT, 7z& 21X, CASEIGNORE & I1SO_BINENG FaEZEH L TT—%

N—=2AZERK L. 7TV r—a >y TAIMEZ 1T LS AT BR1CZF O AJHE
JXTIC UCASE Zii g U, FMiafiid I XCTR—IcsED £9,

AT LD BT —RAR—=A « F T gV
71T LOBEE L L EELICEBET B Sybase 1IQ T—ZN—XZ « TV 3 VOREN
HOFET, IZEALEDHT LREELIIRT, 77 4 )V b ORE I RELRE T
HoFEEA,

BEEStTF A FDOFHLAEW NSV — DRIk
STRI NG_RTRUNCATI ONZRET S & T, BE b7 F A MNP TICh T
F—hrENEWNESICLET,

S EBIRUC K B SET F R N O] (K72EZ OMDSLT03A 71U 375)
PPHETICR I =P ENRNKSICT BRI, RDT—EZRX—R -« F7
TavERBRELET,

SET OPTI ON STRI NG_RTRUNCATI ON = ' ON

STRI NG_RTRUNCATI ON7% ON (77 #)V M) ICRET B &, o— R, ffiA. HH.
F 721 SELECT INTO DEHE T TN ST 0 r— b ENB VIV YV T
F—MFELE T, TN ISO/ANSI SQL DEMETH D . #ERE NS JTIETT,

HARIZR b5 > — AW A 1. LEFT. SUBSTRING., CAST 7% & DXCFH|
AEHHLET,

STRI NG_RTRUNCATI ON 7% OFF ICRRET % & XTFH|DOREERNR N T > r— kW
EirEnEd,

F /. AES_DECRYPT Bt . AJ1E ST+ X DOF—2EDOHM%
Frw BRI TERI TFAMBNEF v 7 LT, BHELIEBEDT—X
ELIEEINF—D@IEE DM f5Z2MGE LK T (7 — 205 [ BDMEE S ity
BlE, TAMEF oy 7 ENET),
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BE{bT X FOBEOHE:

ASE_BI NARY_DI SPLAY Z&RET 5T & T, BT F A OB R L E
ERS

SET OPTI ON ASE_BI NARY_DI SPLAY = ' OFF'

ASE_BI NARY_DI SPLAY 7% OFF (77 A )V M) ICERET B & NAF Y « 7=
H— NAFUVRXDOEEEHEEINEE Ao

ASE_BI NARY_DI SPLAY % ON ICRRET B &, A F VU « T—XIZ 16 #EHCLTH
DFEREFICEBLINE T, COXTvavid, YR« =PI U TERT

BT =2 EIRGE. £E T — 2 ERONTS AT LT AR— 1T 24

ENH 5 (fkPica— - NAFUDBNEHEINSARENEDND B) HElicDH, —k
A ON ICEREL £ T,

ST+ A s DEH OB IE
CONVERSI ON_ MODE 7 fRiET % T & T, HEMICERD IR W EE L 7 51551k
T — R OREERD T — ZAIZs e B - U E 9,

CONVERSI ON_ MODE 77— & N—X « A7V g E, SEIEEBECBIT 531
F1) « 7—2%%1(BI NARY, VARBI NARY, LONG Bl NARY) & ZDHDIE/SA F V) -
T —ZM (Bl T, TINYI NT, SMALLI NT, | NT, UNSI GNED | NT, BI G NT,

UNSI GNED Bl G NT, CHAR, VARCHAR, LONG VARCHAR) B (D BRI 75 25 a7 il
FEL %9, CONVERSI ON MODE Zf#ifid % Z & T, FEMICEHRDZWVIERIE L &
B E T — 2 DRGERD 7 — Z R [ IE L E 9,

SET TEMPORARY OPTI ON CONVERSI ON_ MODE = 1

CONVERSI ON_MODE 7 1 ICi%E$ % &, INSERT I¥ Y K, UPDATE IAX YV R, 7
IVICBITZNNAF) « FT=REINSZDMOIEINAF V) « F—ZIINDREERD

ZEDHIRENE T, /A F ) ZHHIFEE— Rid. LOADTABLEDT 74 )V M &
CHECK DfIIc L E@HENE T,

CONVERSI ON_ MODE A 7/'> 5 YD F 7 4 )V ME 0 Tl 12.7 XD RTON—Y 3
@ Sybase IQ TD/NAFV « T —ZROREEOAWIENHERFE N E T,

(U777 VYR O T Fvay] > [F—ER—Z-AFvav] > [7LT7
~Nw MEDA T3>« VA R] > [CONVERSION MODE #* 7'y 3 V| &M
LTLEEW,
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igE{k L ESEOH
AV MFEDSQL Tidik L7z, AES_ENCRYPT Bi%i & AES_DECRYPT B D (i
BlzRL £,
-- Thi s exanpl e of aes_encrypt and aes_decrypt function use is
presented in three parts:
-- Part |I: Prelimnary description of target tables and users as DDL
-- Part 1l: Exanple schema changes notivated by introduction of

encryption

-- Part Ill: Use of views and stored procedures to protect encryption

keys

-- Par t

|: Define target tables and users

-- Assune two cl asses of user, represented here by the instances
-- PrivUser and NonPrivUser, assigned to groups reflecting

differing
-- privi

-- The i
-- of en

| eges.

nitial state reflects the schema prior to the introduction
cryption

-- Set up the starting context: There are two tables with a common

key.
- - Sone
not .
- - The u
-- There

gr ant
gr ant

gr ant
gr ant
gr ant

gr ant
gr ant
gr ant

create

-- There
primary ke

colums contain sensitive data, the renai ning colums do

sual join colum for these tables is sensitiveA.
is a key and a uni que i ndex.

connect to PrivUser identified by 'verytrusted'
connect to NonPrivUser identified by 'lesstrusted'

connect to high_privil eges_group ;
group to high_privil eges_group
menbership in group high_privileges_group to PrivUser ;

connect to |low privil eges_group
group to | ow privil eges_group
menbership in group | ow privil eges_group to NonPrivUser ;

table DBA first_table
(sensitiveA char(16) primry key
,sensitiveB nuneric(10, 0)
, publicC var char ( 255)
, publicD dat e

) ©

is an inplicit unique HG (H ghG oup) index enforcing the
y.

Sybase IQ IC & %
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be

create tabl e second_table
(sensitiveA char(16)
, publi cP i nteger
, publicQ tinyint
, publ i cR var char (64)
)

create hg i ndex second_A HG on second_table ( sensitiveA) ;
TRUSTED users can see the sensitive col ums.

grant select ( sensitiveA, sensitiveB, publicC, publicD)
on DBA.first_table to PrivUser ;

grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second table to PrivUser ;

Non- TRUSTED users in existing schema need to see sensitiveA to
able to do joins, even though they should not see sensitiveB.
grant select ( sensitiveA, publicC, publicD)
on DBA.first_table to NonPrivUser ;
grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second_table to NonPrivUser ;
Non- TRUSTED users can execute queries such as
select |.publicC, 3*I1l.publicQ+l

fromDBA first_table |, DBA second_table II
where |.sensitiveA = |Il.sensitiveA and |.publicD IN

( '2006-01-11' ) ;

and

sel ect count (*)

fromDBA first_table |, DBA second_table Il

where |.sensitiveA = |l.sensitiveA and SUBSTR(I.sensitiveA 4, 3)
BETWEEN ' 345" AND ' 456" ;

But only TRUSTED users can execute the query
select |.sensitiveB, 3*I1.publicQ+l

fromDBA. first table I, DBA second table II
where |.sensitiveA = I1l.sensitiveA and |.publicD IN

( ' 2006-01-11' ) :

Part 11: Change the schema in preparation for encryption
The DBA introduces encryption as follows:

For applicable tables, the DBA changes the schemm, adjusts

access

perm ssi ons, and updates existing data. The encryption
keys used are hidden in a subsequent step.

14
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-- Dat aLengt h conpari son for |ength of varbinary encryption result
-- (units are Bytes)

-- Pl ai nText G pher Text Correspondi ng Nuneric Precisions
-- 0 16

-- 1- 16 32 nuneric(1, 0) - nuneric(20,0)
-- 17 - 32 48 nureric(21,0) - nuneric(52,0)
-- 33 - 48 64 nunmeric(53,0) - numeric(84,0)
-- 49 - 64 80 nuneric(85,0) - nuneric(116, 0)
-- 65 - 80 96 nuneric(117,0) - nuneric(128, 0)
-- 81 - 96 112

-- 97 - 112 128

-- 113 - 128 144

-- 129 - 144 160

-- 145 - 160 176

-- 161 - 176 192

-- 177 - 192 208

-- 193 - 208 224

-- 209 - 224 240

-- The integer data types tinyint, small int, integer, and bigint

-- are varbinary(32) ciphertext.

-- The exact relationship is
-- DATALENGTH( ci phertext) =
-- ((( DATALENGTH(pl ai ntext)+ 15) / 16) + 1) * 16

- - For the first table, the DBA chooses to preserve both the
pl ai ntext and
-- ciphertext forns. This is not typical and should only be done if

t he

-- dat abase files are al so encrypted

-- Take away NonPrivUser's access to colum sensitiveA and transfer
-- access to the ciphertext version

-- Put a uni que index on the ciphertext colum. The ciphertext

-- itself is indexed

-- NonPrivUser can select the ciphertext and use it.

-- PrivUser can still select either form (w thout paying decrypt
costs).

revoke select ( sensitiveA ) on DBA.first_table from

NonPri vUser ;
alter table DBA first_table add encryptedA varbinary(32) ;
grant select ( encryptedA ) on DBA.first_table to PrivUser ;
grant select ( encryptedA ) on DBA.first_table to NonPrivUser
create unique hg index first_A unique on first_table

( encryptedA ) ;
update DBA.first_table

set encryptedA = aes_encrypt(sensitiveA, 'seC3t')

Sybase IQ IC X B EExYEF VT« 15
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where encryptedAis null ;
commi t

-- Now change col umm sensitiveB.

alter table DBA first_table add encryptedB varbinary(32) ;
grant select ( encryptedB ) on DBA.first_table to PrivUser ;
create unique hg index first_B unique on first_table
( encryptedB ) ;
update DBA.first_table
set encryptedB = aes_encrypt (sensitiveB,
' gi vet hi skeyt onoone') where encryptedB is null ;
conmmi t

-- For the second table, the DBA chooses to keep only the

ci phertext.

-- This is nore typical and encrypting the database files is not
required.

revoke select ( sensitiveA ) on DBA second_table from
NonPri vUser ;
revoke select ( sensitiveA ) on DBA second_table fromPrivUser ;
alter table DBA second_table add encryptedA varbinary(32) ;
grant select ( encryptedA ) on DBA second_table to PrivUser ;
grant select ( encryptedA ) on DBA second_table to NonPrivUser ;
create unique hg index second_A unique on second_table
( encryptedA ) ;
updat e DBA. second_t abl e
set encryptedA = aes_encrypt(sensitiveA, 'seC3t')
where encryptedA is null ;
conmi t
alter table DBA second_table drop sensitiveA ;

-- The following types of queries are permitted at this point,
bef ore
-- changes are nade for key protection:

-- Non- TRUSTED users can equi-join on ciphertext; they can al so
sel ect
-- the binary, but have no way to interpret it.

select |.publicC, 3*I1l.publicQ+l

fromDBA first_table |, DBA second_table Il

where |.encryptedA = Il.encryptedA and |.publicD IN
( "2006-01-11" ) ;

-- Ci phertext-only access rul es out general predicates and

expr essi ons.

-- The follow ng query does not return neani ngful results.

-- NOTE: These four predicates can be used on the varbinary
cont ai ni ng

-- ci phertext:

-- = (equality)

o <> (inequality)
-- I'S NULL

16 Sybase 1Q
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e = I'S NOT NULL

sel ect count (*)

fromDBA. first table I, DBA second table II

where |.encryptedA = Il.encryptedA and SUBSTR(I . encryptedA, 4, 3)
BETWEEN ' 345' AND ' 456' ;

-- The TRUSTED user still has access to the plaintext columms that
-- were retained. Therefore, this user does not need to call
-- aes_decrypt and does not need the key.

sel ect count (*)

fromDBA first_table |, DBA second_table Il

where |.encryptedA = |I|.encryptedA and SUBSTR(I . sensitiveA 4, 3)
BETWEEN ' 345" AND ' 456" ;

-- Part 111: Protect the encryption keys

-- This section illustrates how to grant access to the plaintext,
but

-- still protect the keys.

- - For the first table, the DBA elected to retain the plaintext
col ums.

-- Therefore, the follow ng view has the same capabilities as the
trusted

-- user above.
-- Assune group_nenber is being used for additional access control.

- - NOTE: In this exanple, NonPrivUser still has access to the
ci phert ext
-- encrypted in the base table.

create view DBA a_first_view (sensitiveA, publicC publicD)
as
sel ect
I F group_menber (' hi gh_privil eges_group',user_nanme()) =1
THEN sensitiveA
ELSE NULL
ENDI F,
publi cC,
publ i cD
fromfirst table ;

grant select on DBA a_first_viewto PrivUser ;
grant select on DBA a_first_viewto NonPrivUser ;

-- For the second table, the DBA did not keep the plaintext.

-- Therefore, aes_decrypt calls nust be used in the view

- - | MPORTANT: Hide the viewdefinition with ALTER VIEW so that no
one

-- can di scover the key.

create vi ew DBA. a_second_vi ew
(sensitiveA, publicP, publicQ publicR)

Sybase IQ IC X B EExYEF VT« 17
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as
sel ect
I F group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN aes_decrypt (encrypt edA, ' seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from second_table ;

alter view DBA a _second view set hidden ;
grant select on DBA. a_second_view to PrivUser ;
grant sel ect on DBA. a_second_view to NonPrivUser ;

-- Li kewi se, the key used for |oading can be protected in a stored
procedur e.

-- By hiding the procedure (just as the viewis hidden), no-one can

see

-- the keys.

create procedure |load _first_proc(@nputFil eNane var char (255),
@ol Del i mvarchar(4) default '$',
@owDel i mvarchar(4) default '¥n')
begin
execute i nrediate with quotes
'l oad tabl e DBA. second_table
(encrypt edA encrypted(char(16),"' ||

"l tseQr3tt ||t || '), publicP, publicQ publicR)
"
" from' || "*"" || @nputFileNanme || """ ||
' delinited by * || """ || @olDelim|| """ |]
" rowdelimted by * || """ || @owDelim][[| """ []

quotes off escapes off' ;
end

alter procedure DBA.load_first_proc set hidden ;

-- Call the | oad procedure using the follow ng syntax:

call load_first_proc('/dev/null', "$, "¥n') ;

-- Bel ow i s a conparison of several techniques for protecting the
s encryption keys by using user-defined functions (UDFs), other
Vi ews,

-- or both. The first and the |ast alternatives offer maxi mum
per f or mance.

-- The second_table is secured as defined earlier.
-- Al'ternative 1:

-- Thi s basel i ne approach relies on restricting access to the
entire view

18
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create view

DBA. second_basel i ne_vi ew( sensi ti veA, publi cP, publicQ publicR)
as
sel ect
I F group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN aes_decrypt (encrypt edA, ' seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_tabl e ;

alter view DBA second basel i ne_vi ew set hidden ;
grant sel ect on DBA second_baseline_view to NonPrivUser ;
grant sel ect on DBA second_baseline_viewto PrivUser ;

-- Al'ternative 2:

-- Pl ace the encryption function invocation within a user-defined
-- function (UDF).

-- Hi de the definition of the UDF. Restrict the UDF perm ssions.
-- Use the UDF in a viewthat handl es the remai nder of the security
= and business | ogic.

-- Note: The view itself does not need to be hidden.

create function DBA second_decrypt _function(IN datum
var bi nary(32))
RETURNS char (16) DETERM NI STI C
BEG N
RETURN aes_decrypt (datum'seCr3t', char(16));
END ;

grant execute on DBA. second_decrypt_function to PrivUser ;
alter function DBA second_decrypt _function set hidden ;

create view

DBA. second_decrypt _vi ew(sensitiveA, publicP, publicQ publicR)
as
sel ect
| F group_mnenber (' hi gh_privil eges_group', user_nane())

THEN second_decrypt _functi on(encrypt edA)
ELSE NULL
ENDI F,
publi cP,
publicQ
publ i cR
from DBA. second_tabl e ;

grant sel ect on DBA. second_decrypt_view to NonPrivUser ;
grant sel ect on DBA. second_decrypt_view to PrivUser ;
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-- Aternative 3:

-- Sequester only the key selection in a user-defined function.
-- This function could be extended to support selection of any

--  nunber of keys.

-- This UDF is al so hidden and has restricted execute privil eges.
-- Not e: Any view that uses this UDF therefore does not conprom se
-- the key val ues.

create function DBA second_key function()
RETURNS var char (32) DETERM NI STI C
BEG N
return 'seCr3t' ;
END

grant execute on DBA. second_key function to PrivUser ;
alter function DBA. second_key_ function set hidden ;

create view
DBA. second_key_vi ew( sensitiveA, publicP, publicQ publicR)
as
sel ect
=
group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN
aes_decrypt (encrypt edA, second_key_ function(),
char (16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_tabl e ;

grant sel ect on DBA. second_key_view to NonPrivUser ;
grant sel ect on DBA. second_key viewto PrivUser ;

-- Aternative 4:

-- The reconmended alternative is to separate the security |ogic
-- fromthe business | ogic by dividing the concerns into two vi ews.
-- Only the security logic view needs to be hidden.

-- Not e: The performance of this approach is sinmlar to that of the
first

-- alternative.

create view

DBA. second_SecuritylLogi c_vi ew(sensitiveA, publicP, publicQ publicR)

as
sel ect
I F group_menber (' hi gh_privil eges_group', user_nane())
=1

THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL

ENDI F,

publi cP,
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publicQ
publi cR
from DBA. second_t abl e ;

alter view DBA second_SecuritylLogic_view set hidden ;
create view

DBA. second_Busi nessLogi ¢c_vi ew(sensi ti veA, publicP, publicQ publicR)
as

sel ect
sensi ti veA,
publi cP,
publicQ
publi cR

from DBA. second_SecuritylLogi c_view ;

grant sel ect on DBA. second_Busi nessLogi c_view to NonPrivUser ;
grant sel ect on DBA. second_Busi nessLogic_view to PrivUser ;

-- End of encryption exanple

« AES_ENCRYPT B [3F731] (6 X—2)
« AES_DECRYPT B% [3¢75] (7 R—2)
« LOAD TABLE ENCRYPTED fiJ (9 X—2)
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