Sybase® IQ L5 EELZEF VT«
KF 2 A2 N ID : DCO1151-01-1520-01
UGET 1201044 A

Z DI =27 )L T, Sybase IQ Advanced Security 72 3 > IZDWNWT
AL £,

= =
Sybase [Q IZ &K D@ fElatF U T+
Sybase IQ T® FIPS ¥R — k
Sybase IQ T ® Kerberos s8ak D HH— K
Sybase IQ TDH1 T AlEHA{L
BEN T LDF—5 5
AES_ENCRYPT B8%( [ 30741 |
AES_DECRYPT B3%( [ 3(41 ]
LOAD TABLE ENCRYPTED 4]
e (AR NI ]
BE I N7 F A N TOXLFH D ik
iR X (AL
NI LEEDIZD DT —F R—=Z « XT3 > DHRE
BELTF 2 MOMENWIZES NT 27— DBk
B ELTF 2 b OBEMEDHER
BT+ 2 hOEMAD I

O | 0| || W| W[N]

—
(=]

—
(=]

—_
—_

5]
—_

353
[\S]

N
5]

33
W

Copyright 2010 by Sybase, Inc. All rights reserved. Sybase D {53, Sybase DEEY X b (http://www.sybase.com/detail?id=1011207 7>
5477 0— RAJfE) THERTEET, Sybase BLUELINTWNSRGEIT. Sybase, Inc DFFETY, ® 13, KETHHEINTVS
ZEZRLUET, Java BE U Java B OPEEEI, Sun Microsystems, Inc. DK [E B X UOZ DO ENZ BV 5 RakE £ 72 135 EEHE T,
Unicode & Unicode ® 0 T3, Unicode, Inc. DBEFFFIETT, TOXZa7IVICEEHIN TNV S LR oA B IR AL, 4%
B DO E IR BREE OSSN H D £,


http://www.sybase.com/detail?id=1011207

Sybase IQ L& B2 EELEFa T«

Sybase IQ ICL55ELEEF1VUT 1

Sybase IQ Advanced Security = 7' 3 >IZid, F—F AT DMl HZ Kb &
WL NV THERICRET 2EBMOEF 12U T 1 « ANZXLRED > THE
T, EPRRAZESDTTF—INWBEDOEIBRHDOTH AU L, BELRTF—FE
EZERET D LT, RERFHDO 1 DERDET,

Sybase IQ Advanced Security 7' 3 > TIR#ESI NI LLEBE IR - A > F
UPx r AEEBICIE. T L OGS & E# I R AL B AE YE (FIPS: Federal
Information Processing Standards) 32 DB HALEEM DO % v T — 7 BB
Reb AR =T 4 27 - AT LBLU Ry hT—r 00T A > EF—
& RX— ZEHOW I T % Kerberos s8AE/R ENH D £9,

Sybase IQ Advanced Security 7' 3 ik > Tk I N/=tF 2V 7 1 HhE
1d. FIPS DFEHEE ZHNTHERL TN ET,

Advanced Security 4 7' 3 >1&. Sybase IQ DEICT 1 > A5 I N5 A
7 arTd,

Sybase IQ T® FIPS ¥R— p

2

Sybase IQ T3, FIPS 58E DK S(bLH i~ DHERESRIL N TN TWET, FIPS
1. Sybase IQ THR—=FINZTXNTOT Ty b T+ —LTHR—-FINT
WET,

Sybase IQ T® FIPS YR — MZ X 3 E/nwBid, BS(LICIEEN 2E7-85
ZETT, BERIOEFENT 7 4V MZi> TWET, ERENTINITU X
LT ATMEDIFE U THMEIRSSHIERGESNET, Ladi> T, XF
YZEET H5F—2FHT2EE. B L3N/ XFINIEERLD X9,
ZRELIDOT7INTU X LOEE, F—2 AL TIHRENERE2ESETSZ
EHUHETT, ZOKRRICER D, BB I TU XLDEHNEHL <7D, K5
b &ezizn £9,

FIPS OH R — bid. HRNIC T 11> A5 X% Sybase IQ Advanced Security
FTar0—-HTY,

Sybase IQ 1213, RSA & FIPS DM A Dt F a2 T4 AR ENTNVET,
RSA BEBALTIEN D Z 1 7 5 VIIHEDH D £/ AN, FIPS Tl dbfipsil.dil
& sbgse2dll D2 DDXT 2 a-TATTUDNMKETY, 717 TV shgsed.dil
1. Certicom IZL > TIREEINTVWET, WFndtFaUT s - EFILICH
SEBHENNE T, ZEHHE rsaserver 1. rsaserver.crt INS rsaserverid W2 4R
EHEINEL,

Sybase IQ L& B@ELEF YT«



Sybase IQ T® Kerberos F2EED H R —

FIPS 213, ROL P A MUREOSETY, ZOFREIL. Sybase IQ 1 > X
}\—-)I/ I—F 1 UT 1l J:D“Cﬁibﬂﬁwxﬁféhi’d‘o

[HKEY_LOCAL_MACHINE¥SOFTWARE¥Certicom¥l ibsb]
"expectedtag"=hex:5b,0f,4f,a6,e2,4a,ef,3b,44,07,05,2e,b0,49,0
2,71,1£,d9,91,b6

FIPS 3 & U RSA RS LD i i 5L DI DWW T, I'SQL Anywhere B —/\ —
F=IR—ZAEH] O TtFaUT1] > [RERT—YDOEM] BIU
[FZRAR—=b LAY - kFa2UT1) 28RL TSI,

Sybase IQ T® Kerberos 23N Y R— b

Sybase IQ Tl Kerberos g8l R —FINTWET, ZHUL. AL —F 1

STV AT ABI YR Y KT ADOT AV EF—F N—AEEDOM 1T

FHLT1IDOI—HID &/NRAT— REHFFTE D001 > HEHE T, Kerberos

7&7//vW%ﬁﬁ?hi I—H D RNAT—REHFETTICT—%
?iéf‘sf%i?

Kerberos #FEIE, BRI T A &2 A5 S % Sybase IQ Advanced Security 7

7 arD—#TT,

Kerberos 8L D i AL DFEANIC DWW T, TSQL Anywhere —/\ — 57— 4% X —
EH) O [F—FIX—ZADEHET—F N—ZADH#t) > [SQL Anywhere

F—& X— 2] > [Kerberos 38iE ML TL<7Z3 W,

Sybase 1Q TDOh S AES{t

Sybase IQ T —% X—2Z + 7 7 A )L Dig Sz HLTIE, 128 Ew b7 )Ld
UALE BF2VT o - F—ZMEHLET. 7Y IZHZHE AT, F—7017
TEEEERFETEEEAL, TR-FSNZT7)VTY XA FIPS-197
(Federal Information Processing Standard for the Advanced Encryption Standard) 1Z ¥
ML TWET,

Sybase IQ Tld. AES_ENCRYPT Ed%t. AES_DECRYPT E%t. LOAD TABLE
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HRZERL, BE{EH T LATOILOT—FROFEIZOWTHBHAL T,

AES_ENCRYPT B ORI DINT A—=FIZiE, RIRTHR—bIND5F—
IRONWTNNEIEET DHENH D £,

CHAR NUMERIC
VARCHAR FLOAT

TINYINT REAL
SMALLINT DOUBLE
INTEGER DECIMAL
BIGINT DATE

BIT B

BINARY DATETIME
VARBINARY TIMESTAMP
UNSIGNED INT SMALLDATETIME

UNSIGNED BIGINT

LOB 7 —%# B3, BilF R Tl Sybase IQ DA T AR HALTHR— b aIN Tk
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Sybase IQ Ti&, 7L —> « TF A NDF—F Z2EBLT S &L EIT,
AES_DECRYPT B$tD/N S A =% E L TF = FRNIFEIN TN DA,
F 7213 CAST B8%k/H% AES_DECRYPT BRI OHICE EN LA TH, JTD
T RINRE I N FE T, Sybase IQ Tld. CASTIZXKDEMBLD T —F R &,
BE{LTF—F DIEOF—F RN INET, ZD2DOF—F RN —FHL
BWEER. TTOTF—F B EEWMGEOT — ¥ R E R TEMERE &I
-1001064 T —2NR I NET,

=& A BTN/ VARCHAR(T) EIZH LT, ROBFRREFILE
fRELEZELET,

SELECT AES DECRYPT ( thecolumn, ‘theKey’,
VARCHAR (1) ) FROM thetable

FUF—% 2815 T 57201, ROXEHREL LT,

SELECT AES DECRYPT ( thecolumn, ‘theKey’,
SMALLINT ) FROM thetable

DG, ROLIT—MNRENET.

Decryption error: Incorrect CAST type smallint(5,0)
for decrypt data of type varchar(1l,0).
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ENAFY - F—=FELTRLET,

EE ROXDEDIT YT IIVERITH L T AES_ENCRYPT B2 H L 7=
ELET,

INSERT INTO t (cipherCol) VALUES (AES_ENCRYPT (1, ‘key’))

ZOHAE. 1 DT —FRRHNENTRDLZEITHEELTLIEE N, 1 DF—
& %%, TINYINT. SMALLINT., INTEGER. UNSIGNED INT. BIGINT,
UNSIGNED BIGINT, /-7 DD —& Bz /s 5 alHetknd 0 £7°,

HNENWIOMEEMIET B2, ROXD X SIZ CAST BIECZE HRINIZ
ffHTEZEEZBTITOHLET,

INSERT INTO t (cipherCol)
VALUES ( AES ENCRYPT (CAST (1 AS UNSIGNED INTEGER), ‘key’))

T—F &M Ed % & EIT CAST B Z /M L T — % Bz BRI AR
&, T EEFNTSHLEIC CAST B EHHT OB OMERRILTE
S

BEILTOINREDOT =N TLDTF—F THDHE, £ ELEZT—
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fEESNEZEE SN S{EF—Z2 MM L THS{E L. VARBINARY X7z
13 LONG VARBINARY ZiX L £7,

AES_ENCRYPT( string-expression, key )

string-expression S5t T 55 =% TT, Yih—hINBZF—FRIZONT
3. BN T LDF—F8] (S R=2)2BRBLTIEIN,
AES_ENCRYPT IZi3. NAF U EZEETIEHTEET, T—FX—ATK
XFEENLFERRFSNENEETH, ZONTA—F TIEIRLFENLFE
BRI NET,

key string-expression ZWG =t B DIHFEH T A FILF—TT, LDz
G T 5121, EHEESETLZEZICHRICF—2FHHTILNENHD £,
F—=H R=ZATRKXFENLEPRPINBNEETH, ZONTA—=FTIX
RXFENFRRMNENET,
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F—DMEIZIE, £EN 16 XFLET, RKXFENLTFEEH, BT ERKRL
FEFALEZODOZRERILZBITIOLEY. Z0F—id. 7—FZ2E5L
TBHEEITHITLETT,

2E ) T2 IBNTLEIV, F3RERBFITHEML TSN,
F—2RIE LT =Y ICES LTIV EATERLBDET, 7—
Y EBETLHEDHD X' A.

AES_ENCRYPT 3. VARBINARY fEZRL %9, iU, ANIETNE string-
expression XD I NHRAK T3 NA MEZAMETYT, ZOICE > TREN
LR SETFA S THD, HFHTEEE . AES_ENCRYPT Bz
U T B b S Nz string-expression 18 75/t 9 %1213, AES_DECRYPT Bd# %
AL ET, string-expression & EHICEBT 2121, 57— OREES(LITHE
HEINEOLFAUEHF—ET7NTY XL EFHTHILENDDET, IEL
W B {EF—Z2iBE LW E, T2 AEL £,

WSk Ll T — 7N NT 28813, 57— 218 L TxFEr v M
EIFSNBWEDIZ. 5 LADF—4E7Z VARBINARY £7-1% VARCHAR 2
U2 R EIZCT B0 ENH DT (XFry NEMRERFFEIND ET—
Y EEELTERLILEDEEN DD £7 ). VARBINARY X/zid VARCHAR @
NTLDEINI2NA LD/ WIS, AES_DECRYPT BT T — %K
LET,

AES_ENCRYPT BY% D& 85 — & M1213 LONG VARBINARY ZiEETE £
3, SELECT INTO XX T AES_ENCRYPT Z i i3 25513, JEME(LT—%
AT a DA AEFIAELTWSN, CAST Z2HHL T

AES ENCRYPT ZIELWF—F B 51 ZICRETDHENHDET,

BEMOEMEMFEREIIOWTIE, V77 L2 X BNV T 27 - 70y 7,
F—=7), BXUETOI—Tv) O 443 SQL B%U @ REPLACE Bi%k
[XFH ) 22RLTLEI N,

e SQL ISO/ANSI SQL XEIZxT BN ¥ OILIEHAETT .,

* Sybase Adaptive Server Enterprise TlZHHh— FINTWEE A,
TAES_DECRYPT B [ X751 1 (8 X—2)

TLOAD TABLE ENCRYPTED 4J| (9 R—3)

AES_ENCRYPT B O RBICDOWTIE, RS EESILOf]] (11 X—=)
22U TLEI N,
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BESINEF—2MHHL TLFHEESLL. 57 7 +)J) hTiX VARBINARY *
7213 LONG VARBINARY ZEL %9, £/213, O L —2 - FTFAPDF—
HERIZRL ET,

AES_DECRYPT( string-expression, key [, data-type ] )

string-expression E5t 95X F5, ZOBEICIE. NAFUEZETE
HbTEET, T—FIR—ATRKLELNLEPRPESNRBRNEETH, ZON
T A—=F TIRIRLFENLFNRRPEINET,

key string-expression 18 5L T 2= OITBLERIESEF—TT, BELIN
T2 DEZEET 211X, ZOF—I3. string-expression DRFFLIZHEH T
ZDOEFUREFEF—THI2MHENHD ET, T —F N— A TRLFE/NLF
MEAHINBNEETH, ZO/INT A—F TIIRLF ENLFRRFENET,

2& ) F-z2IRNTLEEIV, F—RBRLEEHITHEML TIZI W,
F—2ROE BEMLIET Y ICE o< TV EATERLIBVET, 7—
S EBETZHEDHD T A.

datatype T DA T a > DI)INT A—F TIL, EHL S N7z string-expression D
F—FRERELET, 2OF—FEIE, TOTL—2 - TFAIOF—FH
LFRAICTHZHNENHD ET,

AES_ENCRYPT B2 L T —% 21 AT HFRIC CAST LZEMH L /s
&, data-npe & LT VARCHAR %19 = &1k 0. AES_DECRYPT Bi%
EHEALTCHUCT—Y 2R RTEET, data-type % AES_DECRYPT IZJE X 72
WAL VARBINARY 7 — & B/NRE N E T,

AES_ENCRYPT Bi# & il L TR 5 {t & N7z string-expression 1B HLT %
(1. AES_DECRYPT BI¥(ZfHL 9. T —FHOBENBVWEE, 20
BRI, ATTSCFEHN E TR N M D VARBINARY f# % 7213 LONG VARBINARY
lERLET, TNLANOHEE BELET—FRMNRINET,

string-expression Z IEHIZEBLT 21218, T OEBLICEHAINZDE
FUKEbF—2FEHT26ENH D £9, BELF—NEL <BWEEIE,
II—MMRINET,

e SQL ISO/ANSISQL XEIZHRT 2R & DILIREAE T T,

e Sybase Adaptive Server Enterprise TIZHR—hINTWE A,
TAES_ENCRYPT B8%k [ 3XFHI1]) (6 X—2)
L EEEDOF) (11 R=2)

«  TLOAD TABLE ENCRYPTED AJ| (9 X—3)

KROFITIE, user_info 7 —7 I B L—FDNNAT—RZ2EELLL TWET,

SELECT AES_DECRYPT (user_pwd, '8U3dkA', CHAR(100))
FROM user info;
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LOAD TABLE ENCRYPTED 4]

59
NS A—=H

fERE

LOAD TABLE XiZ. 1 7 AfREF—"7— R TH S ENCRYPTED #HHR—h~L
TWET, column-specs I3, LOAD TABLE XD 1 T LZLDHEAIZ, ROJEFT
BETHIMNENRDHDET,

*  format-specs

e null-specs

*  encrypted-specs

A OWTIE, T (10 X—=2) 2L T<7ES W,

SERBEIIDNTIE, Ty L2 i XEF T al) @ 1515 SQL XY
@ TLOAD TABLE | #ZML T 7Z3 W,

| ENCRYPTED(data-type ‘key-string [, ‘algorithm-string | )

data-type AES_ENCRYPT BAEI~ND AN E L TEMSND AN T 7 1)) -
T4 =V ROF—=FRITY, Y Rh—hINEF—FRIcOWTIL. THBLh
FLDF—=HH (5= ) #BIRL TL 23 W data-type V3. AES_DECRYPT
BB OB NDOT—FHEFRUT—FBICTDHEND D ET, FMicONT
1%, TAES_DECRYPT Bt [ SLF51]) 8 X—2) 2R T Z3 0,

key-string 7 —% ZIES5{LT 20T D S{EF—Td, ZOF—Ii3.
XN T IIVCT R ENH D 9. TTOMZRET 21213, EEES1LT 5
EEWCBHLF—2HHT2LENDH D ET, 7—F N— A TRILFE/NFA
KAEN2WHETH, ZDONTA—=F TIEIRXF E/NFDRFIENET,

INAT — R EfAkk F—OEICRHEN TSNS WEZERZ ENEETT,
F—OMEIZIE. TN 16 XTFLET, KXFLENLTFEETH BT ERKL
FEFHLZDOERSZLEZBITIOLEY, Z0F—F. 7 2E5L
TBHEEITHITHETT,

B F-2<IBNTLEEW, F—FLEBGINTEML T ZE 0,
F—zROE BEMLIET Y ITE LT VA TERLIEVET., 7—
S EBETS2HEDHD FEA.

algorithm-string 5 —% 2Bt T 27=DICFEHIT S 7N ITY XLTT, TD
INTA=FBFAT > a>TIR F—FOEBLEEB{IEFRLC 7 IIVTY XA
EHEALTTOLERH D ET, BIREATIE, PR—FEINTWE7)IVIY X
LZ AES DBHBED T, ZHNMT 7 4 )V N T T 41E£ 7, AES 1. NIST (National
Institute of Standards and Technology) 237 0 v 7 K5 5 1L D i L \» AES (Advanced
Encryption Standard) & L GEIRL7=7 0w kBTN TU XL TY,

ENCRYPTED B S AfEEICE ST, HTAICO—RINDET—F DEEE{LIC
FHT AR F—2RETEET . AT a>TTINIY XLBIRETEE
T, O— REDHS ADF —4EZ VARBINARY THZLENDH D £, i
DF—FREIEETEHELT—NRINET,
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ES5th S LADEER

«  TAES_ENCRYPT B8 [ X551 1) (6 X—2)
+ TAES DECRYPT B8%k [ 3ZF%1 ) 8 R—2)

o EELEERILOs (11 RX=2)

LOAD TABLE table name

(

plaintext column name,

a ciphertext column name

NULL ('nil")
ENCRYPTED (varchar (6), 'tHefiRstkEy') ,
another encrypted column

ENCRYPTED (bigint, 'thEseconDkeY', 'AES"')
)

FROM '/path/to/the/input/file’

FORMAT ascii

DELIMITED BY ';'

ROW DELIMITED BY '¥0xa'

QUOTES OFF

ESCAPES OFF

ZZT. LOADTABLE XOAN T 7 AN DT 5 —< v MIRDEBD TT,
a;b;c;
d;e; £;
g;h;i;

ZOHETIE BEEN T LOERAHETDODNTHAL, filz W< DR LET,

ES ST+ R FTOXFIIDLEE

10

F—F DR F ENLFENRRJ SN WEA, £7/213 1SO_BINENG LIS DIEA
ZHEAL TWRHEEIT. XFHOHKRERTTHEDIIEELLTF AN - 1T
LEEESLTHHRERHDET,

NFHN DL 2 EITT 5855, £ < OREITB W TEML T & F— 0 F
FIDBEWIEETH D, 113 CREATE DATABASE @ CASE + 73 3 iz
#K7F L £9, CASE RESPECT IZ#% & X 41, ISO_BINENG BE&ZMHT 5T —
& NX—2Z13, Sybase IQ TOF 74V N TH O, itk & [E—M D& EE
IR EINET,

Fl— DX FFNIHICEM T A, HMl/aXFHINIHT LHE—TIEH D £
ho XFFIMFEUNA MaZEHAL TERBHEINDLHEDH, FHNLFE—T
T T DRLFE/NLERRAIENIZNERE, EREROLFENEL N
HDOEL TUESINDLEND HBEEHHT 254, HiMitt & F—EoEN
IZEETT, ISOILATINI IZZ DX S BREDHFHITT,
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ESLLES{LDE

1 1

Tz E A, RXFENLFRRJ S NBNT —F X—ZANDXFF] “ABC” &
XFH “abe” 13, Fl—TR® D FEADEM T, RFE/NLFRRHIEN
57— N—ZADHE, INSIEFE—THEMTH HD A

Sybase W5 S LB X > TIERR S N DI T F A M. &tk Tid e <[Fl—
PHZERFELET, DED. “ABC” & “abc” DIEHILTF X MIPk U TEHTIX
HOEHA.

MR F£7/213 CASE FRETZ DX D BRI INTWRWESITKE LT
FZ N CEMMELEEETT I, 7T =2 a > TEOH T LADIEZE
HEFY 7RG RICEE LU, [Fl— Ol TR WS/l E R S NN D12 T %04
EhdH D £7, 72 & Z21E. CASE IGNORE & ISO _BINENG & ZHHAL TF—
FR=ZAZMER L. T LA TBRNCT T U —2 3 > TINTOANE
IZUCASE ZiEH 9 556, SMaEITXTH—0MlERD ET,

XD AES_ENCRYPT %t & AES_DECRYPT BA¥t i fHfFIIZ. I A > Mt
D SQL TR EINTNET,

-= This example of aes _encrypt and aes decrypt function use is presented in three

parts:

-- Part I: Preliminary description of target tables and users as DDL

-- Part II: Example schema changes motivated by introduction of encryption

-- Part III: Use of views and stored procedures to protect encryption keys

Part I: Define target tables and users

Assume two classes of user, represented here by the instances
PrivUser and NonPrivUser, assigned to groups reflecting differing
privileges.

The initial state reflects the schema prior to the introduction
of encryption.

Set up the starting context: There are two tables with a common key.
Some columns contain sensitive data, the remaining columns do not.
The usual join column for these tables is sensitiveA.

There is a key and a unique index.

grant connect to PrivUser identified by 'verytrusted' ;
grant connect to NonPrivUser identified by 'lesstrusted' ;

grant connect to high privileges group ;

grant group to high privileges group ;
grant membership in group high privileges group to PrivUser ;

Sybase 1Q
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grant connect to low_privileges group ;
grant group to low privileges group ;
grant membership in group low privileges group to NonPrivUser ;

create table DBA.first table
(sensitiveA char(l16) primary key
,sensitiveB numeric (10,0)
,publicC varchar (255)
,publicD date
)

-= There is an implicit unique HG (HighGroup) index enforcing the primary key.

create table second table
(sensitiveA char(16)
,publicP integer
,publicQ tinyint
,publicR varchar (64)
)

create hg index second A HG on second table ( sensitiveA ) ;
- TRUSTED users can see the sensitive columns.

grant select ( sensitiveA, sensitiveB, publicC, publicD )
on DBA.first table to PrivUser ;

grant select ( sensitiveA, publicP, publicQ, publicR )
on DBA.second table to PrivUser ;

-= Non-TRUSTED users in existing schema need to see sensitiveA to be
-= able to do joins, even though they should not see sensitiveB.

grant select ( sensitiveA, publicC, publicD )
on DBA.first table to NonPrivUser ;

grant select ( sensitiveA, publicP, publicQ, publicR )
on DBA.second table to NonPrivUser ;

- Non-TRUSTED users can execute queries such as

select I.publicC, 3*II.publicQ+1

from DBA.first table I, DBA.second table II

where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11"' ) ;
- and

select count (*)

from DBA.first table I, DBA.second table II

where I.sensitiveA = II.sensitiveA and SUBSTR(I.sensitiveA,4,3)
BETWEEN '345' AND '456' ;
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But only TRUSTED users can execute the query

select I.sensitiveB, 3*II.publicQ+1
from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11'" ) ;

Part II:

Change the schema in preparation for encryption

The DBA introduces encryption as follows:

For applicable tables, the DBA changes the schema, adjusts access

permissions,

and updates existing data. The encryption

keys used are hidden in a subsequent step.

DataLength comparison for length of varbinary encryption result
(units are Bytes):

PlainText CipherText Corresponding Numeric Precisions
0 16
1 16 32 numeric(1l,0) - numeric(20,0)
17 32 48 numeric (21,0) - numeric(52,0)
33 48 64 numeric (53, 0) - numeric(84,0)
49 64 80 numeric (85, 0) - numeric(116,0)
65 80 96 numeric (117,0) - numeric(128,0)
81 96 112
97 112 128
113 128 144
129 144 160
145 160 176
1ol 176 192
177 192 208
193 208 224
209 224 240

The integer data types tinyint, small int, integer, and bigint
are varbinary(32) ciphertext.

The exact relationship is
DATALENGTH (ciphertext) =
( ((DATALENGTH (plaintext)+ 15) / 16) + 1) * 16

For the first table, the DBA chooses to preserve both the plaintext and
ciphertext forms. This is not typical and should only be done if the
database files are also encrypted.

Take away NonPrivUser's access to column sensitiveA and transfer
access to the ciphertext version.

Sybase 1Q
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-= Put a unique index on the ciphertext column. The ciphertext
-= itself is indexed.

-= NonPrivUser can select the ciphertext and use it.
-= PrivUser can still select either form (without paying decrypt costs).

revoke select ( sensitiveA ) on DBA.first table from NonPrivUser ;
alter table DBA.first table add encryptedA varbinary(32) ;
grant select ( encryptedA ) on DBA.first table to PrivUser ;
grant select ( encryptedA ) on DBA.first table to NonPrivUser ;
create unique hg index first A unique on first table ( encryptedA ) ;
update DBA.first table

set encryptedA = aes encrypt (sensitiveA, 'seCr3t')

where encryptedA is null ;
commit

-= Now change column sensitiveB.

alter table DBA.first table add encryptedB varbinary(32) ;
grant select ( encryptedB ) on DBA.first table to PrivUser ;
create unique hg index first B unique on first table ( encryptedB ) ;
update DBA.first table
set encryptedB = aes_encrypt (sensitiveB,
'givethiskeytonoone') where encryptedB is null ;
commit

- For the second table, the DBA chooses to keep only the ciphertext.
-= This is more typical and encrypting the database files is not required.

revoke select ( sensitiveA ) on DBA.second table from NonPrivUser ;
revoke select ( sensitiveA ) on DBA.second table from PrivUser ;
alter table DBA.second table add encryptedA varbinary(32) ;

grant select ( encryptedA ) on DBA.second table to PrivUser ;

grant select ( encryptedA ) on DBA.second table to NonPrivUser ;

create unique hg index second A unique on second table ( encryptedA ) ;
update DBA.second_table
set encryptedA = aes encrypt (sensitiveA, 'seCr3t')
where encryptedA is null ;
commit
alter table DBA.second table drop sensitiveA ;
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The following types of queries are permitted at this point, before
changes are made for key protection:

Non-TRUSTED users can equi-join on ciphertext; they can also select
the binary, but have no way to interpret it.

select I.publicC, 3*II.publicQ+1
from DBA.first table I, DBA.second table II
where I.encryptedA = II.encryptedA and I.publicD IN ( '2006-01-11" ) ;

Ciphertext-only access rules out general predicates and expressions.
The following query does not return meaningful results.

NOTE: These four predicates can be used on the varbinary containing
ciphertext:
= (equality)
<> (inequality)
IS NULL
IS NOT NULL

select count (*)

from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.encryptedA, 4, 3)
BETWEEN '345' AND '456' ;

The TRUSTED user still has access to the plaintext columns that
were retained. Therefore, this user does not need to call
aes_decrypt and does not need the key.

select count (*)

from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.sensitiveA,4,3)
BETWEEN '345' AND '456' ;
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-= Part III: Protect the encryption keys

-= This section illustrates how to grant access to the plaintext, but
-= still protect the keys.

-= For the first table, the DBA elected to retain the plaintext columns.
-= Therefore, the following view has the same capabilities as the trusted
-= user above.

-- Assume group member is being used for additional access control.

-= NOTE: In this example, NonPrivUser still has access to the ciphertext
- encrypted in the base table.

create view DBA.a first view (sensitiveA, publicC, publicD)
as
select
IF group member ('high privileges group',user name()) = 1
THEN sensitiveA
ELSE NULL
ENDIF,
publicC,
publicD
from first table ;

grant select on DBA.a first view to PrivUser ;
grant select on DBA.a first view to NonPrivUser ;

-= For the second table, the DBA did not keep the plaintext.

- Therefore, aes_decrypt calls must be used in the view.

-= IMPORTANT: Hide the view definition with ALTER VIEW, so that no one
-= can discover the key.

create view DBA.a second view (sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from second table ;
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alter view DBA.a second view set hidden ;
grant select on DBA.a second view to PrivUser ;
grant select on DBA.a second view to NonPrivUser ;

Likewise, the key used for loading can be protected in a stored procedure.
By hiding the procedure (just as the view is hidden), no one can see
the keys.

create procedure load first proc(@inputFileName varchar (255),
@colDelim varchar (4) default 'S$',
@rowDelim varchar (4) default '¥n')
begin
execute immediate with quotes
'load table DBA.second table
(encryptedA encrypted(char(16),' ||

Yrro] 'seCr3t' || ''"'' || '"),publicP,publicQ,publicR) ' ||
' from ' || '"'''" || QinputFileName || "'"'"' ||

' delimited by ' || '"''" || @colDelim || "''"' |

' row delimited by " [| '"''"" || @rowDelim []| ""'" |

quotes off escapes off' ;
end
alter procedure DBA.load first proc set hidden ;
Call the load procedure using the following syntax:
call load first proc('/dev/null', '$', '¥n') ;
Below is a comparison of several techniques for protecting the
encryption keys by using user-defined functions (UDFs), other views,

or both. The first and the last alternatives offer maximum performance.

The second table is secured as defined earlier.
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-= Alternative 1:
-= This baseline approach relies on restricting access to the entire view.

create view
DBA.second baseline view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

alter view DBA.second baseline view set hidden ;
grant select on DBA.second baseline view to NonPrivUser ;
grant select on DBA.second baseline view to PrivUser ;

-= Alternative 2:

-= Place the encryption function invocation within a user-defined
-= function (UDF).

-- Hide the definition of the UDF. Restrict the UDF permissions.

-- Use the UDF in a view that handles the remainder of the security
-= and business logic.

-- Note: The view itself does not need to be hidden.

create function DBA.second decrypt function(IN datum varbinary(32))
RETURNS char (16) DETERMINISTIC
BEGIN

RETURN aes decrypt (datum, 'seCr3t', char(16));

END ;

grant execute on DBA.second decrypt function to PrivUser ;
alter function DBA.second decrypt function set hidden ;
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create view
DBA.second _decrypt view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group_member ('high privileges group',user name()) = 1
THEN second decrypt function (encryptedA)
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

grant select on DBA.second decrypt view to NonPrivUser ;
grant select on DBA.second decrypt view to PrivUser ;
-- Alternative 3:

-- Sequester only the key selection in a user-defined function.

-- This function could be extended to support selection of any

-- number of keys.

-- This UDF is also hidden and has restricted execute privileges.
-- Note: Any view that uses this UDF therefore does not compromise
-- the key values.

create function DBA.second key function()
RETURNS varchar (32) DETERMINISTIC
BEGIN
return 'seCr3t' ;
END

grant execute on DBA.second key function to PrivUser ;
alter function DBA.second key function set hidden ;
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create view DBA.second key view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, second key function(),
char (16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

grant select on DBA.second key view to NonPrivUser ;
grant select on DBA.second key view to PrivUser ;

-- Alternative 4:

-- The recommended alternative is to separate the security logic

-- from the business logic by dividing the concerns into two views.

-- Only the security logic view needs to be hidden.

-- Note: The performance of this approach is similar to that of the first
-- alternative.

create view
DBA.second SecuritylLogic view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second_ table ;

alter view DBA.second SecurityLogic view set hidden ;
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create view
DBA.second BusinessLogic view(sensitiveA,publicP,publicQ, publicR)
as

select
sensitiveAd,
publicP,
publicQ,
publicR

from DBA.second SecurityLogic view ;

grant select on DBA.second BusinessLogic view to NonPrivUser ;
grant select on DBA.second BusinessLogic_view to PrivUser ;

-- End of encryption example

51 2 AES_ENCRYPT Bz &> THEKR I NSBEFLTF A ME. ANEEF—0
FUCTH>TH, T—FHNELITESZHDIZHRDET, LiN>T, 2
DDMEELTF AL « HITLIT, 2 D0RELF—¥ R EZEH DS L @A
RESNTWBEE. TNS6DOTLEY aA > L THUMEEMNRINDS &iT
RO EHA.

TZERE, ROfFEERITLIZELET,

CREATE TABLE tablea(cl int, c2 smallint);
INSERT INTO tablea VALUES (100,100);

AES ENCRYPT (cl, 'key') & AES ENCRYPT (c2, 'key') DfEIX[F—TiX
72<. AES_ENCRYPT (cl1, 'key') & AES_ENCRYPT (100, 'key') DOf#EIX[
—TlEHDEE A

Z DORMEEfFRT 5121, AES_ENCRYPT DA N ZFUCTF—FBICF ¥ X K
LET, 2ExE ROV - - ROBRIZFCITARD £T,
AES_ENCRYPT (cl, 'key');

AES ENCRYPT (CAST (c2 AS INT), 'key');
AES ENCRYPT (CAST (100 AS INT), 'key');

WS LBEDI=DDT—INR—=R - XT3 VDRE
Sybase IQ DFED T —FN—Z - 72 a VFREX. W T LOEE{LEES
LIz B %5 %2 %9, AES_ENCRYPT B%t /=13 AES_DECRYPT [% % ffi
M BN, ZOETHMTEA T a s 2HELTLEZIN, FEAEDR
T ARESACALEICH LT, 57 4)) PEREIRRELHRETIEH D A,
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BESLEEIC X BB LT F X FOH I (72132 DO FFNR/NA F U X
FHNYBBO TR T o —hENENEDITTBITE ROF—FRX—Z « F
T alERELET,

SET OPTION STRING RTRUNCATION = 'ON'

STRING_RTRUNCATION Z ON (57 #J)L M) IZ@&ET S &, O— K, A,
B, F7213 SELECT INTO OHEIETFHIN NI > r— a5 5618 T
DUCTRTII—NHAELET, ZHILISO/ANSISQL OEIETH D, HE
INBHIETT,

BRI 52— 3 BRI ATE. LEFT. SUBSTRING. CAST /&
EOXFHXZEFHL £,

STRING_RTRUNCATION % OFF IZ&E 9 % &, XFHI ORI b5 > —
A mETEINET.

AES DECRYPT B 6. AhahiziE kT A boF—5yEOHIEZ
Frv L. BEBELEBOTFT - EEBESINZF—DIEL & O & #EE
TH20I. HhTFANEF v 7 LET (F—FRERFOSIEMEESN
EEAR TR F v I INET ),

ESETF X FOBESMDOHR

BEELTF A NOBENZHFFT 21213, ROTF—IXR—X - F T 3%
ELET,

SET OPTION ASE BINARY DISPLAY = 'OFF'

ASE_BINARY_DISPLAY % OFF (¥ 7 #+ )L b ) IC@&ET D& NAF 1« F—
ZiZo— - NAFURBKOEFEEEINEE A,

ASE_BINARY_DISPLAY % ON IZFRET D E. N1 FVU - F—F1d 16 L
FHDFRRFHIT %Wéhi? ZOF T a i, TR A—FITHLT
BRI DT — I NN ERY ifJiT B EPDHNERS AT LT AR—
bTé%%#%é(EL* N FUNEHEIND RN H B ) BE
IZDH, —HFHIC ON;&ﬁbi?
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EStT+ R FPDOBEADLE
CONVERSION_MODE F—# X—2Z + #7323 i, S EIFRBEICBN
TNNAF Y - F—& % (BINARY. VARBINARY. LONG BINARY) &3E/NA F
1J - 5—% & (BIT. TINYINT. SMALLINT. INT. UNSIGNED INT. BIGINT,
UNSIGNED BIGINT. CHAR. VARCHAR. LONG VARCHAR) ORI TiTHh %
RO ZHIFE L £9. CONVERSION_MODE ZffifiL T, EEMIZEK
DILNEIE L IR BT — & DGR DT — Y ARG IE TE %9,

SET TEMPORARY OPTION CONVERSION MODE = 1

CONVERSION_MODE % 1 IZ#% &3 % &. INSERT 2~ > K, UPDATE O~
DR BXUOIZTZUTONAFY « F=FRINSIENA TV - F—FBIADHE
BROLEWNFHIR S N FE T, /N T U A IR E— Rid. LOAD TABLE ©OF 7 =+
JV M & CHECK filfIc HiEH SN ET,

CONVERSION_MODE # 7> a>®F 7 # )L MAO01Z., 127 LD FETD/N—
23 > ® Sybase IQ TO/NA F VU «F— & RIDREERA S L MENEZ T L £ T

FHHICOWTE, Ty L 2 XEF T ar) @ E2EF—INR—X -
F73a>) ® [CONVERSION MODE # 7> 3>] 28U TLIEEN,
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