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AES_ENCRYPT B S — NS EINN LU R 32 S B 2 —.

CHAR NUMERIC
VARCHAR FLOAT

TINYINT REAL

SMALLINT DOUBLE
INTEGER DECIMAL

BIGINT DATE

BIT TIM

BINARY DATETIME
VARBINARY TIMESTAMP
UNSIGNED INT SMALLDATETIME

UNSIGNED BIGINT

LOB #4257 H §ijAS3Z Sybase 1Q 41| in % 7 £5 .

Sybase 1Q HJFf LA T B BE4 T 18 55 i) AR B W SO SR AR BLPm 2R, ArdR
S BURE AU ) S HH LY AES_DECRYPT pR%L, BL#H IV ek 3 T
CAST B¥t N . Sybase IQ 2% CAST 1) H brEHE S 55 J 4y hn 258 K045 1)
B R IAT IR . WX AN S RN, 2R [F] -1001064
R, HPEE OCIRIGF B AR EE SRS B

B, BGER N2 g i VARCHAR() {8 M LA N R i % 18f) -

SELECT AES DECRYPT ( thecolumn, 'theKey',
VARCHAR (1) ) FROM thetable

D SR A Y LT v R S A T -

SELECT AES DECRYPT ( thecolumn, 'theKey',
SMALLINT ) FROM thetable
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YIS [ PR R AT

Decryption error: Incorrect CAST type smallint (5,0)
for decrypt data of type varchar(1,0).

PR A B A AR I AT . AR BAT CAST Bl KU 24,
ArfRs DL 3 R (0 2R [R]85

AR CYNC Bl AES_ENCRYPT RRELINT (il Rigfyh i)

INSERT INTO t (cipherCol) VALUES (AESiENCRYPT (1,
'key'))

THERE, B2 1 RN .. Bl 1 LU TINYINT.
SMALLINT. INTEGER. UNSIGNED INT. BIGINT & UNSIGNED BIGINT,
WA RE e H s e,
Sybase # % LA i 2 77 AT CAST BRI BRI B ATAT VB 78 AN B Aff 2k
Wbl FiER) TN

INSERT INTO t (cipherCol)

VALUES ( AES_ENCRYPT (CAST (1 AS UNSIGNED INTEGER),
'key'))

AN A N AL CAST s B DL 307 U Al 262, T LARIT Ik
FERR O N B S A ] CAST BR KAy 1 ) 7

U A B AR B T8, s Sl 2 A8 H] LOAD TABLE i A,
WA EAE AN B 8 P )

AES_ENCRYPT & #{ [String]

EE

!

A5 T AR ) n 2 25 0] Hi8 e A UEAT N, 3R 1] VARBINARY 5 LONG
VARBINARY .

AES_ENCRYPT( string-expression, key )
string-expression  ELJIE WA . A OCHT SRR RN AR, ES
DA 4 Uiy GG T MBI ARSI . dealh, tn] DUk ke A%
47 AES_ENCRYPT. IWZHIX 73 K/NE, BIHEFEAN 7r KNS B E s
JE s 2 bt
key HIKXT string-expression N FIINE %5 . # ERMURIG(E, &5
S A — 25 PN TR . IS 5y KNS, BIMEZEAS X 43 K/
SR g dnt.
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SR ZHO S R, BRI ORI . Sybase 2N
LRI KIS D 16 74, AN KERNGFE, Hiof
HCP R . SRKEA SO (T ARSI, AT 220 .

EE WRPTREN KRR L e, WRBERTE
Bl N s s 58 A ovE s ) SRR

R AES_ENCRYPT &[] VARBINARY 25 [l , HKJE &L AL
string-expression 1 31 D74 o ZRRECR[FIRE A B L, & NGk v i
H. v LU H] AES_DECRYPT &K H] AES_ENCRYPT BRI £ (1) 7~
FFRZERTCRRE o T INX string-expression fif %, VE AL X 20 in
B AT o s A L . WS TR e TR IEM I N %, B
PR R
WA I AAAG R R T, WA EERE R AN VARBINARY 8%
VARCHAR H. W KF B EET 32 25,  DUEA B ST F AR 4t
CP TR 25 B L S0P i 25 1 3E4T . ) WisR VARBINARY 5% VARCHAR
IR EE/NT 32 775, ) AES_DECRYPT BRI HUR M4 i% .

AES_ENCRYPT R A1) 45 AR R v 8 LONG VARBINARY . IR AE
SELECT INTO it ffi F AES_ENCRYPT, #8025 L AT JE 45 KAk B 45
Mg FF v e, B35 18 CAST JfF AES_ENCRYPT & & 4 1E A 11 58
HATFIR /N o

ARIEER, WS W (3% Wi, RAMNER) 128 45 “SQL
B ) “REPLACE B3 String]” .

tRERAN « SQL ISO/ANSI SQL iEV: LN i
+ Sybase A 3 Adaptive Server Enterprise 3 £F

SiESN 57 GUff) “AES_DECRYPT g% [String]”
% 8 W) “LOAD TABLE ENCRYPTED f-f)”

] £l ?@Jﬁﬂ% AES_ENCRYPT BRELFI /=], &2 WS 10 DU “ I Mg
N
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AES_DECRYPT & #{ [String]

EE
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{5 H T A ) 235 HO 7 75 ER HEAT AR %, I 1] VARBINARY 2l LONG
VARBINARY (TESRAEGSATT) , B IR [H]J5U s B S0 A,
AES_DECRYPT( string-expression, key [, data-type ])

string-expression  ELfRE W) AFH . AT DK 3 RIE AL 2B 45 bR
o WSHIX 5 RANE, BIEEA DX 53 R/ INE I Ec 2 v 2 an itk
key 7B N ZHA GEXS string-expression {5 . A7 BRI K Jit
GH, ZHLAUEH TN string-expression FIINEHH. WSHX 4
KNG, BIMELEAN DX 43 /IS I 8 e rh 2 it

BE R TERED KRG L e . WRERTH
B, n s KA e A Joik s ) HLCE R .«

data-type 1%L ZEIREMEE W string-expression [NEFEIAY, HAH
Z00R D B BH ST (R B S AL

WIRAEAE ] AES_ENCRYPT B i N Bl I ¥ il cAST 6], ]
DL ¥ VARCHAR 154 data-type 153 KA 1] AES_DECRYPT Ml &5 FH
AHFREE . W REH R data-type 1538545 AES_DECRYPT, iR [H]
VARBINARY H(4fE 2541,

Al LA AES_DECRYPT pR%0 A flf | AES_ENCRYPT BRI IN % 1) =77 4
FEAZ(CRE . WRATR e AR, R EOR 5 N\ 5 B A
[l 717 4¥) VARBINARY 5, LONG VARBINARY fE. 75 U35 [H] 48 i 1) 5L

H T A string-expression FEATAREE, WAL T R 3 m s B i n s
B AU AN IE 03 % 9K 5 BUR [ .

« SQL ISO/ANSI SQL Byt N i 4 g

+ Sybase N3 Adaptive Server Enterprise SZ£F

o 5T “AES _ENCRYPT ¥ [String]”

o 10 BTEY N RE s

« 5 8 WM “LOAD TABLE ENCRYPTED f-fi)”

LLUR 7~ 5% user_info &A1 I H 7 1A BEAT Al 2%

SELECT AES DECRYPT (user pwd, '8U3dkA', CHAR(100))
FROM user info;
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LOAD TABLE ENCRYPTED ffJ

LOAD TABLE 1#541) 3 ¥ column-spec S ENCRYPTED. column-specs
DAZ5H% LT I B AE LOAD TABLE 5 f1) th 471 44 () J 1f -

format-specs

null-specs

encrypted-specs
WZIHE 9 U Rl .

HREHAEY:, SN (3%, EAFIETN) M5 13 “SQL iEh)”
¥ “LOAD TABLE iEfy”

B | ENCRYPTED(data-type ‘key-string’ [, ‘algorithm-string’ ] )
B data-type A S T-BUN 4B H bR E3E IS, 14 AES_ENCRYPT

BREEIN . R BHERAL, ES W 4 UK “E T TN
MIEHE R o data-type HIEHER AN 2 5 AES_DECRYPT bR £ 4 tH
AR . SIS 7 50 “AES_DECRYPT iR %{ [String]” o
key-string  FH T Bl B4 T I8 i s s iH o b S AH A 00k P4 R
Foo ARSI, U A — S E I TR . S HIX K
NG, BIEAE A 2 KNS I R b 2 .
H5MHRZHI04—F, RFIEFARY SIEMZH{E. Sybase il h
FEPIEFNEKE R DN 16 N7, RN KER/NSFRE, HA
FEECF IR IR 05 o BB B BT i ), R Al s 4H .

BE R RREY] KRB L e WIRERT
B, R P EGETCIET R E A, X R ICEAT IR .

algorithm-string  Fl T4/ $efis MEAT N O 53k . 12 S HO0nTIER), (HEL
I (0 n 3 AN IR AL AR ] o 2T ABS JEBRAE{EL, PUNEEME 3%
SCRFINSHR . ABS R FhER PO ik, SR [ R bn e S SR P
(NIST) L&A A W (10 Al Bl B e BN 2 b fE (AES)

i i H} ENCRYPTED 1 RYE 1] LAFR & s 4], thn] DLk 45 i XA
R B BEA T N & s A A Sk . IXRh R VR H AR R
VARBINARY Z#Y, #5  Hw s ALK IR [P 5%

BiESN « 5T “AES_ENCRYPT pf % [String]”
« 7T “AES_DECRYPT p& %\ [String]”
o S0 U AR R
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AFRANEZT

LOAD TABLE table name

(

plaintext column name,

a ciphertext column name

NULL('nil")
ENCRYPTED (varchar (6), 'tHefiRstkEy') ,
another encrypted column

ENCRYPTED (bigint, 'thEseconDkeY', "AES"')
)

FROM '/path/to/the/input/file’

FORMAT ascii

DELIMITED BY ';'

ROW DELIMITED BY '\Oxa'

QUOTES OFF

ESCAPES OFF

Het LOAD TABLE & T (1% A\ SCAE A X

a;b;c;
d;e; f;
g;h;i;

AT HUATAEE NS, RO T LR

XHANEE AT B LR

WA X 2 KNG, siEAH 1SO BINENG LASMAAZE, N4 %050
W2 SCHNIAT RS, DMEAT 757 5 LLR

R R PAT LR, T2 NS, SRR BRI A
Z IR HE 5 2, I H X B T- CREATE DATABASE [ CASE 17T,
7EBE ) CASE RESPECT H R H] ISO_BINENG VA HIEd Farh, #1LL
AHTF 5 X fif ¥ Sybase 1Q ISR A« 55 [F)PEFIAH )4 7] 8

PN RS Ey R S A i o P (B i R o R S S = A P = R = R
FMFE Z RS, SN RERE . SEEARX 7 KNG s 0
IR 22 AR A S TR (P U 2N, S5 ) P AR R 2 ] 4 X 53] D = o
52, ISOI1LATINI A& —ANXFERI IS,

W, FRER “ABC” A1 “abe” #EANX 23 KNG IEE 14 T AN HH ],
H B % EX S RINGHEG T,  FRFFF B A R AER .
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Sybase N5 A E G EE )23 SCER BEAR R PE, (EARE SR, Ha)iE i,
“ABC” Fl “abc” % SCAEANSEI .

A B VAR B CASE B AN A v/F 48 [l P25 (R 1 0 %o 8 SC A T 45 ) 1
bedse, N AR 200K 1240 RS SOh FERP R TE X, RITATAH S5E
R . i, an RE 2 2 {4 CASE IGNORE Hil ISO_BINENG
HE0IE,  HNY R AR T BN T Z 6 1) BT i ALY,
MY UCASE, W47 %5 [A{E#S 2 AH IR o

fin%E Fnf 451
w51

10

FTHXAN % AES_ENCRYPT #il AES_DECRYPT BRI X (1) 71591 J& FH i B
H SQL %5 1.

This example of aes encrypt and aes decrypt function use is presented
three parts:

Part I: Preliminary description of target tables and users as DDL
Part II: Example schema changes motivated by introduction of encryption
Part III: Use of views and stored procedures to protect encryption keys

Part I: Define target tables and users

Assume two classes of user, represented here by the instances
PrivUser and NonPrivUser, assigned to groups reflecting differing
privileges.

The initial state reflects the schema prior to the introduction
of encryption.

Set up the starting context: There are two tables with a common key.
Some columns contain sensitive data, the remaining columns do not.
The usual join column for these tables is sensitiveA.

There is a key and a unique index.

grant connect to PrivUser identified by 'verytrusted' ;
grant connect to NonPrivUser identified by 'lesstrusted' ;

grant connect to high privileges group ;
grant group to high privileges group ;

grant membership in group high privileges group to PrivUser ;

grant connect to low privileges group ;
grant group to low privileges group ;

Sybase IQ IR L £
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grant membership in group low privileges group to NonPrivUser ;

create table DBA.first table
(sensitiveA char (16) primary key
,sensitiveB numeric (10, 0)
,publicC varchar (255)
,publicD date
)

There is an implicit unique HG (HighGroup) index enforcing the primary

key.

create table second table
(sensitiveA char (16)
,publicP integer
,publicQ tinyint
,publicR varchar (64)
)

create hg index second A HG on second table ( sensitiveA )

TRUSTED users can see the sensitive columns.

grant select ( sensitiveA, sensitiveB, publicC, publicD )
on DBA.first table to PrivUser ;

grant select ( sensitiveA, publicP, publicQ, publicR )
on DBA.second table to PrivUser ;

Non-TRUSTED users in existing schema need to see sensitiveA to be
able to do joins, even though they should not see sensitiveB.

grant select ( sensitiveA, publicC, publicD )
on DBA.first table to NonPrivUser ;

grant select ( sensitiveA, publicP, publicQ, publicR )
on DBA.second table to NonPrivUser ;

Non-TRUSTED users can execute queries such as
select I.publicC, 3*II.publicQ+1

from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11" ) ;

and

select count (*)

Sybase 1Q 11
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from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and SUBSTR(I.sensitiveA, 4, 3)
BETWEEN '345' AND '456' ;

- But only TRUSTED users can execute the query
select I.sensitiveB, 3*II.publicQ+1

from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11" )

-- Part II: Change the schema in preparation for encryption
- The DBA introduces encryption as follows:
-- For applicable tables, the DBA changes the schema, adjusts access

-- permissions, and updates existing data. The encryption
-- keys used are hidden in a subsequent step.

-= DatalLength comparison for length of varbinary encryption result
-—— (units are Bytes):

-- PlainText CipherText Corresponding Numeric Precisions
- 0 16

-—— 1 - 16 32 numeric (1, 0) - numeric (20,0)
-- 17 - 32 48 numeric(Zl 0) - numeric(52,0)
-- 33 - 438 64 numeric(53,0) - numeric(84,0)
-—- 49 - 64 80 numeric(85,0) - numeric(116,0)
- 65 - 80 96 numeric(117,0) - numeric(128,0)
-- 81 - 96 112

-- 97 - 112 128

-= 113 - 128 144

-= 129 - 144 160

- 145 - 160 176

- 161 - 176 192

-- 177 - 192 208

-= 193 - 208 224

-= 209 - 224 240

-- The integer data types tinyint, small int, integer, and bigint
—-— are varbinary(32) ciphertext.

-- The exact relationship is

12 Sybase IQ HHIERL LM
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DATALENGTH (ciphertext) =
( ((DATALENGTH (plaintext)+ 15) / 16) + 1) * 16

For the first table, the DBA chooses to preserve both the plaintext and
ciphertext forms. This is not typical and should only be done if the
database files are also encrypted.

Take away NonPrivUser's access to column sensitiveA and transfer
access to the ciphertext version.

Put a unique index on the ciphertext column. The ciphertext
itself is indexed.

NonPrivUser can select the ciphertext and use it.
PrivUser can still select either form (without paying decrypt costs).

revoke select ( sensitiveA ) on DBA.first table from NonPrivUser ;
alter table DBA.first table add encryptedA varbinary(32) ;
grant select ( encryptedA ) on DBA.first table to PrivUser ;
grant select ( encryptedA ) on DBA.first_table to NonPrivUser ;
create unique hg index first A unique on first table ( encryptedA ) ;
update DBA.first table

set encryptedA = aes encrypt (sensitiveA, 'seCr3t')

where encryptedA is null ;
commit

Now change column sensitiveB.

alter table DBA.first table add encryptedB varbinary(32) ;
grant select ( encryptedB ) on DBA.first table to PrivUser ;
create unique hg index first B unique on first table ( encryptedB ) ;
update DBA.first table
set encryptedB = aes encrypt (sensitiveB,
'givethiskeytonoone') where encryptedB is null ;
commit

For the second table, the DBA chooses to keep only the ciphertext.
This is more typical and encrypting the database files is not required.

revoke select ( sensitiveA ) on DBA.second table from NonPrivUser ;
revoke select ( sensitiveA ) on DBA.second table from PrivUser ;

alter table DBA.second table add encryptedA varbinary(32) ;

grant select ( encryptedA ) on DBA.second table to PrivUser ;

grant select ( encryptedA ) on DBA.second table to NonPrivUser ;

create unique hg index second A unique on second table ( encryptedA ) ;

Sybase 1Q 13
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update DBA.second table
set encryptedA = aes encrypt (sensitiveA, 'seCr3t')
where encryptedA is null ;

commit

alter table DBA.second table drop sensitiveA ;

-= The following types of queries are permitted at this point, before
-- changes are made for key protection:

-- Non-TRUSTED users can equi-join on ciphertext; they can also select
-- the binary, but have no way to interpret it.

select I.publicC, 3*II.publicQ+1
from DBA.first table I, DBA.second table II
where I.encryptedA = II.encryptedA and I.publicD IN ( '2006-01-11" ) ;

- Ciphertext-only access rules out general predicates and expressions.
- The following query does not return meaningful results.

-- NOTE: These four predicates can be used on the varbinary containing
- ciphertext:

-- = (equality)

-- <> (inequality)

-—- IS NULL

--— IS NOT NULL

select count (*)

from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.encryptedA,4,3)
BETWEEN '345' AND '456' ;

- The TRUSTED user still has access to the plaintext columns that
-— were retained. Therefore, this user does not need to call
- aes decrypt and does not need the key.

select count (*)

from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.sensitiveA, 4, 3)
BETWEEN '345' AND '456' ;

14 Sybase IQ HHIERL LM
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Part III: Protect the encryption keys

This section illustrates how to grant access to the plaintext, but
still protect the keys.

For the first table, the DBA elected to retain the plaintext columns.
Therefore, the following view has the same capabilities as the trusted
user above.

Assume group member is being used for additional access control.

NOTE: In this example, NonPrivUser still has access to the ciphertext
encrypted in the base table.

create view DBA.a first view (sensitiveA, publicC, publicD)
as
select
IF group member ('high privileges group',user name()) = 1
THEN sensitiveA
ELSE NULL
ENDIF,
publicC,
publicD
from first table ;

grant select on DBA.a first view to PrivUser ;
grant select on DBA.a first view to NonPrivUser ;

For the second table, the DBA did not keep the plaintext.
Therefore, aes decrypt calls must be used in the view.

IMPORTANT: Hide the view definition with ALTER VIEW, so that no one
can discover the key.

create view DBA.a second view (sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from second table ;

Sybase 1Q 15
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alter view DBA.a second view set hidden ;
grant select on DBA.a second view to PrivUser ;
grant select on DBA.a second view to NonPrivUser ;

-= Likewise, the key used for loading can be protected in a stored
procedure.

-- By hiding the procedure (just as the view is hidden), no one can see

-- the keys.

create procedure load first proc(@inputFileName varchar (255),
@colDelim varchar (4) default 'S$S',
@rowDelim varchar (4) default '\n')
begin
execute immediate with quotes
'load table DBA.second table
(encryptedA encrypted(char(16),"' ||

YUt 'seCr3t' || ''"'"'" || '),publicP,publicQ,publicR) ' ||
' from ' || '"''"' || @inputFileName || '''' ||

' delimited by ' || "'''" || @colDelim || '''" ||

' row delimited by ' || '"'"'" || @rowDelim []| '"''"' |

' quotes off escapes off' ;
end
alter procedure DBA.load first proc set hidden ;
-= Call the load procedure using the following syntax:
call load first proc('/dev/null', '$', '\n') ;
-- Below is a comparison of several techniques for protecting the
-= encryption keys by using user-defined functions (UDFs), other views,

-- or both. The first and the last alternatives offer maximum performance.

-- The second table is secured as defined earlier.
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-= Alternative 1:
-- This baseline approach relies on restricting access to the entire view.

create view
DBA.second baseline view(sensitiveA,publicP,publicQ, publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

alter view DBA.second baseline view set hidden ;
grant select on DBA.second baseline view to NonPrivUser ;
grant select on DBA.second baseline view to PrivUser ;

- Alternative 2:

-- Place the encryption function invocation within a user-defined
-— function (UDF).

-- Hide the definition of the UDF. Restrict the UDF permissions.

-- Use the UDF in a view that handles the remainder of the security
- and business logic.

-- Note: The view itself does not need to be hidden.

create function DBA.second decrypt function (IN datum varbinary(32))
RETURNS char (16) DETERMINISTIC
BEGIN

RETURN aes decrypt (datum, 'seCr3t', char(16));

END ;

grant execute on DBA.second decrypt function to PrivUser ;
alter function DBA.second decrypt function set hidden ;
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create view
DBA.second decrypt view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN second decrypt function (encryptedA)
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

grant select on DBA.second decrypt view to NonPrivUser ;
grant select on DBA.second decrypt view to PrivUser ;

-—- Alternative 3:

-- Sequester only the key selection in a user-defined function.

-- This function could be extended to support selection of any

-- number of keys.

-- This UDF is also hidden and has restricted execute privileges.
-- Note: Any view that uses this UDF therefore does not compromise
-- the key values.

create function DBA.second key function()
RETURNS varchar (32) DETERMINISTIC
BEGIN
return 'seCr3t' ;
END

grant execute on DBA.second key function to PrivUser ;
alter function DBA.second key function set hidden ;
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create view DBA.second key view(sensitiveA,publicP,publicQ,publicR)

as
select

IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, second key function(),
char (106))

ELSE NULL

ENDIF,

publicP,

publicQ,

publicR

from DBA.second table ;

grant select on DBA.second key view to NonPrivUser ;
grant select on DBA.second key view to PrivUser ;

-— Alternative 4:

-- The recommended alternative is to separate the security logic

-- from the business logic by dividing the concerns into two views.

-- Only the security logic view needs to be hidden.

-- Note: The performance of this approach is similar to that of the first
-— alternative.

create view
DBA.second SecuritylLogic view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes decrypt (encryptedA, 'seCr3t', char (16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

alter view DBA.second SecurityLogic view set hidden ;
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create view
DBA.second BusinessLogic view(sensitiveA,publicP,publicQ,publicR)
as

select
sensitiveAd,
publicP,
publicQ,
publicR

from DBA.second SecurityLogic view ;

grant select on DBA.second BusinessLogic view to NonPrivUser ;
grant select on DBA.second BusinessLogic view to PrivUser ;

-- End of encryption example

TP 2 W5 e A R F NN 8], (ECSR PRI [R] B 28, )
AES_ENCRYPT A2 ARl DRI, AN 23 D0 R AT P Fh AN () B i
RN BB SCHNER G, T REAS 2 R R [A) ) 45 2
ln, e :

CREATE TABLE tablea(cl int, c2 smallint);
INSERT INTO tablea VALUES (100,100);

ff AES_ENCRYPT (c1, 'key') 5 AES ENCRYPT (c2, 'key') AN, FFH
{H AES_ENCRYPT (c1, 'key') 15 AES ENCRYPT (100, 'key') A [,
A EAR YR, AES_ENCRYPT FR4 N s 5 44 [7)— $iedis 2
R, BLR AR B 45 R AH 7]«

AES_ENCRYPT (cl, 'key');

AES ENCRYPT (CAST (c2 AS INT), 'key');
AES ENCRYPT (CAST (100 AS INT), 'key'):;

A FVINE & B IR kTR

AL Sybase 1Q i 122 16 0 2 5 W F1 ¥ 0 25 Al 25 i e AT
AES_ENCRYPT 1k AES_DECRYPT Z Fika i A5 i 4% K (3 T, A1
A BEE R T R 2 05 s B T S R AR R R
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[ L % ST i = S e

RiFE R STTEE

BRI e E A 2 S IR AW (BRI T AR e R R
TR R IR MR L E R AR s B 2 e 1

SET OPTION STRING_RTRUNCATION = 'ON'
24 STRING_RTRUNCATION %'y ON (Bt I, HEAERR.

fHA . HEHr o SELECT INTO #4F 0] 777 B gk, 51t & 51k
FER . IXJE ISO/ANSI SQL 1Ty, e HErifisis.

M FEEHAT B AT, 354 LEFT. SUBSTRING ¥ CAST 22K
(R v W

% STRING_RTRUNCATION % &y OFF &%} F4F 5 sl AT B3R~
T .

AES_DECRYPT PR S A4 N 3 LRI EIR K B B A R, IS
AHgr H CURF A BT 15 500 (A B DL S BB (IR B B R B A . (SRl 1
BARKMSH, NWIESHARHERR. )

EEARP R S sE Y, TEWCE DL B PR T

SET OPTION ASE_BINARY_DISPLAY = 'OFF'
24 ASE_BINARY_DISPLAY ¥ & & OFF (R I, RGN —
B 1 AT 7 & NS - B 1 1 e W N
24 ASE_BINARY_DISPLAY ¥ & &y ON I, FR&i o — iE I Eds i 4 h H
NI A R KRB, AT B & H T s B ulis 7
TR SRS AN RS, HAEB AR R T R ah 3R
AT RESTE BT UL R, A T IR %L % B ONG
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Bh 1L iR F % 3
CONVERSION_MODE %4l /7176 15t I 1l 75 25 P/ ik F% v 78 — b )85 2%
71 (BINARY. VARBINARY #il LONG BINARY) 5 & aE =ik % 25 4
(BIT. TINYINT. SMALLINT. INT. UNSIGNED INT. BIGINT.
UNSIGNED BIGINT. CHAR. VARCHAR H1 LONG VARCHAR) X [B)3#E1T %
A FEHe ., il CONVERSION_MODE ] B 15X in a5 B A T e 2 S 2%
R X PP S ECETE X BT R -

SET TEMPORARY OPTION CONVERS ION_MODE =1
5 CONVERSION_MODE #'& 4 1, W B 1EfEAT INSERT F1 UPDATE fiy
A DL R BRI R — 100 B IS A8 8 Qe e M AT o] e A — ik s Hiia 2k
PP PR I R B A 36 A T LOAD TABLE #1445 {5 A1 CHECK
AR,
CONVERSION_MODE FEII:R H kA4 E 0 B, R {RF Sybase IQ 12.7 hitZ
PR b ) B R A B e AT

WS W (% BRI W5 2 3 “HdEgkm”
“CONVERSION MODE ¥ ” .
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