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About this book

Subject

This book describes how to set up, configure, and synchronize MobiLink clients. MobiLink clients can be
SQL Anywhere or UltraLite databases. This book also describes the Dbmlsync API, which allows you to
integrate synchronization seamlessly into your C++ or .NET client applications.

Audience
This book is for users who want to add synchronization to their information systems.

Before you begin

For a comparison of MobiLink with other synchronization and replication technologies, see “Overview of
data exchange technologies” [SQL Anywhere 11 - Introduction].
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About the SQL Anywhere documentation

The complete SQL Anywhere documentation is available in four formats that contain identical information.

HTML Help  The online Help contains the complete SQL Anywhere documentation, including the
books and the context-sensitive help for SQL Anywhere tools.

If you are using a Microsoft Windows operating system, the online Help is provided in HTML Help
(CHM) format. To access the documentation, choose Start » Programs » SQL Anywhere 11 »
Documentation » Online Books.

The administration tools use the same online documentation for their Help features.

Eclipse On Unix platforms, the complete online Help is provided in Eclipse format. To access the
documentation, run sadoc from the bin32 or bin64 directory of your SQL Anywhere 11 installation.

DocCommentXchange  DocCommentXchange is a community for accessing and discussing SQL
Anywhere documentation.

Use DocCommentXchange to:

o View documentation

o Check for clarifications users have made to sections of documentation

o Provide suggestions and corrections to improve documentation for all users in future releases
Visit http://dcx.sybase.com.

PDF The complete set of SQL Anywhere books is provided as a set of Portable Document Format
(PDF) files. You must have a PDF reader to view information. To download Adobe Reader, visit http://
get.adobe.com/reader/.

To access the PDF documentation on Microsoft Windows operating systems, choose Start »
Programs » SQL Anywhere 11 » Documentation » Online Books - PDF Format.

To access the PDF documentation on Unix operating systems, use a web browser to open install-dir/
documentation/en/pdf/index.html.

About the books in the documentation set

The SQL Anywhere documentation consists of the following books:

SQL Anywhere 11 - Introduction  This book introduces SQL Anywhere 11, a comprehensive
package that provides data management and data exchange, enabling the rapid development of database-
powered applications for server, desktop, mobile, and remote office environments.

SQL Anywhere 11 - Changes and Upgrading  This book describes new features in SQL Anywhere
11 and in previous versions of the software.

SQL Anywhere Server - Database Administration  This book describes how to run, manage, and
configure SQL Anywhere databases. It describes database connections, the database server, database

Xii
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files, backup procedures, security, high availability, replication with the Replication Server, and
administration utilities and options.

SQL Anywhere Server - Programming  This book describes how to build and deploy database
applications using the C, C++, Java, PHP, Perl, Python, and .NET programming languages such as Visual
Basic and Visual C#. A variety of programming interfaces such as ADO.NET and ODBC are described.

SQL Anywhere Server - SQL Reference  This book provides reference information for system
procedures, and the catalog (system tables and views). It also provides an explanation of the SQL
Anywhere implementation of the SQL language (search conditions, syntax, data types, and functions).

SQL Anywhere Server - SQL Usage This book describes how to design and create databases; how
to import, export, and modify data; how to retrieve data; and how to build stored procedures and triggers.

MobilLink - Getting Started  This book introduces MobiL.ink, a session-based relational-database
synchronization system. MobiLink technology allows two-way replication and is well suited to mobile
computing environments.

MobiLink - Client Administration  This book describes how to set up, configure, and synchronize
MobiLink clients. MobiLink clients can be SQL Anywhere or UltraLite databases. This book also
describes the Dbmlsync API, which allows you to integrate synchronization seamlessly into your C++
or .NET client applications.

MobiLink - Server Administration  This book describes how to set up and administer MobiLink
applications.

MobilLink - Server-Initiated Synchronization  This book describes MobiLink server-initiated
synchronization, a feature that allows the MobiLink server to initiate synchronization or perform actions
on remote devices.

QAnywhere This book describes QAnywhere, which is a messaging platform for mobile, wireless,
desktop, and laptop clients.

SQL Remote  This book describes the SQL Remote data replication system for mobile computing,
which enables sharing of data between a SQL Anywhere consolidated database and many SQL Anywhere
remote databases using an indirect link such as email or file transfer.

UltraLite - Database Management and Reference  This book introduces the UltraL ite database
system for small devices.

UltraLite - C and C++ Programming  This book describes UltraLite C and C++ programming
interfaces. With UltraLite, you can develop and deploy database applications to handheld, mobile, or
embedded devices.

UltraLite - M-Business Anywhere Programming  This book describes UltraL ite for M-Business
Anywhere. With UltraLite for M-Business Anywhere you can develop and deploy web-based database
applications to handheld, mobile, or embedded devices, running Palm OS, Windows Mobile, or
Windows.

UltraLite - .NET Programming  This book describes UltraLite.NET. With UltraLite.NET you can
develop and deploy database applications to computers, or handheld, mobile, or embedded devices.

UltraLiteJ  This book describes UltraLiteJ. With UltraL iteJ, you can develop and deploy database
applications in environments that support Java. UltraLiteJ supports BlackBerry smartphones and Java
SE environments. UltraLiteJ is based on the iAnywhere UltraLite database product.
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e Error Messages This book provides a complete listing of SQL Anywhere error messages together
with diagnostic information.

Documentation conventions

This section lists the conventions used in this documentation.

Operating systems

SQL Anywhere runs on a variety of platforms. In most cases, the software behaves the same on all platforms,
but there are variations or limitations. These are commonly based on the underlying operating system
(Windows, Unix), and seldom on the particular variant (AlX, Windows Mobile) or version.

To simplify references to operating systems, the documentation groups the supported operating systems as
follows:

e Windows The Microsoft Windows family includes Windows Vista and Windows XP, used primarily
on server, desktop, and laptop computers, and Windows Mobile used on mobile devices.

Unless otherwise specified, when the documentation refers to Windows, it refers to all Windows-based
platforms, including Windows Mobile.

e Unix Unless otherwise specified, when the documentation refers to Unix, it refers to all Unix-based
platforms, including Linux and Mac OS X.

Directory and file names

In most cases, references to directory and file names are similar on all supported platforms, with simple
transformations between the various forms. In these cases, Windows conventions are used. Where the details
are more complex, the documentation shows all relevant forms.

These are the conventions used to simplify the documentation of directory and file names:

e Uppercase and lowercase directory names  On Windows and Unix, directory and file names
may contain uppercase and lowercase letters. When directories and files are created, the file system
preserves letter case.

On Windows, references to directories and files are not case sensitive. Mixed case directory and file
names are common, but it is common to refer to them using all lowercase letters. The SQL Anywhere
installation contains directories such as Bin32 and Documentation.

On Unix, references to directories and files are case sensitive. Mixed case directory and file names are
not common. Most use all lowercase letters. The SQL Anywhere installation contains directories such
as bin32 and documentation.

The documentation uses the Windows forms of directory names. In most cases, you can convert a mixed
case directory name to lowercase for the equivalent directory name on Unix.

e Slashes separating directory and filenames  The documentation uses backslashes as the directory
separator. For example, the PDF form of the documentation is found in install-dir\Documentation\en
\PDF (Windows form).

Xiv
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On Unix, replace the backslash with the forward slash. The PDF documentation is found in install-dir/
documentation/en/pdf.

e Executablefiles The documentation shows executable file names using Windows conventions, with
a suffix such as .exe or .bat. On Unix, executable file names have no suffix.

For example, on Windows, the network database server is dbsrv11.exe. On Unix, it is dbsrv11.

e install-dir During the installation process, you choose where to install SQL Anywhere. The
environment variable SQLANY 11 is created and refers to this location. The documentation refers to this
location as install-dir.

For example, the documentation may refer to the file install-dir\readme.txt. On Windows, this is
equivalent to %SQLANY11%\readme.txt. On Unix, this is equivalent to $SQLANY11/readme.txt or $
{SQLANY11}/readme.txt.

For more information about the default location of install-dir, see “SQLANY11 environment variable”
[SQL Anywhere Server - Database Administration].

e samples-dir During the installation process, you choose where to install the samples included with
SQL Anywhere. The environment variable SQLANYSAMP11 is created and refers to this location. The
documentation refers to this location as samples-dir.

To open a Windows Explorer window in samples-dir, from the Start menu, choose Programs » SQL
Anywhere 11 » Sample Applications And Projects.

For more information about the default location of samples-dir, see “SQLANYSAMP11 environment
variable” [SQL Anywhere Server - Database Administration].

Command prompts and command shell syntax

Most operating systems provide one or more methods of entering commands and parameters using a
command shell or command prompt. Windows command prompts include Command Prompt (DOS prompt)
and 4NT. Unix command shells include Korn shell and bash. Each shell has features that extend its
capabilities beyond simple commands. These features are driven by special characters. The special characters
and features vary from one shell to another. Incorrect use of these special characters often results in syntax
errors or unexpected behavior.

The documentation provides command line examples in a generic form. If these examples contain characters
that the shell considers special, the command may require modification for the specific shell. The
modifications are beyond the scope of this documentation, but generally, use quotes around the parameters
containing those characters or use an escape character before the special characters.

These are some examples of command line syntax that may vary between platforms:

e Parentheses and curly braces Some command line options require a parameter that accepts
detailed value specifications in a list. The list is usually enclosed with parentheses or curly braces. The
documentation uses parentheses. For example:

-Xx tcpip(host=127.0.0.1)
Where parentheses cause syntax problems, substitute curly braces:

-x tcpip{host=127.0.0.1}
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If both forms result in syntax problems, the entire parameter should be enclosed in quotes as required
by the shell:

-x "tcpip(host=127.0.0.1)"

Quotes If you must specify quotes in a parameter value, the quotes may conflict with the traditional
use of quotes to enclose the parameter. For example, to specify an encryption key whose value contains
double-quotes, you might have to enclose the key in quotes and then escape the embedded quote:

-ek "my \'"secret\" key"

In many shells, the value of the key would be my "'secret" key.

Environment variables  The documentation refers to setting environment variables. In Windows
shells, environment variables are specified using the syntax %ENVVAR%. In Unix shells, environment
variables are specified using the syntax SENVVAR or ${ENVVAR}.

Graphic icons

The following icons are used in this documentation.

e Aclient application.

>

A database server, such as Sybase SQL Anywhere.

A database. In some high-level diagrams, the icon may be used to represent both the database and the
database server that manages it.

Replication or synchronization middleware. These assist in sharing data among databases. Examples are
the MobiLink server and the SQL Remote Message Agent.

XVi
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e A programming interface.

Contacting the documentation team

We would like to receive your opinions, suggestions, and feedback on this Help.

To submit your comments and suggestions, send an email to the SQL Anywhere documentation team at
iasdoc@sybase.com. Although we do not reply to emails, your feedback helps us to improve our
documentation, so your input is welcome.

DocCommentXchange

You can also leave comments directly on help topics using DocCommentXchange. DocCommentXchange
(DCX) is a community for accessing and discussing SQL Anywhere documentation. Use
DocCommentXchange to:

e View documentation
e Check for clarifications users have made to sections of documentation

e Provide suggestions and corrections to improve documentation for all users in future releases

Visit http://dcx.sybase.com.

Finding out more and requesting technical support

Additional information and resources are available at the Sybase iAnywhere Developer Community at http://
www.sybase.com/developer/library/sql-anywhere-techcorner.

If you have questions or need help, you can post messages to the Sybase iAnywhere newsgroups listed below.

When you write to one of these newsgroups, always provide details about your problem, including the build
number of your version of SQL Anywhere. You can find this information by running the following command:
dbeng11 -v.

The newsgroups are located on the forums.sybase.com news server.
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About this book

The newsgroups include the following:

sybase.public.sqlanywhere.general
sybase.public.sglanywhere.linux
sybase.public.sglanywhere.mobilink
sybase.public.sglanywhere.product_futures_discussion
sybase.public.sglanywhere.replication
sybase.public.sglanywhere.ultralite
ianywhere.public.sqlanywhere.ganywhere

For web development issues, see http://groups.google.com/group/sql-anywhere-web-development.

Newsgroup disclaimer

iAnywhere Solutions has no obligation to provide solutions, information, or ideas on its newsgroups, nor is
iAnywhere Solutions obliged to provide anything other than a systems operator to monitor the service and
ensure its operation and availability.

iAnywhere Technical Advisors, and other staff, assist on the newsgroup service when they have time. They
offer their help on a volunteer basis and may not be available regularly to provide solutions and information.
Their ability to help is based on their workload.

XViii

Copyright © 2009, iAnywhere Solutions, Inc. - SQL Anywhere 11.0.1



news://forums.sybase.com/sybase.public.sqlanywhere.general
news://forums.sybase.com/sybase.public.sqlanywhere.linux
news://forums.sybase.com/sybase.public.sqlanywhere.mobilink
news://forums.sybase.com/sybase.public.sqlanywhere.product_futures_discussion
news://forums.sybase.com/sybase.public.sqlanywhere.replication
news://forums.sybase.com/sybase.public.sqlanywhere.ultralite
news://forums.sybase.com/ianywhere.public.sqlanywhere.qanywhere
http://groups.google.com/group/sql-anywhere-web-development

Introduction to MobiLink Clients

This section introduces the clients you can use for MobiLink synchronization, and provides information common
to all types of MobiLink client.
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SQL Anywhere clients

To use a SQL Anywhere database as a MobiLink client, you add synchronization objects to the database.
The objects you need to add are publications, MobiLink users, and subscriptions that connect publications
to users. See:

“Creating a remote database” on page 96

“Publishing data” on page 100

“Creating MobiLink users” on page 107

“Creating synchronization subscriptions” on page 110

Synchronization is initiated by running a command line utility called dbmlsync. This utility connects to the
remote database and prepares the upload, typically using information contained in the transaction log of the
remote database. (Alternatively, you can implement scripted upload and not use the transaction log.) The
dbmlsync utility can use information stored in a synchronization publication and synchronization
subscription to connect to the MobiLink server and exchange data.

See “Initiating synchronization” on page 113.

For more information about SQL Anywhere clients, see “SQL Anywhere clients” on page 95.
For details of domlsync command line options, see “MobiLink SQL Anywhere client utility
(dbmlsync)” on page 129.

Customizing synchronization
See “Customizing dbmlsync synchronization” on page 123.
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UltraLite clients

UltraL.ite applications are automatically MobiLink-enabled whenever the application includes a call to the
appropriate synchronization function.

The UltraL.ite application and libraries handle the synchronization actions at the application end. You can
write your UltraLite application with little regard to synchronization. The UltraL.ite runtime keeps track of
changes made since the previous synchronization.

When using TCP/IP, HTTP, HTTPS, or ActiveSync, synchronization is initiated from your application by
a single call to a synchronization function. The interface for HotSync is slightly different. Once
synchronization is initiated from the application or from HotSync, the MobiLink server and the UltraL.ite
runtime control the actions that occur during synchronization.

See also

e UltraLite - Database Management and Reference
“UltraL.ite clients” [UltraLite - Database Management and Reference]
“UltraLiteJ clients” on page 6
“Using ActiveSync and HotSync with UltraLite” [UltraLite - Database Management and Reference]
“UltraLite synchronization parameters and network protocol options” [UltraLite - Database
Management and Reference]
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UltraLited clients

UltraLiteJ provides Java applications with a MobiLink synchronization client, together with change-tracking
and state tracking to ensure robust synchronization. UltraLiteJ applications are automatically MobiLink-
enabled whenever the application includes a call to the appropriate synchronization function.

The UltraLiteJ application and libraries handle the synchronization actions at the application end. You can
write your UltraLiteJ application with little regard to synchronization. The UltraLiteJ runtime keeps track
of changes made since the previous synchronization.

When using HTTP or HTTPS, synchronization is initiated from your application by a single call to a
synchronization function.

The MobiL.ink file transfer utility (mlfiletransfer) and SQL passthrough feature are not available for
UltraLiteJ clients.

See also

e “Data synchronization” [UltraLiteJ]

“Using UltraLiteJ as a MobiLink client” [UltraLiteJ]

UltraL ite - Database Management and Reference

“UltraL.ite clients” [UltraLite - Database Management and Reference]

“UltraLite synchronization parameters and network protocol options” [UltraLite - Database
Management and Reference]
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Specifying the network protocol for clients

The MobiLink server uses the -x command line option to specify the network protocol or protocols for
synchronization clients to connect to the MobiLink server. The network protocol you choose must match
the synchronization protocol used by the client.

The syntax for the mlsrv11l command line option is:

mlisrv1l -c "connection-string" -x protocol( options )

In the following example, the TCP/IP protocol is selected with no additional protocol options.

misrvll -c "dsn=SQL Anywhere 11 Demo™"™ -x tcpip

You can configure your protocol using options of the form:

(keyword=value;...)

For example:

misrvll -c "dsn=SQL Anywhere 11 Demo™ -x tcpip(

host=localhost;port=2439)

See also
Complete details about MobiLink network protocols and protocol options can be found in the following
locations:
To find... See...

How to set network options for the Mobi-
Link server

“-x option” [MobiLink - Server Administration]

All the network protocol options available
to MobiL.ink client applications

“MobiLink client network protocol option summa-
ry” on page 35

How to set options for SQL Anywhere cli-
ents

“CommunicationAddress (adr) extended op-
tion” on page 187

“CommunicationType (ctp) extended op-
tion” on page 189

How to set options for UltraL ite clients

“Stream Parameters synchronization parameter” [UltraLite
- Database Management and Reference]

“Stream Type synchronization parameter” [UltraLite - Da-
tabase Management and Reference]

“UltraLite Synchronization utility (ulsync)” [UltraLite -
Database Management and Reference]
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System tables in MobiLink

MobiLink server system tables

When you set up a database for use as a consolidated database, MobiLink system tables are created that are
required by the MobiLink server.

See “MobiLink server system tables” [MobiLink - Server Administration].

UltraLite system tables
See “UltraLite system tables” [UltraLite - Database Management and Reference].

SQL Anywhere system tables

SQL Anywhere system tables cannot be accessed directly, but are accessed via system views. See “System
views” [SQL Anywhere Server - SQL Reference].

The following SQL Anywhere system views are of particular interest to MobiLink users:

“SYSSYNC system view” [SQL Anywhere Server - SQL Reference]
“SYSPUBLICATION system view” [SQL Anywhere Server - SQL Reference]
“SYSSUBSCRIPTION system view” [SQL Anywhere Server - SQL Reference]
“SYSSYNCSCRIPT system view” [SQL Anywhere Server - SQL Reference]

SQL Anywhere also provides consolidated views that query system views to provide information that you
might need. See “Consolidated views” [SQL Anywhere Server - SQL Reference].
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Introduction to MobiLink users

A MobiLink user, also called a synchronization user, is the name you use to authenticate when you connect
to the MobiLink server.

For a user to be part of a synchronization system:

e A MobiLink user name must be created on the remote database.

e The MobiLink user name must be registered with the MobiLink server.

MobiLink user names and passwords are not the same as database user names and passwords. MobiLink
user names are used to authenticate the connection from the remote database to the MobiLink server.

You can also use user names to control the behavior of the MobiLink server. You do so using the
username parameter in synchronization scripts.

See “Using remote IDs and MobiLink user names in scripts” on page 15.

The MobiLink user name is stored in the name column of the ml_user MobiLink system table in the
consolidated database.

The MobiLink user name does not have to be unique within your synchronization system. If security is not
an issue, you can even assign the same MobilLink user name to every remote database.

UltraLite user authentication

Although UltraLite and MobiLink user authentication schemes are separate, you may want to share the values
of UltraLite user IDs with MobiLink user names for simplicity. This only works when the UltraLite
application is used by a single user.

See “UltraL.ite user authentication” [UltraLite - Database Management and Reference].

Creating and registering MobiLink users

You create a MobiLink user in the remote database and register it in the consolidated database.

Creating MobilLink users in the remote database

To add users to the remote database, you have the following options:

e For SQL Anywhere remote databases, use Sybase Central or the CREATE SYNCHRONIZATION
USER statement.
See “Creating MobiLink users” on page 107.

e For UltraLite remote databases, you set the User Name and Password synchronization parameters.

See “User Name synchronization parameter” [UltraLite - Database Management and Reference] and
“Password synchronization parameter” [UltraLite - Database Management and Reference].

10
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Adding MobiLink user names to the consolidated database

Once user names are created in the remote database, you can use any of the following methods to register
the user names in the consolidated database:

e Use the mluser utility.
See “MobiLink user authentication utility (mluser)” [MobiLink - Server Administration].
e Use Sybase Central.

e Implement a script for the authenticate_user or authenticate_user_hashed events. When either of these
scripts are invoked, the MobiLink server automatically adds users that successfully authenticate.

See “authenticate_user connection event” [MobiLink - Server Administration] or
“authenticate_user_hashed connection event” [MobiLink - Server Administration].

e Specify the -zu+ command line option with mlsrv11. In this case, any existing MobiLink users that have
not been added to the consolidated database are added when they first synchronize. This option is useful
during development but is not recommended for deployed applications.

See “-zu option” [MobiLink - Server Administration].

Providing initial passwords for users

The password for each user is stored with the user name in the ml_user table. You can use Sybase Central
or the mluser command line utility to provide initial passwords.

Sybase Central is a convenient way of adding individual users and passwords. The mluser utility is useful
for batch additions.

If you create a user without a password, MobiLink does not authenticate the user and a password is not
required to connect and synchronize.

To provide an initial MobiLink password for a user (Sybase Central Admin mode)

1. Connect to the consolidated database from Sybase Central using the MobiLink plug-in.
2. Choose Mode » Admin.

3. Click Users.

4. Choose File » New » User.

5

Follow the instructions in the Create MobiLink User Wizard.

To provide initial MobiLink passwords (command line)

1. Create a file with a single user name and password on each line, separated by white space.
2. Open a command prompt and run the mluser command line utility. For example:

mluser -c "dsn=my_dsn'" -f password-file
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In this command line, the -c option specifies an ODBC connection to the consolidated database. The -f
option specifies the file containing the user names and passwords.

See “MobiLink user authentication utility (mluser)” [MobiLink - Server Administration].

Synchronizations from new users

Ordinarily, each MobiLink client must provide a valid MobiLink user name and password to connect to a
MobiLink server.

Setting the -zu+ option when you start the MobiLink server allows the server to accept and respond to
synchronization requests from unregistered users. When a request is received from a user not listed in the
ml_user table, the request is serviced and the user is added to the ml_user table.

When you use -zu+, if a MobiLink client synchronizes with a user name that is not in the current ml_user
table, MobiL.ink, by default, takes the following actions:

e New user, no password If the user supplied no password, then by default the user name is added
to the ml_user table with a null password. This user is allowed to synchronize without a password.

e New user, password If the user supplies a password, then the user name and password are both
added to the ml_user table and the new user name becomes a recognized name in your MobiLink system.
In future, this user must specify the same password to synchronize.

e New user, new password A new user may provide information in the new password field, or in the
password field. In either case, the new password setting overrides the old password setting, and the new
user is added to the MobiLink system using the new password. In future, this user must specify the same
password to synchronize.

See “-zu option” [MobiLink - Server Administration].

Preventing synchronization by unknown users

By default, the MobiLink server only recognizes users who are registered in the ml_user table. This default
provides two benefits. First, it reduces the risk of unauthorized access to the MobilLink server. Second, it
prevents authorized users from accidentally connecting using an incorrect or misspelled user name. Such
accidents should be avoided because they can cause the MobiLink system to behave in unpredictable ways.

Prompting end users to enter passwords

Each end user must supply a MobiLink user name and password each time they synchronize from a MobiLink
client, unless you choose to disable user authentication on your MobiLink server.

To prompt your end users to enter their MobiLink passwords

e The mechanism for supplying the user name and password is different for UltraLite and SQL Anywhere
clients.
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e UltraLite Whensynchronizing, the UltraLite client must supply a valid value in the password field
of the synchronization structure. For built-in MobiLink synchronization, a valid password is one that
matches the value in the ml_user MobiLink system table.

Your application should prompt the end user to enter their MobiLink user name and password before
synchronizing.

See “UltraLite synchronization parameters and network protocol options” [UltraLite - Database
Management and Reference].

e SQL Anywhere Users can supply a valid password on the dbmlsync command line. If they do
not, they are prompted for one in the domlsync connection window. The latter method is more secure
because command lines are visible to other processes running on the same computer.

If authentication fails, the user is prompted to re-enter the user name and password.

See “-c option” on page 142.

Changing passwords

MobiLink provides a mechanism for end users to change their password. The interface differs between
UltraLite and SQL Anywhere clients.

To prompt your end users to enter MobiLink passwords
e The mechanism for supplying the user name and password is different for UltraLite and SQL Anywhere
clients.

e SQL Anywhere Supply a valid existing password together with the new password on the
dbmlsync command line, or in the domlsync connection window if you do not supply command line
parameters.

See “-mp option” on page 158 and “-mn option” on page 157.

e UltraLite Whensynchronizing, the application must supply the existing password in the password
field of the synchronization structure and the new password in the new_password field.

See “Password synchronization parameter” [UltraLite - Database Management and Reference] and
“New Password synchronization parameter” [UltraLite - Database Management and Reference].

An initial password can be set in the consolidated server or on the first synchronization attempt. See
“Providing initial passwords for users” on page 11 and “Synchronizations from new users” on page 12.

Once a password is assigned, you cannot reset the password to an empty string from the client side.
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Remote IDs

The remote ID uniquely identifies a remote database in a MobiLink synchronization system.

When a SQL Anywhere or UltraLite database is created, it is given a remote ID of null. When the database
synchronizes with MobiLink, MobiLink checks for a null remote ID. If it finds a null remote ID, it assigns
a GUID as the remote ID. Once set, the database maintains the same remote ID until it is manually changed.

For SQL Anywhere remote databases, the MobiLink server tracks synchronization progress by remote ID
and subscription. For UltraLite databases, the MobiLink server tracks synchronization progress by remote
ID and publication. This information is stored in the ml_subscription system table. The remote ID is also
recorded in the MobiLink server log for each synchronization.

The MobiLink server issues an error if the same remote ID is used in two or more concurrent
synchronizations.

See also

e “ml_subscription” [MobiLink - Server Administration]

Setting the MobiLink remote ID

The remote ID is created as a GUID, but you can change it to a more meaningful name. For both SQL
Anywhere and UltraL ite databases, the remote ID is stored in the database as a property called ml_remote_id.

For SQL Anywhere clients, see “Setting remote IDs” on page 97.

For UltraL.ite clients, see “UltraLite ml_remote_id option” [UltraLite - Database Management and
Reference].

When deploying a starter database to multiple locations, it is safest to deploy databases that have a null
remote ID. If you have synchronized the databases to pre-populate them, you can set the remote 1D back to
null before deployment. This method ensures that the remote ID is unique because the first time the remote
database synchronizes, a unique remote ID is assigned. Alternatively, the remote ID can be set as a remote
setup step, but it must be unique.

Example

To simplify administrative duties when defining a MobiLink setup where you have one user per remote, you
might want to use the same number for all three MobiLink identifiers on each remote database. For example,
in a SQL Anywhere remote database you can set them as follows:

-— Set the MobiLink user name:
CREATE SYNCHRONIZATION USER ™1™ ... ;

-- Set the partition number for DEFAULT GLOBAL AUTOINCREMENT:
SET OPTION PUBLIC.GLOBAL_DATABASE ID = "1°%;

-- Set the MobiLink remote ID:
SET OPTION PUBLIC.mI remote_id = "1°;

14
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Using remote IDs and MobiLink user names in scripts

The MobiLink user identifies a person and is used for authentication. The remote ID uniquely identifies a
MobiLink remote database.

In many synchronization scripts, you have the option of identifying the remote database by the remote ID
(with the named parameter s.remote_id) or by the MobiLink user name (with s.username). Using the remote
ID has some advantages, especially in UltraLite.

When deployments have a one-to-one relationship between a remote database and a MobiLink user, and
when the MobiLink user name uniquely identifies a remote database, you can ignore the remote ID. In this
case MobiLink event scripts can reference the username parameter, which is the MobiLink user name used
for authentication.

If a MobiLink user wants to synchronize data in different databases but each remote has the same data, the
synchronization scripts can reference the MobilLink user name. But if the MobiLink user wants to
synchronize different sets of data in different databases, the synchronization scripts should reference the
remote ID.

In UltraLite databases, the same database can also be synchronized by different users, even if the previous
upload state is unknown, because the MobiL.ink server tracks synchronization progress by remote ID. In this
case, you can no longer reference the MobiLink user name in download scripts for timestamp-based
downloads, because some rows for each of the other users may be missed and never downloaded. To prevent
this, you need to implement a mapping table in the consolidated database with one row for each user using
the same remote database. You can make sure that all data for all users is being downloaded with a join of
the consolidated table and mapping table that is based on the remote ID for the current synchronization.

You can also use different script versions to synchronize different data to different remote databases. See
“Script versions” [MobiLink - Server Administration].
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Choosing a user authentication mechanism

User authentication is one part of a security system for protecting your data.

MobiLink provides you with a choice of user authentication mechanisms. You do not have to use a single
installation-wide mechanism; MobiL.ink lets you use different authentication mechanisms for different script
versions within the installation for flexibility.

No MobiLink user authentication If your data is such that you do not need password protection,
you can choose not to use any user authentication in your installation. In this case, the MobiLink user
name must still be included in the ml_user table, but the hashed_password column is null.

Built-in MobiLink user authentication  MobiLink uses the user names and passwords stored in the
ml_user MobiLink system table to perform authentication.

The built-in mechanism is descri