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About This Book

Audience

How to use this book

Configuration
instructions

Configuration Guide for UNIX

The Open Client and Open Server Configuration Guide for UNIX contains
information about configuring your system to run Open Client™ and
Open Server™. For alist of operating system platforms the Open Client
and Open Server products are available on, see the New Features Open
Server and DK for Windows, Linux, UNIX, and Mac OS X.

This book is written for System Administrators, Sybase® Database
Administrators, and developers. It discusses configuration tasks and
topicsin terms of system administration rather than application
programming.

The Open Client and Open Server Configuration Guide for UNIX is
divided into three parts:

«  Configuration instructions

«  Configuration utilities

«  Configuration references

e Chapter 1, “Configuration Overview,” provides an overview of the
configuration process and the configuration requirements.

*  Chapter 2, “Basic Configuration for Open Client,” explains how a
client application connectsto aserver and liststhe configuration tasks
required.

«  Chapter 3, “Basic Configuration for Open Server,” explains how an
Open Server application listens for client connection requests and
lists the configuration tasks required for connection.

e Chapter 4, “ Configuring Open Client for Sybase Failover,” describes
the steps necessary to configure your Open Client applications to
connect to the secondary server during failover.

*  Chapter 5, “Using a Directory Service,” explains how applications
get connection information from a directory service and liststhe
configuration tasks required for an application to use a directory
service.

vii



Configuration
utilities

Configuration
references

Viii

Chapter 6, “Using Security Services,” explains how applications use
network-based security services and lists configuration tasks required.

Chapter 7, “Using dscp,” explains how to use the dscp command-line
utilities to configure the server entries in directory services and the
interfacesfile.

Chapter 8, “Using dsedit,” explains how to use the dsedit utility to
configure the server entriesin directory services and the interfacesfile.
dsedit is an X-Windows-based utility with agraphical user interface.

The configuration topics are divided into appendices by the source of
configuration information.

Appendix A, “Environment Variables,” lists and explains how to set the
environment variables that Open Client and Open Server products use.

Appendix B, “Configuration Files,” presents an overview of
configuration files and describes:

e libtcl.cfg, the driver configuration file
e interfaces, theinterfacesfile
e ocs.cfg, the runtime configuration file

Appendix C, “Localization,” presents an overview of localization files
and describes:

e locales.dat file
e objectid.dat file
e Localized message files
e Collating sequencefiles

Appendix D, “Kerberos Security Services,” lists the security services
supported by the CyberSafe Kerberos security driver and summarizes
CyberSafe configuration requirementsfor use as an Open Client and Open
Server security mechanism.

Appendix E, “ Secure Sockets Layer in Open Client and Open Server,”
describes the Secure Sockets Layer (SSL) support for Open Client and
Open Server and summarizes some system configuration tasks that are
required in order to use the SSL protocol.

Open Client and Open Server



About This Book

Related documents .

Configuration Guide for UNIX

The Open Server and SDK New Features for Windows, Linux, UNIX, and
Mac OS X which describes new features available for Open Server and the
Software Devel oper’s Kit. This document is modified to include new
features as they become available.

The Software Developer’s Kit Release Bulletin and Open Server Release
Bulletin contain last-minute information about the release.

The Installing Sybase Products contains installation procedures for
installing your Open Client and Open Server software.

The Open Client Client-Library/C Reference Manual contains reference
information for Open Client Client-Library.

The Open Client DB-Library/C Reference Manual contains reference
information for DB-Library™.

The Open Client Client-Library/C Programmers Guide contains
information on how to design and implement Client-Library programs.

The Open Server Server-Library/C Reference Manual contains reference
information for Open Server Server-Library.

The Open Client and Open Server Common Libraries Reference Manual
contains reference information for CS-Library, which is a collection of
utility routines that are useful in both Client-Library and Server-Library
applications.

The Open Client and Open Server Programmers Supplement contains
platform-specific information for programmers using Open Client and
Open Server products. This document includes information about:

e Compiling and linking an application

e Thesample programs that are included online with Open Client and
Open Server products

¢ Routines that have platform-specific behaviors

The Adaptive Server Enterprise Reference Manual describes Sybase
Adaptive Server® Enterprise commands, datatypes, functions, and system
procedures.

The Adaptive Server Enterprise Transact-SQL Users Guide documents
Transact-SQL®, Sybase's enhanced version of the relational database
language. This manual serves as atextbook for beginning users of the
database management system.



Other sources of
information

Sybase certifications
on the Web

Use the Sybase Getting Started CD, the SyBooks™ CD, and the Sybase
Product Manuals Web site to learn more about your product:

The Getting Started CD contains release bulletins and installation guides
in PDF format, and may also contain other documents or updated
information not included on the SyBooks CD. It isincluded with your
software. To read or print documents on the Getting Started CD, you need
Adobe Acrobat Reader, which you can download at no charge from the
Adobe Web site using alink provided on the CD.

The SyBooks CD contains product manuals and is included with your
software. The Eclipse-based SyBooks browser allows you to access the
manuals in an easy-to-use, HTML-based format.

Some documentation may be provided in PDF format, which you can
accessthrough the PDF directory on the SyBooks CD. To read or print the
PDF files, you need Adobe Acrobat Reader.

Refer to the SyBooks Installation Guide on the Getting Started CD, or the
README.txt file on the SyBooks CD for instructions on installing and
starting SyBooks.

The Sybase Product Manuals Web siteis an online version of the SyBooks
CD that you can access using a standard Web browser. In addition to
product manuals, you will find links to EBFs/Maintenance, Technical
Documents, Case Management, Solved Cases, newsgroups, and the
Sybase Devel oper Network.

To access the Sybase Product Manuals Web site, go to Product Manuals at
http://www.sybase.com/support/manuals/.

Technical documentation at the Sybase Web site is updated frequently.

[JFinding the latest information on product certifications

1

4

Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.

Click Partner Certification Report.

In the Partner Certification Report filter select a product, platform, and
timeframe and then click Go.

Click a Partner Certification Report title to display the report.

[—JFinding the latest information on component certifications

1

Point your Web browser to Availability and Certification Reports at
http://certification.sybase.com/.

Open Client and Open Server
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2  Either select the product family and product under Search by Base
Product; or select the platform and product under Search by Platform.

3 Select Search to display the availability and certification report for the
selection.

[ICreating a personalized view of the Sybase Web site (including support
pages)
Set upaMySybaseprofile. MySybaseisafree servicethat allowsyouto create
apersonalized view of Sybase Web pages.

1 Point your Web browser to Technical Documents at
http://lwww.sybase.com/support/techdocs/.

2 Click MySybase and create a MySybase profile.

Sybase EBFs and
software
maintenance

[JFinding the latest information on EBFs and software maintenance

1 Point your Web browser to the Sybase Support Page at
http://www.sybase.com/support.

2  Select EBFs/Maintenance. If prompted, enter your MySybase user name
and password.

3 Select aproduct.

4 Specify atime frame and click Go. A list of EBF/Maintenance releasesis
displayed.

Padlock icons indicate that you do not have download authorization for
certain EBF/Maintenance rel eases because you are not registered as a
Technical Support Contact. If you have not registered, but have valid
information provided by your Sybase representative or through your
support contract, click Edit Roles to add the “ Technical Support Contact”
role to your MySybase profile.

5 Click the Info icon to display the EBF/Maintenance report, or click the
product description to download the software.

Conventions Table 1: Syntax conventions
Key Definition
command Command names, command option names, utility names,
utility flags, and other keywords are in sans serif font.
variable Variables, or words that stand for valuesthat you fill in, are
initalics.

Configuration Guide for UNIX Xi
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Accessibility
features

If you need help

Xii

Key Definition

{1} Curly braces indicate that you choose at least one of the
enclosed options. Do not include bracesin your option.

(] Brackets mean choosing one or more of the enclosed itemsis
optional. Do not include bracketsin your option.

() Parentheses are to be typed as part of the command.

| Thevertical bar meansyou can select only one of the options
shown.

, The comma means you can choose as many of the options
shown as you like, separating your choices with commas to
be typed as part of the command.

This document isavailablein an HTML version that is specialized for
accessibility. You can navigate the HTML with an adaptive technology such as
ascreen reader, or view it with a screen enlarger.

Open Client and Open Server documentation has been tested for compliance
with U.S. government Section 508 A ccessibility requirements. Documentsthat
comply with Section 508 generally al so meet non-U.S. accessibility guidelines,
such as the World Wide Web Consortium (W3C) guidelines for Web sites.

Note You might need to configure your accessibility tool for optimal use.
Some screen readers pronounce text based on its case; for example, they
pronounce ALL UPPERCASE TEXT asinitials, and MixedCase Text as
words. You might find it helpful to configure your tool to announce syntax
conventions. Consult the documentation for your tool.

For information about how Sybase supports accessibility, see Sybase
Accessibility at http://www.sybase.com/accessibility. The Sybase Accessibility
site includes links to information on Section 508 and W3C standards.

Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve aproblem using the manuals or online help, please have the
designated person contact Sybase Technical Support or the Sybase subsidiary
inyour area.

Open Client and Open Server
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CHAPTER 1

Configuration Overview

Before you read this document, install Open Client according to the
instructions in the SDK and Open Server Installation Guide for UNIX.
Open Client is packaged with and is part of the Software Developer’s Kit
(SDK) or Open Server software.

This chapter gives an overview of the configuration process for Open
Client and Open Server.

Topic Page
About Open Client and Open Server 1
Overview of configuration 2
Configuration tasks 4

About Open Client and Open Server

Configuration Guide for UNIX

Open Client provides three application programming interfaces (APIS),
named dblib and ctlib, and Net-Library.These products enable
communications between Adaptive Server® Enterprise and Open Server
applications and customer applications, third-party products, and other
Sybase products.

Open Server provides the tools and interfaces needed to create custom
servers. Like Open Client, a programming APl and Net-Library (except
for DB-Library™), allow communicationswith clients and other servers.
In addition, Open Server provides routines to:

» Handle multiple client connections

*  Scheduleinteractions with clients

* Handleerror conditions

»  Perform other functions required from a server

See the following documents for detailed information about Open Client
and Open Server:



Overview of configuration

¢ Open Client Client-Library/C Reference Manual
¢ Open Client DB-Library/C Reference Manual
e Open Server Server-Library/C Reference Manual

Overview of configuration

Open Client and Open Server software reguires specific information to
function correctly. Configuration is the process of setting up your system to
make thisinformation available.

Open Client and Open Server use configuration information to:

e Initialize the Open Client (except for DB-Library) or Open Server
application

Note To ensure that your application has access to the most recent
features, set the version to CS_CURRENT_VERSION.

e Establish a connection with Adaptive Server or an Open Server
application

Note Except where noted, information in this document applies to both
DB-Library and Client-Library.

Specifically, DB-Library does not use environment variables to determine
initial localization values and does not examine the libtcl.cfg file. However,
DB-Library does examine the SYBASE and DSQUERY environment
variables.

For more information about DB-Library, see the Open Client DB-Library/C
Reference Manual.

The initialization process
To initialize an application, Open Client and Open Server:

¢ Usethe SYBASE environment variable to determine the location of the
Sybase installation directory.

2 Open Client and Open Server
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Use the locale-specific POSIX environment variables LC_*, LANG,
LC _ALL, and LC_COLLATE and the locales.dat file to determine what
language, character set, and collating sequence the application uses.

Use the libtcl.cfg file to load the directory driver and security driver, as
required.

The connection process

Clientsand servers communicate through aconnection. For aclient application
to connect to a server application, the server application must be listening for
the client connection request.

To establish a connection, Open Client:

Uses DSQUERY environment variableto determine the name of the target
server. Use DSQUERY only if the Open Client application does not
specify the name of the target server. If specified in both, the DSQUERY
and the application, the application designation takes precedence.

Uses a directory service or the interfaces file to obtain the target server’s
address.

Note DB-Library can only look up servers using the interfacesfile.

To listen for a connection request, Open Server:

Configuration Guide for UNIX

Usesthe DSLISTEN environment variable to determine the name of the
Open Server application.
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Usesadirectory serviceor theinterfacesfileto determine the Open Server
application’s address.

Note UseDSLISTEN only if the Open Server application does not specify
aserver during initiaization.

Configuration tasks

You must complete some basic configuration tasks for an Open Client and
Open Server product to initialize the application and make a connection,
including:

Setting environment variables to specify atarget’s default server and
initial localization values. The values of DSQUERY and DSLISTEN are
used, respectively, if the Open Client and Open Server applications do not
explicitly specify a server name.

Ensuring that the target server’s addressis available.

Configuring your network driver, if needed.

There are additional tasks if you are using one of the following:

A directory service
Security services

Custom localization values in addition to or instead of initial localization
values

The following chapters provide configuration instructions. Refer to the
configuration chapter appropriate to your installation.

Open Client and Open Server



CHAPTER 2

Basic Configuration for
Open Client

This chapter describes the basic configuration requirements for Open
Client.

Topic Page
Overview of configuration for Open Client 5
Configuration tasks for Open Client 7

Note Except where noted, information in this chapter applies to both
DB Library and Client-Library.

Specifically, DB-Library does not use environment variablesto determine
initial localization values and does not examine the libtcl.cfg file;
however, it does examine the SY BASE and DSQUERY environment
variables.

For more information on DB-Library, see the Open Client DB-Library/C
Reference Manual.

Overview of configuration for Open Client

Configuration Guide for UNIX

All Open Client applications require some basic configuration
information, obtained during initialization and connection, including:

1 (Not applicableto DB-Library) The location of the Sybase
installation directory as defined by the SY BASE environment
variable.

2 (Not applicableto DB-Library) A locale name. Open Client uses the
values of the following POSIX environment variables aslocale
names:

- LCALL
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¢ LANG,if LC_ALL isnot defined

Open Client later uses this value to obtain localization information from
thelocales.dat file. If neither environment variableis defined, Open Client
uses “default” as the locale name.

3 (Not applicableto DB-Library) Localized message and character set files.
Open Client looksin the locales.dat file for an entry whose name matches
the locale name determined previously. Then, it loads the localized
messages and character set files specified in the locales.dat file.

4  The name of the target server. Open Client obtains the name of the target
server from one of the following sources, in this order:

a Theclient application, which can provide the server namein the call
toct_connect (or dbopen). Some applications, such asisqgl, can specify
the name of the target server through command line options.

b The DSQUERY environment variable, if the application does not
specify the target server.

¢ Thedefault name SYBASE, if DSQUERY is not set.

5 Thetarget server’s network address. Open Client obtains the target
server’s addresses from the directory service or from interfaces. DB-
Library does not examine the libtcl.cfg file, it accesses the interfaces file:

e Directory service— Open Client looks for an entry in the
[DIRECTORY] section of libtcl.cfg to determine where to look up
server address information. The setting of the CS_ DS PROVIDER
property determines which [DIRECTORY] entry the application
searches for, or defaults to the first entry of the [DIRECTORY ]
section.

e interfaces—If adirectory serviceisnot used, or if it is used and fails,
Open Client searchesfor the SERVERNAME entry in interfaces that
matches the name as determined previously and uses the
corresponding target address.

6 (Not applicable to DB-Library) The name of the security service driver.
Open Client looks in the [SECURITY] section of libtcl.cfg to determine
which security driver to load.

6 Open Client and Open Server



CHAPTER 2 Basic Configuration for Open Client

Refer to Chapter 6, “Using Security Services,” for more information on
Security services.

Note Items 1-3 occur when the Open Client Client-Library application calls
the cs_ctx_alloc or cs_ctx_global routine. Items 4 through 6 occur when the
Open Client application calls ct_connect.

Configuration tasks for Open Client

To enable Open Client to successfully initialize your client application and
carry out connection requests, complete these tasks:

1

Configuration Guide for UNIX

Set environment variables:

Setthe LC_ALL or LANG environment variable to the desired locale
name.The locale name you specify must correspond to an entry in
locales.dat.

If youdonot set LC_ALL or LANG, make surethat the “default” entry in
locales.dat reflects the localization values your applications will use.

See Appendix A, “Environment Variables,” for instructions about how to
set environment variables.

Set localization files:

Verify that you have localization files that match the language, character
set, and collating sequence specified in the localesfile.

If your application uses custom localization values, set the LC_ALL,

LC COLLATE,LC TYPE, LC_MESSAGE, or LC_TIME environment
variable to the locale name. If you do not know which environment
variable your application uses, set all the environment variables to the
locale name you want.

See Appendix C, “Localization,” for information on localization.
Set the DSQUERY environment variable to the name of the target server.

If the client application names the target server, you do not need to set
DSQUERY . If DSQUERY isnot set and the application does hot namethe
server, Open Client uses the server name “SYBASE.”
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4

If you want to change the directory driver or security driver, configure
libtcl.cfg:

e Specify adirectory driver in the [DIRECTORY] section of libtcl.cfg.
e Specify asecurity driver in the [SECURITY] section of libtcl.cfg.

See Appendix B, “Configuration Files,” for reference information about
libtcl.cfg.

Configure interfaces or directory service:
Create a server entry in interfaces or LDAP directory service using dscp.
See Chapter 7, “Using dscp,” for instructions about using dscp.

See Chapter 5, “Using a Directory Service,” for information about
directory services.

Open Client and Open Server



CHAPTER 3

Basic Configuration for
Open Server

This chapter describes the basic configuration requirements for Open
Server.
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About Open Server applications

Open Server applications fall into three functional categories:
e Standalone

e Auxiliary

e Gateway

The configuration of an Open Server application depends on what type of
applicationitis. Seethe Open Server Server-Library/C Reference Manual
for more information about the types of Open Server applications.

Overview of configuration for Open Server

Configuration Guide for UNIX

All Open Server applications require some basic configuration
information, obtained during initialization and connection, including:

1 Thelocation of the Sybase installation directory as defined by the
SYBASE environment variable.

2 Alocalename. Open Server uses the values of the following POSI X
environment variables as locale names:



Configuration tasks

« LCALL
¢ LANG,if LC_ALL isnot defined

Open Server later uses this value to obtain localization information from
locales.dat. If neither environment variable is defined, Open Server uses
“default” asthe locale name.

L ocalized message and character set files. Open Server looksin
locales.dat for an entry whose name matches the locale name determined
above. Open Server then loads the |ocalized messages and character set
files specified in locales.dat.

The name of the target server. Open Server obtains the name of the Open
Server application from one of the following sources, in the order listed:

e The Open Server application, which can provide the server namein
the call to srv_init

e TheDSLISTEN environment variable, if the application does not
specify its name

¢ Thedefault name SYBASE, if DSLISTEN is not set

Thetarget server’s network address. Open Server gets the target server’s
address(es) from either the directory service or from interfaces:

Directory service— Open Server looks for an entry in the [DIRECTORY ]
section of libtcl.cfg to determine where to ook up server address
information. The setting of the CS_DS PROVIDER property determines
which [DIRECTORY] entry the application searchesfor, or defaultsto the
first entry of the[DIRECTORY] section.

interfaces—If adirectory serviceisnot used, or if it isused and fails, Open
Server searches for the SERVERNAME entry in interfaces that matches
the name as determined above and uses the corresponding target address.

When a client requests a connection that uses a network-based security
mechanism, Open Server 1ooks up the corresponding security driver inthe
[SECURITY] section of libtcl.cfg.

Configuration tasks

10

To enable Open Server to successfully initialize your server application and
respond to connection requests, complete these tasks:

Open Client and Open Server
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Configure libtcl.cfg:
e Specify adirectory driver in the [DIRECTORY] section of libtcl.cfg.
e Specify asecurity driver in the [SECURITY] section of libtcl.cfg.

See Appendix B, “Configuration Files,” for reference information about
libtcl.cfg.

Configure interfaces or directory service:
Create a server entry in interfaces or LDAP directory service using dscp.

See Chapter 7, “Using dscp,” for instructions about using dscp. See “The
interfacesfile” on page 68 for reference information about interfaces. See
Chapter 5, “Using a Directory Service,” for information about directory
Sservices.

Set environment variables:

e SettheLC_ALL or LANG environment variableto thedesired locale
name.

The locale name you specify must correspond to an entry in
locales.dat. If youdo not set LC_ALL or LANG, make sure that the
“default” entry in locales.dat reflects the localization values your
applications will use.

Verify that you have localization files that match the language,
character set, and collating sequence specified in locales.

e If your application uses customlocalization values, set the LC_ALL,
LC _COLLATE,LC TYPE, LC_MESSAGE, or LC TIME
environment variable to the locale name.

If you do not know which environment variable your application uses,
set all the environment variables to the desired locale name.

e Setthe DSLISTEN environment variable to the name of the Open

Server application.

If the name of the Open Server application is coded into the
application, you do not need to set DSLISTEN. If DSLISTEN is not
set and the application does not namethe server, Open Server usesthe
server name “SYBASE.”

e If the Open Server application acts as a gateway application, set the

DSQUERY environment variable to the name of the target server.

11
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See Appendix A, “Environment Variables,” for instructions about how to
set environment variables. See Appendix C, “Localization,” for
information on localization.

12 Open Client and Open Server



CHAPTER 4

Configuring Open Client for
Sybase Failover

The Sybase Failover feature is documented in the Adaptive Server
Enterprise Using Sybase Failover in a High Availability System. This
chapter describes steps necessary to configure your Open Client
applications to connect to the secondary companion during failover,
information that is not included in that document.

Note DB-Library does not support High Availability (HA) Failover.
Embedded SQL ™/C and Embedded SQL/COBOL support HA Failover
starting with version 12.5.1.

Topic Page
Add hafailover line to interfacesfile 13
Client-Library application changes 14
Using isgl with Sybase HA Failover 15

Add hafailover line to interfaces file

Configuration Guide for UNIX

Clients with the failover property automatically reconnect to the
secondary companion when the primary companion crashes or when you
issue shutdown or shutdown with nowait, triggering failover. To givea
client thefailover property, you must add alinelabeled “ hafailover” to the
interfaces file to provide the information necessary for the client to
connect to the secondary companion. You can add thisline using afile
editor or the dsedit utility.

The following interfaces file entry is for an asymmetric configuration
between the primary companion “PERSONNEL1” and its secondary
companion“MONEY 1.” Itincludes an hafailover entry that enablesclients
connected to” PERSONNEL 1" to reconnect to “MONEY 1” during
failover:

13
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PERSONNEL1

master tcp ether huey 5000
query tcp ether huey 5000
hafailover MONEY1l

Note Client applications must resend any queries that were interrupted by
failover. Other information specific to the connection, such as cursor
declarations, will also need to be restored.

Client-Library application changes

Note An application installed in a cluster must be able to run on both the
primary and secondary companions. If you install an application that requires
aparallel configuration, the secondary companion must also be configured for
parallel processing so it can run the application during failover.

You must modify any application written with Client-Library callsbeforeit can
work with Failover software.

[ Modifying an application with Client-Library calls

1

14

Set the CS_HAFAILOVER property using the ct_config and ct_con_props
Client-Library API calls. Legal valuesfor the property are CS_TRUE and
CS _FALSE. Thedefault valueisCS_FALSE. You can set this property at
either the context or the connection level. The following is an example of
setting the property at the context level:

CS_BOOL bhafailover = CS_TRUE;
retcode = ct_config(context, CS_SET, CS_HAFAILOVER,
&bhafailover, CS UNUSED, NULL) ;

The following shows the property set at the connection level:

CS_BOOL bhafailover = CS_FALSE;
retcode = ct_con_props (connection, CS_SET,
CS_HAFAILOVER, &bhafailover, CS_UNUSED, NULL) ;

Handle failover messages. As soon as the companion begins to go down,
clients receive an informational message that failover is about to occur.
Treat this as an informational message in the client error handlers.

Open Client and Open Server
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3 Confirm failover configuration. Once you have set the failover property
and the interfaces file has avalid entry for the secondary companion
server, the connection becomes afailover connection, and the client
reconnects appropriately.

However, if the CS_FAILOVER property isset but theinterfacesfile does
not have an entry for the HAFAILOVER server (or vice-versa), it does not
become afailover connection. Instead, it isanormal non-high availability
connection with the failover property turned off. You must check the
failover property to know whether or not the connection is afailover
connection. You can do this by calling ct_con_props with an action of
CS_GET.

4 Check return codes. When a successful failover occurs, callsto ct_results
and ct_send return CS_RET_HAFAILOVER. On a synchronous
connection, the API call returnsCS_RET_HAFAILOVER directly. Onan
asynchronous connection, the API returns CS_PENDING, and the
callback function returns CS_RET_HAFAILOVER. Depending on the
return code, the application can do the required processing, such as
sending the next command to be executed.

5 Restore option values. Any set options that you have configured for this
client connection (for example, set role) were lost when the client
disconnected from the primary companion. Reset these optionsin the
failed over connection.

6 Rebuild your applications, linking them with the libraries included with
the failover software.

Note You cannot connect clients with the failover property (for example,
isgl -Q) until you issue sp_companion resume. If you do try to reconnect
them after issuing sp_companion prepare_failback, the client hangs until
yOu issue sp_companion resume.

Using isql with Sybase HA Failover

To useisqgl to connect to a primary server with failover capability, you must:

*  Choose aprimary server that has a secondary companion server specified
initsinterfacesfile entry.

» Usethe-Q command-line option.

Configuration Guide for UNIX 15



Using isqgl with Sybase HA Failover

If your interfaces file contained the example entry given in “ Add hafailover
linetointerfacesfile,” you can useisql with failover by entering the following:

isgl -S PERSONNEL1l -Q

16 Open Client and Open Server



CHAPTER 5

Using a Directory Service

Client-Library and Server-Library applications use directory servicesto
keep track of information about servers. This chapter describes how
directory serviceswork and the configuration tasks necessary to usethem.

Topic Page
Overview of directory services 17
How applications use a directory service 22
Enabling LDAP directory services 25
Connecting to LDAP using SSL/TLS 29

Note DB-Library does not support directory services.

Overview of directory services

Configuration Guide for UNIX

A directory service manages the creation, modification, and retrieval of
information about network entities. Client-Library and Server-Library
applications can use a directory service as an aternative to interfaces to
obtain information about servers.

The advantage of using a directory serviceis that you do not need to
update multiple interfaces files when a new server is added to your
network or when a server moves to a new address.

UNIX platforms can use Lightweight Directory Access Protocol (LDAP)
directory services.

17
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LDAP directory services

LDAP isused to access directory listings. A directory listing, or service,
provides adirectory of names, profile information, and machine addresses for
every user and resource on the network. It can be used to manage user accounts
and network permissions.

LDAP servers are typically hierarchical in design and provide fast lookups of
resources. LDAP can be used as areplacement to the traditional Sybase
interfaces file to store and retrieve information about Sybase servers.

Any type of LDAP service, whether it is an actual server or agateway to other
LDAP services, iscalled an LDAP server. An LDAP driver cals LDAP client
libraries to establish connections to an LDAP server. The LDAP driver and
client libraries define the communication protocol, such aswhether encryption
is enabled, and the contents of messages exchanged between clients and
servers. Messages are operators, such as client requests for read, write, and
gueries, and server responses, including data-format information.

LDAP directory services versus the Sybase interfaces file

LDAP directory services are a convenient alternative to the typical Sybase
interfacesfile. The Sybase interfaces file stores server information in a“flat”
file. Any changesto server information in the interfacesfile need to be updated
on each machine (client and server) in the enterprise.

Table 5-1 highlights the differences between the Sybase interfaces file and
LDAP server.

Table 5-1: The interfaces file versus LDAP directory services
The interfaces file Directory services
Platform-specific Platform-independent
Specific to each Sybase installation Centralized and hierarchica

Contains separate master and query Contains one entry for each server that
entries is accessed by both clients and servers

Cannot store metadata about the server | Stores metadata about the server

Thetraditional interfaces file on aUNIX machine with a TCP connection and
afailover machine looks like this:

master tcp ether huey 5000
query tcp ether huey 5000
hafailover secondary

Open Client and Open Server
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An example of an LDAP entry with a TCP connection and a failover machine

looks like this:

dn: sybaseServername=foobar,

objectClass: sybaseServer
sybaseVersion: 1500

sybaseServername:

foobar

sybaseService: ASE

sybaseStatus: 4

dc=sybase,dc=com

sybaseAddress: TCP#l#foobar 5000

sybaseRetryCount:
sybaseRetryDelay:

sybaseHAServernam:

12
30

secondary

All entriesin the LDAP directory service are called entities. Each entity hasa
distinguished name (DN) and is stored in ahierarchical tree structure based on
its DN. Thistreeis called the directory information tree (DIT). Client

connections specify whereto begin the search of an LDAP server by specifying
aDIT base during connection.

Table 5-2 lists valid DI T-base values.
Table 5-2: Sybase LDAP entry definitions

Attribute name Value type | Description
sybaseVersion Integer Server version number.
sybaseServername Character Server name.
string
sybaseService Character Servicetype: Sybase Adaptive Server.
string
sybaseStatus Integer Status: 1 = Active, 2 = Stopped,
3 =Failed, 4 = Unknown.
sybaseAddress String Each entry in the address string is
separated by the # character. Each
server address includes:
¢ Protocol: TCP, NAMEPIPE.
¢ Thevalue of the sybaseStatus.
¢ Address: any valid address for the
protocol type.
Note Thedscp utility splitsthis
attribute into Transport type and
Transport address.
sybaseSecurity String Security OID (object ID).
(optional)

Configuration Guide for UNIX
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Attribute name Value type | Description

sybaseRetryCount Integer This attribute is mapped to
CS_RETRY_COUNT, which
specifies the number of times that
ct_connect retries the sequence of
network addresses associated with a
server name.

sybaseRetryDelay Integer This attribute is mapped to
CS_LOOP_DELAY, which specifies
the delay, in seconds, that ct_connect
waits before retrying the entire
sequence of addresses.

sybaseHAservername | String A secondary server for failover
(optional) protection.

Sybase provides LDAP directory schemain $SYBASE/$SYBASE_OCS/config
directory for the following LDAP services:

e sybase.schema - it contains the directory schemato be used with
OpenLDAP servers.

e sybase-schema.conf - it contains the same schema but in a Netscape-
specific syntax.

e sybaseldf - it contains directory schemain Unicode format for a
Microsoft Active Directory.

In the previous example, the entity describes an Adaptive Server named
“foobar” listening on aTCP connection with aport number of 5000. Thisentity
also specifies aretry count of 12 (times) and aretry delay of 30 (seconds).
sybaseRetryCount and sybaseRetryDelay map to CS_RETRY_COUNT and
CS _LOOP_DELAY, respectively. When Client-Library finds an address
where a server responds, the login dialog between Client-Library and the
server begins. If thelogin attempt fails.Client-Library does not retry any other
addresses.

The most important entity is the address attribute, which contains the
information for setting up a connection to the server and for how the server
listens for incoming connections. For entries to be usable by different Sybase
products on different platforms, the protocol field and the addressfield in an
“Address Attribute” (for example, “TCP’ and “foobar 5000”) should bein a
platform- and product-independent form.

Because LDAP supports multiple entries for each attribute, each address
attribute must contain the address of asingle server, including protocol, access
type, and address. See sybaseAddress in Table 5-2.
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Server objects and attributes

Thedirectory service must contain information about servers accessed by your
Open Client. Use dscp to modify interfaces and to add serversto an LDAP

service.

A directory serviceidentifies a server entry as a directory object. Each
directory object has a unique set of attributes, recognized by Client-Library
and Server-Library, as shown in Table 5-3:

Table 5-3: Server attributes

Attribute

Description

Server Object
Version

Symbolic integer code for the version of the object
definition. Sybase provides this attribute to identify future
changes to the object definition.

Server Name

A string value that specifies the server’s name. The name
can be any string that is 512 or less bytes long.

Do not confuse a server name attribute with the name used
to locate the directory entry. The latter isthe fully qualified
name for the directory entry, expressed in the name syntax

of the directory provider.

To avoid confusion, administrators should verify that the
name attribute at least partially matches the server’s fully-
qualified name (for example, the attribute value could be the
entry’s common name).

Server Service

A string value that describes the service that the server
provides. The service value can be any string that is 512
byteslong or less.

Server Status

Symbolic integer code that describes the operating status of
the server. Valid values are:

1- Active

2 - Stopped

3- Failed

4 - Unknown

Transport
Address

Configuration Guide for UNIX

One or more transport addresses for the server.
The transport address attribute has two elements:
« Transport type

» Transport address
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Attribute Description
Security Object identifier strings (OID) that specify the security
Mechanism mechanisms supported by the server. This attributeis

optional. If it is omitted, the Open Server allows clients to
connect with any security mechanism for which the Open
Server has a corresponding security driver. (See “ Server-
Library and security services’ on page 34 for process
details.)

See“The objectid.dat file” on page 80 for moreinformation
about object identifier strings. See the [SECMECH)] section
of $SYBASE/config/objectid.dat for examples.

How applications use a directory service

Client-Library and Server-Library can use a directory service, rather than
interfaces, to obtain a server’s address.

22

To retrieve information from adirectory service, Open Client and Open Server
software use adirectory driver, a Sybase library that provides Open Client and
Open Server software with a generic interface to a specific directory service.
Sybase provides a directory driver for each supported directory service.

Client-Library and Server-Library determinewhether to use adirectory service
or interfaces as follows:

1

If the application specifies a directory driver—Client-Library by calling
ct_con_props (CS_SET, CS DS PROVIDER) and Server-Library by
caling srv_props (CS_SET, SRV_DS PROVIDER)— the application
checksin the [DIRECTORY] section of libtcl.cfg for a matching driver
and loads that driver.

See“Thelibtcl.cfg and libtcl64.cfg files” on page 60 for information
about directory drivers and libtcl* .cfg.

If the client application does not specify adirectory driver, Client-Library
and Server-Library load the directory driver listed by thefirst entry in the
[DIRECTORY] section of libtcl.cfg.

Client-Library and Server-Library fall back and use interfaces to obtain
the server’'s address if any of the following are true:

e libtcl.cfg does not exist.
e Thereareno entriesin the [DIRECTORY] section of libtcl.cfg.
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What you should
know about the
libtcl*.cfg file

e The specified directory driver failsto load.

e libtcl*.cfg is overridden at the context level when the CS_IFILE
property is set with ct_config.

Use the libtcl* .cfg file to specify the LDAP server name, port number, DIT
base, user name, and password to authenticate the connection to an LDAP
server.

Values specified in the libtcl*.cfg file serve as the defaults for the CS_*
property, which is set with ct_con_props(). You can override these values
by explicitly setting the ct_con_props() for that specific connection.

The CS_LIBTCL_CFG property specifies the name and path to an
aternate libtcl.cfg file.

If you do not specify either the password or the user namein thelibtcl*.cfg
file, the connection is anonymous.

If the password begins with an 0x, the connection properties assume that
the password is encrypted. See “Encrypting the password” on page 63.

On 64-hit platforms, Open Client and Open Server contain both 32-bit and
64-bit binaries. You should edit both the libtcl.cfg and the libtcl64.cfg files
to ensure compatibility between 32- and 64-bit applications.

Thelibtcl*.cfg fileislocated in the $SYBASE/$SYBASE_OCS/config directory.

The connection process has these basic steps:

1

Client-Library usesthe Sybase directory driver specified in the libtcl*.cfg
file to request the address of my_server.

The directory service looks up the attributes for the my_server entry and
returns the information to Client-Library using the Sybase directory
driver.

The application uses the address to connect to the machine where
my_server resides.

How applications use LDAP directory services

To use Sybase LDAP features, you must install and configure an LDAP server
according to the vendor-supplied instructions. Sybase does not provide the
LDAP server. Sybase provides Netscape LDAP SDK client libraries and
Sybase Open Client and Open Server includes an LDAP driver, located in
$SYBASE/$SYBASE_OCSib.

Configuration Guide for UNIX
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Authentication

Anonymous connections

24

The LDAP SDK library locations and environment variable are listed in
Table 5-5 on page 27.

Warning! Sybase LDAP directory services do not support client applications
built with DB-Library.

When the LDAPdriver connectsto the LDAP server, the server establishesthe
connection based on two authenti cation methods—anonymous access, and
user name and password authentication.

¢ Anonymous access — does not require any authentication information;
therefore, you do not have to set any properties. Anonymous accessis
typically used for read-only privileges.

¢ User name and password — can be specified in the libtcl.cfg file
(libtcl64.cfg file for 64-bit platforms) as an extension to the LDAP URL
(see” Thelibtcl.cfgandlibtcl64.cfgfiles’ on page 60) or set with property
callsto Client-Library. The user name and password that are passed to the
LDAP server through ctlib are separate and distinct from the user name and
password used to log in to Adaptive Server. Sybase strongly recommends
that you use user name and password authentication.

A client application creates a connection to an LDAP server using the host
name and port number or | P address. This connection, called a bind, can be
unsecured or it can have user name and password authentication. The type of
access allowed is determined by the server.

A connection where authentication is not required is called an anonymous
connection. LDAP and Netscape Directory Services default to allow
anonymous connections.

Anonymous access.

«  Does not require any authentication information, such as a password, to
establish a connection.

«  Does not require that any additional properties be set to make a
connection.

¢ Isgeneraly read-only access.
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User name and password authentication

For access permissions that allow write capabilities, Sybase recommends the
use of basic security. User names and passwords can provide a basic level of
security for a connection to the LDAP server. You can store user names and
passwords in the libtcl.cfg file on 32-bit platforms and libtcl64.cfg file on
64-bit platforms, or set them with Client-Library properties. See Appendix B,
“Configuration Files,” for information about the libtcl* .cfg files and
encrypting passwords in the configuration file.

Enabling LDAP directory services

Note LDAP isonly supported with reentrant libraries. You must useisql_r,
instead of isql, when connecting to a server using LDAP directory services.

[1Using a directory service
1 Configurethe LDAP server according to the vendor-supplied
documentation.

2 Addthepath environment variableto the LDAP library for your platform,
for example:

setenv LD LIBRARY PATH \
$LD LIBRARY PATH:S$SYBASE/$SYBASE OCS/lib3p

Note See Table 5-5 on page 27 for alist of environment variables and
libraries for your platform.

3 Configure the libtcl*.cfg file to use directory services.
Use any standard ASCI| text editor to:

*  Remove the semicolon (;) comment markers from the beginning of
the LDAP URL linesin the libtcl* .cfg file under the [DIRECTORY]
entry.

e AddtheLDAP URL under the [DIRECTORY] entry. See Table 5-2
on page 19 for supported LDAP URL values.

Note The LDAP URL must be on asingleline.
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Following is the context for this entry:

ldap=1libsybdldap.so
ldap://host.port/ditbase??scope??
bindname=username?password

For example:

[DIRECTORY]

ldap=1libsybdldap.so
ldap://huey:11389/dc=sybase,dc=com??one??
bindname=cn=Manager, dc=sybase,dc=com?secret

where “one” indicates the scope of a search that retrieves entries one
level below the DIT base.

Note For 64-bit support, replace lib3p with lib3p64 and
libsybdldap.so with libsybdldap64.so for the above examples.

For information on the supported platforms, see Chapter 2,
“OpenLDAP,” inthe Open Client Client-Library/C Reference
Manual.

Table 5-4 defines the keywords for the Idapurl variables.

Table 5-4: Idapurl variables

Keyword | Description Default CS_* property
host The host name or IP None
(required) | address of the machine
running the LDAP server
port The port number on which | 389
the LDAP server is
listening
ditbase The default DIT base None CS DS DITBASE
(required)
username | Distinguished name (DN) | NULL CS DS PRINCIPAL
of the user to authenticate | (anonymous
authentication)
password Password of the user tobe | NULL CS DS PASSWORD
authenticated (anonymous
authentication)

4 Veify that the appropriate environment variable points to the required
third-party libraries. Table 5-5 lists the location of the Netscape LDAP
SDK libraries.
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Table 5-5: Environment variables
Environment

Platform variable Library location

HP HP-UX SHLIB_PATH $SYBASE/$SYBASE_OCS/ib3p
Itanium 32-bit

HP HP-UX LD_LIBRARY_PATH | $SYBASE/$SYBASE OCY/lib3p64
Itanium 64-bit

HP HP-UX SHLIB_PATH $SYBASE/$SYBASE_OCS/ib3p
PA-RISC 32-bit

HP HP-UX LD_LIBRARY_PATH | $SYBASE/$SYBASE OCY/lib3p64
PA-RISC 64-bit

Linux x86 32-bit | LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCS/lib3p
Linux x86-64 | LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCS/lib3p64

64-bit

Linux POWER | LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCS/lib3p
32-bit

Linux POWER | LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCS/lib3p64
64-bit

IBM AIX LIBPATH $SYBASE/$SYBASE_OCS/lib3p
POWER 32-bit

IBM AIX LIBPATH $SYBASE/$SYBASE_OCS/lib3p64
POWER 64-bit

Sun Solaris LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCSlib3p
x86-64 32-bit

Sun Solaris LD_LIBRARY_PATH_ | $SYBASE/$SYBASE_OCSlib3p64
x86-64 64-bit | 64

Sun Solaris LD_LIBRARY_PATH | $SYBASE/$SYBASE_OCSlib3p
SPARC 32-bit

Sun Solaris LD_LIBRARY_PATH_ | $SYBASE/$SYBASE OCSib3p64

SPARC 64-bit 64

5 Addyour server entry to the LDAP server using dscp or dsedit. See
“Adding and modifying server entries’ on page 40, and “ Adding a server
to the directory services’” on page 51.

Multiple directory services with LDAP

You can specify multiple directory services for high-availability failover
protection. Not every directory servicein thelist needsto be an LDAP server,
for example:
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[DIRECTORY]
ldap=1libsybdldap.so ldap://test:389/dc=sybase,dc=com
ldap=libsybdldap.so ldap://huey:11389/dc=sybase,dc=com

In this example, if the connection to test: 389 fails, the connection fails over to
the LDAP server on huey: 11389. Different vendors use different DIT-base
formats. For more information, see the Open Client Client-Library/C
Reference Manual.

Importing Microsoft Active Directory schema

You can import sybase.ldf into the Active Directory (AD) or into an Active
Directory Application Mode (ADAM) instance using the Idifde.exe command
provided in the ADAM installation. To import the directory schema, run
Idifde.exe from the ADAM installation using this syntax:

ldifde -i -u -f sybase.ldf -s server:port -b username
domain password -j . -c "cn=Configuration,dc=X"
#iconfigurationNamingContext

Creating a container for Sybase server entries

After you have successfully imported the schemainto the Active Directory,
create a container for the Sybase server entries and set appropriate read and
write permissions for the container and its child objects.

For example, a container with a relative distinguished name (RDN)
“CN=SybaseServers’ is created in the root of the Active Directory for domain
“mycompany.com” to store and retrieve Sybase server entries. The root
distinguished name (rootDN) for this container isreflected in thelibtcl.cfg file
as.

ldap=1libsybdldap.dll ldap://localhost:389/

If you create adedicated user account name“ Manager” with password “ secret”
in the Active Directory to add and modify Sybase server entries, the complete
entry in the libtcl.cfg fileis:

ldap=1libsybdldap.so
ldap://myADhost:389/cn=SybaseServers, dc=mycompany,
dc=com????bindname=cn=Manager, cn=Users, dc=mycompay,
dc=com?secret
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After setting the appropriate read and write permissions, you can use the
Sybase utility programs such as dscp or dsedit to store, view, and modify
Sybase server entriesin the Active Directory.

Note For more information about extending an Active Directory schema,
search for “Extending the Schema’ on the Microsoft Web site.

Connecting to LDAP using SSL/TLS

You can set up a secure connection to an LDAP directory server using SSL or
TLSonall supported platforms. To set up a secure connection between aclient
and an LDAP Directory Server, use either of these methods:

»  Establish a secure connection to the secure port of the LDAP server
(typically port number 636) by entering this syntax in the libtcl.cfg file:

[DIRECTORY]

Idap=libsybdldap.so

Idaps:// huey:636/dc=sybase,dc=com????
bindname=cn=Manager,dc=Sybase,dc=com?secret

If no port number is specified with Idaps://, port number 636 is used by
defaullt.

e Upgrade anormal connection (typically port number 389 of the LDAP
Server) to a secure one, using StartTLS. To upgrade the connection, enter
thisin thelibtcl.cfg file:

[DIRECTORY]
Idap=libsybdldap.so starttls
Idap:// huey:389/dc=sybase,dc=com????
bindname=cn=Manager,dc=Sybase,dc=com?secret
If no port number is specified with Idap://, port number 389 is used by
default.

For more information, see the Open Client Client-Library/C Reference
Manual.
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CHAPTER 6

Using Security Services

Client-Library and Server-Library applications use the security services
provided by third-party security software to authenticate users and protect
data transmitted between machines on a network. This chapter describes
how network-based security works and what you need to configureto use
it.
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Configuration tasks 35

Overview of network-based security

In adistributed client/server computing environment, intruders can view
or tamper with confidential data. Network-based security takes advantage
of third-party distributed security software to authenticate users and
protect data transmitted between machines on a network.

Security mechanisms

Configuration Guide for UNIX

Sybase defines a security mechanism as external software that provides
security services for a connection. UNIX platforms can use the security
mechanism provided by Kerberos security.

You specify the security mechanismsthat a server supportsin interfaces
or adirectory service. The values for interfaces or directory service's
secmech line/attribute must correspond to the strings associated with
object identifiers defined in the user’s objectid.dat file, under the
[secmech] section:

»  Theoptional secmech linein an interfacesentry specifiesthe security
mechanisms that a server supports.
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Overview of network-based security

Security drivers

Security services
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¢ Theoptiona secmech attribute in adirectory service entry describes the
security mechanismsthat a server supports.

When aclient getsthe server’ saddress, it can verify that the server supportsthe
security mechanism that the client is using:

e If thereisasecmech line or attribute and security mechanisms are listed,
then only those security mechanisms are allowed.

e If thereis no secmech line or attribute, then al security mechanisms are
alowed.

« If thereisasecmech line or attribute but no security mechanisms are
listed, then the server does not support any security mechanisms.

Sybase provides security driversthat allow Client-Library and Server-Library
to communicate with the security mechanism. Each Sybase security driver
maps a generic interface to the security provider’s interface.

To use a security mechanism on a connection, both items below must be true:

e Theclient and server must use compatible security drivers. For example,
aclient using aKerberos driver requires a server using a Kerberos driver.

¢ Theclient application must request services by setting connection
properties before connecting to the server.

Each security mechanism provides aset of security servicesused to establish a
secure connection between a client and a server. Each security service
addresses a particular security concern.

Security services consist of
e Authentication services, and
e Per-packet security services.

See the Open Client Client-Library/C Reference Manual for a complete
discussion of security services.
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Client-Library applications set connection propertiesto request amechanism’s
services. Open Server applications read the properties of aclient thread to
determine which services are being performed.

See Appendix D, “Kerberos Security Services,” for alist of security services
provided by Kerberos.

How applications use security services

Client-Library and Server-Library applications can use a security mechanism
to perform authentication and per-packet security services. The security
mechanism behaves like a clearinghouse through which Client-Library and
Server-Library validate information.

If an Open Client application requests authentication services the following
ocCurs:

1 Client-Library validates the login with the security mechanism. The
security mechanism returns alogin token, which Client-Library sendsto
the server, along with information about what security services are
reguested.

2 Client-Library establishes a transport connection with the Open Server
application and sends its login token.

3 Server-Library authenticates the client’s login token with the security
mechanism. If the login is valid, the server application allows the login.

If an Open Client application requests per-packet security services, the
following occurs:

1 Client-Library usesthe security mechanism to prepare the data packet it
will send to the Open Server application. Depending on which security
services are requested, the security mechanism encryptsthe dataor creates
a cryptographic signature associated with the data.

2 Client-Library sends the data packet to the Open Server application.

3 When Open Server receives the data packet, it uses the security
mechanism to perform any required decryption and validation.

Refer to the “ Security Features’ topics page in the Open Client Client-
Library/C Reference Manual for a detailed explanation of Client-Library’s
security features.
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Client-Library and security services

You can set connection properties in Open Client applicationsto request a
security mechanism and the security mechanism’s services. Client-Library
determines which security mechanism and services to use on the connection:

1 If the client application specifies a security mechanism, Client-Library
checksin the [SECURITY] section of libtcl.cfg for amatching driver and
loads that driver.

2 If theclient application does not specify a security driver, Client-Library
loads the security driver listed by the first entry in the[SECURITY]]
section of libtcl.cfg.

3 Client-Library determines which security services will be used for the
connection from the client application.

If thereisno libtcl.cfg or there are no entriesin the [SECURITY] section, then
thereis no network security provider. In that case, the Open Server application
authenticates the user if the user supplies the correct password.

Server-Library and security services
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Open Server applications can read the properties of aclient connection request
to determine which security mechanism to use and which services to perform.

By default, an Open Server application supportsthe security mechanismslisted
inthe [SECURITY] section of libtcl.cfg. Administrators can further restrict the
list of supported mechanisms by adding a secmech attribute to the directory
entry for the server.

When an Open Client application requests a security session from an Open
Server application, the following occurs:

1 Server-Library reads the security token that was sent with the client
connection request. The security token contains the object identifier for
the security mechanism that the client uses.

2 If the Open Server application’sinterfacesentry or directory service entry
lists the secmech line/attribute, Server Library searches the secmech
line/attribute for aval ue corresponding to the object identifier specified in
the security token. If amatching valueisnot found, the connection request
isrejected.

3 Server-Library searchesobjectid.dat to match the object identifier withthe
local name of the security mechanism.
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See Appendix B, “Configuration Files,” for reference information about
objectid.dat.

4 Server-Library loads the security driver associated with the local name of
the security mechanism.

The security driver islisted in the [SECURITY] section of libtcl.cfg.

Configuration tasks

To enable your Open Client and Open Server application to use security
services, you must:

e Configure Kerberos
*  Configure libtcl.cfg

The following sections describe each of these tasks.

Configure Kerberos

See Appendix D, “Kerberos Security Services,” and your Kerberos
documentation.

Configure libtcl.cfg
Specify a security driver in the [SECURITY] section of libtcl.cfg.

Note Open Client and Open Server software use the first entry in the
[SECURITY] section as the default security driver.

See Appendix B, “Configuration Files,” for reference information about
security drivers and libtcl.cfg.

Optionally, to restrict the security mechanisms that a server supports:

e If your application uses interfaces, add a secmech linein the server’s
interfaces entry.
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e If your application uses adirectory service, use the dscp utility to add the
secmech attribute to the server’s directory service.

See Chapter 7, “Using dscp,” for information about adding information to a
directory service or an interfacesfile.
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About dscp

Configuration Guide for UNIX

Using dscp

This chapter explains how to use dscp to configure the interfacesfile and

to configure adirectory service.

Topic Page
About dscp 37
Starting dscp 38
Viewing your configuration 39
Getting help 39
Using dscp sessions 39
Adding and modifying server entries 40
Copying server entries 46
Exiting dscp 48

The dscp command-line utility allows you to view and edit server entries
intheinterfacesfile or aLDAP directory service. After opening asession,
you can check your configuration, view existing entries, create new

entries, and modify entries as needed. Use this utility if your system does

not have X-Windows.

Note Thedsedit utility isan X-Windows-based graphical tool that letsyou
view and edit server entries in the interfaces file. For more information,

see Chapter 8, “Using dsedit.”
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Starting dscp

If you plan to add or modify entries, you must log in to the directory service,
with the necessary privileges, before you start dscp.

To start dscp, enter:

SSYBASE/S$SYBASE 0OCS/bin/dscp

The dscp prompt, >>, appears. Table 7-1 shows the commands you can use:

Table 7-1: dscp commands

Command

Description

open [DSNAME]

Opens a session with the specified directory service or interfaces.

dscp — to open a session with interfaces, specify “InterfacesDriver”
as DSNAME.

Sess

Lists all open sessions.

[switch] SESS

Makes session number SESSthe current session.

close [SESS]

Closesasessionidentified by the SESSnumber. If you do not specify
SESS, closes the current session.

list [all]

Lists the server entries for the current session.

To list the names of the entries, use the list command. To list the
attributes for each entry, use the list all command.

read SERVERNAME

Prints the contents of server entry SERVERNAME to the screen.

add SERVERNAME

Adds server entry SERVERNAME in the current session.

dscp prompts you for information about SERVERNAME. Press
Return to accept the default value, which is shown in brackets|[ ].

adtr SERVERNAME

Adds an attribute to the server entry SERVERNAME in the current
session.

mod SERVERNAME

Modifies server entry SERVERNAME in the current session.

dscp prompts you for information about SERVERNAME. Press
Return to accept the default value, which is shown in brackets| ].

del SERVERNAME

Deletes server entry SERVERNAME in the current session.

delete-all

Deletes all server entriesin the current session.

copy NAME1 to

{NAME2 | SESS| SESS

Copies server entry NAMEL in the current session to:
»  Server entry NAMEZ2 in the current session
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NAME2} e Session SESS
* Server entry NAME2 in session SESS
copyall to SESS Copies all server entriesin the current session to session SESS
config Prints configuration information related to your Sybase environment
to the screen.
exit, quit Exits dscp.
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Command | Description
help, 2, h | Displays the help screen.

Viewing your configuration

View the current Open Client and Open Server configuration and directory
service provider names using the config command.

When you enter:
config
the dscp utility prints the following information to the screen:
*  Thevaue of the SYBASE environment variable
e Thelocation of the driver configuration file

¢ Thenamesof directory service providers with which you can open adscp
session

Getting help

To view the dscp help screen, enter one of these commands:

help
h

?

Using dscp sessions

Before you can view, add, or modify server entries, you must open a session:
Opening adscp session alows you to interact with interfaces.

You can have multiple sessions open at any onetime.
Opening a session To open a session with interfaces, enter:

open InterfacesDriver
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When you open a session, dscp tells you the session’s number. For example, if
you open a session with interfaces using the open InterfacesDriver command,
dscp returns the following message:

ok

Session 1 InterfacesDriverss
Listing sessions To list all open sessions, enter:

sess
Switching between To switch to another open session, enter:

open sessions
switch SESS

where SESSis the session number. For example, if you enter:
switch 3

you are switched to session 3. The switch keyword is optional.
If you enter the following:

3
you are also switched you to session 3.
Closing a session To close a session, enter:
close SESS
where SESSis the session number. For example, if you enter:
close 3
session 3 is closed. Use the sess command to list all open sessions.

If you do not specify SESS the current session is closed.

Adding and modifying server entries

After you open a session with a directory service or interfaces, you can ligt,
add, modify, and delete associated server entries.

Note When you add or modify a server entry, dscp automatically creates or
modifies both master and query lines. The master line and the query line of an
interfaces file entry contain identical information.
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Each server entry is made up of aset of attributes. When you add or modify a
server entry, dscp promptsyou for information about each attribute. Table 7-2
describes each attribute:

Table 7-2: Server attributes

Modifiable when adding or

Attribute Type of value Default value modifying server entry?
Server Entry Integer 15001 Adding
Version Directory Services. No
interfaces: No
Modifying
Directory Services: Yes
interfaces: No
Server Name Character string N/A Adding
Directory Services: N/A
interfaces: N/A
Modifying
Directory Services: No
interfaces: No
Service Character string ASE Adding
Directory Services. Yes
interfaces: Yes
Modifying
Directory Services. Yes
interfaces: No
Server Status Integer 4 Adding
Valid values are: Directory Services: No
1- Active interfaces: No
2 - Stopped Modifying
3- Failed Directory Services. Yes
4 - Unknown interfaces: No
Transport Transport type: Transport type: tcp. Adding or modifying
Address Character string | Transport address: None. | Directory Services
» Transport Transport address. | \/q1id values are: Transport type: Yes
type Character string Transport type: “tcp” _Transport address: Yes
» Transport Transport address: interfaces:
address Transport type: Yes
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Character stringinaformat
recognized by the specified
transport type.

Transport address. Yes
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Modifiable when adding or
Attribute Type of value Default value modifying server entry?
Security Character string. None. Adding
Mechanism Note: You can add | Valid values are Character | Directory Services: Yes
up to 20 security | strings associated with interfaces: Yes
mechanism strings | objectidentifiersdefinedin | Modifying
for each server the user’s objectid.dat. Directory Services: Yes
entry. interfaces: Yes
HA Character string. None. Adding
Failoverserver Directory Services: Yes
(optional) interfaces: Yes
Modifying
Directory Services: Yes
interfaces: Yes

Listing server entries

To list the names of server entries associated with a session, enter:

list

To list the attributes of server entries associated with a session, enter:

list all

See Table 7-2 for a description of server attributes.

Viewing a server entry

To view the contents of a server entry, enter:

read SERVERNAME

For example, if you enter:

read myserver

the following information is displayed:

DIT base for object:

interfaces

Distinguish name: myserver
Server Version: 1

Server Name:
Server Service:
Server Status: 4

42

myserver
ASE

(Unknown)
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Server Address:
Transport Type: tcp
Transport Addr: victory 1824
Transport Type: tcp
Transport Addr: victory 1828

See Table 7-2 for adescription of the server attributes listed above.

Adding a server entry
To add a server entry, enter:
add SERVERNAME

The dscp utility prompts you for information about SERVERNAME. Enter a
value for each attribute or press return to accept the default value, whichis
shown in brackets| ].

For example, if you enter:
add myserver
The dscp utility prompts you for the following information:

Service: [ASE]

Transport Type: [tcp] tcp
Transport Address: victory 8001
Security Mechanism []:

To exit the add mode, press Enter until you return to the dscp prompt >>.

A server entry can have up to 20 transport type/address combinations
associated with it.

See Table 7-2 for adescription of the server attributes listed above.

[JAdding a server entry to an LDAP directory service

To use dscp to make an entry into an LDAP server, you need to enable LDAP
by editing the $SYBASE/$SYBASE_OCS/config/libtcl.cfg file, and adding the
entry of the LDAP server you will be using.

Warning! If you have ablank space after your LDAP server entry, dscp will
default to using the interfaces driver and not connect to an LDAP server.

Use dscp to add a server to the directory services.

1 To start dscp, enter:
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SSYBASE/S$SYBASE 0OCS/bin/dscp

Before you can view, add, or modify server entries, you must open a
session.

Opening a dscp session allows you to interact with any directory service
that has a driver listed in libtcl* .cfg. To open a session, enter:

open DSNAME
where DSNAME is the name of the directory service.

If you do not specify DSNAME, dscp uses the default directory service
provider specified in the libtcl* .cfg file. If there are no entriesin the
libtcl* .cfg file, dscp uses the default interfacesfile located in $SYBASE.

A connection to an LDAP server isindicated by:
Session 1 ldap>>

If the LDAP server requires user authentication for login, you must usethe
-Uusername command-line parameter flag when connecting to the server.

If the LDAP server is configured to allow anonymous access, the user
name and password are not required. If the user name and password are
specified in thelibtcl* .cfg file, dsedit and dscp utilities use these variables.

To add a server to the directory services, enter:
add server name
where server_name is the name of the server to be added.

The next prompt specifies the service type. Adaptive Server isthe default
value:

Service [ASE Server]
Press Enter to accept the defaullt.

Enter the transport type. Press Enter to accept the default value of TCP, or
enter avalue from Table 5-3.

Enter the transport address. Valid entries are any values that enable the
transport type specified. For example, for a TCP connection, enter:
host name port number.

Because any LDAP server entity can have multiple address entries, you
are again prompted for “ Transport type.” Enter another transport type, or
press Enter (leaving the field blank) to skip this prompt and proceed.
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9 Attheprompt, enter another valid transport addressthat correspondsto the
additional transport type, or press Enter (leaving the field blank) to
proceed.

10 Optionally, enter a security mechanism OID.

11 Optionally, enter a secondary server for failover.

12 Press Enter. When completed, the following message displays:
Added server name done

To view the server entries, enter the following URL in a Netscape or Mozilla-
based Web browser:

ldap://host:port/ditbase??one
For example:

ldap://huey:11389/dc=sybase, dc=com??one

Note Microsoft Internet Explorer does not recognize LDAP URLSs.

Modifying a server entry
To modify an existing server entry, enter:
mod SERVERNAME

dscp promptsyou for information about SERVERNAME. Enter avaluefor each
attribute, or press Return to accept the existing value, which is shown in
brackets| ].

For example, if you enter:
mod myserver
the dscp utility prompts you for information as follows:

Version: [1]
Service: [ASE] Open Server
Status: [4]
Address:
Transport Type: [tcp]
Transport Address: [victory 1824] victory 1826
Transport Type: [tcp]
Transport Address: [victory 1828]
Transport Type: []
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Copying server entries

Security Mechanism []:

Note dscp cannot modify the Version, Service, and Status entries.

To delete an address, enter:
>>del SERVERNAME

To exit the modify mode, press Enter until you return to the dscp prompt >>.

Deleting server entries

You can delete one entry or all entries associated with a session. To delete one
entry, enter:

del SERVERNAME
For example, if you enter:
del myserver

the dscp utility deletesthe entry for “myserver.” To delete al entries associated
with a session, enter:

delete-all

Copying server entries

dscp alows you to copy server entries within a session and between sessions.
This includes copying entries from interfaces to a directory service.

There are four options when copying a server entry. You can:
e Copy aserver entry to anew name in the current session
¢ Copy aserver entry to adifferent session

e Copy aserver entry to anew namein adifferent session

e Copy al entriesin the current session to a different session
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Copying entries within a session

You can copy aserver entry within asession, if you want to create anew server
entry. To copy an entry within a session, enter:

copy NAME1 to NAMEZ2
For example, if you enter:
copy myserver to my server

dscp creates anew entry “my_server” identical to “myserver.” You can then
modify the new entry and leave the original intact.

Copying entries between sessions

There are two options for copying a server entry between sessions. You can:

*  Keep the name of the server entry

* Renamethe server entry

To copy an entry to adifferent session and keep the server name, enter:
copy NAME1 to SESS

where;

* NAME1 isthe current server name.

e SESSisthe number of the session to which you want to copy the server
entry.

For example, if you enter:
copy myserver to 2

dscp copiesthe “myserver” entry in the current session to session 2.

To copy an entry to adifferent session and give it adifferent name, enter:
copy NAME1 to SESS NAME2

where:

* NAMEL1 isthe current server name.

e SESSisthe number of the session to which you want to copy the server
entry.

*  NAME2 isthe new server name.
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For example, if you enter:
copy myserver to 2 my server

dscp copies the “myserver” entry in the current session to session 2 and
renamesit “my_server.”

Copying all entries to a different session
To copy al entriesin the current session to a different session, enter:
copyall to SESS
where SESSis the number of the session to which you want to copy all entries:
For example, if you enter:
copyall to 2

dscp copies al entriesin the current session to session 2.

Exiting dscp
To exit dscp, enter one of these commands:

exit
quit
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About dsedit

Starting dsedit

Configuration Guide for UNIX

Using dsedit

Thischapter explains how to use dsedit to configureinterfaces and how to

configure Sybase server listingsin a directory service.

Topic Page
About dsedit 49
Starting dsedit 49
Opening a session 50
Adding, viewing, and editing server entries 52
Troubleshooting dsedit or dsedit problems 54

The dsedit X-Windows-based graphical tool letsyou view and edit server

entriesin the interfacesfile.

If your system does not have X-Windows, use dscp or asimpletext editor
to configure server entriesin interfaces. See Chapter 7, “Using dscp,” for

more information.

If you plan to add or modify servers, make sure that you will be able to
edit interfaces directory before starting dsedit. To edit interfaces entries,

you must have write permission on interfaces.

To start dsedit, enter:

SSYBASE/SSYBASE OCS/bin/dsedit
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Opening a session

If you are running dsedit from aremote machine, make sure that the DISPLAY
environment variable is set correctly. See your X11 documentation for
information on setting the DISPLAY environment variable.

Note To get help on any screen, click Help.

Opening a session

After starting dsedit, you will see the main screen. This screen allows you to
select and open editing sessions for interfaces files.

Interfaces file sessions

To openthe default interfacesfor editing, select Sybaseinterfacesfileand click
OK. To open an aternatefile, edit the displayed file name before clicking OK.
You can open multiple interfaces file sessions with different files.
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The session window for an interfaces-file session displays the full path name
of interfacesand lists the server entries contained in interfaces. The buttonsto
theright of thelist allow you to add, modify, copy, and delete entries:

Add new server entry — displays the Server Entry Editor window, where
you specify the name and network addresses for a new server entry. See
“Adding, viewing, and editing server entries’ on page 52 for more
information.

Modify server entry —letsyou view and modify the network addresses for
aselected server entry. Select the server in thelist, then click Modify
server entry to display the server’s attributes in the Server Entry Editor
window. See“ Adding, viewing, and editing server entries’ on page 52 for
more information.

Copy server entry —letsyou copy one or more entriesto another interfaces
file. Before copying server entries, select the entriesto copy in thelist of
servers:

e Tocopy asingle entry, click it once.
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e Tocopy arange of consecutive entries, click thefirst (or last) entry in
therange, then, with the Shift key pressed, click thelast (or first) entry
in the range.

¢ To select multiple, nonconsecutive entries, press and hold down the
Ctrl key, then click each desired entry to select it.

After selecting entries to copy, click Copy server entries. A new window
prompts you to choose the destination directory service. You can copy to
another interfacesfile:

« Tocopy theentriesto another interfacesfile, select Sybase Interfaces
File, edit the displayed file name, and click OK.

Click Close Session to close the session window and write any changes to
interfaces.

Note You must close theinterfaces session window to apply your editsto the
interfacesfile.

Adding a server to the directory services

Warning! Most LDAP servers have an Idapadd utility for adding directory
entries. Sybase recommends that you use dscp or dsedit instead, as they have
built-in semantic checks that generic tools do not provide.

Using dsedit, you can add, delete, and modify serversin the directory service
and interfaces files. However, before you can add, delete, or modify an LDAP
server entry, you must add the LDAP URL to the libtcl*.cfg file. See“ The
libtcl.cfg and libtcl64.cfg files” on page 60.

[JAdding a server to the directory service using dsedit
1 From the $SYBASE/$SYBASE_OCS/bin directory, enter:
dsedit
2 Select LDAP fromthelist of servers, and click OK.

3 Click Add New Server Entry.
4  Enter:

e The server name—thisisrequired.

Configuration Guide for UNIX 51



Adding, viewing, and editing server entries

e Security mechanism — optional. A list of security mechanism OIDs
are located in $SYBASE/config/objectid.dat.

e HA server name—optional. Thisisthe name of the High Availability
Failover server, if you have one.

5 Click Add New Network Transport.
e Select the transport type from the drop-down list.
e Enter the host name.
e Enter the port number.

6 Click OK two timesto exit the dsedit utility.

To view the server entries, enter the following URL in a supported Web
browser or LDAP administration tool:

ldap://host:port/ditbase??one
For example:

ldap://huey:11389/dc=sybase, dc=com??one

Note Microsoft Internet Explorer does not recognize LDAP URLSs.

Adding, viewing, and editing server entries
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Use the Server Entry Editor window to view or edit server entriesin an
interfacesfile. The Add New Server Entry and Modify Server Entry buttonsin
the Session window display the Server Entry Editor window and its fields:

e Server name —to add a server entry, type the name of the new server. If
you are editing a server entry, you can edit the namefield to rename the
server (the new name must not already exist in interfaces).

e Available network transports—alist of the network addresses upon which
the server accepts client connections. You can edit the list of addresses as
follows:

e Select Add Network Transport or Modify Network Transport to create
anew address or edit an existing address. See “ Adding or editing
network transport addresses,” next, for details.
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¢ Clicking Delete Network Transport removes a sel ected network
address.

e If the server entry has multiple addresses, clicking Move Network
Transport Up or Move Network Transport Down allows you to
rearrange the order of addressesin thelist.

OK —commits your changes and closes the window. Note that changesto
interfaces are not applied until you close the session.

Cancel — closes the window and discards any edits.

Adding or editing network transport addresses

The Network Transport Editor allows you to view, edit, or create the transport
addresses at which a server accepts client connections. This window displays
the name of the server entry for the address and allows you to configure the
following items:

TCP/IP addresses

Transport type — specifies the protocol and interface for the address with
the value as tcp.

Address information — depending on the transport type, different address
components are required. The sections below discuss address formatsin
detail.

Indicate a TCP/IP address by choosing tcp from the Transport type menu. In
interfaces entries, you must use thetli tcp protocol for:
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Adaptive Server or Replication Server® version 11.0.x or earlier on
platforms that use tli-formatted interfaces entries.

Open Client and Open Server version 12.0 or earlier on platformsthat use
tli-formatted interfaces entries.

Note tli entriesintheinterfacesfile have been deprecated in Open Client
and Open Server versions 12.5 and later. SDK and Open Server including
DB-Library, supportsthetli format, however, Sybase does not recommend
its use.

On Sun Solaris, DB-Library supports tcp format.
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For other clients and servers, use the tcp transport type.

The address information for a TCP/IP entry consists of a host name (or IP
address) and aport number (entered asadecimal number). For tli tcp-formatted
interfaces entries, the host’s 1P address and the port number are converted to
the 16-byte hexadecimal representation required for tli tcp-formatted
interfaces entries.

Troubleshooting dsedit or dsedit problems

This section lists some common problems and describes how to correct them.

dsedit does not start
Check for the following:
e SYBASE environment variableis not set or points to the wrong directory.

e X1lisnot configured correctly. If you are running dsedit on aremote host,
verify that X11 clients on the remote host can connect to the X11 server on
your own machine. Seeyour X 11 documentation for more troubleshooting
information. If X11 is not available, use dscp instead of dsedit.

Cannot add, modify, or delete server entries
Check for the following:
¢ Permissions problems with the interfacesfile

To edit interfaces entries, you must have write permission ontheinterfaces
file and the Sybase installation directory.
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Environment Variables

This appendix describes environment variablesthat contain configuration

information.
Topic Page
Environment variables used for connection 55
Environment variables used for localization 56
Environment variables used for configuration 56
Setting environment variables 57

Environment variables used for connection

Open Client and Open Server products use the environment variablesin

Variable

Table A-1during the connection process.

Table A-1: Environment variables used for connection

Value

Used by

DSLISTEN

The name of the Open Server application, aslisted in
interfaces or directory service.

If DSLISTEN isnot set, Open Server usesthe default value
“SYBASE.”

Open Server

DSQUERY

The name of the target server, aslisted in interfaces or
directory service.

If DSQUERY is not set, Open Client usesthe default value
“SYBASE.”

Open Client

SYBASE

The location of the Sybase home directory.

Note TheCS_SYBASE HOME property, which specifies
the name and path to an alternate Sybase home directory,
overrides the environment variable $SYBASE.

Open Client

SYBASE_OCS

Home directory for the Open Client and Open Server
products.
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$SYBASE/$SYBASE_OCS
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Environment variables used for localization

Note The LC xxxx variables are not used by DB-Library.

Open Client and Open Server products use these environment variables during
localization:

« LCALL
« LC_COLLATE
« LCTYPE
« LC _MESSAGE
« LCTIME

The localization environment variables are POSI X standard environment
variables and can be used by non-Sybase applications.

Some non-Sybase applications can use the same localization-rel ated
environment variable as your Open Client and Open Server application. Make
surethat locales.dat liststhe samelocale names as are used by the environment
variables of the non-Sybase applications.

Environment variables used for configuration

Environment variable

Open Client and Open Server products use the environment variables shownin
Table A-2 during the configuration process.

Table A-2: Environment variables used for configuration
Description Used during

SYBOCS_CFG Overridesthe $SYBASE/SYBASE_OCS/config/ocs.cfg | Runtime
default external configuration file path.
For more information, see the Open Client Client-
Library/C Reference Manual.
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Environment variable

Description

Used during

SYBOCS_DBVERSION

Externally configuresthe DB-Library version level at
runtime. DB-Library usesthis variable to retrieve the
environment variable at the DB-Library initialization
stage and store the environment variable value as the
version level.

For more information, see the Open Client DB-
Library/C Reference Manual.

Runtime

SYBOCS_DEBUG_FLAGS

Enabl es specific diagnostic subsystems. You can
enable multiple debug options by specifying a
comma-delimited list of flagsin the variable.
For information about debugging, see the Open Client
Client-Library/C Reference Manual.

Runtime

SYBOCS DEBUG_
LOGFILE

Specifies the log file where the diagnostics are
recorded. If you do not set this, messages are
written to stdout.

Setting environment variables

This section givesinstructions for setting environment variables in the C shell
and the Bourne shell.

Runtime

To set environment variables in the C shell, use this command:

setenv VARIABLE value

For example, the following command defines the DSQUERY environment
variable as “test”:

setenv DSQUERY test

To set environment variables in the Bourne shell, use this command:

VARIABLE=value; export VARIABLE

For example, the following command defines the DSQUERY environment
variable as “test”:
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DSQUERY=test; export DSQUERY
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Configuration Files

This appendix describes the files that Open Client and Open Server
products use to obtain configuration information.

Topic Page
About configuration files 59
Thelibtcl.cfg and libtcl64.cfg files 60
Theinterfacesfile 68
The ocs.cfg file 71

About configuration files

Configuration files are created during installation at a default location in
the $SYBASE directory structure. Open Client and Open Server products
use the configuration files listed in Table B-1.

Table B-1: Names and locations for configuration files

For more
File name Description Location information
libtcl.cfg Thedriver configuration file contains | $SYBASE/$SYBASE_OCS/config See“Thelibtcl.cfg
information regarding directory, and libtcl64.cfg
security, and network drivers and any files” on page 60.
required initialization information. Also seethe Open
Client Client-
Note You can usethe Library/C
CS_LIBTCL_CFG property to Reference Manual.
specify an aternate path to libtcl.cfg
file
interfaces The interfaces file contains $SYBASE See“Theinterfaces

connection and security information
for each server listed in thefile. It is
aso used as abackup for services
described in the libtcl.cfg file.

file” on page 68.
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For more
File name Description Location information
objectid.dat | Theobjectidentifiersfilemapsglobal | $SYBASE/config/objectid.dat See Appendix C,
object identifiersto local names for “Localization.”
character set, collating sequence, and
security mechanisms.
ocs.cfg Theruntime configuration fileallows | $SYBASE/$SYBASE_OCSconfig See “The ocs.cfg

you to change certain values at
runtime.

file” on page 71.

The libtcl.cfg and libtcl64.cfg files

60

Thelibtcl.cfg and the libtcl64.cfg files (collectively, libtcl*.cfg file) are the
driver configuration files that contain information about two types of drivers
used by Open Client and Open Server products:

e Directory drivers
e Security drivers

A driver is a Sybase library that provides Open Client and Open Server
software with a generic interface to an external service provider. Thisallows
Open Client and Open Server to support multiple service providers.

The purpose of thelibtcl*.cfg filesisto provide configuration information such
asdriver, directory, and security servicesfor Open Client and Open Server and
for Open Client and Open Server-based applications. Both libtcl.cfg and
libtcl64.cfg are provided on 64-bit platforms. 32-bit applications (on 64-bit
platforms), such as dsedit and srvbuild, look up the libtcl.cfg file, while 64-bit
applications look up the libtcl64.cfg file for configuration information.

The libtcl* .cfg file determines whether the interfaces file or LDAP directory
services should be used. If LDAP is specified in the libtcl*.cfg file, the
interfaces file isignored unless the application specifically overrides the
libtcl*.cfg file by passing the -I parameter while connecting to a server.
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Dynamic linking of drivers

Client-Library and Server-Library support dynamic loading of directory and
security drivers. Thisallowsyou to change adriver that an application usesand
to use features as they become available at your site, without re-linking the
application.

$SYBASE/$SYBASE_OCS/config/libtcl.cfg configures directory and security
drivers. Thisfile maps symbolic strings to the appropriate driver and any
required initialization information.

Client-Library or Server-Library applications, including Sybase utility

programs such as dscp, locate the appropriate drivers specified in libtcl.cfg as
follows:

1 If thedriver file namein libtcl.cfg has path components (contains a slash),
that path is used. Otherwise, the search continues to step 2.

2 Depending on your platform, the directories specified by these
environment variables are searched. If thedriver isnot located, the search
continues to step 3.

Thelibrary locations and environment variables arelisted in Table 5-5 on
page 27.

3 The path $SYBASE/$SYBASE_OCSlib is used (or
$SYBASE/$SYBASE_OCSdevlib for applications built with debug-mode
libraries).

How libtcl.cfg is used

Open Client and Open Server read the libtcl.cfg file when loading a directory,
or security driver. libtcl.cfg islocated in the $SYBASE/$SYBASE _OCS/config
directory.

The CS_LIBTCL_CFG configuration property specifiesthe name and path to
an alternate libtcl.cfg file.

Anentry in libtcl.cfg provides Open Client and Open Server products with the
name of the driver and its initialization information.
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How libtcl.cfg is structured

Thelibtcl.cfg fileis divided into two sections, one for each type of driver. The
sections aretitled:

+ [DIRECTORY]
«  [SECURITY]

To use Open Client and Open Server, directory or security service support, you
must use the appropriate software to support these services.

DIRECTORY section

The [DIRECTORY] section lists directory drivers. The syntax for adirectory
driver entry is:

provider=driver init-string
where:

e provider isalocal name of the directory service. You can name this
element anything aslong asit contains only letters, numbers, and
underscores, and has a maximum of 64 characters.

e driver isthe name of the driver. The default location of all driversisin
$SYBASE/$SYBASE_OCS/lib. The LDAP directory driver is platform
dependent, for example:

e libsybdidap.sl for HP HP-UX PA-RISC.

e libsybdldap.so for HP HP-UX Itanium, IBM AlX POWER, Sun
Solaris platforms, and Linux platforms.

e init-stringisaninitialization string for the driver. The valuefor init-string
varies by driver.

For LDAP entries in the DIRECTORY section
Initssimplest form, LDAP directory services are specified in this format:

[DIRECTORY]
ldap=1libsybdldap.so ldapurl

where the Idapurl is defined as follows:
ldap://host:port/ditbase

The following LDAP entry, using these same attributes, is an anonymous
connection and only works only if the LDAP server alows read-only access:
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ldap=libsybdldap.so ldap://test:389/dc=sybase,dc=com
You can specify a user name and password in the libtcl*.cfg file as extensions
to the LDAP URL to enable password authentication at connection time.

To set the user name:

if (ct_con props(conn, CS SET, CS DS PRINCIPAL,
ldapprincipal,

strlen(ldapprincipal), (CS_INT *)NULL) !=
CS_SUCCEED)

{

}
To set the password:

if (ct_con props(conn, CS SET, CS DS PASSWORD,
ldappassword,

strlen(ldappassword), (CS_INT *)NULL) !=
CS_SUCCEED)

{
}

Encrypting the password

Entriesin the libtcl.cfg and libtcl64.cfg files are in human-readable format.
Sybase provides apwdcrypt utility for basic password encryption. pwdcryptisa
simple algorithm that, when applied to keyboard input, generates an encrypted
value that can be substituted for the password. The pwdcrypt utility islocated
in $SYBASE/$SYBASE_OCSbin.

From the Open Client and Open Server (OCS) directory, enter the following at
your command prompt:

bin/pwdcrypt
When prompted, enter your password twice.
The pwdcrypt utility generates an encrypted password, for example:

0x01312a775ab9d5¢c71£99£05£7712d2cded218d0aelce78868d0e8669313d1bc4c706
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Copy and paste the encrypted password into the libtcl*.cfg file using any
standard ASCII-text editor. Before encryption, the file entry appears as.

Note The LDAP URL must beon asingleline.

ldap=1libsybdldap.so
ldap://dolly/dc=sybase,dc=com????bindname=cn=Manager, dc=sybase,dc=com?secret

Replace the password with the encrypted string:

ldap=1libsybdldap.so
ldap://dolly/dc=sybase,dc=com????bindname=cn=Manager, dc=sybase, dc=com?
0x01312a775ab9d5¢c71£99f05£7712d2cded2i8d0aelce78868d0e8669313d1bc4c706

Warning! Evenif your password is encrypted, you should still protect it using
file-system security.

SECURITY section

The[SECURITY] sectionlists security drivers. The syntax for asecurity driver
entry is:

provider=driver init-string
where;

e provider istheloca name for the security mechanism. The local name of
the security mechanism islisted in the object identifiersfile,
$SYBASE/config/objectid.dat.

See“The objectid.dat file” on page 80 for information about objectid.dat.

The default local name for the Kerberos security mechanismis* csfkrb5.”
If you use alocal mechanism name other than the default, you must add an
diasfor the namein the object identifiersfile, after the default name. (See
“An objectid.dat example” on page 81 for an example.)

e driver isthe name of the driver. The default location of all driversisin
$SYBASE/$SYBASE OCYlib.

Table B-2 lists the supported security drivers for each platform:
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Table B-2: Supported security drivers

Security Security
Platform type driver Service compatibilities
HP HP-UX Kerberos libsybskrb.d CyberSafe TrustBroker 2.1
PA-RISC 32-hit MIT Kerberos1.4.1
HP HP-UX Kerberos libsybskrb64.9 | MIT Kerberos 1.4.3
PA-RISC 64-hit
HP HP-UX Kerberos libsybskrb.so MIT Kerberos1.4.1
Itanium 32-bit
HP HP-UX Kerberos libsybskrb64.s0 | MIT Kerberos1.4.1
Itanium 64-bit
IBM AIX Kerberos libsybskrb.so CyberSafe TrustBroker 2.1
POWER 32-hit MIT Kerberos1.4.1
IBM AIX Kerberos libsybskrb64.so | CyberSafe TrustBroker 2.1
POWER 64-hit MIT Kerberos 1.4.3
Linux x86 Kerberos libsybskrb.so MIT Kerberos 1.4.1
32-bit
Linux x86-64 Kerberos libsybskrb64.s0 | MIT Kerberos 1.4.1
64-bit
Linux POWER | Kerberos libsybskrb.so MIT Kerberos 1.4.1
32-bit
Linux POWER | Kerberos libsybskrb64.s0 | MIT Kerberos 1.4.1
64-bit
Sun Solaris Kerberos libsybskrb.so MIT Kerberos 1.4.2
x86-64 32-hit
Sun Solaris Kerberos libsybskrb64.s0 | MIT Kerberos 1.4.2
x86-64 64-bit
Sun Solaris Kerberos libsybskrb.so CyberSafe TrustBroker 2.1
SPARC 32-hit MIT Kerberos1.4.1
Sun Solaris Kerberos libsybskrb64.s0 | CyberSafe TrustBroker 2.1
SPARC 64-bit MIT Kerberos1.4.1

e init-stringisaninitiaization string for thedriver. Itsvalue varies by driver.
For the Kerberos driver, the syntax for init-string is.

secbase=@realm [libgss=<gss api V1 compatible
librarys>]

where:

* realmisthe default Kerberos realm name.
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e (Optiona) libgssisthe full path to a GSS API version 1 compliant
library.

The following [SECURITY] sections show entries for CyberSafe Kerberos
drivers on Sun Solaris:
e Kerberos

[SECURITY]
csfkrb5=1ibsybskrb.so secbase=@ASE libgss=/krb5/1ib/1libgss.so

where libgss=/krb5/lib/libgss.so, which means that the default Kerberos
realm is Adaptive Server, and that the GSS library to load is
/krb5/lib/libgss.so

Note Beawarethatthelibgss=<gss shared object path> that specifies
the GSS API library isto be used. It isimportant that you distinctly locate the
Kerberos Client libraries being used, especially when multiple versions are
installed on a machine.

Adding a directory driver

[JAdding a directory driver to libtcl.cfg
1 Chooseavauefor provider, which can have any value.

Note To make an entry the default directory driver, add it asthefirst entry
in the DIRECTORY section.

2 Determine the value of driver, which varies by platform:

¢ ForIBM AIX POWER, Sun Solarisand Linux platforms, and HP HP-
UX Itanium use libsybdldap.so.

e For HP HP-UX PA-RISC uselibsybdldap.dl.
Verify the host and port number of the LDAP server.

4  Determine the value of the DIT base, which is the location where LDAP
beginsits search for the server entry.

5 Ensurethat the DIT base path existsin the LDAP directory.

The LDAP administrator may need to perform this task. See your LDAP
documentation for more information.
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6 Gotothe [ DIRECTORY] section and add an entry using the following

format:

provider=driver ldap://host:port/ditbase

Thefollowing is an example for an LDAP driver:

ldap=1libsybdldap.so ldap://test:389/dc=sybase,dc=com

[DIRECTORY]

You can add two or more LDAP driver entriesthat use different DI T bases.

Multiple driver entries are useful when you want to use the dscp or dsedit

toolsto view and modify entriesthat arein different locationsinthe LDAP
directory. For example, you might add the entries below:

ldap=libsybdldap.so ldap://lserv:389/dc=production,dc=sybase,dc=com
ldapl=1libsybdldap.so ldap://lserv:389/dc=test,dc=sybase,dc=com
ldap2=1ibsybdldap.so ldap://backupl:389/dc=sybase,dc=com

Adding a security driver

[1Adding a security driver to libtcl.cfg:

1
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Determine the value of provider, which is the local name of the security
mechanism, as listed in the object identifiersfile,
$SYBASE/config/objectid.dat. The default local name for Kerberosis
csfkrb5.

Determine the value of driver, which varies by platform and security
mechanism. (Table B-2 on page 65 lists driver names.)

Determine the value of init-string.
For the Kerberos driver, init-string has the following form:

secbase=@realmname [libgss=<gss api V1 compatible
librarys>]

where:

« realmnameisthe default realm name for unqualified CyberSafe user
names.

¢ (Optiona) libgssisthe full path to a GSS API version 1 compliant
library.

Go to the [SECURITY] section and add an entry using the following
format:

provider=driver init-string
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For example:

csfkrb5=1ibsybskrb.so secbase=@ASE
libgss=/krb5/1ib/1ibgss. so

The interfaces file

Theinterfacesfile containsinformation about the network locations of servers.

Open Client and Open Server use interfaces as a limited-function directory
service. The interfacesfile also serves as a default if an external directory
servicefails.

¢ Open Client usesthe network information provided by the query line of an
interfaces entry to connect to the server.

e Open Server uses the network information provided by the master line of
an interfaces entry to listen for client connection requests.

The interfacesfileis created during installation as $SYBASE/interfaces. Open
Client and Open Server products look for interfacesin $SYBASE.

An application can look for interfacesin alocation other than the default
location. For more information, see ct_config in the Open Client Client-
Library/C Reference Manual and srv_props in the Open Server Server-
Library/C Reference Manual.

interfaces entries

Open Client and Open Server use astandard format for interfaces entries.

Standard format
An interfaces entry has the following form:

# put comments here<newlines
SERVERNAME [<tab>retry count<tab>retry delay] <newline>
<tab>{master|query} protocol network host
port<newlines>
<tab> [secmech mechanisml, ..., mechanismn]<newline>
<blank line>

where:
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SERVERNAME is an dlias by which Open Client and Open Server
recognize which interfacesentry to read. SERVERNAME must begin with
aletter (ASCII a-z, A-Z), contain letters, numbers, and underscores only,
and have a maximum of 11 characters.

retry_count (optional) determines the number of times aclient triesto
connect to a server after an initial failure to connect.

retry_delay (optional) determines the time interval between connection
attempts.

“master | query” specifies the type of connection:

*  “master” specifiesamaster line, which isused by server applications
to listen for client queries.

« “query” specifiesaquery line, which isused by client applicationsto
find servers.

The master line and the query line of an interfaces entry contain identical
information. Thedscp utility createsboth typesof linesfor each entry. The
resulting entry can be used by both clients and servers.

protocol is the name of the network protocol. Valid valueis “tcp” for
TCPIIP.

network is a descriptor of the network.

Open Client and Open Server do not currently use network; itisa
placeholder should Sybase need to define this information in the future.

host isthe network name of the node, or machine, that the server isrunning
on. The maximum number of characters for host depends on the protocol
specified in the entry. For TCP/IP, the maximum is 32.

Use the /bin/hostname command to determine the network name of the
machine you are logged in to.

port isthe port used by the server to receive queries. The registered
TCP/IP port numbers range from 1024 to 49151. Sybase recommendsto
use a port number from this range.

Use the netstat command to check which port numbers are in use.

The optional SECMECH line contains the identifier used to list the
security mechanisms that a server supports.

mechanisml,..., mechanismn are the security mechanisms that a server
supports. You can specify multiple security mechanisms by using a
comma separator.
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A security mechanismislisted asits object identifier. An object identifier
isaglobally unique series of numbers that maps to the local name for a
security mechanism in the global object identifiersfile.

See“The objectid.dat file” on page 80 for more information about object
identifiers.

Editing the interfaces file

Edit interfaces with dscp or an operating system editor, such as vi.

Using dscp to edit an interfaces file makes the process easier, because it
correctly formats the address string that you enter. See Chapter 7, “Using
dscp,” for complete instructions about editing an interfaces file using dscp.

Standby server addressing

70

You can set up your interfaces file to allow for standby server addressing,
which alows Open Client to connect with an alternate server if the first
connection attempt fails.

For example, thefollowing interfaces entry directsthe application to the server
at port number 1025 on the machine named “violet.” If this server is not
available, the connection fails.

#

BETA
query tcp hp-ether violet 1025
master tcp hp-ether violet 1025
secmech 1.3.6.1.4.1.897.4.6.1

However, if the BETA entry has multiple query lines, Open Client
automatically attempts to connect to the next server listed when the first
connection attempt fails. Such an interfaces entry might appear as follows:

#

BETA

query tcp hp-ether violet 1025
query tcp hp-ether plum 1050
query tcp hp-ether mauve 1060
master tcp hp-ether violet 1025
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secmech 1.3.6.1.4.1.897.4.6.1

Note The SERVERNAME element of an interfaces entry is an alias and does
not uniquely identify the actual server. The host and port elements uniquely
identify the server.

Inthe previousexample, if Open Client failsto connect to“violet” at port 1025,
Open Client attempts to connect to the server listed in the next query line,
called “plum,” at port 1050, and so on.

Any number of alternate serversmay belisted under aserver’sinterfacesentry,
but each aternate server must be listed in the same interfaces file.

The ocs.cfg file

Theruntime configuration file ocs.cfg isused by Client-Library applicationsto
Set:

*  Property values

e Server option values
*  Server capabilities

»  Debugging options

By using ocs.cfg, applications eliminate the need to call routines to set values;
therefore, the application’s settings can be changed without recompiling the
code.

Client-Library does not read ocs.cfg by default, but all Client-Library-based
applications attempt to read thefile if the file name existsin
$SYBASE/$SYBASE_OCSconfig. The application must set properties to
enable Client-Library to use thisfile.

See “Using the Open Client and Open Server Runtime Configuration File” in
the Open Client Client-Library/C Reference Manual for information about the
file syntax and the properties that can be set in thefile.
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Localization

Localization isthe process of initializing an application so that it executes
using a specific language and related cultural conventions.

This appendix discusses localization and localization files from a system
configuration perspective. For adiscussion of programming issuesrelated
to localization, see the Open Client and Open Server International
Developers Guide.

Topic Page
Overview of the localization process 73
Localization files 75
The locales directory 76
The charsets directory 79
The config directory 80

Overview of the localization process
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Open Client and Open Server applications can localize in two ways:
e Usinginitial localization values
» Using both initial localization values and custom localization values

All Open Client and Open Server applications use initial localization
values, which are determined at runtime.

In addition, an Open Client and Open Server application can use custom
localization valuesif aneed existsto localize at a specific point during the
application’s execution. Custom localization values override theinitial
localization values that are set up at runtime.
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Environment variables used during localization

74

Open Client and Open Server use environment variables to determine which
locale name to look for in locales.dat. Open Client and Open Server always
search for the following environment variables:

« LCALL
«  LANG,if LC_ALL isnot set

When setting up custom localization values, Open Client and Open Server may
also search for one or more of the environment variables shown in Table C-1.

Table C-1: Environment variables used for localization
Environment

variable Description Used during
LC_ALL Language, character set, and collating Initial
sequence to use for messages, datatype localization,
conversions, and sorting. custom
localization
LANG Language, character set, and collating Initial

sequence to use for messages, datatype localization
conversions, and sorting.

Open Client and Open Server products
search for LANG if they cannot find

LC ALL.

LC_COLLATE | Collating sequence (sort order) to use Custom
when sorting and comparing character localization
data.

LC CTYPE Character set to use for datatype Custom
conversions. localization

LC_MESSAGE | Language to use for messages. Custom

localization

LC_TIME Date and time data representation to use | Custom
for a datetime string, such as date and localization

time formats, names in the native
language, and month and day
abbreviations.

Seethe Open Client and Open Server International Devel opers Guidefor more
information about what environment variables an application uses during
custom localization.

Before running alocalized application:
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Verify that locales.dat contains an entry which reflects the localization
values the application uses. If it does not, add an appropriate entry.

Verify that the localization files that your application uses are installed:

e Localized message files are located in the $SYBASE/local es/message
directory.

e Collating sequence files are located in the $SYBASE/char sets
directory.

All Open Client and Open Server productsincludefilesto support at least
onelanguage and one or more character sets and collating sequences (sort
orders). During installation, these files are |oaded into the $SYBASE
directory structureinthe appropriatelocations. When configuring an Open
Client or Open Server application, you must verify that the previous
directories contain the correct files for your site and application.

Localization files

At runtime, Open Client and Open Server applications load localization
information from external files. Three directories in the $SYBASE directory
contain thesefiles:
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The locales directory contains:

» Thelocales.dat file, which mapsloca e namesto languages, character
sets, and collating sequences

*  The message subdirectory, which contains localized error messages
for Open Client and Open Server, organized by language name.

» language_name subdirectories, which are included to provide
compatibility with previous versions of Open Client and Open Server
software. These directories contain localized message files organized
by character set.

» unicode directory, which contains error message files for system
management utilities.

The charsets directory contains a subdirectory for each supported
character set. Each subdirectory contains sort and conversion filesfor the
character set.

The config directory contains:
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¢ The objectid.dat file, which maps global names for objects such as
character sets and languages to local platform-specific names.

The locales directory

The locales directory contains files that your application uses to load
localization information. It also contains language-specific message files.

The locales.dat file

How it is used

Location of locales.dat

locales.dat sections
and entries
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Thelocalesfile, called locales.dat, provides platform-specific locale
information in a Sybase proprietary format. This file associates locale names
with languages, character sets and collating sequences.

Open Client and Open Server applications use locales.dat to determine what
localization information to load. The locales.dat file directs Open Client and
Open Server applications to localization information, but it does not contain
actual localized messages or character set information.

Thelocales.dat file is located in the $SYBASE/locales directory. See
“Localization files’ on page 75 for a diagram of the $SYBASE/Iocales
directory structure.

locales.dat contains platform-specific sections, each of which contains
predefined locale definition entries. These entries vary by platform, but all
sections include an entry defining a“default” locale.

Locale definition entries have the form:

locale = locale name, language name, charset name
[, sortorder name]

where:

¢ locale_nameisthe name of the locale definition. The default values for
locale_name are vendor-specified and based on POSIX terminology.
Comments at the end of locales.dat list POSIX values for locale names.

e, (comma) isthe list separator character for thefile.

¢ language _name is the subdirectory name by which Sybase products
recognize the language.
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locales.dat file sample

Editing locales.dat

e charset_nameis the subdirectory name by which Sybase products
recognize the character set.

« sortorder_name is the file name by which Sybase products recognize the
collating sequence (optional).

Thefollowing locales.dat file entry specifies a French locale. Because no sort
order is specified, the default sort order “binary” isused with thislocae:

locale = fr.FR.88591, french, iso 1
The following portion of locales.dat illustrates a platform-specific section:

[aix]

locale = C, us_english, iso 1

locale = En _US, us_english, iso_1

locale = en US, us_english, iso_1

locale = default, us_english, iso 1

locale = japanese.sjis, japanese, sjis
locale = japanese, japanese, eucjis

locale = us_english.utf8, us_english, utfs

If the predefined entriesin local es.dat do not meet your needs, edit thefilewith
an operating system editor such as vi.

Warning! Before you edit, make a copy of the original locales.dat. The copy
will help you solve any problems with the edited version. Also, review the
entries for your platform to seeif an entry already exists.

Edit locales.dat to:
e Changethe “default” locale definition.
¢ Add alocale definition.

e Match alocal e name used by non-Sybase software. For example, the
Sybase predefined locale nameis “fr”:

locale = fr, french, iso 1

If anon-Sybase application requires avalue of “french” for the LC_ALL
environment variable, change the locale name to:

locale = french, french, iso 1
To add a new entry to locales.dat or to change an existing entry:

1 Choose any value for locale_name.
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2 Determine the value for language _name.

When a Sybase language module is installed, a subdirectory for the
language is created in the local es/message directory of the Sybase
directory tree. language_name must correspond to this subdirectory’s
name.

3 Determine the value for charset_name.

When a Sybase language module is installed, subdirectories for each
supported character set are created in the charsets directory of the Sybase
directory tree. charset_name must correspond to one of these subdirectory
names.

4  Determine the value for sortorder_name (if you want a sort order other
than binary).

The charsets/charset_name subdirectory contains the sort order (*.srt)
filesfor the character set. sortorder_name must correspond to one of these
file names (without the .srt).

5 Inthe appropriate platform-specific section of the locales.dat file, typein
or change the appropriate entry.

Update localization environment variables (LC_ALL, LC _CTYPE,
LC_MESSAGE, LC_TIME, LANG) as appropriate.

If you have added a new |ocale name and you want existing applicationsto use
thisnew namein cs_locale calls, edit and recompile the applications as

appropriate.

Note It isnot necessary to delete entriesfrom locales.dat, even if applications
no longer use them. If you decide to delete an entry, make sure no application
usesit.

Localized message files
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Warning! Do not edit localized message files.

L ocalized message files contain product messages in a particular language.
These message files (the *.1oc files in the local es/message/language _name
directories) enable Open Client and Open Server applications to generate
messagesin avariety of languages.

Open Client and Open Server



APPENDIX C Localization

All Open Client and Open Server productsinclude English (us_english)
message files. Your products may also include files to support additional
languages.

If you purchase and install a new language module, the installation process
adds alanguage_name subdirectory containing message filesin the new
language.

M essage file names sometimes vary by platform, but most resemble the
following names:

e cdib.loc—CS-Library messages

e ctlib.loc — Client-Library messages
e odib.loc — Server-Library messages
e blklib.loc—Bulk Library messages
¢ bcp.loc—Bulk Copy messages

¢ esgl.loc — Embedded SQL messages

All Open Client and Open Server message files use the Unicode 1SO 10646
UTF-8 character set.

Open Client and Open Server products convert messages from UTF-8 to other
character sets as needed.

The charsets directory

The charsets directory contains collating sequence files for each supported
character set and a unicode directory, which contains conversion files used by
Unilib.

Collating sequence files

Warning! Do not edit collating files.

The order in which asystem sorts charactersis called its collating sequence or
sort order.
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Open Client and Open Server products include files to support a variety of
collating sequences. Thesefiles can vary by platform but generally include the
following:

e binary.srt

e dictionary.srt
e noaccents.srt
* nocasesrt

e nocasepref.srt

Collating sequences are specified in locales.dat entries. If alocales.dat entry
does not specify a collating sequence, then a binary sort order is used with the
locale.

For moreinformation about collating sequences, see the Open Client and Open
Server International Developers Guide.

Unicode conversion files

Unicode conversion files contain conversion configuration information in
Unicode character set (1SO 10646) in UTF-8 form. These conversion files are
available for each Sybase-supported character set.

The config directory

The config directory contains the global object identifiers file (objectid.dat).

The objectid.dat file

objectid.dat sections
and entries
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The objectid.dat file, which islocated in the $SYBASE/config directory,
associates a unique global object identifier with the local name of an object.

An object identifier is a series of non-negative integer values separated by a
dot. It is based on a naming tree defined by the international standards bodies
CCITT and ISO.

The objectid.dat file contains a section for each class of object.
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Object class entries have the form:

[Object Class]
object identifier local namel, ..., local namen

where:
»  Object Classisthe section identifier.
» object_identifier isthe globaly unique object identifier.

e local_namel,..., local_namen are the local names associated with the
object identifier, separated by a comma.

An objectid.dat The following sample illustrates sections in objectid.dat:
example
[charset]
1.3.6.1.4.1.897.4.9.1.1 = iso_1
1.3.6.1.4.1.897.4.9.1.2 = cp850
1.3.6.1.4.1.897.4.9.1.3 = cp437
1.3.6.1.4.1.897.4.9.1.4 = roman8
1.3.6.1.4.1.897.4.9.1.5 = mac
[collate]
1.3.6.1.4.1.897.4.9.3.50 = binary
1.3.6.1.4.1.897.4.9.3.51 = dictionary
1.3.6.1.4.1.897.4.9.3.52 = nocase
1.3.6.1.4.1.897.4.9.3.53 = nocasepref
1.3.6.1.4.1.897.4.9.3.54 = noaccents
[secmech]
1.3.6.1.4.1.897.4.6.3 = NTLM

1.3.6.1.4.1.897.4.6.6 = csfkrb5

Editing objectid.dat Edit objectid.dat with an operating system editor such asvi if you change the

local name of an abject.
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Kerberos Security Services

This appendix lists the security services supported by the Kerberos
security driver and summarizes some system configuration tasks that are
required in order to use the Kerberos security driver.

Note DB-Library does not support Kerberos.

Topic Page
Supported security services 83
Configuring CyberSafe Kerberos 84
Configuring MIT Kerberos 86

For an overview of the Open Client and Open Server security services
architecture, see Chapter 6, “Using Security Services.”

Supported security services

The Kerberos security mechanism provides the following services:
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Network authentication
Mutual authentication
Dataintegrity

Data confidentiality
Replay detection

Out-of -sequence detection
Credential delegation

Seethe Open Client Client-Library/C Reference Manual for adescription
of these security services.
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Configuring CyberSafe Kerberos

84

Install CyberSafe GSS Run Time Library.

Set the credentials (desired security features) using ct_con_props, or use
the default credentials by not setting credential properties.

Configurethe security section of thelibtcl.cfg or libtcl64.cfg configuration
file.

Verify that the application has a preexisting user credential to connect to
the server. In other words, the user of the application must log in to
CyberSafe before running the client application.

Log in to the CyberSafe security mechanism with the CyberSafe utility
kinit before running your Client-Library application.

If auser nameissupplied, it must match the user’s preexisting credential.
If auser nameis not supplied, Client-Library connectsto the server using
the user name associated with the user’s CyberSafe credential.

The environment variable CSFC5CCNAME, sets the path to the
credentials cache file. If the corresponding fileislocated in a non-default
directory, set the environment variable to the file's full path.

For more information, refer to your CyberSafe documentation.

The libgss.so or libgss.sl file must be in the path while running your
Client-Library application. Thisfileis not provided by Sybase, but is
included with some CyberSafe products. If thisfile is not included with
your CyberSafe product, contact CyberSafe to obtain their GSS-API
library.

No extra flags are required when compiling your Client-Library
applications to use CyberSafe Kerberos security services.

Once you have configured Open Client and Open Server and CyberSafe,
you can useisgl to test your configuration.

See README.SEC in the $SYBASE/$SSYBASE_OCS'sample/srvlibrary
directory for an example of configuring and running the sample program.
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Open Server applications and CyberSafe Kerberos

You can run a custom Open Server application or the Security Guardian server
with CyberSafe Kerberos security. In order for the server and its clients to
communicate over the network, you must perform the normal configuration
steps described in Chapter 3, “Basic Configuration for Open Server.” Then,
for the server and its clients to use CyberSafe Kerberos security services, you
must perform these additional configuration steps:

1
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Decide which CyberSafe Kerberos principal the server will run as.

You can create anew principal with the CyberSafe kadmin utility, using the
add command. The principal must be allowed to act as a server.

If the server principal doesnot already have akey in aCyberSafe Kerberos
server key tablefile, create one with the CyberSafe kadmin utility, using
the ext command. Make sure that the operating system user who starts the
server has read permission on the server key table file. In a production
environment, you must control the accessto the key tablefile. If auser can
read this file, they can create a server that impersonates your server.

Make sure the CyberSafe K erberos security driver is configured in the
[SECURITY] section of libtcl.cfg. See“ SECURITY section” on page 64
for details.

Set the CSFC5K TNAME environment variable to the name of the key
table file that holds the key for the server principal (see step 2). The
CyberSaferuntimelibrariesrequirethat thisenvironment variableto be set
if the server key tablefileisin alocation other than the CyberSafe system
defaullt.

You must place the shared library file (libgss.so on Sun Solaris and Linux
platforms, libgss.so on IBM AIX POWER, or libgss.d on HP HP-UX) in
adirectory specified in the shared library path for your platform (see
Table 5-5 on page 27). As an dternative, you can use the libgss keyword
in libtcl.cfg to specify the path to the GSSlibrary.

What enables the client to find this shared library file at runtime. You can
aso place the shared library filein the lib subdirectory of the CyberSafe
installation as long as this subdirectory isin the shared library path.

This shared library is not provided by Sybase, but it isincluded in some
CyberSafe products. If it is not included with your CyberSafe product,
contact CyberSafe to obtain their GSS-API library.
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6 When you start the server, specify the principal name in addition to the

network nameif the principal name does not match the network name. You
do not have to specify the network name if you set the DSLISTEN
environment variable to the network name.

The Open Server’s network nameisits namein interfaces or the directory
service.

A custom Open Server application specifiesthe principal name by setting
the SRV_S SEC _PRINCIPAL Server-Library property.

Kerberos does not allow the key tablefile to be specified programatically;
you must use the CSFC5K TNAME environment variable (see step 4).

Client-Library applications and CyberSafe Kerberos

See*“ Client-Library and security services’ on page 34 for an overview of how
client applications use security services. These considerations apply to client
applications that use CyberSafe Kerberos security services:

The application must use a preexisting user credential to connect to the
server. In other words, the user of the application must log into CyberSafe
before running the client application. On UNIX, use the CyberSafe kinit
utility to log in to CyberSafe.

If auser nameissupplied, it must match the user’s preexisting credential.
If auser nameis not supplied, Client-Library connectsto the server using
the user name associated with the user’s CyberSafe credential.

Configuring MIT Kerberos
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Install and configure the MIT software on your system. Refer to Table B-
2 on page 65 to see which MIT version is supported on your platform.

Set the desired security features using ct_con_props, or use the default
credentials by not setting credential properties.

Configure the security section of the libtcl.cfg configuration file.
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*  Verify that the application has a preexisting user credential to connect to
the server. In other words, the user of the application must log in to the
Kerberos environment using the kinit utility, before running the client
application.

e If auser nameissupplied, it must match the user’s preexisting credential.
If auser nameisnot supplied, Client-Library connects to the server using
the user name associated with the user’s credential.

e Theenvironment variable KRBSCCNAME setsthe path to the credentias
cachefile. If the corresponding fileislocated in a non-default directory,
set the environment variable to the file's full path.

For more information, refer to your documentation.

e« TheMIT GSSlibrary, libgssapi_krb5.s0, must be specified inthelibtcl.cfg
file using the libgss keyword. Sybase recommends providing the full path
to the Kerberos driver.

* No extraflags are required when compiling your Client-Library
applications to use Kerberos security services.

¢ Once you have configured Open Client and Open Server and Kerberos,
you can use isql to test your configuration.

See README.SEC in the $SYBASE_OCS'sample/srviibrary directory for an
example of configuring and running the sample program.

Open Server applications and MIT Kerberos

You can run acustom Open Server application with K erberos security. In order
for the server and its clients to communicate over the network, you must
perform the normal configuration steps described in Chapter 3, “Basic
Configuration for Open Server.” In order for the server and its clientsto use
Kerberos security services, you must perform these additional configuration
steps:

1 Decidewhich Kerberos principal the server will run as.

You can create a new principa with the kadmin utility, using the add
command. The principal must be allowed to act as a server.
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If the server principal doesnot already have akey in aKerberos server key
tablefile, create one with the kadmin utility, using the ext command. Make
sure that the operating system user that starts the server has read
permission on the server key table file. In a production environment, you
must control the accessto thekey tablefile. If auser canread thisfile, they
can create a server that impersonates your server.

Make sure the Kerberos security driver is configured inthe[SECURITY]]
section of libtcl.cfg. See“SECURITY section” on page 64 for details.

Set the KRB5_KTNAME environment variable to the name of the key
tablefile that holds the key for the server principal (see step 2). The
Kerberosruntimelibrariesrequirethisenvironment variableto beset if the
server key tablefileisin alocation other than the system default.

Enter thelocation of libgssapi_krb5.sofilein thelibtcl.cfg directory using
the libgss keyword.

When you start the server, specify the principal name in addition to the
network nameif the principal name does not match the network name. You
do not have to specify the network name if you set the DSLISTEN
environment variable to the network name.

The Open Server network name is defined in the interfaces directory
service.

A custom Open Server application specifiesthe principal hame by setting
the SRV_S SEC PRINCIPAL Server-Library property.

Kerberos does not allow the key tablefile to be specified programatically;
you must use the KRB5_KTNAME environment variable (seeitem 4).

Client-Library applications and MIT Kerberos

See“ Client-Library and security services’ on page 34 for an overview of how
client applications use security services. These considerations apply to client
applications that use Kerberos security services:
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The application must use a preexisting user credential to connect to the
server. In other words, the user of the application must log in to Kerberos
before running the client application. On UNIX, use the Kerberos kinit
utility to log in to Kerberos.

If auser nameissupplied, it must match the user’s preexisting credential.
If auser nameis not supplied, Client-Library connectsto the server using
the user name associated with the user’s Kerberos credential .

Open Client and Open Server



APPENDIX D Kerberos Security Services

Credential delegation for MIT Kerberos

The Kerberos security driver supports credential delegation when using the
MIT Kerberos Generic Security Services (GSS) library. Thisalowsyou to set
up an Open Server gateway application that uses the delegated client
credential s when establishing a connection with aremote server.

[ IEstablishing a connection with a remote server using credential
delegation

Thisisan example of acall sequence you can employ when using credential
delegation. The ctos example in $SYBASE/

OCS-15_0/samplée/srvlibrary. connect.c contains an example of the properties
mentioned here:

1 Theclient application requests for credential delegation and forwards the
credential to the gateway connection using:

ct_con props(..., CS SET, SRV _SEC DELEGATION, ...)

2 The connection handler of the gateway application checks whether the
client requested credentia delegation:

if (srv_thread props(..., CS_GET,
SRV_T_SEC_DELEGATION, ...))

{...}
3 Theconnection handler retrieves the delegated client credentials:

srv_thread props(..., CS_GET,
SRV_T SEC_DELEGCRED, ...)

4 Theclient application sets the delegated credentials in the Client-Library
connection structure for use in connecting to the remote server:

ct_con props(..., CS SET, CS SEC CREDENTIALS, ...)

5 Theclient application attempts to connect to the remote server using
ct_connect.

You can also request for credential delegation using isql and bep option-vd. For
more information, see the Open Client and Open Server Programmers
Supplement for UNIX.

For detailed information on using credential delegation, see the Open Server
Server-Library/C Reference Manual and the Open Client Client-Library/C
Reference Manual.
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Configuring Sun Solaris Kerberos

Sun Solaris Kerberos is based on MIT's Kerberos with the following
differences:

e TheGSSlibrary is/usr/lib/libgss.so instead of libgssapi _krb5.so.

e All other information inthis section, Configuring MIT Kerberosappliesto
the version of Kerberos provided with Sun Solaris.

Configuring Kerberos environments and mixed Kerberos
environments

For suggestions about configuring the Kerberos environment and mixed
Kerberos environments, refer to the technical document General Kerberos
Configuration Tasks at http://www.sybase.com/detail?id=1029260.
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SSL description

SSL handshake

Configuration Guide for UNIX

Secure Sockets Layer in Open
Client and Open Server

Thisappendix describesthe SSL support for Open Client and Open Server
and summarizes some system configuration tasks that are required in
order to use the SSL protocol.

Topic Page
SSL description 91
Validating a server by its certificate 93
Obtaining a server certificate 96
Description of Sybase tools 98
Customized Open SSL support 107
FIPS 140-2 compliance for password encryption 107

For an overview of the Open Client and Open Server security services
architecture, see Chapter 6, “Using Security Services.”

SSL isanindustry standard for sending wire- or socket-level encrypted
data over client-to-server and server-to-server connections. Before the
SSL connection is established, the server and the client exchange a series
of 1/O round trips to negotiate and agree upon a secure encrypted session.
Thisiscalled the“ SSL handshake,” described next.

When a client application requests a connection, the SSL -enabled server
presents its certificate to prove its identity before datais transmitted.
Essentially, the SSL handshake consists of the following steps:
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¢ Theclient sends a connection request to the server. The request includes
the SSL (or Transport Layer Security, TLS) options that the client
supports.

e Theserver returnsits certificate and alist of supported CipherSuites,
which includes SSL/TL S support options, the algorithms used for key
exchange, and digital signatures.

e A secure, encrypted session is established when both client and server
have agreed upon a CipherSuite.

For more specific information about the SSL handshake and the SSL/TLS
protocol, see the Internet Engineering Task Force Web site at http://www.ietf.org.

For alist of CipherSuites that Open Client and Open Server support, see the
Open Client Client Library/C Reference Manual.

SSL security levels in Open Client and Open Server
SSL provides several levels of security:

e When establishing a connection to an SSL-enabled server, the server
authenticates itself—proves that it is the server you intended to contact—
and an encrypted SSL session begins before any datais transmitted.

¢ Oncethe SSL session is established, user name and password are
transmitted over a secure, encrypted connection.

« A comparison of the server certificate’s digital signature can determine if
any information received from the server was modified in transit.

The SSL filter

When establishing a connection to an SSL-enabled Adaptive Server, the SSL
security mechanism is specified as afilter on the master and query linesin the
interfacesfile. SSL is used as an Open Client and Open Server protocol layer
that sits on top of the TCP/IP connection.

The SSL filter isdifferent from other security mechanisms, such as Kerberos,
that are defined with secmech (security mechanism) linesin the interfacesfile.
The master and query lines determine the security protocolsthat are enforced
for the connection.
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For example, atypical interfacesfile on aUNIXmachine using SSL lookslike
this:

SERVER <retries><time-outs>

master tcp ether <hostname> <portnumber> ssl
query tcp ether <hostname> <portnumber> ssl

where hosthameis the name of the server to which the client is connecting and
portnumber is the port number of the host machine.

All connection attemptsto amaster or query entry in the interfacesfilewith an
SSL filter must support the SSL protocol. A server can be configured to accept
SSL connections and have other connections that accept plain text
(unencrypted data), or use other security mechanisms.

For example, an Adaptive Server interfaces file on UNIXthat supports both
SSL -based connections and plain-text connections looks like this:

SYBSRV1
master tcp ether hostname 2748 ssl
query tcp ether hostname 2748 ssl
master tcp ether hostname 2749

In thisexample, the SSL security serviceis specified on port number 2748. On
SYBSRV1, Adaptive Server listensfor clear text on port number 2749, which
is without any security mechanism or security filter.

Validating a server by its certificate

Any Open Client and Open Server connection to an SSL-enabled server
requires that the server have a certificate file, which consists of the server’s
certificate and an encrypted private key. The certificate must also be digitally
signed by a Certificate of Authority (CA).

Open Client applications establish a socket connection to Adaptive Server
similarly to theway that existing client connections are established. Before any
user datais transmitted, an SSL handshake occurs on the socket when the
network transport-level connect call completes on the client side and the accept
call completes on the server side.

To make a successful connection to an SSL-enabled server:

e The SSL-enabled server must present its certificate when the client
application makes a connection request.
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¢ Theclient application must recognizethe CA that signed the certificate. A
list of al “trusted” CAsisin the trusted roots file. See “ The trusted roots
file.”

¢ For connectionsto SSL -enabled servers, the common namein the server’s
certificate must match the server name in the interfaces file aswell.

When establishing a connection to an SSL-enabled Adaptive Server, Adaptive
Server loads its own encoded certificates file at start-up from the following
directory, $SYBASE/$SYBASE _ASE/certificates/servername.crt, where
servername is the name of the Adaptive Server as specified on the command
line when starting the server with the -S flag or from the server’s environment
variable DSLISTEN.

Other typesof serversmay storetheir certificatein adifferent location. Seethe
vendor-supplied documentation for the location of your server’s certificate.

Common name validation in an SDC environment

Syntax for UNIX
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The default behavior for SSL validation in Open Client and Open Server isto
compare the common name in the server’s certificate with the server name
specified by ct_connect(). In ashared disk cluster (SDC) environment, a client
may specify the SSL certificate common name independent of the server name
or the SDC instance name. A client may connect to an SDC by its cluster
name—which represents multiple server instances—or to a specific server
instance.

Open Client and Open Server supports common name validation in an SDC
environment. This alows the Adaptive Server SSL certificate common name
to be different from the server or cluster name by allowing the client to use the
transport address to specify the common name used in the certificate
validation. The transport address can be specified in one of the directory
services like the interfaces file, LDAP or NT registry, or through the
connection property CS_ SERVERADDR.

Thisisthesyntax of the server entriesfor the SSL -enabled Adaptive Server and
cluster for UNIX:

CLUSTERSSL

query tcp ether hostnamel 5000 ssl="CN=namel"
query tcp ether hostname2 5000 ssl="CN=name2"
query tcp ether hostname3 5000 ssl="CN=name3"
query tcp ether hostname4 5000 ssl="CN=name4"

ASESSL1
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master tcp ether hostnamel 5000 ssl="CN=namel"
query tcp ether hostnamel 5000 ssl="CN=namel"

ASESSL2
master tcp ether hostname2 5000 ssl="CN=name2"
query tcp ether hostname2 5000 ssl="CN=name2"

ASESSL3
master tcp ether hostname3 5000 ssl="CN=name3"
query tcp ether hostname3 5000 ssl="CN=name3"

ASESSL4
master tcp ether hostnamel 5000 ssl="CN=name4"
query tcp ether hostnamel 5000 ssl="CN=name4"

The trusted roots file

The list of known and trusted CAs is maintained in the trusted roots file. The
trusted rootsfileis similar in format to a certificate file, except that it contains
certificates for CAs known to the entity (client applications, servers, network
resources, and so on). The System Security Officer adds and deletes CAsusing
astandard ASClI-text editor.

The trusted roots file for Open Client and Open Server islocated in
$SYBASE/config/trusted.txt. Currently, the recognized CAs are Thawte,
Entrust, Baltimore, VeriSign and RSA.

By default, Adaptive Server storesits own trusted rootsfilein
$SYBASE/$SYBASE_ASE/certificates/server name.txt.

Both Open Client and Open Server alow you to specify an aternate location
for the trusted roots file:

¢ OpenClient:

ct_con_props (connection, CS_SET, CS_PROP_SSL CA,
“S$SYBASE/config/trusted.txt”, CS_NULLTERM, NULL) ;

where $SYBASE is the installation directory. CS_PROP_SSL_CA can be
set at the context level using ct_config(), or at the connection level using
ct_con_props().

¢ Open Server:

srv_props (context, CS_SET, SRV_S CERT_AUTH,
“SSYBASE/config/trusted.txt”, CS_NULLTERM, NULL);
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where $SYBASE isthe installation directory.

bep and isql utilities aso allow you to specify an alternative location for the
trusted roots file.The parameter -x is included in the syntax, allowing you to
specify an alternative location for the trusted.txt file.

Obtaining a server certificate
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The System Security Officer installssigned server certificatesand private keys
in the server. You can get a server certificate by:

e Using third-party tools provided with existing public-key infrastructure
already deployed in the customer environment.

¢ Using the Sybase certificate request tool in conjunction with a trusted
third-party CA.

To obtain a certificate, you must request a certificate from a CA. If you request
a certificate from athird-party and that certificate isin PKCS #12 format, use
the certpk12 utility to convert the certificate into aformat that is understood by
Open Client and Open Server. See “ The certpk12 utility” on page 104.

To test the certificate request tool and to verify that the authentication methods
are working on your server, Open Client and Open Server provides a certreq
and certauth tool, for testing purposes, that allows you to function asa CA and
issue a CA-signed certificate to yourself.

The main stepsto creating a certificate for use with a server are:
1 Generate the certificate request.

2  Generate the public and private key pair.

3 Securely store the private key.

4 Send the certificate request to the CA.

5

After the CA signsand returnsthe certificate, append the private key to the
certificate.

6 Storethe certificate in the server’s installation directory.
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Using third-party tools to request certificates

Most third-party PKI vendors and some browsers have utilities to generate
certificatesand private keys. These utilitiesare typically graphical wizardsthat
prompt you through a series of questions to define a distinguished name and a
common name for the certificate.

Follow the instructions provided by the wizard to create certificate requests.
Once you receive the signed PKCS #12-format certificate, use certpkl12 to
generate a certificate file and a private key file. Concatenate the two filesinto
aservername.crt file, where servername is the name of the server, and place it
in the server’sinstallation directory. By default, the certificates for Adaptive
Server's are stored in $SYBASE/$SYBASE_ASE/certificates. See “The
certpk12 utility” on page 104.

Using Sybase tools to request and authorize certificates

Sybase provides tools for requesting and authorizing certificates. certreq
generates public and private key pairs and certificate requests. certauth
converts a server certificate request to a CA-signed certificate in the
SSYBASE/$SSYBASE_OCSbin directory.

Warning! Usecertauth only for testing purposes. Sybase recommendsthat you
use the services of acommercial CA because it provides protection for the
integrity of the root certificate, and because a certificate that is signed by a
widely accepted CA facilitates the migration to the use of client certificatesfor
authentication.

Preparing a server’s trusted root certificate is a five-step process. Perform all
five stepsto create atest trusted root certificate so you can verify that you are
able to create server certificates. Once you have atest CA certificate (trusted
roots certificate) repeat steps 3 through 5 to sign server certificates.

1 Usecertreq to request a certificate.

2 Usecertauth to convert the certificate request to a CA self-signed
certificate (trusted root certificate).

Use certreq to request a server certificate and private key.

4 Use certauth to convert the certificate request to a CA-signed server
certificate.
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5 Append the private key text to the server certificate and store the
certificate in the server’sinstallation directory.

See the following section for a description of these Sybase tools.

Note certauth and certreq are dependent on RSA and DSA agorithms. These
tools only work with vendor-supplied crypto modules that use RSA and DSA
algorithms to construct the certificate request.

For information on adding, deleting, or viewing server certificateson Adaptive
Server, see the Adaptive Server Enterprise System Administration Guide.

Description of Sybase tools

The following sections describe the Sybase tools you can use to request
certificates.

The certauth utility

Syntax

Parameters
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Converts a server certificate request to a CA- (certificate authority) signed
certificate.

certauth

[-r]

[-C caCert_fil€]

[-Q request_filename]

[-K caKey_filename]

[-N serial_number]

[-O SgnedCert_filename]
[-P caPassword]

[-s start_time]

[-T valid_time]

[-v]

-r

when specified, creates a self-signed root certificate for the test environment.

-C caCert_file
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Example 1

specifies the name of the CA’s certificate request file when -r is specified, or
specifies the name of the CA’sroot certificate.

-Q request_filename

specifies the name of certificate request file.
-K caKey_filename

specifies the name of the CA’s private key.
-N serial_number

specifies the serial number in the signed certificate. If -N is not specified,
certauth generates a pseudo-random serial number.

-0 SgnedCert_filename

specifies the name to use for the output when creating a signed certificatefile.
If -ris specified, SgnedCert_filename is the self-signed root certificate. If -r
option is not used, SgnedCert_filename is the certificate signed by the
caCert _file.

-P caPassword
specifiesthe CA’s password that is used to decrypt its private key.
-s start_time

specifiesthe start of the validity period for the certificate, from the current
time, inunits of days. Thedefault start timeisthe current time, unless specified
with -s.

-T valid_time
specifiesthe length of the validity period for the certificate, in units of days.
-V

prints the version number and copyright message of the certauth tool, then
exits.

This example convertsthe CA’s certificate request (ca_req.txt) to acertificate,
using the private key (ca_pkey.txt). The private key is protected using
password. This example sets the valid time range to 365 days, self-signs the
certificate, and outputsit asaroot certificate (trusted.txt).

certauth -r -C ca reqg.txt -Q ca req.txt
-K ca pkey.txt -P password -T 365 -O trusted.txt

The utility returns this message:

-- Sybase Test Certificate Authority --
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Example 2

Certificate Validity:
startDate = Tue Sep 5 10:34:43 2000

endDate = Wed Sep 5 10:34:43 2001

CA sign certificate SUCCEED (0)

Note You need to create atrusted root certificate for the test CA only once.
After you have created the trusted root certificate, you will useit to sign many
server certificatesin your test environment.

Thisexampleconvertsaserver certificaterequest (srv5_req.txt) to acertificate,
and setsthe valid time range to 180 days. This example signs the certificate
with a CA'’s certificate and private key (trusted.txt and ca_pkey.txt), uses
password protection, and outputs the signed certificate as sybase _srvs.crt.

certauth -C trusted.txt -Q srv5_req.txt
-K ca pkey.txt -P password -T 180 -O sybase srv5.crt

Note If you do not set valid time, the default is 365 days.

The utility returns this message:

-- Sybase Test Certificate Authority --
Certificate Validity:
startDate = Tue Sep 5 10:38:32 2000

endDate = Sun Mar 4 09:38:32 2001

CA sign certificate SUCCEED (0)

Below isasample certificate. See the Usage section below for additional steps

to take to create a server certificate that the server can use.

MIICSTCCAgUCAVAWCWYHKOZIzjgEAWUAMG8XxCzAJBgNVBAYTA1VTMRMwEQYDVQQT
EwpDYWxpZm9ybml hMRMWEQYDVQQHEWPFbWVyeXZpbGx1MQ8wDQYDVQQKFAZTeWh

c2UxDDAKBgNVBASUAORTVDEXMBUGA1UEAXQOC31iYXN1X3R1c3REY2EwWHhcNMDAW
ODE4MTkxMzMOWhcNMDEwWODE4MTkxMzMOW] BvMQswCQYDVQQGEwJIVUzZETMBEGAUE

CBMKQ2FsaWZvcm5pYTETMBEGA1UEBXMKRW11cnl 2aWxsZTEPMAOGALIUEChQGU311
YXN1IMOwwCgYDVQQLFANEU1QxFzAVBgNVBAMUDNNSYmEFZzZV90ZXNOX2NhMIHWMIoO

BgcghkjOOAQBMIGCAKEA+6xG7XCxik1xbP96nHBnQrTLTCjHl1cy8QhIekwv9o01lgG
EMG9AjJij6VCkPOD75quMEkaPPjOIbXEJEe/aYXQIVAPyVYl+B9phC2e2YFCf7
cReCcSNxAkBHt 7rn0JZ1Dnd81iLQGt 0wdlw4 1o/Xx20eZS4CIWOKVKKGIA1hNGz8r
GrQTspWcwTh2rNGbXx1NXhAV5g40CgrYAOMAAKA7OUNE]1 90Kmhdt3RISiceCMgOf
1J8dgtWF15mcHeS80mF9s/vgPARSNkaVk 7LJK6kk7QvXUBY+8LMOugpJd £ / TYMASG
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AhUAhM2IcnlpSavQtXFzXJUCoOmNLpkCFQDtESRUGU08ZdxnQt PududDmoBiUQ==

See also

e Themaximum length of the serial number in the -N option is 20
hexadecimal characters. If the specified serial number islonger, certauth
truncates the serial number to the maximum length.

» Tocreateaserver certificatefilethat Adaptive Server understands, append
the certificate requestor’s private key to the end of the signed certificate
file. Using the example above, you would cut and paste srv5_pkey.txt to
the end of the signed certificate file, sybase srvs.crt.

* Tocreateatrusted rootsfile that the server can load upon start-up, rename
trusted.txt to sybase srvb.txt, where sybase srv5.txt isthe common name
of the server.

* Then, copy the sybase srvb.txt fileinto the Adaptive Server installation
directory, for example, $SYBASE/$SSYBASE ASE/certificates.

Thefile, which isrequired for an SSL-based session, is used to start the
SSL-enabled Adaptive Server.

After the CA'sroot certificateis created, it can be used to sign multiple server
certificates.

certreq

The certreq utility

Syntax

Parameters

Creates a server certificate request and corresponding private key. This utility
can be used in interactive mode, or you can provide al optional parameterson
the command line.

certreq

[-F input_file]

[-R request_filename]
[-K PK_filename]

[-P password]

[-v]

-F input_file

specifies the input-file name that contains attribute information to build a
certificate request. If you do not specify an input_file name, the required
information must be interactively entered by a user.
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Example 1
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The input_file needs an entry for each of the following:

req certtype={Server,Client}

req_keytype={RSA,DSA}

req_keylength={for RSA: 512-2048;
for DSA: 512,768,1024}

req_country={string}

req state={string}

req locality={string}

req organization={string}

req _orgunit={string}

req commonname={string}

Note The common name must be the same as the server name, exceptin a
cluster environment, where multiple servers may use the same common name.

See “ Common name validation in an SDC environment” on page 94 for more
details.

See Example 2 for asamplefile called input_file.

-R request_filename

specifies the name for the certificate-request file.

-K PK_filename

specifies the name for the private-key file.

-P password

specifies the password used to protect the private key.

-V

displays the version number and copyright message, then exits.

This example does not use the -F input_file parameter, and isthereforein
interactive mode. To create a server certificate request (server_req.txt) and its
private key (server_pkey.txt), enter the following:

certreq

Choose certificate request type:

S - Server certificate request
C - Client certificate request (not supported)
Q - Quit

Enter your request [Q] : s

Choose key type:
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R - RSA key pair

D - DSA/DHE key pair

Q - Quit
Enter your request [Q] : r
Enter key length (512, 768, 1024 for DSA; 512-2048 for

RSA : 512

Country: US

State: california

Locality: emeryville

Organization: sybase
Organizational Unit: dst
Common Name: server

The utility returns the message:
Generating key pair (please wait)

After the key pair is generated, the certreq utility prompts you for more
information.

Enter password for private key : password
Enter file path to save request: server req.txt
Enter file path to save private key : server pkey.txt

Example 2 Alternatively, you can usethe-F option for noninteractive mode. When you use
the -F option, use valid values and follow the format described above. Failure
to do so prevents the certificate from being built correctly.

Below isa sampletext file that can be used for noninteractive entry for a
certificate request.

certreq -F input file

req certtype=server

req keytype=RSA

req keylength=512

req country=us
req_state=california
req locality=emeryville
req organization=sybase
req orgunit=dst

req commonname=server

After you create and save thisfile, enter on the command line:

certreq -F path and file -R server req.txt
-K server_pkey.txt -P password

where path_and _file isthe location of the text file.

Configuration Guide for UNIX 103



Description of Sybase tools

Usage

See also

Thisfile creates aserver certificate request, server_req.txt, and its private key,
server_pkey.txt which is protected by password.

You can edit the server certificate file with any standard ASCII text editor.

¢ Theinput file uses the format of <tag>=value. <tag> is case sensitive and
should be the same as described above.

e The"="isrequired. Valid value should start with aletter or digit, must be
asingle word, and there should not be any spaces within value.

req_keytype,”

« valueisrequired for <tag>s“req_certtype,
“req_keylength,” and “req_commonname.”

e The space or tab around <tag>, “=" and value is allowed. Blank lines are
also allowed.

¢ Each comment line should start with “#.”

¢ Thecertificate request fileisin PKCS #10 format and used as acceptable
input for the certauth tool to convert the request to a CA-signed certificate.

certauth

The certpk12 utility

Syntax

Parameters

104

Exports or imports a PKCS #12 file into a certificates file and a private key.

certpk12

{-O Pkcs12 file| -l Pkcsl2 file}
[-C Cert_file]

[-K Key_file]

[-P key_password]

[-E Pkcs12_password]

[-v]

-C Cert_file

specifies the name of certificate file to be exported to a PKCS#12 file if -0 is
“on”; or the name of certificate file to be imported from a PK CS #12 file if -I
is“on.”

-K Key file

specifiesthe name of private key fileto be exportedto aPKCS#12fileif -Ois

on; or the name of private key file to beimported from aPKCS#12 fileif -1 is
on.
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-P Key_password

specifies the password which is used to protect the private key specified by -K.
If -O ison, the password is required to export the private key to a PKCS #12
file; if -1ison, the password is required to output the private key to atext file
after it isimported from a PKCS #12 file.

-0 Pkcs12 _file

specifies the name of a PKCS #12 file to be exported. The file can contain a
certificate plus aprivate key, asingle certificate, or asingle private key. Either
-O or -1 needsto be on.

-1 Pkes12 file

specifies the name of a PKCS #12 file to be imported. The file can contain a
certificate plus aprivate key, asingle certificate, or asingle private key. Either
-1 or -O needsto be on.

-E Pkcs12_password

specifies the password used to protect the PKCS #12 file. If -O is“on,” the
password is used to encrypt the PKCS #12 file to be exported; if -1is“on,” the
password is used to decrypt the PKCS #12 file to be imported. The password
isalso called “transport password.”

-V
printsthe version number and copyright message of the certpk12 tool and exits.

Example 1 This example exports certificate file, caRSA.crt and private key file,
caRSApkey.txt to aPKCS #12 file, caRSA.pl12. password is the password used
to decrypt caRSApkey.txt. pk12password is the password used to encrypt the
final caRSA.pl12:

certpkl2 -O caRSA.pl2 -C caRSA.crt -K caRSApkey.txt
-P password -E pkl2password

-- Sybase PKCS #12 Conversion Utility certpkl2 Thu Nov
9 16:55:51 2009--

Example 2 ThisexampleimportsaPKCS #12 file, caRSA.p12 which containsacertificate
and aprivate key. Output the embedded certificateto atext file, caRSA_new.crt
and the embedded privatekey to atext file, caRSApkey new.txt. new_password
isused to protect caRSApkey new.txt, and pkl12password is required to decrypt
caRSA.p12 file:

certpkl2 -I caRSA.pl2 -C caRSA new.crt
-K caRSApkey new.txt -P new password -E pkl2password

-- Sybase PKCS#12 Conversion Utility certpkl2 Thu Nov 9
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Example 3

Example 4

Usage

See also

106

16:55:51 2009--

Note After running example 1 and 2, caRSA.crt and caRSA_new.crt are
identical. However, caRSApkey.txt and caRSApkey new.txt are different
because they are encrypted randomly.

This example exports the certificate file called caRSA.crt to a PKCS#12 file
called caRSAcert.pl2. pkesl2password is used to encrypt caRSAcert.pl2:

certpkl2 -O caRSAcert.pl2 -C caRSA.crt -E pkl2password

-- Sybase PKCS#12 Conversion Utility certpkl2 Thu Nov 9
16:55:51 2009--

This example imports aPKCS #12 file called caRSAcert.p12, which contains
acertificate. It outputs the embedded certificate to atext file called
caRSAcert.txt. pk12password is required to decrypt caRSAcert.pl2 file.

certpkl2 -I caRSAcert.pl2 -C caRSAcert.txt
-E pkl2password

-- Sybase PKCS#12 Conversion Utility certpkl2 Thu Nov 9
16:55:51 2009--

Note After running examples 3 and 4, caRSA.crt and caRSAcert.txt are
identical.

e certpk12 only supportstriple-DES encrypted PKCS #12 file.

«  Append certificate requestor's private key to the end of its signed
certificatefile.

* Namethefile servername.crt, where servernameisthe name of the server,
and place it in the certificates directory under $SYBASE/$SYBASE ASE.

Thisfileis needed to start the SSL-enabled Adaptive Server.

certreq and certauth
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Customized Open SSL support

Linux on POWER (32-bit and 64-bit) supports SSL functionality using Open
SSL.

To enable the SSL functionality, add the libsybfcsissl.s0.15.0.3 (32-hbit) or
libsybfcsissl64.50.15.0.3 (64-bit) runtime libraries to libtcl.cfg (32-bit) or
libtcl64.cfg (64-bit) configuration files. The configuration filesare availablein
SSYBASE/$SYBASE_OCSconfig.

FIPS 140-2 compliance for password encryption

Encryption of login and remote passwordsin Open Client and Open Server is
accomplished with the Sybase Common Security Infrastructure (CSI).
Certicom SSL Plus 5.2.2 CSI-Crypto 2.6 complies with the Federal
Information Processing Standard (FIPS) 140-2. UNIX platforms that support
this feature require the Certicom Security Builder shared library named
libsbgse2.s0, which isinstalled with CSl 2.6. To support FIPS encryption, a
Certicom Security Builder shared library named libsbgse2.soisinstalled in
$SYBASE/$SYBASE_OCS/ib3p or in $SYBASE/$SYBASE_OCS/lib3p64 when
you install SDK or Open Server

Configuration Guide for UNIX 107



FIPS 140-2 compliance for password encryption

108 Open Client and Open Server



Index

A

auxiliary Open Server 9

B

bep.locfile 79
binary.srt file 80
blklib.loc file 79

C

certauth

certificates 97, 98
certificates

certauth 97, 98
certpkl2 104

certreq 101

converting 104

obtaining 97, 98, 101

server 93

SSL 94,95

tools 97,98, 101, 104

trusted rootsfile 95
certpk12 certificates 104
certreq certificates 101
charsets directory

contents 75, 79
CipherSuite support 92
Client 88
client library applications 88
collating sequencefiles 79
common name validation

SDC environment 94
connection

environment variables 55

OpenClient 5

overview 3

Configuration Guide for UNIX

connection types
LDAP 24
cdib.locfile 79
ctlib.locfile 79
CyberSafe Kerberos security
how to usein applications 84

D

dictionary.srt file 80
directory drivers 22
ditbase 62
syntax in libtcl.cfg file 62
directory schemafile
location 20
directory section
LDAPentries 62
directory services 37
addingaserver 51
adding entries 43
atributes 21
connection process 22, 23
copying entriesto 46, 48
directory objects 21
drivers 22
listing entries 42
modifying entries 43
overview 17
security attribute 32
viewinganentry 42
directory servicesvs. interfacesfile 18
driver configuration file 60
drivers
definition 60
security 32
types 60
dscp utilities
about 37
adding a server to directory services 43,51

109



Index

adding server entries 43

commands 39

copying server entries 46, 48

deleting server entries 46

exiting 48

help 39

listing server entries 42

modifying server entries 45

starting 38

viewing aserver entry 42
dscp utility

closing asession 40

opening asession 39

server atributes 41

switching between sessions 40
dsedit utility

about 49

adding a server to directory services 51

E
encrypting
password 63
environment variable
LDAP 27
environment variables
for configuration 56
for connection 55
for localization 56
setting 57
esgl.locfile 79

G

gateway Open Server 9

H

help
related documents  viii

110

initialization

OpenClient 5
overview of process 2

interfacesfile 37

adding entries 43
copying entries 48
copying entriesto 46
editing with dsedit 50
entries 68

how itisused 68

listing entries 42

location 68

modifying entries 43
opening adscp session 39
order of precedence 60
secmech line 31

standby server addressing 70
viewinganentry 42

Kerberos 83

LDAP

anonymous connections 24
connection types 24
defined 18

directory schema 20
directory section 62
enabling 25

environment variables 27
interfacesfile 18

Idapurl defined 26
libraries 27

libtcl*.cfgfile 23
location of libraries 27
multiple directory services 27
sampleentry 19

user name/password connections 25

LDAP drivers

location 23

Open Client and Open Server



Idapurl
example 26
keywords 26
libtcl*.cfgfile 23
location 23
order of precedence 60
overriding 60
purpose 60
libtcl.cfg file

directory drivers 62
howitisused 61

layout 61
location 61
sections 62

security drivers 64
locales directory

contents 76, 80
locales.dat file

editing 77,78

entries 76

filefragment 77

howitisused 76

location 76
localization

overview 73,75
localization files

about 75

collating sequencefiles 79

locales.dat file 76, 78

localized message files 78, 79

objectid.dat file 80
localized message files 78

M

MIT Kerberos 88
MIT Kerberos security
how to usein applications 86

N

network drivers
adding inlibtcl.cfg file 68
noaccents.srt file 80

Configuration Guide for UNIX

nocase.srt file 80
nocasepref.srt file 80

O

objectid.dat file
editing 81
entries 80
filefragment 81
location 80
ocs.cfgfile 71
Open Client
about 1
basic configuration 5
configuration tasks 7
connection process 5
directory services 22
initialization process 5
localization process 73, 75
security services 34
Open Server
about 1
auxiliary 9
basic configuration 9, 11
configuration tasks 10
connection process 9
directory services 22
initialization process 9
localization process 73, 75
security services 34, 35
types of applications 9, 23
odib.locfile 79

P

password
encrypting with pwdcrypt 63
encryption 63

pwdcrypt
to encrypt passwords 63

Index

111



Index

R

related documents  viii

S

security drivers 32
addinginlibtcl.cfg file 67
Kerberos 83

security services 32
Client-Library 33
configuration tasks 35
example 33
Open Server 34
overview 31
provided by Kerberos 83
secmech line or attribute 31
security mechanisms 31, 32
types 32

server
authentication 93
certificate 93

shared disk cluster environment
certificate 94

sort order files 79

SSL
certificates 94, 95
filter 92
handshake 91
in Open Client and Open Server
overview 91
SDC 94
SSL/TLS 92
trusted rootsfile 95

T

trusted rootsfile
certificate 95

U

unicode directory
contents 80

112

92

Vv

viewing directory services 45, 52

Open Client and Open Server



	Configuration Guide
	About This Book
	CHAPTER 1 Configuration Overview
	About Open Client and Open Server
	Overview of configuration
	The initialization process
	The connection process

	Configuration tasks

	CHAPTER 2 Basic Configuration for Open Client
	Overview of configuration for Open Client
	Configuration tasks for Open Client

	CHAPTER 3 Basic Configuration for Open Server
	About Open Server applications
	Overview of configuration for Open Server
	Configuration tasks

	CHAPTER 4 Configuring Open Client for Sybase Failover
	Add hafailover line to interfaces file
	Client-Library application changes
	Using isql with Sybase HA Failover

	CHAPTER 5 Using a Directory Service
	Overview of directory services
	LDAP directory services
	LDAP directory services versus the Sybase interfaces file
	Server objects and attributes

	How applications use a directory service
	How applications use LDAP directory services
	Authentication


	Enabling LDAP directory services
	Multiple directory services with LDAP
	Importing Microsoft Active Directory schema
	Creating a container for Sybase server entries


	Connecting to LDAP using SSL/TLS

	CHAPTER 6 Using Security Services
	Overview of network-based security
	Security mechanisms
	Security drivers
	Security services

	How applications use security services
	Client-Library and security services
	Server-Library and security services

	Configuration tasks
	Configure Kerberos
	Configure libtcl.cfg


	CHAPTER 7 Using dscp
	About dscp
	Starting dscp
	Viewing your configuration
	Getting help
	Using dscp sessions
	Adding and modifying server entries
	Listing server entries
	Viewing a server entry
	Adding a server entry
	Modifying a server entry
	Deleting server entries

	Copying server entries
	Copying entries within a session
	Copying entries between sessions
	Copying all entries to a different session

	Exiting dscp

	CHAPTER 8 Using dsedit
	About dsedit
	Starting dsedit
	Opening a session
	Interfaces file sessions
	Adding a server to the directory services

	Adding, viewing, and editing server entries
	Adding or editing network transport addresses
	TCP/IP addresses

	Troubleshooting dsedit or dsedit problems
	dsedit does not start
	Cannot add, modify, or delete server entries


	APPENDIX A Environment Variables
	Environment variables used for connection
	Environment variables used for localization
	Environment variables used for configuration
	Setting environment variables

	APPENDIX B Configuration Files
	About configuration files
	The libtcl.cfg and libtcl64.cfg files
	Dynamic linking of drivers
	How libtcl.cfg is used
	How libtcl.cfg is structured
	DIRECTORY section
	For LDAP entries in the DIRECTORY section
	SECURITY section
	Adding a directory driver
	Adding a security driver


	The interfaces file
	interfaces entries
	Standard format

	Editing the interfaces file
	Standby server addressing

	The ocs.cfg file

	APPENDIX C Localization
	Overview of the localization process
	Environment variables used during localization

	Localization files
	The locales directory
	The locales.dat file
	Localized message files

	The charsets directory
	Collating sequence files
	Unicode conversion files

	The config directory
	The objectid.dat file


	APPENDIX D Kerberos Security Services
	Supported security services
	Configuring CyberSafe Kerberos
	Open Server applications and CyberSafe Kerberos
	Client-Library applications and CyberSafe Kerberos

	Configuring MIT Kerberos
	Open Server applications and MIT Kerberos
	Client-Library applications and MIT Kerberos
	Credential delegation for MIT Kerberos
	Configuring Sun Solaris Kerberos
	Configuring Kerberos environments and mixed Kerberos environments


	APPENDIX E Secure Sockets Layer in Open Client and Open Server
	SSL description
	SSL handshake
	SSL security levels in Open Client and Open Server
	The SSL filter

	Validating a server by its certificate
	Common name validation in an SDC environment
	The trusted roots file

	Obtaining a server certificate
	Using third-party tools to request certificates
	Using Sybase tools to request and authorize certificates

	Description of Sybase tools
	The certauth utility
	The certreq utility
	The certpk12 utility

	Customized Open SSL support
	FIPS 140-2 compliance for password encryption

	Index


