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Introduction to Developer Guide for Hybrid Apps

Introduction to Developer Guide for Hybrid
Apps

This developer guide provides information about using SAP® Mobile Platform features to
create Hybrid App packages. The audience is Hybrid App developers.

This guide describes requirements for developing a Hybrid App package, how to generate
Hybrid App package files, and how to deploy the Hybrid App to the server. It also provides
information about how to customize the provided source code for Hybrid Web Containers.

Companion guides include:

»  SAP Mobile WorkSpace - Mobile Business Object Development
*  SAP Mobile WorkSpace - Hybrid App Package Development

o System Administration

»  SAP® Control Center for SAP Mobile Platform

e Tutorial: Hybrid App Package Development

e Troubleshooting

*  Mobile Application Life Cycle

»  Developer Guide: Migrating to SAP Mobile SDK

Documentation Roadmap for SAP Mobile Platform

SAP® Mobile Platform documents are available for administrative and mobile development
user roles. Some administrative documents are also used in the development and test
environment; some documents are used by all users.

See Documentation Roadmap in Fundamentals for document descriptions by user role.

Check the Product Documentation Web site regularly for updates: Attp.//sybooks.sybase.com/
Sybooks/sybooks.xhtml?id=1289&amp, c=firsttab&amp,a=0&amp,p=categories, then
navigate to the most current version.
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Introduction to Developing Hybrid Apps With
SAP Mobile Platform

A Hybrid App includes both business logic (the data itself and associated metadata that
defines data flow and availability), and device-resident presentation and logic.

You can develop Hybrid Apps using third-party Web frameworks, enabling you to access
gateway datasources through the Hybrid Web Container.

SAP Mobile Platform, development tools enable both aspects of Hybrid App development:

« The data aspects of the Hybrid App are called mobile business objects (MBO), and “MBO
development” refers to defining object data models with back-end enterprise information
system (EIS) connections, attributes, operations, and relationships. Hybrid Apps can
reference one or more MBOs and can include load parameters, personalization, and error
handling.

* Once you have developed MBOs and deployed them to SAP Mobile Server, develop
device-resident presentation and logic for your Hybrid App. See SAP Mobile WorkSpace -
Mobile Business Object Developmentfor procedures and information about creating and
deploying MBOs.

» A second data option is to access OData sources from your Hybrid Apps with the Datajs
library.

» OData sources and MBOs can be used together in a Hybrid App.

Hybrid Web Container Architecture

The Hybrid Web Container is the runtime on the device within which Hybrid Apps are
executed.

Developer Guide: Hybrid Apps 3
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Hybrid Web Container Customization

A Hybrid Web Container is a native application designed to process generic function calls
from a Hybrid App. The Hybrid Web Container embeds a browser control supplied by the
device OS, which allows you to build applications with simplicity of Web development but
utilize the power of native device services. By using the Hybrid Web Container for each device
type supported in a business mobility environment, you can create a single HTML5
application that performs advanced, device specific operations on all the different devices.

Hybrid App Development

The Hybrid Web Container supports workflow type applications, which are applications that
participate in a lifecycle flow involving special notifications (modified in the Transform
Queue), application flow, and finally submission of form data to matching server components
(through the Response Queue).

The Hybrid Web Container also supports applications that do not participate in a workflow
type process. In other words, applications that are not triggered by notifications (no
Transform Queue), and that do not submit asynchronous “submit” responses through queuing
(no Response Queue). These applications do not communicate with the server for data access,
but use the messaging channel for deployment, provisioning, and application life cycle
management.

Write Hybrid Apps in standards-based HTMLS5, JavaScript (the standard scripting language
used to create Web applications), and Cascading Style Sheets (CSS). These are technologies
familiar to web developers. This enables Web developers to incorporate open source
frameworks and also select their preferred development environment, for example, Sencha
and JQuery Mobile.
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Hybrid App Designer

The Hybrid App Designer uses the Hybrid Web Container as the runtime for Hybrid App
packages. The Hybrid App Designer included with SAP Mobile Platform is a tool that helps
you design the user interface and test the flow of the business process for an application. Using
the Hybrid App Designer allows you to develop application screens that can call on the create,
update, and delete operations, as well as object queries, of a mobile business object.

Hybrid App package files are generated using the Hybrid App Package generation wizard in
the Hybrid App designer. The generated Hybrid App package contains files that reference a
mobile business object (MBO) package, an MBO in that package, and the operation or object
query to call along with a mapping of which key values map to parameter values. The
generated Hybrid App package's output is translated to HTML\CSS\JavaScript. The logic for
accessing the data and navigating between screens is exposed as a JavaScript API.

The Hybrid App packages generated by the Hybrid App designer are not proprietary, they are
identical to what would need to be produced when using other tools and Web application
frameworks. Hybrid App Designer-generated packages use jQuery Mabile as their primary
Web application framework on most platforms.

Deploy Hybrid App packages to SAP Mobile Server and assign to users using the Hybrid App
Designer in Eclipse.

Generated Customization Files
The Hybrid Web Container uses HTML, JavaScript, and CSS Web technologies, which allow
you to customize the generated files with JavaScript code.

e HTML —the generated files depend on the device platform. You can open these files with a
third-party Web-development tool and modify them, but they are overwritten if generated
from the Hybrid App deployment tool. The Hybrid App Designer also includes a
HTMLView user interface element that can be placed on a screen, and in which custom
HTML code can be inserted, which will be published in-line when the file is re-generated.

« JavaScript — the JavaScript API exposes customization points for navigation events, and
allows access to data-access functions for requests and cached values. Customization of
the HTML page should be executed using the embedded jQuery in these customization
points. For example, execute jQuery logic to modify the toolbar in
customBeforeHybridAppLoad (). You can add additional custom JavaScript files
to the Hybrid App package in the Eclipse WorkSpace.

Note: In prior releases, JavaScript files for customization were automatically included in
the generated Hybrid App HTML files. The JavaScript files are still added to the generated
package, but no longer referenced in the HTML.

e CSS - the Hybrid Web Container uses a third-party CSS library, which enables you to
modify the look-and-feel of the HTML page. The jQueryMobile CSS file is embedded as
the default look-and-feel, which allows you to select from the variety of themes within the
jQueryMobile framework, or use your own CSS rules for skinning pages and screen
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elements. These can be device operating system-specific. You can also leverage existing
CSS style rules from your own organization's Web standards.

The generated files are documented in the Reference section of this guide.

Management

You can deploy Hybrid App packages in Eclipse and manage them through the SAP® Control
Center console. No device interaction is required from the administrator. Once a Hybrid App
package is deployed into an existing installation, the administrator can configure the Hybrid
App package and assign it to any active user in the system.

Offline Capabilities

Server-initiated notifications extract data from the backend and SAP Mobile Platform sends
them to the client device. The client device does not need to be online at the time the
notification is sent—the message is received as soon as the client device comes online. Submit
actions on the client can also be sent while the device is offline. They will be sent to the server
as soon as the device comes online. These notifications are made available offline for
processing once they are delivered to the device.

Online Request actions only work when the device is online. The results of object queries run
by these types of actions can be cached on the client so that the next time the same query is
invoked with the same parameters it is able to get those results from the client-side cache
without needing to go to the server. This is achieved by specifying a non-zero cache timeout
for the action.

You can also store data locally (when the device is offline) using the SUPStorage JavaScript
API.

Hybrid App Development Task Flow
This task flow describes task flows for the different Hybrid App development options.

Hybrid App Development Task Flow Using Third-Party Web
Frameworks and MBOs

This describes the basic steps for developing Hybrid Apps that access MBO operations and
object queries using a third-party tool, or by hand.

1. Define the data you want to use from your backend system and to expose through your
Hybrid App, and the methods and operations to perform.

Create a Mobile Application profect on page 9.
Develop the Mobile Business Objects on page 10.
Deploy the Mobile Application Projecton page 9.
Generate the JavaScript APl on page 23.

S A
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6. Package the Hybrid App files. on page 605

7. In SAP Control Center, deploy the Hybrid App package to SAP Mobile Server. on page
629

Hybrid App Development Task Flow With the Designer
Developing a Hybrid App includes these basic tasks.

1. Open or import a mobile application project with predefined mobile business objects
(MBOs).

2. Deploy the Mobile Application Project:
b. On the Target Server page, select the server and connect to it.

c. On the Server Connection Mapping page, map the database connection profile to the
server.

3. Create the application connection in SAP Control Center.

Note: This step is normally performed by the system administrator.
4. Use the Hybrid App Designer to create a new Hybrid App.

Note: Optionally, you can create a Hybrid App manually, however, using the Hybrid App
Designer, automates many tasks and provides integration across different device
platforms.

5. Use the Hybrid App Designer to generate screens by dragging and dropping MBOs and

MBO operations from WorkSpace Navigator to the Flow Design page.

Create, delete, and edit screens, controls, menus, screen navigations, and so on.

Generate the Hybrid App files.

(Optional) Customize the generated Custom. js file.

. (Optional) If you customize the Hybrid App files, re-generate an repackage the files.

10 Deploy the Hybrid App package to SAP Mobile Server.

11. Install and configure the Hybrid Web Container on the device or simulator.

12. In SAP Control Center, assign the Hybrid App to the device user.

13. On the device or simulator, run, test and debug the Hybrid App.

© © N

Note: See SAP Mobile WorkSpace - Mobile Business Object Development for procedures
and information about creating and deploying MBOs.

Identify a Business Process for a Hybrid App That Uses a Lifecycle Flow

The first step in developing a Hybrid Apps that participate in a lifecycle flow involving special
e-mail messages (modified in the Transform Queue), application flow, and finally submission
of form data to matching server components (through the Response Queue) is identifying
whether a Hybrid App can implement a decision point in a particular business process.

Hybrid Apps enable a decision step or triggering of a business process, essentially mobilizing
asmall decision window in a business process. While some business processes require a thick
application with business logic and access to reference data, some others do not. Sometimes a
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business process can be made mobile simply by providing the ability to capture asingle "Yes"
or "No" from a user, or by providing the ability to send data in structured form into the existing
backend systems.

A typical Hybrid App allows creating, updating or deleting of data in a backend data source
(EIS), either directly or through the SAP Mobile Server, and retrieving that data, then
displaying that information in a decision step. A more complex Hybrid App could involve an
application that uses online request menu items to invoke various create, update, or delete
operations and/or object queries all in the same flow.

An example of a business process that would be a suitable Hybrid App would be the ability of
an employee to use a mobile device to submit an expense report while out of office, or to report
on their project activities, or to make a request for travel.

@ Application Employee Uses
Notifies Employee " an Application on
Employee of Initiates Device to Initiate a
Manager Action Travel Request Travel Request
| =
! @ frls
Notify Check
Manager Employee Aot
Approves or
Rejects
T Manager Approve
Manager Views Approves/ Small
the Details Rejects Amounts
and Analyzes
Relevant
Information
Q e
Manager Logs Notify
Into WEB U1 Manager

Manager Receives
a Notification

on Device @
Manager

Receives
Notification
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Develop Hybrid Apps Using Third-party Web
Frameworks
Developing Hybrid Apps this way allows you to use a greater variety of application designs,

from using different HTML formatting to using different Web application frameworks, and
beyond.

Note: When writing your own HTML and JavaScript to create a Hybrid App package
manually, there is one absolute requirement—you must implement the following JavaScript
function:

function processDataMessage (incomingWorkflowMessage)

The Hybrid Web Container needs to call this function when online request processing is
complete. The incoming message is an XML-formatted string.

Develop MBO-based Hybrid Apps

Develop Hybrid Apps using mobile business objects (MBO) to define object data models with
back-end enterprise information system (EIS) connections, attributes, operations, and
relationships.

A project in SAP Mobile WorkSpace must contain the MBOs to use in your application. See
SAP Mobile WorkSpace - Mobile Business Object Development.

The JavaScript APIs in the Mobile SDK are located in <SMP_HOME>UnwiredPlatform

IMobileSDK<version>IHybridApplAPI. 1t is split into two categories:

« Container —these APIs are fundamentally independent of the Ul framework you choose to
use (if any). There is no reference to screens. These APIs are considered mandatory when
building your Hybrid App.

« AppFramework — these APIs are an optional add-on to the Container APIs that give you
functionality to navigate between screens, represent the messages sent to and from the
server in developer-friendly form, and bind the Ul to and from those messages
automatically. These APIs do make some assumptions about how your Ul is constructed/
manipulated, and those assumptions are not necessarily true for all Ul frameworks, Sencha
among them.

Creating a Mobile Application Project

A mobile application project is the container for the mobile business objects that forms the
business logic of mobile applications.

You must create a mobile application project before you can create mobile business objects.
See Eclipse Basics for information about projects.
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1. Select File> New > Mobile Application Project from the main menu bar.
2. Entera:

* Name
e Location (if other than the default).
3. Click Finish.

The Mobile Application Project is created and an empty Mobile Application Diagram
opens.

4. (Optional) Modify the Mobile Application Project configuration properties by right-
clicking the project in WorkSpace Navigator, selecting Properties, and selecting Mobile
Application Project Configuration. When modifying the configuration properties, keep
in mind that:

e The default application ID and Display name are the same as the project. The

description is "Default application ID".

» Follow these guidelines when changing application ID, application name, display
name, and description:

* |D —less that 64 bytes, begin with an alphabetic character, followed by
alphanumeric characters, a dot, or underscores, and not contain consecutive dots or
underscores.

« Display name—string, length less than 80 bytes.

* Description —string, length less than 255 bytes.

All added applications must have a name (display name and description can be empty),

but are assigned a name at runtime when the application is created.

Developing a Mobile Business Object

You can define attributes and operations of a mobile business object (MBO) without
immediately binding them to a data source, define them from and bind them to a data source,
or create an MBO that does not bind to a data source (local business object, or uses only DCN
as the refresh mechanism).

Prerequisites

Before developing MBOs, understand the key concepts and principals described in
Understanding Fundamental Mobile Development Concepts. Also, see the companion guide,
Mobile Data Models: Using Mobile Business Objects, for a deeper understanding of how to
build an efficient MBO model.

Task

The attributes and operations that define an MBO must be bound to a data source at some point
in the development process, unless it is a local business object, or the MBOs data is to be
loaded only through Data Change Notification (DCN). If you already have a connection to the
data source through a connection profile, you can quickly generate attribute and operation
bindings based on the data source. However, if you do not have access to the required data

10

SAP Mobile Platform



Develop Hybrid Apps Using Third-party Web Frameworks

source, you define the MBO, but bind your operations and attributes to the data source at a later
point. The difference between the two development approaches is when you create and bind
the attributes and operations:

e Create an MBO and bind to a data source immediately — includes two methods:

1. Drag and drop the data source onto the Mobile Application Diagram, which launches
the appropriate wizards and automatically creates bindings based on the selected data
source.

2. Create an MBO and its operations and attributes using the Mobile Application
Diagram and palette that launches a set of wizards and allows you to bind them directly
to a data source.

« Create an MBO and defer data source binding — create an MBO and it's operations and
attributes using the Mobile Application Diagram and palette that launches a set of wizards
and allows you to bind the MBO to a data source at a later time. After you define the data
source, you bind the MBO to it from the Properties view.

« Create an MBO using a DCN cache group policy without data source binding — when an
MBO's CDB data is to be filled only through DCN, a data source binding is not necessary.
In these cases, the MBO must reside in a cache group that uses the DCN policy.

» Createalocal business object — create a local business object by clicking the local business
object icon in the palette then click the object diagram. Local business objects can only run
on the client and cannot be synchronized. It can contain attributes and operations that run
on the device. For example, the local business object could be combined with other MBOs,
where the local business object runs an object query against results returned by other
MBOs.

Deploying a Mobile Application Project
Deploy a Mobile Application project directly to an SAP Mobile Server, and optionally create a
reusable deployment profile.

To avoid errors or inconsistent behavior, client applications must be regenerated whenever a
package has been redeployed. Restarting the client application is not sufficient to reset the
client for a package that has been redeployed.

1. Right-click the Mobile Application project and select Deploy Project.

Alternatively, you can launch the deployment wizard, which automatically sets the SAP
Mobile Server portion of the wizard, by dragging a Mobile Application project folder from
Workspace Navigator and dropping it on the SAP Mobile Server in Enterprise Explorer to
which you are deploying.

Note: As an option, you can press F9 when your cursor is in the Mobile Application
Diagram to launch the Deployment wizard for the corresponding project. If a deployment
profile exists for the project, F9 performs quick deployment of the project according to the
profile.
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2.

Select a deployment mode (Update, Replace, or Verify), target version, Package name,
and click Next.

Select the MBOs from each Synchronization Group to be deployed and click Next.

Note: If any selected MBOs contain errors, the Next and Finish buttons are disabled.

Create or add required JAR files for MBOs that use Resultset Filters or Custom Result
Checkers and click Next.

Select a target server, click Connect, and select a Domain and Security Configuration for
the deployment package and click Next. (Optional) If no SAP Mobile Server connection
exists, click Create and define a connection profile for one to which you can connect and
deploy the deployment package.

Deploy applications to SAP Mobile Server — select the applications to deploy to SAP
Mobile Server. A unique Application ID identifies the application and uses the project
name by default.

SAP Mobile WorkSpace lists not only local applications defined through the mobile
application project's context menu Properties > Mobile Application Project
Configuration, but all applications already assigned to the selected domain of the target
server (available applications), whether those existing applications contain this current
mobile application project or not. SAP Mobile WorkSpace validates the projects for:

« If the local and server applications are the same, but the display name or description
differ, they display in the target applications list, but a validation error appears because
the assigned application ID must be unique.

* When deploying the project/package with "Replace™ mode, if the project/package
already exists in an available application that exists on the server, but that application is
not selected as the target application, a warning indicates that the server will remove
the project/package from the existing application.

« Ifalocal application is added to the target applications list, and a server application
with the same ID but different display name/description is not assigned, a warning
indicates that you can modify the display name/description of the existing sever
application with that of the local application.

Map connection profile to server connections — you must map design-time connection
profiles to server-side (runtime) enterprise information system (EIS) data sources
referenced by the MBOs in the project. Deployment fails if the EIS data sources are not
running and available to connect to. To map the connection profile to a server connection,
select the connection profile from the list of available connection profiles then select the
corresponding server connection to which it maps, or select <New Server Connection...>
to create a new server connection.

Contact the system administrator in cases where your development environment permits
access to systems that the SAP Mobile Server prohibits.

Note: You can also modify server connection properties (Web service connections only).

12
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8. Ifalogical role is defined in your MBO, map logical roles to physical roles. If there are no
logical roles defined, this page is skipped. Click Next.
9. (Optional) Specify the name and location for the new deployment profile. This is useful for
troubleshooting MBO and deployment errors.
« Save the deployment settings as a deployment profile — if you do not save your settings
to a deployment profile, they are lost when you exit the Deploy wizard.
« Enter or select the parent folder — by default, Deployment is the folder in which the
deployment profile is saved.
« File name — the name of this deployment profile. The deployment profile is assigned
a .deploy extension.

10. Click Finish to deploy the project to the SAP Mobile Server's Packages folder.

MBO Examples
This section shows examples of how to implement different patterns and functionality. These
are examples only. You must modify the procedures based on the actual MBOs, object queries,
and parameters you are using.

Implementing Online Lookup for Hybrid Apps

In this example, online lookup provides direct interaction between the data requester (client)
and the enterprise information system (EIS), supplying real-time EIS data rather than cached
data.

Prerequisites
Complete the procedure in Defining Load Arguments from Mapped Propagate to Attributes
on page 635 so that you have an MBO with the required attributes.

Task
This section describes how to invoke the Employee's £ indByParameter method.

1. Right-click on the mobile application project and choose Generate Hybrid App API.

2. Select the Employee MBO, choose Gener ateto an external folder, and add \html to
end of the folder name.
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Fr Hybrid Application JavaScript API Generation

JavaScript API Generation
Generate JavaScript APIs For selected MBOs,

Mobile Business Objects List:

£ [#] patterns_online
Emplayes

Dependencies:
({Motes: Javascript APIs won't be generated for dependencies unless they are explicitly checked on the MBO list,

— JavaScripk APIs Generation Location
" Generate into the project

' Generate ko an external folder

Generation Folder: | \Dacuments and Settingsidanielvatworkspacezipatterns _onlinelGenerated Hybrid ApplAPIsTEEm Browse. .. |

5y
'\?,' = Back | [t = | Einish I Cancel |

3. Right-click on the generated html folder and select New > Other > General > File.
4, Enter online.html for the file name.

5. Openthe online.html file and add this code:

<html>
<head>

<meta http-equiv="Content-Type" content="text/html;

charset=utf-8" />
<meta name="HandheldFriendly" content="True" />
<meta http-equiv="PRAGMA" content="NO-CACHE" />
<meta name="viewport" content="initial-scale =

1.0 ,maximum-scale = 1.0" />
<script src="js/PlatformIdentification.js"></script>
<script src="js/hwc-api.]js"></script>
<script src="js/hwc-comms.]js"></script>
<script src="js/hwc-utils.js"></script>
<script src="js/WorkflowMessage.]js"></script>
<script src="js/HybridApp.]js"></script>

<script>
function findEmp () {
var deptID = document.getElementById ("deptID") .value;
emp = new Employee();
emp.deptIdLP = deptID;
employee findByParameter (emp,
"supusername=supAdminé&suppassword=s3pAdmin", "onError");

}

function onError (e) {
alert ("An error occurred");
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}

hwc.processDataMessage = function
(incomingDataMessageValue) {
if (incomingDataMessageValue.indexOf ("<M>") != 0) {
alert ("An error occurred! "o+

incomingDataMessageValue) ;
}
var workflowMessage = new
WorkflowMessage (incomingDataMessageValue) ;
var values = workflowMessage.getValues();
var empList = values.getData ("Employee");
var firstEmp = emplList.value[0];
var firstName =
firstEmp.getData ("Employee emp fname attribKey") .value;
alert ("The name of the first employee is " + firstName) ;
}
</script>
</head>
<body>
<form>Dept Id: <input type="text" value="100" id="deptID"/></
form><br>
<button id="findEmpsButton" onclick="findEmp () ">Find</
button>&nbsp; &nbsp; &nbsp;
<button id="closeWorkflow" onclick="hwc.close()">Close</
button>
</body>
</html>

Five of the included files are from <SMP HOME>\MobileSDK23\HybridAp\API
folder. The file named HybridApp.js is generated based on the operations and object
queries of the MBOs selected in the Generate Hybrid App APl wizard. When the Find
button is clicked, the department ID is retrieved and set on the employee object, whichisan
input parameter to the method named employee findByDeptIdin

HybridApp. js. Once the result returns from SAP Mobile Server, it is passed into the
method processDataMesssage Where the first employee's name is shown.

6. Navigate to SMP HOME\MobileSDK23\HybridApp\PackagingTool and
double-click the packagingtool .bat file if you are using a 32-bit JDK, or
packagingtool64.bat if you are using a 64-bit JDK.

7. Click Browseto enter the file path for your project and click OK.

8. Select Project > New.

9. Fill in Patterns_Online and the location of where the generated files currently exist (the
same location specified as the Generation folder above) for the Project name and Web root
directory.

10. Fill in the MBO package name and version to match the deployed package.
11. Specify the files to include in the Hybrid App for each supported platform.
Only the selected files appear in the manifest.xml file.
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12. Click Generate to generate a deployable Hybrid App package.
13. Deploy and assign the Hybrid App package using SAP Control Center.

Implementing Server Notification for Hybrid App Clients
Configure matching rules for MBO-related data on SAP Mobile Server.

Prerequisites
Complete the procedure in Defining the Mobile Business Objecton page 639 so that you have
an MBO with the required attributes.

Task

Any data changes matching these rules trigger a notification from SAP Mobile Server to the
Hybrid App client. This section describes how to write HTML, JavaScript, and modify the
WorkflowClient.xml to display the results of a server notification.

1. Right-click on the mobile application project and choose Generate Hybrid App API.

2. Select the Sales MBO, choose Generateto an external folder, and add \htm1 to end of
the folder name.

3. Right-click on the generated html folder and select New > Other > General > File.
4, Enter notification.html for the file name.

5. Openthe notification.html file and add this code:

<html>
<head>

<meta http-equiv="Content-Type" content="text/html;

charset=utf-8" />
<meta name="HandheldFriendly" content="True" />
<meta http-equiv="PRAGMA" content="NO-CACHE" />
<meta name="viewport" content="initial-scale =

1.0 ,maximum-scale = 1.0" />
<script src="js/PlatformIdentification.js"></script>
<script src="js/hwc-api.]js"></script>
<script src="js/hwc-comms.js"></script>
<script src="js/hwc-utils.]js"></script>
<script src="js/WorkflowMessage.js"></script>
<script src="js/HybridApp.js"></script>

<script>
hwc.processDataMessage = function
(incomingDataMessageValue) {
if (incomingDataMessageValue.indexOf ("<M>") != 0) {
alert ("An error occurred! " +

incomingDataMessageValue) ;
}
var workflowMessage = new
WorkflowMessage (incomingDataMessageValue) ;
var values = workflowMessage.getValues();
var salesOrderList = values.getData("Sales order");
var salesOrder = salesOrderList.value[0];
var salesOrderId =
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salesOrder.getData ("Sales order id attribKey") .value;
var custld =
salesOrder.getData ("Sales order cust id attribKey") .value;
alert ("The customer id for sales order " + salesOrderId
+ " is " + custId);
}
</script>
</head>
<body onload="hwc.onHybridAppLoad CONT () ">
<h3>Server Notification Sample</h3>
<button id="closeHybridApp" onclick="hwc.close ()">Close</
button>
</body>
</html>

Five of the included files are from the <SMP_HOME>\MobileSDK23\HybridAp
\APT folder. The file named HybridApp. js is generated based on the operations and
object queries of the MBOs selected in the Generate Hybrid App APl wizard. In the onload
event, the method hwc . onHybridAppLoad CONT () is called. For server-initiated
applications this returns the data message associated with this instance of the server-
initiated application as a parameter to hwc.processDataMessage (). In
processDataMessage, some of the data is extracted from the application message
and displayed.

6. Navigate to SMP_ HOME\MobileSDK23\HybridApp\PackagingTool and
double-click the packagingtool .bat file.

7. Click Browseto enter the file path for your project and click OK.
8. Select Project > New.

9. Fill in Patterns_Notification and the location of where the generated files currently exist
(the same location specified as the Generation folder above) for the Project name and Web
root directory.

10. Fill in the MBO package name and version to match the deployed package.
11. Specify a matching rule for the subject:
<! [CDATA[find sales order \(.*]]>
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Il Hybrid App Packaging Tool
Project Help

=10l x|

Eroject name:

Praject explorer [Patterns_wotfication

Pal

web application folders

[Cpoouments and Setti

e\patterns_notificat g Hybrid App\ARTsihEml

Seneral Information Matching Rules | Custom Icons | 105 | Android | BisckBerry 5 | BlackBarry 6 | windows Mobile & |

Type [ cortent

Add

Subjet

ZCDAT AT saies, order 1oTTs.

HNew Delete

Delete

Save Generate

12. Specify the files to include in the Hybrid App for each supported platform.
Only the selected files will appear in the manifest.xml file.

Il Hybrid App Packaging Tool

_[alx]
Praject Help
Project explorer Braject name: [Patterns_totification
Weh application folder: [Cibamumerts and St e\patterns_notifical 3 Hybrid AppVAPTShEm]
Seneral Information | Matching Rules | Custom Icons 105 | Android | BisckBerry 5 | BlackBarry 6 | windows Mobile & |
¥ Suppart i05 platfarm
Select File For this platform: Start-up HTHL file:
=) [2 €\Documents and Settin paktterns_notifi o Hybr [ notification htmi
=Eis

[ Callbaks.js Start screen:

O camera.js =

O Certificate js I J

[ datais-1.0,3.3s
sternaResource js

hic-ubils.is
O isonz.is
PlatformIdentification. js
O suPStorage. js
+[] Timezane.js
workflow.js
WarkfowMessage.is
- o, bkl

] WorkFawclient zml

HNew Delete

Save Generate

13. Open the generated WorkflowClient .xml file and update the Notifications

section:

<Notifications>

<Notification type="onEmailTriggered" targetscreen="Salesorder"
asyncRequestErrorScreen="" errorNotificationSubjectLine=""
errorNotificationFromLine="" asyncRequestErrorlogs=""

asyncRequestErrorLogMessage=""
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asyncRequestErrorLogMessageAsList="">
<Transformation>
<Rule type="regex-extract" source="subject"
workflowKey="order id" workflowType="number" beforeMatch="find
sales order \ (" afterMatch="\)" format=""/>
</Transformation>
<Methods>
<Method name="findByParameter" type="search"
mbo="Sales order" package="patterns notification:1.0">
<InputBinding opname="findByParameter" optype="none">
<Value sourceType="Key" workflowKey="order id"

contextVariable="" paramName="order id" attribName="1id"
mboType="int" convertToLocalTime="false"/>
</InputBinding>

<OutputBinding generateOld="true">
<Mapping workflowKey="Sales order" workflowType="list"
mboType="1ist">
<Mapping workflowKey="Sales order id attribKey"
workflowType="number" attribName="id" mboType="int"/>
<Mapping workflowKey="Sales order cust id attribKey"
workflowType="number" attribName="cust id" mboType="int"/>
<Mapping workflowKey="Sales order order date attribKey"
workflowType="date" attribName="order date" mboType="date"/>
<Mapping
workflowKey="Sales order fin code id attribKey"
workflowType="text" attribName="fin code id" mboType="string"/>
<Mapping workflowKey="Sales order region attribKey"
workflowType="text" attribName="region" mboType="string"/>
</Mapping>
</OutputBinding>
</Method>
</Methods>
</Notification>
</Notifications>

14. Save and close the file.

15. In the Hybrid App Packaging Tool, click Generate to create a deployable package.
16. Login in to SAP Control Center to deploy and assign the Hybrid App package.

17. Send a notification to the device.

Typically this is triggered by a database trigger or by the EIS sending a DCN. You can also
use the Send a Notification wizard in the Hybrid App designer.

a) Inthe Hybrid App designer, click Flow Design.
b) Right-click in the Flow Design page and select Send a notification.
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[ send Notification To & Device User B3 f

Send Notification To A Device User

The Cc and Bee fields are not sent in the notification. These fields are used for matching rules only.

Mobile Server prafile: IMy Mabile Server

Tao I admin

Cc I

Bee: I

Fram: I userl

Subject: I find sales arder (2001)
Body: 1 am kesting this

\_ Lef Lef Le] Lef Lo

Get Device Users

'Y
I\\? ') [E Send I Cancel |

Implementing the Cached Data Pattern for MBO-based Hybrid Apps
For access to cached data, define a menu action and bind it to the findByDeptld object query.

Prerequisites
Complete the procedure in Defining the Mobile Business Objecton page 645 so that you have
an MBO with the required attributes.

Task

Using cached data is efficient when access to cached data is sufficient to meet business needs.
For example, it may be sufficient to refresh the cache once a day for noncritical MBO data that
changes infrequently.

1. Generate the Hybrid App API:
a) Right-click the mobile application project and choose Generate Hybrid App API.
b) In the tree view, select the Employee MBO, which contains the findByDeptld object
query.
c) Choose Generateto an external folder and add "\html" to end of the folder name.

20

SAP Mobile Platform



Develop Hybrid Apps Using Third-party Web Frameworks

a4 Hybrid Application JavaScript API Generation — |EI|5|

JavaScript API Generation

zenerate Javascript APIs for selected MEQs,

Maobile Business Objects List:

B [ Patterns_Cached
- [#] Employee

i Jawascripk APIs Generation Location
€~ Generate into the praject

* Generate to an external folder

Generation folder: | \Documenis and Settingsidanielvaiworkspace|Patterns_Cached\Generated Hybrid App|Patterns_Cached[RRN Browse...

@) < Back | MExt = | Finish I Cancel |

By default, the wizard creates a Generated Hybrid App folder under the project
and a sub folder named APTs.
d) Click Finish.
2. Right-click the htm1 folder and choose New > Other > General > File, and enter
cached.html for the file name.

3. Copy and paste the following contents into the cached.html file:

<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=utf-8" />
<meta name="HandheldFriendly" content="True" />
<meta http-equiv="PRAGMA" content="NO-CACHE" />
<meta name="viewport" content="initial-scale =
1.0 ,maximum-scale = 1.0" />
<script src="js/PlatformIdentification.js"></script>
<script src="js/hwc-comms.js"></script>
<script src="js/hwc-utils.js"></script>
<script src="js/WorkflowMessage.js"></script>
<script src="js/HybridApp.js"></script>

<script>
function findByDept () {
var deptID = document.getElementById("deptID") .value;
emp = new Employee();
emp.deptIDLP = deptID;
employee findByDeptId (emp,
"supusername=supAdminé&suppassword=s3pAdmin", "onError");

}
function onError (e) {
alert ("An error occurred");

}

hwc.processDataMessage = function
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(incomingDataMessageValue) {
var workflowMessage = new
WorkflowMessage (incomingDataMessageValue) ;
var values = workflowMessage.getValues();
var empList = values.getData ("Employee");
var firstEmp = empList.value[0];
var firstName =
firstEmp.getData ("Employee emp fname attribKey") .value;
alert ("The name of the first employee is " + firstName) ;
}
</script>
</head>
<body>
<form>Dept Id: <input type="text" value="100" id="deptID"/></
form><br>
<button id="findByDeptButton" onclick="findByDept ()">Find</
button>&nbsp; &nbsp; &nbsp;
<button id="closeWorkflow" onclick="hwc.close()">Close</
button>
</body>
</html>
4. Open the packaging tool to create a deployable ZIP file of the Hybrid App by double-
clicking on packagingTool .bat, which is located in <SMP_HOME >

\MobileSDK23\HybridApp\PackagingTool\.
5. Enter a location for the generated ZIP file, for example, c: \patterns.
6. Choose Project > New.

7. FillinPatterns Cachedand the location where the generated files currently exist for
the Project name and Web root directory.

8. Fill in the MBO package name and version to match the deployed package.

9. Specify the files to include in the Hybrid App for each supported platform.
Only the selected files appear in the manifest.xml file.

10. Click Deploy to create a deployable package.

11. Log in to SAP Control Center to deploy the Hybrid App package and assign the Hybrid
App to an application connection.

12. Review the contents of the cached.html file.

The first four included files are from the Mobile SDK located in the <SMP_HOME >
\MobileSDK23\HybridAp\API folder. The last file is generated based on the
operations and object queries of the MBOs selected when you generated the Hybrid App
API.

When you click the Find button, the department ID is retrieved and set on the employee
object, which is an input parameter to the method named employee_findByDeptld in
HybridApp. js. Once the result returns from the SUP server, it is passed into the
method processDataMesssage, where the first employee's name is shown.
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Generating JavaScript MBO Access API

Generate JavaScript API for MBOs to use in your custom code.

The generated API automatically includes, and utilizes, the Container APIs, along with the
message manipulation APIs from the AppFramework portion of the Mobile SDK. The wizard
also generates the WorkflowClient .xml file, which is required to support those
functions.

Note: The generated WorkflowClient .xml file does not include a completed
Notification, so if you want a server-initiated Hybrid App, you must do this by hand.

1

In WorkSpace Navigator, right-click the Mobile Application project for which to generate
the JavaScript, and choose Generate Hybrid App API.

In the tree view, select the MBOs for which to generate the JavaScript.

Accept the default location for the files, or specify the location for the generated files and
click Finish.

By default, the wizard creates a Generated Hybrid App folder under the project,
and a subfolder named APTs.

Generated Hybrid App Files

Examine the generated files.

WorkflowClient.xml — this file establishes the mapping between the XML
messages and JSON calls to and from the SAP Mobile Server server.

Note: The generated WorkflowClient.xml does not include a completed
notification, so if you want the Hybrid App to be server-initiated, you must write the
Notification section. See Creating Notifications to Make the Hybrid App Server-
Initiated.

WorkflowMessage. js — defines some convenient functions for accessing incoming
application messages.

Workflow. js — contains functions map to the MBOQ's operations and object queries.
The contents depend on the MBOs you select when you run the wizard, since the wizard
generates only the JavaScript API functions for the selected MBOs.

These files are static, container related, commonly used JavaScript libraries and are copied
from the <SMP HOME>\UnwiredPlatform\Mobile SDK HybridApp\API
\Container folder.

e Callbacks.js — Hybrid Web Container callback functions.

e SUPStorage.js - client side key/value storage.

* hwc-comms. js — native container functions that are invoked from the custom code.
e Camera. js — functions for accessing the device's native camera functionality.

* Timezone. js — utility functions for getting the local time.
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* hwc-utils.js - native Hybrid Web Container utility functions.

* Certificate.js - functions for processing certificates.

e json2.7js - functions for processing JSSON data.

e ExternalResource.js — functions for accessing external resources.

e datajs-1.0.2.7s - functions for communicating through an OData protocol.

e PlatformIdentification.js — utility functions for checking the platform.
* hwc-api.js — native Hybrid Web Container functions that allow users access to
Hybrid App metadata and notifications from the custom code.

HybridApp.js
Inthe HybridApp. js file, helper JavaScript structures are generated for the selected

MBOs, and for the MBOs that have one-to-one, or one-to-many relationships.
Functions against selected MBO operations and object queries are also generated.

This is an example of the generated JavaScript for the Department MBO and Employee MBO
in which the Department MBO has a one-to-many relationship with the Employe MBO.

/**

* Returns The constructor of an mbo structure. This is helper
function for creating MBO's operations or namedQuery input
structure

* @param attributes The parameters of an mbo operation, separated by
one space. If the parameters map to MBO's attributes, use attributes
name instead.

* @param children The relationship names of an mbo operation's
parameters or the array type of parameters, separated by one

space.
=/
function makeClass (attributes, children) {
var attributeNames = attributes.split(' ');
var attributeCount = attributeNames.length;
var childrenNames = children.split (' ');
var childrenCount = childrenNames.length;

function constructor () {
for (var 1 = 0; 1 < attributeCount; i++)
{
var name = attributeNames[i];
var subAttr = null;

//If the name contains . which should be structure,
while( name.indexOf('.') >0 )
{
var part = name.substring( O,
name.indexOf ('."));
if ( subAttr )
{
subAttr.part = new Object () ;
subAttr = subAttr.part;
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}else

{
this[part]= new Object () ;
subAttr = this[part];

}

name = name.substring( name.indexOf ('.')+1,
name.length) ;

}

if ( subAttr )

{
subAttr [name]= new Object () ;

}else {
this[name] = new Object () ;
}
}

for (var i = 0; i1 < childrenCount; i++) {
this[childrenNames[i]] =[];
this['Oldvalue ' + childrenNames([i]] =[]

}

this[' state'] ="";
this['pks'] = {};
var self = this;

this|['pks'].put = function (pkName, pkValue ) {
self['pks'] [pkName] = pkValue ;
}
}

return constructor;

}

Setthe " state" field to "add," "delete," or "update" to add or delete an MBO, or to update a
child MBO to a parent MBO, respectively.

Use the "pks" field to set values for operation parameters that have personalization keys.

This example shows the JavaScript structures generated for a Department MBO and
Employee JavaScript:

/**

* Returns Department MBO structure.

* Used by JavaScript functions of
department create submit,department create onlineRequest,department
_update submit,department update onlineRequest,department delete su
bmit,department delete onlineRequest,department findAll,department
findByPrimaryKey

* @param dept id The "dept id" is attribute field of MBO
Department

* @param dept name The "dept name" is attribute field of MBO
Department

* @param dept head id The "dept head id" is attribute field of MBO
Department

* @param Employee is MBO Employee javaScript structure array which
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representi
relationsh
*/
Department
"Employee"
/**
* Returns
* Used by

ng the MBO Department to MBO Employee one to many
ip

= makeClass( "dept id dept name dept head id",

) i

Employee MBO structure.
JavaScript functions of

employee create submit,employee create onlineRequest,employee updat
e submit,employee update onlineRequest,employee delete submit,emplo
yee delete onlineRequest,employee findAll,employee findByPrimaryKey

* @param emp id The "emp id" is attribute field of MBO Employee
* @param manager id The "manager id" is attribute field of MBO
Employee

* @param emp fname The "emp fname" is attribute field of MBO
Employee

* @param emp lname The "emp lname" is attribute field of MBO
Employee

* @param dept id The "dept id" is attribute field of MBO Employee
* @param street The "street" is attribute field of MBO Employee
* @param city The "city" is attribute field of MBO Employee

* @param state The "state" is attribute field of MBO Employee

* @param zip code The "zip code" is attribute field of MBO
Employee

* @param phone The "phone" is attribute field of MBO Employee

* @param status The "status" is attribute field of MBO Employee
* @param ss number The "ss number" is attribute field of MBO
Employee

* @param salary The "salary" is attribute field of MBO Employee
* @param start date The "start date" is attribute field of MBO
Employee

* @param termination date The "termination date" is attribute field
of MBO Employee

* @param birth date The "birth date" is attribute field of MBO
Employee

* @param bene health ins The "bene health ins" is attribute field of
MBO Employee

* @param bene life ins The "bene life ins" is attribute field of MBO
Employee

* @param bene day care The "bene day care" is attribute field of MBO
Employee

* @param sex The "sex" is attribute field of MBO Employee

*/
Employee = makeClass( "emp id manager id emp fname emp lname dept id
street city state zip code phone status ss number salary start date
termination date birth date bene health ins
bene life insbene day care sex" , "" );

If there is one parameter that does not map to the MBO’s attribute, the JavaScript structure for
the MBO’s function input parameters is generated. This example shows an MBO called Banks
where the dataSource is an SAP® object. In addition to the Banks JavaScript structure, the
BANK _LIST and Banks_getList JavaScript structures are also generated.
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[ *HFHF KKK KKK Kk Kk xk k%% DEFINITION OF MBO JAVASCRIPT STRUCTURE
************************/
/**
* Returns BANK LIST structure
* @param BANK CTRY The"BANK CTRY" is the parameter field of
BANK LIST.
* @param BANK NAME The"BANK NAME" is the parameter field of
BANK LIST.
*/
BANK LIST = makeClass ("BANK CTRY BANK NAME" ,"" )
/**
* Returns Banks getList structure. Used by functions of
banks getList submit and banks getList onlineRequest
* @param BANK CTRY The "BANK CTRY " is the parameter field of the
operation of getlList.
* @param BANK LIST The "BANK LIST " is the array parameter field of
the operation of getlList.

*/
Banks getList = makeClass( "BANK CTRY", "BANK LIST" );
/**
* Returns Banks MBO structure.
* Used by JavaScript functions of banks findAll,banks getByName
* @param BANK CTRY The "BANK CTRY" is attribute field of MBO Banks
* @param BANK KEY The "BANK KEY" is attribute field of MBO Banks
* @param BANK NAME The "BANK NAME" is attribute field of MBO Banks
* @param CITY The "CITY" is attribute field of MBO Banks

* @param BAPI BANK GETLIST BANK LIST1 is MBO
BAPI BANK GETLIST BANK LIST1 javaScript structure array which
representing the MBO Banks to MBO BAPI BANK GETLIST BANK LIST1 one to
many relationship

*/
Banks = makeClass( "BANK CTRY BANK KEY BANK NAME CITY" ,

"BAPI_ BANK GETLIST_ BANK LIST1" );

Global variables are generated for each MBO operation. You can reference these global
variables in your code when you process incoming data to check which action was performed
for the incoming message.

/*
* Global variables for Customer actions

*/

Customer.createAction = "Customer create";
Customer.updateAction = "Customer update";
Customer.deleteAction = "Customer delete";
Customer.findAllAction = "Customer findAll";
Customer.findByPrimaryKeyAction = "Customer findByPrimaryKey"

Two versions of JavaScript functions are generated for the MBO’s create, read, update, delete
operations. For example, for a create operation there is a create_submit function and
create_onlinerequest function generated. This example shows the generated JavaScript
function for the Department create operation:
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/**

* Returns void. This is submit operation, therefore no message will
be sent back to user by the hybrid web container

* @param departmentObj which is the instance of Department
JavaScript structure. Values should be set for this instance.

* @param credInfo, It is string value , should be something look
like "supusername=usernameé&suppassword=password".

* @param keepOpen, If this set to true, the Hybrid App will be kept
open, otherwise, the hybrid web container will close the Hybrid
App.

*/

function department create submit (departmentObj, credInfo,
keepOpen)
{

//Collect values from departmentObj customerObj and fill the
action parameters

var keys = ["Department create dept id paramKey",
"Department create dept name paramKey",
"Department create dept head id paramKey"];

var types = ["int", "string", "int"];

var objValues = [departmentObj.dept id, departmentObj.dept name,
departmentObj.dept head id];

var workflowMessageToSend = new WorkflowMessage ("");

workflowMessageToSend.setHeader ("") ;

workflowMessageToSend.setRequestAction( "Department create");

createMessageValues ( workflowMessageToSend.getValues (), keys,
types, objValues );

if ( departmentObj.Employee && departmentObj.Employee.length >
0)
// we have list object array
{
var department employees = new MessageValue () ;
department employees.key = "Department employees";
department employees.isNull = false;
department employees.type = "LIST";

var employeekeys = ["Employee emp id attribKey",
"Employee manager id attribKey", "Employee emp fname attribKey",
"Employee emp lname attribKey", "Employee dept id attribKey",
"Employee street attribKey", "Employee city attribKey",
"Employee state attribKey", "Employee zip code attribKey",
"Employee phone attribKey", "Employee status_ attribKey",
"Employee ss number attribKey", "Employee salary attribKey",
"Employee start date attribKey",
"Employee termination date attribKey",
"Employee birth date attribKey",
"Employee bene health ins attribKey",
"Employee bene life ins attribKey",
"Employee bene day care attribKey", "Employee sex attribKey"];
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var employeetypes = ["int", "int", "string", "string", "int",
"string", "string", "string", "string", "string", "string",
"string", "decimal", "DateTime", "DateTime", "DateTime", "string",
"string", "string", "string"];

var employeeValues

for ( var employeei
departmentObj.Employee.length ;

{

var employeelc
employeelc.key

[1;

= 0 ; employeei <

employeei ++ )

new MessageValueCollection();
guid();

employeelc.parent = "Department employees";
employeelc.parentValue = department employees

employeelc.state

departmentObj.Employee[employeei] . state;

var employeeObjValues

employeeObjValues
employeeObjValues
d);

employeeObjValues

)i

employeeObjValues
) i

[1:

.push ( departmentObj.Employee[employeei] .emp id);

.push ( departmentObj.Employee[employeei] .manager i

.push ( departmentObj.Employee[employeei] .emp fname

.push ( departmentObj.Employee[employeei] .emp lname

employeeObjValues.push ( departmentObj.dept id);

employeeObjValues
employeeObjValues
employeeObjValues

employeeObjValues

’

employeeObjValues
employeeObjValues

employeeObjValues

.push ( departmentObj.Employee[employeei] .street) ;

.push ( departmentObj.Employee[employeei] .city)
.push ( departmentObj.Employee[employeei] .state);
.push ( departmentObj.Employee[employeei].zip code)
.push ( departmentObj.Employee[employeei] .phone) ;
.push ( departmentObj.Employee[employeei] .status);
.push ( departmentObj.Employee[employeei].ss number
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) i
employeeObjValues.push ( departmentObj.Employee[employeei] .salary);

employeeObjValues.push ( departmentObj.Employee[employeei] .start da
te);

employeeObjValues.push ( departmentObj.Employee[employeei].terminati
on date) ;

employeeObjValues.push( departmentObj.Employee[employeei].birth dat
e);

employeeObjValues.push( departmentObj.Employee[employeei].bene heal
th ins);

employeeObjValues.push( departmentObj.Employee[employeei].bene life
ins);

employeeObjValues.push ( departmentObj.Employee[employeei] .bene day
care) ;

employeeObjValues.push ( departmentObj.Employee[employeei].sex) ;

createMessageValues ( employeelc ,employeekeys ,
employeetypes, employeeObjValues );

//Find this Employee old values if it has.
for ( var oldValueemployeei = 0 ; oldValueemployeei <
departmentObj.0ldValue Employee.length ;
oldvalueemployeei ++ )
{
if
( departmentObj.0OldValue Employee[ oldValueemployeei ].emp id ===
departmentObj.Employee[ employeei].emp id
)
{

var oldValue employeekeys =
[" old.Department.emp id", " old.Department.manager id",
" old.Department.emp fname", " old.Department.emp lname",
" old.Department.dept id", " old.Department.street",
" old.Department.city", " old.Department.state",
" old.Department.zip code", " old.Department.phone",
" old.Department.status", " old.Department.ss number",
" old.Department.salary", " old.Department.start date",
" old.Department.termination date", " old.Department.birth date",
" old.Department.bene health ins", " old.Department.bene life ins",
" old.Department.bene day care", " old.Department.sex"];

var oldvValue employeetypes = ["INT", "INT",
"STRING", "STRING", "INT", "STRING", "STRING", "STRING", "STRING",
"STRING", "STRING", "STRING", "DECIMAL", "DATE", "DATE", "DATE",
"STRING", "STRING", "STRING", "STRING"];

var oldvValue employeeValues = [];
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oldvValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .emp id);

oldValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .manager id);

oldvalue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .emp fname) ;

oldvalue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .emp lname) ;

oldvValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .dept id);

oldValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .street) ;

oldvalue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .city);

oldvalue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .state) ;

oldValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .zip code);

oldValue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .phone) ;

oldvalue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .status) ;

oldvalue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .ss number) ;

oldvValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .salary) ;

oldValue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .start date);

oldvValue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .termination date);

oldvalue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .birth date);

oldvValue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .bene health ins);

oldValue employeeValues.push( departmentObj.0ldValue Employee[oldVa
lueemployeei] .bene life ins);

oldvalue employeeValues.push( departmentObj.0ldValue Employee[oldVa
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lueemployeei] .bene day care);

oldvalue employeeValues.push( departmentObj.0OldValue Employee[oldVa
lueemployeei] .sex) ;

createMessageValues ( employeelc,oldValue employeekeys ,
oldvalue employeetypes, oldValue employeeValues );

break;

}
// end of old values --->

employeeValues.push( employeelc);

department employees.setValue (employeeValues) ;

workFlowValues.add( department employees.getKey(),
department employees) ;

}

hwc.doSubmitWorkflow CONT( credInfo,
workflowMessageToSend.serializeToString () ,workflowMessageToSend.get
HasFileMessageValue()) ;
}
/**

* Returns void. This is an onlineRequest operation, therefore the
message will be sent back to the user by the Hybrid Web Container.
Handle the result in the function
customAfterDataReceived (incomingWorkflowMessage)defined in
Custom.js.

* @param departmentObj, which is the instance of Department
JavaScript structure. Values should be set for this instance.

* @param credInfo, which is a string value, and should look like
"supusername=username&suppassword=password".

* @param errorCallback, name of the function to be called if an
online request fails.

*/

function department create onlineRequest (departmentObj, credInfo ,
errorCallback)
{

var keys = ["Department create dept id paramKey",
"Department create dept name paramKey",
"Department create dept head id paramKey"];
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WorkflowClient.xml
The WorkflowClient.xml file defines all of an application's action mappings that
correspond to selected MBO operations and hamed queries.

Below is part of an example of the generated WorkflowClient .xml for the create
operation on the Department MBO. Since the department has a one-to-many relationship to
the Employee MBO, all input mappings for Department MBO and Employee MBO are also
defined.

<?xml version="1.0" encoding="utf-8"?>

<Workflow xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="WorkflowClient.xsd" >

<Globals>

<DefaultScreens activation="" credentials=""/>
</Globals>
<Triggers>

<Actions>

<Action name="Department create" sourcescreen=""
targetscreen="" errorscreen="">
<Methods>

<Method type="replay" mbo="Department"
package="apiTesttDepartmentOneToMany:1.0"
showCredScreenOnAuthFailure="true" >
<InputBinding optype="create" opname="create"
generateOld="false">
<Value sourceType="Key"
workflowKey="Department create dept id paramKey"
paramName="dept id" attribName="dept id" mboType="int"/>
<Value sourceType="Key"
workflowKey="Department create dept name paramKey"
paramName="dept name" attrleame="dept name" mboType="string"/>
<Value sourceType="Key"
workflowKey="Department create dept head id paramKey"
paramName="dept head id" attrleame—"dept head id" mboType="int"/
>
<Value sourceType="Key"
workflowKey="Department employees" relationShipName="employees"
mboType="1ist">
<InputBinding actiontype="create" optype="create"
opname="create" generateOld="true">
<Value sourceType="Key"
workflowKey="Employee emp id attribKey" contextVariable=""
paramName="emp id" attrleame*"emp id" mboType="int"/>
<Value sourceType="Key"
workflowKey="Employee manager id attribKey" contextVariable=""
paramName="manager id" attribName="manager id" mboType="int"/>
<Value sourceType="Key"
workflowKey="Employee emp fname attribKey" contextVariable=""
paramName="emp fname" attribName="emp fname" mboType="string"/>
<Value sourceType="Key"
workflowKey="Employee emp lname attribKey" contextVariable=""
paramName="emp lname" attribName="emp lname" mboType="string"/>
<Value sourceType="Key"
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workflowKey="Employee dept id attribKey" contextVariable=""
paramName="dept id" attribName="dept id" mboType="int"/>

<Value sourceType="Key"
workflowKey="Employee street attribKey" contextVariable=""
paramName="street" attribName="street" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee city attribKey" contextVariable=""
paramName="city" attribName="city" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee state attribKey" contextVariable=""
paramName="state" attribName="state" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee zip code attribKey" contextVariable=""
paramName="zip code" attribName="zip code" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee phone attribKey" contextVariable=""
paramName="phone" attribName="phone" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee status attribKey" contextVariable=""
paramName="status" attribName="status" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee ss number attribKey" contextVariable=""
paramName="ss_ number" attribName="ss number" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee salary attribKey" contextVariable=""
paramName="salary" attribName="salary" mboType="decimal"/>

<Value sourceType="Key"
workflowKey="Employee start date attribKey" contextVariable=""
paramName*"startidate" attribName="start date" mboType="date"/>

<Value sourceType—"Key"
workflowKey="Employee birth date attribKey" contextVariable=""
paramName="birth date" attribName="birth date" mboType="date" />

<Value sourceType= "Key"
workflowKey="Employee bene health ins attribKey" contextVariable=""
paramName="bene health ins™ attribName="bene _health ins"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee bene life ins attribKey" contextVariable=""
paramName="bene life ins" attrleame—"bene life ins"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee bene day care attribKey" contextVariable=""
paramName="bene day care" attribName="bene day care"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee sex attribKey" contextVariable=""
paramName="sex" attribName="sex" mboType="string"/>

</InputBinding>
<InputBinding optype="none">

<Value sourceType="Key"
workflowKey="Employee emp id attribKey" attribName="emp id"
mboType="1int" />

<Value sourceType="Key"
workflowKey="Employee manager id attribKey" attribName="manager id"
mboType="int" />

<Value sourceType="Key"
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workflowKey="Employee emp fname attribKey" attribName="emp fname"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee emp lname attribKey" attribName="emp Ilname"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee dept id attribKey" attribName="dept id"
mboType="int" />

<Value sourceType="Key"
workflowKey="Employee street attribKey" attribName="street"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee city attribKey" attribName="city"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee state attribKey" attribName="state"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee zip code attribKey" attribName="zip code"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee phone attribKey" attribName="phone"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee status_ attribKey" attribName="status"
mboType="string" />

<Value sourceType="Key"
workflowKey="Employee ss number attribKey" attribName="ss number"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee salary attribKey" attribName="salary"
mboType="decimal" />

<Value sourceType="Key"
workflowKey="Employee start date attribKey" attribName="start date"
mboType="date" />

<Value sourceType="Key"
workflowKey="Employee birth date attribKey" attribName="birth date"
mboType="date" />

<Value sourceType="Key"
workflowKey="Employee bene health ins attribKey"
attribName="bene health ins" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee bene life ins attribKey"
attribName="bene life ins" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee bene day care attribKey"
attribName="bene day care" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee sex attribKey" attribName="sex"
mboType="string" />

</InputBinding>
<InputBinding actiontype="update" optype="update"

opname="update" generateOld="true">

<Value sourceType="Key"
workflowKey="Employee manager id attribKey" contextVariable=""
paramName="manager id" attribName="manager id" mboType="int"/>
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<Value sourceType="Key"
workflowKey="Employee emp fname attribKey" contextVariable=""
paramName="emp fname" attribName="emp fname" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee emp lname attribKey" contextVariable=""
paramName="emp lname" attribName="emp lname" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee dept id attribKey" contextVariable=""
paramName="dept id" attribName="dept id" mboType="int"/>

<Value sourceType="Key"
workflowKey="Employee street attribKey" contextVariable=""
paramName="street" attribName="street" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee city attribKey" contextVariable=""
paramName="city" attribName="city" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee state attribKey" contextVariable=""
paramName="state" attribName="state" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee zip code attribKey" contextVariable=""
paramName="zip code" attribName="zip code" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee phone attribKey" contextVariable=""
paramName="phone" attribName="phone" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee status attribKey" contextVariable=""
paramName="status" attribName="status" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee ss number attribKey" contextVariable=""
paramName="ss_ number" attribName="ss number" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee salary attribKey" contextVariable=""
paramName="salary" attribName="salary" mboType="decimal"/>

<Value sourceType="Key"
workflowKey="Employee start date attribKey" contextVariable=""
paramName="start date" attribName="start date" mboType="date"/>

<Value sourceType="Key"
workflowKey="Employee birth date attribKey" contextVariable=""
paramName="birth date" attribName="birth date" mboType="date"/>

<Value sourceType="Key"
workflowKey="Employee bene health ins attribKey" contextVariable=""
paramName="bene health ins" attribName="bene health ins"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee bene life ins attribKey" contextVariable=""
paramName="bene life ins" attribName="bene life ins"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee bene day care attribKey" contextVariable=""
paramName="bene day care" attribName="bene day care"
mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee sex attribKey" contextVariable=""
paramName="sex" attribName="sex" mboType="string"/>

<Value sourceType="Key"
workflowKey="Employee emp id attribKey" contextVariable=""
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paramName="emp id" attribName="emp id" mboType="int"/>
</InputBinding>
<InputBinding actiontype="delete" optype="delete"
opname="delete" generateOld="true">
</InputBinding>
</Value>

</InputBinding>
<OutputBinding/>
</Method>
</Methods>
</Action>

By default, the MBO has two named queries—FindByld and FindAll. The method, input and
output binding keys, and all of the dependency’s key bindings are generated.

<Action name="Department findByPrimaryKey" sourcescreen=""
targetscreen="" errorscreen="">
<Methods>
<Method name="findByPrimaryKey" type="search"
mbo="Department" package="apiTesttDepartmentOneToMany:1.0"
showCredScreenOnAuthFailure="true" >
<InputBinding optype="none" opname="findByPrimaryKey"
generateOld="true">
<Value sourceType="Key"
workflowKey="Department dept id attribKey" paramName="dept id"
attribName="dept id" mboType="int"/>
</InputBinding>
<OutputBinding generateOld="true">
<Mapping workflowKey="Department dept id attribKey"
workflowType="number" attribName="dept id" mboType="int"/>
<Mapping workflowKey="Department dept name attribKey"
workflowType="text" attribName="dept name" mboType="string"/>
<Mapping workflowKey="Department dept head id attribKey"
workflowType="number" attribName="dept head id" mboType="int"/>
<Mapping workflowKey="Department employees"
workflowType="1ist" relationShipName="employees" mboType="1ist">
<Mapping workflowKey="Employee emp id attribKey"
workflowType="number" relationShipName="employees"
attribName="emp id" mboType="int"/>
<Mapping workflowKey="Employee manager id attribKey"
workflowType="number" relationShipName="employees"
attribName="manager id" mboType="int"/>
<Mapping workflowKey="Employee emp fname attribKey"
workflowType="text" relationShipName="employees"
attribName="emp fname" mboType="string"/>
<Mapping workflowKey="Employee emp lname attribKey"
workflowType="text" relationShipName="employees"
attribName="emp lname" mboType="string"/>
<Mapping workflowKey="Employee dept id attribKey"
workflowType="number" relationShipName="employees"
attribName="dept id" mboType="int"/>
<Mapping workflowKey="Employee street attribKey"
workflowType="text" relationShipName="employees" attribName="street"
mboType="string"/>
<Mapping workflowKey="Employee city attribKey"
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workflowType="text" relationShipName="employees" attribName="city"
mboType="string" />
<Mapping workflowKey="Employee state attribKey"
workflowType="text" relationShipName="employees" attribName="state"
mboType="string"/>
<Mapping workflowKey="Employee zip code attribKey"
workflowType="text" relationShipName="employees"
attribName="zip code" mboType="string"/>
<Mapping workflowKey="Employee phone attribKey"
workflowType="text" relationShipName="employees" attribName="phone"
mboType="string"/>
<Mapping workflowKey="Employee status attribKey"
workflowType="text" relationShipName="employees" attribName="status"
mboType="string" />
<Mapping workflowKey="Employee ss number attribKey"
workflowType="text" relationShipName="employees"
attribName="ss number" mboType="string"/>
<Mapping workflowKey="Employee salary attribKey"
workflowType="number" relationShipName="employees"
attribName="salary" mboType="decimal"/>
<Mapping workflowKey="Employee start date attribKey"
workflowType="date" relationShipName="employees"
attribName="start date" mboType="date"/>
<Mapping workflowKey="Employee birth date attribKey"
workflowType="date" relatlonShleame*"employees"
attribName="birth date" mboType="date"/>
<Mapping
workflowKey="Employee bene health ins attribKey"
workflowType="text" relatlonShleame*"employees"
attribName="bene health ins" mboType="string"/>
<Mapping
workflowKey="Employee bene life ins attribKey" workflowType="text"
relationShipName="employees" attribName="bene life ins"
mboType="string" />
<Mapping
workflowKey="Employee bene day care attribKey" workflowType="text"
relatlonShleame*"employees" attribName="bene _day care"
mboType="string" />
<Mapping workflowKey="Employee sex attribKey"
workflowType="text" relationShipName="employees" attribName="sex"
mboType="string"/>
</Mapping>

</OutputBinding>
</Method>
</Methods>
</Action>

Note: By default, the <Notifications> section of the generated
WorkflowClient.xml isempty, SOyou mustwrite the <Notification>sectionfora
server-initiated Hybrid App.
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Creating Notifications to Make the Hybrid App Server-Initiated
To make the Hybrid App server-initiated, you must modify theWworkflowClient.xml file
and create a notification.
By default, the <Notifications> section is empty.
1. Create a notification.
Each notification has two child nodes—Transformation and Methods.

2. Create a notification node, for example:

<Notifications>
<Notification type="onEmailTriggered" targetscreen=" ">
</Notification>

</Notifications>

You can simply copy the Methods from the appropriate object query (for example,
findByPrimaryKey) that is generated automatically in the
WorkflowClient.xml file, for example:

<Notifications>
<Notification type="onEmailTriggered" targetscreen=" ">
<Methods>
<Method name="findByPrimaryKey" type="search"
mbo="Department" package="apiTesttDepartmentOneToMany:1.0"
showCredScreenOnAuthFailure="true" >
<InputBinding optype="none" opname="findByPrimaryKey"
generateOld="true">
<Value sourceType="Key"
workflowKey="Department dept id attribKey" paramName="dept id"
attribName="dept id" mboType="int"/>
</InputBinding>
<OutputBinding generateOld="true">
<Mapping workflowKey="Department dept id attribKey"
workflowType="number" attribName="dept id" mboType="int"/>
[..]
</OutputBinding>
</Method>
</Methods>
</Notification>
</Notifications>

3. Create a Transformation node.

You must manually write the Transformation section. The contents depend on how
many input parameters the object query has. For each input parameter, you need a
corresponding Rule node as a child of the Transformation node. The
workflowKey of the Rule node corresponds to the InputBinding’s Value for that input
parameter. For example:

<Notifications>
<Notification type="onEmailTriggered" targetscreen=" ">
<Transformation>
</Transformation>
<Methods>
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<Method name="findByPrimaryKey"
type="search" mbo="Department"
package="apiTesttDepartmentOneToMany:1.0"
showCredScreenOnAuthFailure="true" >
<InputBinding optype="none" opname="findByPrimaryKey"
generateOld="true">
<Value sourceType="Key"
workflowKey="Department dept id attribKey"
paramName="dept id" attribName="dept id"
mboType="int" />
</InputBinding>
<OutputBinding
generateOld="true">
<Mapping
workflowKey="Department dept id attribKey"
workflowType="number" attribName="dept id"
mboType="int" />
[..]
</OutputBinding>
</Method>
</Methods>
</Notification>
</Notifications>

4. For each input parameter in the object query, create a corresponding Rule and make sure
the workf1owKey of the Rule matches the Value of the ITnputBinding. Forexample:

<Notifications>
<Notification type="onEmailTriggered" targetscreen=" ">
<Transformation>

<Rule type="regex-extract"
source="subject" workflowKey="dept id"
workflowType="number" beforeMatch="dept_ id =
" afterMatch="" format=""/>
</Transformation>
<Methods>
<Method name="findByPrimaryKey"
type="search" mbo="Department"
package="apiTesttDepartmentOneToMany:1.0"
showCredScreenOnAuthFailure="true" >
<InputBinding optype="none" opname="findByPrimaryKey"
generateOld="true">
<Value sourceType="Key"
workflowKey="dept_id"
paramName="dept id" attribName="dept id" mboType="int"/>
</InputBinding>
<OutputBinding
generateOld="true">
<Mapping
workflowKey="Department dept id attribKey"
workflowType="number" attribName="dept id"
mboType="int" />
[..]
</OutputBinding>
</Method>
</Methods>
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</Notification>
</Notifications>

5. Save the file.

Processing Responses From the Server
There are a couple of approaches for handling callback functions.

If you want to use the JavaScript APls generated by the wizard, for online request functions,
you must implement the function:

hwc.processDataMessage = function processDataMessage
(incomingDataMessageValue, noUI, loading, fromActivationFlow,
dataType) |

// for example,
// var workflowMessage = new
WorkflowMessage (incomingWorkflowMessage) ;

//1if ( workflowMessage.getRequestAction () ==
Customer.findByPrimaryKeyAction ) {

//so this workflow message is returned by calling
customer findByPrimaryKey function

//TODO; do whatever you want to do with the return data....

}

You can choose, instead, to take advantage of the other functions in the SMP_HOME
\UnwiredPlatform\MobileSDK<version>\ folder, specifically the files under the
AppFramework folder. In these, the incoming and outgoing messages, how they are bound
to the Ul, and how navigation works are handled by the functions defined inthe API . §s and
Utils.js files. You canadd your custom code into your own JavaScript file. You must still
create the Ul and do so in a way that is compatible with the AppFramework.

Error Handling
Usually, errors come from the Hybrid Web Container or from the back-end server side.

For online requests, when the error comes from the Hybrid Web Container, handle it in the
errorCallback function, for example:

department create onlineRequest (depl,

wn
14

function (errorMessage ) {
//TODO: error occurred...

)7

An error message passed as an incoming Hybrid App message in the user-defined function o £
processDataMessage is another type of error that comes from the back-end server. The
incomingDataMessageValue should be similar to this
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<M><H><S>...<S/> ..<V k="ErrorLogMessage” t="T”>ERROR:...... </V><V
k=ErrorLogMessageAsList> ....</V>..</M>
hwc.processDataMessage = function processDataMessage

(incomingDataMessageValue, noUI, loading, fromActivationFlow,
dataType) |

//// var workflowMessage = new
WorkflowMessage (incomingWorkflowMessage) ;

//if ( workflowMessage.getRequestAction () ==
Customer.findByPrimaryKeyAction ) {

// var detailErrorMsg =
workflowMessage.getValues () .getData (“ErrorLogMessage”) .getValue () ;
/7 )

URL Parameters

When writing your own HTML and JavaScript, when the document is loaded, these URL
parameters are present.

You can find an example of how to use these URL parameters inthe onHybridAppLoad ()
function inthe Utils. js file.

URL parameter Description

loglevel Current device log level.

screenToShow Name of the screen to show.

supusername User name of the current Hybrid App (if availa-
ble).

lang Current language of the device.

isalreadyprocessed Indicates whether or not the Hybrid App message

has been processed. The JavaScript can, for ex-
ample, choose to show all controls as read-only if
it has already been processed but viewed again.

loadtransformdata Indicates that the JavaScript should request the
transform data (contents of the e-mail message)
from the Hybrid Web Container using the
loadtransformdataquery type. For infor-
mation about the query types, see the topic Call-
ing the Hybrid Web Container.
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URL parameter Description

ignoretransformscreen Indicates that the JavaScript should ignore the
RequestScreen tag in the transform data
(contents of the message). This is set to true when
the screen to show is either the Activation or
Credentials screen.

Develop OData-based Hybrid Apps

The Hybrid App SDK includes the open source Datajs JavaScript library, which you can
include as part of your application to access OData stores.

This library, along with the rest of the Hybrid App JavaScript API, is in <SMP_HOME>
\MobileSDK<version>\HybridApp\API\Container\Datajs-1.x.x.Js.
As of this writing, the latest version of Datajs is 1.0.3.

The Datajs library is used to fetch the data used in your Hybrid App. This data can be
displayed in your Hybrid App using a variety of Ul frameworks such as jQuery Mobile,
Sencha, or your favorite Web-based Ul framework. Using OData in Hybrid Apps is similar to
using the Rest API, described in Developer Guide: REST API Applications.

If the back-end OData service has support, you can use the Datajs library to read, modify, and
delete data using standard HTTP methods (POST, PUT, DELETE, and so on).

The basic steps for developing an OData-based Hybrid App are:

1. Addthe <SMP_HOME>\UnwiredPlatform \MobileSDK<version>
\HybridApp\API\Containers\datajs-1.0.3.7s toyour Hybrid App.
2. Create a Hybrid App user interface with your preferred Ul framework.

3. Usethe Datajs library for create, read, update, and delete operations to the OData or HTTP
end point and bind it to the UI.

4. Use the packaging tool to generate the manifest.xml file and Hybrid App ZIP
package.

5. Use the Deploy Wizard in SAP Control Center to deploy the Hybrid App ZIP file.

Connect to an OData Source

The Datajs JavaScript library supports reading and writing to an OData service using both
the JSON and ATOM-based formats.

The endpoint is an HTTP based URI exposed by the server.

You can use the OData . read APl with a URI to read data from a server. To add, update, or
delete data, the ODATA . request API can be used along with a POST, PUT, or DELETE
method.
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You can see examples at http.//datafs.codeplex.com/wikipage?title=OData%20Code
%20Snippets&referring Title=Using%200Data

In your Hybrid App, you can connect to the Proxy endpoint exposed by SAP Mobile Platform
using the Datajs library. This gives administrators and developers control over the endpoint as
only white listed endpoints are accessible from the Hybrid App and also restricts who is able to
access the endpoint based on built in SAP Mobile Platform security mechanisms.

When using Datajs to access an OData service from the Hybrid Web Container, you must
employ POST tunneling to use the PUT, MERGE, and DELETE methods. There is an
explanation of how to use POST tunneling with Datajs here: Ahtip.//datajs.codeplex.com/
wikipage ?title=Frequently % 20Asked%20Questions#post-tunneling.

Creating a Proxy Connection (Whitelisting)
Create a new connection in SAP Control Center to allow a proxy connection (authenticated or
anonymous) through SAP Mobile Platform.

Note: When you set the proxy property with the endpoint address in the application template
(either as part of the application creation or editing the application template created for that
application), a proxy connection is generated automatically.

1. Inthe left navigation pane, expand the Domains folder, and select the default domain.
2. Select Connections.

3. In the right administration pane, select the Connectionstab, and click New.

4. Enter a unique Connection pool name.

The Connection pool must have the same name as the application ID.

Select the Proxy Connection pool type.

Select the appropriate template for the data source target from the Use template menu.

7. Setthe Addressproperty by clicking the corresponding cell and entering the address of the
proxy endpoint. For example, http://odata.example.com/v2/Catalog/

o o

8. Configure the proxy properties you require. For a complete list, see Proxy Properties in
SAP Control Center for SAP Mobile Platform

Note:

» To access an external service, you must configure the http.proxyHost and
http.proxyPort properties during server configuration in SAP Control Center >
Configuration > General > Performance > Java Virtual Machine > Properties >
JVM Properties> User options. If you set or change the setting for
http.proxyHostandhttp.proxyPort, you must restart the services using the
stop/start service scripts. For more information, see Administer > SAP Mobile Server
> Configuring SAP Mobile Server to Securely Communicate With an HTTP Proxyin
SAP Control Center for SAP Mobile Platform .

» Ensure that enough work processes exist in both the Gateway system and in any SAP
EIS systems (for example, SAP ERP or CRM) to handle the peak load. To throttle the
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number of connections used by SAP Mobile Platform, use the Pool Size property for
your Proxy connection pool on each SAP Mobile Server node.

On a proxy connection, if the header for X-SUP-BACKEND-URL is not NULL, or
EnableURLRewrite is false then no URL rewrite occurs for either the request or
response content.

To access the external services, you must configure EnableHttpProxy = True,
ProxyHost = proxy, ProxyPort = 8080 in the connection pool.

In REST services, the proxy URL is fetched from the application 1D which is sent from
the client device. The same application ID is also present in the connection pool. This
proxy URL is used for request/response.

The "Username™ and "Password" fields of a Proxy Connection Profile are only valid
when Anonymous access is used: "AllowAnonymousAccess" is set to True. If set to
False, the end user must provide basic authentication credentials.

9. Click OK to register the connection pool.

Datajs OData Client Authentication in Hybrid Apps

Several authentication schemes are available when accessing a protected OData service
through an SAP Mobile Platform proxy, from a Hybrid App, in JavaScript using Datajs.

Basic authentication — Provide a username and password to login. This method is
available when connecting through HTTP and one-way HTTPS.

SSO token — Provide an SSO token to login. This method is available when connecting
through HTTP and HTTPS and a token validation service is available and configured.
X.509 Mutual authentication through intermediary — Provide a forwarded client
certificate to login using the SSL_CLIENT_CERT header name containing forwarded a
PEM-encoded client certificate. This method is available only through an appropriately
configured HTTPS listener. The certificate forwarder must have the "SUP Impersonator"
role to be authorized for this type of login. The certificate of the actual "SUP
Impersonator” user cannot be used as a regular user certificate.

In each case, if common additional JavaScript is required for every OData.read or
OData.request call, this is best implemented in a Datajs custom HTTP client. This is awrapper
and extension of the OData.defaultHttpClient using the JavaScript proxy pattern. See Attp.//
datafs.codeplex.com/wikipage ?title=Custom%200Data%20httoClient

Basic Authentication

The Datajs JavaScript library internally uses the xm1Ht tpRequest (XHR) object to handle
the underlying HTTP or HTTPS requests/responses on the client.

The XHR API’s open method optionally accepts user name and password credentials passed
through parameters. Likewise, the Datajs’ request object can take user and password
members that map to those parameters. If credentials are not passed and basic authentication is
required, the client is challenged with HTTP status 401. If credentials are passed to the XHR
object, internally it does not automatically send them on the first request. It submits the
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credentials only if challenged. If this standard procedure is all that is required from the calling
OData script, normally additional script can be avoided.

The below sample script shows possible alternative approaches for handling a 401 status
manually, or, in cases where the authentication needs to be centralized.

/**

* Sybase Hybrid App version 2.2

*

* Datajs.SSO.Js

* This file will not be regenerated, and it is expected that the user
may want to

* include customized code herein.

*

* The template used to create this file was compiled on Mon Jul 9
19:54:04 CST 2012

*

* Copyright (c) 2012 Sybase Inc. All rights reserved.

*/

// Capture datajs' current http client object.
var oldClient = OData.defaultHttpClient;

var sso_username = "";
var sso password = "";
var sso session = "";
var sso_token = "";

// Creates new client object that will attempt to handle SSO
authentication, specifically SiteMinder login,
// in order to gain access to a protected URL.
var ssoClient = {
request: function (request, success, error) {

// For basic authentication, XMLHttpRequest.open method can
take varUser and varPassword parameters.
// If the varUser parameter is null ("") or missing and the
site requires authentication, the
// component displays a logon window. Although this method
accepts credentials passed via parameter,
// those credentials are not automatically sent to the server
on the first request. The varUser and
// varP assword parameters are not transmitted unless the
server challenges the client for credentials
// with a 401 - Access Denied response. But SiteMinder may
require additional steps, so save for
// later...
if (request.user != undefined && request.password !=
undefined) {
SsO_username = request.user;
sso_password = request.password;

}

var onSuccess = function (data, response) {
// Browser control will automatically cache cookies, with
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possible token, for next time, so
// parsing Set-Cookie in HTTP response headers unnecessary
here.
//var setCookieHeader = response.headers["Set-Cookie"];
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);

//for (var 1i=0; 1 < setCookies.length; i++)

A
// if (setCookies[i].substr (0, 9) === "SMSESSION")
// sso_session = setCookies[i];
// else if (setCookies[i].substr (0, 9) === "MYSAPSSO2")
// sso_token = setCookies[i];
//}

// Call original success
alert ("Calling original success");
success (data, response);

var onError = function (sso_error) ({
if (sso_error.response.statusCode == 0) {
// Attempt to parse error from response.body, e.g. sent
from SAP NetWeaver as HTML page.
if (sso_error.response.body.indexOf ("401") != -1 &&
(sso_error.response.body.indexOf ("Unauthorized") !=
-1 ||
sso_error.response.body.indexOf ("UNAUTHORIZED") !=
-1)) |
alert ("SSO challenge detected");
Sso_error.response.statusCode = 401;

}

// Ensure valid response. Expecting either HTTP status 401
for SMCHALLENGE or 302 for redirection.
if (sso_error.response.statusCode != 401 &&
sso_error.response.statusCode != 302) {
alertText (sso_error.response.statusText);
error (sso_error) ;
return;

}

// 401 may include SMCHALLENGE=YES in Set-Cookie, so need
to return along with Authorization
// credentials to acquire SMSESSION cookie.
if (sso_error.response.statusCode === 401) {
// Browser control will automatically cache cookies,
with possible token, for next time,
// so parsing Set-Cookie in HTTP response headers
unnecessary here.
//var setCookieHeader =
Sso_error.response.headers["Set-Cookie"];
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);
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// Append existing headers.

var newHeaders = [];

if (request.headers) {
for (name in request.headers) {

newHeaders [name] = request.headers[name];

}

}

// Browser control should include SMCHALLENGE cookie.

//newHeaders ["Cookie"] = "SMCHALLENGE=YES";

var enc_username = window.btoa(sso_username);

var enc password = window.btoa (sso password) ;

var basic_auth = "Basic " + enc _username + ":" +

enc_password;
newHeaders ["Authorization"] = basic auth;

// Redo the OData request for the protected resource.
var newRequest = {

headers: newHeaders,

requestUri: request.requestUri,

method: request.method,

user: sso_username,

password: sso password

bz

oldClient.request (newRequest, onSuccess, error);

}

// 302 indicates that the requested information is located
at the URI specified in the Location
// header. The default action when this status is received
is to follow the Location header
// associated with the response. When the original request
method was POST, the redirected request
// will use the GET method.
if (sso_error.response.statusCode === 302) {
// Get the redirection location.
var siteminder url =
sso_error.response.headers["Location"];

// Open a connection to the redirect and load the login
form.
// That screen can be used to capture the required form
fields.
var httpRedirect = getXMLHTTPRequest () ;

httpRedirect.onload = function () {
if (this.status < 200 || this.status > 299) {
alert ("Error: " + this.status);

alertText (this.statusText) ;
error ({ message: this.statusText });
return;

}

var sm form response = this.responseXML;
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var siteminder tags = {};

getSiteMinderTags (sm_form response,
siteminder tags);

// Create the form data to post back to SiteMinder.
Two ContentTypes are valid for sending
// POST data. Default is application/x-www-form-
urlencoded and form data is formatted
// similar to typical querystring. Forms submitted
with this content type are encoded as
// follows: Control names and values are escaped.
Space characters are replaced by "+',
// reserved characters are escaped as described in
[RFC1738], section 2.2:
// non-alphanumeric characters are replaced by

$HH', representing ASCII code of character.

// Line breaks are represented as CRLF pairs (i.e.,
"%0D%0A"'") . Control names/values are

// listed in order they appear in document. Name is
separated from value by '=' and name/

// value pairs are separated from each other by “&'.
Alternative is multipart/form-data.
//var formData = new FormData () ;
var postData = "";

for (var inputName in siteminder tags) {
if (inputName.substring (0, 2).toLowerCase() ===
"sm") {
postData += inputName + "=" +
encodeURIComponent (siteminder tags[inputName]) + "&";
// formData.append (inputName,
siteminder tags[inputName]) ;
}
}
postData += "postpreservationdata=&";
postData += "USER=" +
encodeURIComponent (sso_username) + "&";
postData += "PASSWORD=" +
encodeURIComponent (sso password) ;

// Submit data back to SiteMinder.
var httpLogin = getXMLHTTPRequest () ;

httpLogin.onload = function () {

if (this.status < 200 || this.status > 299) {
alert ("Error: " + this.status);
alertText (this.statusText) ;
error ({ message: this.statusText });
return;

}

// Browser control should cache required cookies
so no need to parse HTTP response
// headers.

Developer Guide: Hybrid Apps 49



Develop Hybrid Apps Using Third-party Web Frameworks

//var sm_cookie response = this.response;
//var setCookieHeader =
this.getResponseHeader ("Set-Cookie") ;
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);

// Locate the URI to access next.
var newUrl = this.getResponseHeader ("Location");

// Append existing headers.

var newHeaders = [];

if (request.headers) {
for (name in request.headers) {

newHeaders [name] = request.headers[name];

}

}

// Browser control should include SMSESSION

cookie.
//newHeaders ["Cookie"] = setCookieHeader;

// Redo the OData request for the protected
resource.
var newRequest = {
headers: newHeaders,
requestUri: newUrl,
method: request.method,
user: sso_username,
password: sso password

}i

oldClient.request (newRequest, onSuccess, error);

}

httpLogin.open ("POST", siteminder url, true);

httpLogin.setRequestHeader ("Content-Type",
"application/x-www-form-urlencoded") ;

httplogin.withCredentials = "true";

httpLogin.send (postData) ;

//httplLogin.send (formData) ;

}

httpRedirect.open ("GET", siteminder url, true);
httpRedirect.responseType = "document";
httpRedirect.send() ;

}

// Call back into the original http client.
var result = oldClient.request (request, success, onError);

return result;

}i

// Parses Set-Cookie from header into array of setCookies.
function parseSetCookies (setCookieHeader, setCookies) {
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if (setCookieHeader == undefined)
return;

var cookieHeaders = setCookieHeader.split (", ");

// verify comma-delimited parse by ensuring '=' within each token
var len = cookieHeaders.length;
if (len > 0) {
setCookies[0] = cookieHeaders[0];
}

var i, Jj;

for (1 =1, 3 = 0; i < len; i++) {
if (cookieHeaders[i]) {
var eqgdex = cookieHeaders([i].indexOf('=");
if (egdex != -1) {
var semidex = cookieHeaders[i].indexOf(';"'");
if (semidex == -1 || semidex > eqgdex) {
setCookies[++]] = cookieHeaders[i];
}
else {
setCookies[j] += ", " + cookieHeaders([i];
}
}
else {
setCookies[]j] += ", " + cookieHeaders([i];

}

}

// Parses response HTML document and returns array of INPUT tags.
function getSiteMinderTags (response, tags) {

var inputs = new Array();
inputs = response.getElementsByTagName ("input") ;

// get the 'input' tags

for (var i = 0; i < inputs.length; i++) {
var element = inputs.item (i) .outerHTML;
var value = "";

// filter out inputs with type=button

var stridex = element.indexOf ("type=");

if (stridex != -1) {
var typ = element.substring(stridex + 5);
stridex = typ.indexOf (' ');
typ = typ.substring (0, stridex);

if (typ.tolowerCase () === "button") {
continue;
}
}

stridex = element.indexOf ("value=")
if (stridex != -1) {
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value = element.substring(stridex + 6);
stridex = value.indexOf (' '");
value = value.substring (0, stridex);

}

tags[inputs.item (i) .name] = value;
}
function alertText (error) {

var txt = JSON.stringify(error);
alert ("Error:\n" + txt);

var length = txt.length;

var sectionLength = 300;

var index = Math.floor (length / sectionLength) ;
for (i = 0; i <= index; 1i++) {

var start = 1 * sectionLength;
var end = (i + 1) * sectionLength;
var seglength = sectionLength;

if (end > length) seglength = length - start;
alert (txt.substr (start, seglLength));

// Can either pass ssoClient explicitly, or set it globally for the
page as the default:
OData.defaultHttpClient = ssoClient;

Authentication Against an OData Source
Hybrid Apps pass user name and password information using HTTP basic authentication, by
setting the Authorization HTTP header.

It is recommended to use this in combination with SSL/TLS, otherwise user names and
passwords are passed in cleartext. For example:

var strUsername = "odata";
var strPassword = "password";
var oHeaders = {};
oHeaders['Authorization'] = "Basic " + btoa(strUsername + ":" +
strPassword) ;
var request = {
headers : oHeaders, // object that contains HTTP headers as

name value pairs
requestUri : sUrl, // OData endpoint URI
method : "GET"

}i
OData.read( request, function (data, response) {

// do something with the response
}r
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function( err ) {
// handle error reading the data
});

SSO Token, Including SAP SSO2 and SiteMinder/Network Edge

As in basic authentication, the Datajs JavaScript library internally uses the
XmlHttpRequest (XHR) object to handle the underlying HTTP or HTTPS requests/
responses on the client.

From the XHR object’s API, Datajs uses setRequestHeader () and
getAllResponseHeaders () to send and read the HTTP headers in the request and
response. For Single Sign-On and Network Edge authentication, issuers of SSO tokens,
including SAP SSO2 logon tickets (MYSAPSSO02), as well as SiteMinder tokens
(SMCHALLENGE, SMSESSION, and so on) normally use the “Set-Cookie” field in the
HTTP header to send the token to the client, and expect the “Cookie” in the header to receive
the token from the client.

However, these specific headers are omitted from JavaScript access. See the W3C spec (http.//
www.w3.org/ TR/ XML HttoRequest)). Instead, these headers are designed to be controlled by
the user agent, in this case the browser control hosted by the Hybrid Web Container, to protect
the client from rogue sites. According to the W3C spec it is the job of the user agent to support
HTTP state management: to persist, discard, and send cookies, as received in the Set-Cookie
response header, and sent in the Cookie header, as applicable. One possible exception allows
cookie handling in JavaScript to set up a CORS request on the client and server, using the
XHR’s “withCredentials” property.

Considering the reliance on the Hybrid Web Container-hosted browser control to handle the
required SSO tokens, it is important to note the same origin policy surrounding automatic
cookie management. That means from the client’s perspective, the domain from where the
cookie-based token originates must be the same as where it needs to be redirected to access the
protected OData endpoint, such as the SAP NetWeaver Gateway, while authenticated. For the
domain to be the same to the client, the URL pattern specifying transport protocol,
servername, domain, and port number must match between token issuer and endpoint. This
should be possible using proxy mappings in the Relay Server or reverse proxy.

Regarding the SiteMinder component of Network Edge, its Policy Server supports a variety of
authentication schemes, including Basic Authentication and HTML Forms-based
Authentication. The sample script below demonstrates an approach to handling a Basic 401
challenge from SiteMinder, as well as possible Forms authentication, involving HT TP status
302 indicating redirection. The script involving cookie handling is commented out and just
informational, since this is managed by the user agent as described previously.

/* *

* SAP Hybrid App version 2.2
*

* Datajs.SS0O.js
* This file will not be regenerated, and it is expected that the user
may want to
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* include customized code herein.

*

* The template used to create this file was compiled on Mon Jul 9
19:54:04 CST 2012

*

* Copyright (c) 2012 SAP Inc. All rights reserved.

*/

// Capture datajs' current http client object.
var oldClient = OData.defaultHttpClient;

var sso_username = "";
var sso_password = "";
var sso_session = "";
var sso_token = "";

// Creates new client object that will attempt to handle SSO
authentication, specifically SiteMinder login,
// in order to gain access to a protected URL.
var ssoClient = {
request: function (request, success, error) {

// For basic authentication, XMLHttpRequest.open method can
take varUser and varPassword parameters.

// If the varUser parameter is null ("") or missing and the
site requires authentication, the

// component displays a logon window. Although this method
accepts credentials passed via parameter,

// those credentials are not automatically sent to the server
on the first request. The varUser and

// varP assword parameters are not transmitted unless the
server challenges the client for credentials

// with a 401 - Access Denied response. But SiteMinder may
require additional steps, so save for

// later...
if (request.user != undefined && request.password !=
undefined) {
Sso_username = request.user;

sso_password = request.password;

}

var onSuccess = function (data, response) {
// Browser control will automatically cache cookies, with
possible token, for next time, so
// parsing Set-Cookie in HTTP response headers unnecessary
here.
//var setCookieHeader = response.headers["Set-Cookie"];
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);

//for (var i=0; i < setCookies.length; i++)

/ /4
// if (setCookies[i].substr (0, 9) === "SMSESSION")
// sso_session = setCookies[i];
// else if (setCookies[i].substr (0, 9) === "MYSAPSSO2")
// sso_token = setCookies[i];
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e

// Call original success
alert ("Calling original success");
success (data, response);

var onError = function (sso error) {
if (sso_error.response.statusCode == 0) {
// Attempt to parse error from response.body, e.g. sent
from SAP NetWeaver as HTML page.
if (sso_error.response.body.indexOf ("401") != -1 &&
(sso_error.response.body.indexOf ("Unauthorized") !=
-1 |
sso_error.response.body.indexOf ("UNAUTHORIZED") !=
-1)) |
alert ("SSO challenge detected");
Sso_error.response.statusCode = 401;

}

// Ensure valid response. Expecting either HTTP status 401
for SMCHALLENGE or 302 for redirection.
if (sso_error.response.statusCode != 401 &&
sso_error.response.statusCode != 302) {
alertText (sso_error.response.statusText);
error (sso_error);
return;

}

// 401 may include SMCHALLENGE=YES in Set-Cookie, so need
to return along with Authorization
// credentials to acquire SMSESSION cookie.
if (sso_error.response.statusCode === 401) {
// Browser control will automatically cache cookies,
with possible token, for next time,
// so parsing Set-Cookie in HTTP response headers
unnecessary here.
//var setCookieHeader =
Sso_error.response.headers["Set-Cookie"];
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);

// Append existing headers.
var newHeaders = [];
if (request.headers) {
for (name in request.headers) {
newHeaders[name] = request.headers[name];
}

}
// Browser control should include SMCHALLENGE cookie.

//newHeaders ["Cookie"] = "SMCHALLENGE=YES";

var enc_username = window.btoa(sso_username);
var enc_password = window.btoa(sso_password);
var basic auth = "Basic " + enc username + ":" +
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enc_password;
newHeaders["Authorization"] = basic_ auth;

// Redo the OData request for the protected resource.

var newRequest = ({
headers: newHeaders,
requestUri: request.requestUri,
method: request.method,
user: sso_username,
password: sso password

}:

oldClient.request (newRequest, onSuccess, error);

}

// 302 indicates that the requested information is located
at the URI specified in the Location
// header. The default action when this status is received
is to follow the Location header
// associated with the response. When the original request
method was POST, the redirected request
// will use the GET method.
if (sso_error.response.statusCode === 302) {
// Get the redirection location.
var siteminder url =
sso_error.response.headers["Location"];

// Open a connection to the redirect and load the login

form.
// That screen can be used to capture the required form
fields.
var httpRedirect = getXMLHTTPRequest () ;
httpRedirect.onload = function () {
if (this.status < 200 || this.status > 299) {
alert ("Error: " + this.status);

alertText (this.statusText) ;
error ({ message: this.statusText });

return;
}
var sm_form response = this.responseXML;
var siteminder tags = {};

getSiteMinderTags (sm_form response,
siteminder tags);

// Create the form data to post back to SiteMinder.
Two ContentTypes are valid for sending
// POST data. Default is application/x-www-form-—
urlencoded and form data is formatted
// similar to typical querystring. Forms submitted
with this content type are encoded as
// follows: Control names and values are escaped.
Space characters are replaced by "+',
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// reserved characters are escaped as described in
[RFC1738], section 2.2:
// non-alphanumeric characters are replaced by

%$HH', representing ASCII code of character.

// Line breaks are represented as CRLF pairs (i.e.,
"$0D%0A"') . Control names/values are

// listed in order they appear in document. Name is
separated from value by '=' and name/

// value pairs are separated from each other by “&'.
Alternative is multipart/form-data.
//var formData = new FormData () ;
var postData = "";

for (var inputName in siteminder tags) {
if (inputName.substring (0, 2).toLowerCase () ===
"sm") {
postData += inputName + "=" +
encodeURIComponent (siteminder tags[inputName]) + "&";
// formData.append (inputName,
siteminder tags[inputName]) ;
}
}

postData += "postpreservationdata=&";

postData += "USER=" +
encodeURIComponent (sso_username) + "&";

postData += "PASSWORD=" +
encodeURIComponent (sso_password) ;

// Submit data back to SiteMinder.
var httplLogin = getXMLHTTPRequest () ;

httpLlogin.onload = function () {
if (this.status < 200 || this.status > 299) {
alert ("Error: " + this.status);

alertText (this.statusText) ;
error ({ message: this.statusText });
return;

}

// Browser control should cache required cookies
so no need to parse HTTP response
// headers.
//var sm_cookie response = this.response;
//var setCookieHeader =
this.getResponseHeader ("Set-Cookie") ;
//var setCookies = [];
//parseSetCookies (setCookieHeader, setCookies);

// Locate the URI to access next.
var newUrl = this.getResponseHeader ("Location") ;

// Append existing headers.
var newHeaders = [];
if (request.headers) {
for (name in request.headers) {
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newHeaders|[name] = request.headers[name];
}

}
// Browser control should include SMSESSION

cookie.

//newHeaders ["Cookie"] = setCookieHeader;

// Redo the OData request for the protected

resource.

var newRequest = {
headers: newHeaders,
requestUri: newUrl,
method: request.method,
user: sso_username,
password: sso password

}z

oldClient.request (newRequest, onSuccess, error);

}

httpLogin.open ("POST", siteminder url, true);
httpLogin.setRequestHeader ("Content-Type",

"application/x-www-form-urlencoded") ;

2

httpLogin.withCredentials = "true";
httpLogin.send (postData) ;
//httplogin.send (formData) ;

}

httpRedirect.open ("GET", siteminder url, true);
httpRedirect.responseType = "document";
httpRedirect.send() ;

}

// Call back into the original http client.
var result = oldClient.request (request, success, onError);
return result;

// Parses Set-Cookie from header into array of setCookies.
function parseSetCookies (setCookieHeader, setCookies) {

if (setCookieHeader == undefined)
return;

var cookieHeaders = setCookieHeader.split (", ");

// verify comma-delimited parse by ensuring '=' within each token
var len = cookieHeaders.length;
if (len > 0) {
setCookies[0] = cookieHeaders[0];
}
var i, j;
for (1 =1, jJ = 0; 1 < len; i++) {
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if (cookieHeaders[i]) {
var egdex = cookieHeaders[i].indexOf ('=");
if (eqdex != -1) {
var semidex = cookieHeaders[i].indexOf(';");
if (semidex == -1 || semidex > eqgdex) {
setCookies[++]] = cookieHeaders[i];
}
else {
setCookies[]J] += ", " + cookieHeaders[i];
}
}
else {
setCookies[]J] += ", " + cookieHeaders[i];

}

}

// Parses response HTML document and returns array of INPUT tags.
function getSiteMinderTags (response, tags) {

var inputs = new Array();
inputs = response.getElementsByTagName ("input") ;

// get the 'input' tags

for (var i = 0; i < inputs.length; i++) {
var element = inputs.item(i).outerHTML;
var value = "";

// filter out inputs with type=button
var stridex = element.indexOf ("type="):;
if (stridex != -1) {

var typ = element.substring(stridex + 5);
stridex = typ.indexOf (' ');

typ = typ.substring (0, stridex);

if (typ.tolLowerCase () === "button") {
continue;
}
}

stridex = element.indexOf ("value=")

if (stridex != -1) {
value = element.substring(stridex + 6);
stridex = value.indexOf (' '");

value = value.substring (0, stridex);

}

tags[inputs.item (i) .name] = value;
}
function alertText (error) {

var txt = JSON.stringify(error);
alert ("Error:\n" + txt);
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var length = txt.length;
var sectionLength = 300;
var index = Math.floor (length / sectionLength) ;
for (i = 0; i <= index; 1i++) {
var start = i * sectionlLength;
var end = (1 + 1) * sectionlLength;
var seglength = sectionLength;
if (end > length) seglength = length - start;
alert (txt.substr (start, seglength));

// Can either pass ssoClient explicitly, or set it globally for the
page as the default:
OData.defaultHttpClient = ssoClient;

Server Certificate Validation Over HTTPS
In this pattern, which uses the CertificateAuthenticationLoginModule, the
server sends the client a certificate with which to authenticate itself.

The client uses the certificate to authenticate the identity the certificate claims to represent.
An SSL-enabled client goes through these steps to authenticate a server's identity:

1. Istoday's date within the valid period?

2. Istheissuing certificate authority (CA) a trusted one? Each SSL-enabled client maintains
a list of trusted CA certificates. This list determines which server certificates the client
accepts. Validation continues if the distinguished name (DN) of the issuing CA matches
the DN of a certificate authority on the client's list of trusted certificate authorities.

3. Does the issuing certificate authority's public key validate the issuer's digital signature?

4. Does the domain name in the server's certificate match the domain name of the server
itself?

5. Theserver is authenticated. The client proceeds with the SSL handshake. If the client does
not get to step 5 for any reason, the server that is identified by the certificate cannot be
authenticated, and the user is warned of the problem and informed that an encrypted and
authenticated connection cannot be established.

Similar to cookie-based tokens, certificate authentication is also outside the scope of pure
JavaScript which has no access to certificates, and similarly falls under the control of the user
agent, in this case again the browser control, and its interface directly with the user.

X.509 SSO Authentication

For certificate based SSO authentication, due to the restriction from handling certificates in
pure JavaScript, a native counterpart on the device must be interfaced, such as the Hybrid Web
Container, using its existing Certificate.js.

In this sample script, a Datajs custom HTTP client is used to encapsulate the client certificate
component of certificate based SSO. You can provision signed certificate from a local file, a
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server, or from Afaria, based on the device platform, using the existing Certificate API. You
can choose to set the results of the API call as the password.

/**

* SAP Hybrid App version 2.2

*

* Datajs.Certificate.js

* This file will not be regenerated, and it is expected that the user
may want to

* include customized code herein.

*

* The template used to create this file was compiled on Mon Aug 23
16:43:02 CST 2012

*

* Copyright (c) 2012 SAP Inc. All rights reserved.

=/

// Capture datajs' current http client object.
var oldClient = OData.defaultHttpClient;
var cert username = "";
var cert password = "";
// Creates new client object that will attempt to handle Certificate
authentication.
var certClient = {

request: function (request, success, error) {

if (request.requestUri.substr (0, 8) === "https://")
{
if (request.password != undefined)
{
// The following script gets the signed certificate data
for the first
// pl2 file found on the sdcard
var certStore = CertificateStore.getDefault () ;
var certPaths =
certStore.listAvailableCertificatesFromFileSystem("/sdcard/",
"plzn) ;
var cert =
certStore.getSignedCertificateFromFile (certPaths[0],
request.password) ;

var cert username = cert.subjectCN;
var cert password = cert.signedCertificate;

// Redo the OData request for the protected resource
var newRequest = ({

headers : request.headers,

requestUri : request.requestUri,

method : request.method,

user : cert username,

password : cert password

}i

Developer Guide: Hybrid Apps 61



Develop Hybrid Apps Using Third-party Web Frameworks

// Call back into the original http client.
return oldClient.request (newRequest, success, error);
}
}

return oldClient.request (request, success, error);

}
}i

// Can either pass certClient explicitly, or set it globally for the
page as the default:
OData.defaultHttpClient = certClient;

When sending a forwarded client certificate through an intermediary, set the value to
“SSL_CLIENT_CERT” in the XHR’s HTTP request header, as shown in this example:

/**

* SAP Hybrid App version 2.2

*

* Datajs.Certificate.js

* This file will not be regenerated, and it is expected that the user
may want to

* include customized code herein.

*

* The template used to create this file was compiled on Mon Aug 23
16:43:02 CST 2012

*

* Copyright (c) 2012 SAP Inc. All rights reserved.

*/

// Capture datajs' current http client object.
var oldClient = OData.defaultHttpClient;

// Creates new client object that will attempt to handle Certificate
authentication.
var certClient = {

request: function (request, success, error) {

if (request.requestUri.substr (0, 8) === "https://")
{
if (request.user != undefined && request.password !=
undefined)
{
// The following script gets the signed certificate
data for the first
// pl2 file found on the sdcard
var certStore = CertificateStore.getDefault();
var certPaths = certStore.listAvailableCertificatesFromFileSystem("/
sdcard/", "pl2") ;
var cert = certStore.getSignedCertificateFromFile (certPaths [0] ,
request.password) ;

// Append existing headers.
var newHeaders = [];
if (request.headers) {
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for (name in request.headers) {
newHeaders [name] = request.headers[name];
}
}

//
newHeaders["SSL CLIENT CERT"] = cert.signedCertificate;

// Redo the OData request for the protected resource
var newRequest = ({

headers : newHeaders,

requestUri : request.requestUri,

method : request.method,

user : request.user,

password : request.password

}i

// Call back into the original http client.
return oldClient.request (newRequest, success, error);
}
}

return oldClient.request (request, success, error);

}
}i

// Can either pass certClient explicitly, or set it globally for the
page as the default:
OData.defaultHttpClient = certClient;

Sending Requests Over HTTPS

Datajs custom clients can replace the default odata.DefaultHttpClient with
overrideHttpClientForDatajs to send requests to SAP Mobile Server through an HTTPS
connection.

var oDataDefaultHttpClient;

function overrideHttpClientForDatajs ()
{
if (HttpsConnection.supportHttpsInBrowser === true )
{
oDataDefaultHttpClient = odata.defaultHttpClient;
OData.defaultHttpClient = new
{
request: function (request, success, error)
{
if (request.requestURI.search (“/https/i”))
{
// invoke HTTPs proxy api
// return result
}
else

{
// using original http client
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oDataDefaultHttpClient.request ( request, success,
error );

}

Implementing Push

The backend OData source can proactively send notifications to Hybrid Apps.

SAP Mobile Platform enables this by exposing an HTTP based push interface http://
supserver:port/notifications/ApplicationConnectioniD.

The Hybrid App must inform the backend of its ApplicatonConnectionID, usually on
startup. You can obtain this by using the hwc.getApplicationConnectionID ()
JavaScript API. The backend service exposes an endpoint where said
ApplicationConnectionID canbesentwhenthe Hybrid App startsup or "subscribes.”
When the push notification is received, it can be handled in native code or JavaScript.

Enabling the Datajs Library on Windows Mobile

To enable the datajs-<version>. js library on Window Mobile 6.0 and Windows
Mobile 6.1, you must add some custom code into the file where the Hybrid App is first
launched.

For Windows Mobile 6.5, you need only to include the datajs-<version>. jslibraryin
your HTML file.

1. Open the JavaScript file where the Hybrid App is first launched, for example,
Custom. js, which is located in <SMP_HOME>\MobileSDK<version>
\HybridApp\API\AppFramework

2. Add this code:

///Begin, This code enable datajs library on Windows 6.0 and
Windows6.1

window.oldActiveXObject = window.ActiveXObject;
window.ActiveXObject = function (id) {

try{ return new window.oldActiveXObject (id); }

catch (exception) {

if (isWindowsMobile () ) {

try{

if (id == "Msxml2.XMLHTTP.6.0" || id == "Msxml2.XMLHTTP.3.0")

{ return new window.oldActiveXObject ("Microsoft.XMLHTTP"); }

if (id == "Msxml2.DOMDocument.6.0" || id == "Msxml2.DOMDocument.

3.0"){ return new window.oldActiveXObject ("Microsoft.XMLDOM"); }
}

catch(e){ throw e; }

}

throw exception;

}
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}i
//End

3. Save the file.

4. Rebuild the Hybrid App project.

Hybrid Web Container and Hybrid App JavaScript APIs

The container and framework JavaScript APIs provide functionality that the Hybrid Apps can

access.

Hybrid Web Container JavaScript APIs

The files where the Hybrid Web Container JavaScript APIs are defined are located in
<SMP_ HOME>\MobileSDK<version>\HybridApp\API\Container. The

generated JavaScript API reference documents are located in <SMP HOME>
\MobileSDK<version>\HybridApp\API\APT.

Class

Description

Defined in

hwc.CallbackSet ()

Use for event handlers that are
asynchronous.

Callbacks.Jjs

hwc.CertificateS-
tore

Create a user interface in
HTML and JavaScript that
uses X.509 certificates as the
Hybrid App credentials.

Certificate.js

hwc.ConnectionSet-
tings

The JavaScript class for the
Hybrid Web Container con-
nection settings manages the
connection between applica-
tions and the server.

hwc-api.js

hwc.CustomIcon

The JavaScript class for the
Hybrid Web Container custom
icon, lists custom icons.

hwc-api.js

hwc.e2eTrace

Allows for an end to end trace
of data communication from
the client to the back-end.

hwc-api.js

hwc.getExternalRe-
source

Access resources on external
HTTP servers.

ExternalRe-
source.js
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Class

Description

Defined in

hwc.getCurrentLo-
cale

The date/time functions allow
you to extract and format the
date and time for the Hybrid

App.

Timezone.js

hwc.getPicture

Provides access to the device's
default camera application or
device's photo library for re-
trieving a picture asynchro-
nously.

Camera.js

hwc.HybridApp

Javascript class for the Hybrid
App object. Lists installed Hy-
brid Apps.

hwc-api.js

hwc.LogEntry

Javascript class for LogEntry
object.

hwc-api.js

hwc.MediaCache

Used within the JavaScript to
wrap the source of an image
element. Fetches media con-
tent from a cache or the server
using a URI.

hwc-api.js

hwc.MenuItemCollec-
tion

Represents a collection of
menu items.

hwc-comms.js

hwc.Message

This is the class to encapsulate
an incoming message object.
When a new message arrives,
a notification is sent to users
through custom code.

hwc-api.js

hwc.MessageFilter

This is the class to encapsulate
a filter for messages.

hwc-api.js
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Class

Description

Defined in

hwc.perf

The performance library al-
lows you to instrument your
application code and collect
performance counters when
executing the application on
the device. Results are repor-
ted inalog file on the SD-card
(BlackBerry and Android), or
in the sandbox (iOS). The re-
sults can also be read in the
domain log by calling Get
Trace for the application
connection in SAP Control
Center.

hwc-api.js

hwc.SUPStorage

Constructs a new storage area
identified by a storage key.

SUPStorage.js

Resources

Access localized string re-
sources.

Resources.js

Hybrid App Framework JavaScript APIs
The files where the Hybrid App framework JavaScript APIs are defined are located in
<SMP_HOME>\MobileSDK<version>\HybridApp\API\AppFramework.

data functions.

Class Description Defined in
doOnlineRequest Allows an operation or object | API.Js
query to be invoked.
MessageValue Message value object that stores | WorkflowMessage.js
a key-value pair from a message
sentto or from the server and the
Hybrid App.
MessageValueCol- Message value collection object | WorkflowMessage.js
lection that stores a container node
from a message sent to or from
the server and theHybrid App.
WorkflowMessage Access the Hybrid App message | WorkflowMessage.js
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Used to group anonymous objects and callback functions used as method parameters.

Methods and fields in this namespace cannot be instantiated. Used for API docs generation

only.

Classes

Name

Description

anonymous.AppLogErrorCallbackParameter on
page 70

Object used in anonymous.getL ogEntriesError-
Callback on page 78 and anonymous.startOr-
StopLoglL istenerErrorCallback on page 83
functions.

anonymous.sendRequestErrorCBParameter on
page 70

Object used in anonymous.sendRequestErrorCB
on page 82 function.

anonymous.sendRequestSuccessCBParameter
on page 71

Object used in anonymous.sendRequestSuc-
cessCB on page 83 function.

Members

Name

Description

options on page 72

Options object used with the getExternalRe-
source function.

PictureOptions on page 72

Options object that is used with the Awe.getPic-
ture on page 192 method.

Methods

Name

Description

abort() on page 72

JavaScript function to abort the HTTP(S) request

alertDialogCallbackFunction( message ) on page
73

A callback function invoked when Awe./og on
page 208 is invoked with true for the notifyUser
parameter.

ApplnstallationL istener( event, moduleld, ver-
sion, moduleName ) on page 73

Callback function that will be invoked on hybrid
app installation events.

ApplinstallationL istener( event, moduleld, ver-
sion, moduleName ) on page 74

Callback function that will be invoked on hybrid
app installation events.
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ApplnstallationL istener( notifications, event,
moauleld, version, moduleName, designer\Ver-
sion, container\Version ) on page 74

Callback function that will be invoked when push
notifications are available.

ApplicationL istener( event, modulelad, version )
on page 75

Callback function that will be invoked on hybrid
app events.

complete( resultXHR ) on page 76

Callback function used in the Options object.

ConnectionStateL istener( event, errorCode, er-
rorMessage ) on page 77

Callback function that will be invoked when the
connection state changes.

errorCallbackFunction( errorMessage ) on page
77

A callback function invoked if there is an error.

genericCallbackFunction() on page 78

A generic callback function that takes no param-
eters.

getLogEntriesErrorCallback( data ) on page
78

Callback function that will be invoked when Ap-
pLog.getl ogEntries on page 91 fails.

getL ogEntriesSuccessCallback( data ) on page
78

Callback function that will be invoked with all the
entries in the app log.

logL istener( date, event, message ) on page 79

Callback function that will be invoked when
events are logged to the app log.

LogL istener( milliseconds, event, optional-
String ) on page 79

Callback function that will be invoked when
events are logged to the event log.

MessageL istener( flag, msgld ) on page 80

Callback function that will be invoked on mes-
sage events.

onGetPictureError( err ) on page 81

Camera

onGetPictureSuccess( filename, response ) on
page 82

User provided function that will be invoked when
the Awe.getPicture on page 192 function is suc-
cessful.

sendRequestErrorCB( data ) on page 82

Callback function that will be invoked HttpsCon-
nection.get()/sendRequest() failed.

sendRequestSuccessCB( data ) on page 83

Callback function that will be invoked HttpsCon-
nection.get()/sendRequest() succeeded.

startOrStopLogL istenerErrorCallback( data ) on
page 83

Callback function that will be invoked upon fail-
ure to start a log listener via AppLog.startL o-
gListeneron page 92, or upon failure to remov-
ing alog listener via AppL og.stopLoglL isteneron
page 95.
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startOrStopL ogL istenerSuccessCallback() on
page 84

Callback function that will be invoked upon suc-
cessfully starting a log listener via AppLog.star-
tLogL isteneron page 92, or upon successfully
removing a log listener via AppLog.stopLogL is-
tener on page 95.

Source
Camera.js, line 266 on page 266.

anonymous.AppLogErrorCallbackParameter class

Obiject used in anonymous.getL ogEntriesErrorCallback on page 78 and
anonymous.startOrStopL ogL istenerErrorCallback on page 83 functions.

Syntax
new AppLogErrorCallbackParameter()
Properties
Name Type Description
errorCode number Predefined error code
description string The description of the error
Source

Plugins/AppLog/applog.js, line 479 on page 530.

anonymous.sendRequestErrorCBParameter class

Obiject used in anonymous.sendRequestErrorCB on page 82 function.

Syntax
new sendRequestErrorCBParameter()

Properties
Name Type Argument Description
errorCode number Predefined error code
description string The description of the
error
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nativeErrorCode number <optional> The native error code
reported from Afaria,
device, etc (optional)

Source

Plugins/HttpsProxy/https-proxy.js, line 506 on page 558.

anonymous.sendRequestSuccessCBParameter class

Obiject used in anonymous.sendRequestSuccessCB on page 83 function.

Syntax

new sendRequestSuccessCBParameter()

Properties

Name

Type

Argument

Description

status

number

The HTTP status code

headers

object

An object that contains
headerKey = value
pairs.

response Text

string

<optional>

The text response.This
parameter is present
only if the response is a
text response.

responseBase64

string

<optional>

Base64 encoded repre-
sentation of the binary
response.This parame-
ter is included only if
the response is a binary
response.

clientError

object

<optional>

An optional object that
contains the authenti-
cation error.lt is an ob-
ject of anonymous.sen-
dRequestErrorCBPara-
meteron page 70.

Source

Plugins/HttpsProxy/hittps-proxy.fs, line 504 on page 558.
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options member
Options object used with the getExternalResource function.

Supported options are:

* method: one of GET, PUT, DELETE, HEAD, OPTIONS, or POST. The default is GET.
e HTTP and HTTPS urls are supported.

 async: request should be sent asynchronously. The default is true.

« headers: request headers to be sent with request.

« data: data to be sent. If this is an array, it is converted to a query string. For a GET request,
this is added to the end of the URL.

* anonymous.complete on page 76 is a callback function that will be invoked with the
resultXHR when this method completes

Syntax
<static> options

Source
ExternalResource.js, line 270 on page 292.

PictureOptions member

Options object that is used with the Awc.getPicture on page 192 method.
Contains 2 fields that can be specified.
» sourceType: One of hwe.Picture.SourceType values

« destinationType: One of hwec.Picture.DestinationType values

Syntax
<static> PictureOptions

See
hwec.getPicture for an example.

Source
Camera.js, line 272 on page 266.

abort() method
JavaScript function to abort the HTTP(S) request

Syntax
<static> abort()
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Source
Plugins/HttosProxy/hittps-proxy.js, line 509 on page 558.

alertDialogCallbackFunction( message ) method

A callback function invoked when /Awe./og on page 208 is invoked with true for the
notifyUser parameter.

This callback should notify the user of the log message in an appropriate manner.

Syntax
<static> alertDialogCallbackFunction( message)

Parameters
Name Type Description
message string The message that the user
should be notified of.
Source

hwe-comms.fs, line 1608 on page 489.

ApplnstallationListener( event, moduleld, version, moduleName ) method
Callback function that will be invoked on hybrid app installation events.

App installation listeners can be added with Awe.addAppinstallationL istener on page 149.

Syntax
<static> AppInstallationListener( event, moduleld, version, moduleName)

Parameters

Name Type Description

event number A number indicating the event
(will be either Awe. INSTAL-
LATION_BEGIN on page 132
or hwe.INSTALLATION_END
on page 132).

moauleld string The module ID of the hybrid
app the event is about.

version string The version of the hybrid app
the event is aboult.
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moauleName string The display name of the hybrid
app the event is about.

Source
hwe-api.fs, line 3673 on page 428.

ApplnstallationListener( event, moduleld, version, moduleName ) method
Callback function that will be invoked on hybrid app installation events.

Syntax
<static> AppInstallationListener( event, moduleld, version, moduleName)

Parameters
Name Type Description
event Integer Installation flags including, BE-
GIN(1), END(2)
moauleld String Optional Module Id
version String Optional Module version
moduleName String Optional Module display name
Source

hwe-api.Js, line 3676 on page 428.

ApplnstallationListener(notifications, event, moduleld, version, moduleName,
designerVersion, containerVersion ) method
Callback function that will be invoked when push notifications are available.

Push notification listeners can be added with Awc.addPushNotificationL istener on page
157.

Syntax
<static> AppInstallationListener( notifications, event, moduleld, version,
moduleName, designer\Version, containerVersion) {number}

Parameters
Name Type Description
notifications Array An array of notifications.

74

SAP Mobile Platform



Develop Hybrid Apps Using Third-party Web Frameworks

event Integer Installation flags including, BE-
GIN(1), END(2), FAIL(3)

moauleld String Optional Module Id

version String Optional Module version
modauleName String Optional Module display name
designerVersion String Optional Version of designer

used to create app

container\Version String Optional Version of hybrid web
container

Returns

A number indicating whether other push notification listeners should be called after this one.
Must be either hwe. NOTIFICATION_CANCEL on page 137 (if no more listener callbacks
should be called) or hwe. NOTIFICATION_CONTINUE on page 137 (if more listener
callbacks should be called). Callback function that will be invoked on hybrid app installation
events.

Type:

number

Source
hwe-api.fs, line 3675 on page 428.

ApplicationListener( event, moduleld, version ) method
Callback function that will be invoked on hybrid app events.

Application listeners can be added with Awe.addAppListener on page 150.

Syntax
<static> ApplicationListener( event, moduleld, version)

Parameters

Name Type Description
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event number

A number indicating what event
has taken place (will be one of
hwe. APP_REFRESH on page
126, hwe. APP_ADDED on
page 126, iwec. APP_UPDA-
TED on page 127,

hwe. APP_REMOVED on page
127).

moduleld number

The module id of the hyrbid app
the event is about.

version number

module The version of the hy-
brid app the event is about.

Source
hwe-api.fs, line 3678 on page 428.

complete( resultXHR ) method
Callback function used in the Options object.

Syntax

<static> complete( resultXHR)

Parameters
Name Type Description
resultXHR object the response object.

The fields/methods available on
resultXHR are

status

statusText

responseText
getReponseHeader(key)
getAllIResponesHeaders()

g wDd P

These fields and methods are
not supported for resultXHR:

« open()
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ConnectionStateListener( event, errorCode, errorMessage ) method

Callback function that will be invoked when the connection state changes.

Connection listeners can be added with Awc.addConnectionL istener on page 151.

Syntax

<static> ConnectionStateListener( event, errorCode, errorMessage)

Parameters
Name Type Description
event number A number indicating the event
that occurred (will be
hwe.CONNECTED on page
127 or hwe. DISCONNECTED
on page 130).
errorCode number An error code (0 indicating suc-
cess).
errorMessage string Text of the error message. Will
be empty of there is no error.
Source

hwe-api.fs, line 3669 on page 428.

errorCallbackFunction( errorMessage ) method

A callback function invoked if there is an error.

Syntax

<static> errorCallbackFunction( errorMessage)

Parameters
Name Type Description
errorMessage string The message describing the er-
ror.
Source

hwe-comms.fs, line 1610 on page 489.
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genericCallbackFunction() method

A generic callback function that takes no parameters.

Used to execute code when a certain event occurs.

Syntax

<static> genericCallbackFunction()

Source

hwe-comms.fs, line 1612 on page 489.

getLogEntriesErrorCallback( data ) method

Callback function that will be invoked when AppLog.getl ogEntries on page 91 fails.

Syntax

<static> getLogEntriesErrorCallback( data)

Parameters
Name Type Description
data anonymous.AppLogErrorCall- | The error object.
backParameter on page 70
Source

Plugins/AppLog/applog.js, line 473 on page 530.

getLogEntriesSuccessCallback( data ) method

Callback function that will be invoked with all the entries in the app log.

There will be one AppLog.LogEntry on page 92 object for each line in the app log. Log
entries can be retrieved with AppLog.getL ogEntries on page 91.

Syntax
<static> getLogEntriesSuccessCallback( data)
Parameters
Name Type Description
gata AppLog.LogEntry[] An array of AppLog.LogEntry
objects.
Source

Plugins/AppLog/applog.js, line 471 on page 530.
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logListener( date, event, message ) method
Callback function that will be invoked when events are logged to the app log.

Log listeners can be added with AppLog.startl ogl isteneron page 92.

Syntax
<static> 1ogListener( date, event, message)

Parameters
Name Type Description
date Date The date of the log entry.
event number The event ID of the log entry
(will be one of the AppLog sta-
tus events, or possibly a custom
value).
message string The string carrying the message
of the log entry.
Source

Plugins/AppLog/applog.js, line 481 on page 530.

LogListener( milliseconds, event, optionalString ) method
Callback function that will be invoked when events are logged to the event log.

Log listeners can be added with Awe.addLogL istener on page 153.

Syntax
<static> LogListener( milliseconds, event, optionalString)

Parameters
Name Type Description
millisecond’s number The date of the log message rep-
resented in milliseconds.

Developer Guide: Hybrid Apps 79



Develop Hybrid Apps Using Third-party Web Frameworks

event

number

A number that represents which
category this event falls under
(1t will be one of iwe. CON-
NECTION_ERROR on page
128, hwe. CONNEC-
TION_OTHER on page 129,
hwe. CONNECTION_CON-
NECTED on page 128,

hwe. CONNECTION_DIS-
CONNECTED on page 128,
hwe. CONNECTION_RE-
TRIEVED_ITEMS on page
129).

optionalString

string

The string carrying the message
of the log event.

Source

hwe-api.js, line 3671 on page 428.

MessageListener( flag, msgld ) method

Callback function that will be invoked on message events.

Message listeners can be added with Awc.addMessagelL istener on page 155.

Syntax
<static> MessageListener( flag, msgld)
Parameters
Name Type Description
flag number A number indicating which
message event occured (will be
one of hiwe. MSG_ADDED on
page 135, hwe.MSG_RE-
MOVED on page 136,
hwe.MSG_UPDATED on page
137, hwe.MSG_REFRESH on
page 136).
msgld number The message id of the affected
message.
Source

hwe-api.fs, line 3680 on page 428.
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Syntax

<static> onGetPictureError( err)

Parameters
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Name

Type

Description

err

number

the error code returned.Possible
values are

1

PictureError.NO_ERROR
= 0,
PictureError.NOT_SUP-
PORTED = -1; getPicture()
not implemented, camera
not present,
PictureError.IN_PRO-
GRESS = -2; getPicture()
has already been requested
but has not yet completed.
PictureError. USER_RE-
JECT =-3; the user has can-
celed the request.
PictureError.BAD_OP-
TIONS = -4; supplied op-
tions were not recognized.
PictureError. TOO_LARGE
=-5; the returned image size
was too large to be handled
by JavaScript

PictureError UNKNOWN
= -6; an unknown error oc-
curred.

Source

Camera.js, line 268 on page 266.
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onGetPictureSuccess( filename, response ) method

User provided function that will be invoked when the Awe.getPicture on page 192 function is
successful.

Syntax
<static> onGetPictureSuccess( filename, response)

Parameters
Name Type Description
filename string file name of the image
response string the response will be either a

Base64-encoded JPG string or a

URI depending on the options

passed to the Awe.getPicture on

page 192 function.

« if options.destinationType
== PictureOption.Destina-
tionType.IMAGE_URI, re-
sponse is an uniform refer-
ence identifier for the im-
age. onGetPictureSuc-
cess(fileName, imageURI)

« if options.destinationType
== PictureOption.Destina-
tionType.IMAGE_DATA,
response is a Base64-enco-
ded string. onGetPicture-
Success(fileName, image-
Data)

Source

Camera.js, line 270 on page 266.

sendRequestErrorCB( data ) method
Callback function that will be invoked HttpsConnection.get()/sendRequest() failed.

Syntax
<static> sendRequestErrorCB( data)
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Parameters
Name Type Description
aata anonymous.sendRequestEr- The error object.
rorCBParameteron page 70
Source

Plugins/HttpsProxy/hittps-proxy.js, line 502 on page 558.

sendRequestSuccessCB( data ) method
Callback function that will be invoked HttpsConnection.get()/sendRequest() succeeded.

Syntax
<static> sendRequestSuccessCB( dala)

Parameters
Name Type Description
gata anonymous.sendRequestSuc- | The response data object.
cessCBParameteron page 71
Source

Plugins/HttpsProxy/hitps-proxy.fs, line 500 on page 558.

startOrStopLogListenerErrorCallback( data ) method

Callback function that will be invoked upon failure to start a log listener via
AppLog.startl ogl istener on page 92, or upon failure to removing a log listener via
AppLog.stopLogListeneron page 95.

Syntax
<static> startOrStopLogListenerErrorCallback( dafa)

Parameters
Name Type Description
gata anonymous.AppLogErrorCall- | The error object.
backParameter on page 70
Source

Plugins/AppL.og/applog.fs, line 477 on page 530.
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startOrStopLogListenerSuccessCallback() method

Callback function that will be invoked upon successfully starting a log listener via
AppLog.startL ogl istener on page 92, or upon successfully removing a log listener via

AppLog.stopLoglL istener on page 95.

Syntax

<static> startOrStopLogListenerSuccessCallback()

Source

Plugins/AppLog/applog.js, line 475 on page 530.

AppLog namespace

The namespace for AppLog plugin

Members

Name

Description

ERR_UNKNOWN on page 86

Constant indicating the operation failed with un-
known error.

STATUS EVENT_CONNECTED on page 86

Constant indicating an app log entry is associated
with the client successfully connecting to the
SUP server.

STATUS_EVENT_DISCONNECTED on page
86

Constant indicating an app log entry is associated
with the client losing connection to the SUP serv-
er.

STATUS_EVENT_DISCONNEC-
TED LOW STORAGE on page 87

Constant indicating an app log entry is associated
with the client losing connection to the SUP serv-
er due to low storage.

STATUS_EVENT_DISCONNECTED ROAM-
ING on page 87

Constant indicating an app log entry is associated
with the client losing connection to the SUP serv-
er due to roaming.

STATUS EVENT FLIGHT MODE on page
87

Constant indicating an app log entry is associated
with the client going into flight mode.

STATUS_EVENT_NOTIFICATION_RE-
CEIVED on page 88

Constant indicating an app log entry is associated
with the client receiving a notification.

STATUS_EVENT_OUT_OF NETWORK on
page 88

Constant indicating an app log entry is associated
with the client going out of network.
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STATUS_EVENT _REGISTRATION_STAR-
TED on page 88

Constant indicating an app log entry is associated
with the client starting registration.

STATUS_EVENT_RESTART on page 89

Constant indicating an app log entry is associated
with restarting the client connection to the SUP
server.

STATUS_EVENT_SET_DEFAULT_ITEMon
page 89

Constant indicating an app log entry is associated
with a default app being set from the server.

STATUS EVENT SHUTDOWN on page 89

Constant indicating an app log entry is associated
with shutting down the client connection to the
SUP server.

STATUS_EVENT_STARTUP on page 90

Constant indicating an app log entry is associated
with starting the client connection to the SUP
server.

STATUS_EVENT_UNKNOWN on page 90

Constant indicating an app log entry is associated
with an unknown event.

STATUS_EVENT _UNSET_DEFAULT ITEM
on page 90

Constant indicating an app log entry is associated
with a default app being unset from the server.

STATUS _EVENT_WAITING_TO CONNECT
on page 91

Constant indicating an app log entry is associated
with the client waiting to connect to the SUP
server.

Methods

Name

Description

getLogEntries( successCB, errorCB ) on page
91

Call this function to get an array of AppLog.Lo-
gEntry on page 92 objects.

LogEntry( logDate, event, msg ) on page 92

This object represents a log entry.

startlogL istener( successCB, errorCB, logL is-
tener, [containingObject] ) on page 92

Registers a log listener.

stopLogL istener( successCB, errorCB, logLis-
tener, [containingObject] ) on page 95

Removes a log listener.

Source

Plugins/AppLog/applog.js, line 16 on page 513.
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ERR_UNKNOWN member
Constant indicating the operation failed with unknown error.

Used in anonymous.AppLogErrorCallbackParameter on page 70.

Syntax
<static> ERR_UNKNOWN : number

Type
number

Source
Plugins/AppLog/applog.js, line 23 on page 513.

STATUS EVENT CONNECTED member
Constant indicating an app log entry is associated with the client successfully connecting to
the SUP server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT CONNECTED : number

Type
number

Source
Plugins/AppL.og/applog.fs, line 53 on page 514.

STATUS EVENT DISCONNECTED member
Constant indicating an app log entry is associated with the client losing connection to the SUP
server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT DISCONNECTED : number

Type
number

Source
Plugins/AppLog/applog.js, line 59 on page 515.
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STATUS EVENT DISCONNECTED LOW_STORAGE member
Constant indicating an app log entry is associated with the client losing connection to the SUP
server due to low storage.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT DISCONNECTED LOW STORAGE : number

Type
number

Source
Plugins/AppLog/applog.js, line 89 on page 516.

STATUS EVENT DISCONNECTED ROAMING member
Constant indicating an app log entry is associated with the client losing connection to the SUP
server due to roaming.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT DISCONNECTED ROAMING : number

Type
number

Source
Plugins/AppL.og/applog.fs, line 83 on page 516.

STATUS EVENT _FLIGHT MODE member
Constant indicating an app log entry is associated with the client going into flight mode.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT FLIGHT MODE : number

Type
number

Source
Plugins/AppLog/applog.js, line 65 on page 515.
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STATUS EVENT NOTIFICATION RECEIVED member
Constant indicating an app log entry is associated with the client receiving a notification.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT NOTIFICATION RECEIVED :number

Type
number

Source
Plugins/AppLog/applog.js, line 101 on page 516.

STATUS EVENT OUT OF NETWORK member
Constant indicating an app log entry is associated with the client going out of network.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT OUT OF NETWORK : number

Type
number

Source
Plugins/AppLog/applog.fs, line 71 on page 515.

STATUS EVENT _REGISTRATION_STARTED member
Constant indicating an app log entry is associated with the client starting registration.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT REGISTRATION STARTED :number

Type
number

Source
Plugins/AppLog/applog.js, line 95 on page 516.
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STATUS EVENT RESTART member
Constant indicating an app log entry is associated with restarting the client connection to the
SUP server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS EVENT RESTART : number

Type
number

Source
Plugins/AppLog/applog.js, line 47 on page 514.

STATUS EVENT SET DEFAULT ITEM member
Constant indicating an app log entry is associated with a default app being set from the server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT SET DEFAULT ITEM :number

Type
number

Source
Plugins/AppL.og/applog.fs, line 107 on page 516.

STATUS EVENT_SHUTDOWN member
Constant indicating an app log entry is associated with shutting down the client connection to
the SUP server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT SHUTDOWN : number

Type
number

Source
Plugins/AppLog/applog.js, line 41 on page 514.
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STATUS EVENT STARTUP member
Constant indicating an app log entry is associated with starting the client connection to the
SUP server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS EVENT_ STARTUP : number

Type
number

Source
Plugins/AppLog/applog.js, line 35 on page 514.

STATUS EVENT UNKNOWN member
Constant indicating an app log entry is associated with an unknown event.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT UNKNOWN : number

Type
number

Source
Plugins/AppL.og/applog.fs, line 29 on page 514.

STATUS EVENT UNSET DEFAULT ITEM member
Constant indicating an app log entry is associated with a default app being unset from the
server.

Used in AppLog.LogEntry on page 92.

Syntax
<static> STATUS_EVENT UNSET DEFAULT ITEM :number

Type
number

Source
Plugins/AppL.og/applog.fs, line 113 on page 517.
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STATUS EVENT WAITING TO CONNECT member

Constant indicating an app log entry is associated with the client waiting to connect to the SUP

SErver.

Used in AppLog.LogEntry on page 92.

Syntax

<static> STATUS_EVENT WAITING TO_ CONNECT : number

Type
number

Source

Plugins/AppLog/applog.js, line 77 on page 515.

getLogEntries( successCB, errorCB ) method

Call this function to get an array of AppLog.LogEntry on page 92 objects.

There will be one AppLog.LogEntry on page 92 object for each line in the app log.

Syntax

<static> getLogEntries( successCB, errorCB)

Parameters
Name Type Description
successCB anonymous.getLogEntriesSuc- | The callback function that will
cessCallback on page 78 receive the asynchronous call-
back with the log entries.
errorCB anonymous.getLogEntriesr- | The callback function that will
rorCallback on page 78 be invoked on errors.
Example

// A global function called with the log entries.
function onLogEntriesSuccessCallback (data) {

for ( var i = 0; i < data.length; i++ )
{ var logEntry = datal i ];
alert('Log entry ' + (i + 1 ) + ":\
!
' 'Date (ms): ' + logEntry.date + '\
!
: 'Status code: ' + logEntry.statusCode + '\
'+

'Message:

' + logEntry.message
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)i
}

// A global function called if there is an error retrieving log

entries.

function onLogEntriesFailureCallback (error)
alert ('"Error retrieving log entries:

}

// Get the log entries

' + error);

Applog.getLogEntries (onLogEntriesSuccessCallback,
onLogEntriesFailureCallback) ;

Source

Plugins/AppLog/applog.js, line 163 on page 518.

LogEntry( logDate, event, msg ) method

This object represents a log entry.

Syntax

<static> LogEntry( logDate, event, msg)

Parameters
Name Type Description
logDate number The date the log entry was re-
corded, in milliseconds since
January 1, 1970, 00:00:00
GMT.
event number The event ID of the log entry
(will be one of the AppLog sta-
tus events, or possibly a custom
value).
msg string The message of the log entry.
Source

Plugins/AppLog/applog.js, line 125 on page 517.

startLogListener( successCB, errorCB, logListener, [containingObject] )

method
Registers a log listener.
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<static> startLogListener( successCB, errorCB, logListener, [ containingObject )

Parameters
Name Type Argument Description
successCB anonymous.startor- A callback function
StopL oglL istenerSuc- that will be invoked if
cessCallback on page the log listener is suc-
84 cessfully registered.
errorCB anonymous.startOr- A callback function
StopLoglL istenerError- that will be invoked if
Callback on page 83 there is an error regis-
tering the log listener.
logL istener anonymous.loglL isten- The callback to regis-
eron page 79 ter. This will be invoked
when new entries are
added to the log.
containingObject Object (optional) Object containing the
definition for logL.is-
tener.If a log listener
callback function refer-
ences variables in its
containing object, then
the containing object
should be passed to this
function.
Example

// This example shows how to use this function with a globally-scoped

logListener.

// A global function called by the log listener.
var doSomething

{

function ()

alert ("this gets displayed when there is a new log entry.");

}

// The log listener callback function that will be passed to
AppLog.startLogListener.
// This function will be invoked whenever there is a new log entry.

var loglListener

{

doSomething () ;

}

function ( date,

statusCode,

message )
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function onStartLogListenerSuccessCallback() {
// Do something here after listener has been added

}

function onStartLoglListenerFailureCallback (error) {
// React to error here

}

// Add the log listener.

Applog.startLoglistener ( onStartLoglListenerSuccessCallback,
onStartLogListenerFailureCallback,
logListener );

// This example shows how to use this function with a logListener
contained in an object.

// logListenerManager is an object that will contain the listener
callback as well

// as a function that will be invoked from the listener callback
function.

var logListenerManager = {};

// This is a function that is called from the listener callback.
logListenerManager.doSomething = function ()
{

alert ("this gets displayed when there is a new log entry.");

}

// This is the listener callback that will be passed to
AppLog.startLogListener.
// Since a variable is referenced from the containing object, the
containing object
// will need to be passed to Applog.startLogListener.
logListenerManager.listener = function( date, statusCode, message )
{

this.doSomething () ;
}

function onStartLoglListenerSuccessCallback() {
// Do something here after listener has been added

}

function onStartLoglListenerFailureCallback (error) {
// React to error here

}

// Pass both the listener callback and the containing object.

Applog.startLoglistener ( onStartLoglListenerSuccessCallback,
onStartLogListenerFailureCallback,
logListenerManager.listener,
logListenerManager );

Source
Plugins/AppLog/applog.js, line 249 on page 522.
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stopLogListener( successCB, errorCB, logListener, [containingObject] )
method
Removes a log listener.

This function should be called with identical parameters that were used when adding the log
listener with AppLog.startl ogl istener on page 92.

Syntax
<static> stopLogListener( successCB, errorCB, logListener, [ containingObjecq] )

Parameters
Name Type Argument Description
successCB anonymous.startOor- A callback function
StopL oglL istenerSuc- that will be invoked if
cessCallback on page the log listener is suc-
84 cessfully removed.
errorCB anonymous.startOr- A callback function
StopLoglL istenerError- that will be invoked if
Callback on page 83 there is an error remov-
ing the log listener.
logL istener anonymous.loglL isten- The callback that was
eron page 79 added with Ap-
pLog.startLoglL istener
on page 92.
containingObject Object (optional) Obiject containing the
definition for logLis-
tener.
Example
// This example shows how to use this function with a globally-scoped
logListener.
// A global function called by the log listener.
var doSomething = function ()
{
alert ("this gets displayed when there is a new log entry.");

}

// The log listener callback function that will be passed to
AppLog.startLogListener.
// This function will be invoked whenever there is a new log entry.
var loglListener = function( date, statusCode, message )
{

doSomething () ;
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}

function onStartLoglListenerSuccessCallback() {
// Do something here after listener has been added

}

function onStartLoglListenerFailureCallback (error) {
// React to error here

}

function onStopLoglListenerSuccessCallback () {
// Do something here after listener has been removed

}

function onStoploglListenerFailureCallback (error) ({
// React to error here

}

// Add the log listener.

Applog.startLoglListener ( onStartlLogListenerSuccessCallback,
onStartLogListenerFailureCallback,
logListener );

// At some other point if we want to remove the listener, we use the

following line.

AppLlog.stoploglListener ( onStopLoglListenerSuccessCallback,
onStopLoglListenerFailureCallback,
logListener );

// This example shows how to use this function with a logListener
contained in an object.

// logListenerManager is an object that will contain the listener
callback as well

// as a function that will be invoked from the listener callback
function.

var loglListenerManager = {};

// This is a function that is called from the listener callback.
logListenerManager.doSomething = function ()
{

alert ("this gets displayed when there is a new log entry.");

}

// This is the listener callback that will be passed to
Applog.startLoglListener.
// Since a variable is referenced from the containing object, the
containing object
// will need to be passed to AppLog.startLogListener.
logListenerManager.listener = function( date, statusCode, message )
{

this.doSomething () ;
}

function onStartLogListenerSuccessCallback() {
// Do something here after listener has been added

}
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function onStartLoglListenerFailureCallback (error) {

// React to error here

}

function onStopLoglListenerSuccessCallback () {
// Do something here after listener has been removed

}

function onStoploglListenerFailureCallback (error) ({

// React to error here

}

// Pass both the listener callback and the containing object.

Applog.startLoglistener ( onStartLoglListenerSuccessCallback,
onStartLogListenerFailureCallback,
logListenerManager.listener,
logListenerManager );

// At some other point if we want to remove the listener, we use the

following line.

AppLog.stoploglListener ( onStopLogListenerSuccessCallback,
onStopLoglListenerFailureCallback,
logListenerManager.listener,
logListenerManager );

Source

Plugins/AppLog/applog.js, line 376 on page 526.

HttpsConnection namespace
The namespace for HTTP(S) proxy

Classes

Name

Description

HttpsConnection. CertificateFromAfaria on page
98

Create certificate source description object for
certificates from Afaria.

HttpsConnection. CertificateFromFile on page
99

Create certificate source description object for
certificates from a keystore file.

HttpsConnection. CertificateFromStore on page

Create certificate source description object for

99 certificates from system keystore (Keystore in
BB, Keychain in iOS and Android).
Methods
Name Description
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deleteCertificateFromStore( successCB, [er-
rorCBj, certificateKey ) on page 100

Delete cached certificate from keychain.

generateODataH(tpClient() on page 101

Generate an OData HttpClient object over https
proxy of native platform.

get( url, header, successCB, [errorCB], [user],
[password], [timeout], [certSource] ) on page
102

Send a HTTP(S) GET request to a remote server.

sendRequest( method, url, header, requestBoay,
successCB, errorCB, [user], [password], [time-
out], [certSource] ) on page 104

Send a HTTP(S) request to a remote server.

Source

Plugins/HttpsProxy/datafs-htips-proxy.js, line 18 on page 533.

HttpsConnection.CertificateFromAfaria class

Create certificate source description object for certificates from Afaria.

Syntax

new CertificateFromAfaria( CN, [ChallengeCode] )

Parameters

Name Type

Argument Description

CN string

Common Name (CN)
for CA/SCEP proto-
col.For iOS, the re-
trieved certificate is
stored in the key store
with the common name
as the certificate key,
the following requests
for the same common
name will just load the
saved certificate from
key store, instead of
sending a new request
to Afaria server.

ChallengeCode string

(optional) Challenge code for

CA/SCEP protocol.
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Source
Plugins/HttosProxy/hittps-proxy.js, line 137 on page 543.

HttpsConnection.CertificateFromFile class
Create certificate source description object for certificates from a keystore file.

Not supported on Blackberry platform

Syntax
new CertificateFromFile( Path, Password, CertificateKey)

Parameters

Name Type Description

Path string Path of the keystore file.For iOS
client, it first tries to load the
relative file path from applica-
tion's Documents folder; if it
fails, then tries to load the file
path from application's main
bundle. In addition, before try-
ing to load the certificate from
file system, iOS client first
checks whether the specified
certificate key already exists in
the key store, if so, it just loads
the existing certificate from key
store, instead of loading the cer-
tificate from file system.

Password string Password of the keystore.

CertificateKey string An unique key that will be used
to locate the certificate.

Source
Plugins/HttosProxy/hittns-proxy.js, line 119 on page 543.

HttpsConnection.CertificateFromStore class
Create certificate source description object for certificates from system keystore (Keystore in
BB, Keychain in iOS and Android).

The certificateKey is not used on the BB platform. BB will prompt the user to select a
certificate if a certificate was not already used for the server connection.
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Syntax

new CertificateFromStore( CertificateKey)

Parameters
Name Type Description
CertificateKey string An unique key that will be used
to locate the certificate.Not used
in BB platform.
Source

Plugins/HttpsProxy/https-proxy.fs, line 152 on page 544.

deleteCertificateFromStore( successCB, [errorCB], certificateKey ) method

Delete cached certificate from keychain.

iOS client will always try the cached certificate first if it is available before requesting the
certificate from afaria server or loading the certificate from file system. In case the cached
certificate is no longer valid, use this method to delete it from keychain Only supported by

iOS platform

Syntax

<static> deleteCertificateFromStore( successCB, [errorCB, certificateKey')

Parameters
Name Type Argument Description
successCB anonymous.sendRe- Callback method upon
questSuccessCB on success.
page 83
errorCB anonymous.sendRe- (optional) Callback method upon
questErrorCB on page failure.
82
certificateKey string The key of the certifi-
cate to be deleted.
Source

Plugins/HttpsProxy/hittps-proxy.js, line 409 on page 555.
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generateODataHttpClient() method
Generate an OData HttpClient object over https proxy of native platform.

This object will re-direct all odata request to the http proxy because even with HTTP
connection, there are are some known issue by default setting since the application in device is
cross server accessing the odata service. See: http://datajs.codeplex.com/discussions/396112
for details of the issue. Call this method normally on HTML page load event to replace the
default odata HTTP client.

Syntax
<static> generateODataHttpClient()

Example

// Call datajs api without certificate, users could call just as
normal by passing

// URL as first argument

var length = 0;

var updateUri = server + "/example.svc/Categories(1l)";

OData.read (server + "/example.svc/Categories",
function (data, response) {
alert ("length " + data.results.length);
length = data.results.length;
if ( length > 0 )

var updateRequest = {
requestUri: updateUri,
method: "PUT",
data:

Picture: new Date () .getTime(),
Description: "Update Record",
CategoryName: "Updated Category",
CategoryID: 1

}i

OData.request (updateRequest,
function (data, response) {
alert ("Response " + JSON.stringify (response)) ;
by
function (err) {
alert ("Error occurred " + err.message);
}
)
}i
bo
function (err) {
alert ("Error occurred " + err.message);

}):
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// However, to specify certificate source in the method call, users

need to pass in
// the request object instead of URL,

// and add the field "certificateSource" to the request object.

var length = 0;

var updateUri = server + "/example.svc/Categories(l)";

OData.read ({ requestUri: server + "/example.svc/Categories",

certificateSource : cert},
function (data, response) {

alert ("length " + data.results.length);

length = data.results.length;
if ( length > 0 )

var updateRequest = {
requestUri: updateUri,
certificateSource : cert,
method: "PUT",
data:

Picture: new Date () .getTime(),
Description: "Update Record",
CategoryName: "Updated Category",

CategoryID: 1
}i

OData.request (updateRequest,
function (data, response) {

alert ("Response " + JSON.stringify (response)) ;

by

function (err) {

alert ("Error occurred " + err.message);

}
) &
}s
b

function (err) {

alert ("Error occurred " + err.message);

)i

Source

Plugins/HttosProxy/datajs-https-proxy.fs, line 109 on page 536.

get(url, header, successCB, [errorCB], [user], [password], [timeout],

[certSource] ) method
Send a HTTP(S) GET request to a remote server.

Syntax

<static> get( url, header, successCB, [errorCB], [usen, [ password), [ timeoud, [ certSource] )

{anonymous.abort}
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Parameters
Name Type Argument Description
url string The http url with for-
mat http(s)://
[user:pass-
word]@host-
name[:port]/path.
header Object HTTP header to be sent
to server.This is an Ob-
ject. Can be null.
successCB anonymous.sendre- Callback method upon
questSuccessCB on success.
page 83
errorCB anonymous.sendRe- (optional) Callback method upon
questErrorCB on page failure.
82
user string (optional) User ID for basic au-
thentication.
password string (optional) User password for ba-
sic authentication.
timeout number (optional) Timeout setting in sec-
onds.
certSource Object (optional) Certificate description
object.It can be one of
HttpsConnection.Cer-
tificateFromFile on
page 99, HtipsConnec-
tion. CertificateFrom-
Store on page 99, or
HttpsConnection.Cer-
tificateFromAfaria on
page 98.
Returns
A JavaScript function object to cancel the operation.
Type:
anonymous.abort on page 72
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Example

// To send a get request to server, call the method
HttpsConnection.get ("http://www.google.com", null, function (data) {

alert ("Status: " + JSON.stringify(data.status)):;
alert ("Headers: " + JSON.stringify(data.headers));
if (data.responseText) {
alert ("Response: " +

JSON.stringify(data.responseText)) ;
}
bo
function (error) {
alert ("Failed: " + JSON.stringify(error)):;
b

// To send a get request to server with headers, call the method

HttpsConnection.get (url, {HeaderName : "Header value"}, successCB,
errorCB) ;

// To send a get request to server with basic authentication, call
the method

HttpsConnection.get (url, headers, successCB, errorCB, "username",
"password") ;

// To send a get request to server with mutual authentication, call
the method

HttpsConnection.get ("https://hostname", headers, successCB, errorCB,
null, null, O,

new CertificateFromFile ("/mnt/sdcard/my.pl2", "password",
"mykey")) ;

Source
Plugins/HttosProxy/hittps-proxy.fs, line 395 on page 554.

sendRequest( method, url, header, requestBody, successCB, errorCB, [user],
[password], [timeout], [certSource] ) method
Send a HTTP(S) request to a remote server.

Syntax
<static> sendRequest( method, url, header, requestBoaly, successCB, errorCB, [usen,
[password), [ timeoud, [ certSource] ) {anonymous.abort}

Parameters
Name Type Argument Description
method string Standard HTTP re-
quest method name.
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url string The http url with for-
mat http(s)://
[user:pass-
word]@host-
name[:port]/path.
header Object HTTP header to be sent
to server.This is an Ob-
ject. Can be null.
requestBody string Data to be sent to server
with the request.It’s a
string value. Can be
null.
successCB anonymous.sendRe- Callback method upon
questSuccessCB on success.
page 83
errorcCB anonymous.sendre- Callback method upon
questErrorCB on page failure.
82
user string (optional) User ID for basic au-
thentication.
password string (optional) User password for ba-
sic authentication.
timeout number (optional) Timeout setting in sec-
onds.
certSource Object (optional) Certificate description
object.It can be one of
HttpsConnection.Cer-
tificateFromFile on
page 99, HtipsConnec-
tion. CertificateFrom-
Store on page 99, or
HttpsConnection.Cer-
tificateFromAfaria on
page 98.
Returns
A JavaScript function object to cancel the operation.
Type:
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anonymous.abort on page 72

Example

// To send a post request to server, call the method
HttpsConnection.sendRequest ("POST", "http://www.google.com", null,
"THIS IS THE BODY", function (data) {

alert ("Status: " + JSON.stringify(data.status));

alert ("Headers: " + JSON.stringify(data.headers))

alert ("Response: " + JSON.stringify(data.response));

}, function (data) {

alert ("Failed: " + JSON.stringify(data));}};
// To send a post request to server with headers, call the method
HttpsConnection.sendRequest ("POST", url, {HeaderName : "Header

value"}, "THIS IS THE BODY", successCB, errorCB);
// To send a post request to server with basic authentication, call
the method
HttpsConnection.sendRequest ("POST", url, headers, "THIS IS THE
BODY", successCB, errorCB, "username", "password"):;
// To send a post request to server with mutual authentication, call
the method
HttpsConnection.sendRequest ("POST", "https://hostname", headers,
"THIS IS THE BODY", successCB, errorCB, null,

null, 0, new CertificateFromFile ("/mnt/sdcard/my.keystore",
"password", "mykey"));

Source
Plugins/HttosProxy/hittps-proxy.fs, line 289 on page 550.

hwc namespace
The namespace for the Hybrid Web Container javascript

Classes

Name Description

hwe. SUPStorage on page 116 Storage

hwe.SUPStorageException on page 120 Storage
Namespaces

Name Description

NativeErrorCodes on page 121 This object contains constants representing the

different types of public native error codes.

Members

Name Description
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APP_ADDED on page 126

A constant indicating that a hybrid app has been
added.

APP_REFRESH on page 126

A constant indicating that the application list re-
quires a refresh.

APP_REMOVED on page 127

A constant indicating that a hybrid app was re-
moved.

APP_UPDATED on page 127

A constant indicating that a hybrid app was up-
dated.

CONNECTED on page 127

Constant indicating that the hwc is connected.

CONNECTION_CONNECTED on page 128

A constant indicating that the log message is
about the connection being established.

CONNECTION_DISCONNECTED on page
128

A constant indicating that the log message is
about the connection being disconnected.

CONNECTION_ERROR on page 128

A constant indicating that the log message is
about a connection error.

CONNECTION_OTHER on page 129

A constant indicating that the log message is not
about the connection.

CONNECTION RETRIEVED_ITEMSon page
129

aconstant indicating that the log message is about
retrieved items.

DEFAULT_CUSTOM_ICON_INDEX on page
129

A constant indicating the custom icon index.

DISCONNECTED on page 130

Constant indicating that the hwec is disconnected.

eZeTrace on page 130

Represents an E2E Trace.

INSTALLATION_BEGIN on page 132

A constant indicating that the application is start-
ing to be installed.

INSTALLATION_END on page 132

A constant indicating that the application has fin-
ished being installed.

MediaCache on page 133

Represents a Media Cache.

MSG_ADDED on page 135

A constant indicating that a message has been
added.

MSG_PRIORITY_HIGH on page 135

A constant indicating a message has high priority.

MSG_PRIORITY _NORMAL on page 136

A constant indicating a message has normal pri-
ority.
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MSG_REFRESH on page 136

A constant indicating that a message needs to be
refreshed.

MSG_REMOVED on page 136

A constant indicating that a message has been
removed.

MSG_UPDATED on page 137

A constant indicating that a message has been
updated.

NOTIFICATION_CANCEL on page 137

A constant indicating that no more push notifica-
tion listeners should be called.

NOTIFICATION_CONTINUE on page 137

A constant indicating that other push notification
listeners should continue to be called.

OPEN_APP_NOT_EXIST on page 138

A constant indicating that /wc.openApp on page
221 failed because the specified app does not ex-
ist.

OPEN_APP_OTHER on page 138

A constant indicating that /wc.openApp on page
221 failed for an unspecified reason.

OPEN_APP_SUCCESS on page 138

A constant indicating that /wc.openApp on page
221 completed successfully.

OPEN_MSG_APP_NOT _EXISTon page 139

A constant indicating that a message could not be
opened because there was no associated hybrid

app.

OPEN_MSG_NOT_EXISTon page 139

A constant indicating that a message could not be
opened because no message with the given ID
exists.

OPEN_MSG_OTHER on page 139

A constant indicating that a message could not be
opened due to an unspecified error.

OPEN_MSG_SUCCESS on page 140

A constant indicating that a message was suc-
cessfully opened.

perfon page 140

Represents the Performance Manager.

PictureErroron page 142

An array that holds all possible error codes

REG _ERR_AUTO_REG NOT_ENABLEDon
page 144

Constant indicating that auto registration was not
enabled in the template.

REG ERR AUTO REG_TEM-
PLATE NOT FOUND on page 145

Constant indicating that no MBS template was
found for given Appld and/or Security configu-
ration.
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REG_ERR _AU-
TO_REG_USER_NAME_TOO_LONGon page
145

Constant indicating that the user name is longer
than the legal limit.

REG_ERR_AU-
TO REG_WRONG_USER _FOR _DEVICEon
page 145

Constant indicating that the given device id is
already registered for another user.

REG_ERR_COULD NOT_REACH MMS _SE
RVER on page 146

Constant indicating that the connection to the
MMS service failed.

REG ERR_INVALID USER NAME on page
146

Constant indicating that the user name contains
invalid characters.

REG_ERR_MMS_AUTHENTICA-
TION_FAILED on page 146

Constant indicating that MMS Authentication
failed.

REGISTRATION_METHOD _AFARIAon page
147

Constant indicating that automatic registration
using a certificate from Afaria is the preferred
method.

REGISTRATION_METHOD _AUTOMATIC
on page 147

Constant indicating that automatic registration
using password is the preferred method.

REGISTRATION_METHOD _CERTIFICATE
on page 147

Constant indicating that automcatic registration
using a local certificate is the preferred method.

REGISTRATION_METHOD MANUAL on
page 148

Constant indicating that manual registration is the
preferred method.

REGISTRATION_METHOD NO_PREFER-
ENCE on page 148

Constant indicating no registration method pref-
erence.

SETTING_SUCCESS on page 148

Constant indicating Awe.saveSettings on page
237 completed successfully.

STATUS on page 149

This object contains constants representing the
status of the hybrid app.

Methods

Name

Description

activationRequiread|() on page 149

This function sets the activation required state of
this hybrid app to true.

addAppinstallationL istener( ApplinstallationL is-
tener ) on page 149

Register the application installation listener.
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addAppListener( ApplicationL istener, [contai-
ningObject] ) on page 150

Register the application listener.

addConnectionL istener( ConnectionStatel isten-
er, [containingObject] ) on page 151

Register the connection state listener.

addl oglL istener( LogL istener, [containingOb-
Ject] )on page 153

Register the log listener.

addMenultemCollection( collection ) on page
154

This function adds a menu item collection to the
menu items for the screen.

addMessagelL istener{( filters, MessageL istener,
[containingObject] ) on page 155

Registers a message listener.

addPushNotificationL istener( PushNotification-
Listener, [containingObject] ) on page 157

Register a push notification listener.

CertificateStore() on page 158

Use these functions for X.509 credential han-
dling.

clearCache() on page 164

This function clears the contents of the on-device
request result cache for the current hybrid app.

clearCacheltem( cachekey ) on page 164

This function clears an item from the contents of
the on-device request result cache for the current
hybrid app.

ClientVariables( clientVariables\Version, client-
Variableltems ) on page 165

Represents a ClientVariables object.

ClientVariablesException( errCode, errMsg ) on
page 168

This exception is thrown when hwe.ClientVaria-
bles#getVariableValueByName is called with a
variable name that does not exist.

close() on page 168

This function closes the hybrid app.

ConnectionSettings( regmethod, server, port,
server, user, activationcode, protocol, password,
urlsuffix ) on page 168

Represents the connection settings for connecting
to the SUP Server.

connectToServer( [onNotification] ) on page
170

Resumes the connection to the SUP server.

convertlLocal Time ToUtc( date ) on page 171

Timezone

convertUtcToLocal Time( date ) on page 171

Timezone
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Customlcon( width, height, type, name, path,
processedPath, moduleld, moduleVersion, in-
dex ) on page 172

Represents a Customlcon.

disconnectFromServer() on page 175

Suspends the connection to the SUP server.

expireCredentials() on page 175

Allows the user to set the credentials to the ex-
pired state for the current hybrid app.

getAllMessages( [messageFilter], [completel -
/st] )on page 175

Gets received messages based on a filter and the
existance of a default hybrid app.

getAppByID( modulelD, version ) on page 177

Gets a hwe. HybridApp on page 197 object with
the given module id and version.

getApplconUrl( app, processed ) on page 177

This function gets the URL of the icon for a hy-
brid app depending on whether custom icons are
defined.

getApplicationConnection/D() on page 178

Gets the Hybrid Web Container application con-
nection ID.

getBuiltiniconUrl( iconindex, processed ) on
page 179

Gets the icon URL for the built-in icon.

getCallbackFromNativeError( errString ) on
page 180

Extract the error call back method name from a
URL string.

getClientVariables( modulelD, version ) on page
180

Gets the client variables of the hybrid app with
given module id and version.

getCodeFromNativeError( errString ) on page
181

Extract an error code from a URL string.

getCurrentApp() on page 182

Gets the hybrid app that is currently open.

getCurrentlLocale() on page 182

Timezone

getCustomlconUrl( moduleld, moduleVersion,
iconlndex, processed ) on page 183

Gets the URL to the custom icon.

getDstOffsetAtGivenTimelnMinutes( date ) on
page 183

Timezone

getExternalResource( url, options ) on page
184

Makes an external cross domain request.

getinstalledApps( [completeList] ) on page 185

Returns an array of Awe. HybridApp on page 197
objects.

getLocalizedDate( date ) on page 186

Timezone
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getlLocalizedDateTime( date ) on page 186

Timezone

getlocalizedTime( date ) on page 187

Timezone

getLogEntries() on page 187

Call this function to get an array of Awc. LogEntry
on page 209 objects.

getLoggingAlertDialog() on page 188

This function gets the callback used by hwc.log
when it is required to notify the user of a log item.

getLoggingCurrentLevel() on page 188

This function gets the logging level.

getMessageByID( msgld ) on page 189

Gets a iwe. Message on page 215 object with the
given message ID.

getMsglconUrl( msg ) on page 189

This function gets the URL of the icon for a mes-
sage object depending on its processed status and
whether there are custom icons defined.

getNativeMessageFromNativeError( errString )
on page 190

Extract a native message from a URL string.

getOffsetFromUTC( date ) on page 191

Timezone

getOnErrorMessageFromNativeError( err-
String ) on page 191

Extract the error message from a URL string.

getPicture( onGetPictureError, onGetPicture-
Success, options ) on page 192

Camera

getQueryVariable( variable ) on page 193

This function looks in the query string on the
URL for the value corresponding to the given
name.

getServerinitiatedApps() on page 193

Returns an array of Awce. HybridApp on page 197
objects that are server initiated.

getSharedStorageKey() on page 194

Storage

getTimezoneld() on page 194

Timezone

getTransformData() on page 195

Returns the transform data for the hybridapp.

getURL ParamFromNativeError( paramName,
url )on page 195

Extract a parameter value from a URL string with
a given parameter name.

getUsesDST() on page 195

Timezone

getXMLHTTPRequest() on page 196

Reliably returns an XMLHttpRequest object re-
gardless of what platform this code is being exe-
cuted on.
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guid() on page 196 This function generates a GUID (globally unique
identifier).
hideProgressDialog() on page 197 This function hides the progress dialog display-

ing the spinner.

HybridApp( moduleld, version, displayName, This object represents a hybrid app.
iconindex, defaultCustomlcon, customlconList)

on page 197

iSAndroid() on page 201 Platform
[sAndroid3() on page 201 Platform
isBlackBerry() on page 201 Platform
isBlackBerry5() on page 202 Platform

isBlackBerry5WithTouchScreen() on page 202 | Platform

isBlackBerry6NonTouchScreen() on page 202 Platform

isBlackBerry7() on page 203 Platform
isClosed() on page 203 This function checks if the hybrid app has been
closed.

IsDstActiveAtGivenTime( date ) on page 204 Timezone

is/0S() on page 204 Platform

i51054() on page 205 Returns true if the hybrid app application is being
run on i0OS4

/51055() on page 205 Platform

i5/0S56() on page 205 Returns true if the hybrid app application is being
run on i0OS6

/s10S7() on page 206 Returns true if the hybrid app application is being
run on iOS7

/s/Pad() on page 206 Platform

[sSharedStorageEnabled() on page 206 Storage

IsWindows() on page 207 Platform

isWindowsMobile() on page 207 Platform

loadSettings() on page 207 Loads the current connection settings from the

native application storage.
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log( sMisg, eLevel, notifyUser ) on page 208

Allows the user to log a message to the device
trace log which can be remotely retrieved from
the server.

LogEntry( date, event, msg ) on page 209

This object represents a log entry.

markAsActivated() on page 211

This function sets the activation required state for
the current hybrid app to false.

markAsProcessed() on page 211

Allows the user to set the processed state to true
for the current message.

MenultemCollection() on page 212

This class represents a collection of menu items.

Message( msgla, date, icon, sender, isRead, pro-
cessed, priority, subfect, module, version )on
page 215

Represents a message received by the HWC.

MessageFilter( [sender], [subject], [moduleld],
[version], [isread], [processed] ) on page 221

Represents a filter used to filter messages.

openApp( modulela, version ) on page 221

Launch the hybrid app with the given module ID
and version.

openMessage( msgld ) on page 222

Launch the server initiated hybrid app associated
with a message.

removeAllMenultems() on page 223

This function removes all menu items that were
added by the hybrid app.

removeApplinstallationL istener( Applnstalla-
tionL istener ) on page 223

Remove the application installation listener.

removeAppListener( ApplicationL istener, [con-
tainingObjfect] ) on page 224

Remove the application listener.

removeConnectionL istener( ConnectionState-
Listener, [containingObject] ) on page 226

Remove the connection state listener.

removeL oglL istener( LogL istener, [containin-
gObject] ) on page 227

Remove the log listener.

removeMessage( msgld ) on page 229

Removes (deletes) a message.

removeMessageL istener( MessageL istenetr,
[containingObject] ) on page 229

Removes the message listener.

removePushNotificationL istener( PushNotifica-
tionL istener, [containingObject] ) on page 231

Remove the push notification listener.
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sample_AppListener( event, moduleld, version )
on page 232

A sample anonymous.ApplicationL isteneron
page 75 callback function.

sample_ConnectionL istener( event, errorCode,
errorMessage ) on page 233

A sample anonymous.ConnectionStateL istener
on page 77 callback function.

sample_InstallationAppListener( event, modu-
leld, version, moduleName, designer\Version,
containerVersion ) on page 234

Sample application listener callback function

sample_LoglL istener( milliseconds, event, optfo-
nalString ) on page 234

Sample anonymous.LogL isteneron page 79 call-
back function.

sample_MessagelL istener( flag, msgld ) on page
235

A sample anonymous.MessageL istener on page
80 callback function.

sample_PushNotificationL istener( notifications )
on page 235

A sample implementation of a anonymous.Push-
NotificationListener callback function.

savel oginCertificate( certificate ) on page 236

This function saves login credentials from a cer-
tificate to the credential cache.

savel oginCredentials( userName, password ) on
page 236

This function saves login credentials to the cre-
dential cache.

saveSettings( settings ) on page 237

Save the connection settings to native application
storage.

setl oggingAlertDialog( newAlertDialogCall-
back ) on page 238

This function sets the callback used by hwec.log
when it is required to notify the user of a log item.

setLoggingCurrentLevel( newloggingLevel ) on
page 239

This function sets the logging level.

setReportErrorFromNativeCallback( callback-
7oSet ) on page 239

This function sets the callback function called
when there is a native error reported.

setScreenTitle_ CONT( screenTitle ) on page
240

Sets the title of the screen.

SharedStorage() on page 240

Storage

showAlertDialog( message, [title] ) on page
240

Displays an alert dialog to the user.

showAttachmentContents CONT( contents,
mimeType, fileName, waitDialogCallback-
String ) on page 241

Shows the given file contents in a content-appro-
priate way.
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showAttachmentFromCache_CONT{( unique-
Key, mimeType, fileName, waitDialogCallback-
String ) on page 242

Shows the given file contents in a content-appro-
priate way.

showCertificatePicker() on page 243

This function opens a form on the device that
allows the user to specify the credentials for the
use of certificate-based authentication.

showConfirmDialog( message, [title] ) on page
243

Shows a confirm dialog to the user.

showl ocalAttachment( key ) on page 244

Shows a local attachment.

showProgressDialog( [message] ) on page 244

This function shows a progress dialog with spin-
ner.

showUrlInBrowser( url ) on page 245

This function opens the supplied URL in a brows-
er.

shutdown() on page 246

Shutdown the client connection to the SUP serv-
er.

startClient( fonNotification] ) on page 246

Start the client connection to the SUP server.

this.getlconUrl( processed ) on page 247

Gets the URL of this custom icon.

updateMessageProcessed( msgld, status )on
page 248

Updates the message processed status.

updateMessageRead( msgld, status ) on page
248

Updates the message read status.

Source
Callbacks.js, line 15on page 254.

hwc.SUPStorage class
Storage

Syntax
new sUPStorage( Store)

Parameters
Name Type Description
store string the store name
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Example

var storel = new hwc.SUPStorage ("one");
Members

Name Description

BB7 MAX_STRING_STORAGE LENGTH
on page 117

A constant for the maximum length for a string
being stored on BB7 BB7 cannot handle strings
with length longer than 524000 This restriction
applies to real devices as well as simulators.

Methods
Name Description
clear() on page 117 Storage
getltem( key ) on page 118 Storage
key( index ) on page 118 Storage
length() on page 119 Storage
removeltem( key ) on page 119 Storage
setltem( key, value ) on page 120 Storage

Source
SUPStorage.js, line 40 on page 561.

BB7 MAX STRING _STORAGE LENGTH member

A constant for the maximum length for a string being stored on BB7 BB7 cannot handle
strings with length longer than 524000 This restriction applies to real devices as well as

simulators.

Syntax

<static> BB7 MAX_STRING STORAGE LENGTH

Source

SUPStorage.js, line 218 on page 567.
clear() method
Storage
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Syntax
clear()

Source
SUPStorage.fs, line 302 on page 570.

getltem( key ) method
Storage

Syntax
getItem( key) {string}

Parameters
Name Type Description
key string String key corresponding to the
requested value.
Returns

A String value corresponding to the key, or null if either the key is not known, or if the key
exists but its value was set to null.

Type:

string

Example

// Create the SUP Storage

var store = new hwc.SUPStorage ("one");

store.setItem ("foo", "bar"); // add an item.

result = store.getItem ("foo"); // will returns "bar".

result = store.getItem ("fool"); // fool does not exists; will return
null.

Source
SUPStorage.Js, line 170 on page 565.

key( index ) method

Storage

Syntax
key( index) {string}
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Parameters
Name Type Description
index Integer 0-based index to the key.Must
be less than the value retrieved
by .length.
Returns
The key, or null if the index is invalid.
Type:
string
Example

// Create the SUP Storage

var store

store.setlItem ("foo",
var result

Source

new hwc.SUPStorage ("one");

"bar"); // add an item.

store.key (0); // will returns "foo".

SUPStorage.js, line 97 on page 563.

length() method

Storage

Syntax
length()

Example

// Create the SUP Storage

var store

new hwc.SUPStorage ("one");
store.setlItem ("foo",

"bar"); // add an item.

store.setItem ("fool", "bar"); // add an item.
store.setItem ("foo2", "bar"); // add an item.

var result

Source

store.length; // result = 3

SUPStorage.Js, line 59 on page 562.

removeltem( key ) method

Storage
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Syntax
removelItem( k&y)

Parameters

Name Type Description

key string String key to remove.
Example

// Create the SUP Storage

var store = new hwc.SUPStorage ("one");

store.setItem ("foo", "bar"); // add an item.
store.removeltem ("foo");

result = store.getItem ("food"); // will be null.

Source
SUPStorage.fs, line 276 on page 569.

setltem( key, value ) method

Storage
Syntax
setIten( key, value)
Parameters
Name Type Description
key string String key corresponding to the
value.
value string String value to store.
Example
// Create the SUP Storage
var store = new hwc.SUPStorage ("one");

store.setItem ("foo", "bar"); // add an item.

Source
SUPStorage.js, line 233 on page 568.

hwc.SUPStorageException class
Storage
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Syntax

new sUPStorageException( code, message)

Parameters
Name Type Description
code Integer the error code
message string the error message.
Source

SUPStorage.js, line 330 on page 571.

NativeErrorCodes namespace

This object contains constants representing the different types of public native error codes.

Error codes larger than 500 are reserved for server communication errors which may occur as
the result of online requests and/or attachment downloads

Members

Name

Description

ATTACHMENT_NOT_DOWNLOADED on
page 122

A constant indicating the attachment has not been
downloaded.

CERTIFICATE NOT_SELECTED on page
122

A constant indicating there was no certificate se-
lected by the user.

DEVICE_NOT_CONNECTED on page 123

A constant indicating the device is not connected.

FAIL_TO_SAVE CERTIFICATE on page 123

A constant indicating a failure to save a certifi-
cate.

FAIL_TO_SAVE CREDENTIAL on page 123

A constant indicating a failure to save a creden-
tial.

FILENAME_NO_EXTENSION on page 123

A constant indicating there was a filename with-
out an extension.

INVALID COMMON_NAME on page 124

A constant indicating an invalid common name
was passed while requesting a certificate from
Afaria.

NAVIGATION_ERROR on page 124

A constant indicating that opening the URL
failed.
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REQUIRED PARAMETER _NOT_AVAILA- | A constant indicating a required parameter was

BLEon page 124 not available.

RESPONSE_TOO_LARGE on page 125 A constant indicating the response it too large for
a javascript variable.

SSOCERT_EXCEPTION on page 125 A constant indicating there was an SSO certifi-
cate manager exception.

UNKNOWN_ERROR on page 125 A constant indicating there was an unknown er-
ror.

UNKNOWN_MIME_TYPE on page 125 A constant indicating there was an unkown
MIME type.

UNSUPPORTED_ATTACHMENT_TYPEon | A constant indicating the attachment type is not

page 126 supported.

Source

hwe-comms.js, line 320 on page 444.

ATTACHMENT NOT DOWNLOADED member
A constant indicating the attachment has not been downloaded.

Syntax
<static> ATTACHMENT NOT DOWNLOADED : number

Type
number

Source
hwe-comms.Js, line 338 on page 444.

CERTIFICATE NOT_SELECTED member
A constant indicating there was no certificate selected by the user.

Syntax
<static> CERTIFICATE NOT SELECTED : number

Type
number

Source
hwe-comms.Js, line 370 on page 445.
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DEVICE_NOT CONNECTED member
A constant indicating the device is not connected.

Syntax
<static> DEVICE NOT CONNECTED : number

Type
number

Source
hwe-comms.Js, line 410 on page 447.

FAIL TO SAVE CERTIFICATE member
A constant indicating a failure to save a certificate.

Syntax
<static> FAIL TO SAVE CERTIFICATE :number

Type
number

Source
hwe-comms.Js, line 402 on page 446.

FAIL TO SAVE CREDENTIAL member
A constant indicating a failure to save a credential.

Syntax
<static> FAIL TO SAVE CREDENTIAL :number

Type
number

Source
hwe-comms.Js, line 394 on page 446.

FILENAME NO EXTENSION member
A constant indicating there was a filename without an extension.

Syntax
<static> FILENAME NO EXTENSION : number
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Type
number

Source
hwe-comms.fs, line 354 on page 445.

INVALID COMMON_NAME member
A constant indicating an invalid common name was passed while requesting a certificate from
Afaria.

Syntax
<static> INVALID COMMON NAME : number

Type
number

Source
hwe-comms.Js, line 434 on page 447.

NAVIGATION ERROR member
A constant indicating that opening the URL failed.

Syntax
<static> NAVIGATION ERROR :number

Type
number

Source
hwe-comms.fs, line 426 on page 447.

REQUIRED PARAMETER NOT AVAILABLE member
A constant indicating a required parameter was not available.

Syntax
<static> REQUIRED PARAMETER NOT AVAILABLE :number

Type
number
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Source
hwe-comms.fs, line 362 on page 445.

RESPONSE _TOO LARGE member
A constant indicating the response it too large for a javascript variable.

Syntax
<static> RESPONSE _TOO LARGE : number

Type
number

Source
hwe-comms.Js, line 418 on page 447.

SSOCERT EXCEPTION member
A constant indicating there was an SSO certificate manager exception.

Syntax
<static> SSOCERT EXCEPTION : number

Type
number

Source
hwe-comms.Js, line 386 on page 446.

UNKNOWN_ERROR member
A constant indicating there was an unknown error.

Syntax
<static, constant> UNKNOWN ERROR : number

Source
hwe-comms.Js, line 330 on page 444.

UNKNOWN_MIME_TYPE member
A constant indicating there was an unkown MIME type.

Syntax
<static> UNKNOWN MIME TYPE : number
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Type
number

Source
hwe-comms.fs, line 346 on page 444.

UNSUPPORTED ATTACHMENT TYPE member
A constant indicating the attachment type is not supported.

Syntax
<static> UNSUPPORTED ATTACHMENT TYPE : number

Type
number

Source
hwe-comms.Js, line 378 on page 445.

APP_ADDED member
A constant indicating that a hybrid app has been added.

Used in anonymous.ApplicationL isteneron page 75 callback functions as a possible value for
event.

Syntax
<static> APP_ADDED : number

Type
number

Source
hwe-api.fs, line 1640 on page 355.

APP_REFRESH member
A constant indicating that the application list requires a refresh.

Used in anonymous.ApplicationL isteneron page 75 callback functions as a possible value for
event.

Syntax
<static> APP_REFRESH : number
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Type
number

Source
hwe-api.fs, line 1634 on page 354.

APP_REMOVED member
A constant indicating that a hybrid app was removed.

Used in anonymous.ApplicationL isteneron page 75 callback functions as a possible value for
event.

Syntax
<static> APP REMOVED : number

Type
number

Source
hwe-api.fs, line 1652 on page 355.

APP_UPDATED member
A constant indicating that a hybrid app was updated.

Used in anonymous.ApplicationL isteneron page 75 callback functions as a possible value for
event.

Syntax
<static> APP_UPDATED : number

Type
number

Source
hwe-api.fs, line 1646 on page 355.

CONNECTED member
Constant indicating that the hwc is connected.

Used in anonymous.ConnectionStateL istener on page 77 callback functions.

Syntax
<static> CONNECTED : humber
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Type
number

Source
hwe-api.fs, line 503 on page 313.

CONNECTION CONNECTED member
A constant indicating that the log message is about the connection being established.

Used in anonymous.LogL isteneron page 79 callback functions.

Syntax
<static> CONNECTION CONNECTED : number

Type
number

Source
hwe-api.fs, line 873 on page 326.

CONNECTION DISCONNECTED member
A constant indicating that the log message is about the connection being disconnected.

Used in anonymous.LoglL isteneron page 79 callback functions.

Syntax
<static> CONNECTION DISCONNECTED : number

Type
number

Source
hwe-api.fs, line 878 on page 326.

CONNECTION_ERROR member
A constant indicating that the log message is about a connection error.

Used in anonymous.LoglL isteneron page 79 callback functions.

Syntax
<static> CONNECTION ERROR : number

Type
number
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Source
hwe-api.fs, line 863 on page 326.

CONNECTION OTHER member
A constant indicating that the log message is not about the connection.

Used in anonymous.LogL istener on page 79 callback functions.

Syntax
<static> CONNECTION OTHER : number

Type
number

Source
hwe-api.fs, line 868 on page 326.

CONNECTION RETRIEVED ITEMS member
a constant indicating that the log message is about retrieved items.

Used in anonymous.LoglL isteneron page 79 callback functions.

Syntax
<static> CONNECTION RETRIEVED ITEMS :number

Type
number

Source
hwe-api.fs, line 883 on page 327.

DEFAULT _CUSTOM_ICON_INDEX member
A constant indicating the custom icon index.

Syntax
<static> DEFAULT CUSTOM ICON INDEX :number

Type
number

Source
hwe-api.js, line 1901 on page 364.
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DISCONNECTED member
Constant indicating that the hwc is disconnected.

Used in anonymous.ConnectionStateL istener on page 77 callback functions.

Syntax
<static> DISCONNECTED : humber

Type
number

Source
hwe-api.fs, line 508 on page 313.

e2eTrace member
Represents an E2E Trace.

This object is used for debugging and analysis.

Syntax
<static> e2eTrace

Source
hwe-api.fs, line 3457 on page 420.

isTraceEnabled() method
Gets whether the e2e tracing has been requested to be started.

This function returns true between calls to hwc.e2eTrace#tstartTrace and
hwc.e2eTrace#stopTrace.

Syntax
<static> i sTraceEnabled() {boolean}

Returns
True if trace is enabled, false otherwise.

Type:

boolean

Source
hwe-api.js, line 3491 on page 422.
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Sets the passport e2eTrace level.

This function must be called before hwc.e2eTrace#tstartTrace.

Syntax

<static> setTraceLevel( The)
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Parameters
Name Type Description
The string trace level.Must be one of
hwec.e2eTrace. TracelLe-
vel.LOW, hwc.e2eTrace.Trace-
Level. MEDIUM, or
hwec.e2eTrace. TracelLe-
vel HIGH.
Source

hwe-api fs, line 3507 on page 422.

startTrace() method

Starts tracing user actions and requests.

Before this function is called, the trace level must be set with hwc.e2eTrace#setTracelevel.

Syntax

<static> startTrace()

Source

hwe-api.js, line 3520 on page 423.

stopTrace() method

Stops tracing user actions and requests.

Syntax

<static> stopTrace()

Source

hwe-api.fs, line 3533 on page 423.
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uploadTrace() method
Upload the Business Transaction XML (BTX) to the server.

To upload, the SAP Solution Manager URL must be set in SAP Control Center configuration.

Syntax
<static> uploadTrace() {boolean}

Returns
True if the upload is successful, false otherwise.
Type:

boolean

Source
hwe-api.fs, line 3548 on page 424.

INSTALLATION BEGIN member
A constant indicating that the application is starting to be installed.

Used in anonymous.AppinstallationL istener on page 73 callback functions.

Syntax
<static> INSTALLATION BEGIN : number

Type
number

Source
hwe-api.fs, line 1029 on page 332.

INSTALLATION_END member
A constant indicating that the application has finished being installed.

Used in anonymous.ApplnstallationL istener on page 73 callback functions.

Syntax
<static> INSTALLATION END : number

Type
number

Source
hwe-api.js, line 1034 on page 332.
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MediaCache member
Represents a Media Cache.

This object gives the option to use the cache when accessing .

Syntax
<static> MediaCache

Source
hwe-api.fs, line 3379 on page 417.

Policy member
hwc.MediaCache.Policy An object containing constants representing the different caching

policies.

Syntax
<static> Policy

Source
hwe-api.fs, line 3385 on page 418.

CACHE_FIRST member
hwc.MediaCache.Policy. CACHE_FIRST Use cache first policy: requests will be served from
the cache if possible.

Syntax
<static> CACHE_FIRST :string

Type
string

Source
hwe-api.js, line 3398 on page 418.

SERVER_FIRST member
hwc.MediaCache.Policy. SERVER_FIRST Use server first policy: requests will only be
served from the cache if the server is unavailable.

Syntax
<static> SERVER FIRST :string
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Type
string

Source
hwe-api.fs, line 3392 on page 418.

getUrl( resourceUrl, [policy] ) method
Creates a media cache URL for the resource.

The cache first policy will be used if no policy is specified.

Syntax
<static> getUr 1( resourceUrl, [policy]) {string}

Parameters

Name Type Argument Description

resourceUrl string The URL to the re-
source

policy hwe.MediaCache.Poli- | (optional) The optional cache pol-
cyon page 133 icy to use.If set, it must
be either Awc. MediaC-
ache.Policy. SERV-
ER_FIRSTon page
133 or hwe.MediaC-
ache.Poli-

c¢y.CACHE _FIRSTon
page 133. Default poli-
cy is cache first.

Returns
The URL that can be used to access the resource with the specified caching policy.

Type:
string

Example

// This line creates a url that can be used to retrieve the picture
from the cache if possible, and from the server otherwise.

var mediaCacheURL = hwc.MediaCache.getUrl ( "http://yourserver.com/
Pictures/pentagon.jpg", hwc.MediaCache.Policy.CACHE FIRST );

// The following function adds a picture to the page. Since the
mediaCacheURL variable is used for the url, the picure will be

// retrieved from the cache if possible.
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var addPicFromMediaCache = function ()
{
// Create the image element.
var image = document.createElement ( "img" );
// Set the source of the image to the media cache URL.
image.setAttribute( 'src', mediaCacheURL ) ;
// Add the image element to the page.
document .body.appendChild( image );
}

// This line creates a url that can be used to retrieve the picture
from the server if it is available, or the cache otherwise.
var mediaCacheURL serverFirst = hwc.MediaCache.getUrl( "http://
yourserver.com/Pictures/pentagon.jpg",
hwc.MediaCache.Policy.SERVER FIRST );
// The following function adds a picture to the page. Since the
mediaCacheURL serverFirst variable is used for the url, the picture
will be gotten
// from the server if the server is available, and from the cache
otherwise.
var addPicFromMediaCache ServerFirst = function ()
{

// Create the image element.

var image = document.createElement ( "img" );

// Set the source of the image to the media cache URL.

image.setAttribute( 'src', mediaCacheURL serverFirst );

// Add the image element to the page.

document.body.appendChild ( image ) ;

Source
hwe-api.fs, line 3442 on page 420.

MSG_ADDED member
A constant indicating that a message has been added.

Used in anonymous.MessageL istener on page 80 callback functions.

Syntax
<static> MSG_ADDED : number

Type
number

Source
hwe-api.fs, line 2888 on page 399.

MSG_PRIORITY HIGH member
A constant indicating a message has high priority.

Used in /we. Message on page 215.
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Syntax
<static>MSG_PRIORITY HIGH :number

Type
number

Source
hwe-api.js, line 2908 on page 400.

MSG_PRIORITY_NORMAL member
A constant indicating a message has normal priority.

Used in /we. Message on page 215.

Syntax
<static> MSG_PRIORITY NORMAL : number

Type
number

Source
hwe-api.fs, line 2903 on page 400.

MSG_REFRESH member
A constant indicating that a message needs to be refreshed.

Used in anonymous.MessageL istener on page 80 callback functions.

Syntax
<static> MSG_REFRESH : number

Type
number

Source
hwe-api.js, line 2883 on page 399.

MSG_REMOVED member
A constant indicating that a message has been removed.

Used in anonymous.MessageL istener on page 80 callback functions.

Syntax
<static> MSG_REMOVED : humber
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Type
number

Source
hwe-api.fs, line 2898 on page 400.

MSG_UPDATED member
A constant indicating that a message has been updated.

Used in anonymous.MessageL istener on page 80 callback functions.

Syntax
<static> MSG_UPDATED : number

Type
number

Source
hwe-api.fs, line 2893 on page 399.

NOTIFICATION CANCEL member
A constant indicating that no more push notification listeners should be called.

Used as a return value for anonymous.PushNotificationListener functions.

Syntax
<static> NOTIFICATION CANCEL : number

Type
number

Source
hwe-api.fs, line 1338 on page 344.

NOTIFICATION CONTINUE member
A constant indicating that other push notification listeners should continue to be called.

Used as a return value for anonymous.PushNotificationListener functions.

Syntax
<static> NOTIFICATION CONTINUE : number

Type
number
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Source
hwe-api s, line 1332 on page 344.

OPEN APP NOT EXIST member

A constant indicating that Awc.openApp on page 221 failed because the specified app does
not exist.

This is a possible return value for Awe.openApp on page 221.

Syntax
<static> OPEN_APP NOT EXIST :number

Type
number

Source
hwe-api.fs, line 1848 on page 362.

OPEN APP OTHER member

A constant indicating that Awc.openApp on page 221 failed for an unspecified reason.

This is a possible return value for Awe.openApp on page 221.

Syntax
<static> OPEN_APP OTHER : number

Type
number

Source
hwe-api.fs, line 1854 on page 363.

OPEN_APP_SUCCESS member

A constant indicating that Awc.openApp on page 221 completed successfully.

This is a possible return value for Afwe.openApp on page 221.

Syntax
<static> OPEN_APP SUCCESS : number

Type
number
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Source
hwe-api s, line 1842 on page 362.

OPEN_MSG_APP_NOT EXIST member
A constant indicating that a message could not be opened because there was no associated
hybrid app.

This is a possible return value for Awe.gpenMessage on page 222.

Syntax
<static> OPEN_MSG_APP NOT_ EXIST : number

Type
number

Source
hwe-api.fs, line 3156 on page 409.

OPEN_MSG NOT EXIST member
A constant indicating that a message could not be opened because no message with the given
ID exists.

This is a possible return value for /we.gpenMessage on page 222.

Syntax
<static> OPEN_MSG NOT EXIST :number

Type
number

Source
hwe-api.fs, line 3150 on page 409.

OPEN_MSG_OTHER member
A constant indicating that a message could not be opened due to an unspecified error.

This is a possible return value for /we.gpenMessage on page 222.

Syntax
<static> OPEN_MSG_OTHER : humber

Type
number
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Source
hwe-api.fs, line 3162 on page 409.

OPEN MSG _SUCCESS member
A constant indicating that a message was successfully opened.

This is a possible return value for Awe.gpenMessage on page 222.

Syntax
<static> OPEN_MSG_SUCCESS : number

Type
number

Source
hwe-api.fs, line 3144 on page 409.

perf member
Represents the Performance Manager.

Syntax
<static> perf

Example

// Start performance collection.
if (hwc.perf.isEnabled())
{

hwc.perf.stopInteraction();

}
hwc.perf.startInteraction('someinteraction') ;

hwc.perf.startInterval ('IntervalName', 'CustomType'); // Start an
optional interval.

// Stop performance collection. Logs will be written.
if (hwc.perf.isEnabled())
{
hwc.perf.stopInterval ('IntervalName'); // Stop an optional
interval.
hwc.perf.stopInteraction () ;

}

Source
hwe-apifs, line 3579 on page 425.
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isEnabled() method
Gets whether the performance agent is enabled.

Syntax
<static> i sEnabled() {boolean}

Returns
True if the performance agent is enabled, false otherwise.
Type:

boolean

Source
hwe-api.fs, line 3586 on page 425.

startinteraction( interactionName ) method
Starts the interaction.

Syntax
<static> startInteraction( interactionName)

Parameters
Name Type Description
InteractionName string The name of the interaction.
Source

hwe-api.js, line 3600 on page 426.

startinterval( intervalName, intervalType ) method
Starts an interval.

Syntax
<static> startInterval( intervalName, interval Type)

Parameters
Name Type Description
intervalName string The name of the interval.
interval Type string The type of the interval .\
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Source
hwe-api s, line 3628 on page 427.

stopInteraction() method
Stops the interaction.

Syntax
<static> stopInteraction()

Source
hwe-api.fs, line 3613 on page 426.

stopInterval( intervalName ) method
Stops the interval.

Syntax
<static> stopInterval( intervalName)

Parameters
Name Type Description
intervalName string The name of the interval.
Source

hwe-api s, line 3642 on page 427.

PictureError member
An array that holds all possible error codes

Syntax
<static> PictureError

Source
Camera.js, line 83 on page 260.

BAD OPTIONS member

Constant indicating that the supplied options were not recognized by the Awec.getPicture on
page 192 method
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Syntax
<static> BAD OPTIONS

Source
Camera.js, line 113 on page 261.

IN PROGRESS member

Constant indicating that the /we.getPictureon page 192 method has been invoked, but has not
completed yet.

Syntax
<static> IN_PROGRESS

Source
Camera.js, line 101 on page 260.

NO ERROR member

Constant indicating that the Awe.getPicture on page 192 method was successful.

Syntax
<static> NO ERROR

Source
Camera.js, line 89 on page 260.

NOT SUPPORTED member

Constant indicating that the Awc.getPicture on page 192 method is not implemented, camera
not present, etc.

Syntax
<static> NOT SUPPORTED

Source
Camera.js, line 95 on page 260.

TOO LARGE member
Constant indicating that the returned image size was too large to be handled by JavaScript.
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Syntax
<static> TOO LARGE

Source
Camera.js, line 119 on page 261.

UNKNOWN member

Constant indicating that the an unknown error occured during the execution of Awe.getPicture
on page 192 method.

Syntax
<static> UNKNOWN

Source
Camera.js, line 125 on page 261.

USER REJECT member

Constant indicating that the user has cancelled the Awe.getPicture on page 192 invocation.

Syntax
<static> USER_REJECT

Source
Camera.js, line 107 on page 260.

REG_ERR_AUTO _REG NOT _ENABLED member
Constant indicating that auto registration was not enabled in the template.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> REG_ERR AUTO REG NOT ENABLED : nhumber

Type
number

Source
hwe-api.fs, line 144 on page 299.
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REG ERR_AUTO REG TEMPLATE NOT_FOUND member
Constant indicating that no MBS template was found for given Appld and/or Security
configuration.

Possible return value for Awc.saveSettings on page 237.

Syntax
<static> REG_ERR_AUTO REG_TEMPLATE NOT FOUND : number

Type
number

Source
hwe-api.fs, line 140 on page 299.

REG ERR AUTO REG USER NAME TOO_ LONG member
Constant indicating that the user name is longer than the legal limit.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> REG_ERR AUTO REG USER NAME TOO LONG : number

Type
number

Source
hwe-api.fs, line 152 on page 299.

REG_ERR_AUTO REG_WRONG_USER_FOR_DEVICE member
Constant indicating that the given device id is already registered for another user.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> REG_ERR AUTO REG WRONG USER FOR DEVICE :number

Type
number

Source
hwe-api.fs, line 148 on page 299.
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REG _ERR COULD NOT REACH MMS SERVER member
Constant indicating that the connection to the MMS service failed.

Possible return value for Awc.saveSettings on page 237.

Syntax
<static> REG_ERR_COULD NOT REACH MMS SERVER :number

Type
number

Source
hwe-api.fs, line 136 on page 299.

REG _ERR _INVALID USER_NAME member
Constant indicating that the user name contains invalid characters.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> REG_ERR INVALID USER NAME : number

Type
number

Source
hwe-api.fs, line 156 on page 300.

REG_ERR_MMS AUTHENTICATION_FAILED member
Constant indicating that MMS Authentication failed.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> REG_ERR MMS AUTHENTICATION FAILED :number

Type
number

Source
hwe-api.fs, line 132 on page 298.
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REGISTRATION METHOD_ AFARIA member
Constant indicating that automatic registration using a certificate from Afaria is the preferred
method.

Used in hwe. ConnectionSettings on page 168.

Syntax
<static> REGISTRATION METHOD AFARIA :number

Type
number

Source
hwe-api.fs, line 42 on page 295.

REGISTRATION METHOD AUTOMATIC member
Constant indicating that automatic registration using password is the preferred method.

Used in Awe. ConnectionSettings on page 168.

Syntax
<static> REGISTRATION METHOD AUTOMATIC :number

Type
number

Source
hwe-api.fs, line 34 on page 295.

REGISTRATION _METHOD_CERTIFICATE member
Constant indicating that automcatic registration using a local certificate is the preferred
method.

Used in Awe. ConnectionSettings on page 168.

Syntax
<static> REGISTRATION METHOD CERTIFICATE :number

Type
number

Source
hwe-api.fs, line 46 on page 295.
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REGISTRATION METHOD MANUAL member
Constant indicating that manual registration is the preferred method.

Used in hwe. ConnectionSettings on page 168.

Syntax
<static> REGISTRATION METHOD MANUAL :number

Type
number

Source
hwe-api.fs, line 38 on page 295.

REGISTRATION METHOD NO PREFERENCE member
Constant indicating no registration method preference.

The application implementation decides the default method to use. This is handled as Manual
registration by the HWC. Used in Awe. ConnectionSettings on page 168.

Syntax
<static> REGISTRATION METHOD NO PREFERENCE : number

Type
number

Source
hwe-api.js, line 30 on page 295.

SETTING_SUCCESS member

Constant indicating Awc.saveSettings on page 237 completed successfully.

Possible return value for Awe.saveSettings on page 237.

Syntax
<static> SETTING SUCCESS : number

Type
number

Source
hwe-api.js, line 160 on page 300.
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STATUS member
This object contains constants representing the status of the hybrid app.

Syntax
<static> STATUS

Source
hwe-comms.Js, line 166 on page 438.

activationRequired() method
This function sets the activation required state of this hybrid app to true.

After calling this function, the current hybrid app will need to be activated.

Syntax
<static> activationRequired()

Example

hwc.activationRequired() ;

Source
hwe-comms.fs, line 773 on page 459.

addApplnstallationListener( ApplinstallationListener ) method
Register the application installation listener.

Syntax
<static> addAppInstallationListener( Applnstallationlistener)

Parameters
Name Type Description
ApplnstallationL istener anonymous.Applnstallation- A callback for application in-
Listeneron page 73 stallation changes.
Example

// appInstalllListener is the callback function that will be passed to

hwc.addAppInstallationListener.

var applInstalllistener = function( event, moduleld, version,

moduleName )

{
if( event == hwc.INSTALLATION BEGIN )

{
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alert (moduleName + " has just started the installation

process.");

}

else if( event == hwc.INSTALLATION END )

{

alert (moduleName + " has just finished the installation

process.");
}
}

hwc.addAppInstallationListener ( appInstalllistener );

Source

hwe-api. s, line 946 on page 329.

addAppListener( ApplicationListener, [containingObject] ) method

Register the application listener.

Syntax
<static> addAppListenexr( ApplicationListener, [ containingObject )
Parameters
Name Type Argument Description
ApplicationL istener anonymous.Applica- The callback function
tionL istener on page for application
75 changes.
containingObject Object (optional) The containing object
of the listener meth-
od.This parameter is
only required if the Ap-
plicationListener refer-
ences the containing
object.
Example

// This is the callback function that will be passed to
hwc.addAppListener.

var applistener

{

function ( event,

if ( event == hwc.APP ADDED )

{

alert ("A hybrid app has been added.");

}
}

hwc.addAppListener ( appListener );

moduleld,

version )
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// appListenerManager is an object that will contain the callback
function as well as variables
// the callback function references.

var applListenerManager = {};
// doSomething is a function that is called from inside the callback
function.
applistenerManager.doSomething = function( event )
{
if ( event == hwc.APP REMOVED )

{
alert ("A hybrid app has been removed.");

}
}
// This is the callback function that will be passed to
hwc.addAppListener. It calls doSomething,
// the definition of which is in the containing function.
applistenerManager.listener = function( event, modulelId, version )
{

this.doSomething( event );
}
// Since the listener callback function references a variable from
its containing object,
// the containing object must be passed to hwc.addApplListener.
hwc.addAppListener ( applistenerManager.listener,
applistenerManager ) ;

Source
hwe-api.fs, line 1539 on page 351.

addConnectionListener( ConnectionStatelL istener, [containingObject] )
method
Register the connection state listener.

Syntax
<static> addConnectionListener( ConnectionStateL istener, [ containingObject] )

Parameters
Name Type Argument Description
ConnectionStateL is- anonymous.Connec- Callback for connec-
tener tionStateL istener on tion state changes.
page 77
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containingObject Object (optional) Object containing defi-
nition for Connection-
StateListener.If a con-
nection state callback
function references
variables in its contain-
ing object, then the
containing object
should be passed to this
function.

Example

// doSomething is a global function that gets called from the
connection listener.
var doSomething = function()
{

alert ("sample function that gets executed when the hwc becomes
connected") ;
}
// connectionListener is the callback function that is given to
addConnectionListener.
// When there is a connection event, connectionListener will be
invoked with the details.
var connectionlListener = function( event, errorCode, errorMessage )
{

if ( event == hwc.CONNECTED )

{

doSomething() ;

}

}

hwc.addConnectionListener ( connectionListener );

// connectionStateManager is an object that will contain the
connection listener callback as well as
// a variable used by the callback.
var connectionStateManager = {};
// The connectionStateManager keeps track of whether the HWC is
connected or not.
connectionStateManager.connected = false;
// A function called by the listener.
connectionStateManager.doSomething = function ()
{

if( this.connected )

{

alert ("this alert gets displayed if the hwc is connected");

}
}
// This is the callback function that will be passed to
addConnectionListener. This callback references variables
// from the containing object (this.connected and this.doSomething),
so when we call addConnectionlListener we have
// to give the containing object as the second parameter.

152 SAP Mobile Platform



Develop Hybrid Apps Using Third-party Web Frameworks

connectionStateManager.listener = function( event, errorCode,
errorMessage )
{
if ( event == hwc.CONNECTED )
{
this.connected = true;
}
else
{
this.connected = false;
}
this.doSomething () ;
}
// Pass both the listener and the containing object. This enables
the listener to refer to variables in the containing object when it
is invoked.
hwc.addConnectionListener ( connectionStateManager.listener,
connectionStateManager );

Source
hwe-api. s, line 369 on page 308.

addLogListener( LogListener, [containingObject] ) method
Register the log listener.

Syntax
<static> addLogListenexr( LogListener, [containingObject )
Parameters
Name Type Argument Description
LogListener anonymous.LogLis- Callback for changes to
teneron page 79 the log.
containingObject Object (optional) Object containing defi-
nition for LogL.isten-
er.If a log listener call-
back function referen-
ces variables in its con-
taining object, then the
containing object
should be passed to this
function.
Example
// A global function called by the log listener.
var doSomething = function ()

{
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alert ("this gets displays when there is a log event.");
}
// The log listener callback function that will be passed to
hwc.addLogListener.
// This function will be invoked whenever there is a log event.
var loglListener = function( event, errorCode, errorMessage )
{

doSomething () ;
}
// Add the log listener.
hwc.addLogListener ( logListener );

// logListenerManager is an object that will contain the listener
callback as well
// as a function that will be invoked from the listener callback

function.
var logListenerManager = {};
// This is a function that is called from the listener callback.
logListenerManager.doSomething = function ()
{
alert ("this gets displays when there is a log event.");

}
// This is the listener callback that will be passed to

hwc.addLogListener.
// Since a variable is referenced from the containing object, the
containing object
// will need to be passed to hwc.addLogListener.
logListenerManager.listener = function( event, errorCode,
errorMessage )
{

this.doSomething () ;
}
// Pass both the listener callback and the containing object.
hwc.addLogListener ( logListenerManager.listener,
logListenerManager );

Source
hwe-apifs, line 757 on page 322.

addMenultemCollection( collection ) method
This function adds a menu item collection to the menu items for the screen.

Syntax
<static> addMenuItemCollection( collection)
Parameters
Name Type Description
collection hwe.MenultemCollection on The collection of menu items to
page 212 add to the screen.
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Example
var callbackFunctionName = function ()
{

alert ( "Menu item clicked!" );

}

var menultemCollection = new hwc.MenultemCollection () ;
menultemCollection.addMenuItem ("menu item name",
"callbackFunctionName () ") ;

hwc.addMenulItemCollection( menultemCollection );

Source
hwe-comms.fs, line 669 on page 455.

addMessageListener( filters, MessageListener, [containingObject] ) method
Registers a message listener.

Syntax
<static> addMessageListener( filters, MessageListener, [ containingObjecq )

Parameters

Name Type Argument Description

filters hwe.MessageFilter on The message filter that
page 221 message events must
pass to get passed to the
anonymous.Message-
Listeneron page 80.If
no filter is desired, then
null can be used for this
parameter.

MessagelL istener anonymous.Message- The callback function
Listeneron page 80 for message changes.

containingObject Object (optional) The containing object
of the message listen-
er.If a message listener
callback function refer-
ences variables in its
containing object, then
the containing object
should be passed to this
function.
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Example

// soSomething is a global function called by the listener callback.
var doSomething = function|()
{

alert ("New message!");
}
// messagelistener is the callback function passed to
hwc.addMessagelistener.

var messagelListener = function( flag, messageld )
{
if( flag == hwc.MSG_ADDED )
{
doSomething () ;

}
}
// We do not want to filter the message events the listener will get
invoked for, so pass null for the first parameter.
hwc.addMessagelListener ( null, messagelListener );

// someObject is an object that will contain the listener callback as
well as a variable referenced by the callback.

var someObject = {};
// doSomething is a function referenced by the callback function.
someObject.doSomething = function ()

{

alert ("New message!");
}
// messagelistener is the callback that will be passed to
hwc.addMessagelistener.
someObject.messagelistener = function( flag, messageld )
{

if( flag == hwc.MSG_ADDED )

{

this.doSomething () ;

}
}
// Create a filter so that not all message events will invoke our
callback function.
// Only events about messages with a subject of "Subject" will
trigger our callback function.
var filter = new hwc.MessageFilter( null, "Subject", null, null,
null, null);
// The callback function references a variable in its containing
object, so we need to pass in the containing object
// in addition to the filter and the callback function.
hwc.addMessageListener ( filter, someObject.messagelistener,
someObject );

Source
hwe-apifs, line 2781 on page 395.
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addPushNotificationListener( PushNotificationListener, [containingObject] )

method
Register a push notification listener.

Syntax
<static> addPushNotificationListener( PushiNotificationListener,
[containingObjecq] )
Parameters
Name Type Argument Description
PushNotificationLis- | function The callback for push
tener notifications.
containingObject Object (optional) Object containing defi-
nition for PushNotifi-
cationListener.If the
listener callback func-
tion references varia-
bles in its containing
object, then the con-
taining object should
be passed to this func-
tion.
Example

// pushListener is the callback function that will be passed to
hwc.addPushNotificationListener.
var pushListener = function( notifications )
{
alert ( "push notification:\
" + JSON.stringify(notifications) );
return hwc.NOTIFICATION_CONTINUE;
}

hwc.addPushNotificationListener ( pushListener );

// pushListenerManager is an object that will contain the listener
callback as well as a variable
// referenced from the callback.

var pushListenerManager = {};
// doSomething is a function that is called from inside the callback.
pushlListenerManager.doSomething = function( notifications )

{
alert( "push notification:\

" + JSON.stringify(notifications) );
return hwc.NOTIFICATION_CONTINUE;

}
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// This is the callback function.
pushlListenerManager.listener = function( notifications )

{

return this.doSomething( notifications );
}
// Since the callback function references variables in its containing
object, the containing object
// must be passed to hwc.addPushNotificationListener as well.
hwc.addPushNotificationListener ( pushListenerManager.listener,
pushListenerManager );

Source
hwe-apifs, line 1242 on page 340.

CertificateStore() method
Use these functions for X.509 credential handling.

Use these functions to create a user interface in HTML and JavaScript, that uses X.509
certificates as the Workflow credentials.

This file contains the functions that allow parsing a certificate date, creating a certificate from
a JSON string value, retrieving a certificate from a file (Android), retrieving a certificate from
the server (i0S), and so on.

Syntax
<static> CertificateStore()

Source
Certificate.fs, line 45 on page 270.

certificateLabels( filterSubject, filterlssuer ) method
Certificate

Syntax
certificateLabels( filterSubject, filterlssuer) {String[]1}

Parameters
Name Type Description
filterSubject String filter of subject
filterlssuer String filter of issuer
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Returns
Only filtered certificate labels

Type:
String[]

Example

// The following script gets all the labels for certificates
// with the provided subject and issuer

var certStore = CertificateStore.getDefault () ;
var labels = certStore.certificatelabels ("MyUser", "mydomain.com") ;
Source

Certificate.fs, line 112 on page 272.

getDefault() method
Certificate

Syntax
<static> getDefault() {hwc.CertificateStore}

Returns

a certificate without the signedCertificate part set
Type:

hwe. CertificateStore on page 158

Source
Certificate.fs, line 144 on page 273.

getPublicCertificate( label ) method
Certificate

Syntax
getPublicCertificate( /abel)

Parameters
Name Type Description
label String label of the desired certificate
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Returns
certificate object

Example

// The following script gets the certificate data for the first
// certificate to match the provided subject and issuer

var certStore = CertificateStore.getDefault () ;

var labels = certStore.certificatelabels ("MyUser", "mydomain.com") ;
var cert = certStore.getPublicCertificate(labels|[0])

Source

Certificate.fs, line 164 on page 274.

getSignedCertificate( label, password ) method
Certificate

Syntax
getSignedCertificate( label, password)

Parameters
Name Type Description
label String label of the desired certificate
password String Access password for the private
key of the certificate.Pass null
unless the platform requires a
password.
Returns
Certificate object
Example
// The following script gets the signed certificate data for the
first
// certificate to match the provided subject and issuer
var certStore = CertificateStore.getDefault () ;
var labels = certStore.certificatelabels ("MyUser", mydomain.com") ;
var cert = certStore.getSignedCertificate(labels[0]);
var username = cert.subjectCN;

var password = cert.signedCertificate;

Source
Certificate.fs, line 209 on page 276.
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getSignedCertificateFromAfaria( commonName, challengeCode ) method
Certificate

Syntax
getSignedCertificateFromAfaria( commonName, challengeCode)

Parameters
Name Type Description
commonName String Common name used to generate
the certificate by Afaria
challengeCode String Challenge code for the user so
that CA can verify and sign it
Throws

« If called on a platform that is not supported.

Returns
JSON object with CertBlob in Base64 encoded format and other information about certificate

Example

// The following script gets a signed certificate from the Afaria
server.

var certStore = CertificateStore.getDefault () ;

cert = certStore.getSignedCertificateFromAfaria ("Your CN",

"CA challenge code");

Source
Certificate.fs, line 362 on page 282.

getSignedCertificateFromFile( filePath, password ) method
Certificate

Syntax
getSignedCertificateFromFile( filePath, password)

Parameters
Name Type Description
filePath String The absolute path to the file.
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password String The password needed to access
the certificate's private data.

Example

// The following script gets the signed certificate data for the
first

// pl2 file found on the sdcard

var certStore = CertificateStore.getDefault();

var certPaths =
certStore.listAvailableCertificatesFromFileSystem (" /sdcard/",
llplzn) ;

var cert = certStore.getSignedCertificateFromFile (certPaths[0],
"password") ;

Source
Certificate.fs, line 287 on page 279.

getSignedCertificateFromServer( username, serverPassword, certPassword )
method
Certificate

Syntax
getSignedCertificateFromServer( username, serverPassword, certPassword)

Parameters
Name Type Description
username String The username for the Windows
user (in the form "DOMAIN\
\username")
serverPassword String The password for the Windows
user
certPassword String The password needed to access
the certificate (may be the same
or different from the Windows
password)
Example

// The following script gets the signed certificate data for the
// user MYDOMAIN\\MYUSERNAME from the server

var certStore = CertificateStore.getDefault () ;

cert = certStore.getSignedCertificateFromServer ("MYDOMAIN\\\
\MYUSERNAME", "myserverpassword", "mycertpassword");
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Source
Certificate.fs, line 325 on page 280.

listAvailableCertificatesFromFileSystem( sFolder, sFileExtension ) method
Certificate

Syntax
listAvailableCertificatesFromFileSystem( SFolder, sFileExtension)

{String[1}

Parameters
Name Type Description
SFolder String Folder in which to search for
files.This should be a full abso-
lute path, based on the root of
the device file system. The sep-
arator may be either "/" or "\".
For example, "\sdcard\mycerts"
or "/sdcard/mycerts" is accept-
able. Do not include any http
prefixes, such as "file:".
SFileExtension String File extension to which the list
should be restricted.Pass the
string expected after the "." in
the file name. For example, to
match *.p12, pass "pl2" as the
argument. Pass null to return all
files in the folder.
Returns
A list of Strings, each String being the full path name of a matched file in the given folder.
Type:
String[]
Example

// The following script gets an array of file paths for files on

// the sdcard with the extension pl2

var certStore = CertificateStore.getDefault();

var certPaths = certStore.listAvailableCertificatesFromFileSystem ("/
sdcard/", "pl2");
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Source
Certificate.fs, line 254 on page 277.

clearCache() method
This function clears the contents of the on-device request result cache for the current hybrid

app.

Syntax
<static> clearCache()

Example

hwc.clearCache () ;

Source
hwe-comms.fs, line 838 on page 461.

clearCacheltem( cachekey ) method
This function clears an item from the contents of the on-device request result cache for the
current hybrid app.

Syntax
<static> clearCacheItem( cachekey)

Parameters
Name Type Description
cachekey string The key for the cache item to be
removed.This is the same key
that was passed to hwc.doOnli-
neRequest.
Example
// The cache key is set when calling hwc.doOnlineRequest CONT
hwc.doOnlineRequest( ., ., ., ., ., ., ., cacheKey, ., .);

// At some later point if we want to clear the cache for the above
request, we use the following code:
hwc.clearCacheItem( cacheKey );

Source
hwe-comms.Js, line 860 on page 462.
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ClientVariables( clientVariablesVersion, clientVariableltems ) method
Represents a ClientVariables object.

Syntax
<static> ClientVariables( clientVariablesVersion, clientVariableltems)

Parameters
Name Type Description
clientVariables\ersion number The version of client variables.
clientVariableltems Object The json object that contains
key/value pairs of client varia-
ble items.
Source

hwe-api.fs, line 2000 on page 368.

ITEM NOT FOUND member

A constant indicating that a variable does not exist in a /we. ClientVariables on page 165
object.

Syntax
<static> ITEM NOT_FOUND : number

Type
number

Source
hwe-api s, line 2120 on page 372.

this.containsName( variableName ) method

Check if this Awe. ClientVariables on page 165 has a variable by the given name.

Syntax
<static> this.containsName( variableName) {boolean}

Parameters

Name Type Description
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variableName string The name of variable to check
for.
Returns
True if this Awe. ClientVariableson page 165 has a variable by the given name, false otherwise.
Type:
boolean
Source

hwe-api.js, line 2070 on page 370.

this.getAllVariableNames() method

Gets an array containing the names of all variables in this /we. ClientVariables on page 165.

Syntax
<static> this.getAllVariableNames() {string[]}

Returns
The array holding the names of all variables contained in this Awec. ClientVariables on page
165.

Type:
string[]

Source
hwe-api.js, line 2036 on page 369.

this.getCount() method

Gets the number of variables this Awec. ClientVariables on page 165 contains.

Syntax
<static> this.getCount() {number}

Returns

The number of variables.

Type:
number
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Source
hwe-api.fs, line 2022 on page 369.

this.getVariableValueByName( variableName ) method
Gets the value of the variable with the given name.

If this Awe. ClientVariables on page 165 does not have a variable by the given name, a
hwe. Client\VariablesException on page 168 will be thrown.

Syntax
<static> this.getVariableValueByName( variableName) {string}

Parameters
Name Type Description
variableName string The name of the variable to get
the value of.
Throws

« This exception is thrown when there is no variable by the given name in this
hwe.ClientVariables on page 165.

e Type:
hwc.ClientVariableException

Returns
The value of the variable.

Type:

string

Source
hwe-api.fs, line 2092 on page 371.

this.getVersion() method
Gets the version of the client variables.

Syntax
<static> this.getVersion() {number}

Returns
The version of the client variables.

Type:
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number

Source
hwe-api.fs, line 2011 on page 368.

ClientVariablesException( errCode, errMsg ) method
This exception is thrown when hwec.ClientVariables#getVariableValueByName is called with
a variable name that does not exist.

Syntax
<static> ClientVariablesException( errCode, errMsg)

Parameters
Name Type Description
errCode number The error code (will be Aiwe. Cli-
entVaria-
blesITEM_NOT_FOUND on
page 165).
errMsg string A message describing the error.
Source

hwe-api s, line 2111 on page 372.

close() method
This function closes the hybrid app.

Syntax
<static> close()

Example

hwc.close () ;

Source
hwe-comms.fs, line 1564 on page 488.

ConnectionSettings( regmethod, server, port, server, user, activationcode,
protocol, password, urlsuffix ) method
Represents the connection settings for connecting to the SUP Server.

Used in hwe.loadSettings on page 207 and Awe.saveSettings on page 237.
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Syntax
<static> ConnectionSettings( regmethod, server, port, server, user, activationcode,
protocol, password, urlsuffix)

Parameters
Name Type Description
regmethod number A number representing the reg-
istration method (must be one of
hwe. REGISTRA-
TION_METHOD NO_PREF-
ERENCE on page 148,
hwe. REGISTRA-
TION_METHOD MANUAL
on page 148, hwc.REGISTRA-
TION_METHOD _AUTOMAT-
ICon page 147, hwe.REGIS-
TRATION_METHOD_AFA-
RIA on page 147, hwe.REGIS-
TRATION_METHOD_CER-
TIFICATE on page 147).
server string The SUP/Relay server name.
port number The SUP/Relay server port
number.
server string The farm id.
user string The user name.
activationcode string The activation code.
protocol string The protocol to use.Must be
"HTTP" or "HTTPS".
password string The password for automatic
registration.
urlsuffix string The url suffix (used only when
connecting to a relay server).
Example
// Create a new ConnectionSettings object.
var connectionSettings = new

hwc.ConnectionSettings ( hwc.REGISTRATION METHOD MANUAL,
"999.999.999.999",
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5001,
0,
"sampleUsername",
123,
"HTTP",
"samplePassword",
n/n ) ;
// Use the ConnectionSettings object we just created to set the
connection settings.
hwc.saveSettings ( connectionSettings );

Source
hwe-api. s, line 79 on page 297.

connectToServer( [onNotification] ) method
Resumes the connection to the SUP server.

Companion function to Awe.disconnectFromServer on page 175. This function should only
be called after the connection to the SUP server has been suspened with a call to
hwe.disconnectFromServeron page 175.

Syntax
<static> connectToServer( [onNotification) )

Parameters

Name Type Argument Description

onNotification anonymous.LogLis- (optional) A log listener callback
teneron page 79 function.If you are in-
terested in the connec-
tion state it is recom-
mended that you call
hwe.addConnection-
Listeneron page 151
before calling

hwec.connectToServer.

Example

hwc.connectToServer () ;

// Add a log listener while calling hwc.connectToServer.
var logListener = function( time, event, message )
{
alert (message) ;
}

hwc.connectToServer ( logListener );
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Source

hwe-api.fs, line 601 on page 316.

convertLocalTimeToUtc( date ) method

Timezone

Syntax

<static> convertLocalTimeToUtc( date) {Date}

Parameters

Develop Hybrid Apps Using Third-party Web Frameworks

Name

Type

Description

gate

Date

Date to be converted, initialized
to some valid local time.

Returns

Returns the converted Date object.

Type:
Date

Example

var utcDate = hwc.convertLocalTimeToUtc (

Source

Timezone.js, line 238 on page 582.

convertUtcToLocalTime( date ) method

Timezone

Syntax

<static> convertUtcToLocalTime( dafe) {Date}

)

Parameters
Name Type Description
date Date Date to be converted, initialized
to some valid UTC time.
Returns

Returns the converted Date object.
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Type:
Date

Example

var localDate = hwc.convertUtcToLocalTime ( date );

Source
Timezone.js, line 210 on page 581.

Customlcon( width, height, type, name, path, processedPath, moduleld,
moduleVersion, index ) method
Represents a Customlcon.

Used with the /fwe. HybridApp on page 197 object.

Syntax
<static> CustomIcon( width, height, type, name, path, processedPath, modulela,
moauleVersion, index)

Parameters
Name Type Description
width number The width of this custom icon.
height number The height of this custom icon.
type string The image type of this custom
icon.
name string The name of this custom icon.
path string The file path of the unprocessed
icon.
processedPath string The file path of the processed
icon.
moauleld number The module ID of the hybrid
app this icon is for.
moauleVersion number The module version of the hy-
brid app this icon is for.
index number The index of this custom icon.
Source

hwe-api s, line 2137 on page 373.
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this.getHeight() method
Gets the height of this custom icon.

Syntax
<static> this.getHeight() {number}

Returns
The height of this custom icon.
Type:

number

Source
hwe-api.fs, line 2166 on page 374.

this.getimagePath() method
Gets the file path of the unprocessed icon.

Syntax
<static> this.getImagePath() {string}

Returns

The file path of the unprocessed icon.
Type:

string

Source
hwe-api.fs, line 2199 on page 375.

this.getName() method
Gets the name of this custom icon.

Syntax
<static> this.getName() {string}

Returns
The name of this custom icon.

Type:
string
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Source
hwe-api.fs, line 2188 on page 375.

this.getProcessedimagePath() method

Gets the file path of the processed icon.

Syntax

<static> this.getProcessedImagePath() {string}

Returns
The file path of the processed icon.

Type:
string

Source
hwe-api.fs, line 2210 on page 375.

this.getType() method
Gets the image type of this custom icon.

Syntax
<static> this.getType() {string}

Returns

The file type of the image.
Type:

string

Source
hwe-api.fs, line 2177 on page 374.

this.getWidth() method
Gets the width of this custom icon.

Syntax
<static> this.getWidth() {number}

Returns
The width of this custom icon.
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Type:
number

Source
hwe-api.fs, line 2155 on page 373.

disconnectFromServer() method
Suspends the connection to the SUP server.

Companion function to Awe.connectToServer on page 170.

Syntax
<static> disconnectFromServer()

Example

hwc.disconnectFromServer () ;

Source
hwe-api.js, line 640 on page 318.

expireCredentials() method
Allows the user to set the credentials to the expired state for the current hybrid app.

Syntax
<static> expireCredentials()

Example

hwc.expireCredentials () ;

Source
hwe-comms.fs, line 822 on page 461.

getAllMessages([messagerFilter], [completeList] ) method
Gets received messages based on a filter and the existance of a default hybrid app.

Syntax
<static> getAl1Messages( [messageFilten], [completeLis ) {hwc.Message[]}

Parameters

Name Type Argument Description
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messageFilter hwe.MessageFilteron | (optional) Afilter that all returned
page 221 messages will pass.If
you do not want to filter
based on a certain atri-
bute, use null for that
attribute when creating
the filter. If you do not
want to filter at all, pass
in null for this parame-
ter or do not pass in this
parameter at all.

completeL ist boolean (optional) If this parameter is set
totrue, then all messag-
es will be returned.If
this parameter is set to
false or if it is not set,
then if there is a default
hybrid app only the
messages belonging to
the default hybrid app
will be returned (and if
there is no default hy-
brid app all messages
will be returned).

Returns
An array of /iwe. Message on page 215 objects - the received messages.

Type:
hwc.Message[]

Example

// get all messages that have the subject "a subject".

var filter = new hwc.MessageFilter( null, "a subject", null, null,
null, null );

var messages = hwc.getAllMessages (filter);

// Get all messages without filtering, but if there is a default
hybrid app only return its messages.
var messages = hwc.getAllMessages() ;

// Get all messages (without filtering) for all hybrid apps, even if
there is a default hybrid app.
var messages = hwc.getAllMessages( null, true );
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Source
hwe-api.fs, line 2945 on page 401.

getAppByID( modulelD, version ) method

Gets a hwe. HybridApp on page 197 object with the given module id and version.

Syntax
<static> getAppByID( modulelD, version) {hwc.HybridApp}

Parameters

Name Type Description

moaulelD number The module ID of the hybrid

app.

version number The version of the hybrid app.
Returns
The hybrid app object, or null if there is no hybrid app with the given ID and version.
Type:

hwe.HybridApp on page 197

Example

// Messages do not have a direct link to the hybrid app they belong
to. Instead they have
// the module ID and version of the hybrid app they belong to. If you
have a message and
// need to access its hybrid app, first you must call hwc.getAppByID.
var messages = hwc.getAllMessages() ;
if( messages.length > 0 )
{

var app = hwc.getAppByID( messages[0].getModuleId(),
messages[0] .getModuleVersion () );

}

Source
hwe-api.fs, line 1810 on page 361.

getApplconUrl( app, processed ) method
This function gets the URL of the icon for a hybrid app depending on whether custom icons are
defined.
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Syntax
<static> getAppIconUrl( aop, processed) {string}

Parameters
Name Type Description
app hwe. HybridApp on page 197 The hybrid app for which the
icon URL is desired.
processed boolean Whether to get the URL of the
processed icon (true) or the
URL of the unprocessed icon
(false).
Returns
The URL of the icon.
Type:
string
Example

var apps = hwc.getInstalledApps();
if( apps.length > 0 )
{
var hybridApp = apps[0];
// Create the image element.
var hybridAppIcon = document.createElement ("img") ;
// Set the source of the image to the icon URL.
hybridAppIcon.setAttribute( 'src', hwc.getAppIconUrl ( hybridApp,
false ) );
// Add the image element to the page.
document.body.appendChild ( hybridAppIcon );
}

Source
hwe-api.fs, line 2406 on page 382.

getApplicationConnectionID() method
Gets the Hybrid Web Container application connection ID.

Syntax
<static> getApplicationConnectionID() {string}

Returns
Application connection 1D
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Type:
string

Example

var appConnectionID = hwc.getApplicationConnectionID() ;

Source
hwe-api.fs, line 1912 on page 365.

getBuiltinlconUrl(iconIindex, processed ) method
Gets the icon URL for the built-in icon.

This function is used by Awe.getMsglconUrl on page 189 and Awe.getApplconUrl on page
177. It is possible to call this function directly, but generally it is easier simply to call
hwe.getApplconUrl on page 177 or hwe.getMsglconUrl on page 189 instead. Those
functions handle both cases where there is and isn't a custom icon for the hybrid app or
message.

Syntax
<static> getBuiltInIconUrl( iconindex, processed) {string}

Parameters
Name Type Description
iconindex number The index of the built-in icon.
processed boolean Whether or not to get the URL
of the processed icon (true) or
the unprocessed icon (false).
Returns
The URL to the icon.
Type:
string
Example
// Create the image element.
var builtInIcon = document.createElement( "img" );

// Set the source of the image to the icon URL.
builtInIcon.setAttribute( 'src', hwc.getBuiltInIconUrl (56, false) );
// Add the image element to the page.

document .body.appendChild( builtInIcon );
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Source
hwe-api.fs, line 2342 on page 380.

getCallbackFromNativeError( errString ) method
Extract the error call back method name from a URL string.

The parameter name of the error call back method should be "onErrorCallback™.

Syntax
<static> getCallbackFromNativeErroxr( errString) {String}

Parameters

Name Type Description

errString String The error string URL

Returns
the error callback method name

Type:
String

Source
hwe-utils.js, line 161 on page 496.

getClientVariables( modulelD, version ) method
Gets the client variables of the hybrid app with given module id and version.

Syntax
<static> getClientVariables( modulelD, version) {hwc.ClientVariables}

Parameters
Name Type Description
moaulelD number The module ID of the hybrid
app.
version number The version of the hybrid app.
Returns

A hwe.ClientVariableson page 165 object, or null if there are no ClientVariables for the hybrid
app with the given module id and version.

Type:
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hwe.ClientVariables on page 165

Example

var apps = hwc.getInstalledApps();
// Loop through the apps, showing the client variables for each one.
for( var i = 0; 1 < apps.length; i++ )
{
var app = appsl[il;
// Get the client variables.
var clientVariables = hwc.getClientVariables( app.getModuleID(),
app.getVersion() );
if( clientVariables.getCount () > 0 )
{
// Get all the names of the variables for this app.
var keys = clientVariables.getAllVariableNames () ;
// Loop through all the variable for this app.
for( var index = 0; index < keys.length; index++ )
{
// Get a specific variable by name.
var variable =
clientVariables.getVariableValueByName ( keys[index] );
alert( "variable name: " + keys[index] + "\
variable value: " + variable );
}
}

Source
hwe-api.js, line 1961 on page 367.

getCodeFromNativeError( errString ) method
Extract an error code from a URL string.

The parameter name of the error code should be "errCode".

Syntax
<static> getCodeFromNativeError( errString) {String}

Parameters

Name Type Description

errString String The error string URL

Returns
error code

Type:
String
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Example
TODO: CONFIRM THE RETURN DATATYPE

Source
hwe-utils.js, line 179 on page 496.

getCurrentApp() method
Gets the hybrid app that is currently open.

Syntax
<static> getCurrentApp() {hwc.HybridApp}

Returns

The hybrid app that is currently open.
Type:

hwe.HybridApp on page 197

Example
var openHybridApp = hwc.getCurrentApp () ;

Source
hwe-api.fs, line 1674 on page 356.

getCurrentLocale() method
Timezone

Syntax
<static> getCurrentLocale() {string}

Returns

Returns a string containing the current locale, or null if it is not available.
Type:

string

Example

var sLocale = hwc.getCurrentLocale();

Source
Timezone.js, line 30 on page 574.
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getCustomlconUrl( moduleld, moduleVersion, iconindex, processed ) method
Gets the URL to the custom icon.

This function is used by hwc.Customlcon#geticonUrl.

Syntax
<static> getCustomIconUr1( moduleld, moduleVersion, iconindex, processed) {string}

Parameters
Name Type Description
moauleld number The module 1d of the hybrid app
the custom icon belongs to.
moauleVersion number The version of the hybrid app
the custom icon belongs to.
fconlndex number The index of the custom icon.
processed boolean Whether to get the processed
icon (true), or the unprocessed
icon (false).
Returns
The URL to the target icon.
Type:
string
Source

hwe-api.js, line 2318 on page 379.

getDstOffsetAtGivenTimelnMinutes( date ) method

Timezone
Syntax
<static> getDstOffsetAtGivenTimeInMinutes( dafe) {int}
Parameters
Name Type Description
gate Date Date at which to determine day-
light savings offset.
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Returns

Returns the number of minutes offset for daylight savings for the current timezone and at the
given Date, or 0 if the current timezone doesn't practice daylight savings.

Type:
int

Example

var iDstOffsetAtTime = hwc.getDstOffsetAtGivenTimeInMinutes (date) ;

Source
Timezone.js, line 438 on page 589.

getExternalResource( url, options ) method
Makes an external cross domain request.

Syntax
<static> getExternalResource( url, options)

Parameters
Name Type Description
url String The url to make request to
options anonymous.options on page 72 | aset of key/value pairs that con-
figure the underlying request.
Example
var options = ({

method: "GET",
data: "data",
async: true,
headers: {

"Content-Type": "text/plain;charset=UTF-8"

by

complete: function (response) {

// invoked when the request completes (asynchronous mode)

if (response.status === 200)
alert ("Update successful");
else
alert ("Update Failed");

b2

getExternalResource (url, options);
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ExternalResource.js, line 49 on page 284.

getinstalledApps([completeList] ) method

Returns an array of Awe. HybridApp on page 197 objects.

Syntax

<static> getInstalledApps( [completeLisf) {hwc.HybridApp[]}

Parameters
Name Type Argument Description
completel ist boolean (optional) If this parameter is set

to true, then all apps
that are user invocable
or require activation
will be returned.If set
to false or if it is not set,
then if there is a default
hybrid app only the de-
fault hybrid app will be
returned (and if there is
no default hybrid app it
will return all hybrid
apps that are user invo-
cable or require activa-
tion).

Returns

An array of hybrid app objects.

Type:

hwe.HybridAppl[]

Example

var apps = hwc.getInstalledApps();

var apps = hwc.getInstalledApps( true );

Source

hwe-api.js, line 1717 on page 357.
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getLocalizedDate( date ) method
Timezone

Syntax
<static> getLocalizedDate( date) {string}

Parameters
Name Type Description
date Date Date to be localized, initialized
to some valid time.
Returns
Returns a localized date string, or undefined if platform is unsupported.
Type:
string
Example

var sD = hwc.getLocalizedDate( date );

Source
Timezone.js, line 119 on page 577.

getLocalizedDateTime( date ) method
Timezone

Syntax
<static> getLocalizedDateTime( gate) {string}

Parameters
Name Type Description
gate Date Date to be localized, initialized
to some valid time.
Returns
Returns a localized date/time string, or undefined if platform is unsupported.
Type:
string
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Example

var sDT = hwc.getLocalizedDateTime ( date );

Source
Timezone.js, line 75 on page 576.

getLocalizedTime( date ) method
Timezone

Syntax
<static> getLocalizedTime( gate) {string}

Parameters
Name Type Description
date Date Date to be localized, initialized
to some valid time.
Returns
Returns a localized time string, or undefined if platform is unsupported.
Type:
string
Example

var sT = hwc.getLocalizedTime ( date );

Source
Timezone.js, line 163 on page 579.

getLogEntries() method

Call this function to get an array of /we.LogEntry on page 209 objects.
There will be one Awe. LogEntry on page 209 object for each line in the HWC log.

Syntax
<static> getLogEntries() {hwc.LogEntry[]}

Returns
An array of hwe.LogEntry objects.

Type:
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hwc.LogEntry[]

Example

var log = hwc.getLogEntries() ;

Source
hwe-api.fs, line 1047 on page 333.

getLoggingAlertDialog() method
This function gets the callback used by hwc.log when it is required to notify the user of a log
item.

Syntax
<static> getLoggingAlertDialog() {anonymous.alertDialogCallbackFunction}

Returns
The alert dialog callback function.
Type:

anonymous.alertDialogCallbackFunction on page 73

Source
hwe-comms.fs, line 219 on page 440.

getLoggingCurrentLevel() method
This function gets the logging level.

Syntax
<static> getLoggingCurrentLevel() {number}

Returns

A number representing the logging level. Will be an integer in the range [1..4]. The higher
numbers represent more verbose logging levels from 1 for ERROR level logging up to 4 for
DEBUG level logging.

Type:
number

Example

// Get the logging level
var loggingLevel = hwc.getLoggingCurrentLevel () ;
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Source
hwe-comms.js, line 252 on page 441.

getMessageByID( msgld ) method

Gets a ime. Message on page 215 object with the given message ID.

Syntax
<static> getMessageByID( msgld) {hwc.Message}

Parameters
Name Type Description
msgld number The message ID of the message
to get.
Returns
A message object, or null if no message with given ID.
Type:

hwe.Message on page 215

Example

// A message listener is one place that would likely need to call
hwc.getMessageByID.
var messagelistener = function( flag, messagelD )
{

// Since the callback function only gets the messageID, not the
message itself, if we want

// more information about the message we must call
hwc.getMessageByID.

var message = hwc.getMessageByID( messagelD );

if ( message.getSubject () == "a special subject" )

{

alert ( "An event occured for a special message!" );

}

}

hwc.addMessagelListener ( null, messagelListener );

Source
hwe-api.fs, line 3034 on page 405.

getMsglconUrl( msg ) method
This function gets the URL of the icon for a message object depending on its processed status
and whether there are custom icons defined.
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Syntax
<static> getMsgIconUrl( msg) {string}

Parameters

Name Type Description

msg hwe. Message on page 215 The message object

Returns
The url to access the icon.

Type:
string

Example

var messages = hwc.getAllMessages() ;
if( messages.length > 0 )
{
// Create the image element.
var messagelcon = document.createElement ("img") ;
// Set the source of the image to the icon URL.
messagelcon.setAttribute( 'src',
hwc.getMsgIconUrl ( messages[0] ) );
// Add the image element to the page.
document .body.appendChild( messagelcon );
}

Source
hwe-api.fs, line 2368 on page 381.

getNativeMessageFromNativeError( errString ) method
Extract a native message from a URL string.

The parameter name of the native message should be "nativeErrMsg".

Syntax
<static> getNativeMessageFromNativeError( errString) {String}

Parameters
Name Type Description
errString String The error string URL
Returns

the native message
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Type:
String

Source
hwe-utils.js, line 195 on page 497.

getOffsetFromUTC( date ) method
Timezone

Syntax
<static> getOffsetFromUTC( date) {int}

Parameters
Name Type Description
gate Date Date at which time to determine
offset, initialized to some valid
time.
Returns
Returns the GMT offset in minutes.
Type:
int
Example

var totalOffset = hwc.getOffsetFromUTC (date) ;

Source
Timezone.js, line 269 on page 583.

getOnErrorMessageFromNativeError( errString ) method

Extract the error message from a URL string.

The parameter name of the error message should be "onErrorMsg".

Syntax

<static> getOnErrorMessageFromNativeError( emrString) {String}

Parameters
Name Type Description
errString String The error string URL

Developer Guide: Hybrid Apps

191



Develop Hybrid Apps Using Third-party Web Frameworks

Returns
error message

Type:
String

Source
hwe-utils,js, line 138 on page 495.

getPicture( onGetPictureError, onGetPictureSuccess, options ) method
Camera

Syntax
<static> getPicture( onGetPictureError, onGetPictureSuccess, options)

Parameters
Name Type Description
onGetPictureError anonymous.onGetPictureError | Function to be invoked if the at-
on page 81 tempt to get a picture fails.err
will be one of the PictureError
codes.
onGetPictureSuccess anonymous.onGetPictureSuc- | Function to be invoked if a pic-
cesson page 82 ture is successfully retrieved.re-
sponse will either be a Base64-
encoded JPG string or a URI.
options anonymous.PictureOptionson | the options to control the sour-
page 72 ceType and destinationType.
Example

// Error handler. will be invoked asynchronously.
fail = function (errorCode) {
// handle error code and take appropriate action.
}
// Success handler. will be invoked asynchronously.
success = function(fileName, content) {
// handle the content. content may be a location or base64
encoded string that is
// determined by the options passed to the destinationType
argument.

}

getPicture (fail,
success,
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{ sourceType: PictureOption.SourceType.CAMERA,
destinationType: PictureOption.DestinationType.IMAGE URI
})

Source
Camera.js, line 161 on page 262.

getQueryVariable( variable ) method
This function looks in the query string on the URL for the value corresponding to the given
name.

Syntax
<static> getQueryVariable( variable) {string}

Parameters

Name Type Description

variable string The name of the variable in the
URL to retrieve the value for.

Returns
The value corresponding to the given name.

Type:
string

Example

// Get the pageToShow variable from the URL query string
var pageToShow = hwc.getQueryVariable( "pageToShow" );

Source
hwe-comms.Js, line 301 on page 443.

getServerlinitiatedApps() method

Returns an array of Awe. HybridApp on page 197 objects that are server initiated.

Syntax
<static> getServerInitiatedApps() {hwc.HybridApp[l}

Returns
An array of server initiated hybrid apps.

Type:
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hwe.HybridAppl[]

Example

var serverInitiatedApps = hwc.getServerInitiatedApps () ;

Source
hwe-apifs, line 1763 on page 359.

getSharedStorageKey() method
Storage

Syntax
<static> getSharedStorageKey() {string}

Returns

the shared storage key.
Type:

string

Source
SUPStorage.js, line 348 on page 572.

getTimezoneld() method
Timezone

Syntax
<static> getTimezoneId() {string}

Returns

Returns a string containing the current Timezone's standard name.
Type:

string

Example

var sTzId = hwc.getTimezoneId() ;

Source
Timezone.js, line 523 on page 592.
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getTransformData() method
Returns the transform data for the hybridapp.

Only a server-initiated app will have this data.

Syntax
<static> getTransformDatal()

Returns
the transform data.

Example
TODO: Add an example

Source
hwe-utils.js, line 59 on page 492.

getURLParamFromNativeError( paramName, url ) method
Extract a parameter value from a URL string with a given parameter name.

Syntax
<static> getURLParamFromNativeError( paramName, url) {String}

Parameters

Name Type Description

paramName String The parameter name

url String The containing URL of the pa-
rameter

Returns
The parameter value

Type:
String

Source
hwe-utils.js, line 212 on page 497.

getUsesDST() method
Timezone

Developer Guide: Hybrid Apps 195



Develop Hybrid Apps Using Third-party Web Frameworks

Syntax
<static> getUsesDST() {boolean}

Returns

Returns true iff the device's current timezone practices daylight savings, irrespective of
whether daylight savings is currently in effect.

Type:

boolean

Example

var isDstAware = hwc.getUsesDST() ;

Source
Timezone.js, line 568 on page 593.

getXMLHTTPRequest() method
Reliably returns an XMLHttpRequest object regardless of what platform this code is being
executed on.

Syntax
<static> getXMLHTTPRequest() {object}

Returns

An XMLHTTPRequest object.
Type:

object

Example
var request = hwc.getXMLHTTPRequest () ;

Source
hwe-comms.fs, line 470 on page 448.

guid() method

This function generates a GUID (globally unique identifier).

Syntax
<static> guid() {string}
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Returns
The generated GUID.

Type:

string

Example
var globallyUniqueName = hwc.guid() ;

Source
hwe-comms.fs, line 457 on page 448.

hideProgressDialog() method
This function hides the progress dialog displaying the spinner.

This function should be used to hide the progress dialog after a call to
hwe.showProgressDialog on page 244. If this function is called while there is no progress
dialog, then nothing will happen.

Syntax
<static> hideProgressDialog()

Example

var showProgress = function ()

{
hwc.showProgressDialog( "a message" );
setTimeout ( hideProgress, 10000 );

}

var hideProgress = function|()

{

hwc.hideProgressDialog () ;
}

Source
hwe-comms.Js, line 1502 on page 486.

HybridApp( moduleld, version, displayName, iconindex, defaultCustomlcon,
customlconList ) method
This object represents a hybrid app.

Syntax
<static> HybridaApp( moauleld, version, displayName, iconindex, defaultCustomicon,
customlconList)
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Parameters
Name Type Description
moauleld number The module id of this hybrid
app.
version number The version of this hybrid app.
displayName string The display name of this hybrid
app.
iconindex number The index specifying the icon
representing this Hybrid App.
defaultCustomlcon hwe.Customlcon on page 172 | The default custom icon for this
hybrid app.
customlconL ist hwec.Customlcon[] An array of custom icon objects.
Source

hwe-api.fs, line 1363 on page 345.

this.getClientVariables() method

Return a Awe. ClientVariables on page 165 object for the given module id and version.

Syntax

<static> this.getClientVariables() {hwc.ClientVariables}

Returns

The Awe. ClientVariables on page 165 object for this hybrid app.

Type:

hwe.ClientVariables on page 165

Source

hwe-apifs, line 1444 on page 347.

this.getCustomlconList() method

Gets the list of custom icons associated with this hybrid app.

Syntax

<static> this.getCustomIconList() {hwc.Customlicon[]}
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Returns
The array of custom icon objects. Null if this hybrid app has no custom icons.

Type:

hwec.Customicon[]

Source
hwe-api s, line 1433 on page 347.

this.getDefaultCustomlcon() method
Gets the default custom icon object of this hybrid app.

Syntax
<static> this.getDefaultCustomIcon() {hwc.Customlcon}

Returns
The default custom icon of this hybrid app. Null if this hybrid app does not have a custom
icon.

Type:

hwe.Customlcon on page 172

Source
hwe-api.fs, line 1422 on page 347.

this.getDisplayName() method
Gets the display name for this hybrid app.

Syntax
<static> this.getDisplayName() {string}

Returns

The display name.
Type:

string

Source
hwe-api.fs, line 1400 on page 346.
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this.getlconIindex() method

Gets the icon index used in the list of built-in icons.

Syntax
<static> this.getIconIndex() {number}

Returns
The icon index
Type:

number

Source
hwe-api.fs, line 1411 on page 346.

this.getModulelD() method
Gets the module 1D for this hybrid app.

Syntax
<static> this.getModuleID() {number}

Returns

The module ID.
Type:

number

Source
hwe-api.fs, line 1378 on page 345.

this.getVersion() method
Gets the version number for this hybrid app.

Syntax
<static> this.getVersion() {number}

Returns
The version.

Type:
number
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Source
hwe-api.fs, line 1389 on page 346.

isAndroid() method
Platform

Syntax
<static> i sAndroid() {boolean}

Returns
True if the hybrid app application is being run on an Android platform.
Type:

boolean

Source
Platformldentification.js, line 149 on page 506.

isAndroid3() method
Platform

Syntax
<static> i sAndroid3() {boolean}

Returns
True if the hybrid app application is being run on an Android 3.0 OS
Type:

boolean

Source
Platformldentification.js, line 141 on page 506.

isBlackBerry() method
Platform

Syntax
<static> isBlackBerry() {boolean}

Returns
True if the hybrid app application is being run on a BlackBerry platform.
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Type:
boolean

Source
Platformldentification.js, line 83 on page 503.

isBlackBerry5() method
Platform

Syntax
<static> isBlackBerry5() {boolean}

Returns
True if the hybrid app application is being run on a BlackBerry 5.0 OS
Type:

boolean

Source
Platformldentification.js, line 91 on page 504.

isBlackBerry5WithTouchScreen() method
Platform

Syntax
<static> isBlackBerry5WithTouchScreen() {boolean}

Returns
True if the hybrid app application is being run on a BlackBerry 5.0 OS with a touch screen
Type:

boolean

Source
Platformldentification.fs, line 107 on page 504.

isBlackBerry6NonTouchScreen() method
Platform

Syntax
<static> i sBlackBerry6NonTouchScreen() {boolean}
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Returns
True if the hybrid app application is being run on a BlackBerry 6.0 OS without a touch screen

Type:

boolean

Source
Platformldentification.js, line 115 on page 505.

isBlackBerry7() method
Platform

Syntax
<static> isBlackBerry7() {boolean}

Returns
True if the hybrid app application is being run on a BlackBerry 7.x OS
Type:

boolean

Source
Platformldentification. s, line 99 on page 504.

isClosed() method
This function checks if the hybrid app has been closed.

Syntax
<static> i sClosed() {boolean}

Returns
true if hybrid app is closed, otherwise false.

Type:
boolean

Example
hwc.isClosed() ;

Source
hwe-comms.fs, line 1602 on page 489.
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isDstActiveAtGivenTime( date ) method
Timezone

Syntax
<static> isDstActiveAtGivenTime( date) {boolean}

Parameters
Name Type Description
date Date Date at which to determine
whether daylight savings is in
effect.
Returns
Returns true iff daylight savings rules are in effect at the given time in the current timezone.
Type:
boolean
Example

var isAwareAtTime = hwc.isDstActiveAtGivenTime (date) ;

Source
Timezone.js, line 356 on page 586.

islOS() method

Platform

Syntax
<static> is10S() {boolean}

Returns
True if the hybrid app application is being run on an iOS (e.g. iPhone, iPad) platform.
Type:

boolean

Source
Platformldentification.js, line 34 on page 502.
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islOS4() method
Returns true if the hybrid app application is being run on i0OS4

Syntax
<static> is10S4() {Boolean}

Returns
True if the hybrid app application is being run on i0S4
Type:

Boolean

Source
Platformldentification. s, line 74 on page 503.

islOS5() method
Platform

Syntax
<static> i s1055() {boolean}

Returns
True if the hybrid app application is being run on i0OS5
Type:

boolean

Source
Platformldentification.fs, line 50 on page 502.

islOS6() method
Returns true if the hybrid app application is being run on iOS6

Syntax
<static> is1056() {boolean}

Returns
True if the hybrid app application is being run on i0OS6

Type:
boolean
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Source
Platformldentification.js, line 57 on page 502.

islOS7() method
Returns true if the hybrid app application is being run on iOS7

Syntax
<static> is10S7() {boolean}

Returns
True if the hybrid app application is being run on i0OS7
Type:

boolean

Source
Platformldentification.js, line 65 on page 503.

islPad() method
Platform

Syntax
<static> i sTPad() {boolean}

Returns
True if the hybrid app application is being run on an iPad.
Type:

boolean

Source
Platformldentification.fs, line 42 on page 502.

isSharedStorageEnabled() method
Storage

Syntax
<static> i sSharedStorageEnabled() {boolean}

Returns
true if the shared storage is enabled; false otherwise.
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Type:
boolean

Source
SUPStorage.js, line 362 on page 572.

iswindows() method
Platform

Syntax
<static> i sWindows() {boolean}

Returns
True if the hybrid app application is being run on a Windows platform.

Type:

boolean

Source
Platformldentification.js, line 132 on page 505.

iswWindowsMobile() method
Platform

Syntax
<static> i sWindowsMobile() {boolean}

Returns
True if the hybrid app application is being run on a Windows Mobile platform.

Type:

boolean

Source
Platformldentification.fs, line 124 on page 505.

loadSettings() method
Loads the current connection settings from the native application storage.

Syntax
<static> 1oadSettings() {hwc.ConnectionSettings}
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Returns
The connection settings or null if there are no cached settings.

Type:
hwe.ConnectionSettings on page 168

Example

// Load the connection settings.

var connectionSettings = hwc.loadSettings () ;
Source

hwe-api. s, line 101 on page 297.

log( sMsg, eLevel, notifyUser ) method
Allows the user to log a message to the device trace log which can be remotely retrieved from
the server.

Whether the message actually gets logged will depend on how the log level that the
administrator has selected for this device user compares with the log level of this message. The
logging level and alert dialog callback can be set with Awe.setl oggingCurrentLevel on page
239 and setLoggingAlertDialog.

Syntax
<static> 1og( sMsg, eLevel, notifyUser)

Parameters

Name Type Description

SsMsg string The message to be logged.

elLevel string The error level for this mes-
sage.This parameter must be
one of: "ERROR", "WARN",
"INFO" or "DEBUG".

notifyUser boolean Whether the logging alert call-

back will be invoked.This pa-
rameter is independent of the
logging level (the logging alert
callback will always be invoked
if this is true, and never if this is
false).
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Example
var logAlert = function( message )
{
alert ( "New log message: " + message );

}

hwc.setLoggingAlertDialog( logAlert );

hwc.setLoggingCurrentLevel ( 3 );

// The following will be logged, and the logging alert dialog will be
invoked.

hwc.log( "info message notify", "INFO", true );

// The following will be logged, but the logging alert dialog will
not be invoked.

hwc.log( "info message", "INFO", false );

// The following will not be logged, but the logging alert dialog
will be invoked.

hwc.log( "debug message notify", "DEBUG", true );

// The following will not be logged, and the logging alert dialog
will not be invoked.

hwc.log( "debug message", "DEBUG", false );

Source
hwe-comms.fs, line 902 on page 464.

LogEntry( date, event, msg ) method
This object represents a log entry.

Syntax
<static> LogEntry( date, event, msg)
Parameters
Name Type Description
gate number The date the log entry was re-

corded, in milliseconds since
January 1, 1970, 00:00:00 GMT
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event number The event ID of the log entry
(will be one of /iwe. CONNEC-
TION_ERROR on page 128,
hwe. CONNECTION_OTHER
on page 129, hwe. CONNEC-
TION_CONNECTED on page
128, hwe. CONNEC-
TION_DISCONNECTED on
page 128, hwe. CONNEC-
TION_RETRIEVED ITEMS
on page 129)

msg string The message of the log entry.

Source
hwe-api.js, line 1084 on page 334.

this.getDate() method
Gets the date of the log entry.

Syntax
<static> this.getDate() {number}

Returns

The date the log entry was created in the HWC, in milliseconds.
Type:

number

Source
hwe-api.Js, line 1096 on page 335.

this.getEventID() method
Gets the event ID of the log entry to see what this log entry is about.

Syntax
<static> this.getEventID() {number}

Returns

A constant indication what this log entry is about (will be one of

hwe. CONNECTION_ERROR on page 128, ime. CONNECTION_OTHER on page 129,
hwe. CONNECTION_CONNECTED on page 128,
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hwe.CONNECTION_DISCONNECTED on page 128,
hwe. CONNECTION _RETRIEVED ITEMS on page 129).
Type:

number

Source
hwe-api.fs, line 1108 on page 335.

this.getMessage() method
Gets the message text of the log entry.

Syntax
<static> this.getMessage() {string}

Returns

The message text of the log entry.
Type:

string

Source
hwe-api.js, line 1119 on page 335.

markAsActivated() method
This function sets the activation required state for the current hybrid app to false.

After calling this function, the current hybrid app will not need to be activated.

Syntax
<static> markAsActivated()

Example

hwc.markAsActivated() ;

Source
hwe-comms.fs, line 790 on page 460.

markAsProcessed() method
Allows the user to set the processed state to true for the current message.

Syntax
<static> markAsProcessed()
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Example

hwc.markAsProcessed()

Source
hwe-comms.Js, line 806 on page 460.

MenultemCollection() method

This class represents a collection of menu items.

Syntax
<static> MenuItemCollection()

Example

// This is the function we'll use as a callback for the first menu

item.
var callback = function ()

{

alert( "You clicked the first menu item!"

}

)

// This is the function we'll use as a callback for the second menu

item.
var callback2 = function()

{

alert( "You clicked the second menu item!"

}

)i

// This function creates and adds a menu item collection.

var addMenultems = function ()

{

var menultemCollection =

new hwc.MenultemCollection () ;

menultemCollection.addMenultem ("menu item 1", "callback()");
menultemCollection.addMenultem ("menu item 2", "callback2()");
hwc.addMenuItemCollection ( menultemCollection );

Source
hwe-comms.Js, line 554 on page 451.

addMenultem( title, callback, [isDefault] ) method

This function adds a menu item to the collection.

Syntax

addMenultem( title, callback, [isDefauld] )
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Parameters
Name Type Argument Description
title string The display text for the
menu item.
callback anonymous.generi- The function to call
cCallbackFunction on when the menu item is
page 78 clicked.
isDefault boolean (optional) Determines if the menu
item is selected by de-
fault on BlackBerry.If
more than one menu
item is added to the
same collection with
true for this parameter,
the last menu item add-
ed with true for this pa-
rameter will be selec-
ted by default on
Blackberry.
Example
var callbackFunctionName = function ()
{
alert ( "Menu item clicked!" );

}

var menultemCollection = new hwc.MenultemCollection () ;
menultemCollection.addMenuItem ("menu item name",
"callbackFunctionName ()", true):;

Source

hwe-comms.Js, line 579 on page 452.

setOKAction( callback ) method

This function sets the OK action to use on WM.

Syntax

setOKAction( callback)

Parameters

Name

Type Description
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callback anonymous.genericCallback- | The function to call when the
Function on page 78 OK button is pressed.
Example
var callbackFunctionName = function ()

{

alert ( "Menu item clicked!" );

}

var okActionFunction = function ()

{
alert ( "A OKAY!" );

}

var menultemCollection = new hwc.MenultemCollection () ;
menultemCollection.setOKAction ( "okActionFunction ()" );
menultemCollection.addMenuItem ("menu item name",
"callbackFunctionName () ") ;

Source
hwe-comms.Js, line 626 on page 454.

setSubMenuName( name ) method
This function sets the sub menu name to use on Windows Mobile.

Syntax
setSubMenuName( 7ame)

Parameters

Name Type Description

name string The sub menu name to use.
Example
var callbackFunctionName = function ()

{

alert( "Menu item clicked!" );
}
var menultemCollection = new hwc.MenultemCollection () ;
menultemCollection.setSubMenuName ( "Custom Menu" );
menultemCollection.addMenulItem ("menu item name",
"callbackFunctionName () ") ;

Source
hwe-comms.fs, line 603 on page 453.
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stringify() method
This function converts the menu item collection to a JSON string.

This function is used as a helper for Awe.addMenultemCollection on page 154.

Syntax
stringify() {string}

Returns
The JSON string representing this menu item collection.
Type:
string
Example
var callbackFunctionName = function ()
{
alert ( "Menu item clicked!" );

}
var menultemCollection = new hwc.MenultemCollection () ;
var jsonMenultemCollection = menultemCollection.stringify();

Source
hwe-comms.fs, line 645 on page 455.

Message( msqgld, date, icon, sender, isRead, processed, priority, subject,
module, version ) method
Represents a message received by the HWC.

Syntax
<static> Message( msgld, aate, icon, sender, isRead, processead, priority, subject, module,
version)
Parameters
Name Type Description
msgld number The message ID of this mes-
sage.
aate Date The date this message was re-
ceived.
icon number The icon index for this message.
sender string The sender of this message.
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IsRead boolean Whether this message has been
read or not.

processed boolean Whether this message has been
processed or not.

priority number The priority of this message
(must be either hwec. MSG_PRI-
ORITY _HIGH on page 135 or
hwe.MSG_PRIORITY _NOR-
MAL on page 136).

subject string The subject of this message.

moaule number The module ID of the hybrid
app associated with this mes-
sage.

version number The version of the hybrid app
associated with this message.

Source

hwe-api s, line 2441 on page 383.

this.getlconIindex() method
Gets the icon index of this message.

Syntax
<static> this.getIconIndex() {number}

Returns
The icon index of this message.
Type:

number

Source
hwe-api.fs, line 2482 on page 385.

this.getMessageld() method
Gets the message 1D of this message.

Syntax
<static> this.getMessageId() {number}

216

SAP Mobile Platform



Develop Hybrid Apps Using Third-party Web Frameworks

Returns
The message ID of this message.\

Type:

number

Source
hwe-api.fs, line 2460 on page 384.

this.getModuleld() method
Gets the module 1D of the hybrid app this message belongs to.

Syntax
<static> this.getModuleId() {number}

Returns
The module ID of the hybrid app this message belongs to.
Type:

number

Source
hwe-api.fs, line 2526 on page 386.

this.getModuleVersion() method
Gets the version of the hybrid app this message belongs to.

Syntax
<static> this.getModuleVersion() {number}

Returns
The version of the hybrid app this message belongs to.
Type:

number

Source
hwe-api.fs, line 2537 on page 387.

this.getPriority() method
Gets the priority of the message.
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Syntax

<static> this.getPriority() {number}

Returns

A constant indicating the priority of the message. Will be either

hwe.MSG_PRIORITY NORMAL on page 136 or iwe.MSG_PRIORITY HIGH on page

135.
Type:

number

Source
hwe-api.fs, line 2563 on page 388.

this.getReceivedDate() method
Gets the date this message was received.

Syntax

<static> this.getReceivedDate() {Date}

Returns
The date this message was received.

Type:
Date

Source
hwe-api.fs, line 2471 on page 384.

this.getSender() method
Gets the sender of this message.

Syntax
<static> this.getSender() {string}

Returns
The sender of this message.

Type:
string
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Source
hwe-api.fs, line 2493 on page 385.

this.getSubject() method
Gets the subject of this message.

Syntax
<static> this.getSubject() {string}

Returns

The subject of this message.
Type:

string

Source
hwe-api.fs, line 2515 on page 386.

this.isProcessed() method
Gets whether this message has been processed or not.

A message is generally marked as processed once the user submits changes from the hybrid
app that was launched from the message.

Syntax
<static> this.isProcessed() {boolean}

Returns
True if this message has been processed, false otherwise.
Type:

boolean

Source
hwe-api.fs, line 2550 on page 387.

this.isRead() method
Gets whether this message has been read or not.

Syntax
<static> this.isRead() {boolean}
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Returns

Whether this message has been read (true) or not (false).

Type:
boolean

Source

hwe-api.fs, line 2504 on page 386.

this.updateProcessed( status ) method

Updates the processed status of the message.

Syntax

<static> this.updateProcessed( Status)

Parameters

Name Type Description

status boolean The new processed status.
Source

hwe-api.fs, line 2592 on page 388.

this.updateRead( status ) method

Updates the read status of the message.

Syntax

<static> this.updateRead( status)

Parameters

Name Type Description

status boolean The new read status.
Source

hwe-api.Js, line 2580 on page 388.
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MessageFilter( [sender], [subject], [moduleld], [version], [isread],

[processed] ) method

Represents a filter used to filter messages.

Pass in null for any parameter you do not wish to filter (or do not pass in such parameters at

all).

Syntax

<static> MessageFilter( [senden, [subjech], [moduleld], [version), [isread],

[orocessed] )

Parameters
Name Type Argument Description
sender string (optional) The sender of the mes-
sage.
subject string (optional) The subject of the mes-
sage.
moauleld number (optional) The associated applica-
tion module ID.
version number (optional) The associated applica-
tion module verions.
Isread boolean (optional) The read status.
processed boolean (optional) The processed status.
Source

hwe-api.fs, line 2614 on page 389.

openApp( moduleld, version ) method

Launch the hybrid app with the given module ID and version.

The hybrid app will be opened on top of the hybrid app that is open when hwc.openApp is

called. When the hybrid app that was opened with hwc.openApp exits, it will exit to the hybrid
app that was open when hwc.openApp was called. It is possible to nest open hybrid apps, but it
is best not to have too many nested hybrid apps (eg: recursively opening hybrid apps) because

each open hybrid app takes up device memory.

Syntax

<static> openApp( moauleld, version) {number}
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Parameters
Name Type Description
moauleld number Module id of the hybrid app.
version number Version of the hybrid app.
Returns

A constant indicating the result of opening the hybrid app (will be one of
hwe.OPEN_APP_SUCCESS on page 138, hwe. OPEN_APP_NOT _EXIST on page 138,
hwe.OPEN_APP_OTHER on page 138).

Type:
number

Example

var apps = hwc.getInstalledApps();
if( apps.length > 0 )
{

// Check to make sure the first app is not this app (the app that
is currently running),

// since we don't want to recursively open this app until memory
runs out.

1if ( hwc.getCurrentHybridApp.getDisplayName () !=
apps[0] .getDisplayName () )

{

hwc.openApp ( apps[0] .getModuleID(), apps([0].getVersion() );
}
}

Source
hwe-apifs, line 1883 on page 364.

openMessage( msgld ) method
Launch the server initiated hybrid app associated with a message.

The hybrid app will be opened on top of the hybrid app that is open when hwc.openMessage is
called. When the hybrid app that was opened with hwc.openMessage exits, it will exit to the
hybrid app that was open when hwc.openMessage was called. It is possible to nest open hybrid
apps, but it is best not to have too many nested hybrid apps (eg: recursively opening hybrid
apps) because each open hybrid app takes up device memory.

Syntax
<static> openMessage( msgld) {number}
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Parameters

Name Type Description

msgld number The id of message to open.
Returns

A number indicating the success or failure of opening the message (will be one of
hwe.OPEN_MSG_SUCCESS on page 140, hwe.OPEN_MSG _NOT_EXIST on page 139,
hwe.OPEN_MSG_APP_NOT _EXISTon page 139, hwe.OPEN_MSG_OTHER on page
139).

Type:
number

Example

// get all messages, then open the first one
var messages = hwc.getAllMessages() ;

if ( messages.length > 0 )

{

hwc.openMessage ( messages|[0] .getMessageId() );

}

Source
hwe-api.js, line 3185 on page 410.

removeAllMenultems() method
This function removes all menu items that were added by the hybrid app.

Note: This API does not support on iOS platform.

Syntax
<static> removeAllMenulItems()

Example

hwc.removeAllMenultems () ;

Source
hwe-comms.Js, line 754 on page 458.

removeApplinstallationListener( ApplnstallationListener ) method
Remove the application installation listener.

This function should be called with identical parameters that were used to add the application
installation listener with Awc.addAppinstallationL istener on page 149.

Developer Guide: Hybrid Apps 223



Develop Hybrid Apps Using Third-party Web Frameworks

Syntax
<static> removeAppInstallationListener( ApplnstallationListener)

Parameters
Name Type Description
ApplnstallationL istener anonymous.Applnstallation- The callback for application in-
Listeneron page 73 stallation changes.
Example

// appInstalllistener is the callback function that will be passed to
hwc.addAppInstallationListener.

var applnstalllistener = function( event, moduleld, version,
moduleName )
{

if ( event == hwc.INSTALLATION BEGIN )

{
alert (moduleName + " has just started the installation
process.");
}
else if( event == hwc.INSTALLATION_END )
{
alert (moduleName + " has just finished the installation
process.");
}
}
hwc.addAppInstallationListener ( appInstalllistener );
// when we want to remove this listener, we call the following line:
hwc.removeAppInstallationListener ( applInstalllListener );

Source
hwe-api.fs, line 984 on page 330.

removeAppListener( ApplicationListener, [containingObject] ) method
Remove the application listener.

This function should be called with identical parameters that were used to add the application
listener with Awe.addAppListener on page 150.

Syntax
<static> removeAppListener( ApplicationListener, [ containingObject] )

Parameters

Name Type Argument Description
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ApplicationL istener anonymous.Applica- The callback for appli-
tionL istener on page cation changes.
75

containingObject Object (optional) The containing object

of the application lis-
tener function.

Example

// This is the callback function that will be passed to
hwc.addAppListener.
var applistener = function( event, moduleld, version )
{

if( event == hwc.APP ADDED )

{

alert ("A hybrid app has been added.");

}
}
hwc.addAppListener ( appListener );
// At some other point, if we want to remove the listener we use the
following line of code:
hwc.removeApplListener ( applListener );

// appListenerManager is an object that will contain the callback
function as well as variables
// the callback function references.

var applistenerManager = {};
// doSomething is a function that is called from inside the callback
function.
applistenerManager.doSomething = function( event )
{
if ( event == hwc.APP REMOVED )

{
alert ("A hybrid app has been removed.");

}
}
// This is the callback function that will be passed to
hwc.addAppListener. It calls doSomething,
// the definition of which is in the containing function.
applistenerManager.listener = function( event, modulelId, version )
{

this.doSomething( event );
}
// Since the listener callback function references a variable from
its containing object,
// the containing object must be passed to hwc.addApplListener.
hwc.addApplListener ( applistenerManager.listener,
applListenerManager ) ;
// At some other point, if we want to remove the listener we use the
following line of code:
hwc.removeApplListener ( applistenerManager.listener,
applistenerManager ) ;
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Source
hwe-api.fs, line 1601 on page 353.

removeConnectionListener( ConnectionStateListener, [containingObject] )
method
Remove the connection state listener.

This function should be called with identical parameters that were used when adding the
connection state listener with Awe.addConnectionL istener on page 151.

Syntax
<static> removeConnectionListener( ConnectionStateL istener,
[containingObjecq] )
Parameters
Name Type Argument Description
ConnectionStateL is- anonymous.Connec- Callback function with
tener tionStatel istener on connection state
page 77 changes
containingObject Object (optional) Optional Object con-
taining definition of
ConnectionStateL is-
tener
Example

// doSomething is a global function that gets called from the
connection listener.
var doSomething = function ()
{

alert ("sample function that gets executed when the hwc becomes
connected") ;
}
// connectionListener is the callback function that is given to
addConnectionListener.
// When there is a connection event, connectionlListener will be
invoked with the details.
var connectionlListener = function( event, errorCode, errorMessage )
{

if ( event == hwc.CONNECTED )

{

doSomething () ;

}

}

hwc.addConnectionListener ( connectionListener );
// At some other point if we want to remove the listener, we use the
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following line:
hwc.removeConnectionListener ( connectionListener );

// connectionStateManager is an object that will contain the
connection listener callback as well as
// a variable used by the callback.
var connectionStateManager = {};
// The connectionStateManager keeps track of whether the HWC is
connected or not.
connectionStateManager.connected = false;
// A function called by the listener.
connectionStateManager.doSomething = function ()
{
if( this.connected )
{
alert ("this alert gets displayed if the hwc is connected");
}

}
// This is the callback function that will be passed to

addConnectionListener. This callback references variables

// from the containing object (this.connected and this.doSomething),
so when we call addConnectionListener we have

// to give the containing object as the second parameter.

connectionStateManager.listener = function( event, errorCode,
errorMessage )
{

if ( event == hwc.CONNECTED )

{

this.connected = true;

}

else

{

this.connected = false;

}
this.doSomething () ;

}

// Pass both the listener and the containing object. This enables
the listener to refer to variables in the containing object when it
is invoked.

hwc.addConnectionListener ( connectionStateManager.listener,
connectionStateManager );

// At some other point if we want to remove the listener, we use the
following line:

hwc.removeConnectionListener ( connectionStateManager.listener,
connectionStateManager );

Source
hwe-api s, line 445 on page 311.

removelLogListener( LogListener, [containingObject] ) method
Remove the log listener.

This function should be called with identical parameters that were used when adding the log
listener with Awe.addl ogL istener on page 153.
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Syntax
<static> removeLogListener( LogListener, [ containingObject] )

Parameters
Name Type Argument Description
LoglL istener anonymous.LogL is- The callback function
teneron page 79 for log events.
containingObject Object (optional) Object containing defi-
nition of Connection-
StateListener
Example
// A global function called by the log listener.
var doSomething = function ()
{
alert ("this gets displays when there is a log event.");

}
// The log listener callback function that will be passed to
hwc.addLogListener.
// This function will be invoked whenever there is a log event.
var logListener = function( event, errorCode, errorMessage )
{
doSomething () ;
}
// Add the log listener.
hwc.addLogListener ( logListener );
// at some other point if we want to remove the listener, we use the
following line
hwc.removeLogListener ( logListener );

// logListenerManager is an object that will contain the listener
callback as well
// as a function that will be invoked from the listener callback

function.
var loglListenerManager = {};
// This is a function that is called from the listener callback.
logListenerManager.doSomething = function ()
{
alert ("this gets displays when there is a log event.");

}
// This is the listener callback that will be passed to
hwc.addLogListener.
// Since a variable is referenced from the containing object, the
containing object
// will need to be passed to hwc.addLogListener.
logListenerManager.listener = function( event, errorCode,
errorMessage )
{

this.doSomething () ;
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}
// Pass both the listener callback and the containing object.

hwc.addLogListener ( logListenerManager.listener,

logListenerManager );

// at some other point if we want to remove the listener, we use the
following line

hwc.removelLoglListener ( logListenerManager.listener,
logListenerManager );

Source
hwe-api s, line 818 on page 324.

removeMessage( msgld ) method
Removes (deletes) a message.

Syntax
<static> removeMessage( msgld)

Parameters

Name Type Description

msgld number The id of the message to be re-
moved.

Example

// remove all messages

var messages = hwc.getAllMessages() ;

for( var index = 0; index < messages.length; index++ )

{

hwc.removeMessage ( messages|[index] .getMessageId() );

}

Source
hwe-api.js, line 3132 on page 408.

removeMessagelistener( MessagelListener, [containingObject] ) method
Removes the message listener.

The two parameters passed in to this function should match exactly the corresponding
parameters passed into Awc.addMessageL isteneron page 155 when the message listener was
added.

Syntax
<static> removeMessageListener( MessageListener, [ containingObject] )
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Parameters
Name Type Argument Description
MessageL istener anonymous.Message- The callback for mes-
Listeneron page 80 sage changes.
containingObject Object (optional) If the containing object
was given to Awe.add-
MessageL istener on
page 155 when the
message listener was
added, then it also must
be passed into this
function.
Example

// soSomething is a global function called by the listener callback.
var doSomething = function ()
{

alert ("New message!");
}
// messagelistener is the callback function passed to
hwc.addMessagelListener.
var messagelistener = function( flag, messageld )
{

if( flag == hwc.MSG ADDED )

{

doSomething () ;

}
}
// We do not want to filter the message events the listener will get
invoked for, so pass null for the first parameter.
hwc.addMessagelListener ( null, messagelListener );
// If we want to remove the listener at some other point, use the
following line of code:
hwc.removeMessagelListener ( messagelListener );

// someObject is an object that will contain the listener callback as
well as a variable referenced by the callback.
var someObject = {};
// doSomething is a function referenced by the callback function.
someObject.doSomething = function ()
{
alert ("New message!");
}
// messagelistener is the callback that will be passed to
hwc.addMessagelistener.
someObject.messagelistener = function( flag, messageld )
{
if( flag == hwc.MSG ADDED )
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{
this.doSomething () ;

}
}
// Create a filter so that not all message events will invoke our
callback function.
// Only events about messages with a subject of "SI<4>" will trigger
our callback function.
var filter = new hwc.MessageFilter( null, "SI<4>", null, null, null,
null);
// The callback function references a variable in its containing
object, so we need to pass in the containing object
// in addition to the filter and the callback function.
hwc.addMessagelListener ( filter, someObject.messagelistener,
someObject );
// If we want to remove the listener at some other point, use the
following line of code:
hwc.removeMessagelListener ( messagelListener, someObject );

Source
hwe-api.fs, line 2850 on page 398.

removePushNotificationListener( PushNotificationListener,
[containingObject] ) method
Remove the push notification listener.

This function should be called with identical parameters that were used to add the push
notification listener with Awc.addPushNotificationL istener on page 157.

Syntax
<static> removePushNotificationListener( PushiNotificationl istener,
[containingObjecq )

Parameters
Name Type Argument Description
PushNotificationLis- | anonymous.PushNoti- The callback for push
tener ficationListener notifications.
containingObject Object (optional) The containing object
of the listener.
Example

// pushListener is the callback function that will be passed to
hwc.addPushNotificationListener.

var pushListener

{

alert ( "push notification:\
" + JSON.stringify(notifications)
return hwc.NOTIFICATION CONTINUE;

= function( notifications

)i
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}

hwc.addPushNotificationListener ( pushListener );

// At some other point if we want to remove the push listener, we call
the following line:

hwc.removePushNotificationListener ( pushListener );

// pushlListenerManager is an object that will contain the listener
callback as well as a variable
// referenced from the callback.

var pushlListenerManager = {};
// doSomething is a function that is called from inside the callback.
pushListenerManager.doSomething = function( notifications )

{

alert ( "push notification:\
" + JSON.stringify(notifications) );

return hwc.NOTIFICATION CONTINUE;
}
// This is the callback function.
pushListenerManager.listener = function( notifications )
{

return this.doSomething( notifications );
}
// Since the callback function references variables in its containing
object, the containing object
// must be passed to hwc.addPushNotificationListener as well.
hwc.addPushNotificationListener ( pushListenerManager.listener,
pushListenerManager );
// when we want to remove the push listener, we call the following
line:
hwc.removePushNotificationListener ( pushListener,
pushListenerManager );

Source
hwe-apifs, line 1299 on page 342.

sample AppListener( event, moduleld, version ) method

A sample anonymous.ApplicationL istener on page 75 callback function.

Syntax
<static> sample AppListener( event, moauleld, version)
Parameters

Name Type Description
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event

number

A number indicating what event
has taken place (will be one of
hwe. APP_REFRESH on page
126, hwe. APP_ADDED on
page 126, iwec. APP_UPDA-
TED on page 127,

hwe. APP_REMOVED on page
127).

moduleld

number

The module id of the hyrbid app
the event is about.

version

number

module The version of the hy-
brid app the event is about.

Source

hwe-api.fs, line 1662 on page 355.

sample ConnectionListener( event, errorCode, errorMessage ) method

A sample anonymous.ConnectionStateL istener on page 77 callback function.

Syntax
<static> sample ConnectionListener( event errorCode, errorMessage)
Parameters
Name Type Description
event number A number indicating the event
that occurred (will be
hwe.CONNECTED on page
127 or hwe.DISCONNECTED
on page 130).
errorCode number An error code (0 indicating suc-
cess).
errorMessage string Text of the error message.Will
be empty of there is no error.
Source

hwe-api. s, line 480 on page 312.
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sample InstallationAppListener( event, moduleld, version, moduleName,

designerVersion, containerVersion ) method

Sample application listener callback function

Syntax

<static> sample InstallationAppListener( event, moduleld, version,

moduleName, designer\Version, container\Version)

Parameters
Name Type Description
event Integer Installation flags including, BE-
GIN(1), END(2), FAIL(3)
moauleld String Optional Module Id
version String Optional Module version
moauleName String Optional Module display name
aesigner\Version String Optional Version of designer
used to create app
container\ersion String Optional Version of hybrid web
container
Source

hwe-apifs, line 1021 on page 332.

sample LogListener( milliseconds, event, optionalString ) method

Sample anonymous.LogL isteneron page 79 callback function.

Syntax

<static> sample LogListenex( milliseconds, event, optionalString )

Parameters
Name Type Description
milliseconds number The date of the log message rep-

resented in milliseconds.
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event number The that represents which cate-
gory this event falls under (It
will be one of Awe. CONNEC-
TION_ERROR on page 128,
hwe.CONNECTION_OTHER
on page 129, hwe. CONNEC-
TION_CONNECTED on page
128, hwe. CONNEC-
TION_DISCONNECTED on
page 128, hwe. CONNEC-
TION_RETRIEVED ITEMS
on page 129).

optionalString string The string carrying the message
of the log event.

Source
hwe-api.js, line 855 on page 326.

sample MessageListener( flag, msgld ) method

A sample anonymous. MessageL istener on page 80 callback function.

Syntax
<static> sample MessageListener( flag, msgld)
Parameters
Name Type Description
flag number A number indicating which
message event occured (will be
one of MSG_* constants).
msgld number The message id of the affected
message.
Source

hwe-api.Js, line 2916 on page 400.

sample PushNotificationListener( notifications ) method
A sample implementation of a anonymous.PushNotificationListener callback function.

Syntax
<static> sample PushNotificationListener( notifications)
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Parameters
Name Type Description
notifications Array Avrray of notifications.
Source

hwe-api s, line 1345 on page 344.

savelLoginCertificate( certificate ) method

This function saves login credentials from a certificate to the credential cache.

The common name is used for the username and the signed certificate is used for the password.

Syntax

<static> saveLoginCertificate( certificate)

Parameters
Name Type Description
certificate object The values certificate.sub-
jectCN and certificate.signed-
Certificate must be defined.
Example
var certInfo = {};
certInfo.subjectCN = "sampleCommonName";
certInfo.signedCertificate = "samplePassword";

hwc.saveloginCertificate( certInfo );

Source
hwe-comms.Js, line 971 on page 466.

savelLoginCredentials( userName, password ) method
This function saves login credentials to the credential cache.

Syntax
<static> saveLoginCredentials( userName, password)

Parameters
Name Type Description
userName string The user name to save
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password string The password to save
Example
hwc.savelLoginCredentials ( "sampleUserName", "samplePassword" );
Source

hwe-comms.fs, line 990 on page 467.

saveSettings( settings ) method
Save the connection settings to native application storage.

Device registration will be attempted if and only the following conditions are both satisfied.

1. The registration method is not manual. This can be passed in the hwc.ConnectionSettings
object, or if that value is null, the currently configured value will be used.

2. The password must be non-empty. This value MUST be passed in the
hwec.ConnectionSettings object.

hwec.startClient() needsto be called after hwc.saveSettings() for the deviceto complete
automatic/manual registration.

UsageNote: Itisnot mandatory to specify a value for each hwc.ConnectionSettings property.
Specifying a null or undefined for a Awc. ConnectionSettings on page 168 property will
effectively cause this method to IGNORE the property and not change it's value. If the
saveSettings() operation fails, a non-zero number will be returned. See hwc.REG_ERR_* for
device registration errors. There can be other types of errors not listed here.

Syntax
<static> saveSettings( settings) {number}

Parameters
Name Type Description
settings hwe.ConnectionSettings on The connection settings to be
page 168 saved.
Returns

A status code indicating success (hwc. SETTING _SUCCESSon page 148) or an error (one of
hwe.REG_ERR AUTO_REG NOT_ENABLED on page 144,
hwe.REG_ERR AUTO _REG TEMPLATE_NOT_FOUND on page 145,

hwe.REG_ERR AUTO_REG USER_NAME_TOO L ONG on page 145,

hwe.REG_ERR AUTO REG_WRONG_USER_FOR_DEVICE on page 145,
hwe.REG_ERR COULD NOT _REACH MMS_SERVER on page 146,
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hwe.REG_ERR_INVALID USER_NAME on page 146,
hwe.REG_ERR_MMS_AUTHENTICATION_FAILED on page 146).

Type:

number

Example

// Load the connection settings.

var connectionSettings = hwc.loadSettings () ;

// Modify the connection settings.
connectionSettings.ServerName = "999.999.999.999";

// Save the modified connection settings.

hwc.saveSettings ( connectionSettings );

// Start the client to for the device to complete automatic/manual
registration.

hwc.startClient () ;

Source
hwe-api.fs, line 196 on page 301.

setLoggingAlertDialog( newAlertDialogCallback ) method
This function sets the callback used by hwec.log when it is required to notify the user of a log
item.

Syntax
<static> setLoggingAlertDialog( newAlertDialogCallback)

Parameters
Name Type Description
newAlertDialogCallback anonymous.alertDialogCall- The alert dialog to use.
backFunction on page 73
Example
customLogAlert = function( message )
{
alert ( "New log message: " + message );

}
hwc.setLoggingAlertDialog ( customLogAlert );

Source
hwe-comms.Js, line 207 on page 439.
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setLoggingCurrentLevel( newLogginglLevel ) method
This function sets the logging level.

The logging level set with this function only persists as long as this javascript context does.
When the hybrid app is closed, the value set with this function is lost.

Syntax
<static> setLoggingCurrentLevel( newlLogginglLevel)

Parameters
Name Type Description
newl oggingLevel number The number representing the
new logging level.Must be an
integer in the range [1..4]. The
higher numbers represent more
verbose logging levels from 1
for ERROR level logging up to
4 for DEBUG level logging.
Example

// Set the logging level to debug.
hwc.setLoggingCurrentLevel ( 4 );

Source
hwe-comms.Js, line 236 on page 441.

setReportErrorFromNativeCallback( callbackToSet ) method
This function sets the callback function called when there is a native error reported.

Calling this function will replace any callback that had been set previously.

Syntax
<static> setReportErrorFromNativeCallback( callbackToSet)
Parameters

Name Type Description

callback ToSet function The callback function.
Example

var errorCallback = function( errorString )

{

alert ( "There was a native error: " + errorString );
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}

hwc.setReportErrorFromNativeCallback( errorCallback );

Source
hwe-comms.fs, line 274 on page 442.

setScreenTitle CONT( screenTitle ) method
Sets the title of the screen.

Syntax

<static> setScreenTitle CONT( screenTitle)

Parameters
Name Type Description
screenTitle string The screen title to use.

Example

hwc.setScreenTitle CONT( "Custom Screen Title" );

Source

hwe-comms.fs, line 508 on page 450.

SharedStorage() method
Storage

Syntax
<static> SharedStorage()

Source
SUPStorage.fs, line 379 on page 573.

showAlertDialog( message, [title] ) method
Displays an alert dialog to the user.

This function blocks until it receives a response from the user.

Syntax
<static> showAlertDialog( message, [title])

Parameters

Name Type Argument Description
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message string The message to display

title string (optional) The title doesn't actual-
ly get displayed.

Example

hwc.showAlertDialog( "This is a fancy alert dialog", "With a
Title" );

Source
hwe-comms.fs, line 1522 on page 486.

showAttachmentContents CONT( contents, mimeType, fileName,
waitDialogCallbackString ) method
Shows the given file contents in a content-appropriate way.

The type of the content is supplied by either the MIME type or the filename, at least one of
which must be supplied. The content itself should be presented as a base64-encoded string.
Not all file types may be supported on all platforms.

Syntax
<static> showAttachmentContents_ CONT( contents, mimeType, fileName,

waitDialogCallbackString )

Parameters
Name Type Description
contents string The base-64 encoded version of
the binary content of the attach-
ment to be displayed.
mimeType string The MIME type of the file.
fileName string The name of the file.
waitDialogCallbackString anonymous.genericCallback- | The callback function used to
Function on page 78 close a wait dialog once the at-
tachment is done opening.
Example
var openAttachmentBase64StringPng = function ()

{

// How you want get the base 64 encoding of the file is up to you.
This string represents a small png image.

var data =
"iVBORWOKGgOAAAANSUhEUgAAACAAAAAGCAYAAABZzenr0AAAAAXNSROTIArs4c6QAARAA
RnQU1BAACxjwv8YQUAAAAJCEhZcwAADsSMAAATDACAVOGQAAAAOSURBVFhH7dAXEQAAC
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AMx3CAT6eVQOWZKh8/dSmc7n6jN
+bQcIECBAgAABAGQIECBAgGACBBD3SkJeQ67ulAAAAAELIFTkSuQmCC" ;
hwc.showProgressDialog() ;
// Don't have to pass the filename because we are passing the MIME

type.
hwc.showAttachmentContents CONT( data, "image/png", null,
"hwc.hideProgressDialog ()" );
}
var openAttachmentBase64StringTxt = function ()

{
// How you want get the base 64 encoding of the file is up to you.
This string represents a short text file.

var data = "VGhpcyBpcyBwYXJO0IGOmIGEgaHlicmlkIGFwcC4=";
// Don't have to pass the MIME type because we are passing the
filename.

hwc.showAttachmentContents CONT( data, null, "attach.txt" );
}

Source
hwe-comms.fs, line 1070 on page 470.

showAttachmentFromCache CONT(uniqueKey, mimeType, fileName,
waitDialogCallbackString ) method
Shows the given file contents in a content-appropriate way.

The type of the content is supplied by either the MIME type or the filename, at least one of
which must be supplied. The content itself will be a unique key supplied earlier to a call to
doAttachmentDownload.

Syntax
<static> showAttachmentFromCache CONT( uniqueKey, mimeType, fileName,
waitDialogCallbackString )

Parameters
Name Type Description
unigueKey string The unique key for the attach-
ment.
mimeType string The MIME type of the file.
fileName string The name of the file.
waitDialogCallbackString string string with the value for the
‘callback=" parameter.
Source

hwe-comms.js, line 1106 on page 471.
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showCertificatePicker() method
This function opens a form on the device that allows the user to specify the credentials for the
use of certificate-based authentication.

If the user picks a certificate, then that certificate is saved in the credentials cache.

Syntax
<static> showCertificatePicker()

Example

hwc.showCertificatePicker () ;

Source
hwe-comms.fs, line 948 on page 465.

showConfirmDialog( message, [title] ) method
Shows a confirm dialog to the user.

This function blocks until it receives a response from the user.

Syntax
<static> showConfirmDialog( /message, [title] ) {boolean}

Parameters
Name Type Argument Description
message string The message to display
in the dialog.
title string (optional) The title doesn't actua-
ly get displayed.
Returns
The user's choice from the confirm dialog.
Type:
boolean
Example
var userConfirm = hwc.showConfirmDialog( "Are you sure you want to
see an alert message?", "Confirm Alert" );

if ( userConfirm )

{

alert( "This is what you wanted." );

}
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Source
hwe-comms.fs, line 1553 on page 487.

showLocalAttachment( key ) method
Shows a local attachment.

Syntax
<static> showLocalAttachment( kgy)

Parameters
Name Type Description
key string The key of the attachment.This
is the path to the file, with the
root being the folder that mani-
fest.xml is located.
Example

hwc.showLocalAttachment ( "html/images/samplePic.gif" );

Source
hwe-comms.fs, line 1136 on page 472.

showProgressDialog( [message] ) method
This function shows a progress dialog with spinner.

The dialog created by this function will block all user input until Awe.hideProgressDialog on
page 197 is called. It is important to be sure that Awc. hideProgressDialog on page 197 will be
called after a call to this function.

Syntax
<static> showProgressDialog( [/message] )

Parameters

Name Type Argument Description
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message

string

(optional)

The message to show
on the progress dia-
log.This message is
displayed on Android
platforms only - other
platforms show only a
spinner.

Example

var showProgress

{

hwc.showProgressDialog (
setTimeout ( hideProgress,

}

var hideProgress

{

hwc.hideProgressDialog () ;

}

Source

hwe-comms.fs, line 1475 on page 485.

showUrlInBrowser( url ) method

function ()

function ()

"a message" );
10000 ) ;

This function opens the supplied URL in a browser.

The browser opens on top of the hybrid app - the context of the hybrid app is undisturbed.

Syntax

<static> showUrlInBrowser( ur/)

Parameters
Name Type Description
url string The URL to be shown in a
browser.
Example
hwc.showUrlInBrowser ( "http://www.google.com" );
Source

hwe-comms.fs, line 1017 on page 468.
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shutdown() method
Shutdown the client connection to the SUP server.

Companion function to Awe.startClient on page 246. If a hybrid app is running in the context
of the Hybrid Web Container, then it will probably never have to call this function. If you want
to temporarily stop the connection, then call Awe. disconnectFromServeron page 175 instead.

Syntax
<static> shutdown()

Example

hwc.shutdown () ;

Source
hwe-api.js, line 564 on page 315.

startClient( [onNotification] ) method
Start the client connection to the SUP server.

Companion function to Awc.shutdownon page 246. If a hybrid app is running in the context of
the Hybrid Web Container then it will probably never have to call this function unless
hwe.shutdown on page 246 client was called first.

Syntax
<static> startClient( [onNotification])

Parameters

Name Type Argument Description

onNotification anonymous.LogLis- (optional) A log listener callback
teneron page 79 function.If you are in-
terested in the connec-
tion state it is recom-
mended that you call
hwe.addConnection-
Listeneron page 151
before calling
hwec.startClient.

Example
hwc.startClient () ;
// Add a log listener while calling hwc.startClient.

var logListener = function( time, event, message )

{
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alert (message) ;

}

hwc.startClient ( logListener );

Source
hwe-api.fs, line 531 on page 314.

this.getlconUrl( processed ) method
Gets the URL of this custom icon.

It is possible to call this function directly, but generally it is easier simply to call
hwe.getApplconUrlon page 177 or hwe.getMsglconUrlon page 189. Those functions handle
both cases where there is and isn't a custom icon for the hybrid app or message.

Syntax
<static> this.getIconUrl( processed) {string}
Parameters
Name Type Description
processed boolean When set to true, the URL of the
processed icon will be re-
turned.When set to false, the
URL of the unprocessed icon
will be returned.
Returns
The URL to the target icon.
Type:
string
Example

var apps = hwc.getInstalledApps();
var app = apps(0];
// If app doesn't have a custom icon, then customIcon will be null.
var customIcon = app.getDefaultCustomIcon () ;
if ( customIcon != null )
{
// Create the image element.
var image = document.createElement ( "img" );
// Set the source of the image to the icon URL.
image.setAttribute( 'src', customIcon.getIconUrl() );
// Add the image element to the page.
document .body.appendChild( image );
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Source

hwe-api s, line 2241 on page 376.

updateMessageProcessed( msgld, status ) method

Updates the message processed status.

Syntax

<static> updateMessageProcessed( msgld, status)

Parameters
Name Type Description
msgld number The id of message to update the
processed status for.
status boolean Whether the message will be set
to processed (true) or unpro-
cessed (false).
Example

// set all messages as processed
var messages = hwc.getAllMessages() ;
for( var index = 0;

{

index < messages.length;

index++ )

hwc.updateMessageProcessed ( messages|[index] .getMessageId(),

true );

}

Source

hwe-api.fs, line 3104 on page 407.

updateMessageRead( msgld, status ) method

Updates the message read status.

Syntax

<static> updateMessageRead( msgld, status)

Parameters
Name Type Description
msgld number The id of message to update the

read status for.
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status boolean Whether the message will be set
to read (true) or unread (false).

Example

// set all messages as read
var messages = hwc.getAllMessages() ;
for( var index = 0; index < messages.length; index++ )

{

hwc.updateMessageRead ( messages[index] .getMessageld (), true );

}

Source
hwe-api s, line 3075 on page 406.

activationRequired() method
Deprecated: Deprecated since version 2.2 - use hwec.activationRequired()

Syntax
activationRequired()

Source
hwe-comms.fs, line 77 on page 435.

clearCache() method
Deprecated: Deprecated since version 2.2 - use hwec.clearCache()

Syntax
clearCache()

Source
hwe-comms.fs, line 52 on page 434.

clearCacheltem() method
Deprecated: Deprecated since version 2.2 - use hwec.clearCacheltem( cachekey )

Syntax
clearCacheItemn()

Source
hwe-comms.fs, line 47 on page 434.
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closeWorkflow() method
Deprecated: Deprecated since version 2.2 - use hwec.close()

Syntax
closeWorkflow()

Source
hwe-comms.fs, line 42 on page 433.

expireCredentials() method
Deprecated: Deprecated since version 2.2 - use hwc.close()

Syntax
expireCredentials()

Source
hwe-comms.fs, line 57 on page 434.

getXMLHTTPRequest() method
Deprecated: Deprecated since version 2.2 - use hwec.getXMLHTTPRequest()

Syntax
getXMLHTTPRequest()

Source
hwe-comms.Js, line 32 on page 433.

guid() method
Deprecated: Deprecated since version 2.2 - use hwe.guid()

Syntax
guid()

Source
hwe-comms.fs, line 27 on page 433.

logToWorkflow() method
Deprecated: Deprecated since version 2.2 - use hwc.log(sMsg, eLevel, notifyUser)
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Syntax
logToWorkflow()

Source
hwe-comms.fs, line 37 on page 433.

markAsActivated() method
Deprecated: Deprecated since version 2.2 - use hwc.markAsActivated()

Syntax
markAsActivated()

Source
hwe-comms.fs, line 92 on page 435.

markAsProcessed() method
Deprecated: Deprecated since version 2.2 - use hwc.markAsProcessed()

Syntax
markAsProcessed()

Source
h