SAR

Installation Guide for Runtime

SAP Mobile Platform 2.3 SP03

Windows



DOCUMENT ID: DC01919-01-0233-01

LAST REVISED: September 2013

Copyright © 2013 by Sybase, Inc. All rights reserved.

This publication pertains to Sybase software and to any subsequent release until otherwise indicated in new editions or
technical notes. Information in this document is subject to change without notice. The software described herein is furnished
under a license agreement, and it may be used or copied only in accordance with the terms of that agreement.

Upgrades are provided only at regularly scheduled software release dates. No part of this publication may be reproduced,
transmitted, or translated in any form or by any means, electronic, mechanical, manual, optical, or otherwise, without the prior
written permission of Sybase, Inc.

Sybase trademarks can be viewed at the Sybase trademarks page at /#fp.//www.sybase.com/detail?id=1011207. Sybase and
the marks listed are trademarks of Sybase, Inc. ® indicates registration in the United States of America.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP AG in Germany and in several other countries all over the world.

Java and all Java-based marks are trademarks or registered trademarks of Oracle and/or its affiliates in the U.S. and other
countries.

Unicode and the Unicode Logo are registered trademarks of Unicode, Inc.

All other company and product names mentioned may be trademarks of the respective companies with which they are
associated.

Use, duplication, or disclosure by the government is subject to the restrictions set forth in subparagraph (c)(1)(ii) of DFARS
52.227-7013 for the DOD and as set forth in FAR 52.227-19(a)-(d) for civilian agencies.

Sybase, Inc., One Sybase Drive, Dublin, CA 94568.


http://www.sybase.com/detail?id=1011207

Contents

CHAPTER 1: Planning the Landscape...........cccceevuvnnnnn. 1
CHAPTER 2: Obtaining a LiCense .......cccooevevvviviieiinnnnns 3
Determining HOSE IDS .......vuiiiiiiiiiiiiiiiiire e 3
Comparing License Deployment Models ............cccooeveennnn.. 4
Generating Licenses at SMP ... 5
Generating License KeYS ......ccoovvviiiiiiiiiiiiieeeeeiiee e, 6
Generating Licenses at SPDC ..........coouviiiiiiiiiiiiiiiiieeeeeeeeeenn 6
Logging in to SPDC and Beginning License
GENETALION ... 7
Generating Unserved LiCeNSeS..........cccoeeevvnveennnnn. 9
Generating Served LiCeNSEeS .........ccceevevvvvnneenennnn. 10
Locating Information in aLicense File.........ccccccoeeevvinnnnnnn. 11
Setting a Fixed Port Number for SySAM License Server
........................................................................................... 13
Switching from Served to Unserved License.................... 14
Switching from Unserved to Served License.................... 14
Switching to a New LiCeNSe ........cccccuvvviiiiiiiiiiiiiiiiieeeeeeeeee 15
CHAPTER 3: Installing SAP Mobile Platform on a
SINGIE SEIVEr ... 17
Preparing for Installation ...........ccoooveiiiiiiiii e 18
Entering License INformation .............cccevvvveiiiiiiiinininineenn, 19
Selecting Installation OptioNS .....ccccovviiiiiiiiiiicci e, 20
Completing the Installation ..., 22
Verifying the Installation ............cccoooee i, 23

Installation Guide for Runtime iii



Contents

CHAPTER 4: Installing SAP Mobile Platform in a

Simple Load-Balancing Cluster.........cc...ccoovevvnn. 25
Installing the Data Tier .......coovvieiiiiiiiieee e 26
Preparing for Installation ..............ccccccceeeeiiiiieiiieee, 27
Entering License Information .............ccccoeeeeiii, 27
Selecting Installation OptioNS ...........cccoveevvviiiieeeeiiiine. 29
Completing the Installation ................viiiiiiniiiiees 31
Verifying the Installation ..., 31
Installing the SAP Mobile Server .........cccciiciiin. 32
Preparing for Installation ..............ccccccceeeeiiiiieiiieee, 33
Entering License Information .............ccccoeeeeiii, 34
Selecting Installation OptioNS ...........cccooveevviiiiieeeeiiiinne. 35
Completing the Installation ...............viiiiiiiiiiies 38
Verifying the Installation ..., 39
Verifying the Full SAP Mobile Platform Cluster
INSTAAtION ..o 39

CHAPTER 5: Installing SAP Mobile Platform with a

Standard Microsoft Failover Cluster..........cccc.......... 43
Critical Prerequisite Tasks ........ccccvvviiiiiiiiiiiiiiiiiiieiieeeeeeee 45
Adding a Data Folder to the Cluster Share Disk........... 45
Verifying the Microsoft Failover Cluster Configuration
.................................................................................. 46
Installing the First Data Tier ..........evviiiiiiieieeceeeeeen 46
Preparing for Installation .............cccccooooviiiiiiiiiieeeeen, 47
Entering License Information ...........cccccccceeeivvieveeveninnnnn, 48
Selecting Installation Options .........ccccceviieviiiieiieeeen, 49
Completing the Installation ............cccccoeeevviiiiiiieceeeii, 52
Verifying the Installation ............c.ccoviiiiiiiiiiineees 52
Preparing Microsoft Failover Cluster for Second Data
Tier Installation ..., 52
Installing the Second Data Tier ..........ccooovvriiiiiiiiiiiiiiiinn. 54
Preparing for Installation .............cccccooooviiiiiiiiineeeeenn, 54

iv SAP Mobile Platform



Contents

Entering License Information .............ccccoeeeeeiiii, 55
Selecting Installation Options DT2 in MSFC ................. 56
Completing the Installation .............cccvvvieiiiiiiiiee. 60
Verifying the Installation ...............coovvviiiiiiiiiee e, 60
Installing the First SAP Mobile Server Node...................... 60
Preparing for Installation ..............cccccveeeiiii e, 61
Entering License Information .............ccccoeeeeiiiiin, 62
Selecting Installation OptioNS .........cccceeeiiiieeeiiiiieeeeeiins 63
Completing the Installation .............ccevvviiiiiiiiieee. 66
Verifying the Installation ...............ccoovvvviiiiiiii e, 67
Installing the Second SAP Mobile Server Node................ 67
Preparing for Installation ..............cccccveeeiiiiieeiveeein, 68
Entering License Information .............ccccoooeeiiiii. 69
Selecting Installation OptioNS .........cccceeeviiieeeiiiiieeieiiinns 70
Completing the Installation .............ccevviiiiiiiiiiiieeen. 73
Verifying the Installation ...............ccoovvvviiiiiiii e, 73
(Optional) Installing SAP Mobile Platform Scale-Out
NN [ Yo [ 73
Preparing for Installation ..., 74
Entering License Information ............ccccccceeeiiiieeveeeninnnnn, 75
Selecting Installation OptioNS .............eveviiiiiiiiiiiiinieeeenn. 76
Completing the Installation ............cccceeveiiiiiiiiiiiiieeeiiinn, 79
Verifying the Installation ..................cccoo, 80
Verifying the Full SAP Mobile Platform Cluster
INStallation ... 80

CHAPTER 6: Installing SAP Mobile Platform with a

Microsoft Failover Cluster with Shared Hosts........ 83
Critical Prerequisite Tasks ........cccuveeiiiiiiiiiiiiiiciii e 84
Adding a Data Folder to the Cluster Share Disk............ 85
Verifying the Microsoft Failover Cluster Configuration . .86
Installing the First Data Tier .........ccooviiiiiiiiiiieeeee e, 86
Preparing for Installation ..............ccccccceeeeii e, 87
Entering License Information .............ccccoeeeiiiii. 88

Installation Guide for Runtime %



Contents

Selecting Installation OptioNS ............eeveviiiiiiiiiiieeenenn. 89
Completing the Installation ............c.ccccoeevveiiiiiieeeeeiien, 92
Verifying the Installation ..................cco, 92
Preparing Microsoft Failover Cluster for Second Data
Tier Installation ... 92
Installing the Second Data Tier ..........ccoovvvviiiiiiiiiiiiiiiiennn. 94
Preparing for Installation ..., 94
Entering License Information ............ccccccceeeiiiieeveeeninnnnn, 95
Selecting Installation Options DT2 in MSFC ................. 96
Completing the Installation ............ccccooeeeeiiiiiiiiieeeennnn, 100
Verifying the Installation ..., 100
Installing the First SAP Mobile Server Node.................... 100
Preparing for Installation ..............cccoooviiiiininnnn, 101
Entering License Information ................ccovvviiiiieveennnnnn. 102
Selecting Installation Options ...........ccvvviiiiiiiieeiiiiiinnns 103
Completing the Installation ............ccccooeeeeiiiiiiiiieeeennnn, 106
Verifying the Installation ..., 106
Installing the Second SAP Mobile Server Node............... 106
Preparing for Installation ..............ccccooiiiininnnn, 107
Entering License Information .............c..ccovvviivieeiennnnnn. 108
Selecting Installation Options ...........ccvvviiiiiiiieeiiiiiinnns 109
Completing the Installation ............cccccoeeeeviiiiiiieeeeennnn, 112
Verifying the Installation ..., 112
Verifying the Full SAP Mobile Platform Cluster
INStallation ... 112

CHAPTER 7: Adding an SAP Mobile Server Node to

an Existing CluSter ..o 115
Preparing for Installation ...........cccccvviiiiiieiiecicic e, 116
Entering License Information .........cccoooeviiiiiiiiiiiiinne e, 117
Selecting Installation OptioNS ........cccovvvevvvviiiiiii e, 118
Completing the Installation ... 121
Upgrading the New Node to Your Current SAP Mobile

Platform Version ... 122

Vi SAP Mobile Platform



Contents

Verifying the Installation ............ccccoeiiiiiiin i 122
CHAPTER 8: Performing a Full Upgrade.................... 123
Rebranding Name Changes .........cccceeiiiiiiiiiiiiiiiiiicin e 123
Upgrade Paths .......ccoooooviiiiiiicen e 124
Native Client Version Compatibility Matrix ............ccc....... 125
Hybrid Web Container Compatibility Matrix .................... 127
OData Client Compatibility MatrixX .........ccccceevviiiiiiiiinnnnnnnn. 129
Upgrading a Single-Server Installation ............ccccceeeeenn... 130
Preparing to Upgrade ... 131
Accepting the End-User License Agreement.............. 132
Selecting Upgrade OptioNS .............uveeeveieieiiiiiiiiiiiinnns 132
Verifying the Upgrade ............ooviiiieeiiiiiiiieee e 133
Completing the Upgrade ...............eeueeeeiiiiieiiiiiiiiiiiiinns 134
Upgrading a Simple Load-Balancing Cluster .................. 134
Preparing Cluster Nodes for the Upgrade................... 135
Upgrading the Data Tier.........ccccoeeeeiieiiiiiiiiieee e 135
Preparing to Upgrade ............ccoooeeiiiiiiiiiiininennnn. 136
Accepting the End-User License Agreement.....136
Selecting Upgrade Options ...........cccoevveeveveeeennnnn. 137
Completing the Upgrade ............ccceeeeeeeiiiviinnnnnnn. 137
Verifying the Upgrade ..., 138

Upgrading Unwired Server 2.2 to SAP Mobile Server
2.3 et —————————————————————————————————————————— 138
Preparing to Upgrade ............cccoeeeieeeviiiiiieneeen, 139
Accepting the End-User License Agreement.....140
Selecting Upgrade Options...........cccoeeeeeevevvvnnnnnn. 140
Completing the Upgrade ..............uvvveveiieiinnnnnnns 141
Verifying the Upgrade ...........ccccceeeeiiieiiieiiiinnn. 141
Verifying the Upgraded Cluster ..........cccoooeeiiiiiieeenennnn. 142
Upgrading a Standard Microsoft Failover Cluster .......... 144
Preparing for the First Data Tier Upgrade................... 145
Upgrading the First Data Tier.............ocoevvvvviiieeeeeeennns 145
Preparing to Upgrade ............ccoooeeeiiiiiiiiiininennnne. 146

Installation Guide for Runtime Vi



Contents

Accepting the End-User License Agreement.....146
Selecting Upgrade Options ..........cccoeveeeevvevvnnnnnn. 147
Completing the Upgrade ..............cccevveveeieninnnnnnes 147
Verifying the Upgrade ..........ccoooevvvviiiieciiiii, 148
Preparing for the Second Data Tier Upgrade.............. 148
Upgrading the Second Data Tier.............cccevvieeeeennnnn. 148
Preparing to Upgrade .............oouvveiiiiniieeiiiiinennns 149
Accepting the End-User License Agreement.....150
Selecting Upgrade Options ...........cccovveeeeveeevnnnnnn. 150
Completing the Upgrade ............cccoeeeveeveveennnnnnnn. 151
Verifying the Upgrade ............cooovviiiiiiiniiieeeeeen, 151
Preparing for Unwired Server Upgrades..................... 151
Upgrading Unwired Server 2.2 to SAP Mobile Server
2 PP PTPPPTPUPPPPPPPRRPN 151
Preparing to Upgrade .............oouvviiiinieeeiiiiiiinnns 152
Accepting the End-User License Agreement.....153
Selecting Upgrade Options ...........cccovveeeeveeevnnnnnn. 154
Completing the Upgrade ............ccceeeeieeeivieinnnnnnn. 154
Verifying the Upgrade ............oooovviiiiiiiniiieeeeeen, 154
Verifying the Upgraded Cluster ...........cccccvveieeeeeeennnns 155
Upgrading a Microsoft Failover Cluster with Shared
HOSTS e 157
Preparing for the First Host Upgrade .......................... 157
Upgrading the First HOSt ...........ccoovvviiiiiiiiieeeeeeei, 158
Preparing to Upgrade .............oouvviiiinieeeiiiiiiinnns 159
Accepting the End-User License Agreement.....159
Selecting Upgrade Options ...........cccevveeeeveveinnnnnn. 160
Completing the Upgrade ..........ccccceeeeeeeveveeiinnnnn. 161
Verifying the Upgrade .............oooviiiiiiiiiniiieeeeeen, 161
Preparing for the Second Host Upgrade...................... 161
Upgrading the Second HOSt ............c.ceevviiiiiiiiiiiiiiiieen. 162
Preparing to Upgrade ..........ccocoovviiiieiviiiineeeees 163
Accepting the End-User License Agreement.....163
Selecting Upgrade Options...........cccoeveeeevveevnnnnnn. 164
Completing the Upgrade ...............eevviviiiiniinnnnnes 164

viii SAP Mobile Platform



Contents

Verifying the Upgrade ............coooviiiiiiiiiiieeeeeeen, 165
Verifying the Upgraded Cluster ..........ccccoevevvviiiiiieenenn, 165
Upgrading Relay Servers .......cccoooeeieiiiiiiiiciiieee e 167

CHAPTER 9: Performing a Support Package

Upgrade ......cooeeieie e 169
Upgrading a Single-Server Installation ............ccccceeeeenn... 169
Preparing to Upgrade ... 170
Starting the Support Package Upgrade....................... 170
Selecting Upgrade OptioNS .........coooveeeeeeiiiiiiiiiiiiiiiiinnns 171
Completing the Upgrade ..........ccoooeevviiiiiiiecieieieeee, 171
Verifying the Upgrade ... 172
Upgrading a Simple Load-Balancing Cluster .................. 173
Preparing Cluster Nodes for the Upgrade................... 173
Upgrading the Data Tier........cccooeevvvviiiiieieeeieiceeeeenen, 174
Preparing to Upgrade .............oouvviiiinieeeiiiiineinns 174

Starting the Support Package Upgrade............. 175

Selecting Upgrade Options ..........ccovvevvveeeeennnnnn. 176
Completing the Upgrade .............cccovvveieeerinnnnnnn. 176

Verifying the Upgrade ............coooviiiiiiiiiiineeeeee, 176

Upgrading SAP Mobile Server .........cccccoovvieiieiviinnnnn.. 177
Preparing to Upgrade ............oouuveiiiinieeeiiiiiniinas 177

Starting the Support Package Upgrade............. 178

Selecting Upgrade Options .........cocovvevvveeeeeennnnn. 179
Completing the Upgrade ...........ccccovvvveiieerinnnnnnn. 179

Verifying the Upgrade ............coooviiiiiiiiiiiieeeeeeee, 179

Verifying the Upgraded Cluster ..........ccccceeeeviiiiieeeennn, 180
Upgrading a Standard Microsoft Failover Cluster.......... 182
Preparing for the First Data Tier Upgrade................... 183
Upgrading the First Data Tier ...........oooevvviiiiiiiinineeeen. 183
Preparing to Upgrade ..........c.ocoovviiiieiiiiiiieeeeee, 184

Starting the Support Package Upgrade.............. 185

Selecting Upgrade Options ..........ccccvevveieeeeennnnnn. 185
Completing the Upgrade ..............cooeevvvviviiinnnnnns 185

Installation Guide for Runtime iX



Contents

Verifying the Upgrade ............coooviiiiiiiiiiieeeeeeen, 186
Preparing for the Second Data Tier Upgrade............. 186
Upgrading the Second Data Tier........cccccevvevvneeeeennnnn. 187

Preparing to Upgrade ..........ccoooovviiiiiiiviiiiineeeees 187

Starting the Support Package Upgrade.............. 188

Selecting Upgrade Options...........cccoeveeeevvevvnnnnnn. 188

Completing the Upgrade ................ouvviveiieniinnnnnns 189

Verifying the Upgrade ..........ccoooevvviiiiieciviii, 189
Preparing for SAP Mobile Server Upgrades............... 189
Upgrading SAP Mobile Server ........cccccoeeeeeivvvviiiinnnnnn. 190

Preparing to Upgrade .............oouvveiiiiniieeiiiiinennns 190

Starting the Support Package Upgrade.............. 191

Selecting Upgrade Options ...........cccovveeeeveeevnnnnnn. 192

Completing the Upgrade ............cccoeeeveeveveennnnnnnn. 192

Verifying the Upgrade ............coooviiiiiiiiniiieeeeeen, 192
Verifying the Upgraded Cluster ...........cccccvveieeeeeeennnns 193

Upgrading a Microsoft Failover Cluster with Shared
HOSTS e 195
Preparing for the First Host Upgrade .......................... 195
Upgrading the First HOSt ...........ccoovvviiiiiiiiieeeeeeei, 196

Preparing to Upgrade .............oouvviiiinieeeiiiiiiinnns 197

Starting the Support Package Upgrade.............. 197

Selecting Upgrade Options ...........cccevveeeeveveinnnnnn. 198

Completing the Upgrade ............ccceeeeeeeeeveeninnnnnn. 198

Verifying the Upgrade ............oooovviiiiiiiniiieeeeeen, 198
Preparing for the Second Host Upgrade...................... 199
Upgrading the Second HOSt ............c.ceuvviiiiiiiiiiiiiiieeen. 200

Preparing to Upgrade ..........ccoooovvviiieeveiiineeeees 200

Starting the Support Package Upgrade.............. 201

Selecting Upgrade Options...........cccoeveeeevveevnnnnnn. 201

Completing the Upgrade ...............evvviveiiniiinnnnnns 202

Verifying the Upgrade ..........ccoooevvviieiieciveiie, 202
Verifying the Upgraded Cluster ...........cccccvviiiinieieennnns 203

SAP Mobile Platform



Contents

CHAPTER 10: Uninstalling .......ccooiviiiiiiiieiieei 205
Planning for Reinstallation ...........cccccceevviiiiiiiiiiiee e, 205
Preparing to Uninstall ..........ccoooiiiiiiiii e, 206
Uninstalling SAP Mobile Platform Servers ...................... 207

CHAPTER 11: Scripting Silent Installation, Upgrade,

or Uninstallation ..........cccoooiiiiiii, 209
Silent Installation or Upgrade ..........cccccoevvviiiiiiiiiiiiinnenee 209
Planning a Silent Installation or Upgrade..................... 210
Modifying Properties in the Silentinstall_Win.txt File . 210
Running a Silent Installation or Upgrade..................... 211
Silent Uninstallation ..., 212
Planning a Silent Uninstallation.................cccc.ccoiee 213
Modifying Properties in the SilentUninstall_Win.txt
T 214
Running a Silent Uninstallation ............cccccccoeeeevvvvnnnnn.. 214
CHAPTER 12: Troubleshooting ........cccoovvvviiiiieiinnnnnee. 217
Troubleshooting Installation ..o, 217
Computer Name Used as Server or Cluster Name Has
Same Requirements as User-Entered Name.......... 225
Exception in Shared Host for SAP Mobile Platform and
EAServer Installations ..............cceeiiiiiiiiiieiiiiins 226
VMWare Fusion Stops Responding when Running
Installer on Some MacBook Models....................... 227
Workflow Deployment Fails with SoapException........ 227
SAP Mobile Server or RSOE Startup Problems......... 227
Cannot Access sampledb ...........eueiiiiiiiieeiiiiiiiiiiin 228
Troubleshooting SYSAM ... 228
SySAM-Related EITOrS ........coovvviiiiiiiiiieieeeeeeeeeeeeeeiiiins 229
SySAM Problems and Solutions.............ccccceeevvvvinnnnne.. 229

Problems and Solutions for SAP Mobile Platform ....... 235

Installation Guide for Runtime Xi



Contents

Calling SAP Technical Support..........ccoeeeeeeeiiiieiiinnnnnn 237
Troubleshooting Uninstallation ...........cccceevvviiiiiiiiiiiiiinnnnns 238
Troubleshooting Reinstallation .............cccooooviiiiiiinnen, 239

APPENDIX A: System Deployment Reference......... 241
Port Number Reference ..o 241

SAP Mobile Server POrts .........cccceeeeeeiieeeeeeeiieeeeeiiiiinns 241

Data Tier POItS .....ovuiiieiieeiee e 242

SAP Control Center POrts..........ooovvvveieeiiieeeeeeeeiinn, 242

SAP Control Center Port Assignments.............. 242

Relay Server POrtS ..o 243

Reserved POrtS ........coii e 243

Other POIMS ....ovveeii e 243
Installation DIreCtOries .....cocovvvviiiieiiiiie e 244
Service REfereNCe ......uuvevciiii e, 246

SAP Mobile Server ServiCes ........ccoovvvvvvieiiiiieeeeeeeenns 246

Data Tier SErVICES .....ccoiiiieeeiiiieeeeeee e 247
Starting Required ServiCes ......cccoovvviiiiiiiiiiiiiiiiineee e 248
Starting and Stopping SAP Mobile Server ...................... 248

INAEX e ——————— 249

Xii SAP Mobile Platform



CHAPTER 1 Planning the Landscape

To successfully install SAP® Mobile Platform for the first time, you must do a considerable
amount of planning, make a number of strategic decisions, and gather many specific pieces of
information about the technical environment into which you are installing. Upgrading an
existing installation also requires you to collect key pieces of information.

If you have an existing installation of SAP Mobile Platform to upgrade, after you have filled in
the upgrade worksheet for your scenario, go to the Upgrading chapter in this document.

If you are about to perform a new installation of SAP Mobile Platform, before you run the
installer for the first time, go through the SAP Mobile Platform Landscape Design and
Integration document and:

1. Select one of these installation scenarios
* Single-server installation
» Simple load-balancing cluster installation
 Installation with a standard Microsoft Failover Cluster
 Installation with a Microsoft Failover Cluster with shared hosts
Each of these is described in detail in Landscape Design and Integration.
2. Resolve all licensing issues.

Landscape Design and Integration details all the licensing options, and how licenses are
managed. It also provides instructions for obtaining a license, if your company has not
already purchased one.

3. Complete the worksheet provided for the scenario.

Use the worksheet to record all the important information that configure values in the
installer. The information in the worksheets is organized in the same order in which the
installer asks you to provide it.

Next

If you are upgrading an existing installation, go to Chapter 8, Performing a Full Upgrade on
page 123.

To add a server node to an existing SAP Mobile Platform cluster, see Chapter 7, Adding an
SAP Mobile Server Node to an Existing Clusteron page 115.

For new installations, proceed to the instructions for your chosen scenario:

e Chapter 3, Installing SAP Mobile Platform on a Single Serveron page 17
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e Chapter 4, Installing SAP Mobile Platform in a Simple Load-Balancing Cluster on page
25

e Chapter 5, Installing SAP Mobile Platform with a Standard Microsoft Failover Clusteron
page 43

o Chapter 6, Installing SAP Mobile Platform with a Microsoft Failover Cluster with Shared
Hosts on page 83

2 SAP Mobile Platform



CHAPTER 2 Obtaining a License

There are two ways to obtain your SAP Mobile Platform license, depending on how you
purchased the product.

When you purchase SySAM 2-enabled SAP products, you must generate, download, and
deploy SySAM product licenses.

If you ordered your product under an SAP® contract and were directed to download from
SAP Service Marketplace (SMP), you can use SMP at http.//service.sap.com/licensekeys
(login required) to generate license keys for SAP products that use SySAM 2-based
licenses.

If you purchased your product from Sybase® or an authorized Sybase reseller, go to the
secure Sybase Product Download Center (SPDC) at Attps.//sybase.subscribenet.com and
log in to generate license keys. The license generation process may vary slightly,
depending on whether you ordered directly from Sybase or from a Sybase reseller.

For more complete information about SySAM, see:

SYSAM 2 Users Guide online at http.//infocenter.sybase.com/help/topic/
com.sybase.infocenter.dc00530.0220/doc/htmi/title.html

Fast Track to SySAM 2.0 white paper, available at Fast Track to SyYSAM 2.0
SYSAM FAQ online at http.//www.sSybase.com/detail?id=1038615
SySAM product page online at http.//www.sybase.com/proaucts/allproductsa-z/sysam

Determining Host IDs

When you generate licenses at SMP or SPDC, you must specify the host ID of the machine
where the licenses will be deployed.

For unserved licenses, specify the host ID of the machine where the product will run. If you
are running a product with per-CPU or per-CHIP licensing that supports SySAM sub-
capacity, and you want to run the product in a virtualized environment, see SySAM Sub-
capacity Licensingin the SySAM Users Guidefor information about determining the host
ID for unserved licenses.

For served licenses, specify the host ID of the machine where the license server will run.

SMP or SPDC remembers the host information so that you can select the same license server
when generating additional licenses.

To determine the host ID of the machine, run the Imutil utility from a terminal window or the
Windows command prompt. For example:
Imutil Imhostid
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Note: You can download the Imutil utility from the Flexera Software Web site at Attp./
www.globes.com/support/fnp_utilities download.htm.

You can also determine the host ID using native operating system commands. See the
Frequently Asked Questions topic "What is my Host ID?":

o SMP: https.//websmp208.sap-ag.de/~sapidb/011000358700001006652011F (requires

login)

o SPDC: https.//sybase.subscribenet.com/control/sybs/faqs#30-4

Comparing License Deployment Models

Learn about license deployment models.

Unserved Licenses

Served Licenses

Licenses can be used only on the machine for which
the license was generated.

Licenses can be distributed from a network license
server to products running on any network machine.

Generate licenses at SMP or SPDC for each machine
that will run the product:

1. Specify the host ID of the machine where the
product will run.

2. Generate a license for that machine.

Save the license to the specified machine.

4. Repeat steps 1 — 3 for each machine where the
product will run.

w

Generate licenses at SMP or SPDC for products run-
ning on multiple machines:

1. Specify the host ID of the license server.

2. Specify the number of required licenses.

3. Save the licenses to the license server host ma-
chine.

No license administration is required. However,
when new licenses are required for product updates,
you must update and deploy each license for each
machine where the product update will run.

The license server requires administration. When
new licenses are required for product updates, SMP
or SPDC lets you update all licenses for a specific
license server in a single step.

No license reporting or asset management capabili-
ties are available.

Allows license monitoring and reporting of license
use, capacity planning, and asset management using
SAMreport.

Installed locally and always available.

Requires a functioning license server and network. If
the license server or network fails, you must fix the
problem or install an alternate license server before
the product grace period expires.
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Unserved Licenses

Served Licenses

If a machine where the product is running fails, you
must regenerate all of its licenses and deploy those
licenses to the replacement machines.

If a machine where the product is running fails, you
can move the product to a new machine, and it will
acquire licenses from the running license server.

If the license server host machine fails, use the Man-
age License Hosts functionality at SMP or SPDC to
move its licenses to a new network license server
host.

License files are distributed across each machine
running a product, and therefore they are difficult to
manage and control.

License files are centrally located and managed.

Unserved Standalone Seat (SS) licenses do not allow
product use via Remote Desktop Connection or other
terminal services clients.

Products can be used via Remote Desktop Connec-
tion or other Terminal Services clients, irrespective
of the type of license in use.

Generating Licenses at SMP

Before you log in to SMP and generate licenses, gather the necessary information and

complete these tasks.

Table 1. Information Needed Before License Generation

Required Informa- |License Model

Description

tion or Action

Served [Un-
served
License deployment X X Decide whether to use a served or unserved li-
model cense deployment model.
Typically, this is a company-wide decision that is
made only once. Therefore, this is one of the
most important things to determine before li-
cense generation.
Product machine host ID X Determine the host ID of the machine, or ma-

chine partition where the product will run.

License server —down- | X
load and install

Download and install the SySAM license server
before you generate the product’s licenses, and
before you install the product.

License server host ID X

Determine the host ID of the machine where the
license server will run.
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Required Informa- |License Model Description
tion or Action

Served [Un-

served

License server host X Determine the host name of the machine where
name the license server will run.
License server TCP/IP | X Determine the two port numbers on which the
port numbers license server will listen for license requests.

Generating License Keys

If you have purchased SAP products that use SySAM 2-based licenses under SAP contract and
are directed to download from SAP Service Marketplace (SMP), you can use SMP to generate
license keys.

Go to the SAP Marketplace main page at Attp.//service.sap.com/licensekeys.
Log in using your SMP credentials.

Select SAP Support Portal.

Select Keys & Requests> License Keys.

Follow the instructions in the "How to generate license keys for SAP Sybase products"
presentation available under the "Documentation and Helpful Resources™ quick access
link.

SEFCENS -

Generating Licenses at SPDC

Before you log in to SPDC and generate licenses, gather the necessary information and
complete these tasks.

Table 2. Information Needed Before License Generation

Required Informa- |License Model Description
tion or Action
Served [Un-
served
License deployment X X Decide whether to use a served or unserved li-
model cense deployment model.

Typically, this is a company-wide decision that is
made only once. Therefore, this is one of the
most important things to determine before li-
cense generation.
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Required Informa-
tion or Action

License Model

Description

port numbers

Served |Un-
served
Product machine host ID X Determine the host ID of the machine, or ma-
chine partition where the product will run.
License server — down- | X Download and install the SySAM license server
load and install before you generate the product licenses, and
before you install the product.
License server host ID X Determine the host ID of the machine where the
license server will run.
License server host X Determine the host name of the machine where
name the license server will run.
License server TCP/IP | X Determine the port numbers on which the license

server will listen for license requests.

Note: If you do not specify the license server port
numbers during license generation, the license
server uses the first available ports in the range
27000 to 270009. If a firewall exists between the
server and the client machines, fix the license
server port numbers to allow access to the ports.
See Access Through a Firewall or VPN in the
SYSAM Users Guide.

Logging in to SPDC and Beginning License Generation

Once you log in to SPDC and begin license generation, complete your product’s license
generation using the procedure that applies to the license deployment model you chose, either
for generating served licenses or for generating unserved licenses.

If your product has been ordered from a SAP reseller, perform the “Web Key step”
instructions, where noted.

1. Go to the SPDC login page at Attps.//sybase.subscribenet.com.

» Go to the SPDC Web Key Registration page at Attps.//sybase.subscribenet.com/

webkey.

2. Enter the login ID and password, then click L ogin. If you forget your password, click

Password Finder.

Your password is sent to you in an e-mail message.
< Enter the authorization string from the Web Key Certificate provided by the reseller
when your SAP product was purchased, then click Submit Web Key.
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Note: If you do not know your SPDC account login ID and password, or Web Key
Certificate authorization string, contact the person who ordered your product.

« At the Web Key Registration page, enter your account information, then click one of
these options:
e Submit My Registration | nfor mation —to register your product using your direct
account information.
* Anonymous Activation — to activate your product anonymously.
3. Select the product family that includes the product for which you want to generate a
license; for example, Adaptive Server Enterprise.
4. Depending on the product family you choose, you may see an additional Product
Information page.

a. Product suites — if your product is included in one or more suites, select the suite that
includes your product; for example, ASE Small Business Edition.
b. Product version and platform — select the product version, name, and operating system
that matches your product order.
5. Ifthisisthe first time you selected a specific product edition and platform, you must accept
the SAP License Agreement before you are allowed to generate a license for that product.
6. If your product software installation requires a license key (also referred to as the license
file), click License Keys on the Product Download page.

7. On the License Information page:

a. Select the option button to the left of the product for which to generate a license; for
example, “CPU License (CP), ASE Enterprise Edition 15.7 for Sun Solaris SPARC
64-bit.”

b. Scroll down and click Select to Generate.

8. In the Generate Licenses wizard, choose a license deployment model:

* Served license— go to Generating Served Licenses in the Sybase Software Asset
Management (SySAM) 2 Users Guide to complete the license generation and
download process.

* Unserved license—go to Generating Unserved Licensesin the Sybase Software Asset
Management (SySAM) 2 Users Guide to complete the license generation and
download process.

Note: Some SAP products or license types do not offer a choice of license deployment
models and do not display this page. If this is the case, continue through the Generate
Licenses wizard to generate your license.

Click Next.
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Generating Unserved Licenses
Generate and download an unserved license for your product.

1. Enter the number of machines (up to 10) for which to generate unserved licenses, and click
Next.

2. Enter:

* Node Host ID — enter the host ID of the machine where the product will be run. If you
do not know the host ID, select What IsMy Host | D? or see Determining Host IDsin
the Sybase Software Asset Management (SySAM) 2 Users Guide at http.//
infocenter.sybase.com/help/topic/com.sybase.infocenter.dc00530.0220/doc/html/
title.html.

« Host Name — enter the machine host name.
For some license types, you must enter the number of licenses to generate. If you are
unsure of the license quantity, select How Many Licenses Should | Generate?.

3. Click Generate.

4, Whenthe license has generated, review the information on the View Licenses page, then, if
the license information is correct, select one of:

« If you generated only one license, click Download License File.
* If you generated several licenses, click Download All Licensesfor Host.

Note: Before you download and save generated licenses, you can select Print
Friendly to print a paper copy of the license, or License Overview to return to the
License Information page and generate additional licenses.

* To correct license information before downloading the license, click License
Overview, select the license to be corrected and click Check I n to reset the license to
its original state. Repeat the license generation process.

5. If you chose to download licenses, when the File Download dialog box opens, click

Save.

6. Save the generated licenses with a . 11 c file name extension. Although $SYBASE /
SYSAM-2 0/1licenses istypically the directory where unserved licenses are located,
your product may have a different requirement. See your product installation guide and
release bulletin for product-specific information.

Note: If you do not save the license files with a . 11ic extension, SySAM does not
recognize the licenses.

Next, install your licensed product using the instructions in the product installation guide and
release bulletin.
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Generating Served Licenses

Generate and download a served license for your product.

1

Enter the number of licenses to generate and click Next.

If you are unsure of the license quantity, select How Many Licenses Should |
Generate?.

Select an existing license server host, or enter the host ID, and an optional host name and
port number, of a new license server host.

When completing this step, use these recommendations:

* If you do not know the license server host ID, select What IsMy Host | D? or see
Determining Host IDs in the Sybase Software Asset Management (SySAM) 2 Users
Guide at http://infocenter.sybase.com/help/topic/
com.sybase.infocenter.dc00530.0220/doc/html/title. html.

« Although the host name is optional, SAP recommends that you provide the host name
to ease future license administration.

« The port number is optional unless your product configuration is going to use three-
server redundancy (see the next bullet item). Any unused port number between 0 and
64000 is valid. On UNIX, choose a port number greater than 1024; most port numbers
less than 1024 are privileged port numbers. If you do not specify a TCP/IP port number,
a default port between 27000 and 27009 is used.

» To generate a license for a three-server redundant configuration, enter the required
information: license server host ID, host name, and port number for all three machines.
Enter a port number outside of the 27000 to 27009 range. You must enter the fully
qualified domain name (FQDN) as the host name if any client machine requires an
FQDN to contact a license server machine.

Note: You cannot upgrade SySAM 1.0 licenses and use them in a three-server
redundant configuration.

Click Generate.

When the license has generated, review the information on the View Licenses page, then, if
the license information is correct and you do not need to generate additional licenses,
select one of:

* If you generated only one license, click Download License File.

» If you generated several licenses, click Download All Licensesfor Host.

Note: Before you download and save generated licenses, you can select Print
Friendly to print a paper copy of the license.

a) To correct license information, click License Overview, select the license to be
corrected and click Check Into reset the license to its original state. Repeat the license
generation process, starting with step 1 of this procedure.
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b) To generate additional licenses, click License Overview and repeat the generation
process for the additional product licenses.

5. When the File Download dialog box opens, click Save.

6. Save the license files with a . 1ic file name extension to the SYSAM-2 0/licenses
directory of the license server installation.

Warning! If you do not save the license files with a . 11ic extension, SySAM does not
recognize the licenses.

7. After you save the license files to the license server, enter in a command prompt
(Windows) or a shell window (Linux/UNIX) on the machine where your license server is
running:

sysam reread

Your new licenses are registered with the license server.

Locating Information in a License File

After you download a license file, you may need to get some information from it to complete
your installation.

1. Use a text editor to open your license file.
Locate the uncommented line that begins with the string for your SAP Mobile Platform
edition:
» Enterprise Edition — INCREMENT SUP ENTSRVR
+ Enterprise Developer Edition - INCREMENT SUP ENTDEV
* Personal Developer Edition - INCREMENT SUP_DEVELOPER

For example:

» For Enterprise Edition:

INCREMENT SUP_ENTSRVR SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE;LT=CP HOSTID=000c29d300bd
PLATFORMS="186 n \

» For Enterprise Developer Edition:

INCREMENT SUP_ENTDEV SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE; LT=CP HOSTID=000c29d300bd
PLATFORMS="1i86 n \

« For Personal Developer Edition:

INCREMENT SUP_DEVELOPER SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE;LT=CP HOSTID=000c29d300bd
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PLATFORMS="186 n \

The rest of the examples in this section show the beginning of this line as it appears for
Enterprise Edition; the details equally apply to all editions.

Determine whether the server license is served or unserved.

If the line you located in step 2 ends with "uncounted", it is an unserved license. For
example:

INCREMENT SUP ENTSRVR SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE; LT=CP HOSTID=000c29d300bd PLATFORMS="186 n
\

If that line ends with a number immediately following a date, it is a served license. For
example:

INCREMENT SUP ENTSRVR SYBASE 2011.11150 permanent 10 \
VENDOR STRING=PE=EE; LT=CP HOSTID=000c29d300bd PLATFORMS="186 n
\

Determine the product edition and license type for the license.

For both served and unserved licenses, note the value of PE (product edition) and LT
(license type) in the line following the line you located in step 2. For example:

INCREMENT SUP ENTSRVR SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE;LT=CP HOSTID=000c29d300bd PLATFORMS="186 n
\

The PE value is the license product edition value; "EE" in the example above.

The LT value is the license type value; "CP" in the example above.
If you are installing Enterprise Edition, determine the number of client licenses.

If your license type is Development and Test (DT), you can change this number later.
a) Locate the uncommented line, beginning with INCREMENT SUP_ENTCLIENT.

For example:

INCREMENT SUP_ENTCLIENT SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE;LT=ST HOSTID=000c29d300bd
PLATFORMS="186 n \

b) Determine whether the client licenses are served or unserved.

If the line beginning with INCREMENT SUP_ENTCLIENT ends with "uncounted",
the client licenses are unserved. For example:
INCREMENT SUP ENTCLIENT SYBASE 2011.11150 permanent uncounted \

VENDORfSTRTNGZPEZEE;LTZST HOSTID=000c29d300bd
PLATFORMS="1i86 n \
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x64 n" ISSUER="CO=Sybase,
Inc.;V=2.0;AS=A;MP=3120;CP=100;EGO=" \

If that line ends with a number immediately after a date, the client licenses are served.
For example:
INCREMENT SUP ENTCLIENT SYBASE 2011.11150 permanent 100 \

VENDOR STRING=PE=EE;LT=ST HOSTID=000c29d300bd
PLATFORMS="186 n \

Determine the number of client licenses.

For unserved client licenses, the number of client licenses is the value of CP two lines
below the line beginning with INCREMENT SUP_ENTCLIENT. For example:

INCREMENT SUP_ENTCLIENT SYBASE 2011.11150 permanent uncounted \
VENDOR STRING=PE=EE; LT=ST HOSTID=000c29d300bd
PLATFORMS="1i86 n \
x64_n" ISSUER="CO=Sybase,

Inc.;V=2.0;AS=A;MP=3120;CP=100;EGO=" \

For served client licenses, the number of client licenses is the value at the end of the line
beginning with INCREMENT SUP_ENTCLIENT. For example:
INCREMENT SUP ENTCLIENT SYBASE 2011.11150 permanent 100 \

VENDOR STRING=PE=EE;LT=ST HOSTID=000c29d300bd
PLATFORMS="186 n \

Setting a Fixed Port Number for SySAM License Server

To use aserved license when there are no ports available, you can edit the license file to specify
a fixed port number.

The VENDOR SYBASE daemon is a license management process that runs on SAP Mobile
Platform hosts. It normally uses a dynamically assigned port to communicate with the SySAM
license server.

This task is required when SAP Mobile Platform is deployed in an environment in which there
are no available ports in the 27000 — 27009 range for the licensing server to dynamically

assign.
1.

Obtain a port number that SAP Mobile Platform can use to communicate with the SySAM
license server.

Back up the license file.
Use a text editor to open the license file, and locate the VENDOR SYBASE line, near the
top of the file.

At the end of that line, type PORT= followed by the port number you obtained.

For example, if you use port 27010, enter:
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5.

VENDOR SYBASE PORT=27010

You must leave a space between "SYBASE" and "PORT."
Save and close the license file.

Switching from Served to Unserved License

You can switch an SAP Mobile Server from a served license to an unserved license without
reinstalling.

Repeat this task on each SAP Mobile Server host.

1
2.

Stop SAP Mobile Server.

Replace the license file (* . 11c extension) at the location below with a revised license
file:

SMP_HOME\Servers\UnwiredServer\licenses\

Restart SAP Mobile Server.

Switching from Unserved to Served License

You can switch an SAP Mobile Server from an unserved license to a served license, without
reinstalling.

Download the SySAM license server software and installation instructions from Attp.//
www.sybase.com/sysamy/server.

Click the Download the SySAM StandaloneL icense Server link on that page and follow
the instructions provided.

Install the SySAM license server.

Copy the license file (* . 1ic) from SMP HOME\Servers\UnwiredServer
\licenses\ tothe 1icenses directory on the license server host.

Back up the license file.

Edit the license file on the license server host to add the following lines:

SERVER <host> ANY
VENDOR SYBASE
USE_SERVER

Replace <host> with the name of the SySAM license server host.
Start or restart the SySAM license server.

If the SySAM license server is running, an alternative to restarting it is to run the reread
command on that server. See the SySAM Users Guide.
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Create a license file in the SMP_HOME\Servers\UnwiredServer\licenses\
folder of each SAP Mobile Server node and name it with SySAM server host name
and . 11ic extension.

Edit the license file you just created and add the following lines:

SERVER <host> ANY <port>

VENDOR SYBASE

USE_SERVER

Replace <host> with the name of the SyYSAM license server host and <port> with the
port number for the SySAM license server.

Remove the old license file.

10. (Optional) Run SMP_HOME\Servers\UnwiredServer\bin license.bat to

update the license.

11. Restart the SAP Mobile Server.

Switching to a New License

You can switch an SAP Mobile Server from an existing license to a new license, without
reinstalling.

Unserved license — simply replace the old license file with the new license file in
SMP HOME\Servers\UnwiredServer\licenses\ oneach SAP Mobile Server
node.

Served license — follow the steps below on each SAP Mobile Server node.

Stop SySAM Services:
a) From a command prompt, change to:

SMP HOME\Servers\UnwiredServer\sysam-2.2\bin
b) Enter the command:

sysam stop

Note: Alternatively, you can stop SySAM services from the Services tab of Task
Manager.

Copy the license file into the SySAM 1icenses directory. For example, copy the license
to the SMP_HOME\Servers\UnwiredServer\sysam-2.2\licenses
directory.

Restart the license server and reread the license:
a) From a command prompt, change to:

SMP HOME\Servers\UnwiredServer\sysam-2.2\bin
b) If the license server is not already started, start it, by entering:

sysam start
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Note: Alternatively, you can start SySAM services from the Services tab of Task
Manager.

c) If the license server is already started, use the reread command to make the license
server read the new license files:

sysam reread

See the SYSAM Users Guide for additional details.
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on a Single Server

This scenario places all SAP Mobile Platform server components (SAP Mobile Server and
data tier) on a single host. This scenario is suitable for a developer environment, with shared
SAP Mobile Platform server resources. It may also be suitable for an SAP Mobile Platform
prototyping environment, or a low-volume production system that does not require load
balancing or failover.

Prerequisites

The architecture, design characteristics, and use cases for this installation scenario are
described in Landscape Design and Integration > Designing the Landscape > Single Server
Installation. The installation instructions in this chapter assume that you have used the
Landscape Design and Integration document to design the landscape.

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Note: Personal Development Server license terms require all SAP Mobile Platform server
components to be installed on the same, single-user host as the SAP Mobile SDK.

This diagram illustrates the single-server scenario:
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Network Network
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3
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(One Server) D
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)
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Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to
begin the installation.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

Completing the Installation
Review the installation summary and launch the installation process.
Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that
you can log into SAP Control Center, and that you can see the properties of the SAP
Mobile Server.

Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to begin
the installation.

1

If you are using a served license, set up the SySAM license server. See:

o SYSAM FAQ online at http.//www.sybase.com/detail?id=1038615

e Fast Track to SySAM 2.0white paper, available at http.//www.sybase.com/detail?
id=1037788
Confirm that the installation target host meets minimum system requirements for all SAP

Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mabile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

18

SAP Mobile Platform


http://www.sybase.com/detail?id=1038615
http://www.sybase.com/detail?id=1037788
http://www.sybase.com/detail?id=1037788

CHAPTER 3: Installing SAP Mobile Platform on a Single Server

a) Right-click My Computer and select Properties.
b) Select the Advanced tab, then click Environment Variables.
c) Select JAVA_TOOL_OPTIONS and click Delete.
d) Click OK to exit all dialogs.
6. Shutdown all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

This includes any database servers, SAP Control Center, and if SAP® Data Orchestration
Engine Connector is present in an upgrade installation, SAP Data Orchestration Engine.
To verify that services are stopped, open the Services pane from Windows Control Panel.

7. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

8. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Installation Guide for Runtime 19



CHAPTER 3: Installing SAP Mobile Platform on a Single Server

3. Select your license model and click Next.

Evaluation Allows you to evaluate SAP Mobile Platform for 30 days. A
license file is not required.

Unserved (local) Standalone license managed locally by the host.

license

Served (remote) Standalone license managed by a license server.

license

4. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. On the license details page, select:
« License product edition — Personal Development
» License type — Standalone Seat License
Click Next.

6. Enter the location of your license file.

« Ifyou selected Unserved (local) license, enter the absolute path to the license file on
the installation target host, using only ASCII characters.

« If you selected Served (remote) license, enter the host name and TCP port of the
license server.

Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click
Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1. Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
» ASCII alphanumeric characters
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e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.
2. Select Single Server and click Next.
3. Ifapage appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
» Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

4. (Optional) Select additional installation options.

* Configure SAP Mobile Platform communication portsto change default ports.

e Set SAP Mabile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.

* Set SAP Mobile Server name and cluster name to set a name that is unique on the
network segment.

5. (Optional) If you selected Set SAP M obile Server nameand cluster name, enter a name
for this SAP Mobile Server instance (name must be unique on network segment) and a
name for the SAP Mobile Server cluster.

Each server or cluster name:
e Must contain only:
» ASCII alphanumeric characters
e Underscore ("_"), hyphen ("-"), and period (".") characters

* Server names must be 1 — 32 characters in length and must begin with an alphanumeric
character.
e Cluster names must be 1 — 16 characters in length.

6. (Optional) If you selected Configure SAP M obile Platform communication ports,
change the regular and secure port numbers as needed.

« Server administration
e HTTP listeners
« Application connections
» REST/OData APIs
» Data change notifications
e Synchronization
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

I B3

Fort Type Regular Secure
Server Administration IEDDD Izgm
HTTF Listeners

Application Connections IBUDD Iggm

RESTIOData APl

o ISDD1

Data Change Motifications

Synchronization |2430 |2431

SADA

Help

= Back

| Mext = I Cancel |

7. Enter the password to be used for the supAdmin user in the first field, then enter it again in

the second field to confirm, then click Next.

The password must:
< Be at least 8 characters, and no longer than 32 characters.

e Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and

period (.).

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.

3. Click Finish.
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Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile
Server.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP_HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Control Center X.X

* SAP Mobile Platform CacheDB

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

* SAP Mobile Server

Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the SAP Mobile Server is accessible from SAP Control Center and that you can
see the properties of that node.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform you have just installed.

If a support package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version now.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

If no support package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.
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CHAPTER 4 Installing SAP Mobile Platform in
a Simple Load-Balancing Cluster

This installation scenario places a data tier on one server and two or more SAP Mobile Server
instances on separate servers. Components work together as a cluster, providing load
balancing between the SAP Mobile Server instances. This scenario is suitable for a low-
volume production environment that does not require a failover capability for the data tier.

Prerequisites

The architecture, design characteristics, and use cases for this installation scenario are
described in Landscape Design and Integration > Designing the Landscape > Simple Load-
Balancing Cluster. The installation instructions in this chapter assume that you have used the
Landscape Design and Integration document to design the landscape

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23 Worksheets.zip.

This diagram illustrates the system you are installing:

EIS Private Public
Network DMZ Network

SAP Mobile Platform

SAP Mobile Server Nodes in

Load Balancing Cluster —_—
Devices
Scale-Out I
Enterprise —
Data Sources
Primary Secondary
Application Application Proxy Load
Server Server Server Balancer D
Farm ——

Data Tier

Note: You cannot install cluster nodes concurrently. You must install the nodes in this cluster
in this order:

1. Install the data tier.
2. Install the primary SAP Mobile Server as an application server node.
3. Install the secondary SAP Mobile Server as an application server node.
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4. (Optional) Install SAP Mobile Server scale-out nodes as needed. You can install multiple
scale-out nodes, one at a time, in any order.

Task

1. [Installing the Data Tier
This installation scenario places SAP Mobile Platform common data tier resources on a
separate host, from which they can be shared by multiple SAP Mobile Server instances.
2. Installing the SAP Mobile Server

Install all of the SAP Mobile Server nodes in your simple load-balancing cluster. This
scenario uses two SAP Mobile Servers as application server nodes, and (optionally) as
many scale-out nodes as necessary.

3. \Verifying the Full SAP Mobile Platform Cluster Installation
When you have completed installing and verifying all cluster nodes, verify the
functionality of the full cluster to ensure that the installation process has been completely
successful.

Installing the Data Tier

This installation scenario places SAP Mobile Platform common data tier resources on a
separate host, from which they can be shared by multiple SAP Mobile Server instances.

Prerequisites
Ensure that all servers on which you install SAP Mobile Server and data tier in a cluster are set
to the same time and time zone.

Task

1. Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to
begin the installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
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Review the installation summary and launch the installation process.
Verifying the Installation
Check for errors in the installation log and verify that database services are functioning.

See also

Installing the SAP Mobile Serveron page 32

Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to begin
the installation.

1

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

This includes any database servers, SAP Control Center, and if SAP® Data Orchestration
Engine Connector is present in an upgrade installation, SAP Data Orchestration Engine.
To verify that services are stopped, open the Services pane from Windows Control Panel.

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:
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e Insert the SAP Mobile Platform Runtime installation media.

 Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
3. Select your license model and click Next.

Evaluation Allows you to evaluate SAP Mobile Platform for 30 days. A
license file is not required.

Unserved (local) Standalone license managed locally by the host.

license

Served (remote) Standalone license managed by a license server.

license

4, On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. Onthe license details page, select your license product edition and license type, and click
Next.

6. Enter the location of your license file.

» Ifyou selected Unserved (local) license, enter the absolute path to the license file on
the installation target host, using only ASCII characters.

« If you selected Served (remote) license, enter the host name and TCP port of the
license server.

Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click
Back to confirm the license model (served or unserved), license product edition, and
license type.
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Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:

ASCII alphanumeric characters

Underscore ( _), hyphen ( -), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

No characters between "MobilePlatform" and the preceding "\" character.

Select Cluster and click Next.
Select Install the data tier for your SAP Mobile Platform cluster and click Next.

(Optional) On the additional installation options pane, select Configure datatier to
change default server ports, passwords, or database file locations.

(Optional) If you selected Configure data tier:

a)

b)

c)

Enter port numbers and passwords, or accept the defaults for the ports listed:

Note: These passwords can contain only alphanumeric ASCII characters and
underscore ("_"), start with a letter, and be no more than 32 characters in length.

In a new installation, the default password for all databases is sq1.

¢ Cache database server
¢ Cluster database server

Enter a port number, or accept the default for:
» LogData database server

Enter passwords, or accept the defaults for:
* Monitor database
* Domainlog database

(Optional) To specify nondefault locations for database files and transaction logs,
select Specify separate locations for database and/or transaction log files.

Click Next.
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[l sar Mobile Platform 3.0 - 10]

SAP Mobile Platform 3.0

Enter port numbers and passwords (when left blank default will be used) for data tier to use in the fields below.

Cache database server Fort number: 5200
Passwoard:

Cluster database server Fort number: 5300
Passward:

LogData database server | Portnumber: 5400
Maonitor database password:
Domainlog database password:

V¥ Specify separate locations far database andior transaction log files.

¥ Install the data tier into high availability environment.

w < Back | Mext = I Cancel |

6. (Optional) If you selected Configure data tier, and then selected Specify separate
locations for database and/or transaction log files, complete these fields:

... file path — (optional) enter the path to a storage location for the database files, for
each database listed.

...logfile path — (optional) enter the path to a storage location for the transaction logs,

for each database listed.

Each path must:

Point to an existing directory in the shared data folder.

Be an absolute path (not relative to some other location).

Be no longer than 228 characters.

Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").
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[ sar Mobile Platform 3.0 - 10]

SAP Mobile Platform 3.0

Enter path to storage locations of high availability data for database files and transaction logs

Cache database server

Database file path: [loasaPwobitePlatiorm3 IR T2331D ata1C DB B

TOWS
ansactionioglslpati: [casaPwobilePlatiorm3\RT 233D at21CDE Browse
Cluster database senver

Database file path: [casaPwobilePlatform AR T 233\DatalCDE Browse

[anzactionlogiEpats [casaPMobilePlafiorm3RT233Data\CDE Browse
LogData database server

Monitor database file path: |csAPWMobilePlatiorm ART 237D ata\CDB Browse

Moniion ogielpsi: [casaPMobilePlatiorm 3R T2331DataICDE Browse

Dominalog database file path: | cagapuobilePlalformIRT2331DataICDE Browse

Dorminalog log file path: [casaPwobilePlatform3\RT2331DatalCDE Browse

w < Back | Mext = I Cancel |

Completing the Installation
Review the installation summary and launch the installation process.

1. On the summary information page, click I nstall.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

For information about configuring SAP Mobile Platform, see System Administration.

Verifying the Installation
Check for errors in the installation log and verify that database services are functioning.

In the location of the installation log file referenced below, SMP_HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

Installation Guide for Runtime 31



CHAPTER 4: Installing SAP Mobile Platform in a Simple Load-Balancing Cluster

2. Verify that these services are started:
e SAP Mobile Platform CacheDB
e SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Installing the SAP Mobile Server

Install all of the SAP Mobile Server nodes in your simple load-balancing cluster. This scenario
uses two SAP Mobile Servers as application server nodes, and (optionally) as many scale-out
nodes as necessary.

Prerequisites

* SAP Mobile Server installation depends on data tier installation. Install data tier
components first, before installing SAP Mobile Server components.

» Ensure thatall servers on which you install SAP Mobile Server and data tier in a cluster are
set to the same time and time zone.

Task

1. Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to
begin the installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.

See also
» Installing the Data Tier on page 26
o \Verifying the Full SAP Mobile Platform Cluster Installation on page 39
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Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to begin
the installation.

1
2.

Make sure you have installed and verified the data tier node.

If you are using a served license, set up the SySAM license server. See:

o SYSAM FAQ online at http.//www.sybase.com/detail?id=1038615

e Fast Track to SySAM 2.0white paper, available at htto.//www.sybase.com/detail?
id=1037788

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

This includes any database servers, SAP Control Center, and if SAP® Data Orchestration
Engine Connector is present in an upgrade installation, SAP Data Orchestration Engine.
To verify that services are stopped, open the Services pane from Windows Control Panel.

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

Installation Guide for Runtime 33


http://www.sybase.com/detail?id=1038615
http://www.sybase.com/detail?id=1037788
http://www.sybase.com/detail?id=1037788

CHAPTER 4: Installing SAP Mobile Platform in a Simple Load-Balancing Cluster

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

 Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
3. Select your license model and click Next.

Evaluation Allows you to evaluate SAP Mobile Platform for 30 days. A
license file is not required.

Unserved (local) Standalone license managed locally by the host.

license

Served (remote) Standalone license managed by a license server.

license

4, On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. Onthe license details page, select your license product edition and license type, and click
Next.

6. Enter the location of your license file.
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» Ifyou selected Unserved (local) license, enter the absolute path to the license file on
the installation target host, using only ASCII characters.

» Ifyou selected Served (remote) license, enter the host name and TCP port of the
license server.

Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click
Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
* ASCII alphanumeric characters

* Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.
Select Cluster and click Next.
Select the option for this SAP Mobile Server cluster node and click Next.

e Install thefirst server node and connect it to the data tier
¢ Install an additional server node and connect it to the data tier

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.

* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

* Configure SAP Mobile Platform communication portsto change default ports.

* Set SAP Mabile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
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Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.

Set SAP Mobile Server nameand cluster name. You can specify the cluster name,
only when you install the first node in an SAP Mobile Server cluster.

Set SAP M obile Server name on subsequent nodes in an SAP Mobile Server cluster.
The name must be unique on the network segment.

Install node as scale-out node to streamline the server node to support high-volume
business-to-consumer transactions. (This is available only after you first install SAP
Mobile Server in the same cluster. Recommended: Install a second SAP Mobile Server
node in the cluster before you install the first scale-out node.)

6. (Optional) If you selected Set SAP Mobile Server name, enter a name for this SAP
Mobile Server instance. The name must be unique on the network segment.

If you are installing the first node in the SAP Mobile Server cluster, you can also enter a
name for the cluster.

Each server or cluster name:

Must contain only:
e ASCII alphanumeric characters

« Underscore ("_"), hyphen ("-"), and period (".") characters

Server names must be 1 — 32 characters in length and must begin with an alphanumeric
character.

Cluster names must be 1 — 16 characters in length.

7. Enter information that SAP Mobile Server needs to connect to the data tier.

a) Enter the name of the data tier host.
b) Enter the following for each configurable database listed:

« Database Name
e Port Number

* Login

e Password

Inatypical new installation, you need not change any prepopulated value, enter sq1 as
the default password for each database.
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[l 54 Mobile Platform 2.3 [_TE[=]
Enter information for the data tier, SQL Anywhere 12.0.1 database server.
Host narmne: I
Cache database Database name: Idefault Port number: ISEDD
Login: dba Password: I
Cluster databasze Datahasze name: Iclusterdb Fort number: ISBDD
Login: dba Password: I
LogData database Database name: Imon—itordb Fort number: |—54UU
Login: dba Password: I
Database name: Idomainlogdb Port number: |54DD
Login: dba Password: I
w Help | = Back | [ et = I Cancel |

8. (Optional) If you selected Configure SAP Mobile Platform communication ports,
change the default port numbers as needed.

Note: Every SAP Mobile Server instance in a cluster must use the same communication
port numbers. If you change any of the default port numbers, you must make the same
change for each SAP Mobile Server in the cluster.

* Server administration

e HTTP listeners

* Application connections

« REST/OData APIs

« Data change notifications

e Synchronization

Note: Synchronization ports do not appear when you are installing a scale-out node.
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

I B3

Fort Type Regular Secure
Server Administration IEDDD Izgm
HTTF Listeners

Application Connections IBUDD Iggm

REST/OData APIs
Data Change Motifications

I5IJD1

Syhchronization

|2480

[2481

SADA

Help

= Back

| Mext = I Cancel |

9. Enter the password to be used for the supAdmin user in the first field, then enter it again in

the second field to confirm, then click Next.

The password must:
< Be at least 8 characters, and no longer than 32 characters.

e Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and

period (.).

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click I nstall.
2. (Optional) Click View Release Bulletin when you see the completion panel.

3. Click Finish.
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Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, sSMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP_HOME\InstallLogs\SMPInstall.log.
A search for "error* should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

e SAP Control Center X.X (on Application Server nodes only)

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

* SAP Mobile Server

Log in to SAP Control Center. If you are installing a scale-out node, go to one of the
systems where you installed SAP Mobile Server as an application server node.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.

Verifying the Full SAP Mobile Platform Cluster Installation

When you have completed installing and verifying all cluster nodes, verify the functionality of
the full cluster to ensure that the installation process has been completely successful.

1

Start SAP Control Center. From an SAP Mobile Server node that is not a scale-out node,
choose Start > (All) Programs > SAP > SAP Control Center.

Make sure you can see all the SAP Mobile Server nodes (both application server and
scale-out) in the cluster.
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| SAP Control Center

Application  Perspective  View  Resoutce  Help

| SAP Mobile Platform Cluster |
v £ Incahost@iocalhost crunning)
413 Configuration

General |

Administer Mobile Servers that are members of this cluster.

» (2 Domains SiReresn || st || stop | [ @ Restant | [ 00 suspend | [ @ Resume

v [ Servers || Server Hame Host Hame Server Type Heed Restart Cluster Role Status
» #5 myhostt (primary,running) [ myhostt myhostt Application Service Node  No Primary B running
» 3 myhost2 (secondany,running) [ myhosta rryhost2 Application Service Node | No Secondary [

» (] Applications
» (21 Security 1l
» (2 Hybrid Apps

Manitering

 ©2012,SAP AG. All rights reserved.

3. Select each SAP Mobile Server node (both application server and scale-out nodes) and
inspect the settings.

All information should be filled in, with no error messages.
SAP

Application

| SAP Control Center

Perspectie  View  Resource  Help

BHEE

Mobile Server Cluster Management View - localhost

S

| SAP Mobile Platform Cluster General | Properties ‘

¥ [ Iocalnost@localhost (unning)

412 Configuration

» (1) Domains

Review the current configuration of the SAP Mobile Server.

(11 Security
() Hybrid Apps

SAP Mabile Server Home

C\SAPMokilePlatiormiServersinwiredServer

Property Value
¥ (3 Servers Host myhast!
» 83 riyhost] (primany, runhing) Management Port 2000 B
» #3 myhosta (secandary,mnning) Secure Management Port 2001
> (1 Applications ||| | version 230144

Replication-bazed Synchronization Port 2480
i Monitoring Replication-based Synchronization Protocal bitp fitps:
& Monitoring Messaging-hased Synchronization Port 5001
Consalidated Database Host mydbhost -
Consolidated Database Port 5200
Hitp Ports. 8000,5001

o) [

©2012, SAP AG. All rights reserved.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform you have just installed.
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« If asupport package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version now.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

See also
» Installing the SAP Mobile Serveron page 32
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CHAPTER 5 Installing SAP Mobile Platform
with a Standard Microsoft
Failover Cluster

This installation scenario places two data tiers on separate servers within a Microsoft Failover
Cluster, and two SAP Mobile Server nodes on separate servers outside the failover cluster,
with optional SAP Mobile Server scale out nodes on additional servers. This provides failover
capability for the data tier servers and load balancing between the SAP Mobile Server
instances. This scenario is suitable for a high-volume production environment that cannot
have a single point of failure.

Prerequisites

The architecture, design characteristics, and use cases for this installation scenario are
described in Landscape Design and Integration > Designing the Landscape > Standard
Microsoft Failover Cluster. The installation instructions in this chapter assume that you have
used the Landscape Design and Integration document to design the landscape.

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23 Worksheets.zip.

This diagram illustrates the system you are installing with this scenario:

EIS Private Public
Network DMZ Network

SAP Mobile Platform

SAP Mobile Server Nodes in

Load Balancing Cluster —_—
Devices
Scale-Out I
Enterprise —
Data Sources
Primary Secondary
Application Application Proxy Load
Server Server Server Balancer D
Farm _—
Active Passive
Data Tier Data Tier

Microsoft Failover Cluster

Note: You cannot install cluster nodes concurrently. You must perform Microsoft Failover
Cluster tasks and install the nodes in this cluster in this order:
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No oML

Perform critical Microsoft Failover Cluster setup tasks.

Install the first data tier.

Prepare Microsoft Failover Cluster for second data tier.

Install the second data tier.

Install the first SAP Mobile Server as an application server node.

Install the second SAP Mobile Server as an application server node.

(Optional) Install SAP Mobile Server scale-out nodes as needed. You can install multiple
scale-out nodes, one at a time, in any order.

Task

Critical Prerequisite Tasks

Perform all critical tasks before you attempt to install the first data tier in your Microsoft
Failover Cluster environment.

Installing the First Data Tier

Install the first of two data tiers on a server that is the active node in a Microsoft Failover
Cluster.

Preparing Microsoft Failover Cluster for Second Data Tier Installation

With the first data tier installed, you can complete the configuration of the failover cluster
to handle all the tasks involved in switching the two data tier nodes between active and
passive states.

Installing the Second Data Tier

Install the second of two data tiers on the second server in the Microsoft Failover Cluster
where the first data tier is installed.

Installing the First SAP Mobile Server Node

Install the first SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the primary SAP Mobile Server node for the cluster.
Installing the Second SAP Mobile Server Node

Install the second SAP Mobile Server as an application server node outside of the
Microsoft Failover Cluster. Initially this is the secondary SAP Mobile Server node for the
cluster.

(Optional) Installing SAP Mobile Platform Scale-Out Nodes

(Optional) Repeat needed to install all of the SAP Mobile Platform scale-out nodes
required to complete your SAP Mobile Platform installation with a standard Microsoft
Failover Cluster.

Verifying the Full SAP Mobile Platform Cluster Installation

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center,
and that you can inspect the settings for each.
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Critical Prerequisite Tasks

Perform all critical tasks before you attempt to install the first data tier in your Microsoft
Failover Cluster environment.

1

Set up the number of physical servers that your SAP Mobile Platform installation plan
requires.

Ensure that these hosts meet all the requirements specified in Supported Hardware and
Software.

Have your IT support team set up and build a Microsoft Failover cluster with two server
nodes on which you will install SAP Mobile Platform data tiers.

Supply your IT support team with the names for the cluster and the two servers.

Acquire a license file, customized to reflect the SAP Mabile Platform configuration your
company has purchased, from SAP Service Marketplace (SMP) or Sybase Product
Download Center (SPDC), as described in Obtaining a License.

Install and configure a SySAM license server that can manages license information for all
the data tiers and SAP Mobile Server nodes in your cluster.

For more complete information about SySAM, see:

e SYSAM 2 Users Guide online at http.//infocenter.sybase.com/help/topic/
com.sybase.infocenter.dc00530.0220/doc/htmi/title.htm/

» Fast Track fto SySAM 2.0white paper, available at Fast Track to SySAM 2.0

o SYSAM FAQ online at http.//www.sybase.com/detail?id=1038615

e SySAM product page online at Attp.//www.sybase.comy/products/allproductsa-z/
sysam

Note: You cannot use the unserved license model in a Microsoft Failover Cluster.

See also

Installing the First Data Tier on page 46

Adding a Data Folder to the Cluster Share Disk

Your IT team has created a share disk that will always be available to the active data tier node,
as Microsoft Failover Cluster switches the data tier nodes between active and passive states.
Create a data folder on that share disk.

Prerequisites

Verify that your IT team created the Microsoft Failover Cluster by inlcuding the two servers
you specified, and setting up a share disk for the cluster to use.
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Task

1. On the active cluster node, open Windows Explorer and navigate to Share Disk.

If Share Disk does not appear, verify that you are not on the desktop of the passive node.
Look for the share disk on the other node.

2. Create a folder for SAP Mobile Platform shared data, for example, SMPData.
Instructions that follow assume the name used for the folder is SMPData.

Verifying the Microsoft Failover Cluster Configuration

Before you install the first data tier for SAP Mobile Platform, ensure that the Microsoft
Failover Cluster is operating correctly. This simplifies the troubleshooting process for any
issues that may arise during installation of SAP Mobile Platform components.

1. From the desktop of the active cluster node, use Windows Explorer to navigate to the Share
Disk.

2. Expand the folder you created in the previous task (for example, SMPData), and create a
test.txt file.
3. Fail over to the other node of the cluster to make it active.

4. Onthe desktop of the new active node, verify that you can now see the test . txt filein
the data folder of the Share Drive there:

a) Navigate to the share disk in Windows Explorer.
b) Open the data folder you created earlier and see the test . txt file.
c) Delete the test. txt file.

5. Fail over to the other node of the cluster to make it active.

6. On the desktop of the new active node in the cluster, verify that the test . txt file is no
longer in the Share Drive there:
a) Navigate to the share disk in Windows Explorer.
b) Open the data folder you created and confirm the test . txt file no longer exists.

Installing the First Data Tier

Install the first of two data tiers on a server that is the active node in a Microsoft Failover
Cluster.

Prerequisites

Test the Microsoft Failover Cluster setup and configure the cluster to be ready for SAP Mobile
Platform installation.

1. Preparing for Installation
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Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation
Check for errors in the installation log and verify that database services are functioning.

See also
*  Critical Prerequisite Taskson page 45
*  Preparing Microsoft Failover Cluster for Second Data Tier Installation on page 52

Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

Prerequisites

Note: During installation on a Microsoft Cluster, do not change the database password on the
first data tier. If changed, an installation error on the second data tier will be encountered. As a
workaround, instead of reinstalling the first data tier, and before installing the second, define
the following environment variables with the original password
(3ORIGINAL_PASSWORD) set to the value used for the first installed node:

set CDB_ORIG_PWD = SORIGINAL PASSWORD

set CLDB_ORIG_PWD = $ORIGINAL_ PASSWORD

set MDB ORIG PWD = $ORIGINAL PASSWORD
set DDB ORIG PWD = $ORIGINAL PASSWORD

Task

1. \erify that you are on the active node.

2. Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

3. Verify that you have Administrator privileges on the installation target host.

4, Ifthe JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.
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Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-

party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

. If User Access Control (UAC) is present in the version of Windows where you are

installing, disable it. Restart the system for this change to take effect.

. To accommodate SAP Mobile Platform internal communications, you may need to

reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See /Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
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3. Select Served (remote) license and click Next.

4. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. Onthe license details page, select your license product edition and license type, and click
Next.

6. Enter the host name and TCP port of the license server.
Click Next.
If you getanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1. Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
* ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.
Select Cluster and click Next.

Select Install the data tier for your SAP Mobile Platform cluster and click Next.
On the additional installation options panel, select Configure datartier.

On the port numbers and passwords panel:

a) Do not change the default password, which is sq1. You will change the default
passwords when you install the second data tier.
b) (Optional) Enter port numbers, or accept the defaults for:
e Cache database server
« Cluster database server
* LogData database server

o~ w D
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c) (Optional) If you want to specify non-default locations for database files and
transaction logs, select Specify separate locationsfor database and/or transaction
log files.

d) Select Install the datatier into high availability environment.

e) Click Next.

[l sap Mobile Platform 3.0 - 10]

SAP Mobile Platform 3.0

Enter port numbers and passwords {when left blank default will be used) for data tier to use in the fields below.

Cache database server Port number. 5200
Passward:

Cluster database server Fort number: 5300
Passward:

LogData database server | Portnumber: 5400
Maonitor database password:
Domainlog database password:

¥ Specify separate locations for database andior transaction log files.

v Install the data tier into high availability environment.

w < Back | Mext = I Cancel |

6. If you selected Specify separate locations for database and/or transaction log files,
enter the full path to each of the following that you want to change:
« ... filepath—(optional) enter the path to a storage location that will house the database
files, for each database listed.
* ... logfilepath — (optional) enter the path to a storage location that will house the
transaction logs, for each database listed.

Each path must:

« Beeither afile share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

* Not be a UNC path.

« Be an absolute path (not relative to some other location).
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Point to an existing directory in the shared data folder.

Use the same drive letter mapped on all data tier hosts.

Be no longer than 228 characters.

Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (.").

[l sap Mobile Platform 2.3 =]

SAP Mobile Platform Runtime 2.3

Enter path to storage locations of high availahility data for database files and transaction logs

Cache database server

Database file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Trangaction log file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Cluster database server

Database file path: IC:ISAF‘IMDbilePIaﬁormlDataICDB Browse

Transaction log file path: IC:\SAP\MDbiIePIatform‘tData‘tCDB Browse

LogData database server

Monitor database file path: IC:ISAPIMUbiIePIaﬁormlDataICDB Browse

Monitor lag file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Dominalog database file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

LU

Dominalog 1og file path: IC:ISAF‘IMDbilePIaﬁormlDatalCDB Browse

w Help | = Back | Mext = I Cancel I

7. Ifyouselected only Install thedatatier into high availability environment, enter a path
for the location of the high availability data.

Enter the path to the location that will hold the data tier database and transaction log files.

The path must:

Be either a file share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

Not be a UNC path.

Be an absolute path (not relative to some other location).

Point to an existing directory within the shared data folder you added to the cluster
share disk (for example, SMPData).

Use the same drive letter mapped on all data tier hosts.
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* Be no longer than 228 characters.

« Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").

Completing the Installation

Review the installation summary and launch the installation process.

1
2.
3.

On the summary information page, click Install.
(Optional) Click View Release Bulletin when you see the completion panel.
Click Finish.

For information about configuring SAP Mobile Platform, see System Administration.

Verifying the Installation

Check for errors in the installation log and verify that database services are functioning.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error* should not find anything.

Verify that these services are started:

* SAP Mobile Platform CacheDB

e SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Preparing Microsoft Failover Cluster for Second Data Tier
Installation

With the first data tier installed, you can complete the configuration of the failover cluster to
handle all the tasks involved in switching the two data tier nodes between active and passive
states.

1

On the active cluster node, verify that all SAP Mobile Platform database services are
started:

* SAP Mobile Platform CacheDB

* SAP Mobile Platform ClusterDB

e SAP Mobile Platform LogDataDB

In Windows Explorer, navigate to the folder in which you installed the database when you
installed the first data tier.
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If you did not change the default location, this folder is SMPDa t a\ CDB, where SMPData
is the data folder you added to the cluster share disk.

3. Openeach *errorlog. txt file and look for Now accepting requests asthe
last line.

If you see error messages, there is a problem with the installation that you must fix before
proceeding.

If you do not check the error logs immediately after installing the data tier, the log contains
pairs of lines beginning Starting checkpoint... and Finished
checkpoint. ... Aslong as these are the only lines logged after Now accepting
requests, the database is operating properly.

4. On the active cluster node, stop all SAP Mobile Platform database services.

5. In Windows Services panel, set all SAP Mobile Platform database services to be started
manually:
* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Set these services to start manually so that Microsoft Failover Cluster can have full control
over starting and stopping them.

6. Inthe Microsoft Failover Cluster, define a failover unit so that the database services move
from the current active node to the new active node when the active node fails over:
*  Windows 2003 — define a managed cluster resource group and add the database
services to it.
* Windows 2008 — add the database services to the existing file server service.

For details, refer to the Microsoft Failover Cluster documentation.

7. Verify that all the database services stop when you take the failover unit offline, and start
when you take the failover unit online.
* Windows 2003 — failover unit is managed cluster resource group.
* Windows 2008 — failover unit is file server service.

8. \Verify that services switch to the new active node when active and passive nodes are
switched.
a) Fail over to the other node to make it active.

b) Verify thatall SAP Mobile Platform database services shut down on the current passive
node.

¢) Go to the desktop on the active node and fail that node over to the first node.
d) Go to the desktop on the new active node and check the database log files.

There should be no errors.
9. Fail over to the other node to make it active.
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See also
 Installing the First Data Tier on page 46

Installing the Second Data Tier

Install the second of two data tiers on the second server in the Microsoft Failover Cluster
where the first data tier is installed.

Prerequisites

You have successfully installed the first data tier in the Microsoft Failover Cluster and verified
its functionality.

1. Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options DT2 in MSFC

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation

Check for errors in the installation log, and verify that database services are functioning
and online in Microsoft cluster management software, and that you can manually fail them
OVver.

See also
» Installing the First SAP Mobile Server Node on page 60

Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

1. Make sure you have installed and verified the first data tier node.

2. Verify that the installation target host is the active node in the Microsoft Failover Cluster
into which you are installing.
If it is not the active node, either:
« Switch to the desktop of the active node, or,
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« Make the current node active by failing the other node over to it.

3. Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

4. Verify that you have Administrator privileges on the installation target host.

5. Ifthe JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

6. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

7. 1f User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

8. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See /Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:
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w

*  On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.
e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.

Select Served (remote) license and click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

On the license details page, select your license product edition and license type, and click
Next.

Enter the host name and TCP port of the license server.
Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click
Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options DT2 in MSFC

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

ok~ w N

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:

» ASCII alphanumeric characters

* Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install the data tier for your SAP Mobile Platform cluster and click Next.

On the additional installation options panel, select Configure datartier.

On the port numbers and passwords panel:

a) (Optional) Enter port numbers and passwords, or accept the defaults for the ports
listed:
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b)

c)
d)

Note: The port number settings here must match exactly those you set for the first data
tier.

The passwords here must contain only alphanumeric ASCII characters and underscore
("_"), start with a letter, and be no more than 32 characters in length.

* Cache database server
¢ Cluster database server

Enter a port number, or accept the default, for:
» LogData database server

Enter passwords, or accept the defaults, for:

< Monitor database

e Domainlog database

(Optional) If you want to specify non-default locations for database files and
transaction logs, select Specify separate locationsfor database and/or transaction
log files.

Select Install the data tier into high availability environment.

Click Next.
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[l sar Mobile Platform 3.0

SAP Mobile Platform 3.0

Enter port numbers and passwords (when left blank default will be used) for data tier to use in the fields below.

Cache database server

Fort number: 5200
Passwoard:

Cluster database server

Fort number: 5300
Password:

LogData database server

Fart number: 5400
Maonitor database password:
Domainlog database password:

V¥ Specify separate locations far database andior transaction log files.

¥ Install the data tier into high availability environment.

SADd

= Back | et = I

- (O]

If you selected Specify separate locations for database and/or transaction log files,

enter the full path to each of the following that you want to change:

Note: The path settings here must match exactly those you set for the first data tier.

... filepath — (optional) enter the path to a storage location that will house the database

files, for each database listed.

... log file path — (optional) enter the path to a storage location that will house the
transaction logs, for each database listed.

Each path must:
Be either a file share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

Not be a UNC path.

Be an absolute path (not relative to some other location).
Point to an existing directory in the shared data folder.
Use the same drive letter mapped on all data tier hosts.
Be no longer than 228 characters.
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< Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),

and period (".").
[l 4P Mobile Platform 2.3 I [=]

SAP Mobile Platform Runtime 2.3

Enter path to storage locations of high availahility data for database files and transaction logs

Cache database server

Database file path: IC:\SAP\MDbiIePIatform‘tData‘tCDB Browse

Transaction log file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Cluster database server

Database file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Transaction log file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

LogData database server

Monitor database file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Monitor lag file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Dominalog database file path: IC:ISAPIMUbiIePIaﬁormlDataICDB Browse

T o

Dominalog 1og file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

w Help | = Back | Mext = I Cancel |

7. Ifyouselected only I nstall thedatatier into high availability environment, enter a path
for the location of the high availability data.

Note: The path settings here must match exactly those you set for the first data tier.

Enter the path to the location that will hold the data tier database and transaction log files.

The path must:

« Beeither afile share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

* Not be a UNC path.

< Be an absolute path (not relative to some other location).

« Point to an existing directory within the shared data folder you added to the cluster
share disk (for example, SMPData).

» Use the same drive letter mapped on all data tier hosts.

* Be no longer than 228 characters.
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< Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

For information about configuring SAP Mobile Platform, see System Administration.

Verifying the Installation

Check for errors in the installation log, and verify that database services are functioning and
online in Microsoft cluster management software, and that you can manually fail them over.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.
2. Verify that these services are started:
» SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB
3. Inthe Microsoft cluster management software, verify that these same services are online.
4. Verify that you can fail over to the first installed node, and then back to the second.

Installing the First SAP Mobile Server Node

Install the first SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the primary SAP Mobile Server node for the cluster.

Prerequisites
You have successfully installed both data tiers in the Microsoft Failover Cluster and verified
their functionality.

1. Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.
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2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.

3. Selecting Installation Options
Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.

5. \Verifying the Installation
Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.

See also

Installing the Second Data Tier on page 54
Installing the Second SAP Mobile Server Node on page 67

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.

1
2.

Make sure you have installed and verified the data tier nodes.

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.
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d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1

Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.
Select Served (remote) license and click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

On the license details page, select your license product edition and license type, and click
Next.
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6.

Enter the host name and TCP port of the license server.
Click Next.
If you getanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP_HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
e ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install thefirst server node and connect it to the data tier and click Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

* Configure SAP Mobile Platform communication portsto change default ports.

¢ Set SAP Mobile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.

e Set SAP Mobile Server name and cluster name . Names must be unique on the
network segment.
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6. (Optional) If you selected Set SAP M obile Server nameand cluster name, enter a name

for this SAP Mobile Server instance (name must be unique on network segment) and a
name for the SAP Mobile Server cluster.

Note: The SAP Mobile Server cluster name refers to the SAP Mobile Server load
balancing cluster; it is different from the Microsoft Failover Cluster, which contains the
SAP Mobile Platform data tier nodes.

Each server or cluster name:

e Must contain only:
¢ ASCII alphanumeric characters
« Underscore ("_"), hyphen ("-"), and period (".") characters

* Server names must be 1 — 32 characters in length and must begin with an alphanumeric
character.

e Cluster names must be 1 — 16 characters in length.

. Enter information that SAP Mobile Server needs to connect to the data tier:

a) For host name, enter:
¢ Windows 2003 - the fully qualified cluster service name that is assigned to the
Microsoft Failover Cluster.
* Windows 2008 — the fully qualified file server service name.
b) For each configurable database listed, enter:
» Database Name
« Port Number
e Login
» Password

Match exactly the passwords set for each database in the second data tier installation.
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter information for the data tier, SQL Anywhere 12.0.1 database senver.

Host name:

—

I B3

Cache database Database name: W Port number: IF
Login: dba Pasgword: Ii
Cluster database Datahase name: W Port number: IF
Login: dha Password: Ii
LogData database Database name: W Port numhber: Ismni
Lagin: dha Password: Ii
Database name: W Port number: IF
Login: dba FPassword: l—
w Help | = Back | [lest = I Cancel

8. (Optional) If you selected Configure SAP M obile Platform communication ports,
change the default regular and secure port numbers as needed.

Note: For the server administration port, do not specify port numbers outside the range of

1024-32767. For other ports, the allowable range is 1024-65535.

Every SAP Maobile Server instance in a cluster must use the same communication port
numbers. If you change any of the default port numbers, you must make the same change
for each SAP Mobile Server in the cluster.

e Server administration

e HTTP listeners

* Application connections
* REST/OData APIs
« Data change naotifications

e Synchronization
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

I B3

Fort Type Regular Secure
Server Administration IEDDD Izgm
HTTF Listeners

Application Connections IBUDD Iggm

REST/OData APIs
Data Change Motifications

I5IJD1

Syhchronization

|2480

[2481

SADA

Help

= Back

| Mext = I Cancel |

9. Enter the password to be used for the supAdmin user in the first field, then enter it again in

the second field to confirm, then click Next.

The password must:
< Be at least 8 characters, and no longer than 32 characters.

e Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and

period (.).

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click I nstall.
2. (Optional) Click View Release Bulletin when you see the completion panel.

3. Click Finish.
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Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, sSMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP_HOME\InstallLogs\SMPInstall.log.
A search for "error* should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Control Center X.X

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.

Installing the Second SAP Mobile Server Node

Install the second SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the secondary SAP Mobile Server node for the cluster.

Prerequisites

Install the first SAP Mobile Server application server node and verify its functionality.

1

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.
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4. Completing the Installation

Review the installation summary and launch the installation process.
Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.

See also

Installing the First SAP Mobile Server Node on page 60
(Optional) Installing SAP Mobile Platform Scale-Out Nodes on page 73

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.

1

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”
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6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

 Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
3. Select Served (remote) license and click Next.

4. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. Onthe license details page, select your license product edition and license type, and click
Next.

6. Enter the host name and TCP port of the license server.
Click Next.
If yougetanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.
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Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
e ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

» No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install an additional server node and connect it to the datatier and click
Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

» Configure SAP Mobile Platform communication portsto change default ports.

* Set SAP Mobile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.

Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.
* Set SAP Mobile Server nameto enter a name that is unique on the network segment.
* Do not select I nstall node as scale-out node. For high availability, install two SAP
Mobile Server nodes as application servers before you install a scale-out node.

(Optional) If you selected Set SAP Mabile Server name, enter a name for this SAP
Mobile Server instance. The name must be unique on the network segment.)

Each server name must contain only:
* ASCII alphanumeric characters
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e Underscore ("_"), hyphen ("-"), and period (".") characters
« Analphanumeric character in the first position
Length of server names must be 1 — 32 characters.

7. Enter information that SAP Mobile Server needs to connect to the data tier:
a) For host name, enter:

*  Windows 2003 - the fully qualified cluster service name that is assigned to the
Microsoft Failover Cluster.

* Windows 2008 — the fully qualified file server service name.
b) For each configurable database listed, enter:

» Database Name

e Port Number

e Login

e Password

Match exactly the passwords set for each database in the second data tier installation.
[ 5P Mobile Platform 2.3 =

SAP Mobile Platform Runtime 2.3

Enter information for the data tier, SQL Anywhere 12.0.1 database server.

Host name: I
Cache database Database name: Idefault Fort number: ISEDD
Login: dba Pasgword: I

Cluster database Database name: Iclusterdb Port numhber: ISBDD
Login: dba Password: I

LogData database Database name: Imonitordb Port number: |54DD
Login: dba FPassword: I

Database name: Idomainlogdb Fort number: |54Dg
Login: dba Fassword: I

w Help | = Back | [Wext = I Cancel |

8. (Optional) If you selected Configure SAP M obile Platform communication ports,
change the default regular and secure port numbers as needed.
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Note: For the server administration port, do not specify port numbers outside the range of
1024-32767. For other ports, the allowable range is 1024-65535.

Every SAP Mobile Server instance in a cluster must use the same communication port
numbers. If you change any of the default port numbers, you must make the same change
for each SAP Mobile Server in the cluster.

« Server administration
e HTTP listeners
« Application connections
e REST/OData APIs
« Data change notifications
» Synchronization

[l sap Mobile Platform 2.3 =]

SAP Mobile Platform Runtime 2.3

Enter communication port numbers for SAP Mobile Platform to use in the fields below,

Fort Type Regular Secure

Server Administration Iznnn |2001

HTTF Listeners

Application Connections ISUDD Iggm
RESTIOData APIs

Data Change Notifications I5lJD1

Synchronization |2480 |2481

w Help | = Back | et = I Cancel I

9. Enter the password to be used for the supAdmin user in the first field, then enter it again in
the second field to confirm, then click Next.

The password must:
< Be at least 8 characters, and no longer than 32 characters.
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» Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and
period (.).

Completing the Installation

Review the installation summary and launch the installation process.

1
2.
3.

On the summary information page, click I nstall.
(Optional) Click View Release Bulletin when you see the completion panel.
Click Finish.

Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, SMP_HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Control Center X.X

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.

(Optional) Installing SAP Mobile Platform Scale-Out Nodes

(Optional) Repeat needed to install all of the SAP Mobile Platform scale-out nodes required to
complete your SAP Mobile Platform installation with a standard Microsoft Failover Cluster.

Prerequisites

Successfully install the two SAP Mobile Platform nodes as application servers for the data
tiers in the Microsoft Failover Cluster and verify their functionality.
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1. Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server scale-out node is
ready for you to begin the installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.

See also
» Installing the Second SAP Mobile Server Node on page 67
o \Verifying the Full SAP Mobile Platform Cluster Installation on page 80

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server scale-out node is
ready for you to begin the installation.

1. Make sure you have installed and verified all the nodes specified in the preceding subtasks
for this installation scenario.

2. Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

3. Verify that you have Administrator privileges on the installation target host.

4. If youwantto use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

5. Ifthe JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.
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a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.
c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

6. Shutdown all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

7. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

8. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

e Insert the SAP Mobile Platform Runtime installation media.
« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
3. Select Served (remote) license and click Next.
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4.

5.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

On the license details page, select your license product edition and license type, and click
Next.

Enter the host name and TCP port of the license server.

Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP_HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
e ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install an additional server node and connect it to the data tier and click

Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
» Back to select components to install that do not require the third-party software.
» Cancdl to stop the current installation.

Select additional installation options.

* (Optional) Configure SAP M obilePlatform communication portsto change default
ports.

* (Optional) Set SAP M obilePlatform servicesto start automatically to start services
automatically when Windows starts. This option is selected by default.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
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Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.
¢ (Optional) Set SAP M obile Server name(name must be unique on network segment).
* |Install node as scale-out nodeto install this SAP Mobile Server node to be
streamlined to support high-volume business-to-consumer transactions.

6. (Optional) If you selected Set SAP Mobile Server name, enter a name for this SAP
Mobile Server instance. The name must be unique on the network segment.)

Each server name must contain only:
» ASCII alphanumeric characters
e Underscore ("_"), hyphen ("-"), and period (".") characters
e Analphanumeric character in the first position
Length of server names must be 1 — 32 characters.
7. Enter information that SAP Mobile Server needs to connect to the data tier:
a) For host name, enter:
* Windows 2003 — the fully qualified cluster service name that is assigned to the
Microsoft Failover Cluster.
* Windows 2008 — the fully qualified file server service name.
b) For each configurable database listed, enter:
» Database Name
¢ Port Number
e Login
e Password

Match exactly the passwords set for each database in the second data tier installation.
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter information for the data tier, SQL Anywhere 12.0.1 database senver.

Host name:

—

I B3

Cache database Database name: W Port number: IF
Login: dba Pasgword: Ii
Cluster database Datahase name: W Port number: IF
Login: dha Password: Ii
LogData database Database name: W Port numhber: Ismni
Lagin: dha Password: Ii
Database name: W Port number: IF
Login: dba FPassword: l—
w Help | = Back | [lest = I Cancel |

8. (Optional) If you selected Configure SAP M obile Platform communication ports,
change the default regular and secure port numbers as needed.

Note: Every SAP Mobile Server instance in a cluster must use the same communication
port numbers. If you change any of the default port numbers, you must make the same
change for each SAP Mobile Server in the cluster.

* Server administration

e HTTP listeners

« Application connections
« REST/OData APIs
< Data change notifications
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[l AP Mobile Platform 2.3 =]

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

Fort Type Regular Secure

Sarvar Administration |znnn |2001

HTTF Listeners

Application Connections IBUDD Iggm
RESTIOData APl

Data Change Motifications I5001

w Help | = Back | Mext = I Cancel |

9. Enter the password to be used for the supAdmin user in the first field, then enter it again in
the second field to confirm, then click Next.

The password must:

< Be at least 8 characters, and no longer than 32 characters.

e Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and
period (.).

Completing the Installation
Review the installation summary and launch the installation process.

1. On the summary information page, click I nstall.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.
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Verifying the Installation

Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, sSMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1

Check the installation log at SMP_HOME\InstallLogs\SMPInstall.log.
A search for "error* should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

Go to one of the systems where you installed SAP Mobile Server as an application server
node and log in to SAP Control Center.

From Windows, select Start > (All) Programs> SAP > SAP Control Center.

Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.

Verifying the Full SAP Mobile Platform Cluster Installation

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center, and
that you can inspect the settings for each.

1

2.

Start SAP Control Center. From an SAP Mobile Server node that is not a scale-out node,
choose Start > (All) Programs > SAP > SAP Control Center.

Make sure you can see all the SAP Mobile Server nodes (both application server and
scale-out) in the cluster.
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| SAP Control Center

Application  Perspective  View  Resoutce  Help

| SAP Mobile Platform Cluster |
v £ Incahost@iocalhost crunning)

General |

confura Administer Mobile Servers that are members of this cluster.
412 Configuration

» (2 Domains SiReresn || st || stop | [ @ Restant | [ 00 suspend | [ @ Resume

v [ Servers || Server Hame Host Hame Server Type Heed Restart Cluster Role Status
» #5 myhostt (primary,running) [ myhostt myhostt Application Service Node  No Primary B running
» 3 myhost2 (secondany,running) [ myhosta rryhost2 Application Service Node | No Secondary [

» (] Applications
» (21 Security 1l
» (2 Hybrid Apps

Manitering

 ©2012,SAP AG. All rights reserved.

3. Select each SAP Mobile Server node (both application server and scale-out nodes) and
inspect the settings.

All information should be filled in, with no error messages.

| SAP Control Center

Application  Perspective  View  Resource  Help

Mobile Server Cluster Management View - localhost

| SAP Mobile Platform Cluster General | Properties ‘

¥ [ Iocalnost@localhost (unning)

412 Configuration

» (1) Domains

Review the current configuration of the SAP Mobile Server.

(11 Security
() Hybrid Apps

SAP Mabile Server Home

C\SAPMokilePlatiormiServersinwiredServer

Property Value
¥ (3 Servers Host myhast!
» 83 riyhost] (primany, runhing) Management Port 2000 B
» #3 myhosta (secandary,mnning) Secure Management Port 2001
> (1 Applications ||| | version 230144

Replication-bazed Synchronization Port 2480
i Monitoring Replication-based Synchronization Protocal bitp fitps:
& Monitoring Messaging-hased Synchronization Port 5001
Consalidated Database Host mydbhost -
Consolidated Database Port 5200
Hitp Ports. 8000,5001

o) [

©2012, SAP AG. All rights reserved.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform you have just installed.
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« If asupport package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version now.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

See also
e (Optional) Installing SAP Mobile Platform Scale-Out Nodes on page 73

82 SAP Mobile Platform
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with a Microsoft Failover Cluster
with Shared Hosts

This installation scenario locates two data tiers on separate servers within a Microsoft Failover
Cluster, and two SAP Mobile Server Application Server nodes are colocated on the same
servers, one with each data tier, but outside the failover cluster. This provides failover
capability for the data tier servers and load balancing between the SAP Mobile Server
instances on minimal hardware.

Prerequisites

The architecture, design characteristics, and use cases for this installation scenario are
described in Landscape Design and Integration > Designing the Landscape > Microsoft
Failover Cluster with Shared Hosts. The installation instructions in this chapter assume that
you have used the Landscape Design and Integration document to design the landscape

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23 Worksheets.zip.

This diagram illustrates the system you are installing with this scenario:

EIS Private Public
Network DMZ Network

SAP Mobile Platform

Server 2 Server 1
|
Devices
2
Load Balancing Cluster D
Primary Secondary
Enterprise SAP Mobile SAP Mobile - B _@
Data Sources Server Server
Proxy Load
Server Balancer
Active Passive Farm
Data Tier Node Data Tier Node —T—
Microsoft Failover Cluster

Note: You cannot install cluster nodes concurrently. You must perform Microsoft Failover
Cluster tasks and install the nodes in this cluster in this order:

1. Perform critical Microsoft Failover Cluster setup tasks.
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2. Install the first data tier.

3. Prepare Microsoft Failover Cluster for second data tier.

4. Install the second data tier.

5. Install the first SAP Mobile Server as an application server node.

6. Install the second SAP Mobile Server as an application server node.

Task

1. Critical Prerequisite Tasks
Perform all critical tasks before you attempt to install the first data tier in your Microsoft
Failover Cluster environment.

2. [Installing the First Data Tier
Install the first of two data tiers on a server that is the active node in a Microsoft Failover
Cluster.

3. Preparing Microsoft Failover Cluster for Second Data Tier Installation
With the first data tier installed, in preparation for installing the second data tier, complete
the configuration of the failover cluster to handle all the tasks involved in switching the two
data tier nodes between active and passive states.

4. [Installing the Second Data Tier
Install the second of two data tiers on the second server in the Microsoft Failover Cluster
where the first data tier is installed.

5. Installing the First SAP Mobile Server Node
Install the first SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the primary SAP Mobile Server node for the cluster.

6. Installing the Second SAP Mobile Server Node
Install the second SAP Mobile Server as an application server node outside of the
Microsoft Failover Cluster. Initially this is the secondary SAP Mobile Server node for the
cluster.

7. \Verifying the Full SAP Mobile Platform Cluster Installation

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center,
and that you can inspect the settings for each.

Critical Prerequisite Tasks

Perform all critical tasks before you attempt to install the first data tier in your Microsoft
Failover Cluster environment.

1. Set up the number of physical servers that your SAP Mobile Platform installation plan

requires.
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Ensure that these hosts meet all the requirements specified in Supported Hardware and
Software.

2. Have your IT support team set up and build a Microsoft Failover cluster with two server
nodes on which you will install SAP Mobile Platform data tiers.
Supply your IT support team with the names for the cluster and the two servers.

3. Acquire a license file, customized to reflect the SAP Mobile Platform configuration your

company has purchased, from SAP Service Marketplace (SMP) or Sybase Product
Download Center (SPDC), as described in Obtaining a License.

4. Install and configure a SySAM license server that can manages license information for all
the data tiers and SAP Mobile Server nodes in your cluster.

For more complete information about SySAM, see:

e SYSAM 2 Users Guide online at http.//infocenter.sybase.com/help/topic/
com.sybase.infocenter.dc00530.0220/doc/htmi/title.htm/

e Fast Track fto SySAM 2.0white paper, available at Fast Track to SySAM 2.0

o SYSAM FAQ online at http.//www.sybase.com/detail?id=1038615

e SySAM product page online at Attp.//www.sybase.com/products/allproductsa-z/
sysam

Note: You cannot use the unserved license model in a Microsoft Failover Cluster.

See also
» Installing the First Data Tier on page 86

Adding a Data Folder to the Cluster Share Disk
Your IT team has created a share disk that will always be available to the active data tier node,
as Microsoft Failover Cluster switches the data tier nodes between active and passive states.
Create a data folder on that share disk.

Prerequisites

Verify that your IT team created the Microsoft Failover Cluster by inlcuding the two servers
you specified, and setting up a share disk for the cluster to use.

Task

1. On the active cluster node, open Windows Explorer and navigate to Share Disk.

If Share Disk does not appear, verify that you are not on the desktop of the passive node.
Look for the share disk on the other node.

2. Create a folder for SAP Mobile Platform shared data, for example, SMPData.
Instructions that follow assume the name used for the folder is SMPData.
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Verifying the Microsoft Failover Cluster Configuration

Before you install the first data tier for SAP Mobile Platform, ensure that the Microsoft
Failover Cluster is operating correctly. This simplifies the troubleshooting process for any
issues that may arise during installation of SAP Mobile Platform components.

From the desktop of the active cluster node, use Windows Explorer to navigate to the Share
Disk.

Expand the folder you created in the previous task (for example, SMPData), and create a
test.txt file.

Fail over to the other node of the cluster to make it active.

On the desktop of the new active node, verify that you can now see the test. txt filein
the data folder of the Share Drive there:

a) Navigate to the share disk in Windows Explorer.

b) Open the data folder you created earlier and see the test . txt file.

c) Deletethe test.txt file.

Fail over to the other node of the cluster to make it active.

On the desktop of the new active node in the cluster, verify that the test . txt fileis no
longer in the Share Drive there:

a) Navigate to the share disk in Windows Explorer.
b) Open the data folder you created and confirm the test . txt file no longer exists.

Installing the First Data Tier

Install the first of two data tiers on a server that is the active node in a Microsoft Failover
Cluster.

Prerequisites

Test the Microsoft Failover Cluster setup and configure the cluster to be ready for SAP Mobile
Platform installation.

1

Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
Selecting Installation Options
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Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation
Check for errors in the installation log and verify that database services are functioning.

See also
Critical Prerequisite Tasks on page 84
Preparing Microsoft Failover Cluster for Second Data Tier Installation on page 92

Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

Prerequisites

Note: During installation on a Microsoft Cluster, do not change the database password on the
first data tier. If changed, an installation error on the second data tier will be encountered. As a
workaround, instead of reinstalling the first data tier, and before installing the second, define
the following environment variables with the original password
(3ORIGINAL_PASSWORD) set to the value used for the first installed node:

set CDB_ORIG PWD = SORIGINAL PASSWORD

set CLDB_ORIG PWD = $ORIGINAL PASSWORD

set MDB_ORIG_PWD = $ORIGINAL_ PASSWORD
set DDB_ORIG PWD = $ORIGINAL PASSWORD

Task

1. \erify that you are on the active node.

2. Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

3. Verify that you have Administrator privileges on the installation target host.

4, Ifthe JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.
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d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1

Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.
Select Served (remote) license and click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

On the license details page, select your license product edition and license type, and click
Next.
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6.

Hosts
Enter the host name and TCP port of the license server.
Click Next.
If you getanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP_HOME in the rest of these
installation instructions.

1

o~ WD

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
e ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install the data tier for your SAP Mobile Platform cluster and click Next.

On the additional installation options panel, select Configure datartier.

On the port numbers and passwords panel:

a) Do not change the default password, which is sq1. You will change the default
passwords when you install the second data tier.

b) (Optional) Enter port numbers, or accept the defaults for:
» Cache database server
» Cluster database server
* LogData database server

c) (Optional) If you want to specify non-default locations for database files and
transaction logs, select Specify separatelocationsfor database and/or transaction
log files.

d) Select Install the datatier into high availability environment.

e) Click Next.
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[l sar Mobile Platform 3.0 - 10]

SAP Mobile Platform 3.0

Enter port numbers and passwords (when left blank default will be used) for data tier to use in the fields below.

Cache database server Fort number: 5200
Passwoard:

Cluster database server | Port number: 5300
Password:

LogData database server | Portnumber: 5400
Maonitor database password:
Domainlog database password:

V¥ Specify separate locations far database andior transaction log files.

¥ Install the data tier into high availability environment.

w < Back | Mext = I Cancel |

. If you selected Specify separ ate locations for database and/or transaction log files,

enter the full path to each of the following that you want to change:

o ... filepath—(optional) enter the path to a storage location that will house the database
files, for each database listed.

» ... logfile path — (optional) enter the path to a storage location that will house the
transaction logs, for each database listed.

Each path must:

« Beeither afile share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

* Not be a UNC path.

« Be an absolute path (not relative to some other location).

« Point to an existing directory in the shared data folder.

« Use the same drive letter mapped on all data tier hosts.

« Be no longer than 228 characters.

e Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").
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[l AP Mobile Platform 2.3 =]

SAP Mobile Platform Runtime 2.3

Enter path to storage locations of high availahility data for database files and transaction logs

Cache database server

Database file path: IC:ISAPIMUbiIePIaﬁormlDataICDB Browse

Transaction log file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Cluster database server

Database file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Trangaction lag file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

LogData database sener

Monitor database file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Monitor lag file path: IC:ISAF‘IMDbilePIaﬁormlDatalCDB Browse

Dominalog database file path: IC:\SAPIMDbiIePIatform‘tData‘tCDB Browse

Ll

Daminalog log file path: IC:ISAF‘IMDbiIeF'IatformlDataICDB Browrse

w Help | = Back | Mext = I Cancel |

7. Ifyouselected only Install thedatatier into high availability environment, enter a path
for the location of the high availability data.

Enter the path to the location that will hold the data tier database and transaction log files.

The path must:

Be either a file share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

Not be a UNC path.

Be an absolute path (not relative to some other location).

Point to an existing directory within the shared data folder you added to the cluster
share disk (for example, SMPData).

Use the same drive letter mapped on all data tier hosts.

Be no longer than 228 characters.

Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (*.").
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Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

For information about configuring SAP Mobile Platform, see System Administration.

Verifying the Installation

Check for errors in the installation log and verify that database services are functioning.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.
2. Verify that these services are started:

* SAP Mobile Platform CacheDB
¢ SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Preparing Microsoft Failover Cluster for Second Data Tier
Installation

With the first data tier installed, in preparation for installing the second data tier, complete the
configuration of the failover cluster to handle all the tasks involved in switching the two data
tier nodes between active and passive states.

1. On the active cluster node, verify that all SAP Mobile Platform database services are
started.
e SAP Mobile Platform CacheDB
e SAP Mobile Platform ClusterDB
e SAP Mobile Platform LogDataDB

2. InWindows Explorer, navigate to the folder in which you installed the database when you
installed the first data tier.

If you did not change the default location, this folder is SMPDa ta\ CDB, where SMPData

is the data folder you added to the cluster share disk.
3. Openeach *errorlog.txt file and look for "Now accepting requests™ as the last line.
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If instead you see error messages, there is a problem with the installation that you must fix
before proceeding.

If you do not check the error logs immediately after installing the data tier, you will see
pairs of lines beginning "Starting checkpoint..." and "Finished checkpoint...". As long as
these are the only lines logged after "Now accepting requests," the database is operating

properly.
4. On the active cluster node, stop the SAP Mobile Platform database services.
5. In Windows Services panel, set all SAP Mobile Platform database services to be started
manually.
* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

These services need to be set to start manually so that Microsoft Failover Cluster can have
full control over starting and stopping them.

6. Inthe Microsoft Failover Cluster, define a failover unit so that the database services move
from the current active node to the new active node when the active node fails over:
* Windows 2003 — define a managed cluster resource group and add the database
services to it.
* Windows 2008 — add the database services to the existing file server service.

For details, refer to the Microsoft Failover Cluster documentation.

7. Verify that all the database services stop when you take the failover unit offline, and start
when you take the failover unit online.
* Windows 2003 — failover unit is managed cluster resource group.
¢ Windows 2008 - failover unit is file server service.

8. Verify that everything moves to the new active node when active and passive nodes are
switched.
a) Fail over to the other node to make it active.

b) Verify that all SAP Mobile Platform database services shut down on the current,
passive node.

¢) Go to the desktop on the other, active node and fail over that node back to the first
node.

d) Go to the desktop on the new active node and check the database log files.
There should be no errors.

See also
» Installing the First Data Tier on page 86
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Installing the Second Data Tier

Install the second of two data tiers on the second server in the Microsoft Failover Cluster
where the first data tier is installed.

Prerequisites

You have successfully installed the first data tier in the Microsoft Failover Cluster and verified
its functionality.

1. Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options DT2 in MSFC

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation

Check for errors in the installation log, and verify that database services are functioning
and online in Microsoft cluster management software, and that you can manually fail them
over.

See also
 Installing the First SAP Mobile Server Node on page 100

Preparing for Installation

Ensure that the host on which you are installing this data tier is ready for you to begin the
installation.

1. Make sure you have installed and verified the first data tier node.
2. Verify that the installation target host is the active node in the Microsoft Failover Cluster
into which you are installing.
If it is not the active node, either:
« Switch to the desktop of the active node, or,
» Make the current node active by failing the other node over to it.
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3.

Hosts

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

e Insert the SAP Mobile Platform Runtime installation media.
« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

Installation Guide for Runtime 95



CHAPTER 6: Installing SAP Mobile Platform with a Microsoft Failover Cluster with Shared
Hosts

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.
Select Served (remote) license and click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

On the license details page, select your license product edition and license type, and click
Next.

Enter the host name and TCP port of the license server.
Click Next.
If you getanerror,suchas Failed to check out license,click OK, then click

Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options DT2 in MSFC

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

o~ w D

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
* ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install the data tier for your SAP Mobile Platform cluster and click Next.
On the additional installation options panel, select Configure datartier.

On the port numbers and passwords panel:

a) (Optional) Enter port numbers and passwords, or accept the defaults for the ports
listed:
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Note: The port number settings here must match exactly those you set for the first data
tier.

The passwords here must contain only alphanumeric ASCII characters and underscore
("_"), start with a letter, and be no more than 32 characters in length.

* Cache database server
¢ Cluster database server

Enter a port number, or accept the default, for:
» LogData database server

Enter passwords, or accept the defaults, for:

< Monitor database

e Domainlog database

(Optional) If you want to specify non-default locations for database files and
transaction logs, select Specify separate locationsfor database and/or transaction
log files.

Select Install the data tier into high availability environment.

Click Next.
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[l sar Mobile Platform 3.0

SAP Mobile Platform 3.0

Enter port numbers and passwords (when left blank default will be used) for data tier to use in the fields below.

Cache database server

Fort number: 5200
Passwoard:

Cluster database server

Fort number: 5300
Password:

LogData database server

Fart number: 5400
Maonitor database password:
Domainlog database password:

V¥ Specify separate locations far database andior transaction log files.

¥ Install the data tier into high availability environment.

SADd

= Back | et = I

- (O]

If you selected Specify separate locations for database and/or transaction log files,

enter the full path to each of the following that you want to change:

Note: The path settings here must match exactly those you set for the first data tier.

... filepath — (optional) enter the path to a storage location that will house the database

files, for each database listed.

... log file path — (optional) enter the path to a storage location that will house the
transaction logs, for each database listed.

Each path must:
Be either a file share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

Not be a UNC path.

Be an absolute path (not relative to some other location).
Point to an existing directory in the shared data folder.
Use the same drive letter mapped on all data tier hosts.
Be no longer than 228 characters.
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< Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").

[l 4P Mobile Platform 2.3 1] B

SAP Mobile Platform Runtime 2.3

Enter path to storage locations of high availahility data for database files and transaction logs

Cache database server

Database file path: IC:\SAP\MDbiIePIatform‘tData‘tCDB Browse

Transaction log file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Cluster database server

Database file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Transaction log file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

LogData database server

Monitor database file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

Monitor lag file path: IC:ISAPIMDbiIePIaﬁDrmIDataICDEI Browse

Dominalog database file path: IC:ISAPIMUbiIePIaﬁormlDataICDB Browse

T o

Dominalog 1og file path: IC:ISAPIMDbilePIaﬁormlDatalCDB Browse

w Help | = Back | Mext = I Cancel |

7. Ifyouselected only I nstall thedatatier into high availability environment, enter a path
for the location of the high availability data.

Note: The path settings here must match exactly those you set for the first data tier.

Enter the path to the location that will hold the data tier database and transaction log files.

The path must:

« Beeither afile share resource group (Windows 2003), a shared folder in the file server
service (Windows 2008), or a Client Access Point.

* Not be a UNC path.

< Be an absolute path (not relative to some other location).

« Point to an existing directory within the shared data folder you added to the cluster
share disk (for example, SMPData).

» Use the same drive letter mapped on all data tier hosts.

* Be no longer than 228 characters.
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< Contain only ASCII alphanumeric characters, space, underscore (*_"), hyphen ("-"),
and period (".").

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

For information about configuring SAP Mobile Platform, see System Administration.

Verifying the Installation

Check for errors in the installation log, and verify that database services are functioning and
online in Microsoft cluster management software, and that you can manually fail them over.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.
2. Verify that these services are started:
» SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB
3. Inthe Microsoft cluster management software, verify that these same services are online.
4. Verify that you can fail over to the first installed node, and then back to the second.

Installing the First SAP Mobile Server Node

Install the first SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the primary SAP Mobile Server node for the cluster.

Prerequisites
You have successfully installed both data tiers in the Microsoft Failover Cluster and verified
their functionality.

1. Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.
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2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options
Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.
4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation
Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.
See also

Installing the Second Data Tier on page 94
Installing the Second SAP Mobile Server Node on page 106

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.

1
2.

Make sure you have installed and verified the data tier nodes.

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.
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d) Click OK to exit all dialogs.
Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

This includes any database servers, SAP Control Center, and if SAP® Data Orchestration
Engine Connector is present in an upgrade installation, SAP Data Orchestration Engine.

This excludes the following list of database services. Leave these services running:
* SAP Mobile Platform CacheDB

e SAP Mobile Platform ClusterDB

* SAP Mobile Platform LogDataDB

To verify that services are stopped, open the Services pane from Windows Control Panel.

. If User Access Control (UAC) is present in the version of Windows where you are

installing, disable it. Restart the system for this change to take effect.

. To accommodate SAP Mobile Platform internal communications, you may need to

reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

« On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
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On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Click Next to use the existing SAP Mobile Platform installation directory.
This was set in the data tier installation and cannot be changed.

On the cluster installation step page, select I nstall thefir st server nodeand connect it to
the datatier and click Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.

* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

» Configure SAP Mobile Platform communication portsto change default ports.

e Set SAP Mobile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.

e Set SAP Mobile Server name and cluster name . Names must be unique on the
network segment.

(Optional) If you selected Set SAP M obile Server nameand cluster name, enter aname
for this SAP Mobile Server instance (name must be unique on network segment) and a
name for the SAP Mobile Server cluster.

Note: The SAP Mobile Server cluster name refers to the SAP Mobile Server load
balancing cluster; it is different from the Microsoft Failover Cluster, which contains the
SAP Mobile Platform data tier nodes.

Each server or cluster name:

* Must contain only:
e ASCII alphanumeric characters
e Underscore ("_"

), hyphen ("-"), and period (".") characters
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* Server names must be 1 — 32 characters in length and must begin with an alphanumeric
character.
e Cluster names must be 1 — 16 characters in length.

6. Enter information that SAP Mobile Server needs to connect to the data tier:
a) For host name, enter:

* Windows 2003 — the fully qualified cluster service name that is assigned to the
Microsoft Failover Cluster.
* Windows 2008 — the fully qualified file server service name.
b) For each configurable database listed, enter:

« Database Name
¢ Port Number

e Login

e Password

Match exactly the passwords set for each database in the second data tier installation.
[ sap Mobile Platform 2.3 M=

SAP Mobile Platform Runtime 2.3

Enter infarmation for the data tier, SQL Anywhere 12.0.1 database server.

Host name: I

Cache database Database name: Idefault Port numhber: ISEDD
Login: dba Password: I

Cluster database Database name: Iclusterdb Fort number: Isggg
Login: dba FPassword: I

LogData database Database name: Imnnitordb Port number: |54DD
Login: dba Password: I

Database name: Idumainlugdb Fort number: |54Dg
Login: dba Pasgword: I

w Help | = Back | et = I Cancel |

7. (Optional) If you selected Configure SAP M obile Platform communication ports,
change the default regular and secure port numbers as needed.
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Note: For the server administration port, do not specify port numbers outside the range of
1024-32767. For other ports, the allowable range is 1024-65535.

Every SAP Mobile Server instance in a cluster must use the same communication port
numbers. If you change any of the default port numbers, you must make the same change
for each SAP Mobile Server in the cluster.

« Server administration
e HTTP listeners
« Application connections
e REST/OData APIs
« Data change notifications
» Synchronization

[l sap Mobile Platform 2.3 =]

SAP Mobile Platform Runtime 2.3

Enter communication port numbers for SAP Mobile Platform to use in the fields below,

Fort Type Regular Secure

Server Administration Iznnn |2001

HTTF Listeners

Application Connections ISUDD Iggm
RESTIOData APIs

Data Change Notifications I5lJD1

Synchronization |2480 |2481

w Help | = Back | et = I Cancel I

8. Enter the password to be used for the supAdmin user in the first field, then enter it again in
the second field to confirm, then click Next.

The password must:
< Be at least 8 characters, and no longer than 32 characters.
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» Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and
period (.).

Completing the Installation
Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

Verifying the Installation
Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, SMP_HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

2. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Control Center X.X
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server
3. Verify that you can log in to SAP Control Center.
From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

5. Verify that you can connect to the data tier.

Installing the Second SAP Mobile Server Node

Install the second SAP Mobile Server as an application server node outside of the Microsoft
Failover Cluster. Initially this is the secondary SAP Mobile Server node for the cluster.

Prerequisites

Install the first SAP Mobile Server application server node and verify its functionality.
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1. Preparing for Installation
Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.
2. Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
3. Selecting Installation Options
Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.
4. Completing the Installation
Review the installation summary and launch the installation process.
5. \Verifying the Installation
Check for errors in the installation log, and verify that key services are functioning, that
you can log in to SAP Control Center, and that you can see the properties of the SAP
Mobile Server and connect to the data tier.
See also

Installing the First SAP Mobile Server Node on page 100
Verifying the Full SAP Mobile Platform Cluster Installation on page 112

Preparing for Installation

Ensure that the host on which you are installing this SAP Mobile Server as an application
server node is ready for you to begin the installation.

1

Make sure you have installed and verified all the nodes specified in the preceding subtasks
for this installation scenario.

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.
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a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.
c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all SAP software, SAP processes, and associated third-party processes running
on the installation target host.

If the host is the active node in the Microsoft Failover Cluster, you must leave these
services running:

* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See /Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
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On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Click Next to use the existing SAP Mobile Platform installation directory.
This was set in the data tier installation and cannot be changed.

Select Install an additional server node and connect it to the data tier and click
Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

» Configure SAP Mobile Platform communication portsto change default ports.

e Set SAP Mobile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.

Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.
* Set SAP Mobile Server nameto enter a name that is unique on the network segment.
* Do not select I nstall node as scale-out node. For high availability, install two SAP
Mobile Server nodes as application servers before you install a scale-out node.

(Optional) If you selected Set SAP Mabile Server name, enter a name for this SAP
Mobile Server instance. The name must be unique on the network segment.)

Each server name must contain only:

* ASCII alphanumeric characters

e Underscore (*_"), hyphen ("-"), and period (".") characters

« Analphanumeric character in the first position

Length of server names must be 1 — 32 characters.

Enter information that SAP Mobile Server needs to connect to the data tier:

a) For host name, enter:
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*  Windows 2003 - the fully qualified cluster service name that is assigned to the
Microsoft Failover Cluster.

* Windows 2008 - the fully qualified file server service name.

b) For each configurable database listed, enter:

* Database Name
e Port Number

e Login
¢ Password

Match exactly the passwords set for each database in the second data tier installation.

[l sar Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter information for the data tier, SQL Anywhere 12.0.1 database server.

Host hame:

—

I B3

Cache database Database name: Idefaun Port number: ISEDD
Login: dba Fassword: I
Cluster database Datahase name: Iclusterdb Port number: ISSDD
Login: dba Pasgword: I
LogData database Database name: Imonitordb Fart number: |54DD
Login: dba Password: I
Database name: Idomainlogdb Pott number: |54DD
Login: dba Pagssword: I
w Help | = Back | [lest = I Cancel

7. (Optional) If you selected Configure SAP Mobile Platform communication ports,
change the default regular and secure port numbers as needed.

Note: For the server administration port, do not specify port numbers outside the range of

1024-32767. For other ports, the allowable range is 1024-65535.

Every SAP Mobile Server instance in a cluster must use the same communication port
numbers. If you change any of the default port numbers, you must make the same change
for each SAP Mobile Server in the cluster.
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Server administration
HTTP listeners

» Application connections

e REST/OData APIs

< Data change notifications

Synchronization

[l 4P Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

Port Type Regular Secure
Server Administration Igggg |2UU1
HTTF Listeners
Application Connections Igngg Isnm
REST!OData APIs
I ISDU1
Diata Change Notifications
Synchronization |24BD |2481
E Help | <Back | Net> |

Cancel

Hosts

= B3

8. Enter the password to be used for the supAdmin user in the first field, then enter it again in

the second field to confirm, then click Next.

The password must:
Be at least 8 characters, and no longer than 32 characters.
Contain only ASCII alphanumeric characters, plus underscore (_), hyphen (-), and

period (.).
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Completing the Installation
Review the installation summary and launch the installation process.

1. On the summary information page, click Install.
2. (Optional) Click View Release Bulletin when you see the completion panel.
3. Click Finish.

Verifying the Installation
Check for errors in the installation log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the SAP Mobile Server
and connect to the data tier.

In the location of the installation log file referenced below, SMP_HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

2. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Control Center X.X
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

3. Verify that you can log in to SAP Control Center.
From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. Verify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.

5. Verify that you can connect to the data tier.

Verifying the Full SAP Mobile Platform Cluster Installation

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center, and
that you can inspect the settings for each.

1. Start SAP Control Center. From an SAP Mobile Server node that is not a scale-out node,
choose Start > (All) Programs > SAP > SAP Control Center.

2. Make sure you can see both SAP Mobile Server nodes in the cluster.
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| SAP Control Center

Application  Perspective  View

| SAP Mobile Platform Cluster

Resource
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3. Select each SAP Mobile Server node and inspect the settings.

SAP

Application  Perspective  View

FEEEEEEST

Mobile Server Cluster Management View - localhost

| SAP Mobile Platform Cluster

All information should be filled in, with no error messages.

| SAP Control Center

Resource  Help

| | ceneral | properties |

¥ [§ localhost@localhost (unning)
4l Configuration
» [ Domains
¥ [y Servers
¥ myhost] terimary, running
» #3 myhostd (secandary, running)
> (1 Applications
(11 Security
& (1 Hybrid Apps
& Monitoring

& Monitoring

Review the current configuration of the SAP Mobile Server.

Property
Host
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Secure Management Port

“ersion

SAP Mobile Server Home
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Replicatian-based Synchronization Pretocal
Messaging-hased Synchranization Part
Consalidated Database Host
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Value
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2001
230144
C\SAP Mokl ePlatformiServersiLiniredSarver
2480

hitp fitps
001
mydbhiost
5200

a000,5001

©2012, SAP AG. All rights reserved.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform you have just installed.

Installation Guide for Runtime

113


https://websmp209.sap-ag.de/swdc

CHAPTER 6: Installing SAP Mobile Platform with a Microsoft Failover Cluster with Shared
Hosts
« If asupport package is available for this version of SAP Mobile Platform:
1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version now.
2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and

Integration.
If no support package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

See also
o Installing the Second SAP Mobile Server Node on page 106
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Node to an Existing Cluster

After your SAP Mobile Platform cluster installation is completed, you can add another SAP
Mobile Server node at any time.

Prerequisites

Install SAP Mobile Platform version 2.3 in either a simple load-balancing cluster or a
Microsoft Failover Cluster.

Test that the existing cluster and all components are functioning properly.

Bring all nodes in the existing cluster online, and ensure that the passive data tier in a
Microsoft Failover Cluster is in standby mode.

Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to
begin the installation.

Entering License Information
Start the SAP Mobile Platform Runtime installer and enter license information.
Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components,
and additional installation options.

Completing the Installation
Review the installation summary and launch the installation process.
Upgrading the New Node to Your Current SAP Mobile Platform Version

If you have already upgraded the existing cluster nodes to a support package or patch level
later than 2.3, you must upgrade the new node to that same support package or patch level.

Verifying the Installation

Before proceeding, verify that key services are functioning, you can log in to SAP Control
Center, and from SAP Control Center you can see the properties of the node you just
installed.
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Preparing for Installation

Ensure that the host on which you are installing SAP Mobile Platform is ready for you to begin
the installation.

1
2.

Make sure the new node is appropriately licensed.

Confirm that the installation target host meets minimum system requirements for all SAP
Mobile Platform components you are installing, as specified in Supported Hardware and
Software.

Verify that you have Administrator privileges on the installation target host.

Ensure that all server nodes in the cluster are at the same version.

Upgrade any that are at earlier versions to the same version as the latest version node in the
cluster.

If you want to use the target computer name as the default server name (and cluster name in
a single-server installation and for the first SAP Mobile Server node in a cluster), make
sure the computer name meets the same requirements that a user-entered server or cluster
name have to meet.

See the Computer Name Used as Server or Cluster Name Has Same Requirements as
User-Entered Name topic in the Troubleshooting Installation section of this Installation
Guide.

If the JAVA_TOOL_OPTIONS environment variable is set, remove it before you start the
installation.

Check for the JAVA_TOOL_OPTIONS environment variable in both User Variables and
System Variables panes of the Environment Variables dialog.

a) Right-click My Computer and select Properties.

b) Select the Advanced tab, then click Environment Variables.

c) Select JAVA_TOOL_OPTIONS and click Delete.

d) Click OK to exit all dialogs.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

This includes any database servers, SAP Control Center, and if SAP® Data Orchestration
Engine Connector is present in an upgrade installation, SAP Data Orchestration Engine.
To verify that services are stopped, open the Services pane from Windows Control Panel.

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
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See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Entering License Information

Start the SAP Mobile Platform Runtime installer and enter license information.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.
< Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.
3. Select your license model and click Next.

Evaluation Allows you to evaluate SAP Mobile Platform for 30 days. A
license file is not required.

Unserved (local) Standalone license managed locally by the host.

license

Served (remote) Standalone license managed by a license server.

license

4. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

5. Onthe license details page, select your license product edition and license type, and click
Next.

6. Enter the location of your license file.
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» Ifyou selected Unserved (local) license, enter the absolute path to the license file on
the installation target host, using only ASCII characters.

» If you selected Served (remote) license, enter the host name and TCP port of the
license server.

Click Next.

If you getanerror,suchas Failed to check out license,click OK, then click
Back to confirm the license model (served or unserved), license product edition, and
license type.

Selecting Installation Options

Specify the installation directory, installation type, SAP Mobile Platform components, and
additional installation options.

The installation path you specify below is referred to as SMP HOME in the rest of these
installation instructions.

1

Specify the absolute path to the installation location, which must be on a local drive on the
target host.

The total length of the path must be 43 characters or less.

Directory names in the path can contain only:
» ASCII alphanumeric characters

e Underscore (_), hyphen (-), and period (.) characters (two consecutive period
characters are not allowed and none of these characters may appear as the first
character in a folder name)

* No characters between "MobilePlatform™ and the preceding "\" character.

Select Cluster and click Next.

Select Install an additional server node and connect it to the data tier and click
Next.

If a page appears, indicating that the installer detected missing third-party software, click:

* Next to install the required software.
* Back to select components to install that do not require the third-party software.
* Cancel to stop the current installation.

(Optional) Select additional installation options.

» Configure SAP Mobile Platform communication portsto change default ports.

e Set SAP Mabile Platform servicesto start automatically to start services
automatically when Windows starts. By default, this option is selected.
Set SAP Mobile Platform services to start automatically if you plan to install products
that work with SAP Mobile Platform, such as SAP® Data Orchestration Engine
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Connector and SAP Mobile Sales for SAP CRM. If SAP Mobile Platform services do
not start automatically, dependent products will encounter problems.

* Set SAP Mobile Server nameto enter a name that is unique on the network segment.
* Install node as scale-out node to streamline the server node to support high-volume
business-to-consumer transactions. (This is available only after you first install SAP
Mobile Server in the same cluster. Recommended: Install a second SAP Mobile Server
node in the cluster before you install the first scale-out node.)
6. (Optional) If you selected Set SAP Mobile Server name, enter a name for this SAP
Mobile Server instance. The name must be unique on the network segment.)

Each server name must contain only:
» ASCII alphanumeric characters
e Underscore ("_"), hyphen ("-"), and period (".") characters
e Analphanumeric character in the first position
Length of server names must be 1 — 32 characters.
7. Enter information that SAP Mobile Server needs to connect to the data tier.

a) Enter the name of the data tier host.

Note: For a host name, enter the cluster service name that is assigned to the Microsoft

Failover Cluster for SAP Mobile Platform installation with Microsoft Failover Cluster.
b) Enter the following for each configurable database listed:

» Database Name

e Port Number

e Login

e Password

Inatypical new installation, you need not change any prepopulated value, enter sq1 as
the default password for each database.
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[l 54 Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter information for the data tier, SQL Amywhere 12.0.1 database server.

= B3

Host narne: I
Cache database Database name: Idefault Port number: ISEDD
Login: dba Password: I
Cluster database Database name: Iclusterdb Port number: ISBDD
Login: dba Password: I
LogData database Datahasze name: Imonitordb Fort number: |54DD
Login: dba Password: I
Database name: Idomainlogdb Port number: |54DD
Login: dba Password: I
w Help | = Back | [ et = I Cancel |

8. (Optional) If you selected Configure SAP Mobile Platform communication ports,
change the default port numbers as needed.

Note: Every SAP Mobile Server instance in a cluster must use the same communication
port numbers. If you change any of the default port numbers, you must make the same
change for each SAP Mobile Server in the cluster.

* Server administration

e HTTP listeners

* Application connections

« REST/OData APIs

« Data change notifications

e Synchronization

Note: Synchronization ports do not appear when you are installing a scale-out node.
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[l AP Mobile Platform 2.3

SAP Mobile Platform Runtime 2.3

Enter communication port numbers far SAP Mobile Platform to use in the fields below.

I B3

Fort Type Regular Secure
Server Administration IEDDD Izgm
HTTF Listeners
Application Connections IBUDD Iggm
REST/OData APIs
; } I5IJD1
Data Change Motifications
Synchronization |2430 |2431
w Help | = Back | Mext = I Cancel |

9. Enter the password to be used for the supAdmin user in the first field, then enter it again in

the second field to confirm, then click Next.

The password must:

< Be at least 8 characters, and no longer than 32 characters.
e Contain only ASCII alphanumeric characters, plus underscore (), hyphen (-), and

period (.).

Completing the Installation

Review the installation summary and launch the installation process.

1. On the summary information page, click Install.

2. (Optional) Click View Release Bulletin when you see the completion panel.

3. Click Finish.
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Upgrading the New Node to Your Current SAP Mobile
Platform Version

If you have already upgraded the existing cluster nodes to a support package or patch level
later than 2.3, you must upgrade the new node to that same support package or patch level.

Note: This step is necessary only if you have upgraded your SAP Mobile Platform version 2.3
cluster to a support package or patch level later than 2.3.

Go to the Release Bulletinfor the latest 2.3 support package or patch level to which you have
upgraded the cluster and follow the instructions there for upgrading the SAP Mobile Server
node you just installed to the same version as the rest of the cluster.

Verifying the Installation

Before proceeding, verify that key services are functioning, you can log in to SAP Control
Center, and from SAP Control Center you can see the properties of the node you just installed.

In the location of the installation log file referenced below, SMP HOME is the installation
location you specified (default is C: \SAP\MobilePlatform)..

1. Check the installation log at SMP HOME\InstallLogs\SMPInstall.log.
A search for "error" should not find anything.

2. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

« SAP Control Center XX (not present in scale out node)
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
« SAP Mobile Server

3. Log into SAP Control Center. If you are installing a scale-out node, go to one of the
systems where you installed SAP Mobile Server as an application server node.
From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. Vferify that the node you just installed is accessible from SAP Control Center and that you
can see the properties of that node.
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The upgrade to SAP Mobile Platform 2.3 is performed in place; this means that the files in the
latest version overwrite the files in the earlier version.

Beginning with Sybase Unwired Platform version 2.1.1, the upgrade installer automatically
adds SAP® Data Orchestration Engine Connector (DOE-C) if it does not exist in your earlier
version installation, and upgrades DOE-C if it is present.

If you are upgrading to a support package or patch, see the ReadMefile for that support
package or patch for instructions. This chapter discusses only upgrading to SAP Mobile
Platform version 2.3 from Unwired Platform version 2.2.x.

Note: When upgrading, there is a potential issue with a Windows process holding a lock on
one of the 12 Adaptive Server Anywhere (ASA) libraries (DLLS) even though all the ASA
processes have shut down. This causes the upgrade to fail because the upgrade cannot
overwrite the file. This is specific to a 32-bit Windows Server 2003 SP2.

Workaround:

1. Shut down all Sybase Unwired Platform processes.

2. Ifservices were set to automatic, set the start up for the Sybase Unwired Platform services
to manual.

3. Restart the system.

4. Run the upgrade after the system has restarted.

5. If step 2 was performed prior to upgrade, set the startup for the services back to automatic.

Rebranding Name Changes

When you upgrade from Unwired Platform 2.2.x to SAP Mobile Platform 2.3, the names of
some important components change. Become familiar with these changes to avoid confusion.

Table 3. Product Name Change Key

Original Name Rebranded Name Comments

Sybase SAP In some cases, Sybase continues
to appear as a file, directory, or
API name
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Original Name Rebranded Name Comments

Sybase Unwired Platform SAP Mobile Platform In some cases Sybase Unwired
Platform continues to appear in

Unwired Platform a file, directory, or APl name.

Unwired Server SAP Mobile Server In some cases Unwired Server
continues to appear in a lower
level directory name.

Sybase Unwired WorkSpace SAP Mobile WorkSpace
Unwired WorkSpace

Sybase Control Center SAP Control Center

Sybase Hosted Relay Service SAP Hosted Relay Service

Sybase Hosted Relay Server SAP Hosted Relay Server

Sybase Mobile SDK SAP Mobile SDK

Sybase Unwired Platform Run- | SAP Mobile Platform Runtime
time

Upgrade Paths

Paths available to upgrade Sybase Unwired Platform servers from earlier versions to SAP
Mobile Platform version 2.3.

The installer can directly upgrade your Sybase Unwired Platform 2.2.x installation to SAP
Mobile Platform version 2.3. If you have a version of Sybase Unwired Platform earlier than
2.2.X, additional steps are required to upgrade to SAP Mobile Platform version 2.3.

Migrate SAP Mobile SDK customizations at the same time you upgrade SAP Mobile Platform
servers. See Developer Guide.: Migrating to SAP Mobile SDK 2.3.

Current Unwired | Server Upgrade Tasks
Platform Version

2.1 Upgrade in place to version 2.2. See the upgrade instructions for your

211 installation scenario in the Sybase Unwired Platform 2.2 Installation Guide
o for Runtime.

212

213
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Current Unwired | Server Upgrade Tasks
Platform Version

2.1 Online Data Proxy 1. Upgrade in place from version 2.1 Online Data Proxy option to version

2.1 Unwired Platform Runtime option. See Upgrading Online Data
Proxy to Unwired Platform Runtime in Sybase Unwired Platform 2.1
Installation Guide for Runtime.

2. Upgrade in place to version 2.2. See the upgrade instructions for your
installation scenario in the Sybase Unwired Platform 2.2 Installation

Guide for Runtime.
2.2 Upgrade Sybase Unwired Platform version 2.2 in place to SAP Mobile
29 SPO1 Platform version 2.3. See the upgrade instructions for your installation
' scenario:
2.2 SP02

»  Upgrading a Single-Server Installation on page 130
»  Upgrading a Simple Load-Balancing Cluster on page 134
»  Upgrading a Standard Microsoft Failover Cluster on page 144

»  Upgrading a Microsoft Failover Cluster with Shared Hosts on page
157

Native Client Version Compatibility Matrix

Compatibility between versions of the client object APl and SAP Mobile Server (Unwired
Server).

Native Client Object APl and SAP Mobile Server Version Compatibility

Unwired Unwired Unwired Unwired Unwired | SAP
Server 2.1 | Server 2.1 | Server 2.1 | Server 2.1 | Server Mobile
ESD #1 ESD #2 ESD #3 2.2 SP0O2 | Server
2.3
Native Cli- | Yes Yes Yes Yes Yes Yes
ent Object
APl 2.1
Native Cli- | No Yes Yes Yes Yes Yes
ent Object
API 2.1
ESD #1
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Unwired Unwired Unwired Unwired Unwired | SAP
Server 2.1 | Server 2.1 | Server 2.1 | Server 2.1 | Server Mobile
ESD #1 ESD #2 ESD #3 2.2 SP0O2 | Server

2.3

Native Cli- | No No Yes Yes Yes Yes

ent Object

APl 2.1

ESD #2

Native Cli- | No No No Yes Yes Yes

ent Object

APl 2.1

ESD #3

Native Cli- | No No No No Yes Yes

ent Object

APl 2.2

SP02

Native Cli- | No No No No No Yes

ent Object

API 2.3

Note:

Yes — the client application built in this SDK version is supported in the server version
(minor adjustments may be necessary to ensure the application runs correctly; see the
migration details for the appropriate application type, if any).
No — the client application built in this SDK version is not supported in the server version.
Server version — refers to the server version to which an original package is migrated, and
not a newly deployed package. For the example of "Native Client Object AP 2.1" vs.
"server 2.3", the application package that runs on "server 2.3" may not always be newly
created and deployed from MobileSDK2.3; it may have been originally created from
MobileSDK2.1 and deployed to 2.1 server, and then migrated to 2.3 server.
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Hybrid Web Container Compatibility Matrix

Compatibility between versions of the Hybrid Web Container and server, and Hybrid Web
Container and Hybrid App applications.

Hybrid Web Container and Unwired Server/SAP Mobile ServerCompatibility

Client/ Hy- | Unwired Unwired Unwired Unwired SAP Mo-
brid Web Server 2.1 |Server 2.1 |Server 2.1 |Server 2.2 |bile Server
Container ESD #2 ESD #3 SP02 2.3
Hybrid Web Yes Yes Yes Yes Yes
Container 2.1

Hybrid Web No Yes Yes Yes Yes
Container 2.1

ESD #2

Hybrid Web No Yes Yes Yes Yes
Container 2.1

ESD #3

Hybrid Web No Yes Yes Yes Yes
Container 2.2

SP02

Hybrid Web No Yes Yes Yes Yes
Container 2.3

There was no 2.1 ESD #1 Hybrid Web Container; 2.1 ESD #1 shipped with 2.1 Mobile
Workflow clients.

Note:

* Yes —the client application built in this SDK version is supported in the server version
(minor adjustments may be necessary to ensure the application runs correctly; see the
migration details for the appropriate application type, if any).

» No-the client application built in this SDK version is not supported in the server version.

» Server version —refers to the server version to which the original package is migrated, not
the newly deployed package.
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Hybrid Web Container and Hybrid App Compatibility

Container 2.3

Client/ Hy- [Hybrid App | Hybrid App | Hybrid App |Hybrid Hybrid
brid Web 2.1 2.1ESD#2 [2.1 ESD #3 |App 2.2 App 2.3
Container SP02

Hybrid Web Yes No No No No
Container 2.1

Hybrid Web Yes Yes No No No
Container 2.1

ESD #2

Hybrid Web Yes Yes Yes No No
Container 2.1

ESD #3

Hybrid Web Yes Yes Yes Yes No
Container 2.2

SP02

Hybrid Web Yes Yes Yes Yes Yes

There was no 2.1 ESD #1 Hybrid Web Container; 2.1 ESD #1 shipped with 2.1 Mobile
Workflow clients.

Note:

* Yes —the client application built in this SDK version is supported in the server version
(minor adjustments may be necessary to ensure the application runs correctly; see the
migration details for the appropriate application type, if any).

the newly deployed package.

No - the client application built in this SDK version is not supported in the server version.
Server version — refers to the server version to which the original package is migrated, not
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OData Client Compatibility Matrix

Compatibility between versions of OData clients and SAP Mobile Server. Also compatibility

between versions of REST SDK clients and SAP Mobile Server.

OData SDK Client and Unwired Server/SAP Mobile Server Version Compatibility

OData Unwired |Unwired |[Unwired |Unwired |[Unwired |SAP Mo-
SDK Cli- | Server Server Server Server Server bile Serv-
ent 2.1 21ESD |21ESD |2.1ESD |2.2SP02 |er2.3
#1 #2 #3

OData SDK | Yes Yes Yes Yes Yes Yes
Client 2.1

OData SDK | No Yes Yes Yes Yes Yes
Client 2.1

ESD #1

OData SDK | No Yes Yes Yes Yes Yes
Client 2.1

ESD #2

OData SDK | No Yes Yes Yes Yes Yes
Client 2.1

ESD #3

OData SDK | No Yes Yes Yes Yes Yes
Client 2.2

SP02

OData SDK | No Yes Yes Yes Yes Yes
Client 2.3
Note:

Yes — the client application built in this SDK version is supported in the server version
(minor adjustments may be necessary to ensure the application runs correctly; see the

migration details for the appropriate application type, if any).

No - the client application built in this SDK version is not supported in the server version.

Server version — refers to the server version to which the original package is migrated, not
the newly deployed package.
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REST SDK Client and Unwired Server/SAP Mobile Server Version Compatibility

REST Unwired |Unwired |Unwired |[Unwired |SAP Mo- |SAP Mo-

SDK cli- | Server Server Server Server bile Serv- | bile Serv-

ent 2.1.3 2.2 SP01 |2.2SP02 |2.2 SP0O3 |er 2.3 er 2.3
SP02

REST Cli- | No Yes Yes Yes Yes Yes

ent 2.2

SPO3

Note:

Yes — the client application built in this SDK version is supported in the server version
(minor adjustments may be necessary to ensure the application runs correctly; see the
migration details for the appropriate application type, if any).

No — the client application built in this SDK version is not supported in the server version.
Server version — refers to the server version to which the original package is migrated, not
the newly deployed package.

Upgrading a Single-Server Installation

On the system where the single-server installation is installed, shut down all Unwired
Platform services and run the installer.

Prerequisites

1

2.

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23 Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

130

SAP Mobile Platform



3.

CHAPTER 8: Performing a Full Upgrade

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase
Unwired Platform administrator.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the upgraded SAP
Mobile Server.

Completing the Upgrade
Review the installation summary and launch the installation process.

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase.” If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
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Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen (- ), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

3. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase Unwired
Platform administrator.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. Click Next on the installer panel that lists components that will be upgraded.
You cannot make changes in this list.

3. On the database account information panel, enter the password for each database, then
click Next.
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The default value at installation was "sql" for each of these databases.

Enter the current user 1D for the Sybase Unwired Platform administrator in the first field.
Enter the current password for the Sybase Unwired Platform administrator user in the first
Password field, then enter it again in the second field to confirm, then click Next.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the upgraded SAP Mobile
Server.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

1. Check the upgrade log at SUP_ HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlat form directory. .

A search for "error" should not find anything.

2. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

« SAP Mobile Server

* SAP Control Center X.X

« SAP Mobile Platform CacheDB

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

3. \Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. Vferify that the node you just upgraded is accessible from SAP Control Center and that you
can see the properties of that node.

Next

Go to the SAP Software Download Center at Aftps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.

If a support package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryouhave upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.
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If no support package is available, continue now with postinstallation tasks in Completing
New and Upgrade Installations in Landscape Design and Integration.

Completing the Upgrade

Review the installation summary and launch the installation process.

1
2.

3.
4,

On the summary information page, click Upgrade.
Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

Click Finish on the last installer panel, indicating successful completion.

If you changed the startup type of any services from Manual to Automatic in the Preparing

to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Upgrading a Simple Load-Balancing Cluster

Shut down the Sybase Unwired Platform components in the cluster, then upgrade those nodes
in a precise sequence.

Prerequisites

1
2.

3.

Verify that all nodes in your Unwired Platform cluster are at the same version.
Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing Cluster Nodes for the Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence.
Upgrading the Data Tier

Run the Runtime installer on the system where the data tier to be upgraded is located.
Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3

Upgrade all of the Unwired Server nodes in your cluster.

Verifying the Upgraded Cluster

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center,
and that you can inspect the settings for each.
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Preparing Cluster Nodes for the Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence.

Shut down the Sybase Unwired Server service on each scale-out node.

Shut down the secondary Unwired Server — shut down services in this order:
a. Sybase Unwired Server

b. Sybase Control Center X.X

c. Sybase Unwired SampleDB (not present in Enterprise Server Edition)
Shut down the primary Unwired Server — shut down services in this order:
a. Sybase Unwired Server

b. Sybase Control Center X.X

c. Sybase Unwired SampleDB (not present in Enterprise Server Edition)
Shut down the data tier server — shut down these services, in any order:

« Sybase Unwired CacheDB service (named SAP Mobile Platform CacheDB service in
SAP Mobile Platform 2.3)

» Sybase Unwired ClusterDB service (named SAP Mobile Platform ClusterDB service
in SAP Mobile Platform 2.3)

« Sybase Unwired LogDataDB service (named SAP Mobile Platform LogDataDB
service in SAP Mobile Platform 2.3)

Upgrading the Data Tier

Run the Runtime installer on the system where the data tier to be upgraded is located.

1

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

Selecting Upgrade Options

Accept the installation directory and enter database passwords.

Completing the Upgrade

Review the installation summary and launch the installation process.

Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.

See also

Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3 on page 138
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Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1
2.

Shut down all SAP Mobile Server nodes in the cluster.

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.
Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

10. For Windows 8 installations, verify that the Microsoft NET Framework 3.5 has been

enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1

Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.
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« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

« Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

3. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options
Accept the installation directory and enter database passwords.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. Click Next on the installer panel that lists components that will be upgraded.
You cannot make changes in this list.

3. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.
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Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform).

1. Check the upgrade log at SUP HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlatform directory. .

A search for "error" should not find anything.

2. Verify that these services are started:

* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3

Upgrade all of the Unwired Server nodes in your cluster.
Perform this task on each Unwired Server node in the cluster, in this sequence:

 First, upgrade the primary Unwired Server node.

* Next, upgrade the secondary Unwired Server node. If you have more than one secondary
server, you may upgrade them in any order.

Note: Do not begin upgrading the secondary servers until the primary server has completely
restarted all its services after being upgraded.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

2. Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

3. Selecting Upgrade Options

Accept the installation directory, and enter user IDs and passwords for databases and the
Sybase Unwired Platform administrator.

4. Completing the Upgrade
Review the installation summary and launch the installation process.
5. \Verifying the Upgrade
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Check for errors in the upgrade log, and verify that key services are functioning, that you
can log in to SAP Control Center, and that you can see the properties of the SAP Mobile
Server and connect to the data tier.

See also

Upgrading the Data Tier on page 135
Verifying the Upgraded Cluster on page 142

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase.” If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.
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Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1

Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options

Accept the installation directory, and enter user IDs and passwords for databases and the
Sybase Unwired Platform administrator.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1

Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.

You cannot change the installation directory in an upgrade.

Click Next on the installer panel that lists components that will be upgraded.

You cannot make changes in this list.

On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.
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Enter the current user 1D for the Sybase Unwired Platform administrator in the first field.
Enter the current password for the Sybase Unwired Platform administrator user in the first
Password field, then enter it again in the second field to confirm, then click Next.

Completing the Upgrade

Review the installation summary and launch the installation process.

1

On the summary information page, click Upgrade.

2. Click Yesto continue when prompted about backup.

3.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the SAP Mobile Server and
connect to the data tier.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

Note: Steps 3, 4, and 5 below can only be performed from an application server node.

1

Check the upgrade log at SUP HOME\InstallLogs\SMPInstall. log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlatform directory. .

A search for "error" should not find anything.

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

e SAP Control Center X..X (not present on scale-out nodes)
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
» SAP Mobile Server

Verify that you can log in to SAP Control Center.
From Windows, select Start > (All) Programs> SAP > SAP Control Center.

Verify that the node you just upgraded is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.
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Verifying the Upgraded Cluster

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center, and
that you can inspect the settings for each.

1. Froman SAP Mobile Server node, choose Start > (All) Programs> SAP > SAP Control
Center.
2. Make sure you can see both SAP Mobile Server nodes in the cluster.

SAP’ | SAP Control Center

Application  Perspeclive  View  Resource  Help

BEEREEHEED

Mobile Server Cluster Management View - localhost —

| SAP Motile Platform Cluster General ‘

v £ lncalhost@lacalhost trunning)
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42 Configuration

(2] Dornains ofiRefresh | | pestant || stop || () Restart || 00 Suspend | | & Resume

v Ly Servers L] [server name ost Hame server Type Weed Restart Cluster Rote status
» €G3 myhosti (primary,running) (] myhostt rmyhost! Application Service Node Mo Primary B rumning
€3 myhost2 (secondary,running) | myhostz myhost2 Application Service Node Mo Secondary B> running

» () Applications
» (] Security 1
» (21 Hybrid Apps

& Moritaring

©2012, SAP AG. All rights reserved,

3. Select each SAP Mobile Server node and inspect the settings.
All information should be filled in, with no error messages.
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SAP Control Center
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Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super

Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.

« Ifasupport package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryouhave upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing
New and Upgrade Installations in Landscape Design and Integration.

See also
e Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3 on page 138
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Upgrading a Standard Microsoft Failover Cluster

Shut down the Unwired Platform components in the cluster, then upgrade those nodes in a
precise sequence.

Prerequisites

1
2.

3.

Verify that all nodes in your Unwired Platform cluster are at the same version.
Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing for the First Data Tier Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

Upgrading the First Data Tier
Run the Runtime installer on the system where the first data tier to be upgraded is located.
Preparing for the Second Data Tier Upgrade

Make the passive node active, go to the desktop of that node, and ensure that cluster
resources are offline.

Upgrading the Second Data Tier

Run the Runtime installer on the system where the second data tier to be upgraded is
located.

Preparing for Unwired Server Upgrades

Bring data tier services back online.

Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3
Upgrade all of the Unwired Server nodes in your cluster.
Verifying the Upgraded Cluster

When you have completed upgrading and verifying all the individual cluster nodes, verify
the functionality of the full cluster to ensure that the upgrade process has been completely
successful.
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Preparing for the First Data Tier Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence and take cluster
resources offline on the active node.

1
2.

Shut down the Sybase Unwired Server service on each scale-out node.

Shut down the secondary Unwired Server — shut down services in this order:

a. Sybase Unwired Server

b. Sybase Control Center X.X

c. Sybase Unwired SampleDB (not present in Enterprise Server Edition)

Shut down the primary Unwired Server — shut down services in this order:

a. Sybase Unwired Server

b. Sybase Control Center X.X

c. Sybase Unwired SampleDB (not present in Enterprise Server Edition)

In Failover Cluster Manager or Cluster Adminstrator on the active node, make sure the

following Unwired Platform resources are offline:

» Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)

« Sybase Unwired CacheDB service (named SAP Mobile Platform CacheDB service in
SAP Mobile Platform 2.3)

« Sybase Unwired ClusterDB service (named SAP Mobile Platform ClusterDB service
in SAP Mobile Platform 2.3)

» Sybase Unwired LogDataDB service (named SAP Mobile Platform LogDataDB
service in SAP Mobile Platform 2.3)

Upgrading the First Data Tier

Run the Runtime installer on the system where the first data tier to be upgraded is located.

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.

Completing the Upgrade

Review the installation summary and launch the installation process.

Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.
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See also

Preparing for the Second Data Tier Upgrade on page 148

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1
2.

Shut down all SAP Mobile Server nodes in the cluster.

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See /Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

10. For Windows 8 installations, verify that the Microsoft NET Framework 3.5 has been

enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1

Start the installer using one of these methods:
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e Insert the SAP Mobile Platform Runtime installation media.

 Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

3. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options
Accept the installation directory and enter passwords for databases.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. Click Next on the installer panel that lists components that will be upgraded.
You cannot make changes in this list.

3. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.
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3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

1. Check the upgrade log at SUP HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlatform directory. .

A search for "error" should not find anything.

2. Verify that these services are started:

* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
e SAP Mobile Platform LogDataDB

Preparing for the Second Data Tier Upgrade

Make the passive node active, go to the desktop of that node, and ensure that cluster resources
are offline.

1. While you are still on the active data tier node that you just upgraded, fail over to the other
node make it active.

2. Go to the desktop of the new active node to begin the upgrade process on the second data
tier.

3. In Failover Cluster Manager or Cluster Adminstrator on the active node, make sure the
following Sybase Unwired Platform/SAP Mobile Platform resources are offline:
« SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
« SAP Mobile Platform LogDataDB

See also
e Upgrading the First Data Tieron page 145

Upgrading the Second Data Tier
Run the Runtime installer on the system where the second data tier to be upgraded is located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.
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Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.

Completing the Upgrade

Review the installation summary and launch the installation process.

Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.

See also

Preparing for Unwired Server Upgrades on page 151

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1
2.

Shut down all SAP Mobile Server nodes in the cluster.

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See /Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.
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Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

. If User Access Control (UAC) is present in the version of Windows where you are

installing, disable it. Restart the system for this change to take effect.

10. For Windows 8 installations, verify that the Microsoft NET Framework 3.5 has been

enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

. On the installer welcome page, click Next.
. On the end-user license agreement page, select your country, accept the terms of the

license agreement and click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory

where the existing installation was detected.
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You cannot change the installation directory in an upgrade.

2. Click Next on the installer panel that lists components that will be upgraded.
You cannot make changes in this list.

3. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

1. Check the upgrade log at SUP HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlatform directory. .

A search for "error" should not find anything.
2. Verify that these services are started:

* SAP Mobile Platform CacheDB

* SAP Mobile Platform ClusterDB

e SAP Mobile Platform LogDataDB

Preparing for Unwired Server Upgrades
Bring data tier services back online.

In Failover Cluster Manager or Cluster Adminstrator, bring the resource group containing the
database services back online.

See also
e Upgrading the Second Data Tier on page 148

Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3
Upgrade all of the Unwired Server nodes in your cluster.

Perform this task on each Unwired Server node in the cluster, in this sequence:
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First, upgrade the primary Unwired Server node.
Next, upgrade the secondary Unwired Server node. If you have more than one secondary
server, you may upgrade them in any order.

Note: Do not begin upgrading the secondary servers until the primary server has completely
restarted all its services after being upgraded.

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

Selecting Upgrade Options

Accept the installation directory, and enter user IDs and passwords for databases and the
Sybase Unwired Platform administrator.

Completing the Upgrade
Review the installation summary and launch the installation process.
Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you
can log in to SAP Control Center, and that you can see the properties of the SAP Mobile
Server and connect to the data tier.

See also

Verifying the Upgraded Cluster on page 155

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

152

SAP Mobile Platform



CHAPTER 8: Performing a Full Upgrade

4. Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

5. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

6. Verify that you have Administrator privileges on the upgrade target host.

7. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

8. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

9. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement
Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

« On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.
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2. On the installer welcome page, click Next.

3. On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options
Accept the installation directory, and enter user IDs and passwords for databases and the
Sybase Unwired Platform administrator.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. Click Next on the installer panel that lists components that will be upgraded.
You cannot make changes in this list.

3. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

4, Enter the current user ID for the Sybase Unwired Platform administrator in the first field.
Enter the current password for the Sybase Unwired Platform administrator user in the first
Password field, then enter it again in the second field to confirm, then click Next.

Completing the Upgrade
Review the installation summary and launch the installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the SAP Mobile Server and
connect to the data tier.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

Note: Steps 3, 4, and 5 below can only be performed from an application server node.

1. Check the upgrade log at SUP HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlatform directory. .
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A search for "error" should not find anything.

. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up

state for:
e SAP Control Center X.X (not present on scale-out nodes)

« SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

* SAP Mobile Server
3. \Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. \ferify that the node you just upgraded is accessible from SAP Control Center and that you

can see the properties of that node.
5. Verify that you can connect to the data tier.

Verifying the Upgraded Cluster

When you have completed upgrading and verifying all the individual cluster nodes, verify the

functionality of the full cluster to ensure that the upgrade process has been completely

successful.

1. Froman SAP Mobile Server node, choose Start > (All) Programs> SAP > SAP Control

Center.
2. Make sure you can see both SAP Mobile Server nodes in the cluster.

SAP | SAP Control Center

Application  Ferspective  View  Resource  Help
Defautt

EREEEEEHEED

| | 5P Mobile Platform Cluster | General |

| Ao Sarve Gl VaragementView - ocaics =

v & lacalhost@ acalhost frunning)

Administer Mobile Servers that are members of this cluster.
448 Gonfiguration

» (11 Domains " Refresh | st || stop | | € Restart | | 00 Suspend | | @ Resume |
erver Type

v [yServers

[| server Hame Host Hame

» #53 rrvhost] (rimany, runining) (] rwhastt ryhost!

3 ryhost2 (secondaryrunning)
» () Applications
» [ Security
» (2 Hybrid Apps

[] mynostz myhostz

& Moritaring

3. Select each SAP Mobile Server node and inspect the settings.
All information should be filled in, with no error messages.
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Review the current configuration of the SAP Mobile Server.
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4. Take the resource group with the SAP Mobile Platform database services back online.

Next

Go to the SAP Software Download Center at Aftps.//websmpZ209.s5ap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.

« If asupport package is available for this version of SAP Mobile Platform:
1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing
New and Upgrade Installations in Landscape Design and Integration.

See also
o Upgrading Unwired Server 2.2 to SAP Mobile Server 2.3 on page 151
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Upgrading a Microsoft Failover Cluster with Shared Hosts

Shut down the Unwired Platform 2.2 components in the cluster, then upgrade those nodes to
SAP Mobile Platform 2.3 in a precise sequence.

Prerequisites

1
2.

3.

Verify that all nodes in your Unwired Platform cluster are at the same version.
Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing for the First Host Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

Upgrading the First Host

Run the Runtime installer on the system where the first Unwired Server and data tier to be
upgraded are located.

Preparing for the Second Host Upgrade

Make the active node passive, go to the desktop of that node, and ensure that cluster
resources are offline.

Upgrading the Second Host

Run the Runtime installer on the host where the second data tier and Unwired Server to be
upgraded to SAP Mobile Platform 2.3 are located.

Verifying the Upgraded Cluster

Verify the functionality of the full cluster to ensure that the upgrade process has been
completely successful.

Preparing for the First Host Upgrade

Shut down Unwired Platform services on cluster nodes in an exact sequence and take cluster
resources offline on the active node.

1. Make sure the active data tier node is on the same host server as the primary Unwired

Server node.
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If it is not, use Failover Cluster Manager to move the cluster's File Server service to the
other data tier node.
2. Shut down the secondary Unwired Server — shut down services in this order:
a. Sybase Unwired Server
b. Sybase Control Center X.X
3. Shut down the primary Unwired Server — shut down services in this order:
a. Sybase Unwired Server
b. Sybase Control Center X.X
4. Go to the desktop of the active node.

5. In Failover Cluster Manager on the active node, make sure the following Unwired
Platform resources are offline:
» Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)
« Sybase Unwired CacheDB service (named SAP Mobile Platform CacheDB service in
SAP Mobile Platform 2.3)
» Sybase Unwired ClusterDB service (named SAP Mobile Platform ClusterDB service
in versions before SAP Mobile Platform 2.3)

« Sybase Unwired LogDataDB service (named SAP Mobile Platform LogDataDB
service in SAP Mobile Platform 2.3)

6. Proceed with the first host upgrade on the active node.

Upgrading the First Host

Run the Runtime installer on the system where the first Unwired Server and data tier to be
upgraded are located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

2. Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

3. Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase
Unwired Platform administrator.

4. Completing the Upgrade

Review the installation summary and launch the installation process.
5. \Verifying the Upgrade

Before proceeding, verify that the upgrade is successful.
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See also

Preparing for the Second Host Upgrade on page 161

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

For Windows 8 installations, verify that the Microsoft NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1

Start the installer using one of these methods:
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e Insert the SAP Mobile Platform Runtime installation media.

 Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase Unwired
Platform administrator.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1

Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.

You cannot change the installation directory in an upgrade.

Click Next on the installer panel that lists components that will be upgraded.

You cannot make changes in this list.

On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Enter the current user 1D for the Sybase Unwired Platform administrator in the first field.
Enter the current password for the Sybase Unwired Platform administrator user in the first
Password field, then enter it again in the second field to confirm, then click Next.
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Completing the Upgrade

Review the installation summary and launch the installation process.

1

On the summary information page, click Upgrade.

2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

Click Finish on the last installer panel, indicating successful completion.

If you changed the startup type of any services from Manual to Automatic in the Preparing
to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Verifying the Upgrade

Before proceeding, verify that the upgrade is successful.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

1

Check the upgrade log at SUP_ HOME\InstallLogs\SMPInstall. log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlat form directory. .

A search for "error" should not find anything.

Verify that these services are started:

e SAP Mobile Platform CacheDB

* SAP Mobile Platform ClusterDB

« SAP Mobile Platform LogDataDB

* SAP Mobile Server

* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

» SAP Control Center X.X

Verify that the SAP Mobile Server node you just upgraded is accessible from SAP Control
Center and that you can see the properties of that node.

Preparing for the Second Host Upgrade

Make the active node passive, go to the desktop of that node, and ensure that cluster resources
are offline.

1
2.
3.

Stop the SAP Mobile Platform services on the node that you just upgraded.
Fail over to the other node to make it active.

In Failover Cluster Manager or Cluster Administrator, make sure the following Unwired
Platform/SAP Mobile Platform resources are offline:
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4,

» Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)

« Sybase Unwired CacheDB service (named SAP Mobile Platform CacheDB service in
SAP Mobile Platform 2.3)

» Sybase Unwired ClusterDB service (named SAP Mobile Platform ClusterDB service
in SAP Mobile Platform 2.3)

» Sybase Unwired LogDataDB service (named SAP Mobile Platform LogDataDB
service in SAP Mobile Platform 2.3)

« Sybase Unwired SampleDB service (named SAP Mobile Platform SampleDB in SAP
Mobile Platform 2.3; not present in Enterprise Server Edition)

Go to the desktop of the new active node to begin the upgrade process on the second host.

See also

Upgrading the First Host on page 158

Upgrading the Second Host

Run the Runtime installer on the host where the second data tier and Unwired Server to be
upgraded to SAP Mobile Platform 2.3 are located.

Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP
Mobile Platform 2.3 is ready for you to begin the upgrade.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license
agreement.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase
Unwired Platform administrator.

Completing the Upgrade

Review the installation summary and launch the installation process.
Verifying the Upgrade

Before proceeding, verify that the upgrade is successful.

See also

Verifying the Upgraded Cluster on page 165
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Preparing to Upgrade

Ensure that the host on which you are upgrading Sybase Unwired Platform 2.2 to SAP Mobile
Platform 2.3 is ready for you to begin the upgrade.

1

In the Windows Services control panel, check the startup type of all services with names
that start with "Sybase." If any of these services are set to Manual, change the setting to
Automatic.

Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

Prevent virus scans from interfering.

You can either exclude the existing Unwired Platform installation directory from virus
scans or temporarily disable them.

Prevent system upgrades from interfering.

You can either exclude the existing Unwired Platform installation directory from system
upgrades or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

Verify that you have Administrator privileges on the upgrade target host.

Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The Sybase Unwired Platform services are: “Sybase Control Center” and all services with
names that begin with “Sybase Unwired...”

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Accepting the End-User License Agreement

Start the SAP Mobile Platform Runtime installer and accept the end user-license agreement.

1

Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.
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Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

» Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.

On the end-user license agreement page, select your country, accept the terms of the
license agreement and click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the Sybase Unwired
Platform administrator.

The directory below where the existing installation was detected is referred to as SUP_ HOME
in the rest of these upgrade instructions.

1

Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.

You cannot change the installation directory in an upgrade.

Click Next on the installer panel that lists components that will be upgraded.

You cannot make changes in this list.

On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Enter the current user 1D for the Sybase Unwired Platform administrator in the first field.
Enter the current password for the Sybase Unwired Platform administrator user in the first
Password field, then enter it again in the second field to confirm, then click Next.

Completing the Upgrade

Review the installation summary and launch the installation process.

1
2.

On the summary information page, click Upgrade.
Click Yesto continue when prompted about backup.
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If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

4. Ifyou changed the startup type of any services from Manual to Automatic in the Preparing

to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Verifying the Upgrade
Before proceeding, verify that the upgrade is successful.

In the location of the upgrade log file referenced below, SUP_HOME is the location of the
earlier installation that you upgraded (default is C: \Sybase\UnwiredPlatform)..

1. Check the upgrade log at SUP_ HOME\InstallLogs\SMPInstall.log, where
SUP_HOME is the installation directory for Sybase Unwired Platform 2.2, down to
include the UnwiredPlat form directory. .

A search for "error" should not find anything.
2. Verify that these services are started:
e SAP Mobile Platform CacheDB
e SAP Mobile Platform ClusterDB
e SAP Mobile Platform LogDataDB
* SAP Mobile Server
*  SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
e SAP Control Center X.X

3. Verify that the SAP Mobile Server node you just upgraded is accessible from SAP Control
Center and that you can see the properties of that node.

Verifying the Upgraded Cluster

Verify the functionality of the full cluster to ensure that the upgrade process has been
completely successful.

1. Froman SAP Mobile Server node, choose Start > (All) Programs> SAP > SAP Control
Center.

2. Make sure you can see both SAP Mobile Server nodes in the cluster.
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| SAP Control Center

Application  Perspective  View

Resource  Help

» (] Applications
» (21 Security
» (2 Hybrid Apps

Manitering

| SAP Mobile Platform Cluster || General |
v £ Incahost@iocalhost crunning)
‘Administer Mobile Servers that are members of this cluster.
413 Configuration

» (2 Domains SiReresn || st || stop | [ @ Restant | [ 00 suspend | [ @ Resume

v [ Servers || Server Hame Host Hame Server Type Heed Restart Cluster Role Status
» #5 myhostt (primary,running) [ myhostt myhostt Application Service Node  No Primary B running
» 3 myhost2 (secondany,running) [ myhosta rryhost2 Application Service Node | No Secondary [
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3. Select each SAP Mobile Server node and inspect the settings.

SAP

Application  Perspective  View

FEEEEEEST

Mobile Server Cluster Management View - localhost

| SAP Mobile Platform Cluster

All information should be filled in, with no error messages.

| SAP Control Center

Resource  Help

| | ceneral | properties |

¥ [ Iocalnost@localhost (unning)
412 Configuration

» (1) Domains

(11 Security
() Hybrid Apps

Review the current configuration of the SAP Mobile Server.

SAP Mabile Server Home

C\SAPMokilePlatiormiServersinwiredServer

Property Value

¥ (3 Servers Host myhast!
» 83 riyhost] (primany, runhing) Management Port 2000 B
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> (1 Applications ||| | version 230144

Replication-hased Synchronization Port 2480
i Monitoring Replication-barsedt Synchronization Frotocal Hitp fittps
& Manitoring Messaging-hased Synchranization Part 5001
Consolidated Database Host rydbhost -
Consolidated Database Port 5200
Hittp Ports 8000,5001

©2012, SAP AG. All rights reserved.

4. Take the resource group with the SAP Mobile Platform database services back online.

Next

Go to the SAP Software Download Center at https.//websmp209.sap-ag.de/swadc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.
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« If asupport package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

See also
»  Upgrading the Second Host on page 162

Upgrading Relay Servers

To upgrade Relay Servers that were installed with Unwired Platform version 2.2, you must
uninstall the Relay Server components on Web server hosts, and replace them with the
components supplied on the SAP Mobile Platform Runtime version 2.3 installation media.

When you upgrade an Unwired Platform system from version 2.2 to SAP Mobile Platform
version 2.3, upgrading existing Relay Servers (from version 12.0.1.3769 to 12.0.1.3817) is
optional.

1. Shut down the Relay Server.
a) Shut down the Web server application.
b) Shut down the Relay Server State Manager service.

2. Save the existing Relay Server configuration file (rs . config) for use with the new
Relay Server components.

3. Delete all Relay Server components installed on the Web server host.

* Onan lIS host, delete the wwwroot\ias relay server\ directory, including
all files and subdirectories.

e Onan Apache host, delete all Relay Server libraries and executables inthe modules\
directory, and all Relay Server components installed elsewhere on the Apache host.
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Upgrade

You perform a support package upgrade when you upgrade within the same major version
point number. For example, upgrading from version 2.3.2 to version 2.3.3.

Note: If for some reason the support package upgrade cannot be successfully completed, you
do not need to restore the previous installation before rerunning the upgrade. After you have
resolved the issue that blocked the upgrade, simply rerun the upgrade installer on the same

system.

Upgrading a Single-Server Installation

On the system where the single-server installation is installed, shut down all SAP Mobile
Platform services and run the support package upgrade installer.

Prerequisites

1

2.

Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.

Completing the Upgrade
Review the installation summary and launch the support package installation process.
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5. \Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you
can log into SAP Control Center, and that you can see the properties of the upgraded SAP
Mobile Server.

Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

1. Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable then.

2. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

3. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

4, Verify that you have Administrator privileges on the upgrade target host.

5. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.
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Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

» Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.

The directory below where the existing installation was detected is referred to as SMP_HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. On the database account information panel, enter the password for each database, then
click Next.

The default value at installation was "sql" for each of these databases.

3. Enter the current password for the SAP Mobile Platform user in the first Password field,
then enter it again in the second field to confirm, then click Next.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.
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4.

If you changed the startup type of any services from Manual to Automatic in the Preparing
to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the upgraded SAP Mobile
Server.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1

Check the upgrade log files.

A search for "error" in these files should not find anything:

* Installer log file, SMP HOME \InstallLogs
\SMPUpgrade.YYYY.MM.DDTHH.MM. SS.log

» Upgrade error log file, SMP HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM. SS.log

» Component log files, SMP HOME \InstallLogs\upgrade
\upgrade.component name..err

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

* SAP Mobile Server

e SAP Control Center X.X

e SAP Mobile Platform CacheDB

« SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)

Verify that you can log in to SAP Control Center.

From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the node you just upgraded is accessible from SAP Control Center and that you
can see the properties of that node.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.

If a support package is available for this version of SAP Mobile Platform:
1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.
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2. Afteryouhave upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

Upgrading a Simple Load-Balancing Cluster

Shut down the SAP Mobile Platform components in the cluster, then run the service package
upgrade on those nodes in a precise sequence.

Prerequisites

1. \erify that all nodes in your SAP Mobile Platform cluster are at the same version.

2. Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23 Worksheets.zip.

3. Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

1. Preparing Cluster Nodes for the Upgrade
Shut down SAP Mobile Platform services on cluster nodes in an exact sequence.
2. Upgrading the Data Tier

Run the Runtime support package upgrade installer on the system where the data tier to be
upgraded is located.

3. Upgrading SAP Mobile Server
Upgrade all of the SAP Mobile Server nodes in your cluster.
4. Verifying the Upgraded Cluster

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center,
and that you can inspect the settings for each.

Preparing Cluster Nodes for the Upgrade
Shut down SAP Mobile Platform services on cluster nodes in an exact sequence.

1. Shut down the SAP Mobile Server service on each scale-out node.
2. Shut down the secondary SAP Mobile Server — shut down services in this order:
a. SAP Mobile Server
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b. SAP Control Center X.X

c. SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
3. Shut down the primary SAP Mobile Server — shut down services in this order:

a. SAP Mobile Server

b. SAP Control Center X.X

c. SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
4. Shut down the data tier server — shut down these services, in any order:

* SAP Mobile Platform CacheDB service

e SAP Mobile Platform ClusterDB service

e SAP Mobile Platform LogDataDB service

Upgrading the Data Tier

Run the Runtime support package upgrade installer on the system where the data tier to be
upgraded is located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

2. Starting the Support Package Upgrade

Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options

Accept the installation directory and enter database passwords.
4. Completing the Upgrade

Review the installation summary and launch the support package installation process.
5. \Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.

See also
*  Upgrading SAP Mobile Serveron page 177

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

1. Shut down all SAP Mobile Server nodes in the cluster.
2. Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable then.
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3. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

4. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

5. Verify that you have Administrator privileges on the upgrade target host.

6. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

7. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

8. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

* Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_ ), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

« On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.
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Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options
Accept the installation directory and enter database passwords.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1. Check the upgrade log files.
A search for "error" in these files should not find anything:

 Installer log file, SMP_HOME \InstallLogs
\SMPUpgrade.YYYY.MM. DDTHH.MM. SS.log

» Upgrade error log file, SMP HOME \Installlogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM.SS.1log

» Component log files, SMP HOME \InstallLogs\upgrade
\upgrade. component name..err

2. Verify that these services are started:
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* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Upgrading SAP Mobile Server
Upgrade all of the SAP Mobile Server nodes in your cluster.

Perform this task on each SAP Mobile Server node in the cluster, in this sequence:

 First, upgrade the primary SAP Mobile Server node.

» Next, upgrade the secondary SAP Mobile Server node. If you have more than one
secondary server, you may upgrade them in any order.

Note: Do not begin upgrading the secondary servers until the primary server has completely
restarted all its services after being upgraded.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to
begin the support package upgrade.

2. Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options

Accept the installation directory, and enter user IDs and passwords for databases and the
SAP Mobile Platform administrator.

4. Completing the Upgrade
Review the installation summary and launch the support package installation process.
5. Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you
can log in to SAP Control Center, and that you can see the properties of the SAP Mobile
Server and connect to the data tier.

See also
e Upgrading the Data Tieron page 174
o \Verifying the Upgraded Cluster on page 180

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to begin
the support package upgrade.

1. Prevent backups from interfering.
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You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

2. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

3. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

4. Verify that you have Administrator privileges on the upgrade target host.

5. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.
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Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options
Accept the installation directory, and enter user IDs and passwords for databases and the SAP
Mobile Platform administrator.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

3. Enter the current password for the SAP Mobile Platform user in the first Password field,
then enter it again in the second field to confirm, then click Next.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the SAP Mobile Server and
connect to the data tier.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

Note: Steps 3, 4, and 5 below can only be performed from an application server node.

1. Check the upgrade log files.
A search for "error" in these files should not find anything:
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* Installer log file, SMP HOME \InstallLogs
\SMPUpgrade. YYYY.MM. DDTHH.MM. SS.log

» Upgrade error log file, SMP HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM.SS.1log

» Component log files, SMP_HOME \InstallLogs\upgrade
\upgrade.component name..err

2. Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

e SAP Control Center X.X (not present on scale-out nodes)
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

3. Verify that you can log in to SAP Control Center.
From Windows, select Start > (All) Programs > SAP > SAP Control Center.

4. Verify that the node you just upgraded is accessible from SAP Control Center and that you
can see the properties of that node.

5. Verify that you can connect to the data tier.

Verifying the Upgraded Cluster

Verify that you can see all SAP Mobile Server nodes in the cluster in SAP Control Center, and
that you can inspect the settings for each.

Note: Steps 1, 2, and 3 can only be performed from an application server node.

1. Froman SAP Mobile Server node, choose Start > (All) Programs> SAP > SAP Control
Center.

2. Make sure you can see both SAP Mobile Server nodes in the cluster.
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3. Select each SAP Mobile Server node and inspect the settings.

Application  Perspective  View

FEEEEEEST

Mobile Server Cluster Management View - localhost

| SAP Mobile Platform Cluster

All information should b

| SAP Control Center

Resource  Help

e filled in, with no error messages.

| | ceneral | properties |

¥ [ Iocalnost@localhost (unning)
412 Configuration

» (1) Domains

(11 Security
() Hybrid Apps

Review the current configuration of the SAP Mobile Server.
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©2012, SAP AG. All rights reserved.

Next

Go to the SAP Software Download Center at Attps.//websmp209.sap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.
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If a support package is available for this version of SAP Mobile Platform:

1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

If no support package is available, continue now with postinstallation tasks in Completing

New and Upgrade Installations in Landscape Design and Integration.

See also

Upgrading SAP Mobile Serveron page 177

Upgrading a Standard Microsoft Failover Cluster

Shut down the SAP Mobile Platform components in the cluster, then run the service package
upgrade on those nodes in a precise sequence.

Prerequisites

1
2.

3.

Verify that all nodes in your SAP Mobile Platform cluster are at the same version.
Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing for the First Data Tier Upgrade

Shut down SAP Mobile Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

Upgrading the First Data Tier

Run the Runtime service package upgrade installer on the system where the first data tier
to be upgraded is located.

Preparing for the Second Data Tier Upgrade

Make the passive node active, go to the desktop of that node, and ensure that cluster
resources are offline.

Upgrading the Second Data Tier

Run the Runtime support package upgrade installer on the system where the second data
tier to be upgraded is located.
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5. Preparing for SAP Mobile Server Upgrades

Bring data tier services back online.
6. Upgrading SAP Mobile Server

Upgrade all of the SAP Mobile Server nodes in your cluster.
7. \Verifying the Upgraded Cluster

When you have completed upgrading and verifying all the individual cluster nodes, verify
the functionality of the full cluster to ensure that the support package upgrade process has
been completely successful.

Preparing for the First Data Tier Upgrade

Shut down SAP Mobile Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

1. Shut down the SAP Mobile Server service on each scale-out node.
2. Shut down the secondary SAP Mobile Server — shut down services in this order:
a. SAP Mobile Server
b. SAP Control Center X.X
c. SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
3. Shut down the primary SAP Mobile Server — shut down services in this order:
a. SAP Mobile Server
b. SAP Control Center X. X
c. SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
4. In Failover Cluster Manager or Cluster Administrator on the active node, make sure the
following SAP Mobile Platform resources are offline:
« Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)
* SAP Mobile Platform CacheDB service
e SAP Mobile Platform ClusterDB service
e SAP Mobile Platform LogDataDB service

Upgrading the First Data Tier

Run the Runtime service package upgrade installer on the system where the first data tier to be
upgraded is located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

2. Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
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3. Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.
4. Completing the Upgrade

Review the installation summary and launch the support package installation process.
5. Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.

See also
Preparing for the Second Data Tier Upgrade on page 186

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

1. Shut down all SAP Mobile Server nodes in the cluster.
2. Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable then.

3. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

4, To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

5. Verify that you have Administrator privileges on the upgrade target host.
6. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

7. 1f User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

8. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been

enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.
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Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options
Accept the installation directory and enter passwords for databases.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.
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If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1. Check the upgrade log files.
A search for "error" in these files should not find anything:

* Installer log file, SMP HOME \InstallLogs
\SMPUpgrade.YYYY.MM.DDTHH.MM.SS.log

» Upgrade error log file, SMP HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM. SS.1log

» Component log files, SMP HOME \InstallLogs\upgrade
\upgrade.component name..err

2. Verify that these services are started:

* SAP Mobile Platform CacheDB

* SAP Mobile Platform ClusterDB

* SAP Mobile Platform LogDataDB

Preparing for the Second Data Tier Upgrade

Make the passive node active, go to the desktop of that node, and ensure that cluster resources
are offline.

1. While you are still on the active data tier node that you just upgraded, fail over to the other
node make it active.

2. Go to the desktop of the new active node to begin the upgrade process on the second data
tier.

3. In Failover Cluster Manager or Cluster Administrator on the active node, make sure the
following SAP Mobile Platform resources are offline:
e SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

See also
e Upgrading the First Data Tieron page 183

186 SAP Mobile Platform



CHAPTER 9: Performing a Support Package Upgrade

Upgrading the Second Data Tier

Run the Runtime support package upgrade installer on the system where the second data tier to
be upgraded is located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

2. Starting the Support Package Upgrade

Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.
4. Completing the Upgrade

Review the installation summary and launch the support package installation process.
5. Verifying the Upgrade

Check for errors in the upgrade log and verify that database services are functioning.

See also
»  Preparing for SAP Mobile Server Upgrades on page 189

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

1. Shut down all SAP Mobile Server nodes in the cluster.
2. Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable then.

3. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

4. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

5. Verify that you have Administrator privileges on the upgrade target host.

6. Shutdown all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.
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Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

. If User Access Control (UAC) is present in the version of Windows where you are

installing, disable it. Restart the system for this change to take effect.

. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been

enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade

Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory

where the existing installation was detected.
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You cannot change the installation directory in an upgrade.
2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade
Check for errors in the upgrade log and verify that database services are functioning.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1. Check the upgrade log files.

A search for "error" in these files should not find anything:

* Installer log file, SMP HOME \InstallLogs
\SMPUpgrade. YYYY.MM.DDTHH.MM. SS. log

» Upgrade error log file, SMP_HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM.SS.1log

» Component log files, SMP HOME \InstallLogs\upgrade
\upgrade.component name..err

2. Verify that these services are started:

* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB

Preparing for SAP Mobile Server Upgrades
Bring data tier services back online.

In Failover Cluster Manager or Cluster Administrator, bring the resource group containing the
database services back online.

See also
» Upgrading the Second Data Tieron page 187
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Upgrading SAP Mobile Server

Upgrade all of the SAP Mobile Server nodes in your cluster.

Perform this task on each SAP Mobile Server node in the cluster, in this sequence:

 First, upgrade the primary SAP Mobile Server node.

» Next, upgrade the secondary SAP Mobile Server node. If you have more than one
secondary server, you may upgrade them in any order.

Note: Do not begin upgrading the secondary servers until the primary server has completely
restarted all its services after being upgraded.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to
begin the support package upgrade.

2. Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options

Accept the installation directory, and enter user IDs and passwords for databases and the
SAP Mobile Platform administrator.

4. Completing the Upgrade
Review the installation summary and launch the support package installation process.
5. Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you
can log in to SAP Control Center, and that you can see the properties of the SAP Mobile
Server and connect to the data tier.

See also
o \Verifying the Upgraded Cluster on page 193

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to begin
the support package upgrade.

1. Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

2. Prevent system upgrades from interfering.
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You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

3. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

4. Verify that you have Administrator privileges on the upgrade target host.

5. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

< Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.
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2. On the installer welcome page, click Next.

Selecting Upgrade Options
Accept the installation directory, and enter user IDs and passwords for databases and the SAP
Mobile Platform administrator.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
You cannot change the installation directory in an upgrade.

2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

3. Enter the current password for the SAP Mobile Platform user in the first Password field,
then enter it again in the second field to confirm, then click Next.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

Verifying the Upgrade

Check for errors in the upgrade log, and verify that key services are functioning, that you can
log into SAP Control Center, and that you can see the properties of the SAP Mobile Server and
connect to the data tier.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform).

Note: Steps 3, 4, and 5 below can only be performed from an application server node.

1. Check the upgrade log files.

A search for "error" in these files should not find anything:
* Installer log file, SMP HOME \InstallLogs
\SMPUpgrade.YYYY.MM.DDTHH.MM.SS.1log

» Upgrade error log file, SMP HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM.SS.1log
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» Component log files, SMP HOME \InstallLogs\upgrade
\upgrade. component name..err

Verify that these services are started automatically, otherwise, you must start them
manually. Open the Services panel from Windows Control Panel and check the start-up
state for:

e SAP Control Center X.X (not present on scale-out nodes)
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Mobile Server

Verify that you can log in to SAP Control Center.
From Windows, select Start > (All) Programs > SAP > SAP Control Center.

Verify that the node you just upgraded is accessible from SAP Control Center and that you
can see the properties of that node.

Verify that you can connect to the data tier.

Verifying the Upgraded Cluster

When you have completed upgrading and verifying all the individual cluster nodes, verify the
functionality of the full cluster to ensure that the support package upgrade process has been
completely successful.

Note: Steps 1, 2, and 3 can only be performed from an application server node.

1
2.

Take the resource group with the SAP Mobile Platform database services back online.

From an SAP Mabile Server node, choose Start > (All) Programs> SAP > SAP Control
Center.

Make sure you can see both SAP Mobile Server nodes in the cluster.
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| SAP Control Center
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4. Select each SAP Mobile Server node and inspect the settings.
All information should be filled in, with no error messages.
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Hittp Ports 8000,5001
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See also
*  Upgrading SAP Mobile Serveron page 190
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Upgrading a Microsoft Failover Cluster with Shared Hosts

Shut down the SAP Mobile Platform components in the cluster, then run the service package
upgrade on those nodes in a precise sequence.

Prerequisites

1
2.

3.

Verify that all nodes in your SAP Mobile Platform cluster are at the same version.
Complete the worksheet for your chosen scenario. Obtain the Excel workbook file with the
scenario worksheets by clicking: ../misc/SMP23_Worksheets.zip.

Back up your existing installation. See Backup and Recovery of SAP Mobile Platformin
System Administration.

Task

Preparing for the First Host Upgrade

Shut down SAP Mobile Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

Upgrading the First Host

Run the Runtime service package upgrade installer on the system where the first SAP
Mobile Server and data tier to be upgraded are located.

Preparing for the Second Host Upgrade

Make the active node passive, go to the desktop of that node, and ensure that cluster
resources are offline.

Upgrading the Second Host

Run the Runtime service package upgrade installer on the host where the second data tier
and SAP Mobile Server to be upgraded are located.

Verifying the Upgraded Cluster

Verify the functionality of the full cluster to ensure that the service package upgrade
process has been completely successful.

Preparing for the First Host Upgrade

Shut down SAP Mobile Platform services on cluster nodes in an exact sequence and take
cluster resources offline on the active node.

1. Make sure the active data tier node is on the same host server as the primary SAP Mobile

Server node.
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6.

If it is not, use Failover Cluster Manager to move the cluster's File Server service to the
other data tier node.

Shut down the secondary SAP Mobile Server — shut down services in this order:
a. SAP Mobile Server

b. SAP Control Center X.X

Shut down the primary SAP Mobile Server — shut down services in this order:
a. SAP Mobile Server

b. SAP Control Center X.X

Go to the desktop of the active node.

In Failover Cluster Manager on the active node, make sure the following SAP Mobile
Platform resources are offline:

» Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)
* SAP Mobile Platform CacheDB service

e SAP Mobile Platform ClusterDB service

e SAP Mobile Platform LogDataDB service

Proceed with the first host upgrade on the active node.

Upgrading the First Host

Run the Runtime service package upgrade installer on the system where the first SAP Mobile
Server and data tier to be upgraded are located.

1. Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.
2. Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options
Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.
4. Completing the Upgrade
Review the installation summary and launch the support package installation process.
5. \Verifying the Upgrade
Before proceeding, verify that the service package upgrade is successful.
See also

Preparing for the Second Host Upgrade on page 199
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Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Platform is ready for you to
begin the upgrade.

1. Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable then.

2. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

3. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

4. Verify that you have Administrator privileges on the upgrade target host.

5. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.

Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

< Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).
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2.

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

* On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

On the installer welcome page, click Next.

Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1

Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.

You cannot change the installation directory in an upgrade.

On the database account information panel, enter the password for each database.
The default value at installation was "sql™ for each of these databases.

Enter the current password for the SAP Mobile Platform user in the first Password field,
then enter it again in the second field to confirm, then click Next.

Completing the Upgrade

Review the installation summary and launch the support package installation process.

1
2.

On the summary information page, click Upgrade.
Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

Click Finish on the last installer panel, indicating successful completion.

If you changed the startup type of any services from Manual to Automatic in the Preparing
to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Verifying the Upgrade

Before proceeding, verify that the service package upgrade is successful.
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In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1. Check the upgrade log files.
A search for "error" in these files should not find anything:

Installer log file, SMP HOME \InstallLogs
\SMPUpgrade.YYYY.MM.DDTHH.MM.SS.1log

Upgrade error log file, SMP HOME \InstallLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM.SS.1log

Component log files, SMP HOME \InstallLogs\upgrade
\upgrade.component name..err

Verify that these services are started:

SAP Mobile Platform CacheDB

SAP Mobile Platform ClusterDB

SAP Mobile Platform LogDataDB

SAP Mobile Server

SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
SAP Control Center X.X

Verify that the SAP Mobile Server node you just upgraded is accessible from SAP Control
Center and that you can see the properties of that node.

Preparing for the Second Host Upgrade

Make the active node passive, go to the desktop of that node, and ensure that cluster resources
are offline.

1. Stop the SAP Mobile Platform services on the node that you just upgraded.
2. Fail over to the other node to make it active.

In Failover Cluster Manager or Cluster Administrator, make sure the following Unwired
Platform/SAP Mobile Platform resources are offline:

3.

Afaria Database service (available with Unwired Platform version 1.5.2 or earlier)
SAP Mobile Platform CacheDB service

SAP Mobile Platform ClusterDB service

SAP Mobile Platform LogDataDB service

SAP Mobile Platform SampleDB service; not present in Enterprise Server Edition)

4. Go to the desktop of the new active node to begin the upgrade process on the second host.

See also
Upgrading the First Host on page 196
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Upgrading the Second Host

Run the Runtime service package upgrade installer on the host where the second data tier and
SAP Mobile Server to be upgraded are located.

1. Preparing to Upgrade

Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to
begin the support package upgrade.

2. Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.
3. Selecting Upgrade Options

Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.

4. Completing the Upgrade

Review the installation summary and launch the support package installation process.
5. Verifying the Upgrade

Before proceeding, verify that the service package upgrade is successful.

See also
» \Verifying the Upgraded Cluster on page 203

Preparing to Upgrade
Ensure that the host on which you are upgrading SAP Mobile Server is ready for you to begin
the support package upgrade.

1. Prevent backups from interfering.

You can either exclude the existing Unwired Platform installation directory from backups
or temporarily disable then.

2. Prevent system upgrades from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
system upgrades or temporarily disable them.

3. To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).

See Intrusion Detection and Protection Requirementsin Landscape Design and
Integration.

4. Verify that you have Administrator privileges on the upgrade target host.

5. Shut down all Sybase and SAP software, Sybase and SAP processes, and associated third-
party processes running on the installation target host and all server nodes.
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Use the Services panel from Windows Control Panel to verify that services are stopped.
The SAP Mobile Platform services are: “SAP Control Center” and all services with names
that begin with “SAP Mobile...”

6. If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart the system for this change to take effect.

7. For Windows 8 installations, verify that the Microsoft .NET Framework 3.5 has been
enabled before starting the upgrade. If not enabled, you must manually enable the .NET
Framework 3.5 from the Windows Features control panel applet before upgrading the SAP
Mobile Platform Runtime.

Starting the Support Package Upgrade
Download and start the SAP Mobile Platform Runtime service package upgrade installer.

1. Start the installer using one of these methods:

¢ Insert the SAP Mobile Platform Runtime installation media.

« Install from a Web download. Extract all the archive files to the same temporary
directory on a local disk, not a shared drive.

Note: Use a short path, preferably a folder directly below the root directory, such as
C:\temp. The path can include only ASCII alphanumeric characters, underscore (
_), hyphen ( -), and period (.) (two consecutive period characters are not allowed).

 Install from an image on the network. You must access the installation image from a
mapped drive, not a UNC path.

Browse to the location of the setup . exe file, and:

e On Windows 7, Windows 8, and Windows Server 2008 R2, right-click the
setup.exe file and select Run as Administrator.

e On earlier supported versions of Windows, double-click the setup . exe file.

Note: The installer displays an "Initializing wizard..." message while it verifies the
integrity of the installation image. It may take a few minutes for the first installer panel to
display.

2. On the installer welcome page, click Next.

Selecting Upgrade Options
Accept the installation directory and enter passwords for databases and the SAP Mobile
Platform administrator.

The directory below where the existing installation was detected is referred to as SMP HOME
in the rest of these upgrade instructions.

1. Click Next to begin the upgrade installation of SAP Mobile Platform in the directory
where the existing installation was detected.
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You cannot change the installation directory in an upgrade.
2. On the database account information panel, enter the password for each database.
The default value at installation was "sql" for each of these databases.

3. Enter the current password for the SAP Mobile Platform user in the first Password field,
then enter it again in the second field to confirm, then click Next.

Completing the Upgrade
Review the installation summary and launch the support package installation process.

1. On the summary information page, click Upgrade.
2. Click Yesto continue when prompted about backup.

If you have not completed a full backup, click No to exit the upgrade and perform the
backup before proceeding.

3. Click Finish on the last installer panel, indicating successful completion.

4. If you changed the startup type of any services from Manual to Automatic in the Preparing
to Upgrade task for this upgrade installer run, change the startup type for those services
back to Manual before continuing.

Verifying the Upgrade
Before proceeding, verify that the service package upgrade is successful.

In the location of the log files referenced below, SMP HOME is the location of the earlier
installation that you upgraded (default is C: \SAP\MobilePlatform)..

1. Check the upgrade log files.
A search for "error" in these files should not find anything:
 Installer log file, SMP_HOME \InstallLogs
\SMPUpgrade.YYYY.MM.DDTHH.MM. SS.1log
» Upgrade error log file, SMP HOME \InstalllLogs\upgrade
\upgrade.YYYY.MM.DDTHH.MM. SS.1log
» Component log files, SMP HOME \InstalllLogs\upgrade
\upgrade.component name..err
2. Verify that these services are started:
* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB
* SAP Mobile Server
* SAP Mobile Platform SampleDB (not present in Enterprise Server Edition)
* SAP Control Center X.X
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3. Verify that the SAP Mobile Server node you just upgraded is accessible from SAP Control

Center and that you can see the properties of that node.

Verifying the Upgraded Cluster

Verify the functionality of the full cluster to ensure that the service package upgrade process
has been completely successful.

1

3.

From an SAP Mobile Server node, choose Start > (All) Programs> SAP > SAP Control
Center.

Make sure you can see both SAP Mobile Server nodes in the cluster.

SAP’ | SAP Control Center

Application  Perspeclive  View  Resource  Help

BEEREEHEED

Mobile Server Cluster Management View - localhost

| SAP Mobile Platform Cluster || General |
v £ lncalhost@lacalhost trunning)
Administer Mobile Servers that are members of this cluster.
42 Configuration
(2] Dornains ofiRefresh | | pestant || stop || & Restart || 00 Suspend | | (G Resume |
v £7Servers [] [server ttama Host Hame Server Type Weed Restart Cluster Role status
» €3 myhosti (primary,running) ] mynosti myhosti Applcation Service tode N Primary B runing
» ¥ myhosiz (secondary,running) (] myhost2 myhost2 Aapplication Service Mode  No Secondary B ruming
» () Applications
» (] Security 1
» (] Hyhrid Apps
& Moritaring
< [ |

©2012, SAP AG. All rights reserved,

Select each SAP Mobile Server node and inspect the settings.
All information should be filled in, with no error messages.
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" | SAP Control Center

Application Perspective  View

Default

Resource

Help

L Pl

| | SAP Mobile Platform Cluster

¥ [§ localhost@localhost (running)

?&éCDHﬂQUT‘aUDI’V

» 1) Domaing

¥ 3 5ervers
- # mytiost (primary,running)
83 miyhost (secondaty,running

w1 Applications

» (2] Security

» (L Hybrid Apps
Manitoring

£ Monitoring

General | Properties

Review the current configuration of the SAP Mobile Server.

Property

Host

Managemert Port

Secure Management Port

ersion

SA4P Mohile Server Home
Replication-hased Synchranization Part
Replication-hased Synchronization Pratocal
Messaging-hased Synchronization Port
Consolidated Database Host
Consalidated Datakase Part

Hitp Ports

Value
myhost!
2000

2001
230144
CSAPMokilePlatformtServersilinwiredServer
2480

Fitp it
5001
mydbhost
5200

000,500

©2012, SAP AG. All rights reserved.

4. Take the resource group with the SAP Mobile Platform database services back online.

Next

Go to the SAP Software Download Center at Aftps.//websmpZ209.s5ap-ag.de/swdc (requires an
S-user ID with SWDOWNLAD Software download authorization, provided by the Super
Administrator for your SAP products) and locate the Support Packages and Patches page for
the version of SAP Mobile Platform to which you have just upgraded.

« If asupport package is available for this version of SAP Mobile Platform:
1. Use the Readme for the support package to upgrade your SAP Mobile Platform
installation to the support package version.

2. Afteryou have upgraded to the support package version, continue with postinstallation
tasks in Completing New and Upgrade Installations in Landscape Design and
Integration.

« Ifnosupport package is available, continue now with postinstallation tasks in Completing
New and Upgrade Installations in Landscape Design and Integration.

See also
o Upgrading the Second Host on page 200
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Uninstall SAP Mobile Platform server components before reinstalling them.

Uninstall nodes in SAP Mobile Platform clusters in this order:

First: SAP Mobile Server scale-out nodes, if present

Second: secondary SAP Mobile Server (installed as application server) node
Third: primary SAP Mobile Server (installed as application server) node
Last: data tier nodes (active first, in Microsoft Failover Cluster)

Planning for Reinstallation

If you plan to reinstall SAP Mabile Platform in the same location after you have
uninstalled it, follow these guidelines.

Preparing to Uninstall

Ensure that the host on which you are uninstalling SAP Mobile Platform is ready for you to
begin the uninstallation.

Uninstalling SAP Mobile Platform Servers

Use the Windows Control Panel to uninstall SAP Mobile Platform Runtime server
components.

Planning for Reinstallation

If you plan to reinstall SAP Mobile Platform in the same location after you have uninstalled it,
follow these guidelines.

To avoid problems with reinstallation after you have uninstalled SAP Mobile Platform:

In clusters, to uninstall and reinstall all server nodes without reinstalling the data tier,
uninstall and reinstall each server node in sequence.

If you uninstall all server nodes before reinstalling the first server node, you will have to
reinstall the full SAP Mobile Platform cluster, including the data tier.

When you have finished uninstalling SAP Mobile Platform on a particular server, make
sure you complete the last step of the procedure, manually removing any folders and files
that remain.

This includes any database files and transaction logs that you have installed in locations
that are not under the SMP_HOME installation directory.
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Preparing to Uninstall

Ensure that the host on which you are uninstalling SAP Mobile Platform is ready for you to
begin the uninstallation.

1

If SAP® Data Orchestration Engine Connector is present, use the SAP Control Center
console to remove any DOE-C packages.
See Deploy in SAP Control Center for SAP Mobile Platform.

While SAP Mobile Server is running, uninstall any other SAP products that require SAP
Mobile Platform to be installed first.

This includes products such as:

» SAP® Data Orchestration Engine Connector

e SAP Mobile Sales for SAP CRM

* SAP Mobile Workflow for SAP Business Suite

See the product-specific /nstallation Guide for instructions.

Shut down all SAP software, SAP processes, and associated third-party processes running
on the host.
a) For single-server uninstallation:
1. Shut down SAP Mobile Server.
2. Ensure that all services with names beginning with "SAP" are stopped.
3. Ensure that the OpenDS service is stopped, if present.
b) For Cluster uninstallation:
1. For SAP Mobile Server uninstallation:
a. Shut down SAP Mobile Server.
b. Ensure that all services with names beginning with "SAP" are stopped.
¢. Ensure that the OpenDS service is stopped, if present.
Exception: When uninstalling SAP Mobile Server from a Microsoft Failover
Cluster with shared hosts, leave these database services running:
e SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
e SAP Mobile Platform LogDataDB
2. For data tier uninstallation:
a. Shut down all database services:
* SAP Mobile Platform CacheDB
* SAP Mobile Platform ClusterDB
* SAP Mobile Platform LogDataDB
b. Ensure that all services with names beginning with "SAP" are stopped.
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Open the Windows Services panel to confirm services are stopped. You may need to
manually stop any SAP Mobile Platform services that are still running.

Move or copy any user-created files and log files that you want to keep, from the SAP
Mobile Platform installation directories to another location.

If you plan to reinstall SAP Mobile Platform, preserve data by backing up the SAP Mobile
Platform databases.

See Operational Maintenance in System Administration.

Prevent backups from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from
backups or temporarily disable them.

Prevent virus scans from interfering.

You can either exclude the existing SAP Mobile Platform installation directory from virus
scans or temporarily disable them.

Uninstalling SAP Mobile Platform Servers

Use the Windows Control Panel to uninstall SAP Mobile Platform Runtime server
components.

Prerequisites
Confirm all preparation tasks are complete.

Task

1

o &~ W DN

From the Control Panel, begin removing the program.
This starts the uninstaller.

In the welcome window, click Next.

Select the components to remove, and click Next.

Review the list of components to remove, then click Uninstall.
Click Finish when you see:

The InstallShield wizard has successfully uninstalled SAP
Mobile Platform ...

Delete any folders and files remaining in the SAP Mobile Platform installation directory.

If you cannot delete the SAP Control Center installation directory (by default, C: \SAP
\SCC-XX), see Troubleshooting Uninstallation.

Restart the system to ensure deleted files and folders are flushed from the file system.
Verify that all files and folders have been removed from the installation directory.
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CHAPTER 11  Scripting Silent Installation,

Upgrade, or Uninstallation

You can automate installation, upgrading, or uninstallation of SAP Mobile Platform Runtime
server components by specifying settings in a text file, then running a script that silently runs
the SAP Mobile Platform Runtime installer or uninstaller.

Silent Installation or Upgrade

Usethe SilentInstall Win.bat scripttoautomate the installation or upgrade process.
The SAP Mobile Platform Runtime installer runs silently, taking input from the
SilentInstall Win.txt file.

The silent installation capability allows you to perform any particular type of SAP Mobile
Platform Runtime installation or upgrade, without entering information through the installer
interface. There is no difference in the scripting process between a silent installation and a
silent upgrade.

Configure installer settings ina SilentInstall Win.txt file.

Run the installer from the command prompt, using the SilentInstall Win.bat
script.

Each type of installation requiresa SilentInstall Win.txt file, with one or more
settings that are required to perform the installation. For example, different settings
perform a single-node installation, or one of three types of installation required for a
clustered system.

Comment out all unused configurations (for example, Data Tier Configuration) in the
silent installation script.

If User Access Control (UAC) is present in the version of Windows where you are
installing, disable it. Restart Windows for the change to take effect.

Note: The SAP Mobile Platform Runtime installer can install only server components. The
SAP Mobile SDK requires a different installer.

1. Planning a Silent Installation or Upgrade

Review the content of the default SilentInstall_Win.txt file and determine what changes
you must make for the type of SAP Mobile Platform server installation or upgrade you
want to automate.

2. Modifying Properties in the Silentinstall Win.txt File
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Edit a separate copy of the default SilentInstall_Win.txt configuration file for each type of
SAP Mobile Platform Runtime server installation you want to automate.

3. Running a Silent Installation or Upgrade

Make sure you have the correct version of the modified SilentInstall_Win.txt file in the
installer image, then run the Silentlnstall_Win.bat script from a command prompt.

Planning a Silent Installation or Upgrade

Review the content of the default SilentInstall Win.txt file and determine what
changes you must make for the type of SAP Mobile Platform server installation or upgrade
you want to automate.

1. Locatethe SilentInstall Win.batscriptandSilentInstall Win.txt file
in the root directory of the SAP Mobile Platform Runtime installation media.

2. If you cannot modify those files on the installation media, create a copy of the installer
image in a location from which you can run the installer.

3. Use a text editor to open the SilentInstall Win.txt file, and review the current
settings.

Comments preceding each group of settings describe the valid options, and any special
requirements for the entry.

4. Determine what changes you want to make in the installation settings.

For example, you may want to match non-default port number assignments used in an
existing installation.

Modifying Properties in the Silentinstall Win.txt File

Edit a separate copy of the default SilentInstall Win.txt configuration file for each
type of SAP Mobile Platform Runtime server installation you want to automate.

1. From the root directory of the installer image, use a text editor to open
SilentInstall Win.txt.

2. Make the changes you have determined are necessary.
3. Save your changes.

If you are preparing to run several types of silent installation, say for different types of
cluster nodes, save the configuration file with a unique name, or in a separate folder.

Note: When you run a silent installation, the configuration file must be named
SilentInstall Win.txt,anditmustbe located inthe rootdirectory of the installer
image.
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Running a Silent Installation or Upgrade

Make sure you have the correct version of the modified SilentInstall Win.txtfilein
the installer image, then runthe SilentInstall Win.bat script from a command
prompt.

Prerequisites

1

Shut down the same processes on the target host as you would if you were running the
installer manually. See the chapter in this guide that covers the type of installation you are
automating.

For upgrades, prevent backups and virus scans from interfering with the upgrade. You can
either exclude the SAP Mobile Platform installation directory from backups and virus
scans, or temporarily disable them.

To accommodate SAP Mobile Platform internal communications, you may need to
reconfigure intrusion detection/prevention systems (either hardware- or software-based).
See the SAP Mobile Platform Landscape Design and Integration guide.

Run the installation script as an administrator on Windows 7, Windows 8, and Windows
Server 2008 R2.

Task

1

For each type of installation you want to automate, perform a trial run of these instructions
using your modified SilentInstall Win.txt configuration files, on a temporary
or test server host.
Confirm that each modified configuration file produces the desired installation outcome,
before you proceed with silent installation on an actual target host.
Confirm that the root directory of the installer image contains the correct version of the
SilentInstall Win.txt configuration file that you modified for a particular
installation type.
From a command prompt on the installation target host, navigate to the root directory of
the installer image and launch the silent installation script:
SilentInstall Win.bat
Check the log files for errors.
» Errors that cause a silent installation to fail before the installation directories are
created are logged in ¢SystemDrive$\SMPInstall.log.
« Errors encountered after the installation destination is created are logged in
SMP HOME\InstallLogs\SMPInstall.logq.

Repeat these steps on different servers for each type of installation you are automating.
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For cluster installations, install servers in the same sequence you would if you were
running the installer manually. See the /nstalling SAP Mobile Platform... chapter in this
guide for the cluster installation scenario you are automating.

Silent Uninstallation

Usethe SilentUninstall Win.bat scripttoautomate the uninstallation process. The
SAP Mobile Platform Runtime uninstaller runs silently, taking input from the
SilentUninstall Win.txt file.

The silent uninstallation capability allows you to perform selective uninstallation of SAP
Mobile Platform Runtime server components, without entering information through the
uninstaller interface.

* You control which SAP Mobile Platform Runtime components are uninstalled with
settingsina SilentUninstall Win.txt file. The default settings remove all SAP
Mobile Platform Runtime server components on the target host.

* Run the uninstaller from the command prompt, using the
SilentUninstall Win.bat script.

« Each uninstallation that removes a different combination of SAP Mobile Platform
Runtime server components requires a separate SilentUninstall Win.txt file.

When you run a silent installation, the SilentUninstall Win.bat scriptand
SilentUninstall Win.txt configuration file are copied to the SMP HOME
\Uninstallers\MobilePlatform\ directory.

Note: If you used a silent installation to install Unwired Platform 2.2.x, and then upgraded to
SAP Mobile Platform 2.3, the SilentUninstall Win.bat scriptand
SilentUninstall Win.txt configuration file are now in SMP_ HOME
\Uninstallers\UnwiredPlatform\.

If you did not run a silent installation, you must:

» Copy those files to the location above (to SMP HOME\Uninstallers
\UnwiredPlatform\ if original installation was Unwired Platform 2.2.x) from the
SAP Mobile Platform Runtime installation media root directory.

Note: The SAP Mobile Platform Runtime uninstaller can only uninstall server components.
The SAP Mobile SDK requires a different uninstaller.

1. Planning a Silent Uninstallation

Move and modify the SilentUninstall_Win.bat file, then review the content of the default
SilentUninstall_Win.txt file and determine what changes you must make to selectively
remove SAP Mobile Platform Runtime components in the uninstallation.

2. Modifying Properties in the SilentUninstall Win.txt File
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Edit a separate copy of the default SilentUninstall_Win.txt configuration file for each type
of SAP Mobile Platform server uninstallation you want to automate.
3. Running a Silent Uninstallation

Make sure you have the correct version of the modified SilentUninstall_Win.txt file, in the
correct location on the host where you want to run a silent uninstallation, then run the
SilentUninstall_Win.bat script from a command prompt.

Planning a Silent Uninstallation
Move and modify the SilentUninstall Win.bat file, then review the content of the
default SilentUninstall Win.txt fileand determine what changes you must make to
selectively remove SAP Mobile Platform Runtime components in the uninstallation.

1. Movethe SilentUninstall Win.bat to atemporary location outside of the SAP
Mobile Platform server installation tree.

For example, C: \temp.

Note: The current location of the SilentUninstall Win.bat file should be the
SMP_HOME\Uninstallers\MobilePlatform\ directory (SMP_HOME
\Uninstallers\UnwiredPlatform\ if original installation was Unwired
Platform 2.2.x), where either a silent installation placed it or you copied it earlier.

2. Use atexteditor to openthe SilentUninstall Win.bat file, and change the line
beginning with cd as follows.

Line before change:

cd /d $~dpO

Line after change:

cd /d SMP HOME\Uninstallers\MobilePlatform

where SMP_HOME is the complete path to the SAP Mobile Platform Runtime installation
directory.

Note: If original installation was Unwired Platform 2.2.x, the line after making the change
is:

cd /d SMP HOME\Uninstallers\UnwiredPlatform

3. Useatexteditortoopenthe SilentUninstall Win.txt file, andreviewthe current
settings.

Comments preceding each group of settings describe the valid options, and any special
requirements for the entry. Any component identified
with .activeForUninstall=true will be uninstalled.

4. Determine the SAP Mobile Platform server components you want to keep.
The default settings remove all SAP Mobile Platform components.
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Modifying Properties in the SilentUninstall Win.txt File

Edit a separate copy of the default SilentUninstall Win.txt configuration file for
each type of SAP Mobile Platform server uninstallation you want to automate.

1. Fromthe SMP_HOME\Uninstallers\MobilePlatform\ directory (SMP HOME
\Uninstallers\UnwiredPlatform\ if original installation was Unwired
Platform 2.2.x) on the host where you want to run a silent uninstallation, use a text editor to
openthe SilentUninstall Win.txt file.

2. Make the changes you have determined are necessary.

Set property values to fa 1 se for any SAP Mobile Platform server component you do not
want to uninstall:
# false here = KEEP feature

# Data Tier Feature
-P SupDB.activeForUninstall=true

# Unwired Server Feature
-P MobileServer.activeForUninstall=true
3. Save your changes.
If you intend to run several types of silent uninstallations, keeping different combinations

of SAP Mobile Platform server components, save the configuration file with a unique
name, or in a separate folder.

Note: When you run a silent uninstallation, the configuration file must be named
SilentUninstall Win.txt, and it must be located in the SMP HOME
\Uninstallers\MobilePlatform\ directory (SMP HOME\Uninstallers
\UnwiredPlatform\ iforiginal installation was Unwired Platform 2.2.x) on the host
where you want to run a silent uninstallation.

Running a Silent Uninstallation

Make sure you have the correct version of the modified SilentUninstall Win.txt
file, in the correct location on the host where you want to run a silent uninstallation, then run
the SilentUninstall Win.bat script from a command prompt.

Prerequisites

1. Shut down the same processes on the target host as if you were running the installer
manually. See the chapter in this guide that covers the type of installation you are
automating.

2. Prevent backups and virus scans from interfering with the uninstallation. You can either
exclude the SAP Mobile Platform installation directory from backups and virus scans, or
temporarily disable them.
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Run the uninstallation script as an administrator on Windows 7, Windows 8, and Windows
Server 2008 R2.

Task

1

On the host where you want to run a silent uninstallation, confirm that the SMP HOME
\Uninstallers\MobilePlatformdirectory (SMP HOME\Uninstallers
\UnwiredPlatform\ if original installation was Unwired Platform 2.2.x) contains
the correct version of the SilentUninstall Win.txt configuration file that you
modified for a particular uninstallation type.

For each type of uninstallation you want to automate, perform a trial run of these
instructions using your modified SilentUninstall Win.txt configuration files,
on a temporary or test server host.

Confirm that each modified configuration file produces the desired uninstallation
outcome, before you proceed with silent uninstallation on an actual target host.

From a command prompt on the installation target host, navigate to the directory to which
youmovedthe SilentUninstall Win.bat fileand launch the silent uninstallation
script:

SilentUninstall Win.bat

Check for errors in SMP_HOME\InstallLogs\SMPUninstall.log.

Delete any folders and files remaining in the SAP Mobile Platform installation directory, if
the uninstaller could not remove them.

If you cannot delete the SAP Control Center installation directory (C: \SAP\SCC-X X
by default), see 7roubleshooting Uninstallation.

Restart the system to delete folders and files remaining in the SAP Mobile Platform
installation directory.

Repeat these steps on the target servers for each different type of uninstallation you are
automating.
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Review information about common problems that arise in the SAP Mobile Platform Runtime
installation process, including SySAM licensing issues.

To contact SAP Technical Support, see Reporting Errorsin Troubleshooting.

Troubleshooting Installation

Determine the cause of installation problems and apply the recommended solution.

See the Troubleshooting guide for additional information.

Problem Resolution

Backing up the SAP Mobile Before backing up the Runtime installation, you must delete the
Platform Runtime installation | contents of the EmbeddedWebContainer folderin order to

fails because the SAP Control | complete a clean backup of the installation.

Center path is too long.
P g Workaround: Before backing up the SAP Mobile Platform Run-

time installation, you must delete the contents of SMP HOME
\services\EmbeddedWebContainer\contain-
er\Jetty-7.6.2.v20120308\work. Youmustdelete
the contents of this folder from the command prompt, and not from
Windows Explorer.

Install image validation failed. | Install image may be corrupt.

Wor karound: Download a new copy of the installation image. See
install drive\SUPRuntimeMissing-
Files.txt (MobileSDKMissingFiles.txt for
SAP Mobile SDK) for list of missing files. These files are gener-
ated only if any files listed inthe installImageFileL-
ist.txt file are missing from the install image.

Install image validation failed. | Install image may be corrupt.

Wor karound: Download a new copy of the installation image. See
install drive\SUPRuntimeCorrupted-
Files.txt (MobileSDKCorruptedFiles.txt for
SAP Mobile SDK) for list of corrupt files. These files are generated
only if any files listed inthe zipFilelList . txt file are cor-
rupt.
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Problem

Resolution

The installlmageFileList.txt to
run install image validation may
be corrupt.

The installImageFileList. txt fileisthere, but the
current size does not match initial size when the install image was
created.

Workaround: Download a new copy of the installation image.

The zipFileList.txt to run install
image validation may be cor-
rupt.

ThezipFileList. txt fileisthere, butthe currentsize does
not match initial size when the install image was created.

Wor karound: Download a new copy of the installation image.

Cannot find file installlmage-
FileList.txt to run install image
validation.

The install image may be corrupt.

Workaround: Download a new copy of the installation image.

Cannot find file zipFileList.txt
to run install image validation.

The install image may be corrupt.

Workaround: Download a new copy of the installation image.

Cannot find file .installimageFi-
leSize.txt to run install image
validation.

The install image may be corrupt.

Wor karound: Download a new copy of the installation image.

The installimageFileList.txt to
run install image validation is
empty.

The install image may be corrupt.

Workaround: Download a new copy of the installation image.

The zipFileList.txt to run install
image validation is empty.

The install image may be corrupt.

Workaround: Download a new copy of the installation image.
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Problem

Resolution

Potential file locked on 32-bit
Windows Server 2003 SP2 sys-
tem may cause upgrade to fail.

When upgrading, there is a potential problem with a Windows
process holding a lock on one of the 12 Adaptive Server Anywhere
(ASA) libraries (DLLs) even though all the ASA processes have
shut down. This causes the upgrade to fail because the upgrade
cannot overwrite the file. This is specific to a 32-bit Windows

Server 2003 SP2.

Workaround:

1. Shut down all SAP Mobile Platform processes.

2. If services were set to automatic, set the start up for the SAP
Mobile Platform services to manual.

3. Restart the system.

4. If step 2 was performed prior to upgrade, run the upgrade after
the system has restarted.

5. After the upgrade, set the startup for the SAP Mobile Platform

services to automatic.
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Problem

Resolution

Visual C++2008 wizard starts
when installing SAP Mobile
Platform

If Visual C++ 2008 runtime is installed in the root directory of the
system where you are installing SAP Mobile Platform server com-
ponents, the Visual C++ wizard automatically starts after you start
the SAP Mobile Platform Runtime installer.

Workaround: Verify that the following files have a date stamp of
11/7/2007, then move them to another location:

VC_RED.MSI
VC_RED.CAB

eula.1028
eula.1031
eula.1033
eula.1036.
eula.1040
eula.1041
eula.1042
eula.2052
eula.3082

. EXt
.Ext
.txt
txt
.Ext
.txt
.Ext
.txt
.Ext

globdata.ini

install.
install.
install.
install.
install.
install.
install.
install.
install.
install.

install.

exe
ini
res

res

res.

res.

res.

res.

res

res

res

.1028
.1031
1033

1040
1041
.1042
.2052
.3082

vcredist.bmp

.dll
.dll
.dll
1036.
.dll
.dll
.dll
.dll
.dll

dll
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Problem

Resolution

Installation or upgrade cannot
continue host name of system
resolves to local link address

In a new or upgrade installation, the installer displays this error
message:

The host name of the system resolves to
a local link address. This suggests an
incorrect binding order of network
adapters. The install/upgrade cannot
proceed. Once the binding order is cor-
rected, restart the installer. Click OK
to exit the installer.

The upgrade version of the message displays the "local link ad-
dress" in parentheses.

Explanation: If no usable IP addresses are available on the system
where you are installing SAP Mobile Platform, Windows assigns a
"local link" IP address in the range 169.254.0.0/16. The installer

detects that the system'’s IP address is only usable locally, and stops.

Workaround: Execute the commands below from the command
prompt, restart the server, and restart the installer.

netsh interface ipv6 set prefix ::1/128 50
5

netsh interface ipv6 add prefix ::1/128 50
5

netsh interface ipv6 set prefix ::1/96 40 4
netsh interface ipv6 add prefix ::1/96 40 4
netsh interface ipv6 set prefix ::ffff:
0:0/96 30 3

netsh interface ipvé6 add prefix ::ffff:
0:0/96 30 3

netsh interface ipvé6 set prefix ::/0 20 2
netsh interface ipv6 add prefix ::/0 20 2
netsh interface ipvé6 add prefix ::ffff:
169.254.0.0/112 10 1

netsh interface ipv6 set prefix ::ffff:
169.254.0.0/112 10 1
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Problem

Resolution

Silentinstallation gives Registry
error

If SAP Mobile Platform was previously installed on the target
system, and either the installation was canceled before completion
or the uninstallation was incomplete, the installer detects Windows
Registry keys that must be deleted, and prompts you to confirm the
deletion. This aborts a silent installation.

Workaround: Run the SAP Mobile Platform Runtime installer
interactively, confirm the Registry key deletion, and complete the
installation. Then immediately use the Windows Control Panel to
uninstall SAP Mobile Platform components. The system is then
ready for a silent installation.

Uninstaller might not run on
Windows Vista

Sometimes, the uninstaller does not launch on Windows Vista.
This may be caused by the operating system changing the launch
command for the SAP Mobile Platform uninstaller, preventing it
from using its own JVM to start itself.

Workaround: Run an external 32-bit JDK version 1.6.0_26 to
launch the uninstaller with the following, where <jdk_installdir> is
similarto C:\jdk1.6.0 31\bin:

<jdk_installdir>\java -Dtemp.dir=%TEMP%
-jar SMP_HOME\Uninstallers\ MobilePlat-
form\uninstall.jar

When you uninstall—or cancel uninstalling—SAP Mobile Plat-
form, the Program Compatibility Assistant reports This pro-
gram might not have uninstalled cor-
rectly. At this point, you can avoid the uninstaller issue by
selecting This program uninstalled correctly instead of Unin-
stall with recommended settings.

SAP Mobile Servers do not shut
down during an uninstallation

Shut down all SAP products, SAP processes, and associated third-
party products and processes before launching the uninstaller.

Shut down the SAP Mobile Servers before shutting down the data
tier.

Cannot start an SAP Mobile
Platform component

Make sure that all services are started for the installed components.
See System Administration > System Reference > SAP Mobile
Platform Windows Services.
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Problem

Resolution

Cannot start SAP Mobile Server
serviceand <host>-serv-
er. log file has "Properties-
NotFoundException™ error.

If you cannot start the SAP Mobile Server service by any of the
means available — Windows Start menu, Desktop icon, or Windows
Services control panel — check the server's log file. The log file is
located in SMP_HOME \Servers\UnwiredServer
\logs and is named <host>-server.log. If youfinda
"PropertiesNotFoundException™ error in this log file, it means that
the name you gave this server during installation duplicates the
name of another server node in the cluster.

Workaround: Uninstall SAP Mobile Server on this node and re-
install, providing a server name that is unique within the cluster.

Cannot start SAP Control Cen-
ter

Make sure you have installed an appropriate version of Adobe
Flash Player.

See Supported Hardware and Software.
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Problem

Resolution

Network domain name is invalid
on virtual machine (VM) instal-
lation or when switching to dif-
ferent networks after installa-
tion

Configure SAP Mobile Server to use the valid network domain
name.

1

10.

11.

12.

Shut down SAP Mobile Server and SAP Control Center serv-
ices.
Obtain the correct host and domain name.
Open a command window and enter:
ipconfig /all
Run:
updateProps.bat -nv "sup.host=<hostname>" -cn <cluster-
name> -sn <servername>
Manually edit SCC_ HOME\SCC-3 2\services
\RMI\service-config.xml, modifyingthe address
property to reflect the new fully qualified host name.
<properties>

<set-property property="address" val-
ue="supvm.mycompany.com" />

<set-property property="port" val-
ue="9999" />

<set-property property="timeout" val-

ue="43200" />
</properties>

Replace supvm with your host name and mycompany.com
with your domain name.

If the DNSS server cannot resolve the fully qualified name and
this server is accessed only locally, edit the ¢ : \Windows
\system32\drivers\etc\hosts file to add
127.0.0.1 to the current fully qualified name. You can add as
many 127.0.0.1 entries as needed for each host and domain in
which your machine works.

Restart SAP Control Center and SAP Mobile Server.

Log in to SAP Control Center.

Open Per spective Resour ces view.

Update the host property of the registered resource for SAP
Mobile Server for which the network domain name changed.
Choose Authenticate, then launch Management Console us-
ing M anage option on the resource.

For SAP Mobile WorkSpace components only, launch Eclipse
and modify the domain name in the connection profile for SAP
Mobile Server.
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Problem Resolution

Cannot install Enterprise Devel- | If you need to use a Developer Edition via Remote Desktop Con-
oper Edition on virtual machine | nection (RDC), Terminal Services, or similar remote access tech-
(VM) with unserved license. nology, you cannot use unserved licenses.

Workaround: Generate served licenses and use a license server.
Virtual machines (VMs) that are not locally hosted typically re-
quire RDC, so also require served licenses.

You may be able to install on a VM with an unserved license if you
use console 0 to access the VM to perform the installation.

Unable to open The local .NET framework may be corrupted. To check, goto C:
Service error appears dur- | \WINDOWS\Microsoft.NET\Framework

ing installation and, after instal- | \v2.0.50727\ andrun installutil. A configuration

lation, messaging service does | error message indicates whether the local .NET framework is cor-

not appear in Windows Service | rupted; help information indicates normal function.

list.
If the local .NET framework is corrupted, uninstall and rein-

stall .NET 2.0.

Computer Name Used as Server or Cluster Name Has Same
Requirements as User-Entered Name

In a new installation of SAP Mobile Server, if you let the installer use the computer name for
the server name and, on the first SAP Mobile Server, as the cluster name, the computer name
must meet the same requirements as server and cluster names that you specify.

In a new installation of SAP Mobile Server, if you do not specify a server name, by default the
installer uses the computer name for the server name. If it is a single-server installation, or the
first SAP Mobile Server node in a cluster, the installer also uses the computer name by default
for the cluster name. In these cases, the computer name must meet the same requirements as
server and cluster names that you enter.

Each server or cluster name:

* Must contain only:
e ASCII alphanumeric characters

e Underscore (*_"), hyphen ("-"), and period (".") characters

« Server names must be 1 — 32 characters in length and must begin with an alphanumeric
character.

* Cluster names must be 1 — 16 characters in length.

If the computer name does not meet these requirements, you have two options for installing
SAP Mobile Server on that system:

Workaround 1: Keep the computer name as is:
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Inthe Selecting Installation Optionssection of the installation task, select the option to Set
SAP M obile Server name (Set SAP Mobile Server nameand cluster namein asingle-
server installation, or for the first SAP Mobile Server node in a cluster).

In the next step, specify a server name that meets the requirements listed in that step

Workaround 1: Before running the installer, change the computer name so that it meets the
requirements listed in the next step for a user-entered server name. For a single-server
installation or for the first SAP Mobile Server node in a cluster, make sure it also meets the
requirements for a user-entered cluster name:

Change the computer name.

Start the installer.

When you reach the Selecting Installation Options section of the installation task, do not
select the option to Set SAP Mobile Server name (Set SAP Mobile Server name and
cluster namein a single-server installation, or for the first SAP Mobile Server node in a
cluster).

Exception in Shared Host for SAP Mobile Platform and EAServer

Installations

Problem: When upgrading, an unhandled exception
('System.MissingMethodException') occurred in JMSBridge.exe

[8320] is received.

This occurs only if an EAServer installation and an SAP Mobile Platform installation coexist
on the same machine. The exception is caused by the presence of different versions of the
com.sybase.iiop.net.dll file.

Ensure that your environment path includes only the SAP Mobile Platform
com.sybase.iiop.net.dll assembly. Forexample, if you have EAServer installed on
the same machine as SAP Mobile Platform:

1. Use astrings command (using UNIX tools for Windows) to check if

SetTrustAllCertificates exists on the assembly file that jmsbridge.exe
loaded.

From a command prompt, enter:

>strings -a com.sybase.iiop.net.dll | grep
SetTrustAllCertificates

The command reports back with SetTrustAllCertificates if it exists within the
assembly.

Remove the EAServer installed com. sybase.iiop.net.d1l1 from the global
assembly cache (GAC).
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VMWare Fusion Stops Responding when Running Installer on Some
MacBook Models
Problem: The accelerated 3D graphics option in VMWare Fusion 5.0.2 conflicts with the

Retina display in 2012 MacBook Pro and Air models. The conflict causes VMWare Fusion to
stop responding when running the SAP Mobile Platform Runtime installer.

Wor karound: Turn off the accelerated 3D graphics option in the Fusion display settings for
the VM image.

Learn more: http.//blogs.vmware.com/teamfusion/2012/11/macbook-air-and-macbook-pro-
update-2-0-and-vmware-fusion-5.htm/

Workflow Deployment Fails with SoapException
After migration, a workflow deployment may fail with a SoapException error.

Workaround: Update the module version number that appears on the Flow Design page,
General tab.

SAP Mobile Server or RSOE Startup Problems

Problems, such as SAP Mobile Server or RSOE failing to start, are encountered without any
obvious error messages.

Explanation 1: This may occur if the SAP Mobile Server host machine is running intrusion
detection software, such as the McAfee Host Intrusion Prevention service. This may cause a
connection from the consolidated database (CDB) to the SAP Mobile Server node to be
flagged as an attack, and the CDB host to be added to the list of blocked hosts, preventing
communication between SAP Mobile Server and the CDB. The SAP Mobile Server log
reports connectivity problems with the CDB, and start-up failure problems similar to:

YYYY-MM-DD HH:MM:SS.SSS ERROR MMS Thread-55
[com.sybase.djc.log.SystemExceptionLog]
com.sybase.djc.DataStoreException was thrown by method
com.sybase.djc.server.PartitionLock.updateLock (boolean)
\ncom.sybase.djc.DataStoreException: Connection Failed:
java.sql.SQLException: JZ006: Caught IOException:
java.net.SocketException: Software caused connection abort:
connect

Workaround 1: You may want to set up some exclusion rules to allow the required
communication between the CDB and SAP Mobile Server nodes. Use the following
information to formulate exclusion rules; rules may vary depending on the intrusion detection
software used.

» SAP Mobile Platform to CDB — uses a connection through jConnect™ driver. There are
two kinds of protocols between SAP Mobile Platform and CDB:
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« The MobiLink™ and CDB connection uses Command Sequence.
e The jConnect connection uses TDS.
* RSOE to Relay Server — uses either an HTTP and HTTPS connection.
* SAP Mobile Server to SAP Mobile Server — for administration communication uses:
e Administration communication (MMS to MMS) uses I1OPS protocol by default.
e Administration communication (MMS to Mobile Office service) uses I1OPS protocol
by default.

Explanation 2: If .NET is present when SAP Mobile Platform is installed, and the .NET
installation is corrupt, the SAP Mabile Platform installer does not detect the problem, leaves
the corrupt .NET in place and SAP Mobile Server does not start.

Wor karound 2: Uninstall both SAP Mobile Platform and .NET, then reinstall SAP Mobile
Platform, letting the SAP Mobile Platform installer install .NET.

Cannot Access sampledb

After installation, you cannot access the sample database (sampledb).

Explanation 1: The SAP Mobile Platform installer creates the Windows service (SAP Mobile
Platform SampleDB) that runs the sampledb server only when you install SAP Mobile Server
with a Personal or Enterprise Development license. If you installed SAP Mobile Server with
an Enterprise Server (production) license, you must run a script to create this service.

Solution 1: Use the sampledb.bat command line utility to create the Windows service for the
sample database. See Create or Remove the Windows Service for sampledb Server
(sampledb) Utility in System Administration.

Explanation 2: You installed SAP Mobile Platform with an Enterprise or Personal
Development license.

Solution 2: Make sure the SAP Mobile Platform SampleDB service is started in the Windows
Services panel.

Troubleshooting SySAM

If you do not address SySAM errors in a timely fashion, SAP Mobile Platform may cease to
function.

There may be more recent information published in the SySAM Asset Management Users
Guideonline at SYSAM FAQ, and in the Fast Track to SySAM 2.0 white paper, available at
Fast Track to SySAM 2.0. If your SAP® product cannot find a required license, it operates in
grace mode, if a grace period is available.

Typically, there is a 30-day grace period during which to resolve any SySAM-related issues.
When a license is awarded in grace mode, the SAP product error log entry includes the grace
period expiry date and time. To view the expiration date for your license, in the SAP Control
Center folder for your server, click on the first item in the left side navigation area and then
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click the Licensing button in the right window. This opens a window with the licensing
information.

The SAP product log includes information about licenses awarded under grace mode. The
warnings in the SAP product error log are repeated daily while the license is under grace
mode.

SySAM-Related Errors
All SySAM-related errors print in your SAP product error log.

The error log for SAP Mobile Platform is SMP HOME\ Servers\UnwiredServer
\logs\<server name>-server.log.

To locate SySAM related entries, search for "LicenseManager" in this file. For example:
2010-02-01 18:07:32.138 WARN MMS Thread-3

[com.sybase.sup.server.lm.LicenseManager] - msgld: 1,
message: Failed to open the localised message file '$SYBASES
\locales\unicode\sylapilen us\sylapi.lcu' (il8nuni FileOpen

returned -479)

If you are using a served license model, the license server’s debug log, located in SMP HOME
\Servers\UnwiredServer\sysam-2.0\1log, provides information about any
license checkout issues.

SySAM Problems and Solutions

If the product does not install or does not function after installation, try the following solutions
before contacting Technical Support.

Error Possible Causes Solution
Installation warning: | You may not have the required | See /nstalling for the First Timein the Sy-
cannot find a valid li- | licenses installed, or the licen- | SAM Users Guide.
cense. ses may be incorrect for the
product or feature you are try-
ing to install.
Updating an existing | Make sure your license author- | If you are installing an update that is au-
installation. izes you to install the update. | thorized by the license, see the solution for
See /Installing Product Up- Product cannot check out a license and

aates, EBFs, and Support Re- | starts in grace period, below, before you
newalin the SySAM Users proceed with the update.

Guide. 1f your license does not
allow you to perform the up-
date, the product may not be
usable.
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Error

Possible Causes

Solution

License server exe-
cutables and scripts
not installed.

When you installed your prod-
uct, the license server was not
installed. Some product instal-
lations offer the option to in-
stall a license server; however
when available, this option, by
default, is not selected for in-
stallation. You may need to ex-
plicitly install a license server.
See your product installation
guide and release bulletin to
determine if the product instal-
ler offers this option.

Use one of the following solutions:

If your product offers the option to in-
stall a license server, use the instruc-
tions in the product installation guide
to install the license server.

If your product does not include the
option to install a license server, go to
http.//www.sybase.com/products/all-
proauctsa-z/sysam/serverand click
Download the SySAM Standalone
License Server.

License server does
not start.

See Possible Causes of a Li-
cense Server Failurein the Sy-
SAM Users Guide.

Go to SAP Service Marketplace (SMP) or
Sybase Product Download Center (SPDC),
generate a valid served license for your
product, and copy itinto the 1icenses
directory on the machine where the license
server isinstalled. See Generating Licenses
at SMP or Generating Licenses at SPDC.

License server does
not recognize the li-
cense files.

» The license was generated
for a different machine or
generated using an incor-
rect host ID.

* The license has been al-
tered. You cannot change
any information in a gen-
erated license.

» Ifthe host ID for your plat-
form is based on the net-
work adapter identifica-
tion, the most common
problem occurs when you
have used an ID associated
with the address of a virtu-
al network adaptor.

Verify that the host ID recorded in the
license file matches the host ID of the
actual machine for which the license
was issued. If the host IDs do not
match, go to SMP or SPDC, check in
the license, then regenerate the license
with the correct host ID.

If your license is being created by typ-
ing from a paper copy, verify whether
errors occurred when the license infor-
mation was entered. You can also
download a new copy of the activated
license from SMP or SPDC.

If the host ID for your platform is based
on a network adapter, verify that the ID
you are using is associated with a valid
NIC and that the ID is not associated
with loopback or virtual adapters. If the
ID you are using is associated with a
removable network adapter, verify that
the adapter is actually attached to the
compulter.
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Error

Possible Causes

Solution

Linux virtual machine
does not appear to be
part of the Microsoft

Hyper-V host.

/usr/sbin/dmide-
code in Linux virtual ma-
chine cannot read from /
dev/memn.

Log in to Linux virtual machine as root,
then execute chmod 4555 /usr/shin/dmi-
decode.

Product does not start,
license checkout er-
ror.

* You have not generated
and deployed the valid li-
censes for the product re-
questing licenses.

* The required license does
not exist and the product
does not award a grace pe-
riod.

* The product is configured
to use the wrong edition or
license type.

* You have the wrong host
ID for an unserved license.

e When multiple product ed-
itions include optional fea-
tures, the features are of-
fered as separately li-
censed items for each edi-
tion. Licensed optional
features work only with the
licensed base product of
the same edition. For ex-
ample, if you order Adap-
tive Server Enterprise, you
cannot use a Small Busi-
ness Edition optional fea-
ture license with an Enter-
prise Edition base product.

* You are using an unserved
Standalone Seat (SS) type
license on a terminal serv-
er.

* The license is for a differ-
ent operating system.

e The license is a Floating
License (FL) but is cur-
rently in use elsewhere.

At a command prompt or in a terminal
window, execute the following commands,
where feature_nameis the name of the fea-
ture for which SySAM failed to check out a
license:

sysam diag feature name

If the SySAM script is unavailable, enter:

Imutil lmdiag -c license di-
rectory location fea-
ture name

Go to SMP or SPDC and generate required
licenses for your product. To use a sepa-
rately licensable optional feature, you must
have a license for both the base product and
the option. If the product has more than one
edition, the edition of the base product and
option must be the same.

If you generated an invalid license, check in
the license at SMP or SPDC, and regener-
ate the license with the correct information.
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Error

Possible Causes

Solution

Product cannot check
outalicense and starts
in grace mode.

To help you determine the pos-
sible causes when your product
cannot check out a license, ex-
ecute the following command
fromthe SYSAM-2 0/
bin directory, at a Windows
command promptorina UNIX
system terminal window,
where feature_nameis the
name of the feature license that
cannot be checked out.
sysam diag fea-

ture name

If the command output says
that no licenses are available
for checkout, this may be due
to one of the reasons below,
which are separated into
served and unserved license
deployment model causes and
solutions.

See Served License Deployment Modelsor
Unserved License Deployment Models,
both in the SySAM Users Guide.

Product continues to
run in grace meriod

after fixing a license
problem

The license status has not yet
been updated. When the prod-
uct periodically performs li-
cense checks, the license status
is not immediately updated.

Wait up to 6 hours for server products, and
up to 1.5 hours for tool products.

Product cannot find
licenses for optional
features

You either have not installed
the license for the optional fea-
ture, or the license exists, but
cannot be checked out.

See Solution for Problem. Product Cannot
Find Licenses for Optional Features in the
SYSAM Users Guide.
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Error

Possible Causes

Solution

Product obtains the
wrong license

These locations are searched,
in the order specified, until a
suitable license is found. When
a license directory is specified,
license files in that directory
are loaded in the directory sort
order. When a product looks
for a license, it looks in:

» The locations that repre-
sent the values set for the
SYBASE_LI-
CENSE_FILE and
LM_LICENSE_FILE var-
iables. SAP does not advo-
cate using environmental
variables and recommends
that all licenses be located
centrally in the expected
licenses directory.

* Allfileswitha .1licex-
tension in the licenses di-
rectory. This location is
product specific, though
typically the directory is
SSYBASE/SY-
SAM-2 0/licen-
ses.

The first license that matches
the feature name, version, edi-
tion, and license type filter is
used; however, this license
may not be the intended license
your product requested.

» Configure your product to choose a li-
cense for a specific edition and license
type.

» Ifyouare using served licenses, use the
options file to ensure that the correct
license is used.
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Error

Possible Causes

Solution

Imgrd is not running:
Cannot connect to li-
Ccense server system.
The license server
manager (Imgrd) has
not been started yet,
the wrong port@host
or license file is being
used, or the port or
host name in the li-
cense file has been
changed.

One or more of the required
executables is not present in
the expected location.

If SySAM is running on any OS that re-
quires IPv6 (Windows 2008 Server, for ex-
ample) make these changes:

1. Navigateto C: \SAP\SY-

SAM-2 0\bin\binIPv6.
Copy these files:

* installs.exe

* lmgrd.exe

* SYBASE.exe

Paste the copied files into C: \ Syb-
ase\SYSAM-2 0O\bind.

If prompted to replace existing files,

back them up first, then complete the
replacement.

If you get an error on replacing the
files, make sure the SySAM service is
not running.

After files have been successfully cop-
ied, restart the SySAM service.

License checkout
problems with un-
served license.

See Unserved License Deployment Models in the SySAM Users Guide.

License checkout
problems with served
license.

See Served License Deployment Models in the SySAM Users Guide.
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Problems and Solutions for SAP Mobile Platform
Troubleshoot SySAM issues that are specific to SAP Mobile Platform.

Table 4. Troubleshooting SySAM

Problem

Resolution

With a served li-
cense, SAP Mobile
Platform Runtime
installer generates a
license checkout
failure error and
cannot complete the
installation.

This is most likely due to unavailability of a port for the license server's VEN-
DOR SYBASE daemon to use in communicating with SAP Mobile Platform.

Check the entries in the sybase. logfileinthe SYSAM-2 0\log
directory where the SySAM license server is installed. Locate the line con-
taining "FLEXnet Licensing." Your log file may look similar to this:

11:20:27 (lmgrd) FLEXnet Licensing (v11.6.1.0 .
11:20:27 (lmgrd) Copyright (c) 1988-2008 Acresso ...
11:20:27 (lmgrd) US Patents 5,390,297 and 5,671,412.
11:20:27 (lmgrd) World Wide Web: http://...
11:20:27 (lmgrd) lmdown/lmreread only allowed on ...
11:20:27 (lmgrd) License file(s): .../licenses/...
11:20:27 (1lmgrd) lmgrd tcp-port 27000

11:20:27 (1lmgrd) Starting vendor daemons

11:20:27 (1lmgrd) Started SYBASE (internet

About 6 lines below the "FLEXnet Licensing" line is a line containing "Imgrd
tcp-port,” and just below that should be a line containing "Started SYBASE."

« If you do not see the "Started SYBASE" line, it indicates that the license
server started without successfully opening a port for the VENDOR SYB-
ASE daemon. Contact your network security administrator and arrange for
a port number to be available, then restart the license server. Check the
sybase. logfileagain to be sure that the port was successfully opened.

« If you see the "Started SYBASE" line, with no error messages, it indicates
that the license server successfully opened a port for the VENDOR SYB-
ASE daemon. Edit this port number from the "Imgrd tcp-port™ line into
your SAP Mobile Platform license file.

SAP Mobile Plat-
form does not start,
and generates a li-
cense checkout fail-
ure error.

If SAP Mobile Platform cannot check out the required license, it determines
whether the license can be issued in grace mode. If a grace period cannot be
given, the license is not granted. If the base license for SAP Mobile Platform
(SUP_ENTSRVR, for Enterprise Edition, SUP_ ENTDEV for Enterprise
Developer Edition, or SUP_ DEVELOPER for Personal Developer Edition)
was in grace mode and the issue is not fixed by the end of the grace period, SAP
Mobile Platform fails to start.

See SAP Mobile Platform cannot check out a license and starts with license in
grace modein this table. The troubleshooting tips for resolving licenses issued
in grace mode apply to this issue as well.
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Problem

Resolution

SAP Mobile Plat-
form cannot check
out a license and
starts with license in
grace mode.

Execute the sysam diag feature_name command from the SySAM b1in di-
rectory, where feature_name is the SySAM feature name for SAP Mobile
Platform or the optional feature that is in grace mode. The feature name is
printed in the SAP Mobile Platform error log and in the optional e-mail noti-
fications.

If the diag command shows that there are no licenses available to be checked
out, it may be due to one of these reasons:

If you are using a served model:

Verify that the license server is running and reachable from the ma-
chine you are using. Use sysam status to verify that you can
access the license server. If you cannot access the license server, make
sure it is running.

If the license server is running, use sysam status -f fea-
ture name to determine whether the license server is serving a
license for the given feature. If not, obtain the correct licenses from
SPDC or SMP.

All licenses on the license server may be inuse. If sysam status
-f feature name indicates that no licenses are available, ob-

tain additional licenses or shut down existing instances of SAP Mobile
Platform.

If you are using an unserved model:

The license for the given feature may not be in the local 1icenses
directory. Obtain the correct licenses from SPDC or SMP and copy
them to the local 1icenses directory.

The license may have been activated for a different machine or with an
incorrect host ID. Check the license back in to SPDC or SMP and
reactivate it with the correct host ID.

The available licenses are for a different operating system or architecture.
Obtain license for the correct platform from SPDC or SMP.

If you are running in a terminal server environment, you cannot use un-
served licenses. Set up served licenses.

The available license may not authorize use of this version of SAP Mobile
Platform. For information about date based versioning, see /nstalling
Product Updates, EBFs, and Support Renewal in the SySAM Users
Guide.
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Problem

Resolution

SAP Mobile Plat-
form cannot check
out a license and
starts with license in
grace mode (contin-
ued).

If the diag command shows that the license for the given feature is available,
SAP Mobile Platform may not be able to check it out because:

» The product edition or license type does not match the requirement. If the
product edition and license type configuration parameters are set, SAP
Mobile Platform uses only the license that matches these settings.

» Also see “SAP Mobile Platform cannot find license for optional feature,
even though the license exists” in this table.

SAP Mobile Plat-
form shows licenses
as being in grace
mode even after the
issue has been fixed

SAP Mobile Platform periodically performs license checks, and the license
status is updated only after the next heartbeat cycle is completed. This may take
a few hours.

SAP Mobile Plat-
form cannot find li-
cense for an option-
al feature, even
though the license
exists.

Execute "sysam diag feature name" toensure that license for
the optional feature exists and can be checked out from the machine on which
SAP Mobile Platform is running. If the feature exists, but cannot be checked
out from SAP Mobile Platform, it may be because:

» The optional feature is for a different edition.
* Theactive or standby flags do not match for the base server license for SAP
Mobile Platform and the optional feature.

SAP Mobile Plat-
form does not start
with the expected
edition or license

type.

If the edition and license type configuration parameters are not set, SAP
Mobile Platform uses the first available base license (SUP_ENTSRVR, for
Enterprise Edition, SUP_ ENTDEV for Enterprise Developer Edition, or
SUP DEVELOPER for Personal Developer Edition). If you have multiple
base licenses with different editions and license types, the first-available li-
cense depends on many factors, such as license file directory sort order, avail-
able licenses on the license server, and so on.

The product edition and license type that are granted by SySAM cannot be
guaranteed. SAP recommends that you set the edition and license type con-
figuration parameters. During installation, you set these parameters on the
license details page, following acceptance of the end-user license agreement.

When these parameters are set, SAP Mobile Platform starts with that config-
uration. If a matching license is unavailable, SAP Mobile Platform starts in
grace mode (if available) to allow you to resolve the licensing issue.

Calling SAP Technical Support

Information to have available if you call SAP Technical Support for SySAM-related issues.

e The SAP Mobile Platform error log.
e SMP HOME\Servers\UnwiredServer\logs\<server name>-
server.log
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» The bootstrap log file that is created on license expiration, if it exists.
e SMP HOME\Servers\UnwiredServer\logs
\bootstrap<randomNo>.log
« If SAP Mobile Platform does not start, check the server’s properties file:
e SMP HOME\Servers\UnwiredServer\Repository\Instance\com
\sybase\sup\server\SUPServer\sup.properties
» The license files (. 1ic extension) saved in the SMP HOME\Servers
\UnwiredServer\licenses directory on the machine running SAP Mobile

Platform.

* Output from Imutil Impath -status command. The 1mutil program is located in the
$SYBASE/SYSAM-2 0/licenses directory onthe systemwhere the SySAM license

server is installed.

« If you are using a served license model:
» The license files (. 1ic extension) saved inthe SSYBASE/SYSAM-2 0/
licenses directory of the license server.

» The license server log file in the $SYBASE/SYSAM-2 0/1log directory.

Troubleshooting Uninstallation

Determine the cause of uninstallation problems and apply the recommended solution.

See the Troubleshooting guide for the most recent troubleshooting information.

Problem

Resolution

SAP Control Center in-
stallation directory,
SCC-3_ 2, cannot be re-
moved.

The Windows uninstaller fails to remove the SAP Control Center instal-
lation directory (by default, C: \SAP\SCC-3_2). Manual attempt to
delete the directory fails saying that the files could not be deleted.

To remove the directory:

1. Find:

SCC_HOME\services\EmbeddedWebContainer
\container\Jetty-6.1.22\work\Jet-

to a single character, such as j.
3. Retry deleting the SAP Control Center installation directory.
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Troubleshooting Reinstallation

Determine the cause of reinstallation problems and apply the recommended solution.

See the Troubleshooting guide for the most recent troubleshooting information.

Problem

Resolution

"Failed to get package
list" error in SAP Control
Center after reinstalling
an SAP Mobile Server
node

This error condition occurs when you uninstall all the SAP Mobile Server
nodes in a cluster and then reinstall the first server node.

Wor karound: Reinstall the full SAP Mobile Platform cluster, including
the data tier.

"Invalid user ID or pass-
word" error during data
tier reinstallation

This error condition occurs when you uninstall the data tier without
manually removing all folders and files that remain. Specifically, this
error indicates that a db/ 1 og directory exists and is not empty.

Workaround: Cancel the data tier installation, locate and delete any
db/ 1og directories you find on the host system, then restart the data
tier installation.

Note: If your installation specifies custom locations for database files
and transaction logs, the db /1 og folder may not be located under the
SMP HOME; installation directory.
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APPENDIXA  System Deployment Reference

Reference information that supports SAP Mobile Platform system deployment tasks.

Port Number Reference

Components of SAP Mobile Platform rely on communication ports for inter-process
coordination, data transfer, and administrative access.

SAP Mobile Server Ports
SAP Mobile Server ports, default assignments, and protocols.

Type Default Protocol

Administration, SAP 2000 11OP

Mobile Server 2001 (secure) I1OPS

HTTP listeners 5001 HTTP

(used for application con- | 8000 HTTP
nections, REST/OData
APIs, and data change
notifications)

8001 (secure) HTTPS

Messaging service ad- 5100 HTTP
ministration
Replication 2480 HTTP

2481 (secure) HTTPS
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Data Tier Ports

Data tier server ports, default assignments, and protocols.

Type Default

Protocol

Cache database (CDB) 5200
server, client access

Command sequence on connection to SAP Mobile
Server replication engine

Tabular Data Stream™ (TDS) on JDBC connection

TCP and UDP, when using Windows Filtering Plat-
form (WFP)

cess

Cluster database server, | 5300 TDS
client access

Monitor DB, client ac- 5400 TDS
cess

domainlog DB, client ac- | 5400 TDS

SAP Control Center Ports

Ports used by SAP Control Center services, default assignments, and protocols.

Type Default Protocol

RMI service 9999 TCP/IP

Messaging service 2100 TCP/IP

SCC repository database | 3638 TDS

server

Web container 8282 HTTP
8283 HTTPS

SAP Control Center Port Assignments

Port assignments for SAP Control Center services are defined in XML configuration files.

SAP Control Center service configuration files are named service-config.xml, and

located in subdirectories under the SCC_HOME\SCC-X X\services\ directory.

SCC Service

Configuration File Location

Messaging service

...\services\Messaging\
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SCC Service Configuration File Location

RMI service ...\services\RMI\

SCC repository database server | .. .\services\SccSADataserver\

Web container .. .\services\EmbeddedWebContainer\

To change the port assigned to an SAP Control Center service, edit the service-
config.xml file for that service.

Relay Server Ports

By default, Relay Server uses standard, IANA-assigned ports for HTTP (80) and HTTPS
(443).

Reserved Ports
Ports reserved for internal use by SAP Mobile Platform components.

Type Number Protocol

Reserved 4343 TDS

Reserved 5011 HTTP

Reserved 6001 HTTP for SAP Introscope Agent
Reserved 8002 HTTPS

Do not use these reserved ports.

Other Ports

Significant ports that are not directly associated with an SAP Mobile Platform server
component.

SySAM License Server
If you deploy SAP Mobile Platform with the served license model, all SAP Mobile Platform
hosts must have network access to the license server port, on the SySAM license server host.

Type Default Protocol

SySAM license server 27000

Sample Database Server

Both Personal Development Server and Enterprise Development Server Editions include a
sample database, which is installed on the SAP Mobile Server host, for tutorials and simple
testing.
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Type Default Protocol

Sample database 5500 TDS

The Enterprise Server Edition includes a sample database, but it is not enabled. To enable the
sample database installed with Enterprise Server Edition, see Create or Remove the Windows
Service for sampledb Server (sampledb) Utility in System Administration.

Installation Directories

To ensure a successful installation, review the SAP Mobile Platform server component
installation directories.

« The following tables show the high-level directories created in a single-node installation
(all SAP Mobile Platform server components installed on a single host).

« Inamulti-node or cluster installation, some of these directories are present only on a
particular type of host.

By default, SAP Mobile Platform server components are installed in the C: \SAP
\MobilePlatform directory. In this guide, SMP HOME represents the SAP Mobile
Platform installation directory, down to the MobilePlat form folder.

Table 5. SAP Mobile Platform Installation Subdirectories

Directory Description

_Jjvm JVM used by the uninstaller.

supXXebflogs Log files created each time installebf.bat is
run.

Appears only in EBF installations upgraded from an
earlier version of SAP Mobile Platform.

InstalllLogs Log files created each time the SAP Mobile Platform
Runtime installer is used. Use these logs to trouble-
shoot installer issues.

IntroscopeAgent Introscope Agent for 64-bit Installations.

JDKX.x.X X JDK required by SAP Mobile Platform components.
sapjco SAP Java Connector files.

scc_cert Certificate files for SAP Control Center.

Servers SAP Mobile Platform server components.
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Directory

Description

Servers\AgentryServer

Agentry server.

Servers\MessagingServer

SAP messaging server.

Servers\SQLAnywherexx

Database server for cache, cluster, and logging databa-
Ses.

Default database file location is the data\ subdirec-
tory.

Servers\UnwiredServer

SAP Mobile Server components.

Servers\UnwiredServer
\doe-c_clu

SAP® Data Orchestration Engine Connector (DOE-C)
Command Line Utility components. CLU . bat in
bin directory starts the DOE-C console.

Servers\UnwiredServer
\doecSvlet

SAP® Data Orchestration Engine Connector (DOE-C)
runtime components.

Servers\UnwiredServer\li-

SySAM license files. When an unserved license is up-

censes dated, copy the new files here.

smpXXupgrade Appears only in installations upgraded from an earlier
version of SAP Mobile Platform.

ThirdParty License terms of third-party components included in
SAP Mobile Platform.

Uninstallers Uninstallers for SAP Mobile Platform Runtime com-

ponents.

Uninstallers\MobilePlat-
form

SAP Mobile Platform Runtime uninstaller.

Util

Utilities used by the SAP Mobile Platform Runtime
installer.

By default, SAP Control Center components are installed inthe C : \ SAP\ SCC-XxXxdirectory.

Note: If you have other SAP products installed on the same host as SAP Mobile Server, you
may have more than one version of SAP Control Center.

Table 6. SAP Control Center Installation Subdirectories

Directory

Description

backup

Backup files.
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Directory Description

bin Scripts to start or stop SAP Control Center manage-
ment framework components.

common Files shared by SAP Control Center components.

conf Configuration files, including security providers for
administration logins.

ldap LDAP-related files.

log Log files used by SAP Control Center and its console
plug-ins to capture only management framework
events. No SAP Mobile Platform data is captured here,
except administration logins.

plugins Managed resource plug-ins.

rtlib Runtime library files.

sccRepoPwdChange SAP Control Center repository password update files.

server Class and library files used by the management frame-
work server.

services Class and library files for SAP Control Center services.

shared Shared class and library files.

templates SAP Control Center service or plug-in template files.

Service Reference

SAP Mobile Server Services

Services are installed on each SAP Mobile Platform server host to support managing and

coordinating component processes.

Services installed on an SAP Mobile Server host.

Note: Some services may not be installed on an SAP Mobile Server host, depending on the
SAP Mobile Platform product option, the deployment scenario and system design, and the

licensed product edition.
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Service

Description

SAP Mobile Server

Top-level SAP Mobile Server process. Coordinates
other processes that handle interactions with EIS serv-
ices, supports messaging and synchronization service
to mobile clients, and provides SAP Mobile Platform
system management facilities.

SAP Control Center X.X

Includes processes for managing, monitoring, and con-
trolling distributed SAP Mobile Platform server re-
sources, and a Web app server for remote SCC console
access.

SAP Mobile Platform SampleDB (option-
al)

Database server for sample database, enabled during
installation only with Evaluation license, and with Per-
sonal Development Server and Enterprise Develop-
ment Server licensed product editions.

To enable with Enterprise Server Edition after instal-
lation, see Create or Remove the Windows Service for
sampledb Server (sampleadb) Utility in System Admin-
Istration.

Data Tier Services
Services installed on a data tier host.

Note: Some services may not be installed on a data tier host, depending on the SAP Mobile
Platform product option, the deployment scenario and system design, and the licensed product

edition.

Service

Description

SAP Mobile Platform CacheDB

Database server that manages the cache database, used
primarily to support mobile clients that depend on oc-
casional synchronization of local data stores.

SAP Mobile Platform ClusterDB

Database server that manages the cluster database,
which supports SAP Mobile Server runtime manage-
ment and operational processes.

SAP Mobile Platform LogDataDB

Database server that manages the SAP Mobile Server
logging databases (system logging and domain log-
ging).

When the data tier is installed in a single-node system:
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e The SAP Mobile Platform ClusterDB and SAP Mobile Platform LogDataDB services are

not installed.

e The SAP Mobile Platform CacheDB service manages the cache database, cluster
database, and logging databases.

Starting Required Services

Before beginning development, you must start required SAP Mobile Platform services.

Prerequisites

Ensure the required services are installed on the same host.

Task

By starting required services, you start the servers and dependent services. For a complete list
of SAP Mobile Platform services, see System Administration > System Reference > SAP
Mobile Platform Windows Services.

1. Click the Start SAP Mobile Platform Services desktop shortcut to start SAP Mobile
Server and the dependent services.

2. Use the Services Control Panel to verify that the Windows service named SAP Control
Center X.X is started. If it has not, start it by selecting the service and clicking Start.

Starting and Stopping SAP Mobile Server

You can start and stop SAP Mobile Server in different ways, depending on the use context.

Review this table to understand which method you should use.

Method

Use When

Services Started or Stop-
ped

SAP Control Center SAP
Mobile Server list

Stopping or starting remote SAP
Mobile Server nodes

SAP Mobile Server service only

Desktop shortcut

Stopping or starting SAP Mobile
Server locally

All runtime services installed on
that host

Windows Services panel

Stopping or starting SAP Mobile
Server locally

Any combination of individual
services that require stopping

Note: You cannot start a Scale-out node from SAP Control Center. If you stop a Scale-out
node, you must start it manually.
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