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1 Introduction

1.1 Purpose

This Document describes the process of installing and configuring the Mobiliser R5.0.0 Server (Server) and User
Interface (Ul). The software package allows for immediate test (pre-configured), manual installation, and
automated installation. The included Apache webserver comes pre-configured to support the Mobiliser R5.0.0
Server and User Interface.

1.2 General Requirements

For the purpose of demonstration and testing, the Server and Ul can be installed on a single system. Minimum
system configurations are as follows:

Operating System
CPU

Memory

Storage

Database

RHEL5, IBM AlX6.1

2 Core (2.93GHz)

8GB

50GB

Oracle 11gR2, IBM DB2 9.7.1

The Server and Ul should be deployed on separate systems for improved security and performance. The
requirements for these systems are dependent on performance objectives.

1.2.1 User and Group

For the test (localhost) installation, the ‘sybase’ user can be used to manage both the Server and Ul.

User primary Group
sybase sybase
apache apache

For the database, use the default accounts as recommended by the respective User Manual.

1.2.2 Directory structure

The following directories are recommended to be in place. All other directories are created by the installer or
installation procedure.

File / Directory

Description

Owner

Mode

/opt/sybase

Partition for Sybase® Software

sybase:sybase

FWXrwx---
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2 Installation

2.1 Database Setup

2.1.1 Manual Procedure

The following procedure is used to create the database structure, users, and seed data required for normal
operation and testing. It is important the scripts be executed in the order as listed.

- Unpack the Mobiliser Release 5.0.0 Software in the application user home directory =
{Mobiliser_Installation}

- Navigate to the {Mobiliser_Installation}/applications/oracle/sql directory in order to obtain the Oracle
database build scripts. Note: If using a DB2 database, follow the same instruction but navigate to
{Mobiliser_Home}/applications/ibm/sql

- Execute the following script as the sys/system user. For DB2 databases, execute as the DB2 instance
owner.

o /001_MONEY/001_SETUP/001_MONEY_drop_and_create_user.DDL

= (This script creates and application schema named mobr5 in your database
instance, where all subsequent tables will be installed under)
- Execute the following scripts (in order) as the newly created mobr5 user (user: mobr5 / password:
paybox).

o /001 _MONEY/001_SETUP/002_MONEY_gen_oracle.ddl
/002_MSG/001_SETUP/001_MSG_gen_oracle.sql
/003_EVENT/001_SETUP/001_EVENT oracle.ddl
/003_EVENT/002_DATA/001_EVENT_MobiliserEvents-Base-Data.sql
/004_SCHEDULER/001_SETUP/001_SCHEDULER_tables_oracle.sql
/101_MONEY/002_DATA/001_UMGR_PRIVS.sql
/101_MONEY/002_DATA/002_UMGR_ROLES.sq|
/101_MONEY/002_DATA/100_MONEY_Data.sq|
/101_MONEY/002_DATA/200_VANILLA DATA.sql
/101_MONEY/002_DATA/210_VANILLA USERS.sq

O O0OO0O0OO0OO0OO0OOo
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/101_MONEY/002_DATA/220_VANILLA_MSG_TEMPLATES.sq
/101_MONEY/002_DATA/300_VANILLA_TEST DATA.sq|
/101_MONEY/002_DATA/300_VANILLA_TEST DATA.sq|
/101_MONEY/003_PREFS/003_WEB_prefs.sq
/102_MSG/002_DATA/001_MSG_Data.sq
/102_MSG/003_PREFS/002_MSG_prefs.sq

O O0OO0OO0OO0OOo

At this point, the Mobiliser database is online and ready for testing.

2.2 Server Setup

2.2.1 Server Setup - Deploy

The following procedure is used to setup and initialize the Server. The Server application is OSGi based and
requires very little configuration to be made operable.

- Navigate to the {Mobiliser_Installation}/applications/oracle directory
- Unpack the com.sybase365.mobiliser.dist.oracle-5.0.0.RELEASE1-dist.zip file. This action will create a
com.sybase365.mobiliser.dist.oracle-5.0.0.RELEASE1 directory
- Copy the com.sybase365.mobiliser.dist.oracle-5.0.0.RELEASE1 directory to /opt/sybase/ to create
the {MOBILISER_HOME} directory
o0 Note: For DB2 installations, navigate to {Mobiliser_Installation}/applications/ibm and
unpack com.sybase365.mobiliser.vanilla.db2-5.0.0.RELEASE1.zip.
0 Note: Itis useful to create a symbolic link ‘mobiliser’ to the {MOBILISER_HOME} directory

.dist.oracle-5.0.0.RELEASE1
cle-5.0.0.RELEALSEL] S 15 -1

2.2.2 Server Setup — Configure Database Connections

The following procedure is necessary to connect to the Mobiliser database.

- Navigate to {MOBILISER_HOME}/conf/cfgbackup to locate the files which contain the jdbcUrl (or
jdbc.url) parameter
o0 com.sybase365.mobiliser.framework.persistence.jdbc.bonecp.pool.properties
o0 com.sybase365.mobiliser.util.report.crystalreports.properties

2.2.3 Server Setup — Create JDBC Bundles

The JDBC jar for the respective database provider must be packaged in an OSGi bundle. Once the JDBC driver is
available on the system (download from database provider), use the ‘create_jdbc_bundle.sh’ utility to create
the necessary bundle.
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- Navigate to the {MOBILISER_INSTALLATION}/applications/oracle directory. (For DB2 database
configurations navigate to {MOBILISER_HOME}/applications/ibm

mwalker@r5dev0 base/RELEASE/applications /oracle
i 1=

oraclemanifest

nwalkerfrSdevld oracle] I

- Download an Oracle or DB2 JDBC driver that is compatible with the JRE that was installed onto your
system (http://www.oracle.com) or (http://www.ibm.com)
- Run ./create_jdbc_bundle.sh script using oraclemanifest and JDBC jar as input variables
o0 ex: ./create_jdbc_bundle.sh oraclemanifest ojdbc6.jar (Oracle)
0 ex:./create_jdbc_bundle.sh db2manifest db2jcc4.jar (DB2)
- Rename created jar file bundle_<name of jdbc> to oracle-jdbc-osgi_11.2.0.2.0-1.0.1.jar
(com.sybase365.com.ibm.db2jcc4-9.7.4.jar for DB2)
- Copy oracle-jdbc-osgi_11.2.0.2.0-1.0.1.jar or com.sybase365.com.ibm.db2jcc4-9.7.4.jar to
{MOBILISER_HOME}/bundles/07-frameworks

This completes the database configuration

2.2.4 Server Setup - Third Party Software installation

Several third party jar files are required for normal operation. Obtain this software from the respective
vendors and deploy directly onto the OSGi container.

Bouncycastle
- Download and copy into {MOBILISER_HOME}/bundles/07-frameworks directory:
0 bcprov-jdk16-146.jar (Rename to bcprov-jdk16-1.46.jar)
0 bcpg-jdk16-146.jar (Rename to bepg-jdk16-1.46.jar)

Springsource
- Download and copy into {MOBILISER_HOME}/bundles/04-xml directory:
0 com.springsource.org.xmlipull-1.1.4.c.jar

Springsource
- Download and copy into {MOBILISER_HOME}/bundles/07-frameworks directory:
0 com.springsource.org.apache.commons.digester-1.8.1.jar
O com.springsource.org.jgroups-2.2.8.jar

Springsource

- Download and copy into {MOBILISER_HOME}/bundles/16-framework-reports directory:

0 com.springsource.com.ibm.icu-3.8.1.jar

com.springsource.javax.el-1.0.0.jar
com.springsource.javax.media.jai.codec-1.1.3.jar
com.springsource.javax.media.jai.core-1.1.3.jar
com.springsource.javax.servlet.jsp-2.1.0.jar
com.springsource.org.apache.commons.configuration-1.5.0.jar
com.springsource.org.apache.commons.dbcp-1.2.2.0sgi.jar
com.springsource.org.apache.commons.discovery-0.4.0.jar

O O0OO0OO0O0OO0Oo
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http://www.oracle.com/
http://www.ibm.com/

com.springsource.org.apache.commons.fileupload-1.2.1.jar
com.springsource.org.apache.commons.jxpath-1.2.0.jar
com.springsource.org.apache.commons.net-1.4.1.jar
com.springsource.org.apache.poi-3.0.2.FINAL.jar
com.springsource.org.jdom-1.1.0.jar

O o0o0OO0oOo

sap® Crystal Reports (Available at SPDC)

- Download and copy into {MOBILISER_HOME}/bundles/17-crystalreports directory:

0 com.businessobjects.cvom_12.2.212.1346-1.0.1.jar

com.businessobjects.foundation.logging_12.2.212.1346-1.0.1.jar
com.businessobjects.reports.jdbinterface_12.2.212.1346-1.0.1.jar
com.businessobjects.visualization.pfigraphics_12.2.212.1346-1.0.1.jar
com.crystaldecisions.common.keycode_12.2.212.1346-1.0.1.jar
com.crystaldecisions.reports.runtime_12.2.212.1346-1.0.1.jar

O 0O O0OO0Oo

SAP Crystal Reports (Available at SPDC)
- Download and copy into {MOBILISER_HOME}/bundles/20-mobiliser-reports-services directory:
0 com.sybase365.mobiliser.util.report.crystalreports.impl-5.0.0.RELEASE1.jar
0 com.sybase365.mobiliser.util.report.crystalreports.util-5.0.0.RELEASE1.jar
0 com.sybase365.mobiliser.util.report.crystalreports.web-5.0.0.RELEASE1.war
0 com.sybase365.mobiliser.util.report.watcher-5.0.0.RELEASEL.jar

Azalea

- Download and copy into {MOBILSER_HOME}/bundles/18-report-fragments directory:
0 com.azalea.ufl.barcode_1.0-1.0.1.jar

2.3 Ul Setup

2.3.1 Ul Setup - Tomcat

The Ul will be deployed on Tomcat (6.0.33) or later. The Ul provides access to End User and Administrative
Portals.

- The Tomcat Container and Ul application are located at
{MOBILISER_INSTALLATION}/applications/apache

mobiliser.ui.web.applic -5.0.0.war

- Copy the Tomcat Container from {MOBILISER_INSTALLATION}/applications/apache/apache-tomcat-
6.0.33 to /opt/sybase to create the {TOMCAT_HOME} directory
0 Note: Itis useful to create a symbolic link ‘tomcat’ to the {TOMCAT_HOME} directory

Money Mobiliser — Installation and Setup



o0 Note: All other necessary application directories are generated automatically on start up by
Tomcat
- Copy the Ul application ‘com.sybase365.mobiliser.ui.web.application-5.0.0.war’ to the
{TOMCAT_HOME}/webapps directory and rename it to ROOT.war
- Copy the Bouncycastle jar file into {TOMCAT_HOME}/webapps/ROOT/WEB-INF/lib directory
0 bcprov-jdk16-146.jar (Rename to bcprov-jdk16-1.46.jar)
0 The webapps/ROOT directory is created after Tomcat is initialized

2.4 Password Encryption (Optional)

2.4.1 Password Encryption Overview

The purpose of the password encryption tool is to secure passwords that are present in Mobiliser
configuration files. The Mobiliser configuration files are located in {MOBILSIER_HOME}/conf/cfgbackup and
will support passwords configured in an encrypted BASE64 format.

Obtain the software used for password encryption, cm-loader-0.3.3-encrypt.zip, at the following URL:

http://optimus.sybase.com/nexus/content/repositories/releases/com/sybase365/arf/container/system/cm-
loader/0.3.3/cm-loader-0.3.3-encrypt.zip

2.4.2 Encryption Software Installation

After downloading the encryption software, extract its contents in any location on the Mobiliser system. This
location is {fENCRYPTION_HOME]}.

2.4.3 Password Encryption Instructions

Navigate to the {ENCRYPTION_HOME}/bin directory. The script is encrypt.sh creates the encrypted password.
The encrypt.sh script requires two variables to execute successfully:

- Decryption Key — This value is the key that Mobiliser uses to decrypt any password that is in BASE64
format. The decryption key can be changed by an administrator and is located in the
{MOBILISER_HOME}/conf/system.properties file; the default value for this decryption key is
‘sybase365’.

- Password Value — This value is the password in plain text that you would like to have converted to
BASE64 format

Ex. ./encrypt.sh <decryption key> <password value>

Jencrypt.sh sybase365 secret
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yption/bin

Once the encrypt.sh script has been executed successfully a BASE64 encrypted version of your password will
be returned to you. In order to use this newly encrypted password within a configuration file it must be
entered in the following way:

Ex. {enc}<BASE64 encoded value>
{enc}Do/p2/KXul0LGXx8Z419dA==

i sybase@perfapplis/ ase/maobiliser/conf/cfgbackup

When Mobiliser is initialized, it will use its configured decryption key to understand the password that is
provided in its various configuration files.
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3 Initialization and System Check

3.1 Start Server and Ul

- Execute the following start script {MOBILISER_HOME}/bin/startup.sh to start the Server

- Monitor the Server log at {MOBILISER_HOME}/logs/felix.log until the log specifies that “AutoDeploy
finished”

- Verify that the Mobiliser console has initialized successfully by viewing the customer WSDL via web
browser (http://localhost:8080/mobiliser/customer/Customer.wsdl)
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http://localhost:8080/mobiliser/customer/Customer.wsdl

) Mozilla Fi =] E3
Fle Edt History  Bookmarks  Took  Help
{__ httpifirsdevoq:8080/ . stomerjCustomerwisdl | & |

rSdevO4:E0E0 m e "’ S s

-
)2

This ML file does not appear to have any style information associated with it. The document tree is shown below:

— <wsdl:definitions targetl¥ hitpffmobiliser. sybase 365 com/moneyfeustomer >
- <wsdl:types>
— <xsischema attributeFormDefault="unqualficd" elementFormDefault="unqualifi=d" jxh ionBindingPrefixes="sic" juhsversion="20" targetNamespace="http:/mobiliser. sybase 365, com/framework/c ontract
f5_Ofbage">
— <xs:annotation™>
- <xs:appinfo>

- <jxh:schemaBindings>
<jxh:package name="cotn sybase 363 mobiliser frameworle contract w3_0 base'/>
<fjxh:schemaBindings>
ixb: globalBindings generateTsSetMethod="fise">
<xjo: serializable wid="1">
<fjxh:glohalBindings>
</xs: appinfo>
~ <xs:documentation>
The XML Schema for mobiliser requests. Version: $HeadURL: htp:fforinoco. sybase. com/svn/mobiliser/mS/frameswork/tagsicom sybase365 mobiliser framework-5 0.0 RELEASE lcontractfsre/mainresources
base365mobiliserfframework/oontractixsdibase-5-0 xsd §
<fxs: documentation>

<fxs: annotation®
~ <xs:simple Type name="strSmall">
— <xs:restriction hase="xs string">
<xs:maxLength value="6">
<xsiminLength value="0">
<fxs:xestriction>
<fxs:simple Type>
~ <xs:simple Type name="strSmallNonEmpty'>
~ <xs:restriction base="strSmall">
<xs:maxLength value="6">
<xs:minLength value="1"/> =

s .

- Execute the following startup script {TOMCAT_HOME}/bin/startup.sh to start the Ul

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

- Verify that the Tomcat Web Ul application has initialized successfully by viewing it vi web browser
(http://localhost:8088)
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http://localhost:8088/

¥)) Money Mobiliser Login - Mozilla Firefox

Fi= Edi View Hstory Bookmarks Took  Help

‘ 4 Money Mobiliser Login |k

& rSdevD4:a0E]

(38 sous 3

Ll

Languages (7]

Money Mobiliser Login

Login ID ———
) Consumer Signup
JForgot Password

WICKET AJAX DEBUG | =]

3.2 Preferences Configuration

Log into the Ul (Operations Dashboard) as the opsmgr user (opsmgr: secret). You will be prompted to
change the password for the user before you are logged in.

¥)) Operations Dashboard - Mozilla Firefox

Fi= Edi Yiew Hstory Bookmarks Took Help

| 4 Smerations Dashhoad [+
€ rSe04:1417/dsstbnard e ][8- conae BRIk
5 Logged-in a=: Operations Manager (10d) | Logout | Languages -] =
SYBASE 365 , =
L Operations Dashboard

Home =™ Money Mobiliser Operations Dashboard
Preferences
= This dashboard provides functions for viewing the operational status of Mobiliser servers, such as:

Change Password

- Getthe health status of all your Mobiliser servers and a variety of information on

‘ingide-application’ status and statistics; availahle services, messaging channels,
) preferences and mare

®  Trackindividual statistics from your semvers far manitoring hroughpu, health or
[ || generslserer operstional efflency
)

Select Preferences on the left side of the screen, expand to the following path
/presentationlayer/com/sybase365/mobiliser/util/web/util and select the Configuration file.
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¥)) Operations Dashboard - Mozilla Firefox

Fi= Edi Yiew Hstory Bookmarks Took Help

| 4 Smerations Dashhoad |+

& @ rSdevd: 1417/ 7= TgunybGETETFORY LYEOEbPledI LXMW ATGWNBSINZ Y5402 AR THOPRY4E DT WMSm Lu2r SusbOWESHE SL S a0 LXEFBRUWSL e | 1_._} Goagle IR

g ;5 i Logged-in a=: Operations Manager (10d) | Logout | Languages -]
SYBASE |36 Operations Dashboard

MoBILE SERVICES

Home * Preferences Add an Application  Add a Preference Node  Import a Preference Node
BOEAETROCES, Navigate to the preference node then click o it's name to select and edit

Jobs

Change Password Preferences Node

& (] businesslayer
=-Ipresentationiayer
& Cleom
=3 sybase365
) ZImobiliser
Dutit
= Slweb
ER=IT]
() configuration
) DynamicServiceConfiguration

WICKET AJAX DEBUG | =]

- Navigate to the Key named publicKeyStore (Page 3) and edit the value to
“{MOBILISER_HOME}/keys/maobiliser_pub.jks”
o This will allow Mobiliser to use the test keystore which comes with the package

¥)) Operations Dashboard - Mozilla Firefox

Fle Edt Wiew History Bookmarks Tooks Help
| 4 Smerations Dashhoad |+
€ G rSdevD4: 14177k FlisbrDmuGROFR I Ded, [ 1_._} Gongle SR
EEE EEEE ETE R =
Preferences Add a Preference
Showing | 21 - 30 (36 Totaly 4128 a»

Key Value Actions

msisdnOtpGonfimed false Edit
Remove

publickeyStare Joptsyhase(RELEASEkeys motiliser_pub ks Edit
Remove

repariPronSererPath IRepartyigwer Edit
Remove

reponProxSenenr ity incalno stB0B0/eystalrpt Edit
Remove

reportserverlil Repartviewer Edit
Remove

riskeategories 01234567 Edit
Remove

smsOtpTernplate otpsignup Edit
Remoue

svaCurrency EUR Edit
Remove

tnCancelTimeBuTzring e 600 Edit
Remove

rMaxhlumberToFetch 1000 Edit
Remove

@ 2012 Syhase Inc., an SAP company | Contact Support | About Money Mebiliser - Session Tineout: 14:52 Minutes &Bz SE | wEr =

- Click Refresh to assure that preferences changes were committed.

3.3 SMPP Configuration (optional)

- Loginto the Ul (Operations Dashboard) as the opsmgr user
- Select Preferences on the left side of the screen, expand to the following path

com/sybase365/mobiliser/util/messaging/channelmanager/engine/impl/Channelinstantiator/ and
select the smppchannell node file.
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perations Dashboard - Moz

File

L

it Wiew History Bookmarks Tools Help

‘ ‘e Operations Dashboard

€ G | r5HeVDH: 1417 (Px=BNBLISRY 2 RHEIDb e OWIGDSKEY cK L IPT22f 1Ay 36 OVhE40CS T GIbP Gy I2EaZIME-API7E T 1Lp TKHIA6L ShEADSHWIWFD*tBB2-PIKA

c

SYBASE 365

MOBILE SERVICES

HOME | SERVERS | TRACKERS |

Home
Preferences
Jobs

Change Password

@017 Suhase Ine A0 S0 camnany | Contact Sunnart | Ghast Mane Kot

- Navigate through all of the node preferences, and enter all relevant SMPP account information.

perations Dashboard - Mozilla Firefox
File Edt View Hitory Bookmarks

Operations Dashboard

* Preferences

Add an Application

' Navigate to the preference node then click onit's name to select and edit

Add a Preference Node

Import a Preference Node

Preferences Node

£ CIbusinesslayer
= Cicom

CIsyhase3ss
- mobiliser
) [ framework
(] money
& Chutil
= I messaging
- CJehannelmanager
= SJengine
£ E3impl
-3 Channellnstantiator
() ntmichannel1
[ nttpchannent
() jabberchannel1
() smppchannel1
) smtpchannel1
(Jjmsconnection
(Jjmspickup
(2 channelmgr
(2 encryption
(Tlogic
[ presentationlayer

Tols  Help

‘ ‘e Operations Dashboard

(" hitpijrSdevia 6050 . ne=Padficfuckand

| Smssinn Timend 1210 N des.

TextPad - C:\Documents and Settingsimwalker|iy
o

|_Testing_1.3_Proc

€ G rSHevDH 1417 x=nIPLGID- GSWGYEYFQRO

c

SYBASE 365

MOBILE SERVICES

HOME | SERVERS | TRACKERS |

Home
Preferences
Jobs

Change Password

Operations Dashboard

 Preferences » Node
Selected Node

Application: businesslayer

Node Full Path:
fsmppchannell

e BT e

* Preferences Add a Preference
Showing: : 1-7 (7 Total) »
Key Value Actions
_active false Edit
Remove
_channelType stpp Edit
Remove
bindType transceiver Edit
Remove
channelld defaultcy Edit
Remove
incomingChannelld brandinGueue Edit
Remove
registeredDe very 0 Edit
Remove
sendAsDatadm false Edit
Remove

- Click Refresh to assure that preferences changes were committed
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3.4 SMTP Configuration (optional)

Log into the Ul (Operations Dashboard) as the opsmgr user

- Select Preferences on the left side of the screen, the select “Add a Preference Node”

i

B Help
[E
€ r5devD4: 1417 [P SNEDRYE 0052 XS vdLbA & ‘ ’-Tlv Google:

SYB*}EEL;’L?KZ Operations Dashboard

‘ 4 Operations Dashboard

/!*

Loggsd-in a5: Operations Manager (104) | Logout | Languages <]

Home: “ Preferences » Add a Preference Node

Preferences - =i
Application: | - Pleage Select - =l

Jobs S —
Full Node Path:

Change Password

[ sove [l concor |

©3012 Sybase Inc., an SAF company | Contact Support | About Money Mobiliser | Session Timeout 1253 Minutes

SYBASE 1 »&7emmn

- Select businesslayer in the Application drop down list and enter the following path in the Full Node
Path field:

com/sybase365/mobiliser/util/messaging/channelmanager/engine/impl/Channellnstantiator/smtpch

annell, then click save.

- Navigate to the newly created preference node in the preference tree, and double click on the
smtpchannell node. Then select “Add a Preference”

¥) Dperations Dashboard - Mozilla Firefox

i w  Hstory Bookmarks  Tooks  Help

‘e.oms ns Dashbostd | +|

€ i rSdevDe 1417 [x=kPsWEPLOB IO TD-SSog

SYB/}A%,E“J;?K?; Operations Dashboard

& |[29- sosa R

Logged-in as: Operations Manager (104) | Logout | Lenguages 5]

HOME | SERVERS | TRACKERS |

Home * Preferences » Node » Add a Preference
Preferences )
Application: businesslayer
Jobs
Change Password Node Full Path:
ismipchannelt
Key: » i
Value: +
Tyme:
Descrintion:
Save With Encryption: Mo encryption =
Using Passphrase:
e
@ 2012 Sybase Inc., an SAP company  Contact Support  About Money Mobiliser = Session Timeout 13:55 hinutes

SYBASE 1 »&7emmn
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- Inthe Key field enter _channelType, in the Value field enter email, in the Type field enter
java.lang.String. Click Save.

- Repeat previous step to enter the following values

0 Key: channeled, Value: default, Type: java.lang.String
Key: mail.host, Value: localhost, Type: java.lang.String
Key: mail.port, Value: 25, Type: java.lang.String
Key: mail.protocol, Value: smtp, Type: java.lang.String
Key: mail.sign, Value: false, Type: java.lang.String
Key: sign.hashAlgorithm, Value: -1, Type: java.lang.String
Key: sign.keyld, Value: -1, Type: java.lang.String

O O0OO0OO0OO0Oo

- Click Refresh to assure that preferences changes were committed

Tools  Help

| 4 Operations Dashboard [

& @ r5dev04: 1417/ TnSPHNDZpSTEVDK T  0mgQ & ‘ ’-Tlv Google 5 ! o
SYB A.SF ‘ 2 6,, Logged-in as: Operations Manager (104 | Logout | Languages(-] ™|
- | 202

Operations Dashboard

MOBILE SERVICES

WOME | SERVERS | TRACKERS
Home: * Preferences » Node
Preferences
« Preference has been saved
Jobs
- Selected Node
Change Password

Application: husinesslayer

Node Full Path:

Isrtpchannelt

[ rerocn [l omove [l ool cancat |

Preferences Add a Preference

Showing:* 1 - 8 (& Total) 0

Hey Value Actions

_channelType email Edit
Remove

channelld defaultd Edit
Remove

mail hogt Incalhost Edit
Remove

mail port 25 Edit
Remove

mail pratocol smip Edit
Remove

mail.sign false Edit
Remove

sign.hashalgoritim -1 Edit
Remove

sign keyld -1

Edit
TextPad - C:\Documents and Settingsimwalker|iy
Documents|Brand_Testing_1.3_Proc

3.5 Default (Administrative) Web Ul Accounts

The following user accounts are the administrative accounts that are created after a Mobiliser Installation.
Note: After logging attempting to log in with these accounts you will be prompted to change the password for
the account before proceeding

3.5.1 Customer Support Accounts

Customer Support Tool — cstfull: secret
Manager User Accounts — usermgr: secret
Manage Notifications and Alerts — notifmgr:secret

Money Mobiliser — Installation and Setup

14



| 3.5.2 Distribution Partner Portal Account

Create and Manage Merchants — Headquarter:secret

| 3.5.3 Operations Dashboard Admin Account

View and Manage System Configuration — opsmgr:secret

| 3.5.4 System Console

Use this console to monitor the functions of the Mobiliser container
- Default url = Error! Hyperlink reference not valid.
- Default Account — sysmgr:secret
0 Note: This password may have been updated on first attempt to log into the Operations
Dashboard.
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4 End to End Test

4.1 Add Customer

The consumer signup process begins at the Web Ul login screen.
“Consumer Signup”

¥ Money Mobiliser Login - Mozilla Firefox

File Edt Wiew Hstory Bookmarks Tools Help

| ¥ Maney mobiiser Login

Click on the link that says
(il

€ r5devD4:ta17login

| [58- Geoge

—_—

Money Mobiliser Login
Login ID —

Consumer Signup
Forgot Password

Fle Edb View Hstory Bookmarks Tooks
| ¥ consumer signup

Help

Click Continue to move on to the Consumer Signup form for new Mobiliser customers
) Consumer Signup - Mozilla Firefox
(&l

€ rS5devD4:ta17/sianup

SYBASE | 365

MOBILE SERVICES

[ [=]]

Consumer Sighup

| [#- sosoe I
Languages [7]
.= Welcome to the Money Mobiliser Consumer Signup
=
Touse this application you need to have a valid mobile number and postal address.
Inthe course ofthe signup process you will be asked infarmation aboutyourself, such as;
* mobile number

» personal details

» your atdress, and

* bank account information

Ifyau are natwilling to provide us with this infarmation you may not sign Up 1o use this servce.

©3012 Sybase Inc., an SAF company | Contact Support | About Money Mobiliser | Session Timent: 2355 Minutes

SYBASE 1 »&7 emm
Fill in all required information fields, accept Terms and Conditions, and confirm captcha image. Click
Continue.
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Edt Wew Hstory Bockmarks Took Help

& Consumer Signup I il

€ P | rodevis 1417(7x=0HCdb0EE gMEraDARLOA

e

[$9- ot

ID Type Please Select =] D Number

Security Information

Security Question * | Whatwas my first pet's namx]  Security Answer * | Claus
PIN | ReenterpiN+

Password * Re-enter Password

Username * [amungal ]

User Confirm

Erter the characters shown in image below- elick to geta new image:

Characters * Spayn

Terms and Conditions

In English: ipsum dalar sit amet, consectetuer adipiseing elit, Sed diam nonummy nibh euismad tincidunt ut laoreet dolore magna
aliquam eratvalutpat. Utwisi enim ad minim veniam, quis nostrud exerci tation ullameorper suscipit loborlis nis! ut aliouip ex ea
commodo eonsequat.

Sed diam nenummy nibh euismed tincidunt ut laoreet dolore magna aliguam eratvalutpat, duis autem vel eum iriure dalor in
hendrert in vulputate velit esse malestie consequat, vel iilum dolore eu feugiat nulla facilisis atver et actursan et usto odio
dignissim gui blandit praesent luptatum zzril delenit augue duis dolore te feugait nulla facilisi. Lorem ipsum dolor sit amet,
consectetuer adipisting elit, sed diam nonumrmy nibh euismod tineidurt utlaoreet dolore magna aliquam eratvolutpat Utuisi enim
ad minim veniam, guis nostrud exerci tation ullamcomer suscipit labortis nis| ut aliquin ex ea commado sansequat

Duis auter vel eumn iriure dolor in hendrerit in vulputate velit esse molestie consequat, vel illum dolore eu feugiat nulla facilisis at
varo et accumsan et usto ndio dignissim gui blandit pragsent luptatum Zzril delenit augue duis dolore t8 feugait nulla facilisi. Nam
liter tempor cum soluta nobis elsifend opiion cangue nihil imperdiet doming id quod mazim placerat facer possim assum.

o

= - S PR
[T
Terms and Conditions * & 1 Agree
| Disagree

erm] [(Em] o

- At the account summary page click Continue again

=

WICKET AJAX DEBUG
=

) Consumer Signu, refox [_12]=]
Fle Edt Yew Hstory Bookmarks Bols Help
‘ s Consumer Signup | &l =
2|

K=BYP20ARAUjs-dsTpkosin

€ i rsdevneiiaL)

SYBASE | 365

MOBILE SERVICES

Consumer Signup

Languages [

% Please confirm your previously entered information

General Information

First Name Anita Last Name Mungal
Gender Male Title
Date OF Birth 83 Hoe une
7% Address Information
Street Address Street Address {addition)
House No city
State zPp
Country United States

& Contact Information

Phone . +12024231056  walkerm03@gmail.com

Info Mode SMS and Email

Security Information

Security Question Wihatwas my first pets name?
Answer Claus
Username amungal

G| [om ] (o

- At thefinal part of the consumer signup, you will be asked for an OTP code to finalize the creation of

the account.
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#) Consumer Signup - Mozilla Firefox [_17]x]
Fie Edt View Hitory Bookmarks Tools  Help

‘g,CDrv;umer Signup | &l

& | rodev041 1417 [x=GUHAFUPSYZe1 VIBUKapy & |[29- sosa R

SYBASE | 365 .
MMJSEMES Consumer Signup

&l Verify mobile phone

Languages [

Wike just sent a one-time passcode to your mobile phone, please enter it in the field below

i the one-time passeode again
Click*Cancel" and restart registratian, ifyau are having difficutty receiving yaur one-time passcode

[_cortinue [l econa Il concor |

©3012 Sybase Inc., an SAP company | Contact Support  About Money Mobiliser | Session Timeout: 23:54 hinutes &IBASE | 0 T corpaer

- Go to the Channel Manager console to find the OTP information:
o0 Error! Hyperlink reference not valid.
o If asked for credentials to enter page use the following; Mobiliser:secret

Higtory  Bookmorks  Tools  Help

[T

=[S~ sooe SIS

Tismes tary MSISDN Message
2012-04-11 15:11:42 +1200|+12024231056 [TU4r passtode: URSIDG

2012-04-11 15:07:45 +1200 [+12024231056 [Fo%s passcode: ARUALP

- Enter OTP specified on the page and click Continue

- You will receive a confirmation page specifying a successful consumer signup, click continue and you
will be redirected to the Web Ul login page again where you can log in with the newly created
Mobiliser account
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5 System Configuration

System configuration data for Mobiliser 5.0.0 is distributed between 1) configuration files and 2) system
preferences (database). Configuration files are specific to the local container. System Preferences are supplied
by the preferences server and are therefore available to multiple containers. File based configuration is
covered in this section. Preferences configuration is covered in section 3.2.

5.1 System Configuration Files

Path: {MOBILISER_HOME}/conf
File:
- config.properties
o) basic felix configuration info
- jetty.xml
0 threadpool used to accept client connections
- system.properties
0 define location for configuration files
o  Decryption key for local container
o0  Pathto user details cache settings
- userdetails-ehcache.xml
0  User Details cache settings
- mob-ehcache.xml
o  global and web service specific cache settings

Path: {MOBILISER_HOME}/conf/cfgbackup
File:
- com.sybase365.mobiliser.framework.event.core.properties
o  EventHandler (batch, queue, threads) settings for the local container
- com.sybase365.mobiliser.framework.event.scheduler.quartz.properties
o  Database configuration and scheduler settings for Event generation
- com.sybase365.mobiliser.framework.gateway.httpservice.properties
o context root for Mobiliser 5.0.0 web services
- com.sybase365.mobiliser.framework.gateway.security.authentication.jmx.properties
o  jmxservice url
- com.sybase365.mobiliser.framework.gateway.security.authentication.ldap.properties
o ldap configuration data
- com.sybase365.mobiliser.framework.gateway.security.authentication.webconsole.properties
o  mobiliser privilege (mob_umgr_privileges) required for console access
- com.sybase365.mobiliser.framework.gateway.security.filters.x509.properties
0  Subject DN filter
- com.sybase365.mobiliser.framework.gateway.soap.jms.properties
o0 URL to JMS Provider
- com.sybase365.mobiliser.framework.persistence.hibernate.sessionfactory.properties
0 hibernate settings
- com.sybase365.mobiliser.framework.persistence.jdbc.bonecp.pool.properties
o  jdbc configuration and threadpool provider settings
- com.sybase365.mobiliser.framework.service.api.properties
o  org.springframework.dao.DataAccessException
o org.springframework.transaction.TransactionException
- com.sybase365.mobiliser.util.prefs.encryption.aes.properties
o  preferences encryption key
- com.sybase365.mobiliser.util.prefs.encryption.tripledes.properties
o  preferences encryption key
- com.sybase365.mobiliser.util.prefs.store.local.properties
o  preferences node and settings to be used
- com.sybase365.mobiliser.util.report.crystalreports.properties
o  jdbc configuration for Crystal Reports
- com.sybase365.mobiliser.util.report.watcher.properties
o local output directory and polling configuration for reporting function
- org.apache.felix.webconsole.internal.servlet.OsgiManager.properties
o  configuration for System Console
- org.ops4j.pax.logging.properties
0 log4jsettings for Mobiliser Core
- org.ops4j.pax.web.properties
0  log4j settings for Jetty
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5.2 System Tuning

System tuning is achieved through managing various thread and connection pools. These settings are found in
configuration files and in preferences. The system can be optimized to accommodate large numbers of client
connections, a large number of database connections, or both. With the exception of event and audit
processing, the settings that have the greatest impact on performance are:

5.2.1 Web Services

- jetty thread pool size: setting the minimum number of threads to the same value as of the maximum number
of threads for the most consistent performance. For minimal performance settings, there should be at least 80

threads (4x default number of acceptor threads (20)).
- small to medium systems (8-32 logical cores): 128 threads
- large systems (>32 logical cores): 256 threads

5.2.2 JDBC Connection Pool

- bonecp connection pool: For best performance use 3 or 4 partitions. The minimum number of connections
should be the same value as the maximum number of connections to avoid issues with idle thread eviction
policies. Sizing information:

- small to medium systems (8-32 logical cores): 128 connections per partition

- large systems (>32 logical cores): 256-512 connections per partition

Ex.
-> jdbcUrl=jdbc:oracle:thin: @perfOl-xor.resdev.lab:1521:orcl
-> maxConnectionsPerPartition=512
-> minConnectionsPerPartition=512
-> partitionCount=3

5.2.3 JVM Settings

- JVM args are defined in the {MOBILISER_HOME}/bin/setenv.sh script. The following settings provide optimal
heap size and management for high performance installations:

- MOBILISER_OPTS="-Xms32G -Xmx32G"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:PermSize=256M -XX:MaxPermSize=256M"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:ReservedCodeCacheSize=128M"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:+UseLargePages -XX:LargePageSizelnBytes=2M"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:+UseParNewGC -XX:+UseConcMarkSweepGC"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:CMSInitiatingOccupancyFraction=70 -
XX:+UseCMSInitiatingOccupancyOnly"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:ParalleICMSThreads=20"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:ParallelGCThreads=40"

- MOBILISER_OPTS="$MOBILISER_OPTS -XX:+ExplicitGCInvokesConcurrent"

5.2.4 Logging

Felix (OSGi) and Mabiliser logging can become quite verbose. Log level should be set to WARN for best
performance
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- conf/cfgbackup/org.ops4j.pax.logging.properties
- conf/config.properties
0 org.opsdj.pax.logging.service.frameworkEventsLogLevel=WARN

5.2.5 Event queuing/recovery Capacity

Status Events are generated through the transaction lifecycle. Optimize the settings for Event Handlers to
avoid delayed processing.

- conf/cfgbackup/com.sybase365.mobiliser.framework.event.core.properties
-> regeneration.batch.size=16384
-> delayedq.capacity=16777216
-> processq.capacity=16777216
-> catchupq.capacity=16777216

5.2.6 Audit Subsystem

Audit Subsystem configuration are defined in system preferences

PATH: /businesslayer/system/com/sybase365/mobiliser/money/auditmgr/AuditDispatcher/
(Name:Value)

VALUE: 100

batchSize: 1024

maxInterval: 1000

maxConcurrent: 4

5.2.7 EventHandlers

Event Handlers process status events that are generated for each transaction

PATH:
/businesslayer/system/com/sybase365/mobiliser/money/jobs/event/handler/registration/RegistrationTransac
tionEventHandler/

event.handler.maxActive: 128

event.handler.maxidle: 128

PATH:
/businesslayer/system/com/sybase365/mobiliser/money/jobs/event/handler/transaction/TransactionNotifica
tionEventHandler/

event.handler.maxActive: 128

event.handler.maxidle: 128

PATH:
/businesslayer/system/com/sybase365/mobiliser/money/jobs/event/handler/balancealert/BalanceAlertEvent
Handler/

event.handler.maxActive: 128

event.handler.maxidle: 128

PATH:/businesslayer/system/com/sybase365/mobiliser/money/jobs/event/handler/invoicepay/InvoiceAutoPa
yEventHandler/

event.handler.maxActive: 128

event.handler.maxidle: 128
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PATH: /businesslayer/system/com/sybase365/mobiliser/money/ams/logic/transfer/TransactionEventHandler/
event.handler.maxActive: 128
event.handler.maxidle: 128
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