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Introducing Developer Guide for Unwired Server Management API

Introducing Developer Guide for Unwired
Server Management API

This guide provides information about using the Sybase® Unwired Platform Administration
APIs to custom code an administration client. The audience is advanced developers who are
familiar working with APIs, but who may be new to Sybase Unwired Platform.

This guide describes the features and usage of the Administration API, how to get started with
client development, and how to program a custom administration client. Also included is
information on how to configure Unwired Platform properties using client metadata, how to
use properties, and a listing of error codes.

Administration Client APl Features

Sybase Unwired Platform includes a Java API that opens the administration and configuration
of Sybase Unwired Platform to Java client applications you create. By building a custom client
with the administration client API, you can build custom application to support Sybase
Unwired Platform administration features and functionality within an existing IT
management infrastructure.

When creating a custom Unwired Platform administration client, the entry point is the
SUPOhj ect Fact or y class. By calling methods of SUPChj ect Fact or y, which require
different context objects, you can retrieve administration interfaces to perform administration
activities. Should errors occur, they are reported through a SUPAdm nExcept i on, which
provides the error code and error message. For details of each administration interface, you
can refer to the Javadoc shipped with the administration client API.

Companion Docs

Companion guides include:

e System Administration

» Sybase Control Center for Sybase Unwired Platform

o Sybase Unwired WorkSpace — Mobile Business Object
» Troubleshooting for Sybase Unwired Platform

See Fundamentalsfor high-level mobile computing concepts, and a description of how Sybase
Unwired Platform implements the concepts in your enterprise.
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Javadocs

The administration client API installation includes Javadocs. Use the Sybase Javadocs for
your complete API reference.

As you review the contents of this document, ensure you review the reference details
documented in the Javadoc delivered with this API. By default, Javadocs are installed to
<Unwi redPl atform I nstall Di r>\ Servers\ Unwi redServer

\ Adm nCl i ent API\ com sybase. sup. adni napi \ docs\ api \i ndex. htnl .

The top left navigation pane lists all packages installed with Unwired Platform. The applicable
documentation is available withcom sybase. sup. adm n. cl i ent package. Click this
link and navigate through the Javadoc as required.

Documentation Roadmap for Unwired Platform

Learn more about Sybase® Unwired Platform documentation.

See Documentation Roadmap in Fundamentals for document descriptions by user role.
Fundamentals is available on Production Documentation.

Check the Sybase Product Documentation Web site regularly for updates: access Attp.//
sybooks.sybase.com/nav/summary.do?prod=1289, then navigate to the most current version.

2 Sybase Unwired Platform
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Administration Client API

Administration Client API

The client you create connects to Unwired Server through Sybase Control Center and Sybase
Unified Agent.

For example, as this illustration shows, connections are established using an
Agent Cont ext and a Ser ver Cont ext :

B
&
]
/
bt Unwired Server

Instance

AgentCo =i * . ServerContext
(@) S
e
e

Hostl A
Sybase Control Center:

o =)
= Management Server and
i Unified Agent
* %5 |Administration
": = Client
F‘[“‘\;’
g =
iy

Exisfing IT Infrastructure

You do not need to create an instance of Agent Cont ext . If none is defined, a default one is
created by the Ser ver Cont ext using its host value and default agent port (9999).

Contexts

A context is a lightweight, immutable object that is used to retrieve a specific administration
interface instance. You create a connection to the Unwired Server when you invoke an API
(such as pi ng) on a supported interface (such as SUPSer ver ), but not when context objects
(such as Agent Cont ext or Ser ver Cont ext ) are initialized. There is no need to
maintain the states of contexts because state changes are not supported.

The administration client API includes these contexts:

Context Description

Agent Cont ext Optional. Connects to the Unified Agent that acts as a proxy and manages
the connection to the Unwired Server instance identified in the Ser v-
er Cont ext .
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Context Description

Def aul t Admi n- The super class of other concrete context classes.

Cont ext

Adm nCont ext The Adm nCont ext is an interface that all context classes imple-
ment.

Ser ver Cont ext Required to connect to the Unwired Server instance. If you don't specify

an Agent Cont ext , the Ser ver Cont ext creates one for you
using default values. See Connecting to an Unwired Server Instance. Use
this context to retrieve the Cl ust er Cont ext

d ust er Cont ext Required to manage a specific cluster. Use this context to retrieve the
Domai nCont ext .

Donai nCont ext Required to manage a specific domain. Use this context to retrieve the
PackageCont ext

PackageCont ext Required to deploy and manage a package. Use this context to retrieve the

MBOCont ext

MBOCont ext Required to manage a mobile business object. Use this context to retrieve
the Oper at i onCont ext

Oper at i onCon- Required to manage an operation.

t ext

Securi t yCont ext | Required to manage the security for the platform

For details on these classes, and the methods that implement them, see the Javadocs for
com sybase. sup. adnmi n. cli ent.

See also
e Connecting to an Unwired Server Instance on page 8

Administration Interfaces

The administration client API uses several interfaces that contain operations which can be
invoked by custom code to perform management of the Unwired Server.

The administration client APl includes these administration interfaces:

Interface Includes methods that

SUPSer ver Command and control operations for an Unwired Server instance,
for example start, stop, and ping.

4 Sybase Unwired Platform
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Interface Includes methods that

SUPCI ust er Manage cluster security, monitoring configuration and domain cre-
ation for a cluster instance, and so on.

SUPDonai n Manage domains, deploy packages to a domain, set security config-
urations for a domain, and so on.

SUPPackage Configure packages by setting up subscriptions, configuring cache

groups, configuring endpoint properties, and so on.

SUPMobi | eBusi nes-
sObj ect

View mobile business object properties, operations, errors, end-
points, and so on.

SUPCper at i ons

View operation properties, errors, endpoints, and so on.

SUPAppl i cati on

Manage applications, application connections, and application con-
nection templates

SUPMbnNi t or

Perform monitoring functions like viewing histories, summaries,
details, and performance data for various platform components, and
export data as required.

SUPSer ver Log

View, filter, delete and refresh logs, configure appenders, and so on,
for Unwired Server and its embedded services like replication and
messaging synchronization.

SUPDomai nLog

Configure domain log settings and view, filter, delete domain logs
entries, and so on.

SUPSer ver Conf i gu-
ration

Configure an Unwired Server instance, as well as its listeners. All
methods of this interface, except the apple push notification-related
properties are metadata-based.

SUPSecuri tyConfi -
guration

Create, manage, and configure a security configuration with at least
one authentication provider. You can add other providers (authenti-
cation, authorization, attribution, and audit) as required.

SUPMbbi | eWor kf | ow

Manage and configure deployed mobile workflow packages.

For details on these classes, and the methods that implement them, see the Javadocs for
com sybase. sup. admi n. cli ent.

See also
Client Metadata on page 165
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SUPObjectFactory

Once a context has been instantiated, pass it to a specific method of SUPChj ect Fact or y to
retrieve an administration interface. You can then start administration by calling methods of
the interface.

The methods in the SUPObj ect Fact or y class can accept an instance of Adm nCont ext
as a parameter. For example, to get an administration interface of SUPSer ver , you must
create an instance of Ser ver Cont ext with the correct information and pass it to
SUPOhj ect Fact ory. get SUPSer ver ().

SUPOhj ect Fact or y provides a shut down() method to cleanly shut down an
application that uses the API. See the Javadocs for details.

Metadata

Metadata-based configuration is used by these administration components:

« Unwired Server configuration properties

« Unwired Server log configuration properties

« Security configurations and the providers used in those configurations
« Endpoint connection properties

See also
e Client Metadata on page 165

Exceptions and Error Codes

The administration client API throws only one checked exception,
SUPAdmM nExcepti on.

An error code is associated with each thrown SUPAdm nExcept i on, so that developers
can easily diagnose what happened when the exception is thrown.

Note: See Developer Guide for Unwired Server Management APl > Error Code Referencefor
a list of predefined error codes.
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Getting Started with Client Development

An Unwired Platform development cycle includes several steps.

1. Reqguired Files
The following files are required in your class path.
2. Starting Required Services

Before beginning development, you must start required Unwired Platform services so you
can connect to them.

3. Connecting to an Unwired Server Instance
AgentContext and ServerContext are lightweight, immutable Java objects.
4. Developing Client Contexts, Objects, and Operations
Once you have an instance of ServerContext, you can create other contexts from it.

Prerequisites

Review this list to understand what prerequisites to consider before starting the development
of a custom administration tool within an existing enterprise-level adminstration framework.

« A development environment that supports Java development, for example, Eclipse.

« Optionally, if you want to install Sybase Control Center, it must be installed on the same
host as Unwired Server.

Required Files

The following files are required in your class path.

* sup-admin-pub-client.jar

e sup-admin-pub-common.jar

e castor-1.2.jar

e commons-beanutils-core-1.7.0.jar
e commons-lang-2.2.jar

e commons-logging-1.1.1.jar

e commons-pool-1.4.jar

e sup-at-lite.jar

* sup-mms-admin-api-lite.jar
 uaf-client.jar
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* log4j-1.2.6.jar
e commons-codec-1.3.jar
» log4j.properties (the file residing in the sample folder can be a template)

By default, the sup-admin-pub-client.jar, and sup-admin-pub-common.jar files are installed
to the <Unwi redPl at f orm | nstal | Di r >\ Ser ver s\ Unwi r edSer ver

\ Adm nCl i ent APl \ com sybase. sup. adni napi folder. All other jar files can be
found in the <Unwi redPl at form | nstal | Di r >\ Ser ver s\ Unwi r edSer ver

\ Adm nCl i ent API\ com sybase. sup. admi napi \ | i b folder.

Note: If you have Xerces J-Parser installed and have xerces.jar (the parser class files) in your
class path, the xerces.jar library may cause a class conflict with Sybase Unwired Platform.
This problem only occurs in certain circumstances when JDK 6 is used with Xerces. If this
problem occurs, you must remove this jar from your class path.

Starting Required Services

Before beginning development, you must start required Unwired Platform services so you can
connect to them.

Prerequisites
Ensure the required service are all installed on the same host.

Task

By starting required services, you start the servers and dependent services. For a complete list
of Unwired Platform Services, see System Administration > System Reference > Unwired
Platform Windows Services.

1. Clickthe Start Unwired Platfor m Servicesdesktop shortcut to start Unwired Server and
the dependent services that the custom tool you develop will manage.

2. Use the Services Control Panel to verify that the Windows service named Sybase Control
Center X.X is started. If it has not, start it by selecting the service and clicking Start.

Connecting to an Unwired Server Instance

Agent Cont ext and Ser ver Cont ext are lightweight, immutable Java objects.

Creating either of these objects does not immediately establish a connection to either Sybase
Control Center or the Unwired Server.

1. (Optional) Create an Agent Cont ext object.
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The default constructor creates an instance with host="localhost", port="9999", user=""
and password="". The constructor in this sample creates an instance with host="<host
name>", port="9999", user="supAdmin" and password="s3pAdmin":

Agent Cont ext agent Cont ext = new Agent Cont ext () ;
agent Cont ext = new Agent Cont ext (" <host nane>", 9999, "supAdm n",
"s3pAdm n");

2. Create a Ser ver Cont ext object.

Every Ser ver Cont ext instance has an Agent Cont ext instance. When you
instantiate Ser ver Cont ext , you can pass an instance of Agent Cont ext to the
constructor. If you do not specify an Agent Cont ext , the constructor automatically
creates an Agent Cont ext with the same host, user name, and password values as those
defined in the Ser ver Cont ext .

It also assigns 9999 as the port number for Agent Cont ext , for these reasons:
« Unwired Server and Sybase Control Center are installed on the same host, and they
share the same security provider.

* By default, Sybase Control Center listens on port 9999. The administration API
connects to Sybase Control Center using this port.

Thissample createsa Ser ver Cont ext that uses values of supAdmin and s3pAdmin for
the user name and password, and uses secure port (2001) by specifying "true" in the last
parameter:

Server Cont ext server Context = new Server Cont ext ();
server Cont ext = new Server Cont ext (" <host name>", 2001, "supAdni n",
"s3pAdmi n", true);

The usage of secure port does not require server certificate installation on the client-side. It
is assumed that server is configured with a valid and secure certificate for transport level
security, and client authentication is done via the security provider assigned to the ‘admin’
security configuration.

See also
e Contextson page 3

Developing Client Contexts, Objects, and Operations

Once you have an instance of Ser ver Cont ext , you can create other contexts from it.

1. Create required client artifacts.

« Create the context objects you require. The following diagram illustrates the
subclasses of Adni nCont ext and their logical hierarchy.
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L ServerContext

o ClusterContext

¢ PackageContext
o MBOContext
" OperationContext
"  SecurityContext

The following code fragment creates multiple contexts for cluster, security, domain,
package, mobile business objects, and operations:
Cl ust er Cont ext cl usterContext =
server Cont ext . get G ust er Cont ext (" <cl uster nanme>");
SecurityCont ext securityContext =
cl ust er Cont ext . get SecurityCont ext ("<security configuration
nanme>") ;
Domai nCont ext domai nCont ext =
cl ust er Cont ext . get Donai nCont ext (" <dorai n nanme>") ;
PackageCont ext packageCont ext =
domai nCont ext . get PackageCont ext (" <package name>");
MBOCont ext mboCont ext = packageCont ext . get MBOCont ext (" <MBO
name>");
Oper ati onCont ext operati onContext =
nmboCont ext . get Oper at i onCont ext (" <oper ati on name>");

¢ Call methods of SUPCbj ect Fact or y to create the administration interface
required. For example, to create an object of SUPSer ver , pass an instance of

Ser ver Cont ext to SUPObj ect Fact ory by calling:
SUPCbj ect Fact ory. get SUPSer ver (ser ver Cont ext) ;

2. Once the administration session ends, clean the resources held by the API by calling
SUPOhj ect Fact ory. shut down() . This method is provided only to help your
administration application exit cleanly, and is not designed to be called after each
administration operation.

For example:
SUPCbj ect Fact ory. shut down() ;

3. Build the client application.

10
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Code Samples

Use the Javadocs for the administration client AP1 package with the interface code samples to
understand how to program a custom administration client.

Code samples are organized by the interface used.

Controlling Unwired Server (SUPServer Interface)

The SUPSer ver interface allows you to manage the Unwired Server.

Operations you can perform with this interface include:

 Starting an administration session for an Unwired Server instance.
* Retrieving Unwired Server properties and status.
» Performing command and control actions like starting and stopping.

Session Start-up
Starts the management of an Unwired Server instance.

Syntax
public static SUPServer get SUPServer (Server Cont ext server Context)
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples
e Session Start-up —

SUPSer ver supServer =
SUPQhj ect Fact ory. get SUPSer ver ( server Cont ext) ;

Usage
When an instance of SUPSer ver is returned from the SUPODbjectFactory, call its method.

The state of the connection to the Unwired Server is automatically managed; an explicit
connection to the Unwired Server is not required.

Server Properties Retrieval
Retrieves the general properties of the Unwired Server instance.
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Syntax
Server VO get Properties() throws SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

» Getting properties— gets the properties for a server instance named ServerVO:
Server VO svo = supServer. get Properties();

Status Verification

Checks if the Unwired Server instance is available.

Syntax
voi d ping() throws SUPAdmi nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Ping - pings an Unwired Server to see if it is available:
supServer. pi ng();

Server Start-up

Starts an Unwired Server instance.

Syntax
void start() throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Startup-—
supServer.start();

12
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Server Shutdown
Stops an Unwired Server instance.

Syntax
voi d stop() throws SUPAdni nException
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Shutdown —
supServer.stop();

Server Restart
Restarts an Unwired Server instance.

Syntax
void restart() throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Redart -
supServer.restart();

Managing Clusters

The SUPCI ust er interface allows you manage the cluster to which the Unwired Server
instance belongs.

Operations you can perform with this interface include:

 Listing member servers, suspending/resuming member servers
 Listing, creating, and deleting domains
« Listing, creating, and deleting security configurations
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« Listing, creating, updating, and deleting monitoring configurations, deleting monitoring
data

« Listing, creating, updating, and deleting domain administrators
« Listing, updating, and deleting administration users
* Retrieving licensing information.

Note: The SUPCI ust er interface also contains methods for managing monitoring
profiles in a cluster, and monitoring data store policies and domain log data store policies.
These methods are described in Developer Guide for Unwired Server Management API >
Code Samples > Monitoring Unwired Platform Components.

Start Cluster Management

Starts the management of an Unwired Server cluster.

Syntax
public static SUPC uster get SUPC uster (Cl usterContext
cl usterContext) throws SUPAdm nExcepti on;

Examples

e Cluster startup — starts the management of the specified cluster.

cl ust er Cont ext = server Cont ext. get d ust er Cont ext (" <cl uster
nanme>") ;

SUPCI ust er supCl uster =

SUPQhj ect Fact ory. get SUPC ust er (cl ust er Cont ext) ;

Usage
When an instance of SUPCl ust er is returned from the SUPObj ect Fact ory, call its

method.

Unwired Servers Retrieval

Retrieves a list of servers that are members in a cluster.

Syntax
Col | ecti on<Server VO> get Servers() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

14
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Examples
* Getting member servers-— lists the servers that are members of a cluster:

Col | ecti on<ServerVO> svos = supCl uster.getServers();

Resume an Unwired Server
Resumes an Unwired Server in a cluster.

Syntax
voi d resume(String name) throws SUPAdnm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples
* Resumea server —resumes an Unwired Server in a cluster:

supC ust er. resune("<nenber server name>");

Suspend an Unwired Server
Suspends a member server in a cluster.

Syntax
voi d suspend(String nane) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Suspend a server —suspends an Unwired Server in a cluster:

supC ust er. suspend(" <nmenber server nane>");

Retrieval of Domains
Retrieves the domains in a cluster.

Syntax
Col | ection<String> get Domai ns() throws SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

e Retrieval of domains— retrieves the domains in a cluster.
Col | ecti on<String> domai ns = supC uster. get Donmai ns();

Creation of Domains
Creates domains in a cluster.

Syntax
voi d createDomai n(String name) throws SUPAdmi nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

» Creation of domains—creates,in the cluster, the domain specified by "<domain name>".
supd ust er. cr eat eDomai n( " <domai n name>");

Deletion of Domains
Deletes domains from a cluster.

Syntax

voi d del et eDomai ns(Col | ecti on<String> nanes) throws
SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Deletion of domains—deletes, from the cluster, the domains in the specified array.

supC ust er. del et eDomai ns(Arrays. asLi st (new String[] {
"<domai n nane 1>", "<dommin nanme 2>" }));
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Retrieval of Security Configurations
Retrieves a list of security configurations in a cluster.

Syntax
Col | ection<String> get SecurityConfigurations() throws

SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

» Retrieval of security configurations— lists the security configurations in a cluster.

Col | ection<String> securityConfigurations=
supCl ust er. get SecurityConfigurations();

Creation of a Security Configuration
Creates a security configuration in a cluster.

Syntax
voi d createSecurityConfiguration(String nanme) throws

SUPAdmM nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Creation of a security configuration —creates a security configuration of the specified
name in the cluster:

supCl uster. creat eSecurityConfiguration("<security configuration
name>");

Deletion of a Security Configuration
Deletes a security configuration from the cluster.

Syntax

voi d del et eSecurityConfigurations(Collection<String> nanes) throws
SUPAdmM nExcepti on;

Developer Guide: Unwired Server Management API 17



Code Samples

Returns
If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

» Deletion of a security configuration — deletes a security configuration from the cluster.
supCl ust er. del et eSecuri tyConfi gurations(securityConfigurations);

Retrieval of Domain Administrators

Retrieves a list of domain adminstrators in a cluster.

Syntax

Col | ect i on<Donmai nAdmi ni st r at or VO> get Donmai nAdmi ni strators() throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

¢ Retrieval of domain administrators—retrieves a list of domain administrators in a
cluster:

//List donmin adninistrators

for (Domai nAdmi ni stratorVO davo :

supd ust er. get Domai nAdmi ni strators()) {
System out . pri ntl n(davo. get Logi nNane()) ;

}

Creation of a Domain Administrator

Creates a domain adminstrator in the cluster.

Syntax

voi d creat eDomai nAdni ni st rat or ( Domai nAdmi ni st r at or VO
domai nAdmi ni strator) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

¢ Creation of adomain administrator —creates a domain adminstrator in the cluster:

// Create a domain adm ni strator

Donmai nAdmni ni strat or VO davo = new Donai nAdmi ni st rat or VQ() ;
davo. set Logi nName(" <new domai n admi ni strator |ogin name>");
supd ust er. cr eat eDomai nAdmi ni st rat or (davo) ;

Update of a Domain Administrator
Updates a domain administrator in the cluster.

Syntax

voi d updat eDomai nAdni ni st rat or ( Donai nAdmi ni st r at or VO
domai nAdmi ni strator) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Update of a domain adminstrator — updates a domain administrator in the cluster by
setting the login name and company name:
[/ Updat e a dommi n admi ni strator
davo = new Domai nAdmi ni st rat or VQ() ;
davo. set Logi nNanme(" <dorai n adm ni strator |ogi n name>");
davo. set ConpanyNane( " Sybase") ;
supC ust er . updat eDomai nAdni ni st rat or (davo) ;

Deletion of a Domain Administrator
Deletes a domain administrator from the cluster.

Syntax
voi d del et eDonmi nAdni ni st rat or ( Donai nAdmi ni st r at or VO

domai nAdmi ni strator) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Deletion of adomain administrator —deletes the specified domain administrator from
the cluster:

//Delete a donmi n admi ni strator
davo = new Domai nAdmi ni stratorVQ() ;
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davo. set Logi nNanme(" <dormai n admi ni strator |ogi n name>");
supC ust er . del et eDomai nAdni ni st rat or (davo) ;

Retrieval and Setting of Authentication Cache Timeout

Retrieves and sets the authentication cache timeout from a cluster.

Syntax

Long timeout get Aut henti cati onCacheTi meout () throws
SUPAdmM nExcepti on;

voi d set Aut henti cati onCacheTi meout (user, tinmeout);

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieve and set authentication cache timeout — retrieves and sets the specified
authentication cache timeout from a cluster:

Long timeout = supCl uster. get Aut henti cati onCacheTi neout ("admi n");
supCl ust er. set Aut hent i cati onCacheTi meout (" adni n", 200L);

ti meout = supC uster. get Aut henti cati onCacheTi nmeout ("adm n");
assert Equal s(new Long(200), tineout);

Retrieval and Setting of Cluster Properties

Retrieves and sets the properties of a cluster.

Syntax
Cl usterProperti esVO get Cl usterProperties() throws SUPAdni nExcepti on;

voi d set d ust er SyncDat aShar edPat hEnabl ed( bool ean) throws
SUPAdmM nExcepti on;

voi d set d ust er SyncDat aShar edPat h( pat h) t hrows SUPAdm nExcepti on

voi d set d usterProperties(vo)

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.
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Examples

* Retrieveor set cluster properties—

//Get cluster properties

Cl usterProperti esVO vo = supCl uster.getC usterProperties();
[/ change cluster properties

vo. set Cl ust er SyncDat aShar edPat hEnabl ed(true) ;

vo. set Cl ust er SyncDat aShar edPat h("\\\\ nyhost \ \ newShar edPat h") ;
/1 Set cluster properties

supCl uster. set Cl uster Properties(vo);

Retrieval and Setting of Maximum Allowed Authentication Failures
Retrieves and sets the maximum number of allowed authentication failures.

Syntax

I nt eger get Maxi mumAl | owedAut henti cati onFail ure(String
securityConfiguration) throws SUPAdm nExcepti on;

voi d set Maxi mumAl | owedAut henti cati onFai l ure(String
securityConfiguration, Integer maxi munmAl | owed) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

* Retrieveor set cluster properties—

/1 Get maxi mum al | owed aut hentication failures

I nt eger threshol d=

supC ust er. get Maxi nunAl | onwedAut henti cati onFai | ure("adm n");

/] Set maxi mum al | owed aut hentication failures

supC ust er. set Maxi mumAl | owedAut henti cati onFai l ure("adm n", 20);

Retrieval and Setting of Authentication Lock Duration
Retrieves and sets the duration for authentication lock.

Syntax

I nt eger get Aut henti cati onLockDuration(String securityConfiguration)
t hrows SUPAdni nExcepti on;

voi d set Aut henti cati onLockDuration(String securityConfiguration,
I nteger duration) throws SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

¢ Retrieveor set authentication lock duration —

I nteger duration =
supCl ust er. get Aut hent i cati onLockDur ati on("adm n");
supC ust er. set Aut henti cati onLockDur ati on("adm n", 3000);

Retrieval of Relay Servers
Retrieves a list of Relay Servers configured for an Unwired Server cluster.

Syntax
Li st <Rel aySer ver VO> get Rel ayServers() throws SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

* Retrieval of Relay Servers—retrieves a list of relay servers in a cluster:

/1 Get all relay servers configured for the Unw red Server
cluster.
Li st <Rel ayServerVO> rel ayServers = supd uster. getRel ayServers();
for (RelayServerVO rel ayServer : relayServers) ({

/1 Print relay server info

System out . printl n("=========Begi n Rel ay Server
| nf o:::::::::") 0

Systemout.println("HTTP port: " + relayServer.getPort());
Systemout. println("HTTPS port: " +
rel ayServer. get SecurePort());
Systemout.printIn("URL suffix: " +
rel ayServer.get Ul Suf fix());
/1 Print farminfo of this relay server

Systemout. println("======Farnms within this rel ays
server ======");
for (FarnVO farm: relayServer.getFarns()) {
Systemout.println(" " + farm;
/1 print server node info of this farm
System out . println("===Server nodes within this farnm===");
for (ServerNodeVO serverNode : farm get ServerNodes()) {
Systemout. println("” Server node: " + serverNode);
/1 print Qutbound Enabler info of this server node
Systemout. println(" Qut bound enabl er: "
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+ server Node. get Qut boundEnabl er ());
}

}
Systemout. println("=========End Rel ay Server |nfo=========");
}

Licensing Information Retrieval

Retrieves information about software and device licensing on Unwired Server.

Syntax
Li censi ngl nf oVO get Li censi ngl nfo() throws SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

Retrieval —retrieves licensing information for the Unwired Server.

/1 Get Licensing info.

Li censi ngl nf oVO i nf oVO = supd ust er. get Li censi ngl nfo();
System out . println(i nfoVO. get Avai | abl eDevi ceLi censeCount ());
System out . printl n(i nfoVO getLicenseType());

System out . printl n(infoVO get ProductionEdition());
System out . printl n(infoVO get UsedDevi ceLi censeCount ());
System out . println(infoVO getDevi celi censeExpireDate());
System out . println(infoVO get ServerlicenseExpireDate());

1

Note: For more information on Sybase Unwired Platform licensing, see System
Administration for Sybase Unwired Platform > Systems Maintenance and Monitoring >
Platform Licenses.

Managing Domains

You can manage domains of Unwired Servers through the SUPDomai n interface. Operations
you can perform with this interface include:

Enabling or disabling a Sybase Unwired Platform domain.

Packages: listing, creating, deleting, importing, exporting packages.

Endpoints: listing, creating, deleting, updating endpoints.

Security configuration: getting/setting associated security configurations.

Domain administrators: listing administrators.

Data maintenance: cleaning up accumulated data artifacts.

Applications: viewing applications and application connections at the domain level.
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Start Domain Management
Starts the management of a domain.

Syntax
public static SUPDonai n get SUPDomai n( Donai nCont ext donai nCont ext)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

« Start domain management — starts the management of the specified domain:

Domai nCont ext domai nCont ext =

server Cont ext . get Donai nCont ext (" <domai n nane>");
SUPDomai n supDomai n =

SUPQhj ect Fact ory. get SUPDonmi n( donmai nCont ext) ;

Usage

To manage Unwired Server domains, you must first create an instance of SUPDomai n.
To perform SUP domain administration operations, you must be assigned an SUP
Administrator or SUP Domain Administrator role.

Enable a Domain
Enables a domain.

Syntax
voi d enabl e(Bool ean flag) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Enableadomain —
supDonai n. enabl e(true); //Enabl e domain
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Disable a Domain
Disables a domain.

Syntax
voi d enabl e(Bool ean flag) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Disableadomain —
supDonai n. enabl e(fal se); //Di sabl e domain

Package Retrieval
Retrieves a list of packages in a domain.

Syntax
Col I ecti on<String> get Packages() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdn nExcepti on.

Examples

* Packageretrieval —retrieves a list of packages in a domain:

for(String packageName : supDonai n. get Packages()){
System out . pri ntl| n( packageNane) ;
}

Package Deployment
Deploys a package to a domain.

Syntax

voi d depl oyPackage(String fil eNanme, DEPLOY_MODE depl oyMbde, String
securityConfiguration, Collection<RoleMappi ngVC> rol eMappi ngs,
Map<String, String> endpoi nt Mappi ngs) throws SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.
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Examples

Package deployment — deploys a package to a domain:

Col | ect i on<Rol eMappi ngVC> rol eMappi ngVCs = new
ArraylLi st <Rol eMappi ngVO>() ;

Rol eMappi ngVO rnmvol = new Rol eMappi ngVQ() ;

rmv/ol. set Sour ceRol e( " Rol el");

rmvol. set Rol eMappi ngType( ROLE_MAPPI NG _TYPE. AUTO) ;
Rol eMappi ngVO rmvo2 = new Rol eMappi ngVQ() ;

rmvo2. set Sour ceRol e( " Rol e2");

rmvo2. set Rol eMappi ngType( ROLE_MAPPI NG _TYPE. AUTO) ;
Rol eMappi ngVO rmvo3 = new Rol eMappi ngVQ() ;

rmvo3. set Sour ceRol e( " Rol e3") ;

rmvo3. set Rol eMappi ngType( ROLE_MAPPI NG_TYPE. AUTO) ;

rol eMappi ngVGs. add(rmvol);
rol eMappi ngVGs. add(rmvo2);
rol eMappi ngVGs. add(r mvo3) ;

Map<String, String> endpoi nt Mappi ngs = new HashMap<Stri ng,
String>();
endpoi nt Mappi ngs. put (" sanpl edb”, "sanpl edb2");

supDomai n. depl oyPackage( " <depl oynent unit file name>",
DEPLOY_MODE. UPDATE,
"<security configuration nane>", rol eMappi ngVGCs,
endpoi nt Mappi ngs) ;

Package Deletion

Deletes a package from a domain.

Syntax
voi d del et ePackage(String nane) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

Package deletion — deletes the specified package from the domain:
supDonmai n. del et ePackage(" <package name>");

Package Import

Imports a package to a domain.

Syntax
voi d i nport Package(String fil eNanme, Bool ean overwrite) throws
SUPAdmM nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

» Packageimport —imports a package with the specified package file name to the domain:
supDomai n. i nport Package(" <exported package file name>", true);

Usage

You can only import package into the same domain as the one you exported from. The API
requires that the domain where the package was exported from exists on the server when the
import is done. Also, you are required to create domains in the same order in both the export
and import server environments, which ensures that an internal 1D assigned to the domain in
both environment matches.

You can verify the internal ID assigned to adomain by looking at the prefix used in the package
folder in the zip.

Package Export
Exports a package from a domain.

Syntax

voi d exportPackage(String fileNane, String nane,
EnuntSet <PACKAGE_EXPORT_OPTI ON> export Opti ons) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

» Package Export —exports a package with the specified file name, package name, and
options from a domain:

EnuntSet <PACKAGE_EXPORT_OPTI ON> options =

Enuntet . none ( PACKAGE_EXPORT_OPTI ON. cl ass) ;

opti ons. add( PACKAGE_EXPORT_OPTI ON. LOG _LEVEL) ;

opt i ons. add( PACKAGE_EXPORT_OPTI ON. ROLE_NMAPPI NG ;

opt i ons. add( PACKAGE_EXPORT_OPTI ON. REPLI CATI ON_SUBSCRI PTI ON_TEMPLA
TE) ;

opt i ons. add( PACKAGE_EXPORT_OPTI ON. PACKAGE_LOGG NG ) ;

supDonai n. export Package("<fil e name>", "<package nanme>",
options);

Developer Guide: Unwired Server Management API 27



Code Samples

Endpoint Retrieval

Retrieves a list of server connection endpoints in the domain. The supported endpoint types
are JDBC, SAP®, and WEBSERVICE.

Syntax

Col | ect i on<Endpoi nt VO> get Endpoi nt s(ENDPO NT_TYPE type) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

« Endpoint retrieval —retrieves a list of endpoints for each endpoint type:

f or (Endpoi nt VO evo : supDonai n. get Endpoi nt s( ENDPO NT_TYPE. JDBC) ) {
System out. printl n(evo. get Nanme());
System out . println(evo. get ExtraProps());

}

for (Endpoi nt VO evo : supDomai n. get Endpoi nt s( ENDPO NT_TYPE. SAP) ) {
System out . println(evo. get Name());
System out . println(evo. get ExtraProps());

f or (Endpoi nt VO evo :

supDonai n. get Endpoi nt s( ENDPO NT_TYPE. WEBSERVI CE) ) {
System out . println(evo. get Name());
System out . println(evo. get ExtraProps());

}

Note: For detailed information on each of these endpoint types, see Developer Guide for
Unwired Server Management APl > Property Reference > EIS Data Source Connection
Properties Reference.

Endpoint Creation

Creates a server connection endpoint of the specified endpoint type.

Syntax

voi d creat eEndpoi nt (ENDPO NT_TYPE type, String name, String

tenpl ate, Map<String, String> properties) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Endpoint creation — creates an endpoint for each endpoint type, and sets its properties:

Map<Stri ng

, String> properties =

/'l For Sybase ASA

properties
properties
properties
properties
properties

properties.
properties.
properties.
properties.
properties.

properties
properties
properties
properties

name>",

. put ("conmm t Prot ocol ",
. put (" dat aSour ceCl ass",
. put (" dat abaseURL",

. put ("user",

. put (" passwor d",
supDonai n. cr eat eEndpoi nt (ENDPO NT_TYPE. JDBC,
"<t enpl ate name>",

clear();

put ("j co.
put ("j co.
put ("j co.
put ("] co.

.clear();

. put ("address",

. put ("user",

. put (" password",
supDonai n. cr eat eEndpoi nt ( ENDPO NT_TYPE. WEBSERVI CE,
"<t enpl ate name>",

Endpoint Deletion

client.user",
client.passwd",
client.ashost",
client.client",
supDonai n. cr eat eEndpoi nt (ENDPO NT_TYPE. SAP,
"<t enpl ate name>",

Code Samples

new HashMap<Stri ng,

"<conmmit protocol>");
"<data source class>");

"<dat abase URL>");

"<user nanme>");

" <passwor d>");

properties);

"<jco client user>");

"<jco client password>");
"<jco client AS host>");
"<jco client>");

properties);

"<address>");

"<user nane>");

"<password>");

" <endpoi nt
properties);

Deletes a specific server connection endpoint of the specified type.

Syntax

voi d del et eEndpoi nt (ENDPO NT_TYPE t ype,

SUPAdm nExcepti on;

Returns

String nane) throws

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
Endpoint deletion — deletes an endpoint of each endpoint type:

supDonai n. del et eEndpoi nt (ENDPO NT_TYPE. JDBC,
supDonai n. del et eEndpoi nt (ENDPO NT_TYPE. SAP,
supDomai n. del et eEndpoi nt (ENDPO NT_TYPE. WVEBSERVI CE,

name>");

"<endpoi nt

String>();

"<endpoi nt nane>",

"<endpoi nt name>",

"<endpoi nt nane>");
"<endpoi nt name>");
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Endpoint Update

Updates the properties of a specific server connection endpoint.

Syntax
voi d updat eEndpoi nt ( Endpoi nt VO endpoi nt) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Endpoint update—

Endpoi nt VO evo = new Endpoi nt VQ() ;

evo. set Nane( " sanpl edb2");

evo. set Type( ENDPO NT_TYPE. JDBC) ;

Map<String, String> properties = new HashMap<String, String>();
properties. put("commtProtocol", "pessimnstic");

properties. put ("dat aSourced ass",

"com sybase. j dbc3. j dbc. SybDat aSour ce") ;

properties. put ("dat abaseURL", "jdbc:sybase: Tds: | ocal host: 5500/
sanpl edb2?Ser vi ceNane=sanpl edb2") ;

evo. set Ext raProps(properties);

supDonai n. updat eEndpoi nt (evo) ;

Endpoint Template Retrieval

Retrieves a list of endpoint templates in the domain. The supported endpoint template types
are JDBC, SAP®, and WEBSERVICE.

Syntax

Col | ect i on<Endpoi nt VO> get Endpoi nt Tenpl at es( ENDPO NT_TYPE t ype)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Endpoint templateretrieval —retrieves a list of endpoint templates for each endpoint
type:
for (Endpoi nt VO evo : supDomnain
. get Endpoi nt Tenpl at es( ENDPO NT_TYPE. JDBC) ) {

System out . println(evo. get Nanme());
System out . println(evo. get ExtraProps());
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}

for (EndpointVO evo :

supDonai n. get Endpoi nt Tenpl at es( ENDPO NT_TYPE. SAP) ) {
System out . println(evo. get Name());
System out . println(evo. get ExtraProps());

}
for (Endpoi nt VO evo : supDomain
. get Endpoi nt Tenpl at es( ENDPO NT_TYPE. WEBSERVI CE) ) {
System out . println(evo. get Nanme());
System out . println(evo. get ExtraProps());

Note: For detailed information on each of these endpoint types, see Developer Guide for
Unwired Server Management APl > Property Reference > EIS Data Source Connection
Properties Reference.

Endpoint Template Creation
Creates a server connection endpoint template for the specified endpoint type.

Syntax

voi d creat eEndpoi nt Tenpl at e( ENDPO NT_TYPE type, String nane, String
tenpl ate, Map<String, String> properties) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Endpoint creation — creates an endpoint for each endpoint type, and sets its properties:

Map<String, String> properties = new HashMap<String, String>();
properties. put("commtProtocol", "<commt protocol>");
properties. put ("dataSourced ass", "<data source class>");
properties. put ("databaseURL", "<database URL>");
properties. put("user", "<user nane>");
properties. put ("password", "<password>");
supDomai n. cr eat eEndpoi nt Tenpl at e( ENDPO NT_TYPE. JDBC,
"nyJDBC_t enpl at e",

"Sybase ASA tenpl ate", properties);

properties.clear();

properties.put("jco.client.user", "<jco client user>");
properties.put("jco.client.passwd", "<jco client password>");
properties.put("jco.client.ashost", "<jco client AS host>");
properties.put("jco.client.client", "<jco client>");

supDonmai n. cr eat eEndpoi nt Tenpl at e( ENDPO NT_TYPE. SAP,
"nmySAP_t enpl at e",
"sap_tenpl ate", properties);

properties.clear();
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properties. put ("address", "<address>");
properties. put("user", "<user nane>");
properties. put ("password", "<password>");

supDonai n. cr eat eEndpoi nt Tenpl at e( ENDPO NT_TYPE. WEBSERVI CE,
"nyWs_t enpl ate", "webservice_tenpl ate", properties);

Endpoint Template Deletion

Deletes a specific server connection endpoint template of the specified type.

Syntax
voi d del et eEndpoi nt Tenpl at e( ENDPO NT_TYPE type, String nane) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Endpoint template deletion — deletes an endpoint template of each endpoint type:

supDonai n. del et eEndpoi nt Tenpl at e( ENDPO NT_TYPE. JDBC,
"<endpoi nt tenplate name>");

supDomai n. del et eEndpoi nt Tenpl at e( ENDPO NT_TYPE. SAP,
"<endpoi nt tenpl ate name>");

supDonai n. del et eEndpoi nt Tenpl at e( ENDPO NT_TYPE. WEBSERVI CE,
"<endpoi nt tenplate name>");

Endpoint Template Update

Updates the properties of a specific server connection endpoint template.

Syntax
voi d updat eEndpoi nt Tenpl at e( Endpoi nt VO endpoi nt) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Endpoint update—

Endpoi nt VO evo = new Endpoi nt VQ() ;

evo. set Nane( " <endpoi nt tenpl ate nane>");

evo. set Type( ENDPO NT_TYPE. JDBC) ;

Map<String, String> properties = new HashMap<String, String>();
properties. put("commtProtocol", "pessimnstic");

properties. put ("dataSourced ass",

"com sybase. j dbc3. j dbc. SybDat aSour ce") ;
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properties. put ("databaseURL", "jdbc:sybase: Tds: | ocal host: 5500/
sanpl edb2?Ser vi ceNane=sanpl edb2") ;

evo. set Ext raProps(properties);

supDonai n. updat eEndpoi nt Tenpl at e( evo) ;

Retrieval of Security Configurations
Retrieves a list of security configurations for a domain.

Syntax

Col I ection<String> getSecurityConfigurations() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval of security configurations—retrieves a list of security configurations for a
domain:
for (String securityConfiguration : supDonain

.get SecurityConfigurations()) {
System out . println(securityConfiguration);

}

Update of Security Configurations

Updates security configurations in the domain. You must be assigned an SUP Administrator
role to perform this operation.

Syntax

voi d set SecurityConfigurations(Collection<String> nanmes) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples
» Update of security configurations — updates the security configurations specified in an
array:
supDomai n. set Securi tyConfigurati ons(Arrays. asLi st(new String[] {
"<security configuration 1>", "<security configuration
2>" 1))
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Retrieve Scheduled Purge Task Status

Checks to see whether domain-level cleanup is scheduled for the specified purge task type.

Syntax

Bool ean i sSchedul edPur geTaskEnabl e( SCHEDULE PURGE_TASK t ask) t hrows
SUPAdm nExcepti on;

Returns

If successful, returns true or false. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Purgetask status—retrieves the scheduled data purge task status for synchronization
cache, subscription, client log, and error history purge tasks.

supDomai n. i sSchedul edPur geTaskEnabl e( SCHEDULE_PURGE_TASK. CLI ENT_L
Slﬁ)borrai n. i sSchedul edPur geTaskEnabl e( SCHEDULE PURGE_TASK. ERROR_HI
gzgg)nm n. i sSchedul edPur geTaskEnabl e( SCHEDULE PURGE_TASK. SUBSCRI P
-sr:ng;)Dorral n. i sSchedul edPur geTaskEnabl e( SCHEDULE PURGE_TASK. SYNC_CAC
HE_GROUP) ;

Enable or Disable Scheduled Purge Tasks

Enables or disables domain-level cleanup using the current scheduled purge task values.

Syntax

voi d enabl eSchedul edPur geTask( SCHEDULE PURGE_TASK t ask, Bool ean
enabl ed) throws SUPAdm nExcepti on;

Returns

If successful, enables or disables cleanup. If unsuccessful, returns
SUPAdni nExcepti on.

Examples

* Enablesor disablespurgetasks—enables or disables the scheduled data purge tasks for
synchronization cache, subscription, client log, or error history.

supDomai n. enabl eSchedul edPur geTask( SCHEDULE _PURGE_TASK. CLI ENT_LOG
, true);

supDonai n. enabl eSchedul edPur geTask( SCHEDULE PURGE_TASK. ERROR HI ST
CRY, false);

supDonai n. enabl eSchedul edPur geTask( SCHEDULE PURGE_TASK. SUBSCRI PTI

o\, false);
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supDomai n. enabl eSchedul edPur geTask( SCHEDULE PURGE_TASK. SYNC_CACHE
_GROUP, true);

Get Purge Task Schedule

Gets the cleanup schedule for the selected purge task type. Getting the purge task schedule is
typically used with setting the purge task schedule.

Syntax

Schedul eVO get Pur geTaskSchedul e( SCHEDULE PURCGE_TASK t ask) throws
SUPAdm nExcepti on;

Returns

If successful, returns true or false. If unsuccessful, returns SUPAdm nExcepti on.

Examples

e Get purgetask schedule—gets and sets the purge task schedule for synchronization
cache, subscription, client log, or error history.

Schedul eVO reschedul e =

supDonai n. get Pur geTaskSchedul e( SCHEDULE _PURGE_TASK. CLI ENT_LOG) ;
reschedul e =

supDonai n. get Pur geTaskSchedul e( SCHEDULE _PURGE_TASK. ERROR_HI STCRY)

}eschedule =

supDonai n. get Pur geTaskSchedul e( SCHEDULE_PURGE_TASK. SUBSCRI PTI ON) ;
reschedul e =

supDomai n. get Pur geTaskSchedul e( SCHEDULE PURGE_TASK. SYNC CACHE GRO
UP) ;

Set Purge Task Schedule

Sets the domain-level cleanup schedule for the selected purge task. Setting the purge task
schedule is typically used with getting the purge task schedule.

Syntax
voi d set PurgeTaskSchedul e( SCHEDULE_PURGE_TASK t ask, Schedul eVO

schedul e) throws SUPAdm nExcepti on;
Returns

If successful, returns the schedule for the selected type. If unsuccessful, returns
SUPAdm nExcepti on.
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Examples

* Set purgetask schedule—gets and sets the purge task schedule for synchronization cache,
subscription, client log, or error history.

Schedul eVO schedul e = new Schedul eVQ() ;

schedul e. set Daysof week( Enuntet . of ( DAY_OF_WEEK. MONDAY, DAY_OF_WEEK.
FRI DAY)) ;

schedul e. set St art Dat e(new Date());
schedul e. set Start Ti ne(new Date())
schedul e. set EndDat e( new Date());
schedul e. set EndTi me( new Date());
schedul e. set Freq( SCHEDULE_FREQ | NTERVAL) ;
schedul e. set I nterval (50);

supDonai n. set Pur geTaskSchedul e( SCHEDULE_PURGE_TASK. CLI ENT_LGOG,
:ﬁggg%ﬁ)q set Pur geTaskSchedul e( SCHEDULE PURGE_TASK. ERROR_HI STCRY,
zﬁBeDgﬁlaF?] set Pur geTaskSchedul e( SCHEDULE PURGE_TASK. SUBSCRI PTI ON,
:ﬁggg%ﬁ)q set Pur geTaskSchedul e( SCHEDULE_PURGE_TASK. SYNC_CACHE_GRO
UP, schedul e);

Purge Synchronization Cache

Purges synchronization cache at the domain level. The purge can be done synchronously or
asynchronously.

Syntax
voi d purgeSyncCacheG oup(Bool ean synchronous) throws

SUPAdmM nExcept i on;
Returns

If successful, purges synchronization cache using the schedule. If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Purge sync cache — purges the synchronization cache using defined settings.
supDonai n. pur geSyncCacheG oup( f al se) ;

Purge Client Log

Purges the client log at the domain level. The purge can be done synchronously or
asynchronously.

Syntax

voi d purged ientLog(C ientLogPurgeQptionVO purgeOption, Bool ean
synchronous) throws SUPAdni nExcepti on;
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Returns

If successful, purges the client log using the schedule. If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Purgeclient log — purges the client log using current settings.

Cl i ent LogPur geOpti onVO purgeQpti on = new

Cl i ent LogPur geOpti onVQ() ;

pur geQpti on. set DaysToPr eserve(10);

supDonai n. pur geC i ent Log( pur geOpti on, false);

Get Client Log Purge Options
Obtains the current client log purge settings at the domain level.

Syntax

Cl i ent LogPur geOpti onVO get C i ent LogPurgeQOpti on() throws
SUPAdm nExcepti on;

Returns

If successful, gets the current client log purge settings. If unsuccessful, returns
SUPAdm nExcepti on.

Examples
* Getsclient log options— gets the current client log purge options.

Cl i ent LogPur geOpti onVO roption =
supDomai n. get C i ent LogPur geOpti on() ;

Set Client Log Purge Options
Sets the client log purge options at the domain level using the current settings.

Syntax
voi d setd i entLogPurgeOpti on(d i ent LogPurgeOpti onVO option) throws
SUPAdm nExcepti on;

Returns

If successful, sets the current client log purge settings. If unsuccessful, returns
SUPAdmn nExcepti on.
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Examples

* Setsclient log options— sets the current client log purge settings, which includes
preserving data for the last 15 days.
Cl i ent LogPur geOpti onVO option = new dient LogPurgeOpti onVQ() ;
opti on. set DaysToPreserve(15);
supDonai n. set Cl i ent LogPur geOpt i on( opti on);

Purge Error History

Purges the error history at the domain level. The purge can be done synchronously or
asynchronously.

Syntax

voi d purgeErrorH story(ErrorHi storyPurgeOpti onVO purgeOpti on,
Bool ean synchronous) throws SUPAdni nExcepti on;

Returns

If successful, purges the error history using the schedule. If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

* Purgeerror history — purges the error history using defined settings.

Error Hi st or yPur geOpti onVO purgeOpti on = new

Er r or Hi st oryPur geOpti onVQ() ;

pur geQpt i on. set DaysToPr eserve(10);

supDonai n. pur geError Hi st ory( purgeOption, false);

Get Error History Purge Options
Gets the current error history purge option settings at the domain level.

Syntax
Error Hi st oryPur geOpti onVO get Error Hi st or yPurgeOpti on() throws

SUPAdm nExcepti on;
Returns

If successful, gets the current error history purge settings. If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Getserror history purge options—gets the current error history purge settings.
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Er ror Hi st oryPur geOQpti onVO roption =
supDonai n. get Error Hi st or yPur geOpti on();

Set Error History Purge Options
Sets the error history purge options at the domain level using current settings.

Syntax

voi d set ErrorH storyPurgeOpti on(ErrorHistoryPurgeOpti onVO opti on)
t hrows SUPAdni nExcepti on;

Returns

If successful, sets the current error history purge settings. If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Seterror history purge options—sets the current error history purge settings.

Er r or Hi st or yPur geOpti onVO opti on = new

Error H st oryPurgeOpti onVQ() ;

opti on. set DaysToPreserve(15);

supDomai n. set Error Hi st or yPur geOpti on(opti on);

Purge Subscription

Purges subscriptions at the domain level. The purge can be done synchronously or
asynchronously.

Syntax
voi d purgeSubscri ption(SubscriptionPurgeOpti onVO purgeOpti on,
Bool ean synchronous) throws SUPAdm nExcepti on;

Returns

If successful, purges subscriptions using the schedule. If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Purge subscription — purges subscriptions using defined settings.
Subscri pti onPur geOpti onVO purgeQpti on = new
Subscri pti onPur geOpti onVQ() ;
pur geOpt i on. set Daysl nacti ve( 10);
supDonai n. pur geSubscri pti on(purgeOption, false);
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Get Subscription Purge Options
Obtains the current subscription purge options at the domain level.

Syntax
Subscri pti onPur geOpt i onVO get Subscri pti onPurgeOption() throws

SUPAdm nExcepti on;
Returns

If successful, gets the subscription purge settings. If unsuccessful, returns
SUPAdm nExcepti on.

Examples
» Getssubscription purge options— gets the current subscription purge settings.

Subscri pti onPur geOpti onVO roption =
supDomai n. get Subscri pti onPur geOption();

Set Subscription Purge Options
Sets the subscription purge options at the domain level.

Syntax

voi d set Subscri pti onPurgeOpti on(Subscri pti onPurgeQOpti onVO opti on)
t hr ows SUPAdni nExcepti on;

Returns

If successful, sets the current subscription purge settings. If unsuccessful, returns
SUPAdni nExcepti on.

Examples

» Setssubscription purge options—sets the subscription purge options, including setting
15 as the number of inactive days.
Subscri pti onPur geOpti onVO opti on = new
Subscri pti onPur geQOpti onVQ() ;
opti on. set Daysl nacti ve(15);
supDomai n. set Subscri pti onPurgeQOpti on(option);
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Managing Packages

You can manage MBO packages and their properties through the SUPPackage interface.
Operations you can perform with this interface include:

* Security configuration — getting or setting security configuration.

* Synchronization group —getting or setting synchronization group properties.

* Synchronization tracing — enabling or disabling synchronization tracing.

* Message-based sync subscription management — these subscriptions determine what
synchronization messages mobile device users receive on messaging-based devices.

* Replication-based sync subscription and template management —these subscriptions
determine what synchronization messages mobile device users receive on replication-
based devices.

» Packagerolemapping—getting/setting package level role mappings. You can define role
mapping for the package to map logical roles in the package to physical roles on the
Unwired Server.

» Applications—viewing applications, adding or removing application to/from a package,
viewing application users.

* Uncategorized — enabling and disabling packages, listing MBOs, managing cache
groups, listing personalization keys, and retrieving endpoint properties.

Start Package Management
Starts the management of an Unwired Server package.

Syntax

public static SUPPackage get SUPPackage(PackageCont ext
packageCont ext) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

« Start package management —

donmai nCont ext = server Cont ext . get Domai nCont ext (" <dormai n nanme>") ;
packageCont ext = dommi nCont ext . get PackageCont ext (" <package
name>") ;

SUPPackage suppkg =

SUPQhj ect Fact ory. get SUPPackage( packageCont ext) ;

Usage
To manage Unwired Server packages, you must first create an instance of SUPPackage.
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Enable a Package

Enables a package.

Syntax
voi d enabl e(Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

Enable a package —enables a package and retrieves a list of mobile business objects and
personalization keys in the package.

|/ Enabl e a package.
suppkg. enabl e(true); //Enabl e package

//Retrieve a list of MBGs
for (String nboNane : suppkg. get Mobi | eBusi nessbjects()) {
System out . pri nt| n(nboNane) ;

/I Retrieve a list of personalization keys
for(Personalizati onKeyVO pvo : suppkg. get Personal i zati onKeys()){
System out . println(pvo. getKey());

Disable a Package

Disables a package.

Syntax
voi d enabl e(Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

Disable a package —

/1 Di sabl e a package.
suppkg. enabl e(fal se); //Disabl e package

42

Sybase Unwired Platform



Code Samples

Enable Synchronization Tracing
Enables synchronization tracing.

Syntax
voi d set SyncTraci ngSt at us(Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Enable synchronization tracing —

suppkg. set SyncTraci ngSt at us(true); //Enable synchronization
tracing

Disable Synchronization Tracing
Disables synchronization tracing.

Syntax
voi d set SyncTraci ngSt at us(Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

» Disable synchronization tracing —

suppkg. set SyncTraci ngSt at us(fal se); //Di sabl e synchronization
tracing

Retrieval of Security Configurations
Retrieves a list of security configurations for a package.

Syntax
String getSecurityConfiguration() throws SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.
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Examples

* Retrieval of security configurations—
String securityConfiguration = suppkg. get SecurityConfiguration();

Set Security Configuration

Sets the security configuration for a package.

Syntax
voi d set SecurityConfiguration(String nanme) throws SUPAdni nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Set security configuration —
suppkg. set Securi tyConfiguration("<security configuration nane>");

Retrieval of Synchronization Group Properties

Retrieves a list of synchronization group properties for a package.

Syntax
Col | ecti on<SyncG oupVC> get SyncG oups() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdNi nExcepti on.

Examples

* Retrieval of synchronization group properties—

for(SyncG oupVO sgvo : suppkg. get SyncG oups()){
System out . printl n(sgvo. get Nanme());
}

Set Synchronization Group Properties

Sets properties for a synchronization group in a package.

Syntax

voi d set SyncG oupChangeDet ectionlnterval (String syncG oup, |nteger
checklnterval) throws SUPAdm nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples
* Set synchronization group properties—updates the check interval for the specified
synchronization group:

suppkg. set SyncG oupChangeDet ecti onl nterval ("<sync group nane>",
1000) ;

Retrieval of Messaging Package Subscriptions
Retrieves messaging package subscriptions.

Syntax
Col | ecti on<MBSSubscri pti onVO> get MBSSubscri ptions() throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcepti on.

Examples

* Retrieval of messaging package subscriptions—

Col | ecti on<MBSSubscri pti onVO> nbsSubs =

suppkg. get MBSSubscri ptions();

MBSSubscri pti onVO nmbsSub = suppkg. get MBSSubscri ption("<cli ent
id>");

Note: For more information on managing messaging package subscriptions, see Sybase
Unwired Platform Systems Administration Guide > System Administration > Package
Administration > Managing Deployed Package Subscriptions.

Deletion of Messaging Package Subscriptions
Deletes messaging package subscriptions.

Syntax

voi d renmoveMBSSubscri ptions(Col | ection<String> clientlds) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

* Deletion of messaging package subscriptions—
suppkg. removeMBSSubscri ptions(clientlds);

Suspend Package Subscriptions

Suspends messaging package subscriptions, or DOE-C package subscriptions.

Syntax
voi d suspendMBSSubscri ptions(Col |l ection<String> clientlds) throws

SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Suspend messaging (or DOE-C) package subscriptions—
suppkg. suspendMBSSubscri pti ons(clientlds);

Resume Package Subscriptions

Resumes messaging package subscriptions, or DOE-C package subscriptions.

Syntax
voi d resuneMBSSubscri ptions(Col | ection<String> clientlds) throws

SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Resume messaging (or DOE-C) package subscriptions—
suppkg. resuneMBSSubscri ptions(clientlds);

Reset Messaging Package Subscriptions

Resets messaging package subscriptions.

Syntax

voi d reset MBSSubscri ptions(Col | ecti on<String> clientlds) throws
SUPAdm nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Reset messaging package subscriptions —
suppkg. r eset MBSSubscri ptions(clientlds);

Retrieval of Replication Package Subscriptions
Retrieves replication package subscriptions.

Syntax

Col | ecti on<RBSSubscri pti onVO> get RBSSubscri pti ons(String syncG oup,
String user) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval of replication package subscriptions—
for (RBSSubscriptionVO rbsSub : suppkg
. get RBSSubscri pti ons("<sync group nane>")) {
System out. printl n(rbsSub. get SyncG oup() + ":"
+ rbsSub.getdientld());

}
for (RBSSubscriptionVO rbsSub : suppkg. get RBSSubscri pti onVOs(
"<sync group name>", "<user nanme>")) {
System out . printl n(rbsSub. get SyncG oup() + ":"
+ rbsSub.getdientld());

}

Note: For more information on managing messaging package subscriptions, see Sybase
Unwired Platform Systems Administration Guide > System Administration > Package
Administration > Managing Deployed Package Subscriptions.

Update of Replication Package Subscriptions
Updates replication package subscriptions.

Syntax
voi d updat eRBSSubscri pti on( RBSSubscri pti onVO rbsSub) throws
SUPAdm nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

« Update of replication package subscriptions — updates subscriptions of replication
packages and sets the properties:

RBSSubscri pti onVO rbsSub = new RBSSubscri pti onVQ() ;
//Client id, sync group, package and domai n can uni quely
/lidentify a RBS subscription

rbsSub. setCientld("<client id>");

r bsSub. set SyncG oup("<sync group>");

//Bellow are the nodifiable properties of a RBS subscription
[/ Please refer to Java doc for detailed information.
rbsSub. set Adm nLocked(f al se);

r bsSub. set PushEnabl ed(true);

rbsSub. set Syncl nterval M nut es(5);

suppkg. updat eRBSSubscri pti on(rbsSub);

Removal of Replication Package Subscriptions

Removes a subscription or a list of subscriptions for a package.

Syntax

voi d renobveRBSSubscri ption(String syncGoup, String clientld) throws
SUPAdm nExcepti on;

voi d removeRBSSubscri ptions(String syncG oup) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Removal of replication package subscriptions—shows how to remove a list of
subscriptions, or a single subscription, for a replication package:

/I Remove one subscri ption
suppkg. removeRBSSubscri pti on("<sync group name>", "<client id>"

// Renove a |ist of subscriptions

suppkg. renoveRBSSubscri pti ons(Arrays. asLi st (new String[] {
"<client id 1>", "<client id 2>" }));

suppkg. rembveRBSSubscri ptions("<sync group>");

suppkg. renmoveRBSSubscri pti ons("<sync group>", "<user nanme>");
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Purge RBS and MBS Subscriptions

Purges replication-based and message-based synchronization (RBS and MBS) subscriptions
at the package level using the number of inactive days. The purge can be done synchronously
or asynchronously.

Syntax
voi d purgeSubscri ption(Subscripti onPurgeOpti onVO purgeOpti on,
Bool ean synchronous) throws SUPAdni nExcepti on;

Returns

If successful, purges RBS and MBS subscriptions based on the number of inactive days
specified. If unsuccessful, returns SUPAdm nExcepti on.

Examples

* Purgesubscriptions—purges RBS and MBS subscriptions.

Subscri pti onPur geQpti onVO purgeQOption = new
Subscri pti onPur geOpti onVQ() ;

pur geOpt i on. set Daysl nacti ve(10);

suppkg. pur geSubscri pti on(purgeOption, false);

Create Subscription Templates
Creates a subscription template for replication packages.

Syntax
RBSSubscri pti onVO cr eat eRBSSubscri pti onTenpl ate(Stri ng syncG oup,

Bool ean i sPushEnabl ed, Bool ean i sAdnmi nLocked, | nteger
m ni munSyncM nut es) throws SUPAdni nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Creation of a subscription template — creates a subscription template for replication
packages:
suppkg. cr eat eRBSSubscri pti onTenpl at e("<sync group nane>", fal se,
fal se, 5);

Retrieval of Role Mappings
Retrieves role mappings for a package.

Role mappings map logical roles in the package to physical roles on the Unwired Server.
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Syntax
Col | ect i on<Rol eMappi ngVC> get Rol eMappi ngs() throws

SUPAdmM nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval of role mappings—

Col | ect i on<Rol eMappi ngVC> r ol eMappi ngV0s =
suppkg. get Rol eMappi ngs() ;

Note: See the Sybase Unwired Platform Systems Administration Guide > Security
Administration > Security Layers > Roles and Mappings.

Set Role Mappings

Sets role mappings for a package.

Syntax

voi d set Rol eMappi ngs(Col | ecti on<Rol eMappi ngVO> rnvos) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples
* Set role mappings—

rol eMappi ngVOs = new Arrayli st <Rol eMappi ngVCe>() ;
Rol eMappi ngVO rmvol = new Rol eMappi ngVQ() ;

rm/ol. set Sour ceRol e( " Rol el");

rmvol. set Rol eMappi ngType( ROLE_MAPPI NG _TYPE. AUTO) ;
Rol eMappi ngVO rmvo2 = new Rol eMappi ngVQ() ;

rmvo2. set Sour ceRol e( " Rol e2") ;

rm/o2. set Rol eMappi ngType( ROLE_MAPPI NG _TYPE. AUTO) ;
Rol eMappi ngVO rmvo3 = new Rol eMappi ngVQ() ;

rmvo3. set Sour ceRol e(" Rol e3");

rmvo3. set Rol eMappi ngType( ROLE_MAPPI NG_TYPE. AUTO) ;

r ol eMappi ngVGs. add(rnmvol);
r ol eMappi ngVGs. add(rmvo2);
rol eMappi ngVGs. add(rmvo3) ;

suppkg. set Rol eMappi ngs(r ol eMappi ngV0s) ;
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Cache Groups

A cache group specifies the data refresh behavior for every mobile business object (MBO)
within that group.

You can perform these management tasks for cache groups:

» Retrieving a list of cache groups

« Managing schedule properties of a cache group
« Listing the MBOs associated with a cache group
« Purging or clearing a cache group

Cache Groups Retrieval
Retrieves a list of cache groups for a package.

Syntax
Col | ecti on<CacheG oupVO> get CacheG oups() throws SUPAdmi nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

* Retrieval of cache groups—

f or (CacheG oupVO cgvo : suppkg. get CacheG oups()) {
System out . println(cgvo. get Nane());
}

Schedule Properties Retrieval
Retrieves the schedule properties of a cache group for a package.

Syntax
CacheG oupSchedul eVO get CacheG oupSchedul e(String cacheG oupNane)

t hrows SUPAdni nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples
* Retrieval of schedule properties—retrieves a list of cache groups for a package:
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CacheG oupSchedul eVO cgsvo = suppkg
. get CacheGr oupSchedul e("<cache group nanme>");

Set Schedule Properties
Sets the schedule properties of a cache group for a package.

Syntax
voi d set CacheGr oupSchedul e(Stri ng cacheG oupNane,
CacheG oupSchedul eVO cacheG oupSchedul e) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcepti on.

Examples

» Set schedule properties—retrieves a list of cache groups for a package:

CacheG oupSchedul eVO cgsvo = new CacheG oupSchedul evVQ() ;
cgsvo. set Frequency( SCHEDULE_FREQ DAI LY) ;

EnunSet <DAY_OF WEEK> daysOf Week =
Enuntet . none ( DAY_OF_WEEK. cl ass) ;
daysOf Week. add( DAY_OF_ WEEK. MONDAY) ;
daysOf Week. add( DAY_OF WEEK. THURSDAY) ;
cgsvo. set DayOr Week( daysOf Week) ;

[/start date: 2009-12-03

[/start tine: 18:31:45

//end date: 2009-12-23

[lend tine: 21:34:47

Cal endar cal = Cal endar. getlnstance();
cal . set (Cal endar. YEAR, 2009);

cal . set (Cal endar. MONTH, 11);

cal . set (Cal endar. DAY_OF_MONTH, 3);
Date startDate = cal .getTi me();
cgsvo.setStartDate(start Date);

cal . set (Cal endar. YEAR, 2009);

cal . set (Cal endar. MONTH, 11);

cal . set (Cal endar. DAY_OF_MONTH, 23);
Date endDate = cal .getTine();
cgsvo. set EndDat e( endDat €) ;

cal . set (Cal endar. HOUR_COF_DAY, 18);
cal . set (Cal endar. M NUTE, 31);

cal . set (Cal endar. SECOND, 45);

Date startTime = cal.getTime();
cgsvo.setStartTine(start Ti ne) ;

cal . set (Cal endar . HOUR_COF_DAY, 21);
cal . set (Cal endar. M NUTE, 34);
cal . set (Cal endar. SECOND, 47);
Date endTine = cal .getTine();
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cgsvo. set EndTi me( endTi ne) ;

suppkg. set CacheGr oupSchedul e("<cache group nanme>", cgsvo);
e Set cachegroup interval —

CacheG oupSchedul eVO cgsvo = new CacheG oupSchedul eVQ() ;

cgsvo. set Frequency( SCHEDULE_FREQ | NTERVAL) ;

cgsvo. set | nterval (CacheG oupSchedul eVO. NEVER_EXPI RE) ;
suppkg. set CacheGr oupSchedul e("<cache group nanme>", cgsvo);

Associated Mobile Business Objects
Retrieves a list of the mobile business objects associated with a cache group.

Syntax

Col | ection<String> get CacheG oupMBOs(String cacheG oupNane) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Getting associated mobile business objects —

for(String nboName : suppkg. get CacheG oupMBGs( " <cache group
name>") ) {

System out . pri nt| n(nmboNane) ;
}

Cache Group Purge
Physically deletes rows in the cache group that are marked as logically deleted and are older
than the specified date.

Syntax
voi d purgeCacheG oup(String cacheG oupNane, Date date) throws

SUPAdmM nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

» Cachegroup purge—physically deletes data that is marked as deleted and older than the
dat eThr eshol d:

Cal endar cal = Cal endar. getlnstance();
cal.clear();
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cal . set (Cal endar. YEAR, 2009);

cal . set (Cal endar. MONTH, 11);

cal . set (Cal endar. DAY_OF_MONTH, 3);

Dat e dateThreshold = cal.getTinme();

/1 Physically delete data that is marked as del et ed and ol der than
t he

/'l dateThreshol d

suppkg. pur geCacheG oup( " <cache group name>", dateThreshol d);

Usage
Ensure that all devices have synchronized at least once before the specified purge date.

Mobile Business Objects

Packages contain mobile business objects that are deployed to Unwired Server to facilitate
access to back-end data and transactions from mobile devices.

Note: See the Sybase Unwired Platform Systems Administration Guide > System
Administration > Package Administration > MBO Package Management Overview.

Mobile Business Object Retrieval
Retrieves a list of mobile business objects for a package.

Syntax

Col | ecti on<String> get Mobi | eBusi nessChj ects() throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Mobilebusinessobject retrieval —

//Retrieve a |list of MBGs

for (String nmboNanme : suppkg. get Mobil eBusi nessCbjects()) {
System out . pri ntl n( mboNane) ;

}

Personalization Keys

Personalization keys are created by the MBO developer for use as client parameters (user data,
such as user name and password), to be validated by the EIS.
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Personalization Key Retrieval
Retrieves a list of personalization keys for a package.

Syntax

Col | ecti on<Per sonal i zati onKeyVO> get Per sonal i zati onKeys() throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Personalization key retrieval —

/I Retrieve a list of personalization keys

for(Personalizati onKeyVO pvo : suppkg. get Personal i zati onKeys()){
System out . println(pvo. getKey()):;

}

Client Logs
Clientlogs record errors, history, and informational messages for mobile clients. Logs include
data change notification logs, device notification logs, error logs, messaging logs, replication
logs, and subscription logs.

You can perform these management tasks for client logs:

« Retrieving client logs
» Deleting client logs
» Exporting client logs

Retrieval of Client Logs
Retrieves the client logs specified in the search and sort criteria.

Syntax

Pagi nat i onResul t <LogEnt r yVO>
getCientLogs(CientLogSearchCriteriaVO searchCriteria, |nteger
skip, Integer take, CientLogSortVO sortlnfo) throws

SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.
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Examples

e Client logretrieval —

/| Prepare the search and sort criteria
ClientLogSearchCriteriaVO searchCriteria = new

Client LogSearchCriteriaVvQ();

searchCriteria. set User Name("*sup*");

searchCriteria. setLevel ("*N?0');
searchCriteria.setQperation("*up*");

ClientLogSortVO sortinfo = new CientLogSortVQ);

sort | nfo. set Ascendi ng(fal se);
sortinfo.setSortField(CientLogSortVO SortFiel d.device);

//Cet client Log
Pagi nati onResul t <LogEnt ryVO> result = suppkg. getd i ent Logs(
searchCriteria, 0, 5, sortlnfo);

Deletion of Client Logs
Deletes client logs.

Syntax

voi d del eted i ent Logs(Li st<Long> nessagel Ds) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Client log deletion —

//Delete dient Log

Li st <Long> messagel Ds = new ArrayLi st<Long>();
messagel Ds. add(310004L) ;

suppkg. del et el i ent Logs( messagel Ds) ;

Map<CLI ENT_LOG FI ELD, String> map = new HashMap<CL| ENT_LOG Fl ELD,
String>();

map. put (CLI ENT_LOG FI ELD. USER, "supAdmi n");

map. put (CLI ENT_LOG FI ELD. START_TI ME, "2011-07-07");

map. put (CLI ENT_LOG FI ELD. END_TI ME, "2011-07-08");

suppkg. del et eCl i ent Logs( map) ;

Export of Client Logs
Exports client logs.

Syntax

voi d exportdientLogs(File file, CientLogSearchCriteriaVO
searchCriteria, Integer skip, Integer take, dientlLogSortVO
sortlnfo) throws SUPAdm nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Client log export —

[/ Export client Log
suppkg. export Cli ent Logs(new File("F:/tnp/out.txt"),
searchCriteria, O,

3, sortlnfo);

Purge Client Log
Purges the client log at the package level. The purge can be done synchronously or
asynchronously.

Syntax
voi d purged ientLog(C ientLogPurgeOptionVO purgeOption, Bool ean
synchronous) throws SUPAdm nExcepti on;

Returns

If successful, purges the client log using current settings. If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Purgeclient log — purges the client log, except for data from the last 10 days.

Cl i ent LogPur geOpti onVO purgeOpti on = new
Cl i ent LogPur geOpti onVQ() ;

pur geQOpt i on. set DaysToPr eserve(10);

suppkg. purged i ent Log( pur geOpti on, false);

Purge Synchronization Cache

Purges synchronization cache at the package level. The purge can be done synchronously or
asynchronously.

Syntax
voi d purgeSyncCacheG oup(Bool ean synchronous) throws
SUPAdm nExcepti on;

Returns

If successful, purges synchronization cache using current settings. If unsuccessful, returns
SUPAdm nExcepti on.
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Examples

* Purge sync cache — purges the synchronization cache using defined settings.
suppkg. pur geSyncCacheG oup(fal se);

Purge Error History

Purges the error history at the package level. The purge can be done synchronously or
asynchronously.

Syntax

voi d purgeErrorH story(ErrorHi storyPurgeOpti onVO purgeOpti on,
Bool ean synchronous) throws SUPAdm nExcepti on;

Returns

If successful, purges the error history using current settings. If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Purgeerror history — purges the error history, except for data from the last 10 days.

Error Hi st oryPur geOpti onVO purgeOpti on = new
Error Hi st oryPurgeOpti onVQ() ;

pur geQpti on. set DaysToPr eserve(10);

suppkg. pur geError Hi story(purgeOption, false);

Purge Subscription

Purges subscriptions at the package level. The purge can be done synchronously or
asynchronously.

Syntax
voi d purgeSubscri ption(Subscripti onPurgeOpti onVO purgeOpti on,
Bool ean synchronous) throws SUPAdm nExcepti on;

Returns

If successful, purges subscriptions using current settings. If unsuccessful, returns
SUPAdmM nExcepti on.

Examples

* Purge subscription — purges subscriptions, except for data from the last 10 days.

Subscri pti onPur geOpti onVO purgeOpti on = new
Subscri pti onPur geOpti onVQ() ;
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pur geQpti on. set Daysl nacti ve(10);
suppkg. pur geSubscri pti on(purgeOption, false);

Add Applications to the Package
Adds existing applications to the package.

Syntax
voi d addApplications(Collection<String> applds) throws

SUPAdm nExcept i on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

« Addition of applicationsto the package —

Col | ection<String> apps = new ArraylList<String>();
apps. add("appl");
suppkg. addAppl i cati ons(apps);

Remove Applications from the Package
Removes existing applications from the package.

Syntax
voi d renoveApplications (Collection<String> applds) throws

SUPAdm nExcept i on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Remove applications from the package —

Col | ection<String> apps = new ArraylList<String>();
apps. add("appl");
suppkg. renoveAppl i cati ons(apps) ;

Retrieval of a List of Applications
Retrieves a list of applications for a package.

Syntax

Col | ecti on<Appl i cati onVO> get Applications() throws
SUPAdmM nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval of role mappings—
Col | ecti on<Appl i cati onVO> apps = suppkg. get Applications();

Retrieval of a List of Package Users
Retrieves a list of package users for a package.

Syntax

Pagi nat i onResul t <PackageUser VO> get PackageUser s( PackageUser _Sort VO
filter, Long offset, Integer |ength) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval of role mappings—

PackageUser SortVO filter = new PackageUser SortVQ();
filter.setSortFi el d( PACKAGE_USER. REG STRATI ON_TI ME) ;
filter.setSort O der( SORT_ORDER. ASCENDI NG ;

Pagi nat i onResul t <PackageUser VO> apps =

suppkg. get PackageUsers(filter, OL, 100);

Managing Mobile Business Objects

You can manage mobile business objects and their properties through the
SUPMbbi | eBusi nessOhj ect interface. Operations you can perform with this interface
include:

* Mobile business objects — retrieving properties and data refresh history, and listing
operations.

* Endpoints—retrieving properties.

Start Mobile Business Object Management
Starts the management of a mobile business object.
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Syntax

public static SUPMbi | eBusi nessObj ect
get SUPMbbi | eBusi nessObj ect (MBOCont ext nmboCont ext) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

« Start mobile business object management —

domai nCont ext = cl ust er Cont ext . get Donai nCont ext (" <domai n nane>");
packageCont ext = domai nCont ext . get PackageCont ext (" <package
name>") ;

nmboCont ext = packageCont ext . get MBOCont ext (" <MBO name>");

SUPMobi | eBusi nessOhj ect supnbo =

SUPQhj ect Fact ory. get SUPMbbi | eBusi nessCbj ect (mboCont ext) ;

Usage
To manage Unwired Server mobile business objects, you must first create an instance of

SUPMbbi | eBusi nessOhj ect .

Properties Retrieval
Retrieves properties for a mobile business object.

Syntax
Mobi | eBusi nessObj ect VO get Properties() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Propertiesretrieval —retrieves properties for a mobile business object, including name,
package, creation date, and roles used:

Mobi | eBusi nessObj ect VO nmbovo = supnbo. get Properties();
System out . pri ntl n(nbovo. get Nane());

System out . pri ntl n(nbovo. get Package());

System out . printl n(nmbovo. get Creati onDate());

System out . printl n(nmbovo. get UsedRol es());
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Endpoints
Endpoint connection information allows applications to retrieve data from back-end
production systems.

Note: For more information, see Sybase Unwired Platform Systems Administration Guide >
Environment Setup > EIS Connections > Changing Connections to Production Data
Sources.

Endpoint Properties Retrieval
Retrieves the properties of an endpoint used by a mobile business object.

Syntax
Endpoi nt VO get Endpoi nt () t hrows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdnNi nExcepti on.

Examples

e Endpoint propertiesretrieval —

Endpoi nt VO evo = supnbo. get Endpoi nt () ;

System out. printl n(evo. get Name());

System out . println(evo. get Type());

for(Map. Entry<String, String> entry :

evo. get ExtraProps().entrySet ()){
Systemout.println(entry.getKey() + " -->" +

entry. get Val ue());

}

Retrieval of Data Refresh Error History
Retrieves the data refresh error history for a mobile business object.

Syntax
Col | ect i on<Dat aRef r eshErr or VO> get Dat aRef reshErrors(Date start Dat e,

Dat e endDate) throws SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.
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Examples

* History retrieval —
for(Dat aRefreshErrorVO drevo : supnbo. get Dat aRef reshErrors(nul I,

nul 1)){
System out . println(drevo. get Error Message());
}

Deletion of Data Refresh Error History
Deletes the data refresh error history for a mobile business object.

Syntax
voi d del et eDat aRefreshErrors(Date startDate, Date endDate) throws

SUPAdmM nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e History deletion —
supnbo. del et eDat aRef reshErrors(nul |, null);

Operations Retrieval
Retrieves a list of the operations of a mobile business object.

Syntax
Col | ection<String> get Qperations() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

e Operationsretrieval —

for (String op : supnbo. get Operations()) {
System out . println(op);
}
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Managing Operations

You can manage operations and endpoints used by those operations through the
SUPQper at i on interface. Operations you can perform with this interface include:

* Operations—retrieving properties.
* Endpoints—retrieving properties.

Start Operations Management
Starts the management of an Unwired Server operation.

Syntax

public static SUPOperation get SUPOper ati on( Oper ati onCont ext
oper ati onCont ext) throws SUPAdm nException

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcepti on.

Examples

+ Start operation management —

domai nCont ext = server Cont ext . get Domai nCont ext (" <domai n name>");
packageCont ext = domai nCont ext . get PackageCont ext (" <package
nanme>") ;

nboCont ext = packageCont ext . get MBOCont ext (" <MBO name>");

oper ati onCont ext = nboCont ext. get Oper at i onCont ext (" <operati on
name>") ;

SUPQper ati on supQperation =

SUPQhj ect Fact ory. get SUPOper ati on( oper ati onCont ext);

Usage
To manage Unwired Server operations, you must first create an instance of

SUPQper at i on.

Operation Properties Retrieval
Retrieves the properties of an operation.

Syntax
Oper ati onVO get Properties() throws SUPAdnmi nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

e Operation propertiesretrieval —
Oper ati onVO ovo = supQperation. get Properties();

Endpoint Properties Retrieval
Retrieves the properties of an endpoint used by an operation.

Syntax
Endpoi nt VO get Endpoi nt () t hrows SUPAdni nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

* Endpoint propertiesretrieval —
Endpoi nt VO evo = supQOper ati on. get Endpoi nt VQ() ;

System out . println(evo. get ExtraProps());

Retrieval of Playback Error History
Retrieves the playback error history of an operation.

Syntax
Col | ecti on<Pl aybackError VO> get Pl aybackErrors(Date startDate, Date
endDat e) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Playback history retrieval —

for (Pl aybackError VO pbevo : supQperation. get Pl aybackErrors(null,
nul 1)) {

Developer Guide: Unwired Server Management API 65



Code Samples

System out . printl| n(pbevo. get Error Message()) ;

Managing Applications and Application Connections and
Templates

You can manage applications, application connections, and application connection templates
through the SUPAppl i cat i on method. Operations you can perform with this interface
include:

* Managing applications— creating, deleting, and updating applications. Retrieving a list
of applications or application users. Deleting application users. Assigning or unassigning
domains to an application. Adding or removing packages from an application, or
retrieving a list of packages from an application.

* Managing application connections— retrieving, cloning, registering, updating, locking,
unlocking, and deleting application connections.

* Managing application connection templates— managing, listing, and updating
application connection templates.

Start Application Management

Starts the management of Unwired Server applications, application connections, and
application connection templates.

Syntax
public static SUPApplication get SUPAppli cati on(C uster Cont ext
clusterContext) throws SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

« Start applicatio management —
app = SUPObj ect Fact ory. get SUPAppl i cati on(cl ust er Cont ext) ;

Usage
To manage Unwired Server applications, you must first create an instance of

SUPAppl i cati on.
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Managing Applications
Use the SUPAppl i cat i on interface to manage applications. Operations you can perform
with this interface include:

« Creating an application

» Deleting an application

« Updating an application

« Retrieving a list of applications

« Retrieving a list of application users

» Deleting application users

« Assigning or unassigning domains from an application

» Retrieving domains assigned to an application

« Adding packages to or removing packages from an application
» Retrieving a list of packages from an application

Application Creation
Creates an application.

Syntax

voi d createApplication(String appl D, String displayName, String
description) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Createapplication —

supAppl i cation. createApplication("appl”, "appldisplay", "appl
description");

Application Deletion
Deletes applications.

Syntax

voi d del et eApplications(Collection<String> applDs) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

* Delete application —

Col | ection<String> appl Ds = new ArraylList<String>();
appl Ds. add("appl");

supAppl i cation. del et eAppl i cati ons(appl Ds) ;

Application Update
Updates the application's display name and description.

Syntax

voi d updat eApplication(String appld, String displayNane, String
description) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Update—
supAppl i cati on. updat eAppl i cati on("appl", "updated desc");

Retrieval of a List of Applications
Retrieves a list of applications that satisfy the filter. The return result is paginated.

Syntax

Pagi nat i onResul t <Appl i cati onVO>

get Appl i cations(ApplicationFilterSortVO filter,

Long of fset, Integer |ength) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples
* Retrieval —

ApplicationFilterSortVO filter = new ApplicationFilterSortVQ);
Fi | t er Expr essi on<APPLI CATI ON> resul t Expressi on = new

Fi | t er Expr essi on<APPLI CATI ON>() ;

Fi | t er Expr essi on<APPLI CATI ON> expressi onl = new

Fi | t er Expr essi on<APPLI CATI ON>() ;

Fi | t er Expr essi on<APPLI CATI ON> expressi on2 = new

Fi | t er Expr essi on<APPLI CATI ON>() ;

expressi onl = expressionl. eq( APPLI CATI ON. APPL| CATI ON_USER,
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"WV @dni n");

expressi on2 = expression2. eq( APPLI CATI ON. APPL| CATI ON_USER,
"abc@dmi n");

resul t Expressi on = expressi onl. or (expressi on2);

filter.setFilterExpression(resultExpression);
filter.setSortFiel d( APPLI CATI ON. APPLI CATI ON_I D) ;
filter.setSortOrder( SORT_CORDER. ASCENDI NG ;

Pagi nati onResul t <Appl i cati onVC> apps =
supApplication. get Applications(filter, 0, 100);

Retrieval of a List of Application Users
Retrieves a list of application users.

Syntax

Pagi nat i onResul t <Appl i cati onVC>
get Appl i cati onUsers(ApplicationUser FilterSortVO filter, Long
of fset, Integer |ength) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval —

ApplicationUserFilterSortVO filter = new
Appl i cationUserFilterSortVQ);

filter.setFilterExpression(null);

filter.setSortFiel d( APPLI CATI ON_USER. APPLI CATI ON_I D) ;
filter.setSort O der ( SORT_ORDER. ASCENDI NG ;

Pagi nat i onResul t <Appl i cati onUser VO> apps =

supAppl i cation. get Applicati onUsers(filter, Ol,

100);

Application Users Deletion
Deletes a list of application users.

Syntax

voi d del et eAppl i cati onUsers(Coll ecti on<ApplicationUserVO> users)
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

¢ Deletion —

Col | ecti on<Appl i cati onUser VO> users = new

Arrayli st <Appl i cati onUser VO>() ;

Appl i cationUser VO userl = new ApplicationUserVQ();
user 1. set Applicationl d("appl");

user 1. set SecurityConfiguration("adm n");

user 1. set User Nane("user1");

users. add(userl);

supAppl i cation. del et eAppl i cati onUser s(users);

Assign Domains to an Application
Assigns domains to the specified application.

Syntax

voi d assi gnDomai nsToAppl i cation(String appl D, Collection<String>
domai ns) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples
* Assign Domains—

Col | ecti on<String> domai ns = new ArraylLi st<String>();

donai ns. add("defaul t");

domai ns. add( " domai n1") ;

supAppl i cati on. assi gnDonmai nsToAppl i cati on("appl", donains);

Unassign Domains from an Application
Unassigns domains from the specified application.

Syntax
voi d unassi gnDonmai nsToAppl i cation(String appl D, Coll ection<String>

domai ns) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Unassign domains—

Col I ection<String> domains = new ArrayList<String>();
domai ns. add("defaul t");
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donmai ns. add( " domai n1");
supAppl i cati on. unassi gnDorai nsFromAppl i cati on("appl", domains);

Retrieval of Assigned Domains
Retrieves the domains assigned to an application.

Syntax

Col | ection<String> get Appli cati onDomai nAssi gnnents(String appl d)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —
Col | ection<String> domai ns =

supAppl i cation. get Appl i cati onDomai nAssi gnnent s("appl");

Add Packages to an Application
Adds packages to the specified application.

Syntax
voi d addAppl i cati onPackages(String app! D, String donain,
Col | ection<String> pkgs) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Add packages—
String domain = "defaul t";
Col I ection<String> pkgs = new ArraylList<String>();
pkgs. add(" pkgl");
supAppl i cati on. addAppl i cati onPackages("appl", donain, pkgs);
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Remove Packages from an Application
Removes packages from the specified application.

Syntax

voi d renmoveAppl i cati onPackages(String appl D, String donain,
Col | ecti on<String> pkgs) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Removal —
String domain = "defaul t";
Col l ection<String> pkgs = new ArraylList<String>();
pkgs. add(" pkgl");
supAppl i cation. renoveaddAppl i cati onPackages("appl", donmin,
pkgs);

Retrieval of a List of Packages from an Application
Retrieves a list of packages from an application that satisfy the filter. The return result is
paginated

Syntax

Pagi nat i onResul t <Appl i cat i onPackageVC>
get Appl i cati onPackages(Application_FilterSortVOfilter, Long offset,
I nt eger | ength) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval —

Package FilterSortVO filter = new Package FilterSortVQ));

Fi | t er Expr essi on<APPLI CATI ON_PACKACE> expressi onl = new

Fi | t er Expr essi on<APPLI CATI ON_PACKAGE>() ;

expressi onl = expressionl. eq( APPLI CATI ON_PACKAGE. APPLI CATI ONL_I D,
"appl");

filter.setFilterExpression(expressionl);

filter.setSortFiel d( APPLI CATI ON_PACKAGE. DOVAI N) ;

filter.setSort Order ( SORT_ORDER. ASCENDI NG ;
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Pagi nati onResul t <Appl i cati onPackageVC®> apps =
supAppl i cation. get Appl i cati onPackages(filter, 0, 100);

Managing Application Connections

Use the SUPAppl i cat i on interface to manage registration of application connections.
Operations you can perform with this interface include:

» Retrieving a list of application connections

» Cloning application connections

« Registering or re-registering an application connection
« Updating application connection settings

« Deleting an application connection

» Locking or unlocking an application connection

Retrieve Application Connections
Retrieves a list of application connections that satisfy the given filter. The return result is
paginated.

Syntax

Pagi nat i onResul t <Appl i cati onConnecti onVC>

get Appl i cati onConnecti ons(AppConnection_FilterSoftVO filter, Long
of fset, Integer |ength) throws SUPAdnm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

e Retrieval —

AppConnectionFilterSortVO filter = new
AppConnectionFil ter Sort VQ() ;
Fi | t er Expr essi on<APPCONNECTI ON> fe = new Fi |l t er Expressi on<
APPCONNECTI ON >() ;
Fi |l t er Expr essi on< APPCONNECTION > fel =
fe. eq( APPCONNECTI ON. DOVAI N, "defaul t");
filter.setFilterExpression(fel);
filter.setSortFi el d_ APPCONNECTI ON. APPLI CATI ON_I D) ;
Pagi nat i onResul t <Appl i cati onConnecti onVO> result = app
. get Appl i cati onConnections(filter, OL, 10);
for (ApplicationConnectionVO appConn : result.getltens()) {
System out . printl n(appConn. getld());
}
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Cloning Application Connections
Registers an application connection by cloning an existing application connection.

Syntax

Col | ecti on<l nt eger > cl oneAppl i cati onConnecti ons(Col | ecti on<Map>
cl oneRequests, Map settings) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Cloneapplication connection —

AppConnect i onCl oneRequest VO accrvo = new

AppConnect i onCl oneRequest VQ() ;

Map<APPCONNECTI ON_CLONE, nbj ect> reql = new
HashMap<APPCONNECTI ON_CLONE, Obj ect>();

reql. put (APPCONNECTI ON_CLONE. EXI STI NG_NUMERI C_ I D, "8");
reqgl. put (APPCONNECTI ON_CLONE. ACTI VATI ON_CODE, "345");
reqgl. put (APPCONNECTI ON_CLONE. EXPI RATI ON_HOUR, "3");
reql. put (APPCONNECTI ON_CLONE. USER I D, "river");

accrvo. set Request (reql);

Col | ect i on<AppConnect i onCl oneRequest VO> reqs = new
ArraylLi st <AppConnect i onCl oneRequest VO>() ;
reqs. add(accrvo);

AppConnecti onSetti ngVO acsvo = new AppConnecti onSetti ngvVQ() ;
Map<APPCONNECTI ON_SETTI NG_FI ELD, bj ect> setting = new
HashMap<APPCONNECTI ON_SETTI NG_FI ELD, Cbj ect>();

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SECURI TY_CONF, "admi n2");
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. ALLOW ROAM NG, "true");
acsvo. set Setting(setting);

app. cl oneAppl i cati onConnections(reqs, acsvo);

Register an Application Connection
Registers a batch of application connections.

Syntax

Col | ecti on<l nt eger > regi sterApplicati onConnecti ons(tenpl at eNane,
regi strati onRequests, Map settings) throws SUPAdnmi nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.
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Examples

* Register application connection —

AppConnect i onRegi strati onRequest VO acrrvol = new
AppConnecti onRegi strati onRequest VQ() ;
AppConnect i onRegi strati onRequest VO acrrvo2
AppConnect i onRegi strati onRequest VQ() ;

new

Map<APPCONNECTI ON_REQ STRATI ON, Obj ect> reql = new
HashMap<APPCONNECTI ON_REQ STRATI ON, Obj ect >();
reql. put ( APPCONNECTI ON_REQ STRATI ON. USER | D,

cont ext Fact ory. get Property("sup. app. user.1"));
reql. put (APPCONNECTI ON_REG STRATI ON. ACTI VATI ON_CCDE, "1234");
reql. put (APPCONNECTI ON_REGQ STRATI ON. EXPI RATI ON_HOUR, "1");
acrrvol. set Request (reql);

Map<APPCONNECTI ON_REQ STRATI ON, Obj ect> req2 = new
HashMap<APPCONNECTI ON_REQ STRATI ON, Obj ect >();
req2. put ( APPCONNECTI ON_REQ STRATI ON. USER | D,

cont ext Fact ory. get Property("sup. app. user.2"));
req2. put (APPCONNECTI ON_REG STRATI ON. ACTI VATI ON_CCDE, "5678");
req2. put ( APPCONNECTI ON_REGQ STRATI ON. EXPI RATI ON_HOUR, "1");
acrrvo2. set Request (reqg2);

Col | ecti on<AppConnect i onRegi strati onRequest VO> reqs = new
ArraylLi st <AppConnect i onRegi strati onRequest VO>() ;

reqs. add(acrrvol);

regs. add(acrrvo2);

AppConnectionSettingVO settings = new AppConnectionSetti ngvVQ();
Map<APPCONNECTI ON_SETTI NG _FI ELD, Cbject> setting = new
HashMap<APPCONNECTI ON_SETTI NG_FI ELD, Cbj ect>();
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SECURI TY_CONF,

cont ext Factory. get Property("sup. secconf.1"));
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. ALLON ROAM NG, "true");
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SERVER_NANE,
"l ocal host");
settings.setSetting(setting);
app. regi st er Appl i cati onConnecti ons(tenpl at eNane, reqs, settings);

Re-register an Application Connection
Re-registers an application connection.

Syntax

Col | ecti on<I nt eger >

reregi ster Appl i cati onConnecti ons(Col | ecti on<Map>

reregi strati onRequests, Map settings) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples
* Reregistration —

AppConnect i onRer egi strati onRequest VO acrrvol = new
AppConnect i onRer egi strati onRequest VQ() ;

Map<APPCONNECTI ON_REREG STRATI ON, Cbj ect> reql = new
HashMap<APPCONNECTI ON_REREG STRATI ON, Obj ect>();

reql. put ( APPCONNECTI ON_REREQ STRATI ON. EXI STI NG NUMERI C_I D, "5");
reql. put ( APPCONNECTI ON_REREGQ STRATI ON. ACTI VATI ON_CODE, "15");
reqgl. put (APPCONNECTI ON_REREGQ STRATI ON. EXPI RATI ON_HOUR, "2");
reql. put ( APPCONNECTI ON_REREGQ STRATI ON. USER I D, "hel ");

acrrvol. set Request (reql);

Col | ecti on<AppConnecti onRer egi st rati onRequest VO> reqs = new
ArraylLi st <AppConnect i onRer egi st rati onRequest VO>() ;
reqs. add(acrrvol);

AppConnectionSettingVO settings = new AppConnectionSetti ngvVQ();
Map<APPCONNECTI ON_SETTI NG _FI ELD, Object> setting = new
HashMap<APPCONNECTI ON_SETTI NG_FI ELD, Cbj ect>();

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SERVER _NAME, "hel xp-
vl");

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SERVER PORT, "8888");
setting. put (APPCONNECTI ON_SETTI NG _FI ELD. FARM I D, "1");

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. DOVAI N, "defaul t");
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SECURI TY_CONF, "admi nl1");
settings.setSetting(setting);

app. reregi sterApplicati onConnecti ons(reqs, settings);

Application Connection Settings Update
Updates the settings of a list of application connections.

Syntax
voi d updat eAppl i cati onConnecti onSetti ngs(Col | ecti on<l nteger>

nunericlds, Map settings) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
e Update—

Pagi nati onResul t <Appl i cati onConnecti onVO> result = app
. get Appl i cati onConnections(filter, OL, NULL);
Col | ecti on<l nt eger > appConnlds = new ArraylLi st<Integer>();

for (ApplicationConnectionVO appConn : result.getltens()) {
appConnl ds. add( appConn. get Nurreri cl d());
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AppConnecti onSetti ngVO settings = new AppConnectionSettingvVQ();
Map<APPCONNECTI ON_SETTI NG_FI ELD, bj ect> setting = new
HashMap<APPCONNECTI ON_SETTI NG FI ELD, Obj ect >();

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SECURI TY_CONF, "admin");
settings.setSetting(setting);

app. updat eAppl i cati onConnecti onSetti ngs(appConnl ds, settings);

Application Connection Deletion
Deletes a list of application connections.

Syntax

voi d del et eAppl i cati onConnecti ons(Col | ecti on<l nt eger> nuneri cl ds)
t hrows SUPAdmi nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Createregistration template—deletes the specified registration templates ("Default" and
"testTemplate2"):

Col | ecti on<I nteger> appConnlds = new ArrayLi st <l nteger>();
appConnl ds. add( 7) ;
appConnl ds. add( 8) ;

app. del et eAppl i cati onConnecti ons(appConnl ds) ;

Lock or Unlock Application Connection
Locks or unlocks a list of application connections.

Syntax

voi d | ockAppli cati onConnecti ons(Col | ecti on<Stri ng>
appl i cati onConnecti onl ds) throws SUPAdni nExcepti on;

voi d unl ockAppl i cati onConnecti ons(Col | ecti on<Stri ng>
appl i cati onConnecti onl ds) throws SUPAdni nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Lock or Unlock Application Connection —

Pagi nat i onResul t <Appl i cati onConnecti onVC> result =
app. get Appl i cati onConnections(filter, OL, NULL);
Col | ection<String> appConnlds = new ArraylList<String>();
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for (ApplicationConnectionVO appConn : result.getltens()) {
appConnl ds. add( appConn. get 1 d());

app. | ockAppl i cati onConnecti on(appConnl ds) ;
app. unl ockAppl i cati onConnecti on(appConnl ds) ;

Usage

This API requires the application connection 1D of the application connection (and not the
numeric ID of the application connection).

Managing Application Connection Templates

Use the SUPAppl i cat i on interface to manage application connection templates.
Operations you can perform with this interface include:

» Retrieving a list of application connection templates
» Creating an application connection template

« Updating application connection template settings

» Deleting an application connection template

Application Connection Template Retrieval
Retrieves a list of application connection templates.

Syntax

Pagi nat i onResul t <Appl i cati onConnecti onTenpl at eVC>

get Appl i cati onConnecti onTenpl at es( AppConnecti onTenpl at eFi | t er Sort VO
filter, Long offset, Integer |ength) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

e Retrieval —

AppConnectionTenpl ateFilterSortVO filter = new
AppConnecti onTenpl at eFi | t er Sort VQ() ;

Fi | t er Expr essi on<APPCONNECTI ON_TEMPLATE> fe = new
Fi | t er Expr essi on<APPCONNECTI ON_TEMPLATE>() ;

Fi | t er Expr essi on<APPCONNECTI ON_TEMPLATE> fel
fe. eq( APPCONNECTI ON_TEMPLATE. DOVAI N, "defaul t");

Fi | t er Expr essi on<APPCONNECTI ON_TEMPLATE> fe2 =
f e. eq( APPCONNECTI ON_TEMPLATE. SECURI TY_CONF, "admin");
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fe = fel. and(fe2);
filter.setFilterExpression(fe);
Pagi nat i onResul t <Appl i cati onConnecti onTenpl ateVO> result = app
. get Appl i cati onConnecti onTenpl ates(filter, OL, 10);
for (ApplicationConnectionTenpl ateVO appConnT :
result.getltens()) {
System out . printl n(appConnT. get Nane());
}

Application Connection Template Creation
Creates an application connection templates with the specified settings.

Syntax

voi d

creat eAppl i cati onConnecti onTenpl at e( Appl i cati onConnecti onTenpl at eVO
appl i cati onConnecti onTenpl ate, Map settings) throws

SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcepti on.

Examples

e Creation —

AppConnect i onSetti ngVO acsvo = new AppConnectionSetti ngVQ() ;
Map<APPCONNECT!I ON_SETTI NG_FI ELD, Obj ect> setting = new
HashMap<APPCONNECTI ON_SETTI NG FI ELD, Obj ect >();

setting. put (APPCONNECT!I ON_SETTI NG_FI ELD. SECURI TY_CONF, "adnin");
acsvo. set Setting(setting);

app. creat eAppl i cati onConnecti onTenpl at e(" MyTenpl at e”,
"Short description", acsvo);

Update of Application Connection Template Settings
Updates application connection template settings.

Syntax

voi d updat eAppl i cati onConnecti onTenpl at eSet ti ngs(tenpl at eNanme, Map
settings) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Update—

AppConnecti onSetti ngVO settings = new AppConnectionSettingvVQ();
Map<APPCONNECTI ON_SETTI NG_FI ELD, nbj ect> setting = new
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HashMap<APPCONNECTI ON_SETTI NG_FI ELD, Cbj ect>();

setting. put (APPCONNECTI ON_SETTI NG_FI ELD. SECURI TY_CONF, "admi n");
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. ACTI VATI ON_CODE_LENGTH,
"9");
setting. put (APPCONNECTI ON_SETTI NG_FI ELD. ALLOW ROAM NG, "true");
settings.setSetting(setting);

app. updat eAppl i cati onConnect i onTenpl ateSetti ngs("tenpl ate 1",
settings);

Application Connection Template Deletion
Deletes a list of application connection templates.

Syntax
voi d del et eAppl i cati onConnecti onTenpl at es(Li st<String>

tenpl at eNanes) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

¢ Deletion —

Col I ection<String> names = new ArrayList<String>();
nanes. add(" MyTenpl ate") ;

app. del et eAppl i cati onConnecti onTenpl at es( nanes) ;

Monitoring Unwired Platform Components

SUPMbni t or provides most of the operations related to monitoring of Sybase Unwired
Platform components. SUPCI ust er provides additional operations.

Start Monitoring Management

Starts the management of an Unwired Server monitoring operations.

Syntax

public static SUPMdnitor get SUPMbnitor (C usterContext
cl usterContext) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.
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Examples

e Start monitoring management —

cl ust er Cont ext = server Cont ext. get d ust er Cont ext (" <cl ust er
name>");

SUPMoni t or supMoni tor =

SUPQhj ect Fact ory. get SUPMbni t or (cl ust er Cont ext) ;

Usage
To manage Unwired Server monitoring operations, you must create an instance of

SUPMoni t or.

Retrieval of Monitoring Profiles Using SUPCluster
Retrieves the monitoring profiles in a cluster.

Syntax

Col | ecti on<Moni tori ngProfil eVO> get MonitoringProfiles() throws
SUPAdmM nExcept i on;

Moni t ori ngProfil eVO get MonitoringProfile(String nane) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

¢ Retrieval —

Col | ecti on<Moni t ori ngProfil eVO> nmpvos = supd uster

.get MonitoringProfiles();
Moni t ori ngProfil eVO npvo = supd uster

.getMoni toringProfile("<nmonitoring configuration nane>");
System out. printl n(npvo. get Name());

Creation of a Monitoring Profile Using SUPCluster
Creates a monitoring profile in a cluster.

Syntax

voi d createMnitoringProfile(MnitoringProfileVO npvo) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

* Createmonitoring profile—

//Create a nonitoring profile

Moni t ori ngProfil eVO npvo_new = new MnitoringProfilevVQ);
npvo_new. set Nane(" <nmoni tori ng configurati on new nane>");
npvo_new. set Dur ati onType( MONI TORI NG_DURATI ON_TYPE. SCHEDULED) ;
npvo_new. set Enabl ed(true);

Moni t or edDomai n nd = new Mbni t or edDonai n( " <donmai n nane>");
md. set Name( " <domai n nane>");
Moni t or edPackage npl = new Monit or edPackage( " <package nane 1>");
Moni t or edPackage np2 = new Mbni t or edPackage( " <package nane 2>");
nd. set Moni t or edPackages( Arrays

. asLi st (new Moni t or edPackage[] { npl, nmp2 }));
npvo_new. set Moni t or edDomai ns( Arrays. asLi st (new Moni t or edDonmai n[ ]

{ md }));

Schedul eVO svo = new Schedul eVQ() ;
svo. set EndDat e(new Date());

svo. set EndTi ne(new Date());

svo. set Start Dat e(new Dat e(0));

svo. set Start Ti me(new Date(0));

svo. set | nterval (1234);

svo. set Fr eq( SCHEDULE_FREQ. | NTERVAL) ;
Enuntet <DAY_OF_WEEK> dayof weeks =
Enuntet . noneOf ( DAY_OF_WEEK. cl ass) ;
svo. set Daysof week( dayof weeks) ;

dayof weeks. add( DAY_OF_WVEEK. MONDAY) ;
npvo_new. set Schedul e(svo) ;

supCl ust er. creat eMoni t ori ngProfil e(nmpvo_new) ;

Update of a Monitoring Profile Using SUPCluster
Updates a monitoring profile in a cluster.

Syntax

voi d updat eMoni tori ngProfil e(MnitoringProfileVO nonitoringProfile)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Update monitoring profile—

/1 Update nmonitoring profile
Moni t ori ngProfil eVO npvo = supd uster

.getMoni toringProfile("<nmonitoring configuration nane>");
nmpvo. get Schedul e() . set Freq( SCHEDULE_FREQ | NTERVAL) ;
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npvo. get Schedul e() . set | nt erval (200000) ;
supC ust er. updat eMoni t ori ngProfi | e(npvo) ;

Usage

A monitoring profile you create with this method replaces a profile with the same name on the

Unwired Server.

Deletion of a Monitoring Profile Using SUPCluster
Deletes a monitoring profiles from a cluster.

Syntax

voi d del eteMnitoringProfile(String nane) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Delete monitoring profile —

/1 Delete nmonitoring profile
supCl ust er. del et eMoni tori ngProfil e("<nonitoring configuration
name>");

Deletion of Monitoring Data Using SUPCluster
Deletes monitoring data.

Syntax
voi d del eteMdnitoringData(Date startTi me, Date endTi me) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns

SUPAdm nExcepti on.

Examples

* Deletemonitoring data— deletes monitoring data for the specified time period (between

the st art Ti nme and the endTi ne):

Date startTinme = new Date(0);
Dat e endTi ne = new Date();
supCl ust er. del et eMoni tori ngDat a(startTi me, endTi ne);
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Construct a Path to the Monitored Object

To retrieve monitoring data, you must provide an instance or collection of
Moni t or edOhj ect to specify the data that gets returned.

Moni t or edObj ect contains subclasses in this logical hierarchy:
* MonitoredCluster

o MonitoredDomain
» MonitoredPackage
* MonitoredSyncGroup
* MonitoredCacheGroup
o MonitoredMBO
» MonitoredCperation
With this hierarchy, an object can be identified using a path-like structure. Such a path actsasa

context against which monitoring data is searched and returned. Follow these rules when
constructing a path:

e Start with Moni t or edd ust er.

« Except for Moni t or edCl ust er, if Moni t or ed* appears in a path, then the class
logically above it is in the path.

e Mbni t oredSyncG oup and Moni t or edCache are mutual exclusive in a path.

Retrieval of a Large Volume of Monitoring Data

Retrieves a specified portion of a large volume of monitoring data (for example, user access
histories).

Syntax

Long get SecuritylLogH st oryCount (Col | ecti on<Mbni t oredbj ect >
noni t or edCbj ects, Bool ean accessResult, Date startTine, Date
endTi ne) throws SUPAdmi nExcepti on;

Col | ecti on<SecuritylLogHi st oryvVo>

get SecuritylLogHi story(Col | ecti on<Moni t or edObj ect > noni t or edObj ect s,
Bool ean accessResult, Date startTime, Date endTi me, Long offset,

I nteger | ength, SortedField<? extends Enum> sortedField) throws
SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

Moni t oredCl uster nt = new MonitoredC uster();
nc. addMbni t or edDonmai n(new Moni t or edDonai n( " defaul t"));
Col | ecti on<Moni t or edObj ect > mbs = Arrays

.asLi st (new MonitoredOject[] { nt });

| ong count = supMbnitor.getSecuritylLogHi storyCount(nos, null,
null, null);
Col | ecti on<SecuritylLogHi st oryVO> sl hvos =
supMoni t or. get SecuritylLogH story(nmos, null,
null, null, null, null, null);
for (SecuritylLogHi storyVO slhvo : slhvos) {
System out . println(sl hvo. get User Nane()) ;

| ong of fset = sl hvos. size();
whi | e(of f set <count) {
sl hvos = supMbnitor. get SecuritylLogH story(nmos, null,
null, null, offset, null, null);
for (SecuritylLogHi storyVO sl hvo : slhvos) {
System out . println(sl hvo. get User Nane()) ;

of fset += sl hvos. size();

Usage
When monitoring a large volume of data, a paginated API allows you to get a total row count

for retrieving the data in chunks. OF f set specifies where the returned data starts for this call.
Lengt h specifies the maximum number of records returned for this call.

Specify Result Sorting
You can specify an instance of SortedField to sort the returned result on the given field in the
given order (ascending or descending).

Each type of monitoring data has a different set of sortable fields.

« Data change notification

« DOMAIN
* NOTIFICATION_TIME
* PACKAGE

e« PROCESS TIME
« PUBLICATION
* Device notification
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« DEVICE_ID

« DOMAIN

* NOTIFICATION_TIME
 PACKAGE

< PUBLICATION

« SUBSCRIPTION_ID

+ USER_NAME

Messaging summary

« DOMAIN_NAME

e LAST_TIME_IN

e LAST_TIME_OUT

* PACKAGE

¢ SUBSCRIPTION_COMMAND_COUNT
« TOTAL_ERRORS

« TOTAL_MESSAGES_RECEIVED
e TOTAL_MESSAGES_SENT

e TOTAL_OPERATION_REPLAYS
e TOTAL_PAYLOAD_RECEIVED
e TOTAL_PAYLOAD_SENT
Messaging details

« DEVICE

« DOMAIN_NAME

« ERROR

* FINISH_TIME

e MBO

 MESSAGE_TYPE

« OPERATION_NAME

» PACKAGE

« PAYLOAD SIZE

« PROCESS_TIME

« START_TIME

* USER

Replication summary

« DOMAIN_NAME

« PACKAGE

e START_TIME

« SYNC_TIME

« TOTAL_BYTES_RECEIVED

« TOTAL_BYTES SENT
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¢ TOTAL_ERRORS
« TOTAL_OPERATION_REPLAYS
e TOTAL_ROWS_SENT

» Replication details
¢ BYTES_TRANSFERRED
« DEVICE
+« DOMAIN_NAME
« ERROR
e FINISH_TIME
« OPERATION_NAME
« OPERATION_NAME
* PACKAGE
e START_TIME
« SYNC_PHASE
« TOTAL_BYTES SENT
e« TOTAL_ROWS_SENT
¢ USER

« Security access
« DEVICE_ID
- DOMAIN
« OUTCOME
« PACKAGE
+ SECURITY_CONFIGURATION
« TIME
¢ USER

Retrieval of Security Log History

Retrieves a security log history for specified monitored objects, determines how many records
are available, and specifies how to retrieve and sort the data.

Syntax

Long get SecurityLogHi st oryCount (Col | ecti on<Mboni t or edObj ect >
nmoni t or edCbj ect s, Bool ean accessResult, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

Col | ecti on<SecuritylLogHi st oryvVO>

get SecuritylLogHi story(Col | ecti on<Moni t or edObj ect > noni t or edj ect s,
Bool ean accessResult, Date startTime, Date endTi me, Long offset,

I nteger | ength, SortedField<? extends Enunt sortedField) throws
SUPAdm nExcept i on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

Retrieval —

/'l Prepare nonitored objects
Moni t oredCl uster nt = new Monitoredd uster();
nc. addMvbni t or edDonai n(new Moni t or edDorai n( " defaul t"));
nc. addMvbni t or edDonmai n( new Moni t or edDorai n("test"));
Col | ecti on<Moni t oredObj ect > nobs = Arrays

.asLi st (new MonitoredObject[] { nt });

/1 Prepare time range
Date startTime = new Date(0);
Date endTi ne = new Date();

/1 Should only return successful access
Bool ean accessResult = true;

[/ Starting from10th record
Long of fset = 10L;

[l Try to retrieve 10000 records
I nteger target = 10000;

/1 Specify sorting field and sorting order
Sort edFi el d<Sort edFi el d. SECURI TY_ACCESS> sf = new
Sort edFi el d<Sort edFi el d. SECURI TY_ACCESS>(

SECURI TY_ACCESS. DOVAI N, SORT_ORDER. ASCENDI NG) ;

/1 See how many records are avail abl e
| ong count = supMonitor.getSecuritylLogHi storyCount (nos,
accessResul t,
st artTl me, endTine);

| ong avail able = Math. m n(count - offset, target);
if (available < 1) {

Systemout.printIn("No nonitoring data found at offset " +
of fset);

return;
} else {

Systemout.println("There " + avail able

+ " records nonitoring data at offset " + offset);

}

/1 Specify the preferred record nunber to be fetched from server

in one

[l call.

/1 Management server has inposed a upper limt of 500 for sake of

/| performance.

I nteger length = new I nteger(new Long(Math. m n(500, avail able))
.intValue());

Col | ecti on<SecuritylLogHi st oryVO> sl hvos =

supMoni t or. get SecuritylLogH st ory(nos,
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accessResult, startTine, endTine, offset, |ength,
/1 Al the available records can be fetched at one call.
if (slhvos.size() == avail able) {

sf);

Systemout.println("Fetched " + available + " of " + available

+ " records of nmonitoring data.");
return;

I ong read = sl hvos. si ze();
of fset += read,
while (read < avail able) {

sl hvos = supMbnitor. get SecuritylLogH story(nms, accessResult,

startTi me, endTine, offset, |ength, sf);
Systemout.println("Fetched " + slhvos.size() + " of
avai l abl e
+ " records of nmonitoring data.");
read += sl hvos. size();
of fset += read,

}

Retrieval of Current Messaging Requests
Retrieves current messaging requests for the specified domains and packages.

Syntax
Col | ect i on<Messagi ngRequest VO>

+

get Messagi ngRequest s( Col | ecti on<Moni t or edObj ect > noni t or edbj ect s)

t hrows SUPAdmi nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns

SUPAdmM nExcepti on.

Examples

e Retrieval —

Moni t oredCl uster nt = new MonitoredC uster();
Moni t or edDomai n nd_def = new Moni t or edDonmi n("defaul t");
Moni t or edDomai n nmd_t st = new Moni t or edDomai n("test ");

nd_def . addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
nd_def . addMbni t or edPackage( new Mboni t or edPackage( "t est _nbs:
md_t st . addMbni t or edPackage( new Moni t or edPackage("t est _nbs:
md_t st . addMbni t or edPackage( new Moni t or edPackage( "t est nbs:

nc. addMbni t or edDomai n( nd_def ) ;
nc. addMbni t or edDomai n(md_t st) ;
Col | ecti on<Moni t or edObj ect > nbs = Arrays
.asLi st (new MonitoredObject[] { nt });

for (Messagi ngRequest VO nrvo :
supMoni t or . get Messagi ngRequest s( nos) )

System out . println(nrvo. get PackageNane()) ;
}

AN
QQqQ

—
—
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Retrieval of Detailed Messaging History

Retrieves a detailed messaging history for the specified domains and packages.

Syntax

Col | ecti on<Messagi ngHi st or yDet ai | VO>

get Messagi ngHi st oryDet ai | (Col | ecti on<Moni t or edoj ect >

noni t oredCbj ects, Date startTine, Date endTi ne, Long offset, Integer
I ength, SortedFiel d<? extends Enunmp sortedField) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves a detailed messaging history for the specified domains and packages
(the "test_mbs:1.0" and "test_mbs:2.0" packages from the "default" domain, and the
"test mbs:3.0" and "test_mbs:4.0" packages from the "test" domain):

Moni t or edCl uster nt = new MonitoredC uster();
Moni t or edDomai n nd_def = new Moni t or edDomai n("defaul t");
Moni t oredDomai n nmd_t st = new MonitoredDomai n("test");
nd_def . addMoni t or edPackage(new Moni t or edPackage("t est _nbs:
nmd_def . addMvbni t or edPackage( new Mni t or edPackage( "t est _nbs:
nd_t st . addMoni t or edPackage(new Moni t or edPackage("t est _nbs:
nd_t st. addMbni t or edPackage( new Moni t or edPackage("t est _nbs:
nc. addMoni t or edDomai n( nd_def ) ;
nc. addMbni t or edDomai n(md_t st) ;
Col | ecti on<Moni t oredObj ect > nos = Arrays

.asLi st (new MonitoredObject[] { nt });
System out . printl n(suphMonitor.get Messagi ngHi st oryDet ai | ( nos,
null, null, null, null, null));

rwNE
QQqaQ
N N N

Note: See Developer Guide for Unwired Server Management APl > Code Samples >
Monitoring Unwired Platform Components > Retrieval of a Large Volume of Monitoring
Data for handling the large volume of data that this method may retrieve.

Retrieval of Summary Messaging History

Retrieves a summary of the messaging history for the specified domains and packages.

Syntax

Col | ecti on<Messagi ngHi st or ySumar y Vo>

get Messagi ngHi st or ySummar y( Col | ect i on<Moni t or edCbj ect >

nmoni t oredCbj ects, Date startTi me, Date endTi me, Long offset, Integer
| ength, SortedFiel d<? extends Enunt sortedField) throws

SUPAdmM nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —retrieves a summary of the messaging history for the specified domains and
packages (the "test_mbs:1.0" and "test_mbs:2.0" packages from the "default” domain, and
the "test_mbs:3.0" and "test_mbs:4.0" packages from the "test" domain):

Moni t or edCl uster nt = new MonitoredC uster();
Moni t or edDomai n md_def = new Moni t or edDomai n( " defaul t");
Moni t oredDomai n nd_tst = new MonitoredDomai n("test");
md_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
nd_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
nmd_t st. addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
nd_t st. addMbni t or edPackage( new Moni t or edPackage("t est _nbs:
nc. addMvoni t or edDomai n( nd_def ) ;
nct. addMoni t or edDomai n(nd_t st) ;
Col | ecti on<Moni t oredObj ect > nobs = Arrays

.asLi st (new MonitoredObject[] { nt });
System out . printl n(suphMonitor.get Messagi ngHi st or ySumar y( nos,
null, null, null, null, null));

rwNE
QQqQ
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Note: See Developer Guide for Unwired Server Management APl > Code Samples >
Monitoring Unwired Platform Components > Retrieval of a Large Volume of Monitoring
Data for handling the large volume of data that this method may retrieve.

Messaging Performance Retrieval
Retrieves the messaging performance data for the specified domains and packages.

Syntax

Messagi ngPer f or manceVO

get Messagi ngPer f or mance( Col | ecti on<Mbni t or edbj ect >
noni t oredObj ects, Date startTinme, Date endTine) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves the messaging performance data for the specified domains and
packages (the "test_mbs:1.0" and "test_mbs:2.0" packages from the "default" domain, and
the "test_mbs:3.0" and "test_mbs:4.0" packages from the "test" domain):

Moni t oredCl uster nt = new Monitoredd uster();
Moni t or edDomai n nd_def = new Moni t or edDonai n("defaul t");

Developer Guide: Unwired Server Management API 91



Code Samples

Moni t oredDomai n nmd_tst = new MonitoredDomai n("test");
nd_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
nmd_def . addMbni t or edPackage( new Moni t or edPackage("t est _nbs:
nmd_t st. addMbni t or edPackage( new Moni t or edPackage("test _nbs:
nd_t st. addMbni t or edPackage( new Moni t or edPackage("t est _nbs:
nc. addMvoni t or edDomai n( nd_def ) ;
nc. addMvbni t or edDonmai n(md_t st) ;
Col | ecti on<Moni t oredObj ect> nobs = Arrays

.asLi st (new MonitoredObject[] { nt });
Messagi ngPer f or manceVO npvo =
supMoni t or . get Messagi ngPer f or mance( nos,

nul I, null);
System out . pri ntl n(npvo. get MooFor MaxProcessTi me());

rwNE
QgqQ
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Messaging Statistics Retrieval

Retrieves the messaging statistics for a cluster, a domain, a package, or a specific mobile
business object.

Syntax

Messagi ngSt ati sti csVO get Messagi ngStati stics(MnitoredObj ect
noni t oredCbj ect, Date startTinme, Date endTime) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

Cluster-level messaging statistics—retrieves the messaging statistics for all domains in a
cluster:
Moni t oredCl uster nt = new Monitoredd uster();

/1 Retrieve cluster-level nessaging statistics (statistics for all
domai ns) .
supMoni t or. get Messagi ngStati stics(nc, null, null);

Domain-level messaging statistics—retrieves the messaging statistics for all packages in
a domain:

Moni t or edCl uster nt = new Monitoredd uster();
Moni t or edDomai n nd = new Moni t or edDomai n("defaul t");

/1 Retrieve domai n-1evel nessaging statistics (statistics for all

packages) .
nc. addMbni t or edDonmai n( nd) ;
supMoni t or . get Messagi ngStati stics(nc, null, null);

Package-level messaging statistics—retrieves the messaging statistics for all MBOs in a
package:

Moni t oredCl uster nt = new Monitoredd uster();
Moni t or edDomai n md = new Moni t or edDomai n("defaul t");
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Moni t or edPackage np = new Moni t or edPackage("test _nbs: 1.0");

/1 Retrieve package-|evel nessaging statistics (statistics for all

MVBCs) .
nd. addMbni t or edPackage( np) ;
supMoni t or. get Messagi ngStati stics(nc, null, null);

MBO messaging statistics — retrieves the messaging statistics for a specific mobile
business object:

Moni t or edCl uster nt = new MonitoredC uster();

Moni t or edDomai n md = new Moni t or edDomai n( " defaul t");

Moni t or edPackage np = new Moni t or edPackage("test _nbs: 1.0");

/1 NMonitored cache does not contribute to nessaging statistics,
but in

/1 order to retain the validity of the nonitored object path, it
shoul d be

/'l part of the path.

Moni t or edCacheG oup ntg = new MonitoredCacheG oup("Default");
Moni t or edMBO nmbo = new Moni t or edMBQ( " Cust oner ™) ;

/1 Retrieve nessaging statistics for a specific MO
ncg. addMoni t or edMBO( mbo) ;
supMoni t or . get Messagi ngSt ati stics(nc, null, null);

Retrieval of Current Replication Requests

Retrieves current replication requests for the specified domains and packages.

Syntax

Col | ecti on<Repl i cati onRequest VO>

get Repl i cati onRequest s( Col | ecti on<Mbni t or edObj ect >
nmoni t or edCbj ects) t hrows SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

Retrieval —

Moni t oredCl uster nt = new Monitoredd uster();

Moni t or edDomai n nd_def = new Moni t or edDomai n("defaul t");
Moni t or edDomai n nmd_t st = new Monit oredDomai n("test");
nd_def . addMbni t or edPackage( new Moni t or edPackage("test _nbs:
md_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
nmd_t st. addMbni t or edPackage( new Mni t or edPackage("t est _nbs:
nmd_t st. addMbni t or edPackage( new Mni t or edPackage( "t est _nbs:
nc. addMbni t or edDonmai n( nd_def ) ;

nc. addMbni t or edDonai n(nd_t st) ;

Col | ecti on<Moni t or edObj ect > mbs = Arrays
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.asLi st (new MonitoredObject[] { nt });
System out . printl n(supMonitor. get Replicati onRequests(nos));

Retrieval of Detailed Replication History

Retrieves a detailed replication history for the specified domains and packages.

Syntax

Col | ecti on<Repl i cati onHi st oryDet ai | VO>

get Repl i cationHi storyDetail (Col | ecti on<Moni t or edObj ect >

nmoni t oredCbj ects, Date startTi me, Date endTi me, Long offset, Integer
| engt h, SortedFiel d<? extends Enum> sortedField) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

e Retrieval —

Moni t or edCl uster nt = new MonitoredC uster();
Moni t or edDomai n nd_def = new Moni t or edDomai n("def ault");
Moni t oredDomai n nmd_t st = new MonitoredDomai n("test");
nd_def . addMoni t or edPackage( new Moni t or edPackage("test nbs:
nd_def . addMbni t or edPackage( new Mboni t or edPackage( "t est _nbs:
nd_t st . addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
md_t st . addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
nc. addMbni t or edDomai n( nd_def ) ;
nc. addMvbni t or edDonmai n(md_t st) ;
Col | ecti on<Moni t or edObj ect > nos = Arrays

.asLi st (new MonitoredObject[] { nt });
System out . printl n(supMonitor.getReplicationHi storyDetail (nos,
null, null, null, null, null));

rwNE
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Retrieval of Summary Replication History

Retrieves a summary of replication history for the specified domains and packages.

Syntax

Col | ecti on<Repl i cati onHi st orySumaryVO>

get Repl i cati onHi st or ySummar y( Col | ect i on<Moni t or edObj ect >

nmoni t oredCbj ects, Date startTi me, Date endTi me, Long offset, Integer
| ength, SortedFiel d<? extends Enunt sortedField) throws

SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.
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Examples

* Retrieval —

Moni t oredCl uster nt = new Moni toredd uster();
Moni t or edDomai n nd_def = new Moni t or edDonmi n("defaul t");
Moni t oredDomai n md_t st = new Moni t or edDomai n("test ");

nmd_def . addMoni toredPackage( new Moni t or edPackage("test_nbs:1.0"));
nd_def . addMbni t or edPackage( new Moni t or edPackage("test _nbs: 2.0"));
md_t st . addMbni t or edPackage( new Moni t or edPackage("test nbs:3.0"));
nmd_t st. addMbni t or edPackage( new Moni t or edPackage("test _nbs: 4.0"));

nc. addMbni t or edDonai n( nd_def ) ;
nc. addMbni t or edDomai n(nd_t st) ;
Col | ecti on<Moni t or edObj ect > nmbs = Arrays
. asLi st (new MonitoredOject[] { nt });
System out . printl n(suphMonitor.getReplicationH storySumrary(nos,
null, null, null, null, null));

Replication Performance Retrieval

Retrieves replication performance data for the specified domains and packages.

Syntax

Repl i cati onPer f or manceVO

get Repl i cati onPer f or mance( Col | ecti on<Moni t or edObj ect >
noni t oredCbj ects, Date startTime, Date endTi me) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

* Retrieval —

Moni t or edCl uster nt = new MonitoredC uster();
Moni t or edDomai n nd_def = new Moni t or edDomai n("def ault");
Moni t oredDomai n nd_tst = new MonitoredDomai n("test");
nd_def . addMbni t or edPackage( new Moni t or edPackage("test nbs:
nd_def . addMbni t or edPackage( new Mboni t or edPackage( "t est _nbs:
nd_t st . addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
md_t st . addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
nc. addMbni t or edDomai n( md_def ) ;
nc. addMvbni t or edDomai n(md_t st) ;
Col | ecti on<Moni t or edObj ect > nos = Arrays

.asLi st (new MonitoredObject[] { nt });
Repl i cati onPer f or manceVO rpvo =
supMoni t or . get Repl i cati onPerformance(nos, null, null);
System out . println(rpvo. get MaxSyncTi me());

rwNE
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Replication Statistics Retrieval

Retrieves the replication statistics for a cluster, a domain, a package, or a specific mobile
business object.

Syntax

ReplicationStatisticsVO getReplicationStatistics(Mnitoredject
nmoni t oredCbj ect, Date startTinme, Date endTinme) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Cluster-level replication statistics—retrieves the replication statistics for all domainsina
cluster:

Moni t or edCl uster nt = new MonitoredC uster();

/I Retrieve cluster-level replication statistics (for all donmins).

supMoni tor. get ReplicationStatistics(nc, null, null);
* Domain-level replication statistics—retrieves the replication statistics for all packages in
a domain:

Moni t oredCl uster nt = new Monitoredd uster();
Moni t or edDomai n md = new Moni t or edDomai n("defaul t");

/I Retrieve domain-|evel replication statistics (for all packages).
nc. addMbni t or edDomai n( nd) ;

supMoni tor. getReplicationStatistics(nc, null, null);
» Package-leve replication statistics—retrieves the replication statistics for all MBOs in a
package:

Moni t or edCl uster nt = new Monitoredd uster();
Moni t or edDomai n nmd = new Moni t or edDomai n("defaul t");
Moni t or edPackage np = new Moni t or edPackage("test_nbs: 1. 0");

/I Retrieve package-level replication statistics (for all MGs)
nd. addMbni t or edPackage( np) ;
supMoni tor. get ReplicationStatistics(nc, null, null);

* MBO replication statistics— retrieves the replication statistics for a specific mobile
business object:

Moni t oredCl uster nt = new Monitoredd uster();

Moni t or edDomai n md = new Moni t or edDomai n("defaul t");

Moni t or edPackage np = new Moni t or edPackage("test_nbs: 1. 0");

/1 Monitored cache does not contribute to replication statistics,
however

/] toretain the validity of the nonitored object path, it should
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be part of the path.
Moni t or edCacheG oup ntg = new MonitoredCacheG oup("Default");
Moni t or edMBO nmbo = new Mboni t or edMBQ( " Cust oner ") ;

/I Retrieve replication statistics for a specific MBO
ncg. addMoni t or edMBO( o) ;
supMoni tor. get ReplicationStatistics(nc, null, null);

Retrieval of Data Change Notification History
Retrieves data change notification history for a monitored cluster.

Syntax

Col | ecti on<Dat aChangeNot i fi cati onHi st or yVO>

get Dat aChangeNot i fi cati onHi story(Col | ecti on<Mboni t or edbj ect >

nmoni t oredCbj ects, Date startTi me, Date endTi me, Long offset, Integer
| engt h, SortedFiel d<? extends Enum> sortedField) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

¢ Retrieval —

Moni t or edCl uster nt = new MonitoredC uster();
nc. addMbni t or edDomai n( new Moni t or edDomai n( " defaul t"));
Col | ecti on<Moni t or edObj ect > nbs = Arrays
.asLi st (new MonitoredOject[] { nt });
System out. printl n(supMoni tor. get Dat aChangeNoti fi cati onHi story(no
S,
null, null, null, null, null));

Retrieval of Data Change Notification Performance
Retrieves data change notification performance for monitored objects in a cluster.

Syntax

Dat aChangeNot i fi cati onPer f or nranceVO

get Dat aChangeNot i fi cati onPerfor mance( Col | ecti on<Mbni t or edbj ect >
noni t oredObj ects, Date startTinme, Date endTine) throws

SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdnNi nExcepti on.
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Examples

* Retrieval —

Moni t oredCl uster nt = new Moni toredd uster();
nc. addMbni t or edDonai n(new Moni t or edDorai n( " defaul t"));
Col | ecti on<Moni t or edObj ect > mbs = Arrays
. asLi st (new MonitoredObject[] { nt });
Dat aChangeNot i fi cati onPerf or manceVO npvo = supMoni t or
. get Dat aChangeNot i fi cati onPer f or mance(nos, null, null);
System out. printl n(npvo. get M nProcessi ngTi ne());

Retrieval of Device Notification History

Retrieves device notification history for the monitored objects in a cluster.

Syntax

Col | ecti on<Devi ceNoti fi cati onH st oryVO>

get Devi ceNoti fi cati onHi story(Col |l ecti on<Moni t or edObj ect >

nmoni t oredCbj ects, Date startTi me, Date endTi me, Long offset, Integer
| ength, SortedFiel d<? extends Enunm> sortedField) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves device notification history for the "default” domain in a cluster:

Moni t or edCl uster nt = new MonitoredC uster();
nc. addMvbni t or edDomai n( new Moni t or edDomnai n( " defaul t"));
Col | ecti on<Moni t or edObj ect > nbs = Arrays
.asLi st (new MonitoredObject[] { nt });
System out . printl n(suphMonitor.getDeviceNotificationHi story(nos,
null, null, null, null, null));

Retrieval of Device Notification Performance

Retrieves device notification performance for the monitored objects in a cluster.

Syntax

Devi ceNot i fi cati onPerf or manceVO

get Devi ceNot i fi cati onPerformance(Col | ecti on<Moni t or edCbj ect >
nmoni t oredCbj ects, Date startTime, Date endTi me) throws
SUPAdm nExcepti on;

98

Sybase Unwired Platform



Code Samples

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —retrieves device natification performance for the monitored "default” domain
in a cluster:

Moni t oredCl uster nt = new Monitoredd uster();
nc. addMbni t or edDonai n(new Moni t or edDorai n( " defaul t"));
Col | ecti on<Mboni t oredObj ect> nobs = Arrays
. asLi st (new Moni toredCbject[] { nt });
Devi ceNoti fi cati onPer f or manceVO dnpvo = supMoni t or
. get Devi ceNot i fi cati onPerformance(nos, null, null);
System out . printl n(dnpvo. get Di stinct Devi ces());

Retrieval of Cache Group Performance
Retrieves cache group perfomance data of the monitored objects within a specified time range.

Syntax

Col | ecti on<CacheG oupPer f or manceVO>

get CacheG oupPer f or mance( Col | ecti on<Moni t or edObj ect >
noni t oredObj ects, Date startTime, Date endTine) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves cache group perfomance data for the specified domains and
packages:

Moni t or edCl uster nt = new Monitoredd uster();
Moni t or edDomai n nmd_def = new Moni t or edDomai n("defaul t");
Moni t oredDomai n nd_tst = new MonitoredDomai n("test");
md_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
nd_def . addMoni t or edPackage( new Moni t or edPackage("t est _nbs:
md_t st. addMbni t or edPackage( new Moni t or edPackage( "t est _nbs:
nd_t st . addMoni t or edPackage(new Moni t or edPackage("t est _nbs:
nc. addMvoni t or edDomai n( nd_def ) ;
nc. addMvbni t or edDonai n(nd_t st) ;
Col | ecti on<Moni t oredObj ect> nobs = Arrays

.asLi st (new Monitoredject[] { nc });
for (CacheG oupPerformanceVO cpvo : supMnitor

. get CacheGr oupPerformance(nos, null, null)) {
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System out . println(cpvo. get MaxCacheHi ts());
}

Retrieval of Cache Group Statistics

Retrieves cache group statistics for a package or for an MBO within the specified time range.

Syntax

Col | ecti on<CacheG oupPackageSt ati sti csVO>

get CacheG oupPackageSt ati sti cs(MnitoredCbj ect nonitoredObject, Date
startTi me, Date endTinme) throws SUPAdm nExcepti on;

Col | ecti on<CacheG oupMBCSt at i sti csVO>
get CacheG oupMBOSt at i sti cs(MnitoredOject nonitoredObject, Date
startTime, Date endTinme) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

» Package - retrieves cache group statistics for the specified package in a domain:

Moni t oredCl uster nc = new Monitoredd uster();
Moni t or edDomai n md_def = new Moni t or edDomai n("defaul t");
Moni t or edPackage np = new Moni t or edPackage("j dbc: 1.0");
nd_def . addMbni t or edPackage( np) ;
nc. addMvoni t or edDomai n( nd_def ) ;
for (CacheG oupPackageStati sticsVO cgpsvo : suphMnitor
. get CacheGroupPackageSt ati stics(nc, null, null)) {
System out . println(cgpsvo. get RowCount ());

}

np. addMbni t or edCacheG oup( new Moni t or edCacheG oup("default"));
for (CacheG oupPackageStatisticsVO cgpsvo : suphMnitor
. get CacheGroupPackageSt ati stics(nc, null, null)) {
System out . printl n(cgpsvo. get RowCount ());
}

* MBO - retrieves cache group statistics for the specified package, cache group, and MBO:

Moni t or edCl uster nt = new MonitoredC uster();
Moni t or edDomai n nd_def = new Moni t or edDomai n("defaul t");
nc. addMbni t or edDonai n( nd_def ) ;
for (CacheG oupMBOStati sticsVO cgnsvo : suphonitor
. get CacheGroupMBOSt ati stics(nmc, null, null)) {
System out . printl n(cgnmsvo. get AccessCount ());

Moni t or edPackage np = new Moni t or edPackage("j dbc: 1.0");
nmd_def . addMbni t or edPackage( nmp) ;
for (CacheG oupMBCOStati sticsVO cgnsvo : suphonitor

. get CacheG oupMBCSt ati stics(nmc, null, null)) {
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System out . println(cgnsvo. get AccessCount ());

}

Moni t or edCacheG oup ntg = new MonitoredCacheG oup("defaul t");
np. addMbni t or edCacheG oup( ntg) ;
for (CacheG oupMBOSt ati sticsVO cgnsvo : suphonitor
. get CacheGroupMBOSt ati stics(nmc, null, null)) {
System out . printl n(cgnmsvo. get AccessCount ());

Moni t or edMBO nmmbo = new Mboni t or edMBQ( " Cust oner ") ;
ncg. addMoni t or edMBOQ( rmbo) ;
for (CacheG oupMBCOStati sticsVO cgnsvo : suphonitor
. get CacheG oupMBCSt ati stics(nmc, null, null)) {
System out . printl n(cgnmsvo. get AccessCount ());

}

Retrieval of Queue Monitoring Data and Statistics

Retrieves a list of the monitoring statistics of Java Message Service (JMS) queues of the
Unwired Server within the specified time range.

Syntax

Col | ecti on<Messagi ngQueueSt ati sti csVO>

get Messagi ngQueueSt ati stics(Date startTi me, Date endTi ne) throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

¢ Retrieval —

for (Messagi ngQueueStati sticsVO ngsvo : suphonitor
. get Messagi ngQueueSt ati stics(null, null))
System out . printl n(nmgsvo. get QueueNane());

{
}

Monitoring Data Export
Export access history of the monitored objects during the specified time range.

Exporting monitoring data is similar to retrieving monitoring data, with these differences:

« Exporting monitoring data requries an instance of j ava. i o. Fi | e.

« You specify length to set the number of rows of records to be exported to a specified file.
There is no server-side limitation on length.
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Syntax

voi d export SecuritylLogHi story(File file, Collection<MnitoredCbject>
noni t or edCbj ects, Bool ean accessResult, Date startTine, Date

endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdm nExcepti on;

voi d export Messagi ngQueueStatistics(File file, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d export Messagi ngRequests(File file, Collection<MnitoredOhject>
noni t or edCbj ects) throws SUPAdmi nExcepti on;

voi d export Messagi ngHi storySunmary(File file,

Col | ecti on<Moni t or edObj ect > noni t oredCbj ects, Date startTine, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sort edFi el d) throws SUPAdm nExcepti on;

voi d exportMessagi ngHi storyDetail (File file,

Col | ecti on<Moni t or edObj ect > noni t oredCbj ects, Date startTine, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdm nExcepti on;

voi d export Messagi ngPer f or mance(File file,
Col | ecti on<Mboni t or edObj ect > noni t oredCbj ects, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d export Messagi ngStatistics(File file, String user, Date
startTi me, Date endTinme) throws SUPAdm nExcepti on;

voi d exportReplicationRequests(File file,
Col | ecti on<Mboni t or edCbj ect > noni t or edObj ects) throws
SUPAdmM nExcepti on;

voi d exportReplicationH storySummary(File file,

Col | ecti on<Moni t or edObj ect > noni t oredCbj ects, Date startTine, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdm nExcepti on;

voi d exportReplicationH storyDetail (File file,

Col | ecti on<Mboni t or edObj ect > noni t oredCbj ects, Date startTinme, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdm nExcepti on;

voi d exportReplicationPerformance(File file,
Col | ecti on<Mboni t or edCbj ect > noni t oredCbj ects, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d exportReplicationStatistics(File file, MnitoredQbject
nmoni t oredCbj ect, Date startTime, Date endTinme) throws
SUPAdmM nExcepti on;

voi d exportOperationStatistics(File file, MonitoredQObject
noni t oredCbj ect, Date startTime, Date endTinme) throws
SUPAdmM nExcepti on;
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voi d export Dat aChangeNotificationHi story(File file,

Col | ecti on<Moni t or edObj ect > noni t oredCbj ects, Date startTine, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdm nExcepti on;

voi d export Dat aChangeNotificati onPerformance(File file,
Col | ecti on<Mboni t or edObj ect > noni t oredCbj ects, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d exportDevi ceNotificationH story(File file,

Col | ecti on<Mboni t or edObj ect > noni t oredChj ects, Date startTinme, Date
endTi ne, Long offset, Integer |ength, SortedField<? extends Enune
sortedFi el d) throws SUPAdnm nExcepti on;

voi d exportDevi ceNotificationPerformance(File file,
Col | ecti on<Mboni t or edObj ect > noni t oredChj ects, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d export CacheG oupPerformance(File file,
Col | ecti on<Mboni t or edCbj ect > noni t oredChj ects, Date startTinme, Date
endTi ne) throws SUPAdm nExcepti on;

voi d export CacheG oupPackageStatistics(File file, MnitoredOject
noni t oredCbj ect, Date startTime, Date endTinme) throws
SUPAdmM nExcepti on;

voi d export CacheG oupMBCOSt atistics(File file, MonitoredQObject
nmoni t oredCbj ect, Date startTime, Date endTinme) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

e Export Security Log History — exports records for a monitored domain to
access. |l og:

File file = new File("D:\\tnmp\\access. | o0g");

Moni t oredCl uster nt = new Monitoredd uster();

nc. addMbni t or edDonmai n( new Moni t or edDomai n( " defaul t"));

Col | ecti on<Moni t or edObj ect > nbs = Arrays
.asLi st (new MonitoredObject[] { nt });

/'l when the method returns, the access.log contains the exported

records.

supMoni t or . export SecurityLogHi story(file, nmos, null, null, null,
null, null, null);
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Managing Unwired Server Logs

You can enable logging and change log settings through the SUPSer ver Log interface.
Operations you can perform with this interface include:

 Starting administration of logging.
» Constructing filters for a log.
 Filtering and retrieving log entries.
» Deleting a log.

* Managing log settings.

Start Log Management

Starts the management of logging for an Unwired Server.

Syntax

public static SUPServerLog get SUPServerLog( Server Cont ext
server Cont ext) ;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Start log management —

SUPSer ver Log supServerLog =
SUPChj ect Fact ory. get SUPSer ver Log( ser ver Cont ext) ;

Usage
When an instance of SUPSer ver Log is returned from the SUPCbj ect Fact ory, call its

method.

Log Filter Construction

You can define and compose filters to form a log fetching pattern. All the filters are subclasses
of Fi el dFi | t er. There are two types of filters: those that act directly on log fields, and
those that connect other filters.

These are the supported filters in Fi el dFi | t er for server logging:

« Direct Field Filters
* FieldEqualityFilter
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» FieldRangeFilter

» FieldRegexpFilter

* FieldSetFilter

* FieldwWildcardFilter
» Connecting Filters

* LogicalAndFilter

» LogicalNotFilter

* LogicalOrFilter

You cannot directly instantiate filters through a new operator. You must acquire them by
calling methods of SUPSer ver Log.

Fi el dEqual i tyFilter bucket _eq = supServerLog. get Fi el dEqual i tyFilter(
SERVER LOG FI ELD. BUCKET, "MW");

FieldSetFilter thread_set = supServerlLog. getFiel dSetFilter(
SERVER _LOG_FI ELD. THREAD_NAME, Arrays. asList(new String[] {
"mai n", "dispatcher" }));

Fiel dW Il dcardFilter |ogger wild =
supSer ver Log. get Fi el dW | dcardFi |l ter (
SERVER LOG FI ELD. LOGGER_NAME, "com sybase. sup*");

Fi el dRangeFi I ter tinme_range = supServerLog. get Fi el dRangeFi |t
SERVER _LOG FI ELD. TI MESTAMP, new Dat e(0), new Date())

Fi el dRegexpFilter regexp = supServerLog. get Fi el dRegexpFilter
SERVER LOG FI ELD. THREAD NAME, "~RM");

er(
(

Logi cal NotFilter notFilter = supServerLog
. get Logi cal Not Fi | t er (bucket _eq);

Logical OFilter orFilter = supServerlLog. getLogical OFilter(Arrays
.asList(new FieldFilter[] { time_range, regexp }));

Logi cal AndFi |l ter andFilter = supServerLog. getLogi cal AndFilter (Arrays
.asList(new FieldFilter[] { thread_set, logger_wld }));

FieldFilter filter = supServerlLog. getlLogi cal AndFilter(Arrays
.asList(new FieldFilter[] { notFilter, orFilter,

andFilter }));

supSer ver Log. set LogFilter(filter);

Log Entry Retrieval
Filters and retrieves entries from an Unwired Server log.

Syntax

voi d set LogPosi tion(LogPositionVO | ogPosition) throws
SUPAdmM nExcepti on;

Col | ecti on<LogEnt ryVO> get LogEntri es(Integer start, Integer end)
t hr ows SUPAdni nExcepti on;
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Col | ecti on<LogEntryVO> get LogEntries(Integer start, Integer end,
Bool ean i ncl udi ngBackup) throws SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

« Filter from the start of alog —returns log entries from the start of the log (the 100th
through 250th entries after the start of the log):
supSer ver Log. set LogPosi ti on(LogPosi ti onVO. START) ;

for (LogEntryVO | evo : supServerlLog. getLogEntries(100, 250)) {
System out . println(levo. getBucket());

}
for (LogEntryVO Il evo : supServerlLog. getLogEntries(100, 250, true))

System out . println(levo. getBucket());
}
* Filter fromtheend of alog—returns log entries from the end of the log (the 100th to 250th
entries before the end of the log):
supSer ver Log. set LogPosi ti on(LogPosi ti onVO. END) ;

for (LogEntryVO | evo : supServerLog. get LogEntries(-100, -250)) {
System out . println(levo. get Bucket());

}
for (LogEntryVO | evo : supServerLog. get LogEntries(-100, -250,
true)) {
System out . println(levo. getBucket());
}

Log Deletion

Truncates a server log.

Syntax
voi d del eteLog() throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Deletion —
supSer ver Log. del et eLog() ;
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Managing Log Settings
Sybase Unwired Platform server log settings are managed through metadata-based
configuration and consist of one or more log appenders. Each log appender has one or more
log buckets. They are represented by LogAppender VOand LogBucket VVOrespectively.

These rules apply when managing server log settings:

« Each instance of SUPSer ver Log is a local object that holds values for all metadata
based configuration. All of its methods perform against those values. The values are
refreshed when conmi t () andr ef resh() are called.

» After getting an instance of SUPSer ver Log, call r ef r esh() to populate the values,
before calling any other methods.

« Changes made through these methods are cached locally unless you call the commi t ()
method. Commi t () sends all cached values (changed or not) to Unwired Server.

Populate Server Log Configuration
Populates the server log configuration values to Unwired Server.

Syntax
ConfigurationValidationStatus refresh() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmM nExcepti on.

Examples

* Populate server log configuration —
supServer Log.refresh();

LogAppenderVO and LogBucketVO
The LogAppender VOand LogBucket VOclasses have two read-only properties that you
must initialize at construction time.

* |ID —aunique ID within the locally cached log configuration.

* Type-specifies the type of appender or bucket. The types of appenders and buckets are
described in Developer Guide for Unwired Server Management API > Client Metadata >
Server Log Configuration.

Retrieval of a List of Active Log Appenders
Retrieves a list of active log appenders.
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Syntax

Col | ecti on<LogAppender VO> get Acti veLogAppenders() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

¢ Deletion —

supServer Log. refresh();

f or (LogAppender VO | avo: supServer Log. get Acti veLogAppenders()){
System out . println(lavo. get Type());
System out . println(lavo. getProperties());

}

Update of an Active Log Appender
Updates an active log appender.

Syntax

voi d updat eActi veLogAppender (String | ogAppender| D, LogAppender VO
| ogAppender) throws SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Update—

supServer Log.refresh();

LogAppender VO | avo =

supSer ver Log. get Acti veLogAppenders().iterator().next();
LogAppender VO | avo_new = new LogAppender VO(I avo. get | D(),

| avo. get Type());

Map<String, String> properties = new HashMap<String, String>();
properties. put("async", "true");

| avo_new. set Properti es(properties);

supSer ver Log. updat eAct i veLogAppender (| avo_new. get | (), |avo_new);
supSer ver Log. commi t () ;

Retrieval of a List of Active Log Buckets
Retrieves a list of active log buckets.
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Syntax

Col | ecti on<LogAppender VO> get Acti veLogAppenders() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieve Active Log Buckets—

supServer Log. refresh();
LogAppender VO | avo =
supSer ver Log. get Acti veLogAppenders().iterator().next();
for (LogBucket VO | bvo : | avo. getChildren()){
System out . println(l bvo. get Type());
System out . println(l bvo. getProperties());

}

Update of an Active Log Bucket
Updates an active log bucket of an active log appender with the specified properties.

Syntax

voi d updat eActi veLogBucket (String | ogAppender| D, String | ogBucket | D,
LogBucket VO | ogBucket) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Update—

supServer Log. refresh();

LogAppender VO | avo =

supSer ver Log. get Acti veLogAppenders().iterator().next();
LogBucket VO | bvo = |l avo.getChildren().iterator().next();
LogBucket VO | bvo_new = new LogBucket VO(I| bvo. get 1 D(),

| bvo. get Type());

Map<String, String> properties = new HashMap<String, String>();
properties. put ("LogLevel ", "INFQO');

| bvo_new. set Properties(properties);

supSer ver Log. updat eActi veLogBucket (Il avo.getlD(),

| bvo_new. getI D(), |bvo_new);

supSer ver Log. commi t () ;
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Managing Domain Logs

You can define log filtering and fetching behavior and change log settings for a domain
through the SUPDomai nLog interface.

Start Managing Domain Logs
Starts the management of logging for a domain.

Syntax
public static SUPDomai nLog get SUPDonmai nLog( Domai nCont ext

domai nCont ext ) ;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Security configuration —

SUPDonai nLog domnei nLog =
SUPOhj ect Fact ory. get SUPDormai nLog( domai nCont ext ) ;

Usage
When an instance of SUPDorrai nLog is returned from the SUPCbj ect Fact ory, call its

method.

Retrieval of a List of Log Profiles
Retrieves a list of log profiles.

Syntax
Col | ecti on<Donai nLogPr of i | eVO> get Donai nLogProfil es() throws

SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.
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Examples

* Retrieval —

for (Domai nLogProfil eVO dl pvo : domai nLog. get Dormai nLogPr of i | es(

{
System out . printl n(dl pvo. get Nanme());

}

Creation of a Log Profile
Creates a log profile.

Syntax

))

voi d creat eDomai nLogProfile(String profil eName, String description,

Col | ect i on<Domai nLogTr apVO> traps,
Bool ean enabl e) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

String profileNane = “profilel”;

Col | ecti on<Domai nLogTr apVO<? extends Enund> traps = new
ArraylLi st <Domai nLogTr apVO<? ext ends Enun®>();

Donmai nLogTr apVO<DOMAI N_LOG _PROFI LE_PACKAGE_TRAP> trapl = new
Domai nLogTr apVO<DOMAI N_LOG PROFI LE_PACKAGE_TRAP>(

DOVAI N_LOG PROFI LE_PACKAGE_TRAP. APPLI CATION_I D) ;

Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_SECURI TY_TRAP> trap2 = new
Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_SECURI TY_TRAP>(

DOVAI N_LOG _PROFI LE_SECURI TY_TRAP. SECURI TY_CONF) ;

Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_ENDPO NT_TRAP> trap3 = new

Dormai nLogTr apVO<DOVAI N_LOG_PROFI LE_ENDPOI NT_TRAP>(
DOVAI N_LOG PROFI LE_ENDPOI NT_TRAP. ENDPQOI NT) ;

Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_APPCONNECTI ON_TRAP> trap4 =
new Domai nLogTr apVO<DOVAI N_LOG _PROFI LE_APPCONNECTI ON_TRAP>(
DOVAI N_LOG PROFI LE_APPCONNECTI ON_TRAP. APPL| CATI ON_CONNECTI ON |

Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_PAYLOAD_TRAP> trap5 = new
Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_PAYLQAD_TRAP>(
DOVAI N_LOG _PROFI LE_PAYLOAD_TRAP. PAY_LQAD) ;

trapl. set Enabl ed(true);
trapl. set Val ues(Arrays. asList(new String[] { "appl:1.0",

"app2: 2.0" }));

trap2. set Enabl ed(true);

D);
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trap2. set Val ues(Arrays. asList(new String[] { "adm n", "test" }));

trap3. set Enabl ed(true);

Endpoi nt TrapVO et vol = new Endpoi nt Tr apVQ() ;

et vol. set Nane("sanpl edb") ;

etvol. set Type( ENDPO NT_TYPE. JDBC) ;

Endpoi nt TrapVO et vo2 = new Endpoi nt Tr apVQ() ;

etvo2. set Nane("sap_crm 1.0");

et vo2. set Type( ENDPO NT_TYPE. DCEC) ;

trap3. set Val ues(Arrays. asLi st (new Endpoi nt TrapvV(d ] { etvol,
etvo2 }));

trap4. set Enabl ed(true);
trap4. set Val ues(Arrays. asList(new String[] { "emul ator1",
"bb2" 1))

trap5. set Enabl ed(true);
trap5. set Val ues(Arrays
. asLi st (new DOVAI N_LOG CATEGORY[] {
DOVAI N_LOG_CATEGORY. DATA_SYNC,
DOVAI N_LOG _CATEGORY. GENERAL_DCN 1}));

traps. add(trapl);
traps. add(trap2);
traps. add(trap3);
traps. add(trap4);
traps. add(trap5b);

donmai nLog. cr eat eDonmi nLogProfil e(profil eNanme, description, traps,
fal se);

Update of a Log Profile

Updates a log profile.

Syntax
voi d updat eDonai nLogProfil e(String profileNane, String description,

Col | ecti on<Donai nLogTr apVQ> traps) throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

String profil eNane
String description

= "profilel”;

= "donmain log profile description updated";
Col | ecti on<Domai nLogTr apVO<? extends Enunp> traps = new
Arrayli st <Domai nLogTr apVO<? ext ends Enun®>();

Domai nLogTr apVO<DOVAI N_LOG_PROFI LE_PACKAGE_TRAP> trapl = new
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Dormai nLogTr apVO<DOVAI N_LOG _PROFI LE_PACKAGE_TRAP>(
DOVAI N_LOG _PROFI LE_PACKAGE_TRAP. APPLI CATI ON | D) ;

Domai nLogTr apVO<DOVAI N_LOG PROFI LE_SECURI TY_TRAP> trap2 = new
Domai nLogTr apVO<DOVAI N_LOG _PROFI LE_SECURI TY_TRAP>(

DOVAI N_LOG_PROFI LE_SECURI TY_TRAP. SECURI TY_CONF) ;

Domai nLogTr apVO<DOVAI N_LOG PROFI LE_ENDPO NT_TRAP> trap3 = new

Dormai nLogTr apVO<DOVAI N_LOG_PROFI LE_ENDPOI NT_TRAP>(
DOVAI N_LOG_PROFI LE_ENDPOI NT_TRAP. ENDPOI NT) ;

Domai nLogTr apVO<DOMAI N_LOG PROFI LE_APPCONNECTI ON_TRAP> trap4 =
new Domai nLogTr apVO<DOVAI N_LOG _PROFI LE_APPCONNECTI ON_TRAP>(
DOVAI N_LOG PROFI LE_APPCONNECTI ON_TRAP. APPLI CATI ON_CONNECTI ON_| D) ;

trapl.
trap2.
trap3.
trap4.

traps.
traps.
traps.
traps.

set Enabl ed(true);
set Enabl ed(true);
set Enabl ed(true);
set Enabl ed(true);

add(trapl);
add(trap2);
add(trap3);
add(trap4);

donai nLog. updat eDonai nLogProf i | e(profil eName, description,
traps);

Deletion of a Log Profile

Deletes a log profile.

Syntax

voi d del et eDomai nLogPr of i | es(Col | ecti on<String> profil eNanes) throws
SUPAdm nExcept i on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

String profileNane = "profilel”;
domai nLog. del et eDonmai nLogProfil es(Arrays

.asList(new String[] { profileNane }));

Retrieval of a List of Log Filters

Retrieves a list of domain log filters.
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Syntax
Col | ect i on<Donai nLogFi | t er VO> get Domai nLogFi |l ters() throws

SUPAdmM nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

for (Domai nLogFilterVO dlfvo : donai nLog. get Domai nLogFilters()) {
Systemout.println (dlfvo.getName());
}

Creation or Update of a Correlation Log Filter
Persists the domain log filters for later usage.

Syntax

voi d saveDonai nLogFi | ters(Col | ecti on<Domai nLogFilterVO> filters)
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

Domai nLogFi | ter VO dl fvo = new

Donai nLogFi | t er VO DOVAI N_LOG_CATEGORY. ALL) ;

Fil t er Expressi on<DOVAI N LOG FILTER> fe = new Fil t er Expressi on<
DOVAI N_LOG FI LTER >();

Fi | t er Expressi on< DOVAI N_LOG FI LTER > fel = new Fil t er Expressi on<
DOVAI N_LOG FI LTER >();

fel = fe.eq(DOVAI N_LOG FI LTER APPLI CATI ON_CONNECTI ON_I D,

"emul ator 1") . and(

fe.eq(DOVAI N_LOG FI LTER. DOVAI N,

"default")).or(fe.eq(DOVAI N LOG FI LTER PACKAGE, "sap_crm1.0"));
dl fvo. setFil ter Expression(fel);

domai nLog. saveDomai nLogFi | t er s(Arrays. asLi st (new

Domai nLogFil tervVQ ]{dl fvo}));

Deletion of a Log Filter
Deletes a log filter.
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Syntax
voi d del et eDonmi nLogFi | ters(Coll ection<String> filterNanes) throws

SUPAdmM nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

domai nLog. del et eDomai nLogFi | ters(Arrays
.asList(new String[] { "filterl" }));

Retrieval of a List of Log Entries
Retrieves the domain log entries with the given filters, time range, offset and length.

Syntax

Li st <Domai nLogEnt r yVO>

get Domai nLogEnt ry( Col | ecti on<Domai nLogFilterVO> filters, Date
StartTine, Date EndTinme, Long offset, Integer |ength) throws
SUPAdmM nExcept i on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.

Examples

e Retrieval —

Domai nLogFi |l terVO dl fvo =

domai nLog. get Domai nLogFilter("filter1");

Li st <Domai nLogEnt ryVO> | ogEntri es = domai nLog. get Domai nLogEnt ry(
Arrays. asLi st (new Domai nLogFiltervVQ] { dlifvo }), null,
null, null, null);

for (Domai nLogEntryVO dl evo : | ogEntries){
for(Map. Entry<String, Object> entry :

dl evo. getEntry().entrySet ()){

Systemout.println(entry.getKey() + ":" +
entry. getVal ue());
}

}

Deletion of Domain Log Entries
Deletes the domain log entries within the specified time range.
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Syntax
voi d del eteLog(Date startTime, Date endTi me) throws

SUPAdmM nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Deletion —
domai nLog. del et eLog(new Date(0), new Date());

Retrieval of Log Store Policy
Retrieves the properties of the domain log store policy.

Syntax

Donai nLogSt or ePol i cyVO get Domai nLogSt or ePol i cy() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

* Retrieval —

Donai nLogSt or ePol i cyVO dl spvo = supd uster

. get Dormai nLogSt or ePol i cy();
System out . printl n(dl spvo. get Current Domai nLogDat aSour ce()) ;
System out . printl n(dl spvo. get Avai | abl eDormai nLogDat aSour ce() ) ;
System out . printl n(dl spvo. get Donai nLogFl ushBat chSi ze());
System out . println(dl spvo. getlLazyWiteEnabl ed());
System out. printl n(dl spvo. get LazyW it eRowThr eshol d());
System out . println(dl spvo. get LazyWiteTi meThreshol d());
System out . println(dl spvo. get PurgeTi neThreshol d());

Usage
These methods are only accessible to the Platform Administrator.

Update of Log Store Policy
Updates the properties of the domain log store policy.
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Syntax
voi d set Dormai nLogAut oPur geTi neThr eshol d( | nt eger days) throws
SUPAdmM nExcepti on;

voi d set Domai nLogDat aSour ce( Stri ng dat asource) throws
SUPAdmM nExcepti on;

voi d set Domai nLogFl ushBat chSi ze(| nt eger rows) throws
SUPAdm nExcepti on;

voi d set Dormai nLogLazyW it eRowThr eshol d(| nt eger rowcount) throws
SUPAdm nExcepti on;

voi d set Donmmi nLogLazyW it eSt at us(Bool ean flag) throws
SUPAdmM nExcepti on;

voi d set Domai nLogLazyWiteTi meThreshol d(I nteger ninutes) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Update—

supC ust er. set Donmai nLogAut oPur geTi neThr eshol d(7) ;
supC ust er. set Donmai nLogDat aSour ce( " newDorai nLogDB") ;
supCl ust er. set Domai nLogFl ushBat chSi ze( 100) ;

supC ust er. set Domai nLogLazyW i t eRowThr eshol d(200) ;
supC ust er. set Domai nLogLazyWiteStatus(true);

supCl ust er. set Domai nLogLazyW it eTi meThr eshol d(100) ;

Usage
These methods are only accessible to the Platform Administrator.

Configuring Unwired Servers

Administration of the Unwired Server configuration is provided through the
SUPSer ver Conf i gur at i on interface.

The Unwired Server configuration consists of the following components, which are all
metadata-based configurations, except for Apple Push Notification Service:

« Communication
¢ Administration Listener
e HTTP/HTTPS Listener
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e SSL Security Profile

« Key Store

e Trust Store

Messaging

e Server

« Apple Push Notification
Replication

e Server

< Push Notification

« Push Notification Gateway

« Pull Notification
Consolidated DB

Java Virtual Machine (JVM) startup options
Apple Push Notification Service

The SUPSer ver Conf i gur at i on interface provides different methods for these
components. The metadata-based configurations have these characteristics:

Each of these components is represented by Ser ver Conponent VO

The properties of Ser ver Conponent VOdifferentiate these components. See
Developer Guide for Unwired Server Management API > Client Metadata.

Each instance of SUPSer ver Conf i gur at i on is a local object which holds values of
all metadata-based configurations. All of its methods perform against those values. The
values are refreshed when you call the conmi t () and r ef r esh() methods. After you
receive an instance of SUPSer ver Conf i gur ati on, call ther ef resh() method to
populate the values, before calling any other methods.

Changes made through these methods are cached locally unless the conmi t () method is
called. Conmi t () sends all the cached values (whether changed or not) to the Unwired
Server. A server restart may be required for some changes to take effect.

ServerComponentVO

The Ser ver Conponent VOclass has a read-only property that you must initialize at
construction time.

The type property specifies the server component type. The server component types are
described in Developer Guide for Unwired Server Management APl > Client Metadata >
Server Configuration.

Start Management of Unwired Server Configuration

Starts the management of Unwired Server configuration information.
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Syntax

public static SUPServer Configuration
get SUPSer ver Confi gurati on( Server Cont ext serverContext) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Unwired Server configuration —

SUPSer ver Confi guration supServer Conf = SUPObj ect Fact ory
. get SUPSer ver Confi gurati on(server Cont ext);

Usage
When an instance of SUPSer ver Conf i gur ati on is returned from the

SUPObjectFactory, call its method.

Populate Server Configuration
Retrieves the server configuration from the Unwired Server and caches it locally. This method
refreshes all metadata-based configuration. The returned
Confi gurationVal i dati onSt at us contains the validation status of the security
configuration on the server.

Syntax
ConfigurationValidationStatus refresh() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Populate server configuration —
supSer ver Conf . refresh();

Usage

When you call SUPSer ver Conf i gur ati on. r ef resh(),anydatainthe local cache is
overwritten.

Each call tocommi t () andref resh() expire all previous Ser ver Conponent VGs,
because all the IDs are regenerated.
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Commit Local Changes to Unwired Server

Commits local changes to the Unwired Server. The returned
Confi gurationVal i dati onSt at us contains the validation status of the delivered
security configuration on the Unwired Server.

Syntax
ConfigurationValidationStatus commit() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples
* Update—

ConfigurationValidationStatus cvs = supServer Conf.comrit();
if(cvs.isValid()){

/| succeed.
}
el se{

[/fail.
}

Retrieval of Replication Sync Server Configuration

Retrieves the properties of the replication synchronization server configuration.

Syntax

Ser ver Conponent VO get Repl i cati onSyncSer ver Confi guration() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcepti on.

Examples

e Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Repl i cati onSyncSer ver Confi guration();
System out. println(scvo.getlD());
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System out . println(scvo. get Type());
System out . println(scvo. getProperties());

Update of Replication Sync Server Configuration
Updates the properties of the replication synchronization server configuration.

Syntax

voi d updat eRepl i cati onSyncServer Confi gurati on(Server Conponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples
* Update—
supSer ver Conf . refresh();
Ser ver Conponent VO scvo =
supSer ver Conf . get Repl i cati onSyncSer ver Confi guration();
Ser ver Conponent VO scvo_new = new Ser ver Conponent VQ(scvo. getl (),
scvo. get Type());
Map<String, String> properties = scvo.getProperties();
properties. put ("sup.sync.protocol", "http");
properties. put("m.threadcount”, "50");
scvo_new. set Properti es(properties);
supSer ver Conf . updat eRepl i cati onSyncSer ver Confi gurati on(scvo_new);
supSer ver Conf . comi t () ;

Retrieval of Replication Push Notification Configuration
Retrieves the properties of the replication notifier configuration of the specified type.

Syntax

Ser ver Conponent VO

get Repl i cationNoti fierConfigurati on( REPLI CATI ON_NOTI FI ER_TYPE
replicationNotifierType) throws SUPAdnm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves the configuration of the replication push notification:

supSer ver Conf . refresh();
Ser ver Conponent VO scvo =
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supSer ver Conf . get Repli cati onNotifi er Confi guration
( REPLI CATI ON_NOTI FI ER_TYPE. PUSH) ;
System out. println(scvo.getlD());
System out . println(scvo. get Type());
System out . println(scvo. get Properties());

Update of Replication Push Notification Configuration

Updates the configuration of the replication push notification.

Syntax
voi d
updat eRepl i cati onNoti fi er Confi gurati on( REPLI CATI ON_NOTI FI ER_TYPE

replicationNotifierType, ServerConponent VO server Conponent) throws
SUPAdm nExcept i on;

voi d enabl eRepl i cati onPushNoti fi cati onGat ewayConfi guration(String
server Conponent | D, Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

¢ Update—enables and updates the replication push notification configuration:

Ser ver Conponent VO scvo = supSer ver Conf
.getReplicationNotifierConfiguration(REPLI CATI ON_NOTI FI ER
_TYPE. PUSH) ;
Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. get | D(),
SCVo
. getType()); ) )
Map<String, String> properties = scvo.getProperties();
properties. put("poll_every", "10");
scvo_new. set Properti es(properties);
supSer ver Conf . updat eRepl i cati onNoti fi er Confi gurati on(
REPLI CATI ON_NOTI FI ER_TYPE. PUSH, scvo_new);
supSer ver Conf . enabl eRepl i cati onNoti fi er Confi gurati on(
REPLI CATI ON_NOTI FI ER_TYPE. PUSH, true);
supSer ver Conf.comit();

Retrieval of Replication Push Notification Gateway Configuration

Retrieves the configuration of the replication push gateway.

Syntax

Ser ver Conponent VO

get Repl i cati onPushNot i fi cati onGat ewayConfi guration() throws
SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Repl i cati onPushNot i fi cati onGat ewayConf i gurati on(
i

System out. println(scvo.getlD());

System out . println(scvo. get Type());
System out . println(scvo. get Properties());

Update of Replication Notification Gateway Configuration
Updates the properties of the replication push gateway configuration.

Syntax

voi d updat eRepl i cati onPushNoti fi cati onGat ewayConfi guration(String
server Conponent | D, Server Conponent VO ser ver Conponent) throws
SUPAdmM nExcept i on;

voi d enabl eRepl i cati onPushNoti fi cati onGat ewayConfi guration(String
server Conponent | D, Bool ean flag) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

¢ Update—enables and updates the properties of the replication push gateway
configuration:

supSer ver Conf . refresh();
Ser ver Conponent VO scvo = supSer ver Conf

.getReplicati onPushNoti ficati onGat ewayConfi guration();
Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. get | D(),

scvo

~.getType()); ) ]
Map<String, String> properties = scvo.getProperties();
properties.put("confirmaction", "true");

scvo_new. set Properti es(properties);

supSer ver Conf . updat eRepl i cati onPushNoti fi cati onGat ewayConfi gurati
on(scvo_new. getl D(), scvo_new);

supSer ver Conf . enabl eRepl i cati onPushNot i fi cati onGat ewayConfi gurati
on(scvo_new. getl D(), true);

supSer ver Conf.comit();
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Retrieval of Messaging Sync Server Configuration

Retrieves the properties of the messaging synchronization configuration from the Unwired
Server.

Syntax

Ser ver Conponent VO get Messagi ngSyncSer ver Confi guration() throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

¢ Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Messagi ngSyncSer ver Confi gurati on();
System out. println(scvo.getlD());

System out . println(scvo. get Type());

System out . println(scvo. get Properties());

Update of Messaging Sync Server Configuration

Updates the properties of the messaging synchronization configuration on the Unwired
Server.

Syntax

voi d updat eMessagi ngSyncSer ver Conf i gur ati on( Ser ver Conponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Update—updates the messaging synchronization configuration on the Unwired Server by
specifying the ID, Type, and Properties:

supSer ver Conf . refresh();
Ser ver Conponent VO scvo = supSer ver Conf
. get Messagi ngSyncSer ver Confi guration();
Ser ver Conponent VO scvo_new = new Ser ver Conponent VQ(scvo. getl D),
scvo. get Type());
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Map<String, String> properties = scvo.getProperties();
properties. put ("msg. adm n. webservi ces. port", "5100");
properties. put("msg. http.server.ports", "5001, 80");

scvo_new. set Properti es(properties);

supSer ver Conf . updat eMessagi ngSyncSer ver Confi gurati on(scvo_new) ;
supSer ver Conf . commi t();

Retrieval of Consolidated Database Configuration
Retrieves the properties of the consolidated database configuration.

Syntax

Ser ver Conponent VO get Consol i dat edDat abaseConfi gurati on() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Consol i dat edDat abaseConfi gurati on();
System out. println(scvo.getlD());

System out. println(scvo. get Type());

System out . println(scvo. getProperties());

Retrieval of Administration Listener Configuration
Retrieves the configuration of the administration listener.

Syntax

Ser ver Conponent VO get Admi ni strati onLi st ener Confi gurati on() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Retrieval —

supSer ver Conf . refresh();
Ser ver Conponent VO scvo =
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supSer ver Conf . get Admi ni strati onLi st ener Confi guration();
Systemout. println(scvo.getlD());

System out . println(scvo. get Type());

System out . println(scvo. get Properties());

Update of Administration Listener Configuration

Updates the properties of the administration listener configuration.

Syntax

voi d updat eAdni ni strationLi st ener Configurati on(String
server Conponent | D, Server Conponent VO server Conponent) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Update—

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Admi ni st rati onLi st ener Confi guration();

Ser ver Conponent VO scvo_new = new Ser ver Conponent VQ(scvo. getl (),
scvo. get Type());

Map<String, String> properties = scvo.getProperties();
properties. put ("sup.socket.|istener.port”, "2000");

properties. put ("sup. socket.|istener.enabled", "true");

scvo_new. set Properti es(properties);

supSer ver Conf . updat eAdmni ni st rati onLi st ener Confi gurati on(scvo_new.
get1D(), scvo_new);

supSer ver Conf.commit();

Retrieval of HTTP Listener Configuration

Retrieves a list of HTTP listener configurations.

Syntax

Col | ect i on<Ser ver Conponent VO> get HTTPLi st ener Conf i gurati ons() throws
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.
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Examples

* Retrieval —

supSer ver Conf . refresh();

for (Server Conponent VO scvo :

supSer ver Conf . get HTTPLi st ener Confi gurati ons()) {
System out. println(scvo.getlD());

System out. println(scvo. get Type());

System out . println(scvo. getProperties());

}

Addition of HTTP Listener Configuration
Adds a new HTTP listener configuration.

Syntax

voi d addHTTPLi st ener Confi gur ati on( Ser ver Conponent VO ser ver Conponent )
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Add configuration —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get HTTPLi st ener Confi gurati ons()
.iterator().next();

Ser ver Conponent VO scvo_new = new Server Conponent VOQ(scvo. getl (),

scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put ("sup.socket.listener.port", "8000");

properties. put ("sup. socket.|istener.enabled", "true");

scvo_new. set Properti es(properties);

supSer ver Conf . addHTTPLi st ener Confi gurati on(scvo_new) ;

supSer ver Conf . commi t () ;

Deletion of HTTP Listener Configuration
Deletes the configuration for an HTTP listener.

Syntax

voi d del et eHTTPLi st ener Confi guration(String server Conponent | D)
t hr ows SUPAdni nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

Deletion —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get HTTPLi st ener Confi gurati ons()
.iterator().next();

supSer ver Conf . del et eHTTPLi st ener Confi gur ati on(scvo. getlD());

supSer ver Conf.commit();

Update of HTTP Listener Configuration

Updates the configuration of an HTTP listener.

Syntax

voi d updat eHTTPLi st ener Confi gurati on(String server Conponent | D,
Ser ver Conponent VO ser ver Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

Update—

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get HTTPLi st ener Confi gurati ons()
.iterator().next();

Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. get | D(),

scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put ("sup.socket.|istener.port"”, "8000");

properties. put ("sup. socket.|istener.enabled", "true");

scvo_new. set Properti es(properties);

supSer ver Conf . updat eHTTPLi st ener Confi gur ati on(scvo_new. get | D(),

scvo_new) ;

supSer ver Conf.commi t();

Retrieval of HTTPS Listener Configuration

Retrieves a list of HTTPS listener configurations.
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Syntax

Col | ecti on<Ser ver Conponent VO> get Secur eHTTPLi st ener Confi gurati ons()
t hrows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

supSer ver Conf . refresh();

for (Server Conponent VO scvo :

supSer ver Conf . get Secur eHTTPLi st ener Confi gurati ons()){
System out. println(scvo.getlD());

System out . println(scvo. get Type());

System out . println(scvo. getProperties());

}

Addition of HTTPS Listener Configuration
Adds a new HTTPS listener configuration.

Syntax

voi d addSecur eHTTPLi st ener Conf i gur ati on( Ser ver Conponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Add configuration —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Secur eHTTPLi st ener Confi gur ati ons()
.iterator().next();

Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. get | D(),

scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put ("sup.socket.|istener.port", "8001");

properties. put ("sup. socket.|istener.enabled", "true");

scvo_new. set Properti es(properties);

supSer ver Conf . addSecur eHTTPLi st ener Confi gur ati on(scvo_new) ;

supSer ver Conf.commi t();
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Deletion of HTTPS Listener Configuration

Deletes the configuration for a secure HTTP (HTTPS) listener.

Syntax

voi d del et eSecur eHTTPLi st ener Confi gurati on(String server Conponent | D)
t hrows SUPAdmi nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

¢ Deletion —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Secur eHTTPLi st ener Confi gurati ons ()
.iterator().next();

supSer ver Conf . del et eSecur eHTTPLi st ener Confi gurati on(scvo. getl D())

éupSer ver Conf.comit();

Update of HTTPS Listener Configuration

Updates the configuration of an HTTP listener.

Syntax

voi d updat eSecur eHTTPLi st ener Confi gurati on(String server Conponent | D,
Ser ver Conponent VO ser ver Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples
* Update—

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get HTTPLi st ener Confi gurati ons()
.iterator().next();

Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. get | D(),

scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put ("sup.socket.|istener.port", "8000");

properties. put ("sup. socket.|istener.enabled", "true");
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scvo_new. set Properti es(properties);

supSer ver Conf . updat eHTTPLi st ener Confi gurati on(scvo_new. getl D(),
scvo_new) ;

supSer ver Conf . commi t () ;

Retrieval of SSL Security Profile Configuration
Retrieves the list of all the SSL security profiles and their properties.

Syntax

Col | ect i on<Ser ver Conponent VO> get SSLSecurityProfil eConfi gurations()
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcepti on.

Examples

* Retrieval —

supSer ver Conf . refresh();

for (Server Conponent VO scvo :

supSer ver Conf . get SSLSecurityProfil eConfigurations()){
System out. println(scvo.getlD());

System out . println(scvo. get Type());

System out . println(scvo. getProperties());

}

Addition of SSL Security Profile Configuration
Adds configuration for an SSL security profile.

Syntax

voi d addSSLSecurityProfil eConfiguration(ServerConponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Add configuration —adds configuration for an SSL security profile, including the
authentication profile, profile name, and key alias:
supSer ver Conf . refresh();

Ser ver Conponent VO scvo = supSer ver Conf
.get SSLSecurityProfil eConfigurations().iterator().next();
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Ser ver Conponent VO scvo_new = new Ser ver Conponent VQ(scvo. getl ),
scvo. get Type());
Map<String, String> properties = scvo.getProperties();
properties. put("sup.security.profile.auth", "domestic");
properties. put ("sup.security.profile.nane",

"<SSL security profile name>");
properties. put ("sup.security.profile.key.alias",

"<SSL security key alias>");
scvo_new. set Properti es(properties);
supSer ver Conf . addSSLSecuri tyProfi | eConfi gurati on(scvo_new);
supSer ver Conf . commi t () ;

Deletion of SSL Security Profile Configuration

Deletes the configuration for an SSL security profile.

Syntax

voi d del et eSSLSecurityProfil eConfiguration(String server Conponent | D)
t hrows SUPAdmi nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

e Deletion —

supSer ver Conf . refresh();
Ser ver Conponent VO scvo = supSer ver Conf

.get SSLSecurityProfil eConfigurations().iterator().next()
supSer ver Conf . del et eSSLSecuri tyProfi | eConfi guration(scvo. getl D()

)

:supServer Conf.commit();

Update of SSL Security Profile Configuration

Updates the configuration of an SSL security profile.

Syntax

voi d updat eSSLSecuri tyProfil eConfiguration(String server Component | D,
Ser ver Conponent VO ser ver Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.
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Examples

» Update —updates the configuration of an SSL security profile, including the
authentication profile, profile name, and key alias:

supSer ver Conf . refresh();
Ser ver Conponent VO scvo = supSer ver Conf

.get SSLSecurityProfil eConfigurations().iterator().next();
Ser ver Conponent VO scvo_new = new Ser ver Conponent VO(scvo. getl D(),
scvo. get Type());
Map<String, String> properties = scvo.getProperties();
properties. put ("sup.security.profile.auth", "domestic");
properties. put ("sup.security.profile.nanme",

"<SSL security profile name>");
properties. put ("sup.security.profile.key.alias",

"<SSL security key alias>");
scvo_new. set Properti es(properties);
supSer ver Conf . updat eSSLSecuri tyProfil eConfi gurati on(scvo_new. get |
D(), scvo_new);

supSer ver Conf . conmmi t () ;

Key Store Configuration Retrieval
Retrieves the properties of the key store configuration.

Syntax

Ser ver Conponent VO get KeySt or eConfi gurati on() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

e Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get KeySt or eConfi guration();
System out. println(scvo.getlD());

System out . println(scvo. get Type());
System out . println(scvo. getProperties());

Key Store Configuration Update
Updates the configuration of the key store.
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Syntax

voi d updat eKeySt or eConfi gur ati on( Ser ver Conponent VO ser ver Conponent )
t hrows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

« Update—updates the configuration of the key store, including the key store file path, and
key store password:

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get KeySt or eConfi gurati on();

Ser ver Conponent VO scvo_new = new Server Conponent VO(scvo. getl (),
scvo. get Type());

Map<String, String> properties = scvo.getProperties();
properties. put ("sup. sync. ssl keystore", "<key store file path>");
properties. put ("sup. sync. ssl keystore_password", "<key store
passwor d>") ;

scvo_new. set Properti es(properties);

supSer ver Conf . updat eKeySt or eConf i gurati on(scvo_new) ;

supSer ver Conf . commi t();

Trust Store Configuration Retrieval
Retrieves the properties of the trust store configuration.

Syntax
Ser ver Conponent VO get Trust St or eConfi guration() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Trust St or eConfi gurati on();
System out. println(scvo.getlD());

System out . println(scvo. get Type());

System out . println(scvo. getProperties());
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Trust Store Configuration Update
Updates the configuration of the trust store.

Syntax

voi d updat eTr ust St or eConf i gur ati on( Ser ver Conponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

» Update—updates the configuration of the trust store, including the trust store file path and
trust store password:

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Trust St or eConf i gurati on();

Ser ver Conponent VO scvo_new = new Ser ver Conponent VQ(scvo. getl (),
scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put ("sup.sync.ssltruststore", "<trust store file
pat h>");
properties. put ("sup.sync.ssltruststore_password", "<trust store

passwor d>") ;

scvo_new. set Properti es(properties);

supSer ver Conf . updat eTr ust St or eConf i gurati on(scvo_new) ;
supSer ver Conf.commi t();

Retrieval of Apple Push Notification Configurations
Retrieves Apple Push Notification configurations.

Syntax

Li st <APNSAppl i cati onSetti ngsVO>

get Appl ePushNot i fi cati onConfi gurati ons(bool ean get Pendi ngConfi g)
t hr ows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdni nExcepti on.
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Examples

* Retrieval: getPendingConfig istrue — retrieves Apple Push Notification application
settings that are applied to the Unwired Server the next time the Unwired Server starts:
/1 List Apple push configuration
Li st <APNSAppSetti ngsVO> |ist =
supSer ver Conf . get Appl ePushNot i fi cati onConfi gurations(true);

* Retrieval: getPendingConfig isfalse — retrieves current Apple Push Notification
application settings:
/] List Apple push configuration
Li st <APNSAppSetti ngsVCO> |ist =
supSer ver Conf . get Appl ePushNoti fi cati onConfi gurations(fal se);

Addition of an Apple Push Notification Configuration

Adds a configuration for Apple Push Notification.

Syntax

voi d

addAppl ePushNoti fi cati onConfi gurati on( APNSAppl i cati onSetti ngsVO
settings, byte[] pl2Certificate, bool ean overwite, bool ean restart)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful (for example, if a certificate of the same name
exists and over wri t e is false), returns SUPAdm nExcepti on.

Examples

* Add configuration —

/1 Add Appl e push configuration

APNSAppSet ti ngsVO settings = buil dAPNSSettings();

byte[] certificate = getCertificate();

supSer ver Conf . addAppl ePushNot i fi cati onConfi gurati on(settings,
certificate, false, false);

Deletion of an Apple Push Notification Configuration

Deletes an Apple Push Notification configuration.

Syntax

Bool ean del et eAppl ePushNot i fi cati onConfi guration(String
apnsConfi gNane, bool ean restart) throws SUPAdm nExcepti on;
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Returns

If successful, returns true if the specified APNS configuration has been removed, or false if the
specified APNS configuration does not exist. If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Removal —

/1 Delete Apple push configuration
supSer ver Conf . del et eAppl ePushNoti fi cati onConfiguration("smthj_ AP
NS _configurationl", false);

Update of an Apple Push Notification Configuration
Updates an Apple Push Notification configuration.

Syntax
voi d
updat eAppl ePushNot i fi cati onConfi gurati on( APNSAppl i cati onSetti ngsVO

settings, byte[] pl2Certificate, bool ean overwite, bool ean restart)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Update —updates an Apple Push Notification configuration including the feedback
gateway and the Apple Push Notification settings:
/1 Update Appl e push configuration
APNSAppSet ti ngsVO settings = buil dAPNSSettings();
settings. set FeedbackGat eway("t est f eedback. push2. exanpl e.com ") ;
byte[] certificate = getCertificate();
supSer ver Conf . updat eAppl ePushNot i fi cati onConfi guration(settings,
certificate, true, false);

Retrieval of Certificate Names
Retrieves a list of file names for the .p12 certificates on the Unwired Server.

Syntax

Li st <String> get Appl ePushNoti ficati onCertificateNanes() throws
SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —
/'l List APNS certificate names
List<String> list =
supSer ver Conf . get Appl ePushNot i fi cationCertificateNames();

Set Apple Notification Values

Constructs a value object, APNSAppSet t i ngs VO, which sets values for Apple Push
Notification Service settings used for iPhone push notifications.

Syntax

public java.lang. String getCertificateFil eNanme()

public void setCertificateFil eNanme(java.lang. String val ue)
public java.lang. String getCertificatePassword()

public void setCertificatePassword(java.lang. String val ue)
public java.lang. String get PushGat eway()

public void set PushGat eway(j ava.l ang. String val ue)

public int getPushGatewayPort ()

public void set PushGat ewayPort (i nt val ue)

public int getNumber O Channel s()

public void set Nunber O Channel s(int val ue)

public java.lang. String get FeedbackGat eway()

public voi d set FeedbackGat eway(j ava.l ang. Stri ng val ue)
public int getFeedbackGatewayPort ()

public void set FeedbackGat ewayPort (i nt val ue)

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

* Update—

/1 construct an APNSAppSetti ngsVO
private APNSAppSettingsVO buil dAPNSSet ti ngs() ({

APNSAppSet ti ngsVO settings = new APNSAppSettingsVQ();
settings.setCertificateFil eName("C:/

PushDevCertificate_smthj.pl2");

settings.setCertificatePassword("i M); APNS") ;

settings. set FeedbackGat eway("t est f eedback. push. exanpl e. cont') ;
settings. set FeedbackGat ewayPort (123);

settings.set Name("smthj APNS configurationl");

settings. set Nunber O Channel s(3);
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settings. set PushGat eway("t est gat eway. push. exanpl e. com ") ;
settings. set PushGat ewayPort (456) ;
return settings;

}

Retrieval of Replication Pull Notification Configuration
Retrieves the configuration of the replication pull notification.

Syntax

Ser ver Conponent VO

get Repl i cati onNoti fi er Confi gurati on( REPLI CATI ON_NOTI FI ER_TYPE
replicationNotiferType) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Retrieval —retrieves the configuration of the replication pull notification, including the
ID, type, and properties:
supSer ver Conf . refresh();
Ser ver Conponent VO scvo = supSer ver Conf

.getReplicationNotifierConfiguration(REPLI CATI ON_NOTI FI ER
TYPE. PULL) ;

System out . println(scvo.getlD());
System out . println(scvo. get Type());
System out . println(scvo. get Properties());

Update of Replication Pull Notification Configuration
Updates the configuration of the replication pull notification.

Syntax
voi d
updat eRepl i cati onNoti fi er Confi gurati on( REPLI CATI ON_NOTI FI ER_TYPE

replicationNotifierType, ServerConponentVO server Conponent) throws
SUPAdmM nExcepti on;

voi d

enabl eRepl i cati onNoti fi er Confi gurati on( REPLI CATI ON_NOTI FI ER_TYPE
replicationNotiferType, Boolean flag) throws SUPAdn nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

Update — updates the configuration of the replication pull notification, including the 1D,
type, and properties:

supSer ver Conf . refresh();

Ser ver Conponent VO scvo =

supSer ver Conf . get Repl i cati onNoti fi er Confi gurati on( REPLI CATI ON_NOT
| FI ER_TYPE. PULL) ;

Ser ver Conponent VO scvo_new = new Server Conponent VQ(scvo. get | ),
scvo. get Type());

Map<String, String> properties = scvo.getProperties();

properties. put("poll_every", "10");

scvo_new. set Properti es(properties);

supSer ver Conf . updat eRepl i cati onNoti fi er Confi gurati on( REPLI CATI ON_
NOTI FI ER_TYPE. PULL, scvo_new);

supSer ver Conf . enabl eRepl i cati onNoti fi er Confi gurati on( REPLI CATI ON_
NOTI FI ER_TYPE. PULL, true);

supSer ver Conf . comri t();

Update Server Configuration for Relay Server

Updates the server configuration for Relay Server.

Syntax

voi d updat eSer ver Confi gur ati onFor Rel aySer ver ( Ser ver Conponent VO
server Conponent) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

Update—

Il get

supSer ver Conf . refresh();

Ser ver Conponent VO conponent VO = supSer ver Conf
. get Server Confi gurati onFor Rel ayServer();

System out . pri ntl n(conmponent VO. get Properties());

/] update

conponent VO. get Properties().put(“"rel ayserver.trusted _certs"”,
"Repository/ Security/ myRel ayServer Trust edCert.cert");

supSer ver Conf . updat eSer ver Conf i gur at i onFor Rel aySer ver (conponent VO

shpServer Conf.commit();

Retrieval of Relay Server Outbound Enablers

Retrieves the Relay Server Outbound Enablers for the Unwired Server.
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Syntax
Li st <Qut boundEnabl er VO> get Qut boundEnabl ers() throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieval —

[l Get CQutbound Enablers of the target Unw red Server.
Li st <Qut boundEnabl er VO> out boundEnabl ers = supSer ver Conf
. get Qut boundEnabl ers() ;
for (QutboundEnabl er VO enabl er : out boundEnabl ers) ({
/1 Print out the Qutbound Enabler Info
Syst em out printl n("=======Begi n Qut bound Enabl er

System out .println("Unwi red Server Host:
+ enabl er. get Unwi r edSer ver Host () ) ;
Systemout. println("Unwired Server Port: "
+ enabl er. get Unwi redServerPort());
Systemout. println("Unwi red Server Nane: "
+ enabl er. get Unwi r edSer ver Nanme() ) ;
Syst em out
.println("Qutbound Enabl er connect relay server via
HTTPS port:
+ enabl er. i sUseSecur eRel ayServerPort());
Ser ver NodeVO server Node = enabl er. get Server Node() ;
Systemout. println("The server node nane: " +
server Node. get Nane());
FarmVO farm = server Node. get Farm() ;
Systemout.println("The farmnanme: " + farm getNanme());
Rel ayServer VO rel ayServer = farm get Rel ayServer();
Systemout.println("The relay server host: "
+ rel ayServer.getHost ());
Systemout. println("The relay server HTTP prot:
+ rel ayServer.getPort());
Systemout. println("The relay server HITPS port:
+ rel ayServer. get SecurePort());
System out . pri ntl n("=======End Qut bound Enabl er | nf o======");

Configuring Security Configurations

The Sybase Unwired Platform security configuration is a metadata-based configuration that
includes several components.

« Authentication provider
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« Authorization provider
e Audit provider

Each of these components is a security provider, and is represented by
Securi t yProvi der VO The properties of Securit yProvi der VOdifferentiate the

components. See Developer Guide for Unwired Server Management APl > Client
Metadata.

Manage the Sybase Unwired Platform security configuration using the

SUPSecur i t yConf i gur at i on interface. This interface provides different methods for
the components. The changes made through these methods are cached locally unless the
conmmi t () method is called to send the cached configuration of all the components to the
Unwired Server.

Start Security Configuration Management
Starts the management of an Unwired Server security configuration.

Syntax

public static SUPSecurityConfiguration
get SUPSecuri tyConfi guration(SecurityContext securityContext) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Security configuration —
//Retrieve a list of security configuration nanes currently
defi ned

Col | ection<String> securityConfigurations=
supCl ust er. get SecurityConfigurations();

[/ Start admi nistration on one of the security configurations
securityContext = serverContext.getSecurityContext("<security
configuration nane>");

SUPSecuri tyConfiguration supSecConf =

SUPQhj ect Fact ory. get SUPSecuri t yConfi gurati on(securityContext);

Usage
When an instance of SUPSecur i t yConf i gur ati on is returned from the

SUPOhj ect Fact ory, call its method.
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SecurityProviderVO

The Ser ver Pr ovi der VOclass has a read-only property that you must initialize at
construction time.

The type property specifies the provider type, as described in Developer Guide for Unwired
Server Management APl > Client Metadata > Security Configuration.

Populate Security Configuration
Populates an Unwired Server security configuration with the currently effective
configuration. The returned Conf i gur ati onVal i dati onSt at us contains the
validation status of the security configuration on the Unwired Server.

Syntax
ConfigurationValidationStatus refresh() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Populate security configuration —
supSecConf . refresh();

Usage

Each calltoconmi t () andr ef resh() expires all the previous Ser ver Pr ovi der VO,
because all the IDs are regenerated.

supSecConf . refresh() retrieves from the Unwired Server the current configuration,
which does not include any committed changes that are pending a server restart, and caches it
locally.

Commit Local Changes to the Unwired Server
Commits local changes to the Unwired Server. The returned
Confi gurationVal i dati onSt at us contains the validation status of the security
configuration on the Unwired Server.

Syntax
ConfigurationValidationStatus conmmit() throws SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Commit local changes—

ConfigurationValidationStatus cvs = supServer Conf.commit();
if(cvs.isValid()){
/] succeed.

el se{
[lfail.
}

Active Security Providers

Active security providers are those that are currently effective on the Unwired Server. Each
active security provider has a location in the respective active security provider stack. These
locations are reflected in the sequence when iterating through the returned collection. You can
retrieve, update, add, or delete active security providers.

Retrieval of Active Security Providers
Retrieves the active security providers.

Syntax

public SecurityProviderVO get ActiveAuditProvider(String
audi t Provi der 1 D) throws SUPAdm nExcepti on;

publ i c SecurityProvi der VO get Acti veAut henti cati onProvi der(String
aut henti cati onProvi der| D) throws SUPAdni nExcepti on;

publ i c SecurityProvi derVO get Acti veAut horizati onProvider(String
aut hori zati onProvi der1 D) throws SUPAdm nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples
* Retrieval —
supSecConf . refresh();

Col | ecti on<SecurityProvi der VO spvos_audit =
supSecConf . get Acti veAudi t Provi ders();
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SecurityProvi der VO spvo_audit =
supSecConf . get Acti veAudi t Provi der ("<security provider id>");

Col | ecti on<SecurityProvi der VO> spvos_aut henti cati on =
supSecConf . get Acti veAut henti cati onProvi ders();

SecurityProvi der VO spvo_aut henti cation =

supSecConf . get Acti veAut henti cati onProvi der ("<security provider
id>");

Col | ecti on<SecurityProvi der VO> spvos_aut hori zation =
supSecConf . get Acti veAut hori zati onProvi ders();

SecurityProvi der VO spvo_aut hori zati on =

supSecConf . get Acti veAut hori zati onProvi der ("<security provider
Pd>");

Update of Active Security Providers
Updates the active security providers, including the active attribution provider, audit provider,
authentication provider, or authorization provider.

Syntax

publ i ¢ voi d updat eActi veAudit Provider(String auditProviderlD,
SecurityProvi der VO securityProvider) throws SUPAdm nExcepti on;

public void updateActiveAut henticationProvider(String
aut henti cati onProvider| D, SecurityProviderVO securityProvider)
t hrows SUPAdni nExcepti on;

public void updateActiveAut horizati onProvider(String
aut hori zati onProvi der| D, SecurityProviderVO securityProvider) throws
SUPAdmM nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Update—

supSecConf . refresh();
SecurityProvi der VO spvo_audit =
supSecConf . get Acti veAudi t Provi ders()

.iterator().next();
SecurityProvi der VO spvo_aut henti cati on = supSecConf

. get Acti veAut henti cati onProviders().iterator().next();
SecurityProvi der VO spvo_aut hori zati on = supSecConf

.get Acti veAut hori zati onProviders().iterator().next();
supSecConf . updat eAct i veAudi t Provi der ("<security provider id>",
spvo_audit);
supSecConf . updat eAct i veAut henti cati onProvi der ("<security provider
i d>", spvo_authentication);
supSecConf . updat eAct i veAut hori zati onProvi der ("<security provider
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id>", spvo_aut hori zati on);
supSecConf . conm t () ;

Addition of an Active Authentication Provider
Adds an active authentication provider.

Syntax

public void addActi veAut henti cati onProvi der (SecurityProvi der VO
securityProvider) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Add active authentication provider —
supSecConf . refresh();

SecurityProvi der VO spvo = new SecurityProvi der VO(

"com sybase. security.| dap. LDAPLogi nMbdul e") ;
Map<String, String> properties = new HashMap<String, String>();
spvo. set Properti es(properties);

// Mandat ory properties.
properties. put ("inpl enentati onC ass",

"com sybase. security.| dap. LDAPLogi nMbdul e") ;

properties. put ("provi der Type", "Logi nModul e");

properties. put ("ProviderURL", "ldap://I|ocal host: 389");
properties. put("control Fl ag", "optional");

/1 Optional properties.

properties. put ("Server Type", "sunone5");

spvo. set Properti es(properties);
supSecConf . addAct i veAut henti cati onProvi der (spvo) ;
supSecConf.conm t ();

Addition of an Active Authorization Provider
Adds an active authorization provider.

Syntax

public void addActi veAut hori zati onProvi der ( SecurityProvi der VO
securityProvider) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.
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Examples

e Add active authorization provider —
supSecConf . refresh();

SecurityProvi der VO spvo = new SecurityProvi der VO(
"com sybase. security.| dap. LDAPAut hori zer");
Map<String, String> properties = new HashMap<String, String>();
spvo. set Properti es(properties);
/1 Mandat ory properti es.
properties. put ("inpl enentati onC ass",
"com sybase. security.| dap. LDAPAut hori zer");
properties. put ("provider Type", "Authorizer");
/] Optional properties.
properties. put ("ProviderURL", "ldap://Iocal host: 389");
properties. put (" Server Type", "sunone5");

spvo. set Properti es(properties);
supSecConf . addAct i veAut hori zat i onProvi der (spvo) ;
supSecConf . conm t () ;

Addition of an Active Audit Provider
Adds an active audit provider.

Syntax

public void addActiveAuditProvi der (SecurityProvi der VO
securityProvider) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

e Add active audit provider —
supSecConf . refresh();

SecurityProvi der VO spvo = new SecurityProvi derVQ("auditor");

SecurityProvi der VO spvo_dest = new SecurityProvi der VQ(
"audi t Desti nati on");

SecurityProvi der VO spvo_filter = new

SecurityProviderVOQ("auditFilter");

SecurityProvi der VO spvo_formatter = new SecurityProvider VO
"audi t Formatter");

Map<String, String> properties_dest = new HashMap<Stri ng,
String>();

Map<String, String> properties_filter = new HashMap<Stri ng,
String>();

Map<String, String> properties_formatter = new HashMap<Stri ng,
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String>();

properties_dest. put ("control Fl ag", "optional");
properties_dest. put ("i nmpl ement ati ond ass", "");
properties_dest. put ("provider Type", "AuditDestination");
properties_filter.put("inplenentationd ass", "");
properties_filter.put("providerType", "AuditFilter");
properties_formatter.put("inpl enentati onCl ass", "");
properties_formatter. put("providerType", "AuditFormatter");

spvo_dest . set Properti es(properties_dest);
spvo_filter.setProperties(properties_filter);
spvo_formatter.setProperties(properties formatter);

spvo. set Chi |l dren(Arrays. asLi st (new SecurityProvi der V(]
{ spvo_dest, spvo filter, spvo_formatter }));

supSecConf . addAct i veAudi t Provi der (spvo) ;
supSecConf.conm t ();

Deletion of an Active Security Provider
Deletes an active security provider.

Syntax

public void del et eActi veAudi t Provi der (String audi t Providerl D) throws
SUPAdmM nExcepti on;

public void del eteActiveAut henticationProvider(String
aut henti cati onProvi der|I D) throws SUPAdni nExcepti on;

public void del et eActi veAut hori zati onProvider(String
aut hori zati onProvi der1 D) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

e Deete—
supSecConf.refresh();

supSecConf . del et eActi veAudi t Provi der ("<security provider id>");
supSecConf . del et eActi veAut henti cati onProvi der (" <security provider
id>");

supSecConf . del et eActi veAut hori zati onProvi der ("<security provider
id>");

supSecConf . commit () ;
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Security Configuration Validation

Delivers modified Sybase Unwired Platform security configuration to the Unwired Server for
validation. The current Unwired Server security configuration is not affected.

Syntax
ConfigurationValidationStatus validate() throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcept i on.

Examples

e Validation —

ConfigurationValidationStatus cvs = supSecConf.validate();
if(cvs.isValid()){

//valid.
}
el se{
//invalid.
}

Adjustment of the Sequence of Active Security Providers

Security provider instances are grouped together by their provider types (attribution provider,
audit provider, authentication provider, and authorization provider) and ordered in a sequence.

The following methods adjust the sequence of security providers in each group.

Syntax

public voi d nmoveDownAct i veAudit Provi der (String auditProviderl D)
t hrows SUPAdni nExcepti on;

public void noveDownActi veAut henti cati onProvider(String
aut henti cati onProvi derl D) throws SUPAdni nExcepti on;

publ i c void noveDownActi veAut hori zati onProvi der (String
aut hori zati onProvi der1 D) throws SUPAdm nExcepti on;

publi ¢ voi d noveUpActi veAudi t Provi der (String auditProviderl D) throws
SUPAdmM nExcepti on;

public void noveUpActi veAut henti cationProvider(String
aut henti cati onProvi der| D) throws SUPAdni nExcepti on;
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public void noveUpActi veAut horizati onProvider(String
aut hori zati onProvi derl D) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

¢ Adjust sequence—
supSecConf . refresh();

supSecConf . nroveDownAct i veAudi t Provi der (" <security provider id>");
supSecConf . roveDownAct i veAut hent i cati onProvi der ("<security
provider id>");

supSecConf . nroveDownAct i veAut hori zati onPr ovi der (" <security

provi der id>");

supSecConf . conm t () ;

supSecConf . noveUpAct i veAudi t Provi der ("<security provider id>");
supSecConf . noveUpAct i veAut henti cati onProvi der ("<security provider
id>");

supSecConf . nroveUpAct i veAut hori zati onProvi der ("<security provider
id>");

supSecConf . conm t ();

Retrieval of Installed Security Providers

Retrieves a list of the security providers installed in the Unwired Server.

Syntax

public Col |l ection<String> getlnstall edAuditDestinati onProviders()
t hr ows SUPAdni nExcepti on;

public Collection<String> getlnstalledAuditFilterProviders() throws
SUPAdm nExcepti on;

public Collection<String> getlnstalledAuditFornmatterProviders()
t hrows SUPAdni nExcepti on;

public Collection<String> getlnstall edAut henticati onProvi ders()
t hrows SUPAdni nExcepti on;

public Coll ection<String> getlnstalledAuthorizationProviders()
t hr ows SUPAdni nExcepti on;
Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdn nExcepti on.
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Examples

* Retrieval of installed security providers—
supSecConf.refresh();

Col | ection<String> spvos_audit_dest = supSecConf
.get I nstall edAudi t Desti nati onProvi ders();

Col | ection<String> spvos_audit_filter = supSecConf
.getlnstall edAudi tFilterProviders();

Col l ection<String> spvos_audit_formatter = supSecConf
.getlnstall edAudi t Formatter Provi ders();

Col | ecti on<String> spvos_aut henti cati on = supSecConf
.getlnstall edAut henti cati onProvi ders();

Col | ection<String> spvos_aut hori zati on = supSecConf
.get I nstall edAut hori zat i onProvi ders();

Managing Mobile Workflows

Mobile workflow packages, typically created through the Mobile Workflow Application
Designer, allow a developer to design mobile workflow screens that can call on the create,
update, and delete operations, as well as object queries, of a mobile business object.

You can manage mobile workflow packages through the SUPWor kf | ow interface.
Operations you can perform with this interface include:

 Starting administration of mobile workflow packages

« Package management and installation: listing packages, installing packages, and deleting
packages

» Retrieving matching rules, context variables, error lists, and queue items
« Updating properties, matching rules, and context variables

* Managing mobile workflow device assignment

e Managing e-mail settings

Start Management of Mobile Workflow Packages
Starts the management of mobile workflow packages.

Syntax

public static SUPMbi | eWor kf | ow get SUPMobi | eWbr kf | ow( O ust er Cont ext
clusterContext) throws SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.
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Examples
« Start mobile workflow package management —

private SUPMobi | eVer kf I ow wor kf | ow;

Server Cont ext server Cont ext = new Server Cont ext ("wangf-del | ",
2000, "supAdm n", "s3pAdm n", false);

cl ust er Context = server Cont ext. get C ust er Cont ext ("wangf's
cluster");

wor kf | ow = SUPObj ect Fact ory. get SUPMbobi | eWor kf | ow( cl ust er Cont ext) ;

Usage
To manage Unwired Server mobile workflow packages, you must create an instance of

Ser ver Cont ext with the correct information, and pass it to
SUPOhj ect Fact ory. get SUPMobi | eWor kf | ow( ) . When an instance of
SUPMobi | eWor kf | owis returned, you can call its method as a typical Java method call.

Mobile Workflow Package Retrieval

Retrieves a list of mobile workflow packages.

Syntax
Li st <Mbbi | eWor kf | owWO> get Mobi | eWbr kf | owli st () throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmN nExcepti on.

Examples

* Mobileworkflow packageretrieval —

/] List workflows
Li st <Wor kf | owWO> wor kf | ows = wor kf | ow. get Mobi | eWor kf | owLi st () ;

Installation of a Mobile Workflow Package

Installs a mobile workflow package.

Syntax
Mobi | eWor kf | owl DVO i nst al | Mobi | eWbr kf | ow( byt e[ ]
zi ppedWor kf | owPackage) throws SUPAdm nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Mobileworkflow packageinstallation — This code fragment installs a mobile workflow
package named Act i vi ti esPackage. zi p, and returns the package name once it is
successfully installed:

/1 Install workflow
byte[] workfl owBytes= get Wrkf| owBytes();
Mobi | eWor kf | owl DVO wor kfl owl D = wor kf | ow
.instal | Mobil eWor kfl ow( zi ppedWor kf | owPackage) ;

private byte[] getWrkflowBytes() throws URI SyntaxExcepti on,
| OException {

String ZIP_NAVME = "C:/ActivitiesPackage. zi p";

File zipFile = new Fil e(Zl P_NAMVE);

byte[] zi ppedWorkfl owPackage = new byte[ (int)
zipFile.length()];

Dat al nput St ream i nput Stream = new Dat al nput St r eanm( new
Fi | el nput St r ean(

zipFile));
i nput Stream readFul | y(zi ppedWr kf | owPackage) ;
return zi ppedWor kf | owPackage;

}

Deletion of a Mobile Workflow Package
Deletes the specified mobile workflow package.

Syntax
voi d del et eMobi | eWor kf | ow( Mobi | eWor kf | ow DVO wor kf | owl D) t hr ows
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Mobileworkflow package deletion — This code fragment deletes a mobile workflow
package with the specified workflow ID:

/1 del ete workfl ow
wor kf | ow. del et eMbbi | eWor kf | owm wor kf | owl D) ;
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Retrieval of Matching Rules

Retrieves matching rules for the specified mobile workflow package.

Matching rules are used by the email listener to identify e-mails that match the rules specified
by the administrator. When an e-mail message matches the rule, Unwired Server sends the
e-mail message as a workflow to the device that matches the rule.

Syntax

Mobi | eWor kf | owivat chi ngRul esVO

get Mobi | eWor kf | owmvat chi ngRul e( Mobi | eWor kf | o DVO wor kf | ow D) t hr ows
SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Mobileworkflow matching rules—

/] Get workflow Matching rule

Mobi | eWor kf | owl DVO wor kf | oM D = new Mobi | eWbr kf | owl DVQ() ;
wor kf | owl D. set Ver si on(1);

wor kf | ow D. set WD 6) ;

Mobi | eWor kf | owivat chi ngRul esVO vo =

wor kf | ow. get Mobi | eWbr kf | owivat chi ngRul e(wor kf | owl D) ;

Retrieval of Context Variables

Retrieves context variables for the specified mobile workflow package.

Context variables customize how data is loaded into the Unwired Server cache. You can use
context variables to create a smaller, more focused data set that may yield improved
performance.

Syntax

Li st <Mobi | eWor kf | owCont ext Var i abl eVO>

get Mobi | eWbr kf | owCont ext Var i abl es( Mobi | eWor kf | owd DVO wor kf | ow D)
t hrows SUPAdni nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmni nExcepti on.
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Examples

* Mobileworkflow context variables— This code fragment retrieves context variables for
the specified mobile workflow package:
/'l Get workflow context variables
Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWor kf | owl DVQ() ;
wor kf | owl D. set Ver si on(1);
wor kfl owl D. set W D( 6) ;
Li st <Wor kf | owCont ext Vari abl eVO> |ist = workfl ow
. get Mobi | eWor kf | owCont ext Vari abl es(wor kf | ow D) ;

Retrieval of an Error List

Retrieves an error list for the specified mobile workflow package for the specified time period,
and paginates the results.

Syntax

Pagi nat i onResul t <Mbbi | eWor kf | owEr r or VO>

get Mobi | eWbr kfl owErrorList(int startlndex, int maxRecordsToReturn,
Mobi | eWor kfl owd DVO i d, String user Nane, Cal endar startDate, Cal endar
endDate, String orderByField, boolean bAscending) throws

SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdm nExcepti on.

Examples

* Mobileworkflow error list —retrieves an error list for the mobile workflow package
starting from the date September 30, 2009:

/1 Get workflow error I|ist
Mobi | eWor kf | owl DVO wor kf | om D = new Mobi | eWbr kf | owl DVQ() ;
wor kf | owl D. set Versi on(1);
wor kf | ow D. set WD(7) ;
Cal endar startDate = Cal endar. get | nstance();
startDate. set (2009, 9, 30);
Cal endar endDate = Cal endar. getl nstance();
Pagi nat i onResul t <Wor kf | owErrorVO> |i st = workfl ow

. get Mobi | eWor kf Il owErrorList(0, 1, workflow D,
"TEST4", startDate,

endDate, null, true);
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Retrieval and Management of Queue Items

Retrieves a list of queue items for the specified Mobile Workflow package, and deletes the
specified queue items.

Syntax

Pagi nat i onResul t <Mbbi | eWor kf | owQueuel t enVO>

get Mobi | eWor kf | owQueuel tens(int startlndex, int maxRecordsToReturn,
Mobi | eWor kf |l owl DVO i d, List<lnteger> devicelDs, List<String>

user Nanes, String orderByFi el d, bool ean ascendi ng) throws

SUPAdmM nExcepti on;

voi d del et eMbbi | eWor kf | owQueuel t en{ | nt eger queuel tenm D, Bool ean
forTransf ormueue) throws SUPAdm nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcepti on.

Examples

* Mobileworkflow queueitems—

[l Get workflow queue itens
Mobi | eWor kf | owl DVO wor kf | oM D = new Mobi | eWor kf | owl DVQ() ;
wor kf | ow D. set Versi on(1);
wor kf | owl D. set WD( 1) ;
Li st <l nt eger > devi cel ds = new ArrayLi st<Il nteger>();
devi cel ds. add(4);
Pagi nat i onResul t <Mbbi | eWor kf | owQueuel t enVO> |i st = workfl ow
. fet chWor kf | onQueuel tens(0, 2, workflow D, null, null,
nul |, false);

/] Del ete Mobil eWrkfl ow queue itens.
wor kf | ow. del et eMobi | eWor kf | owQueuel tem(1, true);

Update of Properties

Updates the properties for the specified Mobile Workflow package.

Syntax

voi d updat eMobi | eWor kf | owDi spl ayName( Mobi | eWor kf | ow DVO wor kf | owl D,
String displayNane) throws SUPAdmi nExcepti on;

voi d updat eMbbi | eWor kf | ow conl ndex( Mobi | eWor kf | ow DVO wor kf | owl D,
i nt iconlndex) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.
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Examples

» Mobileworkflow properties—updates the display hame and icon index for the specified
Mobile Workflow package:

Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWor kf | owl DVQ() ;
wor kf | ow D. set Ver si on(1);
wor kf | owl D. set W D( 6) ;

/1 Updat e wor kfl ow di spl ay nane
wor kf | ow. updat eMobi | eWor kf | owhDi spl ayNane(wor kflow D, ":)");

/] Update workflow i con index
wor kf | ow. updat eMbbi | eWor kf | ow conl ndex(wor kf | owm D, 100) ;

Update of Matching Rules
Updates a matching rule for the specified Mobile Workflow package.

Syntax
voi d updat eMbobi | eWor kf | owvat chi ngRul e( Mobi | eWor kf | owd DVO wor kf | owl D,
Mobi | eWor kf | owivat chi ngRul esVO mat chRul e) t hrows SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Mobileworkflow matching rules—

/'l Update workfl ow matching rul e
Mobi | eWor kf | owl DVO wor kf | oM D = new Mobi | eWbr kf | owl DVQ() ;
wor kf | owl D. set Ver si on(1);
wor kf | ow D. set WD 6) ;
Mobi | eWor kf | owivat chi ngRul esVO mat chRul e = wor kf | ow
. get Wor kf | owivat chi ngRul e( wor kf | ow D) ;
mat chRul e. set BODYExpr essi onType( Mobi | eWor kf | owivat chi ngRul esVO. EXP
RESSI ON_TYPE_REGULAREXPRESSI ON) ;
mat chRul e. set BODYExpr essi on(". *wang. *") ;
wor kf | ow. updat eMvbbi | eWor kf | owvat chi ngRul e(wor kf | om D, mat chRul e) ;

Update of Context Variables
Updates context variables for the specified Mobile Workflow package.

Syntax

voi d updat eMbbi | eWor kf | owCont ext Var i abl es( Mobi | eWor kf | ow DVO

wor kf | ow D, Li st <Mbobi | eWor kf | owCont ext Vari abl eVO> cont ext Vari abl es)
t hrows SUPAdni nExcepti on;
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Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.

Examples

* Mobileworkflow context variables — updates context variables for an existing mobile
workflow package with workflow 1D 2:
/1 Update Mobil eWor kfl ow context vari abl es
Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWor kf | owl DVQ() ;
/1 1D 2 version 1 is a existing Mbile Wrkflow on the server
wor kf | owl D. set Ver si on(1);
wor kf | ow D. set WX 2) ;
Li st <Mobi | eWor kf | owCont ext Var i abl eVO> cont ext Vari abl es = wor kf | ow
. get Mobi | eWbr kf | owCont ext Vari abl es(wor kf | ow D) ;
cont ext Vari abl es. get (0) . set Val ue("string val ue updated");
wor kf | ow. updat eMbbi | eWor kf | owCont ext Var i abl es(wor kf | ow D, cont ext V
ari abl es) ;

Usage

For mobile workflow packages that do not support certificate-based authentication, use the
following context variables to specify credentials:

e SupUser
e SupPassword

For mobile workflow packages that support certificate-based authentication, use the above
variables and the following additional context variables:

» SupCertificatelssuer

« SupCertificateSubject

« SupCertificateNotAfter

» SupCertificateNotBefore

Note: In this case, all the context variables are read-only.

Retrieval of Mobhile Workflow Device Status

Retrieves mobile workflow status for a device from the value object
Devi ceMobi | eWor kf | owSt at usVO.

Syntax

Li st <Devi ceMbbi | eVor kf | owSt at usVO>

get Devi ceMobi | eWor kf | owSt at us( Mobi | eWor kf | owm DVO wor kf | om D) t hr ows
SUPAdmM nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Mobileworkflow device assignments —

/1 get Mobil eWorkfl ow assi gnment info
Li st <Devi ceMobi | eWor kf | owSt at usVO> |i st = wor kf | ow
. get Devi ceMobi | eWor kf | owSt at us(wor kf | owl D) ;

Assignment of a Workflow Package
Defines a mobile workflow package and devices, and assigns the package to the devices.

Syntax

voi d assi gnMbbi | eWor kf | owToDevi ces( Mobi | eWor kf | ow DVO wor kf | owl D,
Li st <l nt eger > devi cel Ds) throws SUPAdni nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdn nExcept i on.

Examples

¢ Package assignment —

Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWbr kf | ol DVQ() ;

wor kf | owl D. set Ver si on(1);

wor kf | ow D. set W DX 2) ;

Li st <I nt eger> devi cel Ds = new ArraylLi st <l nteger>();

devi cel Ds. add( 64) ;

/1 assign Mobil eWwrkflow to devices

wor kf | ow. assi gnhbbi | eWor kf | owToDevi ces(wor kf | om D, devi cel Ds) ;

Unassignment of a Workflow Package
Unassigns a Mobile Workflow package from devices.

Syntax

voi d unassi gnMobi | eWor kf | owFr onDevi ces( Mobi | eWor kf | ow DVO
wor kfl owl D, List<Integer> devicel Ds) throws SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.
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Examples

* Package unassignment —

/1 unassi gn Mbil eWorkflow to devices
wor kf | ow. unassi gnMobi | eWor kf | owFr onDevi ces(wor kf | owl D,
devi cel Ds) ;

Retrieval of Device Workflow Assignments

Retrieves all mobile workflow packages that are assigned to the specified device.

Syntax

Li st <Mbbi | eWor kf | owAssi gnnent VO>

get Devi ceWor kf | owAssi gnnent s(| nt eger devi ceLogi cal I D) throws
SUPAdmM nExcepti on;

Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Retrieve mobile workflow device assignments—

/1 get all MobileWrkflows that assign to the device. Were 3is a
/1 existing device ID.
Li st <Mobi | eWor kf | owAssi gnnment VO> assi gnments = wor kf | ow

. get Devi ceWr kf | owAssi gnmrent s( 3) ;

E-mail Settings Configuration

Updates or retrieves the e-mail settings for a mobile workflow package.

E-mail settings allow the administrator to configure a listener to scan all incoming e-mail
messages delivered to an inbox that the administrator indicates during configuration.

Syntax
Bool ean test Emai | Connection(String configXm) throws
SUPAdmM nExcept i on;

voi d configureEmail (String configurationXM.) throws
SUPAdm nExcepti on;

voi d enabl eEmai | (bool ean enabl €) throws SUPAdm nExcepti on;
String get Emai |l Configuration() throws SUPAdm nExcepti on;

Bool ean i sEmai | Enabl ed() throws SUPAdmi nExcepti on;
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Returns

If successful, returns an object of the specified type (can be null). If unsuccessful, returns
SUPAdmi nExcept i on.

Examples

* Mobileworkflow e-mail settings—
String configXm String = readEmai | Config();

[l Test Emmil Muilticast connection
Bool ean test = workfl ow test Email Connecti on(config);

/1 Config Email Milticast
wor kf | ow. confi gur eEmai | (confi g);

/1 Enable Email Milticast
wor kf | ow. enabl eEmai | (true);

/] Get Emmil Multicast configuration
String config = workfl ow. get Emai | Confi guration();

/1 Check if Email Milticast enabled
bool ean enabl e = wor kfl ow. i sEmai | Enabl ed() ;

// Read Enmil Multicast config XM string fromfile
private String readEmail Config() throws | OException {
StringBuffer sb = new StringBuffer();
Input Streamin = getd ass(). get Resour ceAsSt r ean(
"/ com sybase/ sup/ exanpl e/ emai | / Emai | Mul ti cast Confi g.xm ");
Buf f er edReader reader = new Buffer edReader (new
| nput St reanReader (i n));
String line;
while ((line = reader.readLine()) !'= null) {
sb. append(!i ne);
Systemout.println(line);

reader. cl ose();
return sb.toString();

}

Unblock Mobile Workflow Queue
Unblocks the mobile workflow queue for the selected workflows and devices.

Syntax

voi d unbl ockWor kf | owQueueFor Devi ces( Mobi | eWor kf | owm DVO wor kf | ow D,
Li st <I nt eger> devi cel Ds, Bool ean for Transfor nQueue) throws
SUPAdm nExcepti on;

Returns

If successful, returns silently. If unsuccessful, returns SUPAdm nExcept i on.
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Examples

* Mobileworkflow queue —

/] prepare nobile workflow ID

Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWbr kf | owl DVQ() ;
wor kf | ow D. set Ver si on(100) ;

wor kf | ow D. set W X 2) ;

/] prepare device ids

Li st <I nt eger> devi cel Ds = new ArraylLi st <l nteger>();

devi cel Ds. add( 1) ;

devi cel Ds. add( 2) ;

/] Unbl ock nobil e workfl ow queue for devices

wor kf | ow. unbl ockWor kf | owQueueFor Devi ces(wor kf | ow D, devi cel Ds,
true);

Replace Mobile Workflow Certificate
Replaces the certificate for a mobile workflow package.

Syntax
voi d repl aceMobi | eWor kfl owCerti fi cat e(wor kfl ow D,
baos. toByteArray(), "password");

Returns

If successful, returns silently. If unsuccessful, returns SUPAdni nExcept i on.

Examples

* Replace certificate —

I nput Stream i s = wor kfl owRL. get Resour ceAsStrean( " sybasel01. p12");
Byt eArrayCQut put St ream baos = new Byt eArrayQut put Strean() ;
byte[] buf = new byte[512];
int count;
while ((count = is.read(buf)) !'=-1) {
baos. wite(buf, 0, count);

is.close();

baos. fl ush();

baos. cl ose();

Mobi | eWor kf | owl DVO wor kf | o D = new Mobi | eWor kf | owl DVQ() ;
wor kf | ow D. set W D(4) ;

wor kf | ow D. set Ver si on(1);

wor kf | ow. r epl aceMobi | eWor kf | owCer ti fi cat e(wor kf | owm D,
baos.toByteArray(), "password");
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Client Application Shutdown

Releases resources currently held by the API. This method only needs to be called on the
termination of the client application.

Syntax
public static void shutdown() throws SUPAdm nExcepti on;
Returns

If successful, returns silently. If unsuccessful, returns SUPAdmi nExcept i on.

Examples

e Shutdown —
SUPQhj ect Fact ory. shut down() ;
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Client Metadata

Use metadata to add values the administrator can use to configure Unwired Platform
properties.

See also
* Administration Interfaces on page 4
e Metadata on page 6

Security Configuration

The security configuration for Sybase Unwired Platform consists of the several types of
security provider.

« Authentication provider
» Authorization provider
* Audit provider

Each of these provider types can have multiple instances in the security configuration. For
example, a security configuration could have two audit providers, four authentication
providers, and five authorization providers. Each security provider instance has a unique ID.

Security provider instances are grouped together by type; the instance stack sequence in each
group can be adjusted.

Audit Provider
An auditor consists of one destination, one filter, and one formatter:

« The only supported value for destination is

com sybase. security. core. Fil eAudi t Desti nati on.
e The only supported value for the filter is

com sybase. security.core. Defaul tAuditFilter.
e The only supported value for the formatter is

com sybase. security. core. Xm Audi t Formatter.
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com.sybase.security.core.FileAuditDestination

The com.sybase.security.core.FileAuditDestination package contains the following

configurable properties:

Table 1. controlFlag

Datatype String (enumerated)
Allowable values «  optional

» sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No

Table 2. implementationClass
Datatype String
Required? Yes
Requires server restart? | No
Read-only? No
Table 3. providerType
Datatype String
Default AuditDestination
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 4. auditFile

Datatype String
Default ../logs/audit.log
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Required? Yes

Requires server restart? | No

Read-only? Yes

Table 5. compressionThreshold

Datatype int

Required? No

Requires server restart? | No

Read-only? No

Table 6. deleteThreshold
Datatype int
Required? No

Requires server restart? | No

Read-only? No
Table 7. encoding
Datatype String
Default utf-8
Required? No

Requires server restart? | No

Read-only? No

Table 8. errorThreshold
Datatype int
Required? No

Requires server restart? | No

Read-only? No

Table 9. logSize

Datatype long
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Required? No
Requires server restart? | No
Read-only? No

com.sybase.security.core.DefaultAuditFilter

The com.sybase.security.core.DefaultAuditFilter package contains the following

configurable properties:

Table 10. implementationClass

Datatype String
Required? Yes
Requires server restart? [ No
Read-only? No
Table 11. providerType
Datatype String
Default AuditFilter
Required? Yes
Requires server restart? [ No
Read-only? Yes
Table 12. caseSensitiveFiltering
Datatype boolean
Default FALSE
Required? No
Requires server restart? [ No
Read-only? No
Table 13. filter
Datatype String
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Default (ResourceClass=core.subject, Action=authorization.role) (Resource-
Class=core.subject, Action=authorization.resource) (Resource-
Class=core.subject, Action=authentication) (ResourceClass=core.subject,
Action=logout) (ResourceClass=core.profile) (ResourceClass=provid-
ers.*) (ResourceClass=clients.*)

Required? No

Requires server restart? | No

Read-only? No

com.sybase.security.core.XmlAuditFormatter
The com.sybase.security.core. XmlAuditFormatter package contains the following
configurable properties:

Table 14. implementationClass

Datatype String

Required? Yes

Requires server restart? | No

Read-only? No
Table 15. providerType
Datatype String
Default AuditFormatter
Required? Yes

Requires server restart? | No

Read-only? Yes

Authentication Provider
Supported authenticators.

e com.sybase.security.core.NoSecLoginModule

« com.sybase.security.core.CertificateValidationLoginModule

« com.sybase.security.ldap.LDAPLoginModule

» com.sybase.security.0s.NTProxyLoginModule

e com.sybase.security.sap.SAPSSOTokenLoginModule

« com.sybase.security.core.CertificateAuthenticationLoginModule
« com.sybase.security.core.PreConfiguredUserLoginModule
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« com.sybase.security.http.HttpAuthenticationLoginModule

com.sybase.security.core.NoSeclLoginModule
The com.sybase.security.core.NoSecLoginModule package includes the following
configurable properties:

Table 16. clearPass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 17. controlFlag

Datatype String (enumerated)
Allowable values «  optional

« sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No

Table 18. identity

Datatype String
Default nosec_identity
Required? No
Requires server restart? [ No
Read-only? No
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Table 19. implementationClass

Datatype String
Default com.sybase.security.businessobjects.NoSecLoginModule
Required? Yes
Requires server restart? | No
Read-only? No

Table 20. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes

Table 21. storePass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

Table 22. tryFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

Table 23. useFirstPass
Datatype boolean
Default FALSE
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Required? No

Requires server restart? | No

Read-only? No

Table 24. useUsernameAsldentity

Datatype boolean

Default TRUE

Required? No

Requires server restart? | No

Read-only? No

com.sybase.security.core.CertificateValidationLoginModule

The com.sybase.security.core.CertificateValidationLoginModule package contains the
following configurable properties:

Table 25. controlFlag

Datatype String (enumerated)
Allowable values «  optional

o sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No

Table 26. implementationClass

Datatype String
Default com.sybase.security.core.CertificateValidationLoginModule
Required? Yes
Requires server restart? | No
Read-only? No
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Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 28. validatedCertificatelsldentity
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 29. enableRevocationChecking
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 30. trustedCertStore
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 31. trustedCertStorePassword
Datatype String
Required? No
Requires server restart? | No
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Read-only? No
Table 32. trustedCertStoreProvider

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 33. trustedCertStoreType

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 34. validateCertPath

Datatype boolean

Default FALSE

Required? No

Requires server restart? | No

Read-only? No

com.sybase.security.ldap.LDAPLoginModule

The com.sybase.security.ldap.LDAPLoginModule package contains the following

configurable properties:

Table 35. AuthenticationFilter

Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 36. AuthenticationMethod
Datatype String
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Default simple

Required? No

Requires server restart? | No

Read-only? No

Table 37. AuthenticationScope

Datatype String (enumerated)
Alllowable values «  onelevel

e subtree
Default onelevel
Required? No

Requires server restart? | No

Read-only? No

Table 38. AuthenticationSearchBase

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 39. BindDN
Datatype String
Required? No

Requires server restart? | No

Read-only? No

Table 40. BindPassword
Datatype String
Required? No

Requires server restart? | No
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Read-only? No

Table 41. CertificateAuthenticationFilter

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 42. DefaultSearchBase
Datatype String
Required? No

Requires server restart? | No

Read-only? No

Table 43. DigestMD5AuthenticationFormat

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 44. InitialContextFactory

Datatype String
Default com.sun.jndi.ldap.LdapCtxFactory
Required? No

Requires server restart? | No

Read-only? No
Table 45. ProviderURL
Datatype String
Default Idap://localhost:389
Required? Yes
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Requires server restart? | No
Read-only? No
Table 46. Referral

Datatype String (enumerated)
Allowable values . ignore

e follow

e throw
Default ignore
Required? No
Requires server restart? | No
Read-only? No

Table 47. RoleFilter
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 48. RoleMemberAttributes
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 49. RoleNameAttributes

Datatype String
Default cn
Required? No
Requires server restart? | No
Read-only? No
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Table 50. RoleScope

Datatype String (enumerated)
Allowable values «  onelevel
e subtree

Required? No
Requires server restart? | No
Read-only? No

Table 51. RoleSearchBase
Datatype String
Required? No
Requires server restart? | No
Read-only? No

Table 52. SecurityProtocol
Datatype String
Required? No
Requires server restart? | No
Read-only? No

Table 53. SelfRegistrationSearchBase

Datatype String
Required? No
Requires server restart? [ No
Read-only? No

Table 54. SerializationKey
Datatype String
Required? No
Requires server restart? [ No
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Read-only? No
Table 55. ServerType

Datatype String (enumerated)
Allowable values e sunones

e msad2k

e nsds4

e openldap
Required? No
Requires server restart? | No
Read-only? No

Table 56. UnmappedAttributePrefix
Datatype String
Default LDAP
Required? No
Requires server restart? | No
Read-only? No

Table 57. UseUserAccountControlAttribute
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 58. UserFreeformRoleMembershipAttributes

Datatype String
Required? No
Requires server restart? | No
Read-only? No
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Table 59. UserRoleMembershipAttributes

Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 60. certificateAttributes
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 61. clearPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 62. controlFlag

Datatype String (enumerated)
Allowable values «  optional

« sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No
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Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 64. implementationClass
Datatype String
Default com.sybase.security.ldap.LDAPLoginModule
Required? Yes
Requires server restart? [ No
Read-only? No
Table 65. IdapAttributes
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 66. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 67. storePass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
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Read-only? No
Table 68. tryFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 69. useFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

com.sybase.security.os.NTProxyLoginModule

The com.sybase.security.0s.NTProxyLoginModule package contains the following

configurable properties:

Table 70. clearPass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 71. controlFlag
Datatype String (enumerated)
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Allowable values

e optional
« sufficient
e required
e requisite
Default optional
Required? Yes

Requires server restart? | No

Read-only? No

Table 72. defaultAuthenticationServer

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 73. defaultDomain
Datatype String
Required? No

Requires server restart? | No

Read-only? No

Table 74. extractDomainFromUsername

Datatype boolean
Default TRUE
Required? No

Requires server restart? | No

Read-only? No

Table 75. implementationClass

Datatype String

Default com.sybase.security.0s.NTProxyLoginModule
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Required? Yes
Requires server restart? | No
Read-only? No

Table 76. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes

Table 77. storePass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

Table 78. tryFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

Table 79. useFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
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Read-only?

No

com.sybase.security.sap.SAPSSOTokenLoginModule

The SAPSSOTokenLoginModule has been deprecated, Use the
HttpAuthenticationLoginModule when SAP SSO2 token authentication is required. This
authentication module will be removed in a future release.

The com.sybase.security.sap.SAPSSOTokenLoginModule package contains the following
configurable properties:

Table 80. DisableServerCertificateValidation

Datatype boolean
Default FALSE
Required? No
Requires server restart? [ No
Read-only? No
Table 81. SapSSOTokenPersistenceDataStore
Datatype String
Default jdbc/default
Required? No
Requires server restart? [ No
Read-only? Yes
Table 82. SapServerCertificate
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 83. SapServerCertificatePassword
Datatype String
Required? No
Requires server restart? | No
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Read-only? No
Table 84. SapServerURL
Datatype String
Required? Yes
Requires server restart? | No
Read-only? No
Table 85. TokenExpirationInterval
Datatype long
Default 120
Required? No
Requires server restart? | No
Read-only? No
Table 86. clearPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 87. controlFlag

Datatype String (enumerated)
Allowable values «  optional

« sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
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Read-only? No
Table 88. implementationClass
Datatype String (enumerated)
Default com.sybase.security.sap.SAPSSOTokenLoginModule
Required? Yes
Requires server restart? | No
Read-only? No
Table 89. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 90. storePass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 91. tryFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
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Table 92. useFirstPass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

com.sybase.security.core.CertificateAuthenticationLoginModule

The com.sybase.security.core.Certificate AuthenticationLoginModule package contains the
following configurable properties:

Table 93. clearPass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 94. controlFlag

Datatype String (enumerated)
Allowable values «  optional

» sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No

Table 95. enableRevocationChecking
Datatype boolean
Default FALSE
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Required? No
Requires server restart? | No
Read-only? No
Table 96. implementationClass
Datatype String (enumerated)
Default com.sybase.security.core.CertificateAuthenticationLoginModule
Required? Yes
Requires server restart? | No
Read-only? No
Table 97. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 98. storePass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 99. trustedCertStore
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
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Table 100. trustedCertStorePassword

Datatype String

Required? No

Requires server restart? [ No

Read-only? No

Table 101. trustedCertStoreProvider

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 102. trustedCertStoreType

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 103. tryFirstPass

Datatype boolean

Default FALSE

Required? No

Requires server restart? | No

Read-only? No

Table 104. useFirstPass

Datatype boolean

Default FALSE

Required? No

Requires server restart? | No

Read-only? No
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Table 105. validateCertPath

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

com.sybase.security.core.PreConfiguredUserLoginModule

The com.sybase.security.core.PreConfiguredUserLoginModule package contains the

following configurable properties:

Table 106. clearPass

Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 107. controlFlag

Datatype String (enumerated)
Allowable values «  optional

» sufficient

e required

e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No

Table 108. implementationClass

Datatype String (enumerated)
Default com.sybase.security.core.PreConfiguredUserLoginModule
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Required? Yes
Requires server restart? | No
Read-only? No
Table 109. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 110. storePass
Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No
Table 111. trustedCertStore
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 112. tryFirstPass
Datatype boolean
Default FALSE
Required? No
Requires server restart? [ No
Read-only? No
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Datatype boolean
Default FALSE
Required? No
Requires server restart? | No
Read-only? No

Table 114. username
Datatype String
Default supAdmin
Required? Yes
Requires server restart? | No
Read-only? No

Table 115. Password
Datatype String
Default
Required? Yes
Requires server restart? | No
Read-only? No

Table 116. roles

Datatype String
Default SUP Administrator
Required? No
Requires server restart? | No
Read-only? No
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com.sybase.security.http.HttpAuthenticationLoginModule

The com.sybase.security.core.PreConfiguredUserLoginModule package contains the
following configurable properties:

Table 117. implementationClass

Datatype String (enumerated)
Default com.sybase.security.core.PreConfiguredUserLoginModule
Required? Yes
Requires server restart? | No
Read-only? No
Table 118. providerType
Datatype String
Default LoginModule
Required? Yes
Requires server restart? | No
Read-only? Yes
Table 119. controlFlag
Datatype String (enumerated)
Allowable values «  optional
« sufficient
e required
e requisite
Default optional
Required? Yes
Requires server restart? | No
Read-only? No
Table 120. useFirstPass
Datatype boolean
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Default FALSE

Required? No

Requires server restart? | No

Read-only? No
Table 121. tryFirstPass
Datatype boolean
Default FALSE
Required? No

Requires server restart? | No

Read-only? No
Table 122. storePass
Datatype boolean
Default FALSE
Required? No

Requires server restart? | No

Read-only? No
Table 123. clearPass
Datatype boolean
Default FALSE
Required? No

Requires server restart? | No

Read-only? No
Table 124. URL
Datatype String
Default None
Required? Yes
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Requires server restart? [ No
Read-only? No

Table 125. DisableServerCertificateValidation
Datatype boolean
Default FALSE
Required? No
Requires server restart? [ No
Read-only? No

Table 126. RolesHTTPHeader
Datatype String
Default None
Required? Yes
Requires server restart? [ No
Read-only? No
Table 127. SSOCookieNames

Datatype String
Default None
Required? No
Requires server restart? [ No
Read-only? No

Table 128. SuccessfulConnectionStatusCode
Datatype int
Default 200
Required? No
Requires server restart? [ No
Read-only? No

196

Sybase Unwired Platform



Authorization Provider
Supported authorizers.

« com.sybase.security.core.NoSecAuthorizer
« com.sybase.security.ldap.LDAPAuthorizer

com.sybase.security.core.NoSecAuthorizer

Client Metadata

The com.sybase.security.core.NoSecAuthorizer package contains the following configurable

properties:
Table 129. implementationClass
Datatype String
Default com.sybase.security.core.NoSecAuthorizer
Required? Yes

Requires server restart? | No

Read-only? No
Table 130. providerType
Datatype String
Default Authorizer
Required? Yes

Requires server restart? | No

Read-only? Yes

com.sybase.security.ldap.LDAPAuthorizer

The com.sybase.security.ldap.LDAPAuthorizer package contains the following configurable

properties:
Table 131. AuthenticationFilter
Datatype String
Required? No

Requires server restart? | No

Read-only? No

Developer Guide: Unwired Server Management API

197



Client Metadata

Table 132. AuthenticationMethod

Datatype String
Default simple
Required? No
Requires server restart? [ No
Read-only? No
Table 133. AuthenticationScope
Datatype String (enumerated)
Alllowable values «  onelevel
e subtree
Default onelevel
Required? No
Requires server restart? | No
Read-only? No
Table 134. AuthenticationSearchBase
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 135. BindDN
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 136. BindPassword
Datatype String
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Required? No

Requires server restart? | No

Read-only? No

Table 137. CertificateAuthenticationFilter

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 138. DefaultSearchBase

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 139. DigestMD5AuthenticationFormat

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 140. InitialContextFactory

Datatype String
Default com.sun.jndi.ldap.LdapCtxFactory
Required? No

Requires server restart? | No

Read-only? No

Table 141. ProviderURL

Datatype String
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Default Idap://localhost:389
Required? Yes
Requires server restart? | No
Read-only? No
Table 142. Referral

Datatype String (enumerated)
Allowable values . ignore

« follow

o throw
Default ignore
Required? No
Requires server restart? | No
Read-only? No

Table 143. RoleFilter
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 144. RoleMemberAttributes
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 145. RoleNameAttributes

Datatype String
Default cn
Required? No
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Requires server restart? [ No
Read-only? No
Table 146. RoleScope
Datatype String (enumerated)
Allowable values «  onelevel
e subtree
Required? No
Requires server restart? | No
Read-only? No
Table 147. RoleSearchBase
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 148. SecurityProtocol
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 149. SelfRegistrationSearchBase
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 150. ServerType
Datatype String (enumerated)
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Allowable values

* sunone5

e msad2k

e nsdsd4

e openldap
Required? No
Requires server restart? | No
Read-only? No

Table 151. UnmappedAttributePrefix
Datatype String
Default LDAP
Required? No
Requires server restart? | No
Read-only? No

Table 152. UseUserAccountControlAttribute
Datatype String
Required? No
Requires server restart? | No
Read-only? No
Table 153. UserFreeformRoleMembershipAttributes
Datatype String
Required? No
Requires server restart? [ No
Read-only? No
Table 154. UserRoleMembershipAttributes

Datatype String
Required? No
Requires server restart? | No
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Read-only? No

Table 155. certificateAttributes

Datatype String

Required? No

Requires server restart? | No

Read-only? No

Table 156. enableCertificateAuthentication

Datatype boolean
Default FALSE
Required? No

Requires server restart? | No

Read-only? No

Table 157. implementationClass

Datatype String
Default com.sybase.security.ldap.LDAPAuthorizer
Required? Yes

Requires server restart? | No

Read-only? No

Table 158. IdapAttributes
Datatype String
Required? No

Requires server restart? | No

Read-only? No

Table 159. providerType
Datatype String
Default Authorizer
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Required? Yes

Requires server restart? | No

Read-only? Yes

Server Configuration

You can configure the following components through metadata:

ReplicationSyncServer
ReplicationNotifier_Push
ReplicationNotifier_Pull
MessagingSyncServer
ConsolidatedDB
AdministrationListener
SecureAdministrationListener
HTTPListener
SecureHTTPListener
SSLSecurityProfile
KeyStore

TrustStore

JVM

OCsP

Note: Properties you configure for an Unwired Server are cluster-affecting. Therefore, to
make sure they are propagated correctly, Sybase recommends that you set them only on a
primary cluster server.

ReplicationSyncServer

The Repl i cati onSyncSer ver component contains the following configurable

properties:
Table 160. ml.cachesize
Datatype String
Default 50M
Required? Yes

Requires server restart? | Yes

Read-only? No
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Datatype int
Default 5
Required? Yes

Requires server restart? | Yes

Read-only? No

Table 162. sup.sync.certificate

Datatype String

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 163. sup.sync.certificate_password

Datatype String

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 164. sup.sync.httpsport

Datatype int
Default 2481
Required? Yes

Requires server restart? | Yes

Read-only? No
Table 165. sup.sync.port
Datatype int
Default 2480
Required? Yes

Requires server restart? | Yes
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Read-only? No
Table 166. sup.sync.protocol
Datatype String
Allowable values . http
e https
Default http
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 167. sup.user.options
Datatype String
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 168. sup.sync.e2ee_type
Datatype String
Allowable values . rsa
* ecc
Required? No
Requires server restart? | Yes
Read-only? No
Table 169. sup.sync.e2ee_private_key
Datatype String
Required? No
Requires server restart? | Yes
Read-only? No
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Table 170. sup.sync.e2ee_private_key password

Datatype String
Required? No
Requires server restart? | Yes
Read-only? No

ReplicationNotifier Push

The Repl i cati onNot i fi er _Push component contains the following configurable

properties:
Table 171. enable

Datatype boolean

Default TRUE

Required? No

Requires server restart? | No

Read-only? No

Table 172. poll_every

Datatype String

Default 10s

Required? Yes

Requires server restart? | No

Read-only? No

ReplicationNotifier Pull

The Repl i cati onNoti fier_Pull component contains the following configurable

properties:
Table 173. enable
Datatype boolean
Default TRUE
Required? No
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Requires server restart? [ No
Read-only? No
Table 174. poll_every
Datatype String
Default 10s
Required? Yes
Requires server restart? [ No
Read-only? No

MessagingSyncServer

Table 175. msg.admin.webservices.port

Datatype int
Default 5100
Required? No
Requires server restart? | Yes
Read-only? No
Table 176. msg.http.server.ports

Datatype String
Default 5001,80
Required? No
Requires server restart? | Yes
Read-only? No

Table 177. sup.msg.inbound_count
Datatype int
Default 50
Required? No
Requires server restart? | Yes
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Read-only? No
Table 178. sup.msg.inbound_queue_prefix
Datatype String
Default sup.mbs.
Required? No
Requires server restart? | Yes
Read-only? No
Table 179. sup.msg.outbound_count
Datatype int
Default 5
Required? No
Requires server restart? [ Yes
Read-only? No
Table 180. sup.msg.outbound_queue_prefix
Datatype String
Default sup.mbs.moca.
Required? No
Requires server restart? | Yes
Read-only? No

ConsolidatedDB

The Consol i dat edDB component contains the following configurable properties:

Table 181. cdb.asa.mode

Datatype String
Default primary
Required? No
Requires server restart? | Yes
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Read-only? Yes
Table 182. cdb.databasename
Datatype String
Default default
Required? Yes
Requires server restart? | Yes
Read-only? Yes
Table 183. cdb.dnsname
Datatype String
Default default-cdb
Required? Yes
Requires server restart? [ Yes
Read-only? Yes
Table 184. cdb.install_type
Datatype String
Default default
Required? No
Requires server restart? | Yes
Read-only? Yes
Table 185. cdb.password
Datatype String
Default sql
Required? Yes
Requires server restart? | Yes
Read-only? No
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Datatype String
Default gma
Required? Yes
Requires server restart? | Yes
Read-only? Yes
Table 187. cdb.servername
Datatype String
Default gma_primary
Required? Yes
Requires server restart? | Yes
Read-only? Yes
Table 188. cdb.serverport
Datatype int
Default 5200
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 189. cdb.threadcount
Datatype int
Default 20
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 190. cdb.type
Datatype String
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Allowable values

e Sybase_ASA
e Sybase_ASE

Default Sybase_ASA

Required? Yes

Requires server restart? | Yes

Read-only? Yes

Table 191. cdb.user.options

Datatype String

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 192. cdb.username

Datatype String

Default dba

Required? Yes

Requires server restart? | Yes

Read-only? No

AdministrationListener

The Admi ni strati onLi st ener component contains the following configurable

properties:
Table 193. sup.socket.listener.enabled
Datatype boolean
Default TRUE
Required? Yes
Requires server restart? | Yes
Read-only? No
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Table 194. sup.socket.listener.port

Datatype int

Default null

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 195. sup.socket.listener.protocol

Datatype String

Default iiop

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 196. sup.socket.listener.maxthreads

Datatype int

Default 100

Required? Yes

Requires server restart? | Yes

Read-only? No

SecureAdministrationListener

The Secur eAdni ni strati onLi st ener component contains the following
configurable properties:

Table 197. sup.socket.listener.enabled

Datatype boolean
Default TRUE
Required? Yes
Requires server restart? | Yes
Read-only? No
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Table 198. sup.socket.listener.port

Datatype int
Default null
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 199. sup.socket.listener.protocol
Datatype String
Default iiop
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 200. sup.socket.listener.security.profile
Datatype String
Default default
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 201. sup.socket.listener.maxthreads
Datatype int
Default 100
Required? Yes
Requires server restart? | Yes
Read-only? No
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The HTTPLI st ener component contains the following configurable properties:

Table 202. sup.socket.listener.enabled

Datatype boolean
Default TRUE
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 203. sup.socket.listener.port
Datatype int
Default null
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 204. sup.socket.listener.protocol
Datatype String
Default iiop
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 205. sup.socket.listener.maxthreads
Datatype int
Default 100
Required? Yes
Requires server restart? | Yes
Read-only? No
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SecureHTTPListener

The Secur eHTTPLI st ener component contains the following configurable properties:

Table 206. sup.socket.listener.enabled

Datatype boolean
Default TRUE
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 207. sup.socket.listener.port
Datatype int
Default null
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 208. sup.socket.listener.protocol
Datatype String
Default iiop
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 209. sup.socket.listener.security.profile
Datatype String
Default default
Required? Yes
Requires server restart? | Yes
Read-only? No
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Table 210. sup.socket.listener.maxthreads

Datatype int
Default 100
Required? Yes

Requires server restart? | Yes

Read-only? No

SSLSecurityProfile
The SSLSecuri t yProf i | e component contains the following configurable properties:

Table 211. sup.security.profile.auth

Datatype String

Allowable values . intl

e intl_mutual

e strong

e strong_mutual

e domestic

e domestic_mutual

Default intl

Required? Yes

Requires server restart? | Yes

Read-only? No

Table 212. sup.security.profile.key.alias

Datatype String
Default null
Required? Yes

Requires server restart? | Yes

Read-only? No

Table 213. sup.security.profile.name

Datatype String
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Default null

Required? Yes

Requires server restart? | Yes

Read-only? Yes

KeyStore

The Key St or e component contains the following configurable properties:

Table 214. sup.sync.sslkeystore

Datatype String
Default Repository/Security/keystore.jks
Required? Yes

Requires server restart? | Yes

Read-only? Yes

Table 215. sup.sync.sslkeystore_password

Datatype String
Default changeit
Required? Yes

Requires server restart? | Yes

Read-only? Yes

TrustStore
The Tr ust St or e component contains the following configurable properties:

Table 216. sup.sync.ssltruststore

Datatype String
Default Repository/Security/truststore.jks
Required? Yes

Requires server restart? | Yes

Read-only? Yes
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Datatype String
Default changeit
Required? Yes
Requires server restart? | Yes
Read-only? Yes

The JVMcomponent contains the following configurable properties:

Table 218. DJC_JVM_MINHEAP

Datatype String
Default 64M
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 219. DJC_JVM_MAXHEAP
Datatype String
Default 256M
Required? Yes
Requires server restart? | Yes
Read-only? No
Table 220. DJC_JVM_STACKSIZE
Datatype String
Default 400K
Required? Yes
Requires server restart? | Yes
Read-only? No
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Table 221. DIJC_JVM_USEROPTIONS

Datatype String
Default
Required? No
Requires server restart? | Yes
Read-only? No

OCSP

The OCSP (Onl i ne
following configurable

Certificate Status Protocol) component contains the
properties:

Table 222. ocsp.enable

Datatype Boolean

Default False

Required? No

Requires server restart? | No

Read-only? No

Table 223. ocsp.responderURL

Datatype String

Default None

Required? No

Requires server restart? | No

Read-only? No

Table 224. ocsp.responderCertissuerName

Datatype String

Default None

Required? No

Requires server restart? | No

Read-only? No
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Table 225. ocsp.responderCertSerialNumber

Datatype String
Default None
Required? No
Requires server restart? | No
Read-only? No
Table 226. ocsp.responderCertSubjectName
Datatype String
Default None
Required? No
Requires server restart? | No
Read-only? No

Server Log Configuration

You can perform log configuration through the Local Fi | eAppender log appenders. The
log appender can contain one or more of the following log buckets:

e MSG

e Trace

« MMS

e Security

e Mobilink

« DataServices
e Proxy

e Other

LocalFileAppender

The Local Fi | eAppender log appender contains the following configurable properties:

Table 227. LogLevel

Datatype

String
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Allowable values

+ TRACE
« DEBUG
* INFO
*  WARN
¢ ERROR
« OFF
Default WARN
Required? No
Requires server restart? | No
Read-only? No
Table 228. async
Datatype boolean
Default FALSE
Required? No
Requires Server Re- No
start?
Read Only? No
Table 229. dateRollover
Datatype String
Allowable Values « NONE
¢ HOURLY
«  DAILY
*  WEEKLY
¢ MONTHLY
e YEARLY
Default NONE
Required? No
Requires Server Re- No
start?
Read Only? No
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Datatype String
Default null
Required? Yes
Requires Server Re- No
start?
Read Only? No

Table 231. maximumRolloverFiles
Datatype int
Default 1
Required? No
Requires Server Re- No
start?
Read Only? No

Table 232. sizeRollover

Datatype String
Default 10mb
Required? No
Requires Server Re- No
start?
Read Only? No
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Property Reference

Review properties of the administration client API.

App

lication Connection Properties

Application Connection properties fall into various categories.

Apple Push Notifications
Application Settings
BlackBerry Push Notifications
Connection

Custom Settings

Device Advanced

Device Info

Proxy

Security Settings

User registration

Apple Push Notification Properties

Apple Push Notification properties allow iPhone users to install messaging client software on
their devices. This requires you to create different e-mail activation messages using the
appropriate push notification properties.

ID: property Description Default
name (type)

2600: Enable (boo- | Enables if push notification using APNSs is enabled or not. True
lean)

2601: Alert (boo- | Use the iOS standard alert. True
lean)

2602: Badges Use the badge of the application icon. True
(boolean)

2603: Sounds Use a if a sound is a made when a notification is received. The | True
(boolean) sound files must reside in the main bundle of the client appli-

cation. Because custom alert sounds are played by the iOS
system-sound facility, they must be in one of the supported
audio data formats. See the iOS developer documentation.
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vice Token (string)

must register with Apple push notification service for the i0OS
to receive remote notifications sent by the application’s pro-
vider. After the device is registered for push properly, this
should contain a valid device token. See the iOS developer
documentation.

ID: property Description Default
name (type)

2604: Delivery The frequency, in minutes, with which groupware notifica- | 1
Threshold (integer) | tions are sent to the device. Valid values: 0 — 65535.

2605: Alert Mes- | The message that appears on the client device when alerts are | New items
sage (string) enabled. available
2606: APNS De- | The Apple push notification service token. An application n/a

Application Settings Properties

Application settings display details that identify the Application Identifier, Domain, Security
Configuration of an application connection template.

ID: property
name (type)

Description

Default

Domain The domain selected for the connection template.
Security Configu- | The security configuration defined for the connection tem-
ration plate.

Automatic Regis-
tration Enabled

The value is set to True when the application connection
registration is carried out automatically.

Application Identi-
fier

The application identifier registered on SCC.

BlackBerry Push Notification Properties

BlackBerry push notification properties allow BlackBerry users to install messaging client
software on their devices.

Property

Description

Enabled

Enables notifications to the device if the device is offline. This feature sends a
push notification over an IP connection only long enough to complete the Send/
Receive data exchange. BlackBerry Push notifications overcome issues with
always-on connectivity and battery life consumption over wireless networks.
Acceptable values: true (enabled) and false (disabled). If this setting is false, all

other related settings are ignored. Default: true
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Property

Description

Delivery threshold

The minimum amount of time the server waits to perform a push notification to
the device since the previous push notification (in minutes). This controls the
maximum number of push notifications sent in a given time period. For example,
if three push notifications arrive 10 seconds apart, the server does not send three
different push notifications to the device. Instead they are sent as a batch with no
more than one push notification per X minutes (where X is the delivery thresh-
old). Acceptable values: 0 — 65535. Default: 1

Push listener port

The push listener port reported by the device on which it listens for notifications.
This port is automatically assigned by the client. For example, if there is another
application already listening on this port, a free port is searched for. Default:
5011

Device PIN

Every Blackberry device has a unique permanent PIN. During initial connection
and settings exchange, the device sends this information to the server. Unwired
Server uses this PIN to address the device when sending notifications, by sending
messages through the BES/MDS using an address such as: Device="Device
PIN" + Port="Push Listener port". Default: 0

Name

The BES server to which this device's notifications are sent. In cases where there
are multiple BES servers in an organization, define all BES servers.

Connection Properties

Connection properties define the connection information used by Unwired Server to relate a

user to a device.

ID: property
name (type)

Description Default

1: Server Name
(string)

The DNS name or IP address of the Unwired Server, such as | n/a
"myserver.mycompany.com". If using Relay Server, the serv-
er name is the IP address or fully qualified name of the Relay
Server host.

2: Server Port(inte-
ger)

The port used for messaging connections between the device | 5001
and Unwired Server. If using Relay Server, this is the Relay
Server port.

3: Farm ID (string)

The string associated with the Relay Server farm ID. Can 0
contain only letters A—Z (uppercase or lowercase), numbers 0
-9, or a combination of both.
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ID: property Description Default
name (type)

6: Activation Code | The original code sent to the user in the activation e-mail. Can | n/a
(string) contain only letters A—Z (uppercase or lowercase), numbers 0
-9, or acombination of both. Acceptable range: 1 to 10 char-
acters.

Custom Settings Properties
Define one of four available custom strings that are retained during reregistration and cloning.

Change the property name and value according to the custom setting you require. The custom
settings can be of variable length, with no practical limit imposed on the values. You can use
these properties to either manually control or automate how workflow-related messages are
processed:

e Manual control —an administrator can store an employee title in one of the custom fields.
This allows employees of a specific title to respond to a particular message.

« Automated — a developer stores the primary key of a back-end database using a custom
setting. This key allows the database to process messages based on messaging device ID.

ID: property Description Default
name (type)

2300: Custom A custom string which is retained during reregistration and | n/a
1(string) cloning.

2301: Custom A custom string which is retained during reregistration and | n/a
2(string) cloning.

2302: Custom A custom string which is retained during reregistration and | n/a
3(string) cloning.

2303: Custom A custom string which is retained during reregistration and | n/a
4(string) cloning.

Device Information Properties

Information properties display details that identify the mobile device, including International
Mobile Subscriber identity (IMSI), phone number, device subtype, and device model.

ID: property Description Default
name (type)

1200: Model The manufacturer of the registered mobile device. n/a
(string)
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ID: property Description Default

name (type)

1201: Device Sub- | The device subtype of the messaging device. For example, if | n/a

type (string) the device model is a BlackBerry, the subtype is the form
factor (for example, BlackBerry Bold).

1202: Phone Num- | The phone number associated with the registered mobile de- | n/a

ber (string) vice.

1203: IMSI (string) | The International Mobile Subscriber identity, which is a n/a
unique number associated with all Global System for Mobile
communication (GSM) and Universal Mobile Telecommuni-
cations System (UMTS) network mobile phone users. To lo-
cate the IMSI, check the value on the SIM inside the phone.

Advanced Device Properties
Advanced properties set specific behavior for messaging devices.

ID: property Description Default

name (type)

1300: Keep Alive | The Keep Alive frequency used to maintain the wireless con- | 240

(sec) (integer) nection, in seconds. Acceptable values: 30 to 1800.

1301: Device Log | The number of items persisted in the device status log. Ac- | 50

Items(integer) ceptable values: 5 to 100.

1302: Debug Trace | The amount of detail to record to the device log. Acceptable | 1

Level (integer) values: 1 to 5, where 5 has the most level of detail and 1 the
least.

1303: Debug Trace | The size of the trace log on the device (in KB). Acceptable | 50

Size (KB) (integer) | values: 50 to 10,000.

1304: Allow Use ifdevice is allowed to connect to server while roaming. | True

Roaming (boolean) | Acceptable values: true and false.

1305: Relay Server | The URL prefix to be used when the device client is connect- | n/a

URL Prefix ing through Relay Server. The prefix you set depends on

(string) whether Relay Server is installed on IS or Apache. Accept-
able values:

e ForllS-use/ias_relay_server/client/
rs client.dll.
» ForApache—use/ cli/iasrel ayserver.
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Proxy Properties

Proxy properties define parameters to connect Relay Server Outbound Enabler to a Relay
Server through a proxy server.

ID: property Description Default

name (type)

Application End- | The application endpoint. n/a

point

Push Endpoint The URL for the push endpoint. http://<serv-
er_host-
name>:8000/
GWC/SUP-
Notification

Security Settings Properties
Security settings display the device security configuration.
ID: property Description Default

name (type)

E2E Encryption
Enabled

Indicates whether end-to-end encryption is enabled.

E2E Encryption
Type

Indicates the asymmetric cipher used for key exchange for
end-to-end encryption, either RSA or ECC.

TLS Type

Indicates the TLS type for device to Unwired Server commu-
nication, either RSA or ECC.

User Registration Properties

Device user registration properties allow you to customize the registration request that is
delivered to the device.

code length (inte-
ger)

code. Acceptable values: 1 to 10.

ID: property Description Default
name (type)
900: Activation The number of characters to be contained in the activation 3
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ID: property
name (type)

Description

Default

901: Activation
code expiration
(hours) (integer)

Defines how long a user has to activate their account, in hours, | 72
before the account activation period expires. Acceptable val-

ues: 1 to 10,000 hours.

EIS Data Source Connection Properties Reference

Name and configure connection properties when you create connection pools in Sybase
Control Center to enterprise information systems (EIS) .

JDBC Properties

Configure Java Database Connectivity (JDBC) connection properties.

This list of properties can be used by all datasource types. Sybase does not document native
properties used only by a single driver. However, you can also use native driver properties,
naming them using this syntax:

<driver _type>: <Nati veConnPropNane>=<Support edVal ue>

Note: If Unwired Server is connecting to a database with a JDBC driver, ensure you have
copied required JAR files to correct locations. See the /nstallation for Runtime guide.

Name

Description

Supported values

afterInsert

Changes the value to i nt o if a da-
tabase requiresi nsert into
rather than the abbreviated i nt 0.

i nto

batchDelimiter

Sets a delimiter, for example, a sem-
icolon, that can be used to separate
multiple SQL statements within a
statement batch.

<delimter>

blobUpdater

Specifies the name of a class that can
be used to update database BLOB
(long binary) objects when the
BLOB size is greater than psMaxi-
mumBlobLength.

<cl ass name>

The class must implement the
com sybase. dj c. sql . Bl o-
bUpdat er interface.
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Name

Description

Supported values

compactColumnAlias

An expression that uses the nested
variables “${index}" and “${col-
umn}” for shortening column names
in result sets. This can reduce the
data transmitted between the data-
base server and the application serv-
er.

Anexpression. For example: _${i n-
dex}=${col um} ${col -
um} AS _${i ndex}

clobUpdater

Specifies the name of a class that can
be used to update database CLOB
(long string) objects when the
CLOB size is greater than psMaxi-
mumClobLength.

<cl ass nane>

The class must implement the
com sybase. dj c. sqgl . d o-
bUpdat er interface.

codeSet Specifies how to represent a reper- | [ server]
toire of characters by setting the val- .
e of CS SYB CHARSET for this If the value !s sgrver, the value of the

- - . current application server’s defaultCo-
datasource. Used when the data in deSet property is used
the datasource is localized. I1f you do property '
not specify the correct code set,
characters may be rendered incor-
rectly.
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Name

Description

Supported values

commitProtocol

Specifies how Unwired Server han-
dles connections for a datasource at
commit time, specifically when a
single transaction requires data from
multiple endpoints.

If you use XA, the recovery log is
stored in the tx_manager data-
source, and its commit protocol
must be optimistic. If tx_manager is
aliased to another datasource (that
is, one that is defined with the alias-
For property), the commit protocol
for that datasource must be optimis-
tic. A last-resource optimization en-
sures full conformance with the XA
specification. The commit protocol
for all other datasources should be
XA_2PC. Alternately, a transaction
that accesses multiple datasources
for which the commit protocols are
optimistic is permitted.

[optimstic|
tic |

pessim s-
XA 2PC

Choose only one of these protocols:

.

Optimistic — enables connections to
be committed without regard for
other connections enlisted in the
transaction, assuming that the trans-
action is not marked for rollback and
will successfully commit on all re-
sources. Note: if a transaction ac-
cesses multiple data sources with
commit protocol of "optimistic",
atomicity is not guaranteed.
Pessimistic — specifies that you do
not expect any multi-resource trans-
actions. An exception will be thrown
(and transaction rolled back) if any
attempt is made to use more than one
"pessimistic" data source in the
same transaction.

XA_2PC - specifies use of the XA
two phase commit protocol. If you
are using two phase commit, then
the recovery log is stored in the
"tx_manager" data source, and that
data source (or the one it is aliased
to) must have the commit protocol of
"optimistic" or "pessimistic”. All
other data sources for which atom-
icity must be ensured should have
the "XA_2PC" commit protocol.

Developer Guide: Unwired Server Management API

233



Property Reference

Name Description Supported values
dataSourceClass Sets the class that implements the | <com nydat a-
JDBC datasource. source. jdbc. Driver>

Use this property (along with the
driverClass property) only if you do
not have a predefined database-type
entry in Unwired Server for the kind
of SQL database you are connecting
to. For example, you must use this
property for MySQL database con-
nections.

You can implement a datasource
class to work with a distributed
transaction environment. Because
Unwired Server supports distributed
transactions, some datasources may
require that a datasource class be
implemented for Unwired Server to
interact with it.

For two-phase transactions, use the
xaDataSourceClass connection
property instead.

databaseCommandEcho | Echoes a database commandtoboth [ [t rue| f al se]
the console window and the server

. Set a value of 1 to echo the database
log file.

commands like dat abaseSt art -
Use this property to immediately see | Conmrand, and dat abaseSt op-
and record the status or outcome of Conmand.

database commands.
Otherwise, do not set this property, or

When you enable this property, Un- [ < 2 yalue of 0 to disable the echo.

wired Server echoes every SQL
querytom . | og, which may help
you debug your application.
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Name

Description

Supported values

databaseCreateCommand

Specifies the operating system com-
mand used to create the database for
this datasource. If this command is
defined and the file referenced by $
{databaseFile} does not exist, the
command is run to create the data-
base when an application compo-
nent attempts to obtain the first con-
nection from the connection pool for
this datasource.

<command>

Example: <Unwi r edPl at -
formlnstall Dir>\Serv-
er s\ SQLAny-

wher e11\ Bl N32\ dbi ni t
${ dat abaseFi | e}

-q

databaseFile

Indicates the database file to load
when connecting to a datasource.

Use this property when the path to
the database file differs from the one
normally used by the database serv-
er.

If the database you want to connect
to is already running, use the data-
baseName connection parameter.

<string>

Supply a complete path and file name.
The database file you specify must be on
the same host as the server.
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Name Description Supported values
databaseName Identifies a loaded database with [ DBN| def aul t]
which to establish a connection, i
. If you set this property to default, the
when connecting to a datasource. . . .
name is obtained from the DBN option
Set a database name, so you can re- | set by the database administrator.
fer to the database by name in other . .
L If no value is used, the database name is
property definitions for a data- . .
inherited from the database type.
source.
If the database to connect to is not
already running, use the database-
File connection parameter so the da-
tabase can be started.
Note: For Unwired Server, you typ-
ically do not need to use this prop-
erty. Usually, when you start a data-
base on a server, the database is as-
signed a name. The mechanism by
which this occurs varies. An admin-
istrator can use the DBN option to
set a unique name, or the server may
use the base of the file name with the
extension and path removed.
databaseStartCommand Specifies the operating system com- | <conmmand>
mand used to start the database for .
X ) .| Example: <Unwi r edPlI at -
this datasource. If this command is ¢ |1 D
defined and the database is not run- | ' ©F m_InstallDir>\Serv-
ning, the command is run to start the | €F S\ SQLANY-
database when the datasource is ac- | Wher e11\ BI N32\ dbsrvil. e
tivated. xe
databaseStopCommand Specifies the operating system com- | <command>
mand used to stop the database for .
. ) . For a Adaptive Server® Anywhere da-
this datasource. If this property is
. ) . tabase, where the user name and pass-
defined and the database is running,
. . word are the defaults (dba and sql), en-
this command executes during shut- or-
down. '
<Unwi r edPl at f orm | n-
stal | Di r>\ Server s\ SQLA-
ny-
wher e11\ Bl N32\ dbsrv1l. e
xe
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Name Description Supported values
databaseType Specifies the database type. <dat abase type>
databaseURL Sets the JDBC URL for connecting | <JDBCur | >

to the database if the datasource re-
quires an Internet connection.

Typically, the server attempts to
construct the database URL from
the various connection properties
you specify (for example, portNum-
ber, databaseName). However, be-
cause some drivers require a special
or unique URL syntax, this property
allows you to override the server de-
faults and instead provide explicit
values for this URL.

The database URL is JDBC driver ven-

dor-specific. For details, refer to the

driver vendor's JDBC documentation.

disableAutoCommit

Enables or disables calling auto-
commit mode. Auto-commit means
that every update to the database is
immediately made permanent.

[true|false]

The default is false.

disablePrefetch

Enables or disables prefetch. Pre-
fetch optimizes container-managed
persistence by batching queries
from a parent to its children (for ex-
ample, from a customer to orders),
to reduce the calls from the applica-
tion server to the database.

[true|fal se]

The default is true.

disableTriggers

Select to deactivate database trig-
gers, on a per-connection basis,
when the application server access-
es the database. If selected, the da-
tabase must support both the set
triggers onandset
triggers off commands.

[true|fal se]

The default is false.
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Name

Description

Supported values

driverClass

Sets the name of the class that im-
plements the JDBC driver.

Use this property (along with the
dataSourceClass property) only if
you do not have a predefined data-
base-type entry in Unwired Server
for the kind of SQL database you are
connecting to. For example,
MySQL database connections re-
quire you to use this connection
property.

To create a connection to a database
system, you must use the compatible
JDBC driver classes. Sybase does
not provide these classes; you must
obtain them from the database man-
ufacturer.

< ass. for-
Nane("f oo. bar.Driver")>

Replace <Class.forName("foo.bar.Driv-
er")> with the name of your driver.

driverDebug

Enables debugging for the driver.

[true|fal se]

Set to true to enable debugging, or false
to disable.

driverDebugSettings

Configures debug settings for the
driver debugger.

[defaul t| <setting>]

The default is STATIC:ALL.

endpointName

The JDBC datasource name.

JDBC datasource name.

getDateAndTime

A SQL query to get the date and
time.

A valid SQL query.

The defaultis sel ect get -
date().
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Name

Description

Supported values

InitialPoolSize

Sets the initial number of connec-
tions in the pool for a datasource.

In general, holding a connection
causes a less dramatic performance
impact than creating a new connec-
tion. Keep your pool size large
enough for the number of concurrent
requests you have; ideally, your con-
nection pool size should ensure that
you never run out of available con-
nections.

The initialPoolSize value is applied
to the next time you start Unwired
Server.

<int>

Replace <int> with an integer to preal-
locate and open the specified number of
connections at start-up. The default is 0.

Sybase suggests that you start with 0,
and create additional connections as
necessary. The value you choose allows
you to create additional connections be-
fore client synchronization requires the
server to create them.

isDownloadZipped

Specifies whether the driver file
downloaded from jdbcDriverDown-
loadURL isin . ZI P format.

This property is ignored if the value
of jdbcDriverDownloadURL con-
nection is an empty string.

[ True| Fal se]

The default is false. The file is copied,
but not zipped to <Unwi r edPI at -
forminstall>\Iib\jdbc.

Set isDownloadZipped to true to save
the file to <Unwi r edPl at f or m
install>\1ib\jdbc andunzip
the archived copy.

jdbc:DISABLE_UNPRO-
CESSED_PAR-
AM_WARNINGS

All properties starting with “jdbc:”
are used to pass the suffix (such as
DISABLE_UNPRO-
CESSED_PARAM_WARNINGS )
to the JDBC driver while getting a
connection. This property is used for
the jConnect driver. Set this property
to true can disable the warning of
“An output parameter was received
and ignored”.

[ True| Fal se]
The default is false.

This property is for Sybase ASA or Syb-
ase ASE databases only.
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Name Description Supported values

jdbc:IS_CLOSED_TEST | As above, this property is used for | The default is INTERNAL.
the jConnect driver. You can force
jConnect to follow the standard
JDBC behavior fori sCl osed()
by setting the IS_CLOSED_TEST
connection property to the special
value 'INTERNAL'. The INTER-
NAL setting means that jConnect
returns true fori SCl osed() on-
ly when Connec-

tion. close() hasbeen
called, or when jConnect has detec-
ted an IOException that has disabled
the Connection.

You can specify a query other than
Sp_nda to use when

i sCl osed() is called. For ex-
ample, if you want jConnect to try
select Iwheni sCl osed() is
called, you can set the
IS_CLOSED_TEST connection
property to sefect 1.

jdbc:DriverType The driverType property to be The driverType property.
passed to the JDBC driver class. For
example, for Oracle, you can set this
property to “thin”.

For an Oracle database type, use "thin".

jdbcDriverDownloadURL | Specifies the URL from which you | <URL>

can download a database driver. .
Replace <URL> with the URL from

Use this property with isDownload- | which the driver can be downloaded.
Zipped to put the driver in an archive
file before the download starts.

jit:imageParameterType Defines the SQL type of the image | A varbinary (16384) value.
parameter. All properties that start
with “jit:” are used for the Sybase
JIT DataSource only.

For example, varbinary(255).

jit:textParameterType Defines the SQL type of the text pa- | A varchar (16384) value.
rameter. Used for the Sybase JIT
DataSource only.
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Name

Description

Supported values

jit:unitextParameterType

Defines the SQL type of the unicode
text parameter. Used for the Sybase
JIT DataSource only.

A univarchar (16384) value.

language

For those interfaces that support lo-
calization, this property specifies
the language to use when connect-
ing to your target database. When
you specify a value for this property,
Unwired Server:

» AllocatesaCS_LOCALE struc-
ture for this connection

e Setsthe CS_SYB_LANG value
to the language you specify

»  Sets the Microsoft SQL Server
CS_LOC_PROP connection
property with the new locale in-
formation

Unwired Server can access Unicode
data in an Adaptive Server® 12.5 or
later, or in Unicode columns in
Adaptive Server 12.5 or later. Un-
wired Server automatically converts
between double-byte character set
(DBCS) data and Unicode, provided
that the Language and CodeSet pa-
rameters are set with DBCS values.

<l anguage>

Replace <language> with the language
being used.

maxldleTime

Specifies the number of seconds an
idle connection remains in the pool
before it is dropped.

<int>

If the value is 0, idle connections remain
in the pool until the server shuts down.
The default is 60.
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Name

Description

Supported values

maxPoolSize

Sets the maximum number of con-
nections allocated to the pool for this
datasource.

Increase the maxPoolSize property
value when you have a large user
base. To determine whether a value
is high enough, look for Resource-
MonitorTimeoutException excep-
tions in <host name>- ser v-
er . | 0g. Continue increasing the
value, until this exception no longer
occeurs.

To further reduce the likelihood of
deadlocks, configure a higher value
for maxWaitTime.

To control the range of the pool size,
use this property with minPoolSize.

<int>

A value of 0 sets no limit to the maxi-
mum connection pool size.

maxWaitTime

Sets the maximum number of sec-
onds to wait for a connection before
the request is cancelled.

<int>

The default is 60.

maxStatements

Specifies the maximum number of

JDBC prepared statements that can
be cached for each connection by the
JDBC driver. The value of this prop-
erty is specific to each JDBC driver.

<int>

A value of 0 (default) sets no limit to the
maximum statements.

minPoolSize

Sets the minimum number of con-
nections allocated to the pool for this
datasource.

<int>

A value of 0 (default) sets no limit to the
minimum connection pool size.
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Name

Description

Supported values

networkProtocol

Sets the protocol used for network
communication with the datasource.

Use this property (along with the
driverClass, and dataSourceClass
properties) only if you do not have a
predefined database-type entry in
Unwired Server for the kind of SQL
database you are connecting to. For
example, you may be required to use
this property for MySQL database
connections.

The network protocol is JDBC driver
vendor-specific. There are no predefined
values.

See the driver vendor's JDBC documen-
tation.

ownerPrefix

The owner prefix for stored proce-

dures and table names in this data-

source. A prefix is used by the EJB
persistence manager and JIT driver
wrappers to qualify database identi
fiers for stored procedures and ta-

bles.

An owner prefix.

password

Specifies the password for connect-
ing to the database.

[ def aul t | <passwor d>]

pingAndSetSessionAuth

Runs the ping and session-authori-
zation commands in a single com-
mand batch; may improve perform-
ance. You can only enable the Ping
and Set Session Auth property if you
have enabled the Set Session Auth
property so database work runs un-
der the effective user ID of the client.

[ True| Fal se]

Set to true to enable, or false to disable.

pingConnections

Pings connections before attempt-
ing to reuse them from the connec-
tion pool.

[ True| Fal se]

Set to true to enable ping connections, or
false to disable.

pingSQL

Specify the SQL statement to use
when testing the database connec-
tion with ping.

[ def aul t | <st at enent >]

Replace <statement> with the SQL
statement identifier. The default is "se-
lect 1".
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Name

Description

Supported values

portNumber

Sets the server port number where
the database server listens for con-
nection requests.

[ def aul t| <port >]

Replace <port> with the TCP/IP port
number to use (that is, 1 — 65535).

If you set the value as default, the default
protocol of the datasource is used.

psMaximumBIlobLength

Indicates the maximum number of
bytes allowed when updating a
BLOB datatype using Prepared-
Statement.setBytes.

[ def aul t] <i nt >]

Replace <int> with the number of bytes
allowed during an update. The default is
16384.

psMaximumClobLength

Indicates the maximum number of
characters allowed when updating a
CLOB datatype using Prepared-
Statement.setString.

[ def aul t] <i nt>]

Replace <int> with the number of bytes
allowed during an update. The default is
16384.

roleName

Sets the database role that the user
must have to log in to the database.

[ def aul t | <nanme>]

If you set this value to default, the de-
fault database role name of the data-
source is used.

selectWithSharedLock

A template SQL statement for se-
lecting rows and acquiring a shared
lock. If your database server does
not support shared locks, specify a
template for acquiring exclusive
locks.

A template SQL statement.

For example, for a Sybase ASA database
type:

${sel ectList}${into-

Cl ause} ${fronC ause}

hol dl ock${wher ed ause}

selectWithUpdateLock

A template SQL statement for se-
lecting rows and acquiring an exclu-
sive lock. The configuration proper-
tynameissel ect Wt hUpda-
t eLock. If your database server
does not support exclusive locks,
specify a template for acquiring
shared locks.

A template SQL statement.

For example, for a Sybase ASA database
type:

updat e ${ mai nTabl e} set
${touchColum} =1 -$
{touchCol um} ${from

Cl ause} ${ wher ed ause};;

${sel ectList}${into-
G ause} ${fronCl ause} $
{wher ed ause}
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Name

Description

Supported values

serializableSelect

A template SQL statement for se-
lecting rows and acquiring a lock
that ensures strict serializability, in
terms of equivalence with serial
schedules.

A template SQL statement.
For example, for a Sybase database type:

${sel ectList}${into-
Cl ause} ${f ronCl ause}
hol dl ock${wher e ause}

serverName

Defines the host where the database
server is running.

<nane>

Replace <name> with an appropriate
name for the server.

serviceName

Defines the service name for the da-
tasource.

For SQL Anywhere servers, use this
property to specify the database you
are attaching to.

<nane>

Replace <name> with an appropriate
name for the service.

setSessionAuth

Establishes an effective database
identity that matches the current
mobile application user.

If you use this property, you must
also use setSessionAuthSystemID
to set the session ID.

Alternately you can pingAndSet-
SessionAuth if you are using this
property with pingConnection. The
pingAndSetSessionAuth property
runs the ping and session-authoriza-
tion commands in a single command
batch, which may improve perform-
ance.

[true|fal se]

Choose a value of 1 to use an ANSI SQL
set session authorization command at
the start of each database transaction.
Set to 0 to use session-based authoriza-
tions.

setSessionAuthSystemID

If Set Session Authorization is ena-
bled, specifies the database identity
to use when the application server
accesses the database from a trans-
action that runs with "system" iden-
tity.

<dat abase identity>

Replace <database identity> with the
database identifier.
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to round the nanoseconds value in a
java.sgl.Timestamp to a granularity
that the DBMS supports.

Name Description Supported values
startWait Sets the wait time (in seconds) be- | <i nt >
fore a connection problem is repor- . .
Replace <int> with the number of sec-
ted. If the start command completes . .
AP - onds Unwired Server waits before re-
successfully within this time period, .
. ; porting an error.
no exceptions are reported in the
server log.
startWait time is used only with the
databaseStartCommand property.
truncateNanos Sets a divisor/multiplier that is used | [ def aul t | <i nt >]

The default is 10 000 000.

useQuotedldentifiers

Specifies whether or not SQL iden-
tifiers are quoted.

[ True| Fal se]

Set to true to enable use of quoted iden-
tifiers, or false to disable.

useTransactionalPing

Enables or disables the attempt to
ping a connection from within a new
transaction.

[ True| Fal se]

The default is true.

user/User

Identifies the user who is connecting
to the database.

[def aul t| <user name>]

Replace <user name> with the database
user name.

For DB2 and SQL Server databases, this
property isuser . For Informix, Oracle,
and SQL Anywhere databases, this
property is User .

xaDataSourceClass

Specifies the class name or library
name used to support two-phase
commit transactions, and the name
of the XA resource library.

<cl ass name>

Replace <class name> with the class or
library name.

¢ SQL Anywhere database:
com syb-
ase. jdbc3. j dbc. SybXA-
Dat aSour ce

¢ Oracle database: or a-
cle.jdbc. xa.client. O -
acl eXADat aSour ce
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Property Reference

Configure SAP Java Connector (JCo) connection properties.

For a comprehensive list of SAP JCo properties you can use to create an instance of a client
connection to a remote SAP system, see Attp.//help.sap.com/javadocs/NWO4/current/jc/com/
sap/mwy/jco/JCO. htmi#createClient(java.util. Properties).

Table 233. General connection parameters

Name

Description

Supported values

endpointName

Specifies the endpoint name.

Endpoint name

jco.client.alias_user

Specifies the alias user name.

Alias user name.

jco.client.client

Specifies the SAP client.

Three-digit client number; preserve
leading zeros if they appear in the num-
ber

jco.client.user

Specifies the login user ID.

User name for logging in to the SAP
system

If using X.509 certificate authentica-
tion, remove the JCo properties
jco.client.passwdand
jco.client.user defined for
the SAP connection profile in Sybase
Control Center (SCC).

jco.client.passwd

Specifies the login password.

Password for logging in to the SAP sys-
tem

jco.client.lang

Specifies a login language.

I1SO two-character language code (for
example, EN, DE, FR), or SAP-specific
single-character language code. As a
result, only the first two characters are
ever used, even if a longer string is en-
tered. The default is EN.

jeo.client.sysnr

Indicates the SAP system number.

SAP system number

jco.client.ashost

Identifies the SAP application server.

Host name of a specific SAP application
server

jco.client.mshost

Identifies the SAP message server.

Host name of the message server
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Name

Description

Supported values

jco.client.gwhost

Identifies the SAP gateway host.

Host name of the SAP gateway
Example: GAHOST=hs0311

jco.client.gwserv

Identifies the SAP gateway service.

Service name of the SAP gateway

Example: GASERV=sapgwb3

jco.client.idle_timeout

Specifies the idle timeout, in seconds,
for the connection after which it will
be closed by R/3. Only positive val-

ues are allowed.

Idle timeout, in seconds.

jco.client.r3name

Specifies R/3 name.

Name of the SAP system

jco.client.group

Identifies the group of SAP applica-
tion servers.

Group name of the application servers

jco.client.tpname

Identifies the program ID of the ex-
ternal server program.

Path and name of the external RFC
server program, or program ID of a reg-
istered RFC server program

Example: TPNAME=/ sap/
srfcserv

jco.client.tphost

Identifies the host of the external
server program. This information de-
termines whether the RFC client con-
nects to an RFC server started by the
SAP gateway or to an already regis-
tered RFC server.

Note: If the gateway host and external
server program host are different,
make sure that the SAP gateway has
access to start the server program
through a remote shell.

Host name of the external RFC server
program

Example: TPHOST=hs0311

jco.client.type Identifies the type of remote host. 2:R/2
3:R/3
E: external
jco.client.trace Specifies whether or not to enable 0: disable
RFC trace. .
1: enable
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Name

Description

Supported values

jco.client.codepage

Identifies the initial code page in SAP
notation.

A code page is used whenever char-
acter data is processed on the appli-
cation server, appears on the front
end, or is rendered by a printer.

Four-digit SAP code page number

jco.client.abap_debug

Enables or disables ABAP debug-
ging. If enabled, the connection is
opened in debug mode and the in-
voked function module can be step-
ped through in the debugger.

For debugging, an SAP graphical user
interface (SAPGUI) must be installed
on the same machine the client pro-
gram is running on. This can be either
anormal Windows SAPGUI or a Java
GUI on Linux/UNIX systems.

0: no debugging

1: attach a visible SAPGUI and break at
the first ABAP statement of the invoked
function module

jeo.client.use_sapgui

Specifies whether a remote SAP
graphical user interface (SAPGUI)
should be attached to the connection.
Some older BAPIs need an SAPGUI
because they try to send screen output
to the client while executing.

0: no SAPGUI

1: attach an "invisible" SAPGUI, which
receives and ignores the screen output

2: attach a visible SAPGUI

For values other than 0 a SAPGUI needs
to be installed on the machine, where
the client program is running. This can
be either a Windows SAPGUI or a Java
GUI on Linux/Unix systems.

jco.client.getsso2

Generates an SSO?2 ticket for the user
after login to allow single sign-on. If
RfcOpenConnection() succeeds, you
can retrieve the ticket with RfcGet-
PartnerSSOTicket() and use it for ad-
ditional logins to systems supporting
the same user base.

0: do not generate SSO?2 ticket
1: generate SSO?2 ticket
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Name

Description

Supported values

jco.client.mysapsso2

Indicates whether or not to use the
specified SAP Cookie Version 2
(SS0O2) as the login ticket instead of
user ID and password.

User: $SMYSAPSSO2$
Password: Base64-encoded ticket

Login with single sign-on is based on
secure network connection (SNC) en-
cryption and can only be used in com-
bination with an SNC.

jco.client.x509cert

Indicates whether or not to use the
specified X509 certificate as the login
certificate instead of user ID and
password.

User: $X509CERT$
Password: Base64-encoded ticket

Login with X509 is based on secure
network connection (SNC) encryption
and can only be used in combination
with an SNC.

jco.client.lcheck

Enables or disables login check at
open time.

0: disable
1: enable

If you set this to 0, RfcOpenConnec-
tion() opens a network connection, but
does not perform the login procedure.
Therefore, no user session is created in-
side the back-end system. This param-
eter is intended only for executing the
function module RFC_PING.

jco.client.grt_data

Provides additional data for graphical
user interface (GUI) to specify the
SAProuter connection data for the
SAPGUI when it is used with RFC.

/H/ router string :theentire
router string for the SAPGUI

[P/ passwor d :specify this value if
the password for the SAPGUI connec-
tion is not the same as the password for
the RFC connection.

jco.client.use_guihost

Identifies which host to redirect the
remote graphical user interface to.

Host name

jco.client.use_guiserv

Identifies which service to redirect
the remote graphical user interface to.

Name of the service

jco.client.use_guiprogid

Indicates the program 1D of the server
that starts the remote graphical user
interface.

Program 1D of the server
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Name

Description

Supported values

jco.client.snc_mode

Enables or disables secure network
connection mode.

0: off

1. 0n

jco.client.snc_partner-
name

Identifies the secure network connec-
tion partner.

Secure network connection name of the
application server (for example,
p:CN=R3, O=XYZ-INC, C=EN)

jco.client.snc_qgop

Specifies the secure network connec-
tion security level.

1: digital signature
2: digital signature and encryption

3: digital signature, encryption, and user
authentication

8: default value defined by backend
system

9: maximum value that the current se-
curity product supports

jco.client.snc_myname

Indicates the secure network connec-
tion name. This property overrides
the default secure network connec-
tion partner.

Token or identifier representing the ex-
ternal RFC program

jco.client.snc_lib

Identifies the path to the SAP crytpo-
graphic library that provides secure
network connection service.

Full path and name of third-party secur-
ity library. You must download and in-
stall the library from the SAP Service
Marketplace.

jco.client.dest

Identifies a configured R/2 system
defined in the sideinfo configuration.

jco.client.dsr

Enables or disables jJDSR monitoring.

0: off

1:0n

jco.client.saplogon_id

Defines the string for SAPLOGON
on 32-bit Windows.

String key to read parameters from the
saplogon.ini file created by the SAPLo-
gon GUI program on Windows

jco.client.extiddata

Provides data for external authentica-
tion (PAS). Thisisan old login mech-
anism similar to SSO; Sybase recom-
mends that you do not use this ap-
proach.
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Name

Description

Supported values

jco.client.extidtype

Specifies type of external authentica-
tion (PAS). See External Authentica-
tion Data property.

SAP DOE-C Properties

Configure SAP Data Orchestration Engine Connector (DOE-C) properties. This type of
connection is available in the list of connection templates only when you deploy a DOE-C
package. No template exists for these types of connections.

Note: If you change the username or password property of a DOE-C connection, you must
reopen the same dialog and click Test  Connect i on after saving. Otherwise the error state
of this DOE-C package is not set properly, and an error message is displayed. This will not
work if you click Test Connect i on before saving the properties.

Name

Description

Supported values

techuser-name

Specifies the SAP user account ID. The
SAP user account is used during inter-
action between the connected SAP sys-
tem and client for certain administra-
tive activities, such as sending ac-
knowledgment messages during day-
to-day operations or "unsubscribe"
messages if a subscription for this con-
nection is removed.

This account is not used for messages
containing business data; those types
of messages are always sent within the
context of a session authenticated with
credentials provided by the mobile cli-
ent.

The technical user name and password
or certificateAlias must be set to per-
form actions on subscriptions. The cer-
tificateAlias is mutually exclusive with
and overrides the technical user name
and password fields if set. The techni-
cal user name and password fields can
be empty, butonly ifcerti fi ca-
teAl i as is set.

Valid SAP login name for the DOE
host system.
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Name

Description

Supported values

techuser-pass-
word

Specifies the password for the SAP
user account.

Valid password.

doe-soap-timeout

Specifies a timeout window during
which unresponsive DOE requests are
aborted.

Positive value (in seconds).

The default is 420 (7 minutes).

doe-extract-win-
dow

Specifies the number of messages al-
lowed in the DOE extract window.

Positive value (in messages).
The default is 50.

When the number of messages in the
DOE extract window reaches 50% of
this value, DOE-C sends a St at us-
RegFr onCl i ent message, to ad-
vise the SAP DOE system of the cli-
ent's messaging status and acknow!-
edge the server's state. The default val-
ue is 50.

doe-packetDrop-
size

Specifies the size, in bytes, of the larg-
est JavaScript Object Notation (JSON)
message that the DOE connector pro-
cesses on behalf of a JSON client.

The packet drop threshold size should
be carefully chosen, so that it is larger
than the largest message sent from the
DOE to the client, but smaller than the
maximum message size which may be
processed by the client. Messages larg-
er than the packet drop threshold size
causes the subscription to enter the
DOE packet drop state and become
unusable.

Positive value (in bytes).
The default is 1048576 bytes (1IMB).

Do not set higher than 2097152 (2MB),
or lower than 4096.
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Name

Description

Supported values

service-address

Specifies the DOE URL.

Valid DOE URL.
If you are using DOE-C with SSO:

* Modify the port from the standard
http://host:8000 to https://host:
8001/.

* Add the certificate being used as
the technical user and DOE-C end-
point security profile certificate to
the SAP DOE system's SSL Server
certificate list by using the
STRUST transaction. See your
SAP documentation for details.

listener-url

Specifies the DOE-C server listener
URL.

Valid DOE-C listener URL, for exam-
ple http://host:8000/doe/publish

certificateAlias

Sets the alias for the Unwired Platform
keystore entry that contains the X.509
certificate for Unwired Server's SSL
peer identity.

If you do not set a value, mutual au-
thentication for SSL is not used when
connecting to the Web service.

If you are using DOE-C with SSO use
the "SAP Technical User Certificate
Alias" only for configurations which
require the technical user to identify
itself using an X.509 certificate; it
specifies the Certificate Alias to be
used as the technical user. This over-
rides the "Username" and "Password"
settings normally used.

Valid certificate alias.
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Name

Description

Supported values

login-required

Indicates whether authentication cre-
dentials are required to login. The de-
fault value is true.

For upgraded packages, "login-re-
quired=false" gets converted to "login-
required=true" and a No-Auth security
configuration "DOECNoAuUth" is as-
signed to the upgraded package.

A read-only property with a value of
true.

Web Services Properties

Configure connection properties for the Simple Object Access Protocol (SOAP) and
Representational State Transfer (REST) architectures.

Name Description Supported values

password Specifies the password for HTTP basic | Password
authentication, if applicable.

address Specifies a different URL than the port | HTTP URL address of the Web service
address indicated in the WSDL docu-
ment at design time.

user Specifies the user name for HTTP ba- | User name

sic authentication, if applicable.

certificateAlias

Sets the alias for the Unwired Platform
keystore entry that contains the X.509
certificate for Unwired Server's SSL
peer identity.

If you do not set a value, mutual au-
thentication for SSL is not used when
connecting to the Web service.

Use the alias of a certificate stored in
the Unwired Server certificate key-
store.

Proxy Endpoint Properties

Configure connection properties for the SAP Gateway proxy connection.

Name

Description

Supported values

password

Specifies the password for authentica-
tion.

Password
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Name Description Supported values
address URL address of the Gateway Proxy URL

endpoint.
user Specifies the username for authentica- | User name

tion.

certificateAlias

Sets the alias for the Unwired Platform
keystore entry that contains the X.509
certificate for Unwired Server's SSL
peer identity.

If you do not set a value, mutual au-
thentication for SSL is not used when
connecting to the Web service.

Use the alias of a certificate stored in
the Unwired Server certificate key-
store.

poolSize

An integer value representing the num-
ber of connections that can be made in
the connection pool.

An integer.
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Error Code Reference

Error codes are thrown with each SUPAdm nExcept i on, to allow developers to diagnose
what occurred when the exception is thrown. ${ er r or _sub} and ${r eason_sub_x}
are placeholders for additonal information which will be provided at runtime.

Numeric | Message

Error

Code

00001 Failed to retrieve cluster properties (${error_sub}).

00002 Failed to authenticate the user (${error_sub}) as SUP administrator.

00003 Failed to validate the security configuration (${error_sub}).

00004 Failed to create the security configuration (${error_sub}).

00005 Cannot create the security provider (${error_sub}). The security configuration (${rea-
son_sub}) is no longer valid or viable.

00006 Failed to delete the security configuration (${error_sub}).

00007 Cannot delete the selected security provider (${error_sub}). The security configuration
(${reason_sub}) is no longer valid or viable.

00008 Failed to retrieve the selected security configuration (${error_sub}).

00009 Failed to retrieve the security configuration (${error_sub}) for the selected package. The
package (${reason_sub_1}) is of the wrong type and therefore this operation (${rea-
son_sub_2}) is not supported.

00010 Failed to update the selected security configuration (${error_sub}).

00011 Cannot delete the selected security provider (${error_sub}). The security configuration
(${reason_sub}) is no longer valid or viable.

00012 Failed to create the authentication provider (${error_sub}). The authentication provider
(${reason_sub}) cannot be located.

00013 Failed to retrieve the authentication provider (${error_sub}). The selected provider ($
{reason_sub}) does not exist.

00014 Failed to retrieve the authentication provider (${error_sub}). The authentication pro-
vider (${reason_sub}) cannot be located.

00015 Failed to create the authorization provider (${error_sub}). The authorization provider
(${reason_sub}) cannot be located.
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Numeric | Message

Error

Code

00016 Failed to retrieve the authorization provider (${error_sub}). The selected provider ($
{reason_sub}) does not exist.

00017 Failed to retrieve the authorization provider (${error_sub}). The authorization provider
(${reason_sub}) cannot be located.

00018 Failed to created the attribution provider (${error_sub}). The attribution provider ($
{reason_sub}) cannot be located.

00019 Failed to retrieve the attribution provider (${error_sub}). The selected provider (${rea-
son_sub}) does not exist.

00020 Failed to retrieve the attribution provider (${error_sub}). The attribution provider ($
{reason_sub}) cannot be located.

00021 Failed to create the audit provider (${error_sub}). The audit provider (${reason_sub})
cannot be located.

00022 Failed to retrieve the audit provider (${error_sub}). The selected provider (${rea-
son_sub}) does not exist.

00023 Failed to create the audit destination (${error_sub}). The audit provider (${rea-
son_sub}) cannot be located.

00024 Failed to retrieve the audit destination (${error_sub}).

00025 Failed to create the audit filter (${error_sub}). The audit provider (${reason_sub})
cannot be located.

00026 Failed to retrieve the audit filter (${error_sub}). The audit provider (${reason_sub})
cannot be located.

00027 Failed to create the audit formatter (${error_sub}). The audit provider (${reason_sub})
cannot be located.

00028 Failed to retrieve the audit formatter (${error_sub}). The audit provider (${rea-
son_sub}) cannot be located.

00029 Cannot delete the selected security provider (${error_sub}). This security provider ($
{reason_sub}) does not exist.

00030 Cannot update the selected security provider (${error_sub}). This security provider ($
{reason_sub}) does not exist.

00031 Failed to enable the domain (${error_sub}).
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Numeric | Message

Error

Code

00032 Failed to create the domain (${error_sub}).

00033 Failed to delete the domain (${error_sub}).

00034 Failed to retrieve the domain (${error_sub}).

00035 Failed to update the domain (${error_sub}) properties.

00036 Failed to retrieve the domain log configuration (${error_sub}).

00037 Failed to retrieve the domain log (${error_sub}). A configuration property (${rea-
son_sub}) is not supported.

00038 Cannot retrieve the domain log configuration (${error_sub}).

00039 Failed to update the domain log configuration (${error_sub}).

00040 Failed to retrieve the domain log purge time threshold value (${error_sub}).

00041 Failed to update the domain log purge time threshold value (${error_sub}).

00042 Package deployment failed (${error_sub}).

00043 Failed to deploy selected package (${error_sub}). You must select a security configu-
ration.

00044 Failed to deploy the selected package (${error_sub}). The package (${reason_sub}) is
the wrong type and this operation is not supported.

00045 Failed to deploy package (${error_sub}). Either the deployment unit (${rea-
son_sub_1}) does not exist, or the file (${reason_sub_2}) may be invalid or corrupted.

00046 Failed to deploy package (${error_sub}). The deployment unit may be invalid or cor-
rupted.

00047 Failed to deploy package (${error_sub}). The deployment descriptor may be invalid or
corrupted.

00048 Failed to deploy package (${error_sub}). A required property (${reason_sub}) has not
been configured.

00049 Failed to deploy package (${error_sub}). A required property (${reason_sub}) has not
been configured.

00050 Package export failed (${error_sub}).

00051 Failed to export the selected package (${error_sub}). The package (${reason_sub_1})is
the wrong type and this operation (${reason_sub_2}) is not supported.
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00052 Failed to export package (${error_sub}). The file (${reason_sub}) does not exist.

00053 Package import failed (${error_sub}).

00054 Failed to enable package (${error_sub}).

00055 Failed to enable the selected package (${error_sub}). The package (${reason_sub}) is
the wrong type and this operation (${reason_sub}) is not supported.

00056 Failed to delete the selected package (${error_sub}).

00057 Failed to retrieve package(s).

00058 Failed to retrieve cache group(s) (${error_sub}).

00059 Failed to retrieve the cache group (${error_sub}). The package (${reason_sub_1}) is the
wrong type and this operation (${reason_sub_2}) is not supported.

00060 Failed to update cache group(s) (${error_sub}).

00061 Failed to update the cache group (${error_sub}). The package (${reason_sub_1}) is the
wrong type and this operation (${reason_sub_2}) is not supported.

00062 Failed to retrieve the cache group schedule (${error_sub}).

00063 Failed to retrieve the cache group schedule (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00064 Failed to update the cache group schedule (${error_sub}).

00065 Failed to update the cache group schedule (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00066 Failed to retrieve the personalization key (${error_sub}).

00067 Failed to retrieve the personalization key (${error_sub}). The package (${rea-
son_sub_2}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00068 Failed to retrieve the package role mapping (${error_sub}).

00069 Failed to retrieve the package role mappings (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00070 Failed to updated the package role mapping (${error_sub}).

00071 Failed to update the package role mapping (${error_sub}). The package (${rea-

son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.
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00072 Failed to retrieve the synchronization group (${error_sub}).

00073 Failed to retrieve the synchronization group (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00074 Failed to update the synchronization group (${error_sub}).

00075 Failed to update the synchronization group (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00076 Failed to retrieve the MBO(S).

00077 Failed to retrieve the MBO(s). The package (${reason_sub_1}) is the wrong type and
this operation (${reason_sub_2}) is not supported.

00078 Failed to retrieve the configured MBO server connection (${error_sub}).

00079 Failed to delete error history of the MBO (${error_sub}).

00080 Failed to retrieve the error history of the MBO (${error_sub}).

00081 Failed to retrieve the last valid playback timestamp for the MBO (${error_sub}).

00082 Failed to retrieve the operation(s) (${error_sub}).

00083 Failed to retrieve the configured server connection of the operation (${error_sub}).

00084 Failed to delete the error history of the operation (${error_sub}).

00085 Failed to retrieve the error history of the operation (${error_sub}).

00086 Failed to retrieve the last valid playback timestamp for the operation (${error_sub}).

00087 Failed to retrieve package log configuration (${error_sub}).

00088 Failed to update package log configuration (${error_sub}).

00089 Failed to enable package synchronization tracing (${error_sub}).

00090 Failed to enable package synchronization tracing (${error_sub}). The package (${rea-
son_sub_1}) is the wrong type and this operation (${reason_sub_2}) is not supported.

00091 Failed to retrieve the package log level (${error_sub}).

00092 Failed to update the package log level (${error_sub}).

00093 Failed to ping the replication package subscription (${error_sub}).
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00094 Failed to ping the replication package subscription (${error_sub}). The selected sub-
scription (${reason_sub}) does not exist.

00095 Failed to delete the replication package subscription (${error_sub}).

00096 Failed to delete the replication package subscription(s) (${error_sub}). The selected
subscription(s) (${reason_sub}) does(do) not exist.

00097 Failed to retrieve the replication package subscription(s) (${error_sub}).

00098 Failed to update the replication package subscription (${error_sub}).

00099 Failed to create the replication package subscription template (${error_sub}).

00100 Failed to delete the replication package subscription template(s) (${error_sub}).

00101 Failed to retrieve the replication package subscription template(s) (${error_sub}).

00102 Failed to suspend the messaging package subscription(s) (${error_sub}).

00103 Failed to resume the messaging package subscription(s) (${error_sub}).

00104 Failed to delete the messaging package subscription(s) (${error_sub}).

00105 Failed to retrieve the messaging package subscription(s) (${error_sub}).

00106 Failed to reset the messaging package subscription(s) (${error_sub}).

00107 Failed to re-synchronize the DOEC package subscription(s) (${error_sub}).

00108 Failed to reset the DOEC package subscription(s) (${error_sub}).

00109 Failed to delete the DOEC package subscription(s) (${error_sub}).

00110 Failed to retrieve the DOEC package subscription(s) (${error_sub}).

00111 Failed to update the DOEC package subscription(s) (${error_sub}).

00112 Failed to reset the DOEC package subscription(s) (${error_sub}).

00113 Failed to retrieve the log level for DOEC package subscription (${error_sub}). The
package (${reason_sub_1}) is of the wrong type and therefore this operation (${rea-
son_sub_2}) is not supported.

00114 Failed to update the log level for DOEC package subscription(s) (${error_sub}).

00115 Failed to retrieve the log level for DOEC package subscription(s) (${error_sub}). The

package (${reason_sub_1}) is of the wrong type and therefore this operation (${rea-
son_sub_2}) is not supported.
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00116 Failed to connect to the configured server connection (${error_sub}).

00117 Failed to create the server connection (${error_sub}).

00118 Failed to create the server connection (${error_sub}). The server connection (${rea-
son_sub_1}) is of the wrong type and therefore this operation (${reason_sub_2}) is not
supported.

00119 Failed to delete the server connection (${error_sub}).

00120 Failed to delete the server connection (${error_sub}). The server connection (${rea-
son_sub_1}) is of the wrong type and therefore this operation (${reason_sub_2}) is not
supported.

00121 Failed to retrieve the server connection(s) (${error_sub}).

00122 Failed to update the server connection (${error_sub}).

00123 Failed to retrieve the domain-level role mapping (${error_sub}).

00124 Failed to update the domain-level role mapping (${error_sub}).

00125 Failed to create the domain administrator (${error_sub}).

00126 Failed to delete the domain administrator (${error_sub}).

00127 Failed to retrieve the domain administrator(s) (${error_sub}).

00128 Failed to update the domain administrator (${error_sub}).

00129 Failed to authenticate the user as SUP domain administrator (${error_sub}).

00130 Failed to create the monitoring profile (${error_sub}).

00131 Failed to delete the monitoring profile (${error_sub}).

00132 Failed to retrieve the monitoring profile(s) (${error_sub}).

00133 Failed to update the monitoring profile (${error_sub}).

00134 Failed to update the monitoring profile (${error_sub}). A property (${reason_sub})
uses an incorrect value.

00135 Failed to export monitoring data (${error_sub}).

00136 Failed to delete monitoring data (${error_sub}).

00137 Failed to retrieve monitoring data (${error_sub}). A required parameter (${rea-
son_sub}) is missing.
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00138 Failed to retrieve monitoring data (${error_sub}). A required parameter (${rea-
son_sub}) is not expected.

00139 Failed to retrieve monitoring data (${error_sub}). A required parameter (${rea-
son_sub}) is empty

00140 Failed to retrieve the replication package monitoring data (${error_sub}).

00141 Failed to retrieve the replication package history (${error_sub}).

00142 Failed to retrieve the replication package performance (${error_sub}).

00143 Failed to retrieve the messaging package monitoring data (${error_sub}).

00144 Failed to retrieve the messaging package history (${error_sub}).

00145 Failed to retrieve the messaging package performance data (${error_sub}).

00146 Failed to retrieve the messaging queue statistics (${error_sub}).

00147 Failed to retrieve the data change notfication history data (${error_sub}).

00148 Failed to retrieve the data change notification performance data (${error_sub}).

00149 Failed to retrieve the package statistics (${error_sub}).

00150 Failed to retrieve the operation statistics (${error_sub}).

00151 Failed to retrieve user access history (${error_sub}).

00152 Failed to retrieve the package-level cache group performance data (${error_sub}).

00153 Failed to retrieve the package-level cache group statistics (${error_sub}).

00154 Failed to retrieve MBO-level cache group statistics (${error_sub}).

00155 Failed to start Unwired Server (${error_sub}). The path (${reason_sub}) to the server
does not exist.

00156 Failed to start Unwired Server (${error_sub}). Sybase Control Center is not installed on
the same host computer, and this operation (${reason_sub}) cannot be performed re-
motely.

00157 Failed to connect to Unwired Server (${error_sub}).

00158 Failed to stop Unwired Server (${error_sub}).

00159 Failed to stop Unwired Server (${error_sub}). The path (${reason_sub}) to the server

does not exist.
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00160 Failed to stop Unwired Server (${error_sub}). Sybase Control Center is not installed on
the same host computer, and this operation (${reason_sub}) cannot be performed re-
motely.

00161 Failed to restart Unwired Server (${error_sub}).

00162 Failed to restart Unwired Server (${error_sub}). The path (${reason_sub}) to the server
does not exist.

00163 Failed to restart Unwired Server (${error_sub}). Sybase Control Center is not installed
on the same host computer, and this operation (${reason_sub}) cannot be performed
remotely.

00164 Failed to suspend Unwired Server (${error_sub}).

00165 Failed to resume Unwired Server (${error_sub}).

00166 Failed to retrieve Unwired Server properties (${error_sub}).

00167 Failed to create the Unwired Server configuration (${error_sub}). The specified con-
figuration type (${reason_sub}) does not exist.

00168 Failed to create the Unwired Server configuration (${error_sub}). A parameter (${rea-
son_sub}) is not expected.

00169 Failed to delete the Unwired Server configuration (${error_sub}). The specified con-
figuration (${reason_sub}) does not exist.

00170 Failed to update the Unwired Server configuration (${error_sub}).

00171 Failed to update the Unwired Server configuration (${error_sub}).The selected Un-
wired Server (${reason_sub}) does not exist.

00172 Failed to update the Unwired Server configuration (${error_sub}). A property value ($
{reason_sub}) in the configuration is not supported.

00173 Failed to initialize the administration listener (${error_sub}). The listener (${rea-
son_sub}) has not been configured.

00174 Failed to secure the administration listener (${error_sub}). The listener (${rea-
son_sub}) has not been configured.

00175 Failed to retrieve the key store configuration (${error_sub}). The key store (${rea-
son_sub}) has not been configured.
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00176 Failed to retrieve the key store configuration (${error_sub}). The key store configura-
tion (${reason_sub}) is corrupted.

00177 Failed to retrieve the trust store configuration (${error_sub}). The trust store (${rea-
son_sub}) is not configured.

00178 Failed to retrieve the trust store configuration (${error_sub}). The key store configu-
ration (${reason_sub}) is corrupted.

00179 Failed to retrieve the cache database configuration (${error_sub}). The cache database
(${reason_sub}) has not been configured.

00180 Failed to retrieve the replication synchronization server configuration (${error_sub}).
The synchronization server (${reason_sub}) is not configured.

00181 Failed to retrieve the messaging synchronization server configuration (${error_sub}).
The synchronization server (${reason_sub}) is not configured.

00182 Failed to retrieve the replication push notification configuration (${error_sub}). The
replication push component (${reason_sub}) is not configured.

00183 Failed to retrieve the replication push notification gateway configuration (${er-
ror_sub}). The gateway (${reason_sub}) is not available.

00184 Failed to validate the Unwired Server log configuration (${error_sub}).

00185 Failed to retrieve the Unwired Server log configuration (${error_sub}).

00186 Failed to update the Unwired Server log configuration (${error_sub}).

00187 Failed to create the Unwired Server log appender (${error_sub}). The log appender type
is not installed.

00188 Failed to create the Unwired Server log appender (${error_sub}). The log bucket type
(${reason_sub}) is not installed.

00189 Failed to delete the Unwired Server log appender (${error_sub}). The log appender ($
{reason_sub}) does not exist.

00190 Failed to update the Unwired Server log appender (${error_sub}). The log appender ($
{reason_sub}) does not exist.

00191 Failed to update the Unwired Server log appender (${error_sub}). The log bucket type

(${reason_sub}) is not installed.
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00192 Failed to create the Unwired Server log bucket (${error_sub}). The log appender ($
{reason_sub}) does not exist.

00193 Failed to create the Unwired Server log file (${error_sub}). The log appender type is not
installed.

00194 Failed to delete the Unwired Server log bucket (${error_sub}). The log bucket (${rea-
son_sub}) does not exist.

00195 Failed to update the Unwired Server log bucket (${error_sub}). The log bucket (${rea-
son_sub}) does not exist.

00196 Failed to delete the Unwired Server log (${error_sub}).

00197 Failed to retrieve the Unwired Server log (${error_sub}).

00198 Failed to create the Unwired Server log filter (${error_sub}).

00199 Failed to retrieve the Unwired Server log filter (${error_sub}).

00200 Failed to connect to the Sybase Control Center (${error_sub}).

00201 Failed to borrow a connection from the connection pool of Sybase Control Center ($
{error_sub}).

00202 Failed to return a connection to the connection pool of Sybase Control Center (${er-
ror_sub}).

00203 Cannot retrieve the Unwired Server location (${error_sub}). The login has not authen-
ticated.

00204 Cannot retrieve the Unwired Server location (${error_sub}). The login is not authorized
to access this server.

00205 Cannot retrieve the Unwired Server location (${error_sub}). The Sybase Control Center
connection has failed.

00206 Failed to load the file (${error_sub}). The file does not exist.

00207 Failed to load the the administration interface (${error_sub}).

00208 Failed to initialize the administration interface (${error_sub}).

00209 Failed to retreive data for administration interface (${error_sub}).

00210 Failed to validate the property (${error_sub}). A value other than NULL is required.

00211 Failed to validate the property (${error_sub}). A monitored target is required.
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00212 The value entered exceeds the maximum value allowed (${error_sub}).

00213 The value entered exceeds the minimum value allowed (${error_sub}).

00214 Failed to invoke method (${error_sub}). The parameter (${reason_sub}) is either the
wrong type or uses the wrong value.

00215 Failed to invoke method (${error_sub}). The parameter (${reason_sub}) requires a
value.

00216 Failed to invoke method (${error_sub}). The method (${reason_sub}) is not imple-
mented.

00217 Failed to invoke method (${error_sub}). Access to the method (${reason_sub}) is
denied.

00218 Monitoring data retrieve failed.

00219 Messaging-based synchronization server workflow (${error_sub}) retrieve failed.

00220 Messaging-based synchronization server workflow error (${error_sub}) delete failed.

00221 Java virtual machine start up options retrieve failed because java virtual machine start up
options does not exist.

00222 Object (${error_sub}) create failed because parameter (${reason_sub}) not supported.

00223 Messaging-based synchronization server apple push notification certificate (${er-
ror_sub}) list failed.

00224 Device (${error_sub}) list failed.

00225 Messaging-based synchronization server email (${error_sub}) retrieve failed.

00226 Device (${error_sub}) retrieve failed.

00227 SSL Security profile (${error_sub}) delete failed because parameter (${reason_sub})
null value not allowed.

00228 Messaging-based synchronization server template (${error_sub}) list failed.

00229 Secure administration listener (${error_sub}) update failed because parameter (${rea-
son_sub}) null value not allowed.

00230 Messaging-based synchronization server workflow context variable (${error_sub})
update failed.

00231 Messaging-based synchronization server template (${error_sub}) retrieve failed.
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00232 User (${error_sub}) delete failed.

00233 Replication notification gateway update failed because parameter (${reason_sub}) null
value not allowed.

00234 HTTP listener(s) (${error_sub}) delete failed because parameter (${reason_sub}) null
value not allowed.

00235 SSL Security profile (${error_sub}) update failed because parameter (${reason_sub})
null value not allowed.

00236 Replication notification gateway enbale failed because parameter (${reason_sub}) null
value not allowed.

00237 Messaging-based synchronization server workflow error (${error_sub}) list failed.

00238 Messaging-based synchronization server workflow (${error_sub}) update failed.

00239 Messaging-based synchronization server workflow (${error_sub}) delete failed.

00240 Java virtual machine start up options retrieve failed because java virtual machine start up
options corrupted.

00241 HTTP listener(s) (${error_sub}) update failed because parameter (${reason_sub}) null
value not allowed.

00242 Messaging-based synchronization server workflow (${error_sub}) create failed.

00243 Messaging-based synchronization server (${error_sub}) list failed.

00244 Messaging-based synchronization server apple push notification certificate (${er-
ror_sub}) update failed.

00245 Messaging-based synchronization server email (${error_sub}) update failed.

00246 Messaging-based synchronization server apple push notification certificate (${er-
ror_sub}) delete failed.

00247 Device (${error_sub}) update failed.

00248 Device (${error_sub}) delete failed.

00249 Secure HTTP listener(s) (${error_sub}) delete failed because parameter (${rea-
son_sub}) null value not allowed.

00250 Messaging-based synchronization server workflow display name (${error_sub}) update
failed.
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00251 Messaging-based synchronization server apple push notification certificate (${er-
ror_sub}) create failed.

00252 Messaging-based synchronization server email (${error_sub}) create enabled.

00253 Device (${error_sub}) create failed.

00254 Monitored object (${error_sub}) update failed because parameter (${reason_sub}) in-
valid.

00255 License retrieve failed.

00256 Monitored object (${error_sub}) update failed because parameter (${reason_sub}) null
value not allowed.

00257 Object (${error_sub}) create failed because parameter (${reason_sub}) null value not
allowed.

00258 Messaging-based synchronization server workflow context variable (${error_sub}) list
failed.

00259 Messaging-based synchronization server template (${error_sub}) delete failed.

00260 User (${error_sub}) list failed.

00261 Secure HTTP listener(s) (${error_sub}) update failed because parameter (${rea-
son_sub}) null value not allowed.

00262 Messaging-based synchronization server email (${error_sub}) validate failed.

00263 Administration listener update failed because parameter (${reason_sub}) null value not
allowed.

00264 Replication notifier retrieve failed because parameter (${reason_sub}) null value not
allowed.

00265 Messaging-based synchronization server workflow (${error_sub}) list failed.

00266 Failed to start Unwired Server (${error_sub}). Server command and control (${rea-
son_sub}) is in progress.

00267 Failed to stop Unwired Server (${error_sub}). Server command and control (${rea-
son_sub}) is in progress.

00268 Failed to restart Unwired Server (${error_sub}). Server command and control (${rea-

son_sub}) is in progress.
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00269 Cannot deploy the package as (${reason_sub}) type. When deployment unit contains an
Online Cache Group, the package must be deployed as a MESSAGING package.

00270 Failed to delete the selected package (${error_sub}) because of invalid SAP credentials.

00271 Failed to delete the Mobile Workflow (${error_sub}) because of invalid SAP creden-
tials.

00272 Failed to delete the DOEC package subscription(s) (${error_sub}) because of invalid
SAP credentials.

00273 Failed to re-synchronize the DOEC package subscription(s) (${error_sub}) because of
invalid SAP credentials.

00274 Failed to enable the scheduled purge task (${error_sub}).

00275 Failed to retrieve the scheduled purge task (${error_sub}) enable status.

00276 Failed to purge the synchronization cache.

00277 Failed to purge the online cache.

00278 Failed to purge the client log.

00279 Failed to purge the error history.

00280 Failed to purge the subscription.

00281 Failed to retrieve the purge option (${error_sub}).

00282 Failed to set the purge option (${error_sub}).

00283 Failed to retrieve the purge task (${error_sub}) schedule.

00284 Failed to update the purge task (${error_sub}) schedule.

00285 Failed to purge the package's synchronization cache.

00286 Failed to purge the package's online cache.

00287 Failed to purge the package's client log.

00288 Failed to purge the package's error history.

00289 Failed to purge the package's subscription.

00290 Failed to purge devices.

00291 Failed to purge users.
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00292 Failed to replace mobile workflow (${error_sub}) certificate.

00293 Failed to replace mobile workflow certificate. The mobile workflow does not support
certificate based authentication.

00294 Messaging-based synchronization server workflow context variable (${error_sub})
update failed. The parameter is invalid.
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Backward Compatibility

When upgrading from a previous version of Sybase Unwired Platform, certain APIs are no
longer supported, or are supported with limitations.

These APIs are no longer supported:

e SUPDevi ceUser : all methods of this class throw an UnsupportedOperationException
when called.

e SUPDonei nLog: all methods of this class except the get Cont ext () method throw an
UnsupportedOperationException when called.

e SUPSecurityConfi gurati on: the following methods of this class throw
exceptions when called, because the attribution provider configuration is no longer
exposed.

« getlnstalledAttributionProviders

« getActiveAttributionProviders

« getActiveAttributionProvider

» addActiveAttributionProvider

o deleteActiveAttributionProvider

e updateActiveAttributionProvider

* moveUpActiveAttributionProvider

* moveDownActiveAttributionProvider

These APIs are supported with limitations:
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Table 234. SUPDomain

Method Reason Notes

Deploy Package unification You can still deploy the deploy-
ment units of the previous ver-
sion. However, the package type
passed to this method is ignor-
ed.

Clients of the previous version
see the newly deployed package
as an RBS package, however,
the Unwired Server treats it as a
unified package.

Packages deployed prior to the
upgrade retain their type infor-
mation for the older version of

the client.
Table 235. SUPPackage
Method Reason Notes
getProperties() Package unification Clients of the previous version

see the newly deployed package
as an RBS package, however,
the Unwired Server treats it as a
unified package.

Packages deployed prior to the
upgrade retain their type infor-
mation for the older version of
the client.

Note: If using the 2.0 version of the Management API client to connect to a Sybase Unwired
Platform 2.1 installation, you must get the uaf-client.jar shipped with Sybase Unwired
Platform 2.0.1 in the Management API client libraries folder.
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