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Introduction to Developer Guide for Mobile Workflow Packages

Introduction to Developer Guide for Mobile
Workflow Packages

This developer guide provides information about using Sybase® Unwired Platform features to
create Mobile Workflow packages. The audience is Mobile Workflow developers.

This guide describes requirements for developing a Mobile Workflow package, how to
generate Mobile Workflow package code, and how to deploy the Mobile Workflow package to
the device or simulator.

Companion guides include:

o Sybase Unwired WorkSpace — Mobile Business Object

o Sybase Unwired WorkSpace — Device Application Development
o Tutorial: Mobile Workflow Package Development

» Troubleshooting for Sybase Unwired Platform

Documentation Roadmap for Unwired Platform

Learn more about Sybase® Unwired Platform documentation.

Table 1. Sybase Unwired Platform Documentation

Document Description

Sybase Unwired Platform Installation Guide Describes how to install or upgrade Sybase Un-
wired Platform. Check the Sybase Unwired Plat-
form Release Bulletin for additional information
and corrections.

Audience: IT installation team, training team,
system administrators involved in planning, and
any user installing the system.

Use: during the planning and installation phase.

Sybase Unwired Platform Release Bulletin Provides information about known issues, and
updates. The document is updated periodically.

Audience: IT installation team, training team,
system administrators involved in planning, and
any user who needs up-to-date information.

Use: during the planning and installation phase,
and throughout the product life cycle.

Developer Guide for Mobile Workflow Packages 1
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Document Description

New Features Describes new or updated features.
Audience: all users.

Use: any time to learn what is available.

Fundamentals Describes basic mobility concepts and how Syb-
ase Unwired Platform enables you design mobi-
lity solutions.

Audience: all users.

Use: during the planning and installation phase,
or any time for reference.

System Administration Describes how to plan, configure, manage, and
monitor Sybase Unwired Platform. Use with the
Sybase Control Center for Sybase Unwired Plat-
form online documentation.

Audience: installation team, test team, system
administrators responsible for managing and
monitoring Sybase Unwired Platform, and for
provisioning device clients.

Use: during the installation phase, implementa-
tion phase, and for ongoing operation, mainte-
nance, and administration of Sybase Unwired
Platform.

Sybase Control Center for Sybase Unwired Plat- | Describes how to use the Sybase Control Center
form administration console to configure, manage and
monitor Sybase Unwired Platform. The online
documentation is available when you launch the
console (Start > Programs > Sybase > Sybase
Control Center, and select the question mark
symbol in the top right quadrant of the screen).

Audience: system administrators responsible for
managing and monitoring Sybase Unwired Plat-
form, and system administrators responsible for
provisioning device clients.

Use: for ongoing operation, administration, and
maintenance of the system.

2 Sybase Unwired Platform
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Document Description

Troubleshooting Provides information for troubleshooting, solv-
ing, or reporting problems.

Audience: IT staff responsible for keeping Syb-
ase Unwired Platform running, developers, and
system administrators.

Use: during installation and implementation, de-
velopment and deployment, and ongoing main-
tenance.

Tutorials Tutorials for trying out basic development func-
tionality.

Audience: new developers, or any interested user.

Use: after installation.

¢ Learn mobile business object (MBO) basics,
and create a mobile device application:
e Tutorial: Mobile Business Object Devel-
opment
» Create native mobile device applications:
e Tutorial: BlackBerry Application Devel-
opment
e Tutorial: iOS Application Development
« Create a mobile workflow package:
e Tutorial: Mobile Workflow Package De-
velopment

Sybase Unwired WorkSpace — Mobile Business | Online help for developing MBOs.

Object Development Audience: new and experienced developers.

Use: after system installation.

Sybase Unwired WorkSpace — Mobile Workflow | Online help for developing mobile workflow ap-
Package Development plications.

Audience: new and experienced developers.

Use: after system installation.

Developer Guide for Mobile Workflow Packages 3
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Document

Description

Developer guides for device application custom-
ization

Information for client-side custom coding using
the Client Object API.

Audience: experienced developers.

Use: to custom code client-side applications.

e Developer Guide for BlackBerry

e Developer Guide for iOS

*  Developer Guide for Mobile Workflow Pack-
ages

e Developer Guide for Windows and Windows
Mobile

Developer guide for Unwired Server side cus-
tomization — Developer Guide for Unwired Serv-
er

Information for custom coding using the Server
API.

Audience: experienced developers.

Use: to customize and automate server-side im-
plementations for device applications, and ad-
ministration, such as data handling.

Dependencies: Use with Fundamentalsand Syb-
ase Unwired WorkSpace — Mobile Business Ob-
Ject Development.

Developer guide for system administration cus-
tomization — Developer Guide for Unwired Serv-
er Management API

Information for custom coding using administra-
tion APIs.

Audience: experienced developers.

Use: to customize and automate administration at
a coding level.

Dependencies: Use with Fundamentalsand Sys-
tem Administration.

Sybase Unwired Platform
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Introduction to Developing Mobile Workflow
Applications With Sybase Unwired Platform

A Mobile Workflow application includes both business logic (the data itself and associated
metadata that defines data flow and availability), and device-resident presentation and logic.

Within Sybase Unwired Platform, development tools enable both aspects of Mobile Workflow
application development:

« The data aspects of the Mobile Workflow application are called mobile business objects
(MBO), and “MBO development” refers to defining object data models with back-end
enterprise information system (EIS) connections, attributes, operations, and relationships.
Mobile Workflow applications can reference one or more MBOs and can include load
parameters, personalization, and error handling.

* Once you have developed MBOs and deployed them to Unwired Server, develop device-
resident presentation and logic for your Mobile Workflow application using the Mobile
Workflow Forms Editor.

Note: See Sybase Unwired WorkSpace — Mobile Business Object Development for
procedures and information about creating and deploying MBOs.

Hybrid Web Container Architecture

The Hybrid Web Container is the runtime on the device within which Mobile Workflows are
executed.

The Hybrid Web Container is a native application that embeds a browser which allows you to
build applications with simplicity of web development but utilize the power of native device
services. The Hybrid Web Container enables the rapid development of mobile workflows, in
which you can extend existing enterprise business processes, to a mobile device so that
business process decisions can be made on a mobile device.

Developer Guide for Mobile Workflow Packages 5
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Container Metadata
(Client (HTML /CSS/15)
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Mobile Workflow Forms Editor

The Mobile Workflow Forms editor uses the Hybrid Web Container as the runtime for Mobile
Workflow packages. The Mobile Workflow Forms Editor included with Sybase Unwired
Platform is a tool that helps you design the user interface and test the flow of the business
process for a mobile workflow application. Using the Mobile Workflow Forms Editor allows
you to develop mobile workflow screens that can call on the create, update, and delete
operations, as well as object queries, of a mobile business object.

Mobile Workflow package files are generated using the Mobile Workflow Package generation
wizard in the Mobile Workflow Forms editor. The generated Mobile Workflow package
contains files that reference a mobile business object (MBO) package, an MBO in that
package, and the operation or object query to call along with a mapping of which key values
map to parameter values. The generated Mobile Workflow package's output is translated to
HTML\CSS\Javascript. The logic for accessing the data and navigating between screens is
exposed as a JavaScript API.

Mobile Workflow packages can be deployed to Unwired Server and assigned to users using
the Mobile Workflow Forms Editor in Eclipse.

6 Sybase Unwired Platform
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Customization
You can modify certain files in the generated Mobile Workflow package to customize
application behavior.

The Hybrid Web Container uses HTML, JavaScript, and CSS Web technologies, which allow
you to customize the generated files with JavaScript code.

e HTML - HTML files are generated in the Mobile Workflow Forms editor. The files that
are generated depend on the device platform. You can open these files with a third-party
Web-development tool and modify them, but they are overwritten if generated from the
Mobile Workflow deployment tool. The Mobile Workflow Forms editor also includes a
HTMLView user interface element that can be placed on a screen, and in which custom
HTML code can be inserted, which will be published in-line when the file is re-generated.

« JavaScript — the JavaScript API exposes customization points for navigation events, and
allows access to data-access functions for requests and cached values. Customization of
the HTML page should be executed using the embedded jQuery in these customization
points. For example, execute jQuery logic to modify the toolbar in
cust onBef or eWor kf | owlLoad( ) . Additional custom JavaScript files can be added
to the Mobile Workflow package in the Eclipse WorkSpace.

e CSS - the Hybrid Web Container uses a 3rd-party CSS library, which enables you to
modify the look-and-feel of the HTML page. The jQueryMobile CSS file is embedded as
the default look-and-feel, which allows you to select from the variety of themes within the
jQueryMobile framework, or use your own CSS rules for skinning pages and screen
elements. These can be device operating system-specific. You can also leverage existing
CSS style rules from your own organization's Web standards.

The generated file are documented in the Reference section of this guide.

Management

You can deploy Mobile Workflow Packages in Eclipse and manage them through the Sybase
Control Center console. No device interaction is required from the administrator. Once a
Mobile Workflow package is deployed into an existing installation, the administrator can
configure the Mobile Workflow package and assign it to any active user in the system.

Mobile Workflow Development Task Flow

Developing a Mobile Workflow package includes these basic tasks.

1. Open or import a mobile application project with predefined mobile business objects
(MBOs).
2. Connect to Unwired Server.

3. Deploy the Mobile Application Project and select M essage-based as the deployment
mode.

Developer Guide for Mobile Workflow Packages 7
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4, Use the Mobile Workflow Forms editor to create a new Mobile Workflow package.
Generate screens by dragging and dropping MBOs and MBO operations from WorkSpace
Navigator to the Flow Design page.

Manually create, delete, and edit screens, controls, menus, screen navigations, and so on.
Generate the Mobile Workflow package.

(Optional) Customize the generated Cust om j s file.

. Deploy the Mobile Workflow package to Unwired Server.

10 Assign the Mobile Workflow package to the device user.

11. On the device, run, test and debug the Mobile Workflow package.
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Note: See Sybase Unwired WorkSpace — Mobile Business Object Development for
procedures and information about creating and deploying MBOs.

Identify a Business Process for Workflow Development

The first step is identifying whether a workflow package can implement a decision point in a
particular business process.

Workflow packages enable a decision step or triggering of a business process, essentially
mobilizing a small decision window in a business process. While some business processes
require a thick application with business logic and access to reference data, some others do
not. Sometimes a business process can be made mobile simply by providing the ability to
capture asingle "Yes" or "No" from a user, or by providing the ability to send data in structured
form into the existing backend systems.

Atypical Workflow package allows creating a mobile business object (MBO) and sending it to
the Unwired Server, or retrieving an MBO from the Unwired Server and displaying that

8 Sybase Unwired Platform
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information in a decision step. A more complex Workflow package could involve an
application that uses online request menu items to invoke various create, update, or delete
operations and/or object queries all in the same flow.

An example of a business process that would be a suitable mobile workflow would be the
ability of an employee to use a mobile device to submit an expense report while out of office,
or to report on their project activities, or to make a request for travel.

&
e

[ .
®.0®

Hybrid Web Container Patterns

The Hybrid Web container allows you to create lightweight applications that implement
various business solutions. The Hybrid Web container and the Unwired Platform uses three

patterns (models):

 Server notification — the enterprise information system (EIS) notifies SUP of data changes
and SUP sends notifications to subscribed devices based on the rules.

Developer Guide for Mobile Workflow Packages 9
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Online lookup —the client retrieves data directly from the EIS. This pattern typically uses a
client-initiated starting point.

Cached data — the client retrieves data from the Unwired Server cache. This pattern
typically uses a client-initiated starting point.

These patterns are not mutually exclusive. You can create applications that combine patterns
in various ways to meet business needs. For example:

N

o oA~ w

~

External
process!
application

Unwired Server

") € |

An external process or application updates EIS data.

The changed data triggers a data change notification (DCN), which is sent to Unwired
Server, or a message from another workflow client updates mobile business object (MBO)
data contained on Unwired Server.

The DCN could be programmed to update MBO data.

Unwired Server notifies the client that some action needs to be taken.

The client views the message.

The client opens a form to perform the required action. The form may, for example, call an
object query to return cached data or online data, call an MBO operation, or perform some
other action.

The client sends an update to Unwired Server.

Unwired Server updates the EIS.

10
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Server Notification

Configure matching rules for MBO-related data on Unwired Server. Any data changes
matching these rules trigger a notification from Unwired Server to the workflow client.

External

process!
application

Unwired Server

1. MBO data is updated from the EIS, by an external process or application that updates EIS
data and triggers a data change notification (DCN), or a scheduled data refresh.

2. If matching rules that correspond to the updated data are configured for the MBO/
workflow package, Unwired Server sends notification to the client.

Implementing Server Notification for Workflow Clients
Set up Unwired Server to send notifications to workflow clients when matching rules are
encountered.

Defining the Mobile Business Obiject for Server Notification

The server notification pattern supports any number of MBO definitions. For this example,
create an MBO with one load parameter, map the parameter as a propagate-to attribute, then
assign the MBO to a cache group that uses an Online policy.

The MBO definition described here allows retrieval of online results by the workflow
application to which the MBO belongs.

1. In Unwired WorkSpace, create an MBO from the sampledb database that has at least one
load parameter. For example, you could define a Sales_order MBO as:

SELECT id,

cust _id,

order _date,

fin_code_id,

regi on FROM sanpl edb. dba. sal es_or der
WHERE id = :order_id

2. Preview the MBO by selecting Preview from the Definition tab. Enter 2001 as the value.
The preview returns one row from the sales_order table based on the id attribute (2001).

Developer Guide for Mobile Workflow Packages 11
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_igixd

Preview

Execution Succeeded

Argument Mame | Datatype | Mullable | Required | Yalue |
order_id STRING 2001
Select a result sek to preview: |RESULT SET -1 j Refresh |
Existing Configurations
I j Defete | Delete Al |
| Save | Load Default |
Previews |
Preview Resulk:
Mo | id[IMT] | cust ... | arder date[D.ﬂ.TE]l fin_c... | region[STRIMNG] | sales_rep[INT]
1 2001 101 1996-03-14 rl Eastern 299
| | B

[ save as default values
@

3. Inthe MBO Properties view, click the L oad Parameter stab, select the id attribute as the
Propagate to attribute that maps to the order_id load parameter. Change the parameter and
data source datatype to INT, and include an integer value for the data source default

value.

12 Sybase Unwired Platform
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1 Properties &3 [ Prnblems}

& Mobile Business Object —- Sales_order

General Data Source |DeFinition |.ﬂ.ttributes Mapping lLoad Pararmeters | Roles | Object Qu

Attributes | Add | | Delete | | Delete Al | | Refresh | | Remap | ‘

Operations

Relationships Parameters

Synchronization Marne | Datatvpe | full. ., I Propagate ko Attribuke | Argument
order_id  INT | id arder_id

Appearance

Set the Online cache group policy for the MBO.

a) Add the MBO to a cache group that uses the Online cache group policy. For example,
create a new cache group named CacheGroupOnline and set the policy to Online.

b) Drag and drop the MBO to CacheGroupOnline.

The findByParameter object query is automatically generated based on the order_id load

parameter:

SELECT x.* FROM Sal es_order x WHERE x.id = :order_id

Deploy the project that contains the MBO to Unwired WorkSpace. Select M essage-based
in the deployment wizard.

Creating the Server-Driven Notification Starting Point

Create a new workflow application with a server-initiated starting point.

1
2.

From Unwired WorkSpace, select File > New > M obile Wor kflow Forms Editor.
Select the folder that contains the Sales_order MBO as the parent folder, name the file
Sal es_order. xbw, and click Next.

In the Starting Points screen, select Respondsto server-driven notifications, and click

Next.

Configure the starting point:

a) In the Select a Mobile Business Object and Object Query screen, select Search.

b) Select the project that contains the Sales_order MBO and select Search. Select the
Sales order MBO and select OK.

c) Select the findByParameter object query.
The order_id parameter appears in the Parameters field. Click Next.

d) Specify asample notification. Enter Or der (2001) cr eat ed inthe Subject line.
Click Next.

e) Click and dragto select "Or der (", while this phrase is highlighted, right-click and
select Select as Matching Rule:

Developer Guide for Mobile Workflow Packages 13
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Dren _iaix]
Specify Matching Rules

Seleck some text and right-click on it to indicate which bext to search for to tell if this
notification should trigger a screen Flow with an instance of the selected MEO,

From: |

To: |

o |

Subject: Mvnm‘.rrparpd

Biody: elect as Matching Rule ;I

-
4 8

Matching rules:

Matching Rule Type | Matching Rule Content |

@j = Back | Mext = | Finish I Cancel

f) Click Next. Select order_id. In the Extraction Rule Properties:

1. Select Subject as the field.
2. Select"Order (" as the Start tag.
3. Select™) creat ed" asthe End tag.

When the notification is sent to the client, the sample value (2001 in this example), is
replaced with the order_id key, which identifies the id attribute of the object query. The
form the client receives is populated with values returned by the findByParameter object

query.

14
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Srew =
!
Identify Parameter Values =

Faor each parameter of the MEO operation, specify where ko find the data in the incoming message.,

rExtraction Rules

Ker | Field | Start Tag | End Tag | Farmat | Sample Yalue | Type |
order_id subject Order i ‘i created 2001 ink

rExtraction Rule Properties

Field: ISLIthCt

Skart tag: | Order i

Il 1«

End tag: | 1) created

Format: |

Sample notification field contents:

| Order (2001) created

‘talue extracted from sample nokification Field conkents:

| 2001

® < Back | Mk = | Firish | Zancel |

5. Click Finish to create default screens and starting points.
Screens are populated with menu items and controls based on the MBO definition.

Developer Guide for Mobile Workflow Packages 15
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Server-initiated (Sales_order)

6. Deploy the workflow package to Unwired Server.

Sending an Order Notification to the Device
Use the mobile workflow "Send a notification™ option to send a message to the registered user,
which tests the server notification process.

Prerequisites
Before sending notification to the client, you must:

1. Register a device user and assign it to the workflow package in Sybase Control Center
(SCC).

2. Download and configure the Sybase messaging client on the device or emulator to match
those performed in SCC.
See your Sybase documentation for details.

16 Sybase Unwired Platform
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Task

1. Inthe Flow Design of the Mobile Workflow Forms Editor, right-click and select Send a
notification.

2. Select Get Device Users, and set the To field to User 1, or whatever device user is
registered in SCC and assigned to the workflow package.

3. Inthe Subject field, enter a sales order that meets the matching rules criteria defined for the
Sales_order workflow application. For example:

Order (2001) Created

+ 4 Send Notification To A Device User x|

Send Notification To A Device User

The Cc and Bcc fields are not sent in the notification.  These fields are used For matching rules only,

Urwired Server profile: IMy Uruwired Server

To: I userl

Cet I

Bec: I

Frarm:

Subject: order (2001% Created

Body:

\_ Lef Lol Lef Lo Lo

Get Device Users

@:I Send I Zancel |

4. Click Send.

The message is sent to the device. The number 2001 in the notification identifies and
returns row 2001 (the findByParameter object query parameter).

5. On the emulator, open the Outlook inbox.
You see the notification in your Inbox.

Developer Guide for Mobile Workflow Packages 17
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B — 0

A8 Outlook E-mail o Yo 2

Received

IFJ 337TPM

© Order (2001) Created

Outlook E-mail 1 Ikems, 1 Unread.

Delete E Menu

Online Lookup

Unwired Server

This pattern provides direct interaction between the data requester (workflow client) and the
enterprise information system (EIS), supplying real-time EIS data rather than cached data.

18
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While the server notification and cached data patterns are flexible regarding MBO definition
and cache group policy, the online lookup pattern must have at least one findByParameter and
use the Online cache group policy:

1. The workflow client requests data using the findByParameter object query.

2. Since the MBO associated with the object query is in a cache group that uses an Online
policy, Unwired Server retrieves the requested data directly from the EIS and not the
cache.

3. Online data is returned to the client.

In this example, online data retrieval by the workflow client is triggered when the user selects
the Submit menu item that calls the findByParameter object query.

Implementing Online Lookup for Workflow Clients

Define an MBO with at least one load parameter that maps to a propagate-to attribute, add the
MBO to a cache group that uses an Online policy, then define the workflow application that
calls the findByParameter object query to return real-time results from the EIS.

Defining Mobile Workflow Load Parameters from Mapped Propagate to Attributes
Create an MBO with at least one load parameter, map parameters as propagate to attributes,
then assign the MBO to a cache group that uses an Online policy.

1. From Unwired WorkSpace, create an MBO that has at least one load parameter. For
example, you could define an Emp MBO as:

SELECT id,

enpNane,

enpDept | d FROM sanpl edb. dba. enp
WHERE enpDeptld = :deptldLP

2. Inthe MBO Properties view, select the L oad Par ameter stab, map each load parameter to

be used as an operation load parameter for the Mobile Workflow package to a Propagate to
Attribute. This example requires you to map the deptldLP load parameter to the
empDeptld attribute. You must also verify that data types are INT and the default value is a

valid INT.
General Data Source |DeFinition |.C\ttributes Mapping [Load Parameters | Roles | Object Queries
Attributes | Add | | Delete | | Delete Al | | Refresh | | Remap | Shon
Operations
Relationships Parameters
[ —— Mame | Datatype | Mull... | Propagate ta Attribuke | Argument |
deptIdlP  IMT N empDeptld deptIdLP

Unmapped parameters are set to NULL, and get their value from the default value, if
specified, or from the personalization key value to which they are mapped, if specified. If
the key is unmapped, and the parameter has no default value and is not mapped to a
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personalization key value, the parameter value is empty (NULL for string, O for numeric,
and so on).

3. Set the Online cache group policy for the MBO.

a) Add the MBO to a cache group that uses the Online cache group policy. For example,
create a new cache group named CacheGroupOnline and set the policy to Online.

OrlineRequestCacheTeast [Yersion 1.0] il
-[E% Mobile Business Objects Y Properties for CacheGroupOnline
-E% Data Source References
% Cache Groups
- CacheGrouponline

g [ 3

Policies - -

- Zamman
... Policies  ondemand ¢ Scheduled ¢ DCH % Orling

w2 DieFault (Default) . — -
- Cache inkeryal: ID 3. Haurs I a 3 Ilimte

@ Personalization Keys

B Roles

-3 Synchronization Groups

(== Deployment 4| | ﬂ

“[= Filters

b) Drag and drop the MBO to CacheGroupOnline.

The findByParameter object query is automatically generated based on all load parameters
that have propagate-to attributes:

Data Source |DeFiniti0n |.ﬁ.ttributes Mapping |Load Parameters |ROIes [Object Queries]

Marne I Return kype I Create an index I Parameters I CQuery Definition
| findBvParameter  Multiple objects v deptIdlP SELECT ».* FROM Emp x WHERE 3. empDeptld = :deptIdLP

. Deploy the project that contains the MBO to Unwired Server. Select M essage-based in the

deployment wizard.

Binding the findByParameter Object Query to a Menu Action

For synchronous, online data access, define an Online Request menu action and bind it to the
findByParameter object query.

Prerequisites
You must have propagate-to attributes mapped to MBO load parameters, and the deployed
MBO must use an Online cache group policy. Unwired Platform services must be running.

Task

1. From Unwired WorkSpace, launch the Mobile Workflow Forms Editor.
2. From the Flow Design screen, double-click the screen for which you are defining a

mapping to open it in the Screen Design tab.

For example, you can have a client-initiated starting point with a Start screen that connects
to the Online Data screen.
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Client-initiated

online

rrrrrr

3. Highlight the menu item you want to map, or create a new menu item.
4. Define a Submit action that invokes the findByParameter object query:

a) From the General tab, select Online Request as the Type.

b) In the Details section, select Search to locate the MBO that contains the
findByParameter object query.

c¢) Click the General tab, select I nvoke object query and select findByPar ameter.

If you select the Parameter Mappings tab, you see all the load parameters defined for
the MBO and used to generate the findByParameter object query. In addition to Key,
you can map parameters to BackEndPassword, BackEndUser, Deviceld,
DeviceName, DeviceType, UserName, Messageld, ModuleName, ModuleVersion,
and Queueld.

Unmapped parameters can get their value from the default value, if specified, or from
the personalization key value they are mapped to, if that is specified. If the key is
unmapped, and the parameter has no default value and is not mapped to a
personalization key value, the parameter value is empty (NULL for string, O for
numeric, and so on).

Defining the Control that Contains the findByParameter Object Query Parameter
Add a control to pass the load parameter to Unwired Server. Define a screen that displays the
results returned from the EIS.

1. Define acontrol that passes the load parameter to Unwired Server from the screen (hamed
Online Data) that contains the menu item (named Find) that invokes the findByParameter
object query:

a) Select an EditBox control and click in the control area.
b) Name the EditBox Dept | d.
c) From the Properties view, select New key and name it Dept | dKey. Click OK.
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2l

Deptid |

f of]

Introduction |F|0w Design | Screen Design

= Properties 23 [L Problems} ElsqL Results} = = =0
{0 Edit Box [DeptId]
1
General Label
Advanced Label: l DeptId ||
Lahel position: ILEFT E‘"

rInput Daka Binding

Key: |DeptIdKey E‘ Mew key...

Defaulk value: l ||

O read anly
O rassword
Logical bype: ITEXT E”

2. Selectthe Find menu item, and from the Parameter Mappings tab, map parameters to input
keys defined for the controls. For example, map the deptIDLP parameter to the DeptldKey
key.

3. Define a screen that displays the results of the findByParameter object query:

a) From the Flow Design window, add a new Screen and name it Resul t s. Select the
Screen Design tab.

b) Drag and drop a Listview control onto the control area.

c) Select the Flow Design tab and double-click the Online Data screen to open it.

d) Select the Find menu item, and in the Properties view, specify Resultsas the success

screen.
The Online Data screen now sends successful results returned by the EIS to the Results
screen. The Flow Design window indicates the connection between the screens.
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Client-initiated

4. Configure the Results screen to display the results. In this example, the Emp MBO,
contains three attributes: Id, empName, and empDeptld. Create a Listview with a cell for
each attribute to display the results returned from the EIS as a list:

a) From the Flow Design window, double-click the Results screen to display it in the
Screen Design window.

b) Select the control area, select the General tab in the Properties view, and for the Input
Data Binding Key select <M BOName> (where MBOName is the name of the MBO).

c) Select the Céll tab, then click Add to add cell line 0.
d) Select Add in the "Fields for cell line 0" section, then select the Emp_id_attribKey
key. Click OK.
This maps cell line 0 with the id attribute for the Emp MBO results returned by the
object query.
e) Repeat steps 3 and 4 again for the remaining two attributes.
5. Select the Problemsview, and verify there are no errors.

You now have a deployable workflow package that passes the DeptID value to the
findByParameter object query which returns matching EIS results and displays them in the
Results screen.

Binding Transient Personalization Keys to Mobile Workflow Keys
Use transient personalization key values to determine the data to be cached.

Prerequisites
You must have transient personalization keys mapped to Mobile Business Object load
parameters.
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Task

1. Launch the Mobile Workflow Forms Editor from Unwired WorkSpace and create a new
Mobile Workflow form:

a)
b)

c)
d)

e)
f)

9)

Select File> New > Mobile Workflow Forms Editor.

Select the parent folder that contains the MBO with a load parameter mapped to a
transient personalization key. Name the file and click Next.

Select Respondsto server-driven email notificationsfrom the Starting Points screen
and click Next.

Select the MBO that contains the load parameter to transient key mapping in the Search
for MBO screen and click OK, then click Next.

Specify sample e-mail contents and click Next.

Specify the matching rules used to trigger a screen flow by highlighting the text, right-
clicking it, and selecting Select as matching rule.

Click Finish.

2. In the Mobile Workflow Forms Editor, map the personalization keys to the Mobile
Workflow keys for the menu item:

a)

b)
c)

From the Flow Design screen select the operation for which you are defining a
mapping.

Select the Screen Design tab, and highlight the menu item you want to map.

Select Personalization Key Mappings, click Add, and select a personalization key
from the drop-down list and the key to which it maps.

You can also fill the personalization key values from values extracted from the e-mail,
depending on from where you are invoking the object query.

When the application runs, the values are sent from the client which are used to fill the load
parameter values, and determine what data is cached in the Unwired Server cache (CDB) and
returned to the client.
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Cached Data
This pattern is efficient when access to cached data is sufficient to meet business needs. For
example, it may be sufficient to refresh the cache once a day for noncritical MBO data that
changes infrequently.

Unwired Server

LI g,

1. EIS data is cached based on the MBO cache policy (Scheduled or On demand). Either

policy lets you define the length of time for which cached data is valid.

The workflow client requests data through an object query.

3. Cached data is returned to the client if it is within the cache policy's specified cache
interval.

N

Implementing the Cached Data Pattern
Define an MBO that uses either a Scheduled or On demand cache group policy to allow the
workflow application to which it belongs to retrieve cached data.

Defining the Mobile Business Object

Create an MBO with the required attributes, assign the MBO to a cache group that uses a
Scheduled policy, and define an object query that returns the results from the Unwired Server
cache (also called the CDB) to the client.

This example defines an MBO that retrieves employee benefit information for all employees
of a given department based on the dept_id attribute using the findByDeptld object query.

1. From Unwired WorkSpace, create an MBO. For example, you could define the employee
MBO as:

SELECT enp_id,
enp_f nane,
enp_| nane,
dept _i d,
bene_heal t h_i ns,
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bene_life_ins,
bene_day_care

FROM sanpl edb. dba. enpl oyee

2. Set the cache group policy for the MBO:

a) Create a new cache group named CacheGroupScheduled and set the policy to
Scheduled. Set the Cacheinterval to 24 hours, so the cache is refreshed once a day.

'B CacheRequestTest [Version 1.0]
@ Mobile Business Objects
@ Data Source References
E@ Cache Groups

= f CacheGroupScheduled

: @ Employes

£ Default {Default)

{22 Personalization Keys
[ Roles

B2 Synchronization Groups
= Filkers

[ Generated Code

b) Drag and drop the MBO to CacheGroupScheduled.

": Properties for CacheGroupScheduled

I bype filker

Common

_lox|
==
" ondemand  Scheduled  DCH " online
Cache interval: |24 3: Hours ID 3: Minutes

3. Define an object query for the MBO that retrieves employee information based on the

dept_id attribute. For example, define the findByDeptld object query as:
SELECT x.* FROM Enpl oyee x

VWHERE x. dept _id =

:dept | DLP
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+ 4 Dbject Query 'findByDeptid' x|

Edit Object Query
Edit the object query

Mame: | findByDeptld

Comment: |

Paramneters:
Mame | Datatype | Mullable | Mapped ko | Add
deptIDLP INT 1 dept_id

Delete
Delete ol
Up

Down

Generate |

 Query Definition

SELECT x.* FROM Employee x
WHERE x.dept_id = :deptIDLP

o L

<]

W Create anindex

Return Type:

' Return a single object % Return mulkiple objecks € Return a result sek

4. Deploy the project that contains the MBO to Unwired Server. Select M essage-based in the
deployment wizard.

Binding the findByDeptld Object Query to a Menu Action
For access to cached data, define a Submit menu action and bind it to the findByDeptld object

query.

1. From Unwired WorkSpace, launch the Mobile Workflow Forms Editor.

2. From the Flow Design screen, double-click the screen for which you are defining a
mapping to open it in the Screen Design tab.
For example, you can have a client-initiated starting point with a Start screen that connects
to the Cached Data screen.
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Client-initiated

3. Highlight the menu item you want to map, or create a new menu item.
4. Define a Submit action named FindBenefitsinfo that invokes the findByDeptld object
query:
a) Inthe Properties view, in the General properties for the selected menu item, select
Online Request as the Type.
b) Inthe Details section, select Sear ch to locate the MBO that contains the findByDeptld
object query.
c) Click the General tab, select Invoke object query and select findByDeptld.

If you select the Parameter Mappings tab, you see the parameters associated with the
object query (findByDeptld). Map this parameter to a key.

Defining the Control that Contains the findByDeptld Object Query Parameter
Add a control to pass the object query parameter to Unwired Server. Define a screen that
displays the results returned from the Unwired Server cache.

1. Define a control that passes the object query parameter to Unwired Server from the screen
(named Cached Data) that contains the menu item (hamed FindBenefitsinfo) that invokes
the findByDeptld object query:

a) Select an EditBox control and click in the control area.
b) Name the EditBox Dept | d.
c) From the Properties view, select New key and name it Dept | dKey. Click OK.
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Deptid |

il
‘ntraduction |Flow Design | Screen Design

= Properties £2 = Cnnsole} =g Results}

D Edit Box [DeptId]
|

General
Advanced Label: I Deptld
Label position: ILEFT

rLabel

r Input Diaka Binding

key: | DepkIdkey

Default value: I

O read only
O Password
Logical bype: ITExT

2. Select the FindBenefitsinfo menu item, and from the Parameter Mappings tab, map
parameters to input keys defined for the controls. For example, map the deptIDLP
parameter to the DeptldKey key.

3. Define a screen that displays the results of the findByDeptld object query:

a) From the Flow Design window, add a new Screen and name it Resul t s. Select the
Screen Design tab.

b) Drag and drop a Listview control onto the control area.

c) Select the Flow Design tab and double-click the Cached Data screen to open it.

d) Select the FindBenefitslnfo menu item, and in the Properties view, in General
properties, select Online Request as the Type and in the Details section, select Results
as the Success screen.

The Cached Data screen now sends successful results returned by the Unwired Server

cache to the Results screen. The Flow Design window indicates the connection
between the screens.

Developer Guide for Mobile Workflow Packages 29



Introduction to Developing Mobile Workflow Applications With Sybase Unwired Platform

Client-initiated

Cached D |m_|

4. Configure the Results screen to display the results. In this example, the Employee MBO,
contains seven attributes that identify the employee and their benefits. Create a Listview
with a cell for each attribute to display the results returned from the cache as a list:

a) From the Flow Design window, double-click the Results screen to display it in the
Screen Design window.
b) Select the control area, select the General tab in the Properties view, and for the Input

Data Binding Key select MBOName _findByDeptld_resultSetkey (where
MBOName is the name of the MBO).
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i &
4 5

Introduction |Flow Design IScreen DesignJ

=l properties £2 = Cnnsole} == Results} = ¥ =08

E Listview

] L
General |'In|:uut Daka Binding

el Key: [Employee_findByDeptid resultSetkey [ | tew ke, ..
alternate row color: I | Calor Picker. .
on emphy list: I |
Listview Details Screen: l |z||

c) Select the Cell tab, then click Add to add cell line 0.

d) Select Add in the "Fields for cell line 0" section, then select the
Employee_emp_fname_attribKey key. Click OK.
This maps cell line 0 with the id attribute for the Emp MBO results returned by the
object query.

e) Repeat steps 3 and 4 again for the remaining employee's last name and benefits related
attributes.
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4
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5. Select the Problemsview, and verify there are no errors.

You now have a deployable workflow package that passes the DeptID value to the
findByDeptld object query which returns matching cached results and displays them in the

Results screen.
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Mobile Workflow Development

Mobile Workflows support the occasionally connected user and addresses the replication and
synchronization issues those users present for the back-end system.

A Mobile Workflow application requires an integration module on the server side, which is
implemented by a static set of logic that processes Mobile Workflow-specific metadata to map
keys to and from mobile business object attributes, personalization keys, and parameters. This
integration module processes the notifications identified by matching rules configured for the
server-initiated starting point and also processes the responses sent to the server from the
device.

You can generate Mobile Workflow forms that work on these platforms:
e AppleiOS

« BlackBerry

* Windows Mobile

See the Sybase Unwired Platform Installation Guide for supported version levels.

Tools

The Mobile Workflow Forms Editor
The Mobile Workflow Forms Editor allows you to create the forms that can be assigned to the
devices that have the Sybase Mobile Workflow application installed and that are registered in
Sybase Control Center.

The Mobile Workflow Forms Editor contains these pages:
Introduction

Create a new mobile workflow or double-click an existing one, to open the Introduction page
of the Mobile Workflow Forms Editor. This page is the starting point for designing your
mobile workflow form. You can access help from this page.

Flow Design

The Flow Design page displays an empty canvas if you did not choose any of starting points in
the New Mobile Workflow Forms Editor. If you selected a starting point when creating the
new mobile workflow form, the selected starting point appears.

Use this page to specify how starting points and screens link together. The Palette view on the
right shows available starting points, screens, and connections. You can drag and drop items
from the Palette to the canvas. Screens and starting points that you drag to the Flow Design
canvas appear as icons. Double-click a screen to open the Screen Design page.
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Right-click anywhere in the Flow Design page to open a context menu.
Screen Design

Use this page to design the screen of your mobile workflow form. The Palette view shows the
menu items and controls you can use to design a new screen. Drag controls to design the user
interface.

Setting Mobile Workflow Forms Editor Preferences
Use the Preferences dialog to set the appearance and device preferences for the Mobile
Workflow Forms Editor.

=

Select Window > Preferences.

In the Preferences dialog, select Sybase, Inc. > M obile Development > Mobile
Workflow Forms Editor.

N

Select Flow Design Pageto set the preferences for the Flow Design page.
Select Screen Design Page to set the preferences for the Screen Design page.
Click Apply.

Click OK.

o o M~ W

Mobile Workflow Forms Editor Preferences
Use the Preferences dialog to set the preferences for the Flow Design and Screen Design
pages.

The Mobile Workflow Forms Editor supports two different types of look-and-feel. Select
either:

» Optimize for performance — provides a more basic look-and-feel, which allows better
performance. This means that raw HTML controls are used to the extent possible (for
example, there is no signature or slider control in HTML), with little to no CSS stylization
and JavaScript enhancements to customize the look-and-feel.

« Optimize for appearance — provides a more sophisticated, or native, look-and-feel but may
affect performance.

Note: This option is not available on Windows Mobile platforms.

Preference settings determine the default behavior and style for the Flow Design and Screen
Design pages and their objects. You can change the style and behavior of objects individually
in the Properties view for a selected object. You can set these preferences for the Flow Design
and Screen Design pages:

Preference Description

Appearance Set the color and font preferences for the design-
er.
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Preference Description

Connections When a new connection is created, it follows the
default style defined in the preferences settings.
You can change the style of the connection line
individually in the Flow Design Properties view.

Select the default line style for new connections:

¢ Oblique (default) — the connection lines are
not aligned with the horizontal or vertical axis
and you can create break points anywhere on
the connection line. If you drag the connec-
tion line, a new breakpoint is created at the
drag point and two lines are created.

¢ Rectilinear — the connection line always re-
mains either horizontal or vertical.

Printing Set the general printing preferences.

Rulers and Grid Set the preferences for the ruler and grids:

¢ Ruler options:
e Show rulers for new diagram
¢ Ruler units
¢ Grid options:
e Show grid for new diagrams
e Snap to grid for new diagrams — select if
you want objects in the diagram to stick to
grid lines when they are being moved.
« Snap to shapes for new diagrams
e Grid spacing (in inches)

Starting Points
Starting points specify which screen on the Maobile Workflow a user sees when they perform a

certain action.

Starting points include:

« Client-initiated — this starting point is activated when the user opens the mobile workflow
on the device.

« Activate — this is the starting point that is activated when the user first opens the mobile
workflow application. It does not activate on the second and subsequent times the mobile
workflow application is started. Multiple workflow applications can share the same
Activate starting point. Different workflows can specify an activation key, and workflows
with the same activation key share their activation status. For example, if Workflow A and
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Workflow B both specify an activation key of AB (via the key attribute on the
RequiresActivation tag), when Workflow A gets activated, it also activates Workflow B
such that when Workflow B is invoked for the very first time, its activation screen will not
be displayed.

Note: A mobile workflow application with an Activate starting point is considered to be
successfully activated only if it is closed with a Submit Workflow menu item.
Credential request — this starting point is activated when the mobile workflow application
requires a user name and password and the program does not have one in its cache, or the
values in the cache are no longer valid.

Server-initiated — this starting point is activated when a notification message is sent to the
device that matches the matching rules specified in the mobile workflow application.

Each starting point has a list of keys with which it is associated. View the keys associated with
the starting point in the Properties view for the starting point.

Adding a Starting Point Manually

Every screen must be part of a flow that connects to a starting point.

Note: If you manually create a server-initiated starting point that invokes an object query, the
list key will not have any children. To create the children for the list key, you can use the New
Mobile Workflow Forms creation wizard to create the server-initiated starting point, or you
can drag and drop the mobile business object onto the Flow Design page. Either of these two
methods will create the associated children key for a server-initiated starting point that invokes
an object query. Otherwise, you will have to manually set up the list key's children.

1

From the palette on the Flow Design page, select a starting point, then click on the Flow
Design canvas.

Add a screen to the starting point by either:

« Dragging and dropping a data source, for example, a mobile business object or mobile
business object operation, onto the Flow Design canvas, or

« Selecting an empty screen from the Flow Design palette, then clicking on the Flow
Design page.

Add a connection between the starting point and the screen.

Select File> Save.

You can also automatically create starting points based on selections you make in the New
Mobile Workflow Form wizard when you create a new Mobile Workflow form.

Creating a Server-initiated Starting Point

Create a server-initiated starting point.

Note: Each Mobile Workflow Form package can have only one server-initiated starting point.
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1. Inthe Mobile Development perspective, select File > New > M obile Wor kflow Forms
Editor.

2. Follow the instructions in the New Mobile Workflow Forms Editor wizard:

Field Description

Enter or select the parent folder Select the mobile application project in which
to create the mobile workflow form.

File name Enter a name for the mobile workflow form.
The extension for mobile workflow forms
is .xbw.

Advanced Link the mobile workflow form to an existing

file in the file system.

Link to file in the file system Click Browseto locate the file to which to link
the mobile workflow form. Linked resources
are files or folders that are stored in the file
system outside of the project's location. If you
link a resource to an editor, when you select the
editor, the resource is selected in the Work-
Space Navigator. Conversely, when you select
the resource in the WorkSpace Navigator, the
editor is selected.

3. Click Next.
4. In the Starting Points page, select Respondsto server-driven notifications.

5. In the E-mail Processing wizard, click Search to locate the mobile business object with
which to associate the server-initiated starting point.

6. In the Search for Mobile Business Object wizard, click Search.
7. Select the mobile business object from the list, and click OK.
8. (Optional) Select an Object query and click Next.

Note: Object queries that return result sets are not supported.

9. Enter the contents for a sample notification message, and click Next.

10. Select the text that will serve as the matching rule by right-clicking and selecting Select as
Matching Rule; then click Next.

11. From Extraction Rules, select a parameter, and specify from where the parameter
receives data in the Extraction Rule Properties.

Note: The supported syntax for the regular expression is that used by the C# Match()
methods(s) of the class System.Text.RegularExpressions.Regex.
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Property Description

Field Select the field from the notification message
from which the parameter receives data, for ex-
ample, Subject. Selecting Subject indicates that
the parameter receives data from the subject
line of the notification message.

Start tag Enter or select the text for the start tag regular
expression, for example, " Appr oval Re-
quest\ (".

End tag Enter or select the text for the end tag regular

expression, for example, "\ ) was sent ™.

Format Supports locale-specific parameter extraction.
For example, you can indicate that a given date
parameter will be in the form of YYYY-MM-
DD in the e-mail, and another date parameter
will be in the form of YYYY-DD-MM. This
applies to the DateTime type.

Sample notification field contents The value of the field from the sample notifi-
cation previously specified on the Specify Sam-
ple Notification page of the Notification Pro-
cessing wizard.

Value extracted from sample notification field | The value the start tag and end tag matching
contents rules would arrive at given the sample field
value.

12. Click Finish.

Server-initiated Starting Point Properties
View and configure the server-initiated starting point properties.

General
Select the Server-initiated starting point in the Flow Design page to view and configure its
properties.

Property Description

Mobile business object The mobile business object with which the serv-
er-initiated starting point is associated.
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Property Description

Object query When you define an object query in the mobile
business object associated with the Mobile Work-
flow form, the object query returns the specified
instances of the mobile business object. For ex-
ample, if a travel request to Hawaii is submitted,
the object query returns an instance of that mobile
business object so the approver can review the
travel request details then modify the status and
comment fields for that mobile business object.

Object queries that return multiple instances are
supported, as well as object queries that return
only one instance.

Generate old value keys By default, this is selected, which means when
data is sent, there are two copies sent—one with
the key names you select at design time, and one
with the same names prefixed with "_old." The
keys you selected at design time may get updated
by the application, but the old values will not
unless this option is selected. Those "_old" value
keys may be critical when executing an update or
parent update operation at a later time. If you
unselect this option, old value keys are not gen-
erated.

Jumpstart Launch the Notification Processing wizard,
where you can compose a sample notification
message from which to specify parameter value
extraction rules and matching rules.

Extraction rules Shows the notification extraction rules for the
server-initiated starting point. Select a rule and
click Edit to change the transformation rule.

Keys
Click Keysin the left pane of the Properties view to see the keys that are associated with the
server-initiated starting point.

Property Description

Key name The name of the associated key.

Type The type of the associated key, for example,
string.
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Property Description

Data binding Shows the data source to which the key is bound:

* Mobile business object attribute

* Mobile business object relationship

« MBO object query results
If you select an object query that returns mul-
tiple MBO instances, you can bind the result
set to a Listview control using a key that is of
the list type.

e User-defined

e Extraction rule
If you create a server-initiated starting point
that invokes an object query with a parameter,
this value is extracted from the email message
automatically.

Click New to create a new key.

Select any key and click Edit to edit the infor-
mation for an existing key.

Select a key and click Remove to remove an ex-
isting key.

Parameter Mapping

Use the Parameter Mapping section to bind the parameters (if any) of an operation or object
query to keys or, context data, such as DeviceName, BackEndPassword, BackEndUser, and so
on.

Personalization Key Mappings

If you have a mobile business object with load parameters mapped to session personalization
keys, you can specify values for those personalization keys when you invoke an operation or
object query from the Mobile Workflow package. This can, for example, be useful for loading
only specific data into the consolidated database from large data sources.

Notification Extraction Rules
Notification extractions rules are used to extract parameter values to keys, so you can then map
the parameters to objects, such as keys.

This means that you can extract values from the notification without needing to use them right
away as parameter values. You can instead bind them to controls and display them to the user,
or use them later on in the workflow to submit a create/read/update/delete (CRUD) operation
or object query.
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Notification extraction rules include a regular expression that determines from where in the
notification message the parameter value starts, and another regular expression that
determines from where in the notification message the parameter value ends. Define the
notification extraction rules when you create a server initiated starting point.

Editing Notification Extraction Rules
Edit notification extraction rules in the server-initiated starting point General properties.

1. On the Flow Design page, select the Server-initiated starting point.

2. In the General Properties view, select the notification extraction rule to edit and click
Edit.

3. In the Edit Notification Extraction Rule dialog:

Property Description

Field type Select the field in the notification from which

the parameter value is extracted, for example,

Subject, which indicates the parameter value is
extracted from the subject line of the notifica-
tion message.

Tag before parameter Enter the tag to indicate what to extract from the
beginning of the field's contents, for example,
"Approval Request\(".

Tag after parameter Enter the tag that indicates what to extract from
the end of the field's contents, for example,
"\)was sent".

Format Format uses the C# ParseExact syntax, and ap-

plies to DateTime only. It supports locale-spe-
cific parameter extraction. For example, you
can indicate that a given date parameter will be
in the form of YYYY-MM-DD in the e-mail,
and another date parameter will be in the form
of YYYY-DD-MM. This applies to the Date-
Time type.

Key The key that the value from the notification is
extracted to.

Note: The supported syntax for the regular expression is that used by the C# Match()
methods(s) of the class System.Text.RegularExpressions.Regex.

4. Click OK.
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Editing the Server-initiated Starting Point

Edit the Server-initiated starting point.

1. Inthe Flow Design page, right-click the Server-initiated starting point to edit and select

Edit Server-initiated starting point.

2. Make your changes in the Notification Processing wizard and click Finish.

3. From the main menu, select File > Save.

Adding Matching Rules

Matching rules determine how notification messages are redirected at runtime.

To see the Matching Rules section of the Properties view, verify there are no objects selected

on the Flow Design page.

1. Inthe Properties view, click Matching Rules.

2. Click Add.

3. Inthe matching rules dialog, specify the type and regular expression for the matching rule,

and click OK.

Creating Keys
Create new keys to bind to controls.

1. On the Screen Design page, select the control to which you want to bind the new key.
2. In General Properties, in the Input Data Binding section, click New key.

3. Inthe Key dialog, enter:

Property Description
Name Enter a name for the key.
Type Select the key type.

Sent by server

Select this checkbox to input data binding for
the key.

Input Data Binding

MBO attribute

Select to bind the key to a mobile business ob-
ject (MBO) attribute:

e Name

e Convertto UTC

MBO relationship

Bind the key to an MBO relationship.

MBO object query results

Bind the key to MBO object query results.
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Property Description

Hard coded value When the message is sent by the server to the
client, rather than getting the value of the key
from a source like an MBO attribute, it uses the
fixed value you input.

User defined Bind the key to user-defined data.
Extraction rule This is determined by the extraction rules you
set up.
4. Click OK.
Keys

Keys are unique identifiers within the scope of a workflow application, used when setting or
retrieving a value.

Keys can be bound to the mobile business object (MBO), whether it is to an MBO attribute, an
MBO parameter, an MBO operation parameter, a subscription parameter, an object query, or
an MBO relationship (list type keys only).

Keys can be of the following types:
e string

e int

* double

e decimal

* bool

¢ DateTime

 list — can be bound to relationships, or nothing. Keys of other types cannot be bound to
relationships. List type keys can also be bound to MBO object query results, which returns
multiple objects. List type keys have one or more child keys to which they are bound.

Binding Controls to Keys
Use the Properties view to bind keys to controls.

1. On the Screen Design page, select the control to which you want to bind the key.

2. InGeneral Properties, in the Input Data Binding section, select the key with which to bind
the control from the drop-down list.

3. (Optional) In Default Value, enter a default value for the key.
4. Select File> Save.
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Specifying Values for Session Personalization Keys

If you have a mobile business object with load parameters mapped to session personalization
keys, you can specify values for those personalization keys when you invoke an operation or
object query from the Mobile Workflow package.

This is useful for loading only specific data into the consolidated database (CDB) from large
data sources.

1

Create a mobile business object that has load parameters. (Set the load parameters in the
MBO Properties view, from the Load Parameters tab.)

Create a corresponding session personalization key for each load parameter.
Map each load parameter to the corresponding personalization key.

In the Mobile Workflow Forms Editor, map the personalization keys to the Mobile
Workflow keys for the menu item (in the same way you map parameters to Mobile
Workflow keys).

You can also fill the personalization key values from values extracted from the e-mail
message, depending on from where you are invoking the object query.

Mobile Workflow Controls

Controls are objects that users can interact with to view, enter, or manipulate data.

Supported controls are determined by the selected device. The set of supported controls
depends on the target device platform.

Control Supported Platform

Checkbox

e AppleiOS
e BlackBerry
¢ Windows Mobile Professional

Editbox . Appleios

* BlackBerry

¢ Windows Mobile Professional
Choice . Appleios

e BlackBerry
¢ Windows Mobile Professional
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Control

Supported Platform

Slider

Apple iOS
BlackBerry

Note: When the Optimizefor performance op-
tion is set in preferences, the Slider control is
supported only on BlackBerry.

Signature

Apple iOS
BlackBerry 6.0

HtmlView

Apple iOS
BlackBerry
Windows Mobile Professional

Listview

Apple iOS
BlackBerry
Windows Mobile Professional

AttachmentViewer

Apple iOS
BlackBerry
Windows Mobile Professional

Menu ltems

Menu items function as actions and are associated with mobile business object operations.

Each action in the Mobile Workflow application results in a native menu item being generated
when you generate the files for the Mobile Workflow package. Native menu support is
provided on BlackBerry and Windows Mobile platforms. On the iOS platform, menus are
provided from HTML controls designed to emulate the iPhone navigation bar and toolbar.

» Save screen — closes the current screen, validates the current input and, if validation

succeeds, saves it.

« Cancel screen — discards any changes on the current screen and closes it. No validation

occurs.

« Close workflow — discards any changes on any open screens and closes all open screens.

No validation occurs.
« Open screen — opens a different screen.

« Add - opens a different screen, where you can add a new row to a listview.

« Online request — creates a synchronous call to the server, validates the data input on all
open screens, saves it, sends it to the server and waits for a response from the server before

continuing.
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» Submit workflow — creates an asynchronous call to the server, validates the data input on
all open screens, closes the application, and sends the data to the server. Enter the
confirmation message to submit to the server.

« Select certificate — opens a dialog where the user can choose a certificate to use for the

credentials.

« Add/Update/Delete Key Collection —adds, updates, or deletes a key from a key collection
from a list key bound to a Listview control. These operations are not invoked immediately,
but are instead invoked when a Submit operation is made on the parent MBO to which this
MBO is related. It can be added only to screens that are navigated to as the result of a
Listview details navigation, for example, by clicking a row in a Listview.

Adding a Menu ltem

Add a menu item to the menu.

If you manually create a menu item that invokes an object query, it will automatically create an
output key, which is a list and which has keys that are bound to the attributes of that mobile

business object.

1. On the Screen Design page, from Palette, select M enuitem, then click the Menu box.
2. Select the menu item to configure the properties in the Properties view.

Menu Item Properties

Select the menu item on the Screen Design page to view and configure its properties using the

Properties page.

General

Property Description

Name Enter a valid name for the menu item.
Note: To avoid wrapping of menu item names on
Apple iOS devices, keep the name length to 10 or
fewer characters.

Key Select the key with which to bind the menu item.

Default Select to display the menu item prominently on

the screen.
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Property Description

Type «  Save screen — closes the current screen, vali-
dates the current input and, if validation suc-
ceeds, saves it.

e Cancel screen — discards any changes on the
current screen and closes it. No validation
occurs.

¢ Close workflow — discards any changes on
any open screens and closes all open screens.
No validation occurs.

¢ Open screen — opens a different screen.

¢ Add-opensadifferent screen, where you can
add a new row to a listview.

¢ Online request — creates a synchronous call to
the server, validates the data input on all open
screens, saves it, sends it to the server and
waits for a response from the server before
continuing.

e Submit workflow — creates an asynchronous
call to the server, validates the data input on
all open screens, closes the application, and
sends the data to the server. Enter the confir-
mation message to submit to the server.

e Select certificate — opens a dialog where the
user can choose a certificate to use for the
credentials.

¢ Add/Update/Delete Key Collection — adds,
updates, or deletes a key from a key collection
from a list key bound to a Listview control.
These operations are not invoked immediate-
ly, but are instead invoked when a Submit
operation is made on the parent MBO to
which this MBO is related. It can be added
only to screens that are navigated to as the
result of a Listview details navigation, for
example, by clicking a row in a Listview.

Details You can configure menu item actions in the De-
tails section. The properties available depend on
the action type. See the topics for configuring the
different menu item types for information about
configuring these properties.
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Parameter Mapping

Use the Parameter Mapping section to bind the parameters (if any) of an operation or object
query to keys or, context data, such as DeviceName, BackEndPassword, BackEndUser, and so
on.

Personalization Key Mappings

If you have a mobile business object with load parameters mapped to session personalization
keys, you can specify values for those personalization keys when you invoke an operation or
object query from the Mobile Workflow package. This can, for example, be useful for loading
only specific data into the consolidated database from large data sources.

Output Keys
Lists the keys of which values will be filled by the server and returned to the client. Output keys
are used only with an Online Request menu item type.

Creating a Save, Open, Close, or Cancel Menu Item
Create a menu item that performs a save, open, close, or cancel action on the device
application screens.

Note: The first screen in each mobile workflow form should have a Close or Cancel menu
action assigned to it so that the user can exit from the mobile workflow form on the device. On
a Windows Mobile device, the user can exit by clicking the OK button, but not all devices have
that function.

1. On the Screen Design page, from Palette, click M enuitem, then click the Menu box.
2. Select the menu item to configure the properties in the Properties view.
3. In the Properties view:

Property Description

Name Enter a valid name for the menu item.

Note: To avoid wrapping of menu item names
on Apple iOS devices, keep the name length to
10 or fewer characters.

Key Select the key with which to bind the menu
item.

Default Select to display the menu item prominently on
the screen.
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Property Description
Type Select the type of action the menu item will
perform when selected:

» Save - allows the user to close the current
open screen and save the input made to the
collection of response values to be sent to
the server.

e Close — allows the user to leave the client-
side component no matter which screen the
client-side component currently shows.

e Cancel - allows the user to close the current
open screen without performing any data
validation. The cancel action type immedi-
ately navigates the user back to the under-
lying screen.

* Open - indicates the screen to be opened
with a GoTo connection. The Open type
menu item must be associated with a screen
on the Flow Design.

Screen This field appears in the Details section only if
the menu item type is Open. Select the screen
that will open from the GoTo connection.

4. Select File > Save.

Creating a Submit Workflow Menu Item

A Submit Workflow menu item, allows the user to update, delete, or create data even when not
connected to the network. When the user connects, data is automatically sent and received.

The submit menu item of the first screen in a mobile workflow form must be associated with a
mobile business object (MBO) operation or an object query.

If the user has multiple screens open at the time of the submit execution, and one of the
underlying screens fails validation, the user is prompted with the configured warning message

and the submit process stops.

1. From the palette on the Screen Design page, click M enuitem, then click the Menu box.
2. From the Properties view, select the menu item for which to configure the properties.
3. In the Properties view, configure the properties for the submit menu item:
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Property Description

Name Enter a valid name for the menu item.
Note: To avoid wrapping of menu item names
on Apple iOS devices, keep the name length to
10 or fewer characters.

Key Select the key with which to bind the submit
menu item.

Default Select to display the menu item prominently on
the screen.

Type Select Submit Workflow.

4. If the menu item is an operation associated with a mobile business object, you can

configure these properties in Details:

Property

Description

Mobile business object

The MBO with which the menu item is associ-
ated. Click Search to locate the MBO.

Invoke parent update

No changes are made to the parent MBO, but
the appropriate operations (create, update, de-
lete) are performed on its descendants.

Invoke operation

Invoke the selected MBO operation with which
the menu item is associated.

Select the operation from the list, which is
populated when you select the MBO.

Invoke object query

Invoke the object query from the menu item.

Generate old value keys

By default, this is selected, which means when
datais sent, there are two copies sent—one with
the key names you select at design time, and one
with the same names prefixed with " _old." The
keys you selected at design time may get up-
dated by the application, but the old values will
not unless this option is selected. Those "_old"
value keys may be critical when executing an
update or parent update operation at a later
time. If you unselect this option, old value keys
are not generated.

Submit confirmation message

(Optional) Enter text to show in a message box
on the screen when the submit operation fin-
ishes successfully.
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Property Description

Resubmit confirmation message (Optional) Enter text to show in a message box
on the screen when the submit was not success-
ful and thus must be resubmitted.

5. Select File > Save.

Creating an Online Request Menu Item

Create an online request menu item for synchronous calls to Unwired Server, which means the
device client waits for a response from the server.

1. From the palette on the Screen Design page, click M enuitem, then click the Menu box.

2. In the Properties view, select the menu item for which to configure the properties.
3. In the Properties view, configure the properties for the online request menu item:

Property Description

Name Enter a valid name for the menu item.

Note: To avoid wrapping of menu item names
on Apple iOS devices, keep the name length to
10 or fewer characters.

Key Select the key with which to bind the online
request menu item.

Default Select to display the menu item prominently on
the screen.

Type Select Online Request.

4. If the menu item is an operation associated with a mobile business object (MBO), you can
configure these properties in the Details section:

Property Description

Mobile business object The MBO with which the menu item is associ-
ated. Click Search to locate the MBO.

Invoke parent update No changes are made to the parent MBO, but
the appropriate operations (create, update, de-
lete) are performed on its descendants.
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Property

Description

Invoke operation

Invoke the selected MBO operation with which
the menu item is associated.

Select the operation from the list, which is
populated when you select the MBO.

Invoke object query

Invoke the object query from the menu item.

Generate old value keys

By default, this is selected, which means old
value keys are generated. If you need the old
value keys for update or parent update opera-
tions, you should leave this selected. If you un-
select it, old value keys will not be generated.

Submit error message

Enter the message the user sees if there is an
error during the submit operation.

When an operation is invoked, the user can re-
ceive any error messages that may occur on the
client application. The error messages are a
single key of the List type, with a single key of
the String type as its child. Each child instance
corresponds to an error message.

Timeout

Enter the allowed amount of time, in seconds, to
wait for the server to respond before timing out
and giving an error message.

On device cache timeout

Represents the time, in seconds, that query re-
sults are cached on the device. If the same query
is made with the same parameter values within
the specified timeout, the results are pulled
from the device cache and no call to the server is
made.

Success screen

The screen to go to upon successful communi-
cation with the server.

Error screen

The screen to go to if there is an error when
submitting the data to the server.

Click GenerateError Screen to automatically
generate error screens.

5. (Optional) Click Parameter M appings to define the keys to map to parameters.

You see the parameters defined for the MBO and used to generate the object query. In
addition to Key, you can map parameters to BackEndPassword, BackEndUser, Deviceld,
DeviceName, DeviceType, UserName, Messageld, ModuleName, ModuleVersion, and

Queueld.

52

Sybase Unwired Platform



Mobile Workflow Development

6. (Optional) Click Personalization Key Mappingsto select a personalization key and the
key to which it maps.

You can also fill the personalization key values from values extracted from the notification,
depending on from where you are invoking the object query.

7. (Optional) Click Output Keysto view the keys that will be created and populated based on
the selected action.

8. Select File > Save.

Creating a Key Collection Menu Item
Create and configure a Key Collection menu item.

1. Inthe Screen Design page, from the palette, click Menuitem, then click the Menu box.
2. Click the menu item to select it and configure the properties in the Properties view.
3. In the Properties view:

Property Description

Name Enter a valid name for the menu item.

Note: To avoid wrapping of menu item names
on Apple iOS devices, keep the name length to
10 or fewer characters.

Key Select the key with which to bind the key col-
lection menu item.

Default Select to display the menu item prominently on
the screen.

Type Select one of these types:

« Add Key Collection
e Update Key Collection
* Delete Key Collection

4, fthe menu item is an operation associated with a mobile business object, configure these
properties in Details.

Property Description

Mobile business object The mobile business object with which the
menu item is associated. Click Search to locate
the mobile business object with which to asso-
ciate the menu item.

Invoke parent update No changes are made to the parent MBO, but
the appropriate operations (create, update, de-
lete) are performed on its descendants.
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Property

Description

Invoke operation

The mobile business object operation with
which the menu item is associated. Select the
operation from the list, which is populated
when you select the mobile business object.

Invoke object query

Invoke the object query from the menu item.

Generate old value keys

By default, this is selected, so that old value
keys are generated. If you need the old value
keys for update or parent update operations,
leave this selected. If you unselect it, old value
keys are not generated, which results in a much
smaller message, which improves perform-
ance.

ListView

Select the Listview from the drop-down list.

5. Select File> Save.

Configuring Parameter Mappings

Configure mapping between parameters and keys or context data.

Parameter mappings for the selected operation or object query are shown in the Properties

view.

1. In the Properties view for the menu item, select the Parameter s M apping tab.

2. Click Add to map a key or context data, such as BackEndUser, BackEndPassword,
DeviceName, UserName, MessagelD, and so on to a parameter.

3. Select a key, and click Edit to edit mapping between a parameter and a key or context

data.

4. Selectakey and click Deleteto delete existing mapping between a key or context data and

a parameter.

Connections

Use connections to connect screens with actions in the Flow Design.

Connection actions describe the navigation direction the screen should go after the user
performs an action, cancels an action, or uses a control. Alert actions use actions defined in the

Flow Design.

Note: You can use only one connection of each type from a given source screen, except for the
GoTo and Operation Success connection types. You can have as many Operation Success
connections on a source screen as you have synchronous operations on the source screen. You
can have as many GoTo connection types as you want to on a source screen.
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Screens and Navigations
Navigations represent transitions from a starting point to a screen, or from one screen to
another.

New screens are opened when the user clicks a menu item or a row in a Listview control.
Screens can also be opened upon success or failure of an operation.

Screens series are designed from a starting point. Screens appear one at a time on the device.
Screens are opened on a stack, and closed in the reverse order in which they were added. Each
screen contains one or more controls.

Adding and Configuring the AttachmentViewer
The AttachmentViewer control allows you to download and view attachments.

1. Inthe Mobile Workflow Forms Editor, select Screen Design > Palette > Controls.
2. Click AttachmentViewer and then click on the screen.
3. Configure the Attachment Viewer from the Properties view:

a) Select the AttachmentViewer control.

b) Click the Properties tab.
If you do not see the Properties tab, right-click anywhere in the Screen Design page,
and select Show Properties View.

c) Click General in the left pane to configure the general properties for the

AttachmentViewer.
The AttachmentViewer control can be bound to data in one of two ways:
o Keys, or
e Object queries
Property Description
Label e Label — enter the text that describes the

control on the user interface.
e Label position — the position of the label
in relation to the control it describes.
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Property Description

Input data binding Select the key with which to bind the Attach-
mentViewer control, or click New key to cre-
ate a new key. The key represents a binary
attribute, which will be the contents of the
attachment.
¢ Key - the unique identifier within the
scope of the workflow form, used when
setting or retrieving a value.
Click New key to create a new key for the

control.
» Default value — default value for the con-
trol.
Read-only Select to make the control read-only.
Content The other way you can bind the Attachment-

Viewer to data is by using an object query and

mapping the parameters of the object query to

keys. Indicate which binary attribute of the

object query corresponds to the contents of

the attachment.

* Use object query —select to invoke a
specified object query.

« Mobile business object — select the
mobile business object that contains
the object query to invoke

¢ Object query — specify the object
query to invoke

e Attribute —specify the binary attrib-
ute value that corresponds to the at-
tachment contents

e MIME type key — mime type for attach-
ments that are supported, for example,

*.doc, *.xIs and so on

e File name — name of the file
*  File size —size of the file

Note: Attachments requested on demand
are limited to 5MB after Base64 encod-

ing.

4. (Optional) Click Parameter M appingsto bind the parameters (if any) of an operation or
object query to keys or, context data, such as DeviceName, BackEndPassword,
BackEndUser, and so on

5. (Optional) Click Personalization Key Mappings if you have a mobile business object with
load parameters mapped to session personalization keys, and want to specify values for
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those personalization keys when you invoke an operation or object query from the Mobile
Workflow package.

This can be useful for loading only specific data into the consolidated database from large
data sources.

6. Select File > Save.

Supported Attachment Types
This shows which device platforms support which attachment file type.

Device platform File types

iPhone *jpg, *.jpeg, *.png, *.tif, * tiff, *.gif, *.doc,
*.docx, *.xls, *.xlIsx, *.ppt, *.pptx, *.pdf, *.htm,
*.html, *.txt

BlackBerry *.gif, *.jpg, *.png, *.bmp, *.txt, *.html

Installing an attachment viewer like Documents
To Go Premium Edition allows you to view add-
tional file types, such as *.pdf, *.doc, *.xls,
*Xxlsx, *.ppt, and *.pptx.

Windows Mobile *.doc, *.xls, *.xlsx, *.ppt, *.pptx, *.gif, *.jpg,
*.png, *.bmp, *.txt, *.html. *.mp3

PDF support requires the user to install a PDF
viewer on the device.

AttachmentViewer Limitations
There are some limitations on the size of the attachments that you can include as part of the
Mobile Workflow message.

These limitations vary by platform.

Platform Size limit

BlackBerry 5.0 The maximum size of a JavaScript variable is
500Kb, which means that the maximum size of
attachment included as part of a Mobile Work-
flow message must be less than that. Keep in mind
that you have to include the rest of the Mobile
Workflow message, in addition to the attachment
contents, and also include allowances for an in-
crease in the size of the attachment when it is
Base64-encoded to allow it to be included in the
XML message.
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Platform Size limit

Windows Mobile The maximum size of a JavaScript variable for
Windows Mobile is 2MB, which allows for more
memory. Warning messages are shown if the
script continues for a long time, and it can also run
out of memory.

i0S Large attachments can produce longer processing
times.

Mobile Workflow Data Change Notification

Mobile Workflow data change notification (DCN) requests enable you to process the general
DCN request and send notification to the device to keep the Mobile Workflow in sync with the
back-end server when a change to the back-end server is made.

A typical scenario might look like this:

2. Send Mobile Workflow DCH request

- Backend

4. Send the natification to the Unwired Server > Server
device quaue (repast) 5. DCN response result

A

3. Refresh CDB (optional) 1. Data change
Device ¥
Coensolidated
database (CDB) Customer

All DCN commands support both GET and POST methods. The EIS developer creates and
sends a DCN to Unwired Server through HTTP GET or POST operations. The portion of the
DCN command parameters that come after htt p: / / host : 8000/ dcn/

Ht t pAut hDCNSer vl et , canall be in POST; any var=name can be in either the URL (GET)
or inthe POST. The HTTP POST method is more secure than HTTP GET methods; therefore,
Sybase recommends that you include the authenticate.password parameter in the POST
method, as well as any sensitive data provided for attributes and parameters.

Mobile Workflow DCN format
The Mobile workflow DCN request is a JSON string consisting of these fields:
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1. Operation name(op) :upsert — the message must contain name/value pairs for every
required attribute, and the name must exactly match the MBO attribute name.
:delete — provide only the name/value pairs for the primary key column(s).
These operations respectively insert or update, or delete arow in the CDB. Calling either of
these operations does not trigger any other refresh action.

2. Message ID (id) of the Mobile Workflow — used for correlation (a :delete for a previously
submitted request with :upsert is possible)

3. Username (to) —the Sybase Unwired Platform user name. For the user to be recognized by
the Workflow DCN mechanism, the device user should first have established
communication using the activation mechanism in Sybase Control Center.

Note: The "To" field must match the SUP user name—it is not the user name that is used
for registering the device.

Subject (subject) — subject of the Mobile Workflow message.

Originator <from> — who the Mobile Workflow message is from.

Body of the workflow message <body> — it can embed customized information.
<received> — received time of the Mobile Workflow message.

<read> — whether the Mobile Workflow message is read.

. <priority> — whether the Mobile Workflow message has a high priority.

10 List of dcn request <data> — JSON format string.

© o N O A

Example DCN request in JSON format:

{
"op":":upsert",
"id":"WD123",

" " SUPAdnMi n",

"subject":"Trip request approval required",
"froni':"user321",

"body":"This is a message just used to do a test"”,
"recei ved": "2009- 03-29T10: 07: 45+05: 00",
"read": fal se,
"priority":true,

"data":
[
{Ilidll: lllll’
<general dcn request>
}
{I.I.i. dll : n 4II ,
< general dcn request>
}
]
}

Mobile Workflow DCN request flow

When the Mobile Workflow DCN request is received, Unwired Server gets the cmd value
from the request first. If the value of cmd is wrthe DCN request is a Mobile Workflow DCN
request. The flow of the Mobile Workflow DCN request is as follows:
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Unwired Server invokes preProcessFilter if the DCN filter is specified.

Unwired Server receives a raw HTTP POST body to generate and return a Mobile
Workflow DCN request message object.

The JSON format string is parsed into a Mobile Workflow DCN request object.

The DCN request in the Mobile Workflow message object is parsed and any of them within
the scope of a single transaction per DCN request object in the array are executed. Results
are recorded for a report after completing the Mobile Workflow DCN request.

From the CDB, the server looks up all users assigned to the indicated Mobile Workflow
package in the “to” attribute of the Mobile Workflow message, then matches them with the
receiver list.

For every receiver, the server generates multiple Mobile Workflow messages (all Mobile
Workflow messages are created within one transaction), one per device identified (one
user might have multiple devices), and then sends them to the JIMS queues.

The lookup of the logical id is performed by combining the username in the “to” list to the
“securityProfile” specified in the HTTP POST REQUEST URL parameter list.

If any errors occur instep 4, step 5 is not executed. Ifany errors occur in step 5, step 5 is not
committed. If any errors occur in either of those steps, an HTTP 500 error is received.
Unwired Server invokes the postProcessFilter, if specified.

If no errors occur, the server returns success to the caller HTTP 200 with the body of the
JSON string (or any opaque data returned from the postProcessFilter) of the Mobile
Workflow DCN Result. Otherwise, the server returns an HTTP 500 error with the body of
the JSON log records.

Mobile Workflow Data Change Notification Development Life Cycle

To use a DCN with the Mobile Workflow package:

w N

N o g M

Develop the Sybase Unwired Platform package and deploy it to Unwired Server.
Develop the Mobile Workflow form associated with the back-end database.

Log into Sybase Control Center and deploy the Mobile Workflow Package to Unwired
Server.

Assign the Mobile Workflow package to a device.

Run the Mobile Workflow package on the device and subscribe.

Write the DCN request to update the back-end database.

Generate a Mobile Workflow request in the JavaScript Object Notation (JSON) data
format. This request can include one, or many, general DCN requests.

Invoke the Mobile Workflow DCN servlet in one of two ways—HTTP authentication or
non HTTP authentication.

Process the HT TP response. If the response code is 200, the Mobile Workflow DCN result
can be read from the HTTP response, for example:

int returnCode = con. get ResponseCode();
if (returnCode != 200)
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String rspErrorMsg = "Error getting response fromthe
server (error code "+ returnCode + ")";
t hr ow new Adnmi nExcepti on( Adm nExcepti on. Type. SERVER ERROR,
r spError Msg) ;
}

el se

in = new BufferedReader (new I nput StreanReader (con
.getlnput Strean(), "UTF-8"));
String line;
while ((line = in.readLine()) !'= null) {
xm Response. append(|l i ne). append("\n");
}

Systemout. println("xm Response: " + xm Response);

10. Verify the Mobile Workflow DCN request:

a) Check the CDB to verify it has been refreshed.

b) If the operation of the Mobile Workflow DCN request is "upsert,” check the device to
see if there is a new notification, or if the notification has been updated.

c) Ifthe operation of the request is *“:delete,” verify on the device that the notification was
deleted.

Mobile Workflow DCN Request using HTTP Authentication

If you do not want to use URL parameters to send login and password information, you can
send the information to the HTTP server as part of the HTTP request header.

The DCN request messages can also be sent as HTTP POST data. The URL of an HTTP
authentication Mobile Workflow DCN request is:
http://host: 8000/ dcn/ Htt pAut hDCNSer vl et ?

crmd=wf &securi ty=adni n&domai n=def aul t &dcn_fi | t er =aa. bb
[ post dat a]

The [post data] is the content of the Mobile Workflow request.

Mobile Workflow DCN request using HTTP authentication:

URL url = new URL("http://<host>: 8000/ dcn/ Htt pAut hDCNSer vl et ?
cmd=wf &security=defaul t");

Ht t pURLConnecti on huc = (H t pURLConnecti on)
url . openConnection();

huc. set DoCQut put (true);

huc. set Request Met hod( " POST") ;

final String login = "supAdmi n";

final String pwd = "s3pAdm n";

Aut henti cat or. set Def aul t (new Aut henti cat or ()

{
prot ect ed Passwor dAut henti cati on
get Passwor dAut hent i cati on()

{
return new Passwor dAut henti cati on(l ogi n,
pwd. t oChar Array());
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1)

StringBuffer sb = new StringBuffer();
sb. append(w dcn_request) ;

Qut put Stream os = huc. get Qut put Streamn() ;
os.wite(sb.toString().getBytes());

os. cl ose();

Non HTTP Authentication Workflow DCN Request

You can also sent the Mobile Workflow DCN request in a non HTTP authentication way.

The URL is:

http:// host: 8000/ dcn/ DCNSer vl et ?
cnmd=wf &ecurit y=adm n&omai n=def aul t &user nane=supAdm n&passwor d=s3p
Adm n&dcn_filter=aa. bb&dcn_r equest =<wf r equest dat a>

Implementing the Data Change Notification Filter Class

Write and deploy preprocess and postprocess Mobile Workflow data change notification
(DCN) filters to Unwired Server.

A system classloader is used to load the DCN filter class for the Mobile Workflow. To use a
DCN filter class, jar the class file and put the jar file under the following folder.

1. Package your DCN filter class in a JAR file.

2. Placethe JARfilein<Unwi redPl atform InstalIDir>\Unwired Pl atform
\ Servers\ Unwi red Server\lib\ext.

3. Atacommand prompt, run: <Unwi r edPl at form_I nstal | Di r >\ Unwi r ed
Pl at f orml Server s\ Unwi red Server\bi n\ confi gure-ms. bat
<host nane>.

Mobile Workflow DCN Request Response

After processing of the Mobile Workflow DCN request, Unwired Server sends the response to
notify the caller whether the request was processed successfully.

The response includes two parts:

1. The result of processing the Mobile Workflow request.
2. The result of processing the general DCN requests.

The response is also in a JSON format string:

<wf dcn result>
"result":

[

<general dcn result>

{
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<general dcn result>
}
]
}

An example response is:

lli dll: " 1"’
"success": fal se
"statusMessage":"there is error in processing dcn",
"result":

[

{
idUot1t,
"success": true,
"statusMessage":""
-
{
idUit2n,
"success": fal se,
"stat usMessage": "bad nmsg2"
}
]
}

Security

Set up static or dynamic authentication, and configure the Mobile Workflow application to use
credentials.

Credentials
You can use either dynamic or static credentials in a mobile workflow form.

See the Developer Guide for Mobile Workflow Packagesand System Administrationfor more
detailed information about implementing security and certificates.

The user name and password values are required when the mobile workflow application
invokes a mobile business object operation. These authentication values can be provided
statically (at design time), or dynamically (by the user at runtime).

Dynamic credentials mean that the user sets the user name and password on a screen that is
pointed to by the credential request starting point. The text fields must have the corresponding
Credential Cache User Name and Password checkbox checked to indicate the value is to be
used to provide the user name and password on the client. When the user logs in, the
credentials are authenticated using the stored credentials.

Note: If an e-mail triggered workflow form has dynamic cached credentials, the cached
credentials are not cached between invocations of the workflow form through an email trigger.
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Static credentials mean that everyone who has access to the resource uses the same user name
and password. By default, static credentials are used. The static credential user name and
password for the mobile workflow application can be extracted from the selected Sybase
Unwired Platform profile user name and password when the mobile workflow application is
generated, or they can be hard-coded using the Properties view. After deployment, you can
change static credentials in the Sybase Control Center.

The application can also have a credential screen (Credential Request) that appears if the
mobile workflow application detects that the cached credentials are empty or incorrect.

Setting Up Static Authentication
With static authentication, everyone who has access to the resource uses the same user name
and password.

Set up static credentials in the Authentication section of the Properties tab. To see the
Properties page, verify there are no objects selected on the Flow Design page.

1. Inthe Properties view, click Authentication.
2. Select Use static credentials.
3. Select from these options:

» Use SUP Server connection profile authentication —selected by default. When the code
is generated for the mobile workflow application, the user name and password
associated with the SUP connection profile are used.

* Use hard-coded credentials — sets the user name and password. When you select this
option, the User name and Password fields are activated.

« Use certificate-based credentials — when you select this option, you can use a
certificate to generate authentication credentials.

4. (Optional) If you selected the Use hard-coded credentials option in the previous step,
enter the User name and Password that are to be used for authentication.

5. Select File > Save.

Setting Up Static Authentication Using a Certificate
Set up static authentication credentials generated from a certificate.

1. Inthe Properties view, click Authentication.
2. Select Use static credentials and Use certificate-based credentials.

3. Click Generatefrom Certificateto select a certificate file from which to generate
authentication.

4. In the Certificate Picker, click Browse to locate the certificate to use.
5. Enter a password and select an alias, then click OK.

The information from the certificate is shown in the Properties view.
* Issuer — the issuer of the certificate
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« Subject-the value of the subject field in the metadata of the certificate as defined in the
X.509 standard

« Valid from — the date the certificate is valid from

» Valid to — the date the certificate is valid to

6. Select File > Save.

Setting Up Dynamic Authentication
Use dynamic authentication when you want the user to set the name and password on the
client.

You can create the Credential Request starting point with a Credential screen automatically
when you initially create a new mobile workflow, or you can create the Credential Request
starting point and associated screen manually. This procedure shows how to create the
Credential Request starting point automatically when you create a new mobile workflow.

1. Inthe Mobile Development perspective, select File > New > M obile Wor kflow Forms
Editor.

2. Follow the instructions in the New Mobile Workflow Forms Editor wizard:

Field Description

Enter or select the parent folder Select the mobile application project in which
to create the mobile workflow form.

File name Enter a name for the mobile workflow form.
The extension for mobile workflow forms
is .xbw.

Advanced Link the mobile workflow form to an existing

file in the file system.

Link to file in the file system Click Browseto locate the file to which to link
the mobile workflow form. Linked resources
are files or folders that are stored in the file
system outside of the project's location. If you
link a resource to an editor, when you select the
editor, the resource is selected in the Work-
Space Navigator. Conversely, when you select
the resource in the WorkSpace Navigator, the
editor is selected.

3. In the Starting Points page, select Credentials (authentication) may be requested
dynamically from the client application.

4. Continue with the New Mobile Workflow wizard as appropriate to create the type of
mobile workflow application you want to create. Click Finish.

5. When the Mobile Workflow Forms Editor opens, click Flow Design.

The Credential Request starting point and its associated Credential Request screen appear
on the Flow Design page.
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Select the Credential Request starting point. You see the two pre-defined keys
(cc_username and cc_password) in the Properties view.

Double-click the Credential Request screen to go to the Screen Design page.

Two editbox controls, which are bound to the pre-defined cc_username and cc_password
keys appear on the screen.

Select the Usernameeditbox, then click Advanced on the left side of the Properties view.

The Username editbox has the Credential cacheusernamecheckbox selected. Select the
Password editbox and note that is has the Credential cache passwor d checkbox checked.

If you create a Credential Request starting point and screen manually, you must add the
editbox controls, create the keys for the username and password, and check the
corresponding Credential cache username or password box.

(Optional) To use certificate-based authentication instead of the user name and password:
a) Add a Menultem to the Menu box.

b) Select the Menultem to see the Properties.

c) In the Properties view, from Type, choose Select Certificate.

When the user selects the menu item on the device, a dialog is opened that allows the
user to select a certificate to use for credentials.

Select File > Save.

The first time the mobile workflow is started following deployment, the credential screen
is shown. The username and password values are then cached in the credential cache.

Note: If an e-mail triggered workflow form has dynamic cached credentials, the cached
credentials are not cached between invocations of the workflow form through an email
trigger.

Configuring the Workflow Application to Use Credentials

Configure a Mobile Workflow application to pass user credentials, which are authenticated by
Unwired Server and the EIS.

Configuring the Workflow Application to Use X.509 Credentials

Add a screen that contains a Specify Certificate Credentials menu item to the Credential
Request starting point from which a workflow application user selects a certificate to gain
access to the MBO and related resources.

1

In the Mobile Workflow Forms Editor, add a Credential Request starting point to the
workflow application.

Add a screen named Credentialsand connect it to the Credential Request starting point.

Double-click Credentialsto open it in the Screen Design. Add a Select Certificatemenu
item of the Submit Workflow type.
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On the device, the Specify Certificate Credentials action prompts the user for a *.p12
certificate and passes it to Unwired Server for validation.

4. Add a Client-initiated starting point to which you add screens that contain the Submit
menu items used to run MBO operations and object queries, return and display results, and
so on. These actions all use the same credentials created in the previous steps.

Credential Request

Client-initiated

Configuring the Workflow Application to Use Static X.509 Credentials

When using static credentials, the workflow application does not prompt the user for
credentials, instead it passes the credentials to Unwired Server automatically and displays the
workflow application's start screen.

1. Remove the Credential Request starting point and screen from the workflow application
(so the client is no longer prompted for credentials).

From Flow Design, select Authentication, Use static credentials, and Use certificate-
based credentials.

Click Generate from Certificate.

Browse to the location of the *. p12 certificate file.

Enter the certificate's password, select the alias and click OK.

Save and regenerate the Mobile Workflow package, and reassign it to a device.

N

o ok~ w
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Propagating a Client's Credentials to the Back-end Data Source

Use client credentials to establish enterprise information system (EIS) connections on the
client's behalf for all data source types.

To use client credentials, map an EIS connection's username and password properties to
system-defined "username" and "password" personalization keys respectively. This creates a
new connection for each client and the connection is established for each request (no
connection pooling.)

1

During development of the mobile business object MBO/operation, from the data source
definition page (available either in the Creation wizard or from the Properties view), in the
Runtime Data Sour ce Credential section (or HT TP Basic Authentication section for a
Web Service MBO), enter the client credentials in the User name and Password fields. The
runtime data source credential values (user name and password) that Unwired WorkSpace
uses for refresh or preview operations is taken in this order:

a) Any literal value entered in the User name and Password fields.

b) User-defined personalization keys that have non-empty default values.

¢) User name and password property values contained in the connection profile.
During deployment of the package that contains such MBOs, map the design-time
connection profiles to the existing or new server connections, but be aware that the
username and password portions for the selected server connection is replaced by the
username and password propagated from the device application.

Note:

« Do not set client credentials using the Runtime Data Source Credential option for
MBO's that belong to a cache group that uses a Scheduled policy, since this is
unsupported.

* Ingeneral, a MBO operation that uses data source credential settings as connection
properties cannot have these settings mapped to an enterprise information system
(EIS) during deployment. Instead, they maintain their original settings, which you can
map after deployment using Sybase Control Center (SCC).

Configuring a Workflow Application to Use SSO2 Tokens

Configure a Credential Request starting point from which a workflow application user can
pass a user name and password to gain access to the MBO and related resources.

1

In the Mobile Workflow Forms Editor, add a Credential Request starting point to the
workflow application.

Add two keys to the Credential Request named cc_user nane and cc_passwor d.

Add a screen named Cr edent i al s and connect it to the Credential Request starting
point.
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(redential Request

4] |
Introduction | Flow Design | Screen Design|

=l properties £2 = Cnnsole} = Results}

{® Credential Request

— ke Mame |T pe |

Keys :
CC_USErname string
cC_passwiord skring

4. Double-click Credentialsto openitin the Screen Design. Add a Submit Wor kflow menu
item to the Menu, and two edit boxes (User name and Passwor d).
The Submit menu item passes the User name and Passwor d entered by the workflow
application user to Unwired Server.

5. Add a Client-initiated starting point to which you add screens that contain the Submit
menu items used to run MBO operations and object queries, return and display results, and
so on. These actions all use the same credentials created in the previous steps.

Developer Guide for Mobile Workflow Packages 69



Mobile Workflow Development

Credential Request

rrrrrr

Client-initiated

_UrrencyD

LLLLLL

Configuring the Workflow Application to Use a Static SSO2 Token

When using static credentials, the workflow application does not prompt the user for
credentials, instead it passes the credentials to Unwired Server automatically and displays the
workflow application's start screen.

1. Remove the Credential Request starting point and screen from the workflow application
(so the client is no longer prompted for credentials).

2. From Flow Design, select Authentication, Use static credentials, and Use hard-coded
credentials. Enter a user name and passwor d that corresponds to those defined in
Sybase Control Center for the server connection (for example: snctest/snctest).

1 Properties &3 = Consnlew =l sqL Results}
2 Application
r—Authentication
General
= . .
Rulars & Grid Use static credentials
Localization {0 Use SUP Server connection profile authentication
Makching Rules @ Use hard-coded credentials
Authentication Username: | snckest
Passward: |uuu.

3. Save and regenerate the workflow package, and reassign it to a device.
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Modify Certificate Information for Workflow Packages

You can replace the workflow package certificate using either Sybase Control Center or the
SUPMobileWorkflow.replaceMobileWorkflowCertificate() API. To replace a certificate, you
must have access to the certificate file and password.

Replacing the Mobile Workflow Certificate Through Sybase Control Center
Set or modify the context variable certificate settings for a workflow package from Sybase
Control Center.

The workflow certificate password context variable is read-only, and can be modified only by
using the SUPMobi | eWor kf | ow. r epl aceMbbi | eWor kfl owCertificate()
method.

1. From Sybase Control Center, navigate to Workflows> WorkflowName, where
WorkflowName is the name of the workflow package.

2. On the Context Variables tab, verify that SupUser and SupPasswor d contain valid
credentials for the specified security configuration, for workflow packages that do not use
certificate-based authentication.

3. For workflow packages that use certificate based authentication, you can view these
context variables:

e SupCertificatelssuer

« SupCertificateSubject
e SupCertificateNotAfter
« SupCertificateNotBefore

Replacing the Mobile Workflow Certificate Using the Admin API
Use the SUPMobileWorkflow.replaceMobileWorkflowCertificate() method to set or modify
the certificate password context variable for the workflow package.

I nput Stream i s = wor kf | owRL. get Resour ceAsSt r ean( " sybasel01. p12");
Byt eArr ayQut put St ream baos = new Byt eArrayQut put Strean() ;
byte[] buf = new byte[512];
int count;
while ((count = is.read(buf)) !'=-1) {
baos. wite(buf, 0, count);

is.close();

baos. fl ush();

baos. cl ose();

Mobi | eWor kf | owl DVO wor kfl owl D = new Mbi | eWor kf | owl DVQ() ;
wor kf | owl D. set WD(4) ;

wor kf | ow D. set Versi on(1);

wor kf | ow. repl aceMbbi | eWor kfl owCerti fi cat e(wor kfl owl D,
baos. toByteArray(), "password");
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Localization and Internationalization

You can localize different objects in the Mobile Workflow Forms Editor, such as the names of
screen controls, screens, and mobile business objects.

You can localize the mobile workflow by creating locale properties files. You can then load,
update, and generate localized mobile workflow applications.

All the localizable strings in the Mobile Workflow Forms Editor XML model work as resource
keys in the localization properties file. All the localization properties files are in the same
directory as the Mobile Workflow packages (. xbwfiles).

Resource keys are divided into these categories, which include all the elements of the Mobile
Workflow Forms Editor XML model:

*  Menus
* Controls
e Screens

Localization consists of two levels of localization—the Mobile Workflow Forms Editor XML
model localization and the Mobile Workflow client localization.

Note: Localization is not currently supported for the iPhone or iPad simulators.

All locale properties files are saved in the same directory as the Mobile Workflow package.

Localization Limitations
Some restrictions for the locale properties files apply:

» Mobile workflow applications that have names that begin with numbers or special
characters cannot be localized; you will receive an error when you generate the code. Make
sure that any mobile workflow you want to localize does not have a file name that begins
with a number or special character.

« When you specify a country for the language, the basic language locale must also be
available. For example, if you create a locale and specify English as the language and the
United States as the country, then a locale for English (the basic language) must also be
available.

» Ifyou create a locale that specifies language, country, and variant, the locale for the basic
language and the locale for the basic language and the country must be available. For
example, if you create a locale and specify English as the language, United States as the
country, and WIN as the variant, then English (United States) and English locales must
also be available.

» The language code must be a 2-letter code, and the country code can be either a 2-letter or
3-letter code.

» If you specify a variant, the country code must be a 2-letter code.
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Localizing a Mobile Workflow Package

Use the Mobile Workflow Forms Editor to complete these tasks to localize Mobile Workflow
packages (.xbw files).

Changing the Encoding Type
Change the encoding type in Preferences.

If you manually localize the locale properties file using an external editor, you must make sure
the file is encoded in ASCI|I, so that the content can be correctly read and converted to
Unicode. The localization file is encoded in standard 1SO-8859-1. All non-ASCII character
values are converted to escaped Unicode hexadecimal values before they are written to the
properties files. Before translating the localization file, select the correct file encoding option,
for example UTF-8.

1. In Sybase Unwired Platform, select Window > Preferences.
2. Expand General > Content Types.
3. Inthe right pane, select, Text > Java PropertiesFile.
4. Inthe File Associations list, select *. properti es(| ocked).
5. In the Default encoding field, change 1SO-8859-1 to UTF-8, and click Update.
% Preferences [
Content Types - -
e vt ® | See B Seooiations? For arsocating sdioes wih Pl bypes.
T odaes are Fonts uederk bapes:
Labed Deporations e Class Pl
ComparePabd CR L
Corbant Typed F AR Mandest Fis
S8 ¥ Jeten Properties Fie
File Accocistion: e Source Fle
S Test Edies Refactoring Hstory Pl
Act ity PRef achoring Mishory Index
Ancagtahons Rt b fies
Hyperinking o |
Linked Mode Word Docurenk
ek, [T
2 e
+ r;tuPEMIW e ansociabions:
::':?:ﬁ'“ .-il.z.n-::hcu.n (e ]
# Securty
® Startug and Shubdowr
Wﬂ:;i:;:tu
) mﬂ.‘:o«#
Linkad Resoiroes
Local Hishory
; :‘:"
# Irstalilpdste
= Java
B Apoaprance
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Creating and Validating a New Locale Properties File
Goal: Create a locale properties file as the default locale.

Prerequisites

You must have an existing Mobile Workflow package before you create the locale properties

file.

Task
When you create a new locale, keep in mind:

g~ WD

When you specify a country for the language, the basic language locale must also be
available. For example, if you create a locale and specify English as the language, then
there must also be a locale for English (the basic language).

If you create a locale that specifies language, country, and variant, the locale for the basic
language and the locale for the basic language and the country must be available. For
example, if you create a locale and specify English as the language, United States as the
country, and WIN as the variant, then English (United States) and English locales must
also be available.

In WorkSpace Navigator, double-click the <nmobi | e_wor kf | ow>. xbwfile to open the
Mobile Workflow Forms Editor.

TS workSpace Navigator 23

-& =
[El-%=F PurchaseOrdersample [Version 1.0]
[#-E2 Mobile Business Obijects
li‘f Data Source References
E-E% Cache Groups
""" [E™ Personalization Keys
----- 2 Roles
[H-E% Synchronization Groups
E-E DB
----- Purchaserder.db
5] PurchaseCrder.log
[ run.bat

------ |E, sample.sql

""" == Deployment

----- |=" Filters

""" = Generated Code
fﬁ}m PurchaseCrder, xbiw

M

Click the Flow Design tab.

Right-click in a blank area on the Flow Design page, and select Show Properties View.
In the Properties view, on the left, click the L ocalization tab.

In the right pane, click New.

74

Sybase Unwired Platform



Mobile Workflow Development

6. Select or enter the information for the new locale, select Automatically create default
locale, and click Finish.

Option Description

Language Select the language.

Country Select the country.

Variant Enter the variant, which is the vendor or brows-

er-specific code. For example, enter "WIN" for
Windows, "MAC" for Macintosh and "POSIX"
for POSIX. If there are two variants, separate
them with an underscore, and put the most im-
portant one first. For example, a Traditional
Spanish collation might construct a locale with
parameters for language, country, and variant
as: "es", "ES", "Traditional_WIN".

Overwrite existing file Overwrite an existing localization file.

Automatically create default locale Automatically create the default locale proper-
ties file. For example, if you specify the lan-
guage as "English" and the country as the
"United States" for a device application called
t est,thenbotht est _en_usS. prop-
ertiesandtest. properti es files
are created.

For example:

* Language - select French.

» Country — select France.

« Variant — enter a value to make this locale file unique from others, for example, WMfor
Windows Mobile.
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+ 4 New Locale H=] E3

Locale Wizard

Create a new locale,

Language: IFrench ﬂ
Counkry: IFrance ﬂ
Wariant: | W]

Locale file: PurchaseOrder_fr_FR_\WM.properties
= overwrite existing file

¥ Automatically create default locale

'@:‘ Finish I Caneel |
L

This locale file is now the default locale file, and will be used when the regional setting of
the device does not match that of any supplied locale file.

7. Inthe Properties view, in the Localization page, select the file to validate and click

Validate.
| Properties &3 s v = 5
Bz application
General default Mew...
Rulers & Grid B Frcnch (Franc )]
Chinese (China, W) Update
Localization
Load
Matching Rules
Authentication Validate

The properties file is scanned and if there are any errors, a dialog appears. Click Yesto
correct the errors automatically; click No to see the errors in the Problems view.
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Editing the Locale Properties File
Goal: Edit the locale properties file.

1. In WorkSpace Navigator, under the Generated Code folder, right-click the locale
properties file you created, and select Open With > Properties File Editor.

2. You can make and save changes to the file in the Properties File editor, for example, you
can replace all the values of the resource keys with Chinese characters.

3. Select File > Save.

The next time you open the locale properties file, notice that all of the ASCII characters
have been changed.

4. Inthe Localization pane, select the localization file you edited, and click L oad.

The elements of the application in the editor are translated into the language you specified
if the localization file passes the loading validation.

Deploying the Mobile Application Project
Goal: Deploy the mobile business objects to Unwired Server.

Prerequisites
Unwired Server must be running.

Task

Use this procedure to deploy any mobile application project you are using.

1. In WorkSpace Navigator, right-click the <mobile_application_project> folder, and
select Deploy Project.

T WorkSpace Mavigakor 23 = ﬁl
I

AI

-z g arnple [ =

E@ Mobile Business Obiji Me
B PurchaseOrder Open in Mew window
-8 PurchaseOrders
-8 PurchaseoOrderl
[#-E% Data Source Refere Generate Code, .
#-E% Cache Groups
""" 2 Personalization Key:
""" B2 Roles Create Mobile Deployment Package. ..
B8 Synchranization Gro @ Create Device Application Designer

e | DeployPropct. |
. Purc!ﬂase(i)rl:!er. L
2. In the Deploy Mobile Application Project wizard, make your selections and click Next.

3. In the Contents page, select all the mobile business objects (MBOs) and click Finish.

Open in Diagram Editor

Search...
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4. In the Deployment status window, click OK.
5. When the deployment completes, click File > Close.
6. Generate the files for the Mobile Workflow package.

Configuring the Device for Localization
Goal: Configure the device.

1. For Windows Mobile:
a) Go to Settings > System > Regional Settings.
b) Click Region.
¢) Change the region to the desired locale, for example, French (France) or Chinese
(China).

erman (Austria)
erman (Germany)

Rc@mlWlCmmlelD&el

Note: The locales that appear in the Regional Settings depend on what you have
installed on your device.
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2. For iPhone devices:

a) Go to Settings> General > International > Language.
b) Change the Language setting to the desired language, for example, Francais, and click
OK.

Frangais

English

i 4 H 3
Deutsch
BER
Nederlands
Italiano
Espanol

Portugués

\ .

Note: Localization is not supported on the iPhone simulator.

Removing a Locale
Remove locale properties files.

1. In the Screen Design page Properties view, click L ocalization.
2. Select the locale to remove and click Remove.
3. Click Yesto confirm the deletion.
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Updating the Current Locale
Update the currently loaded locale properties file with the resource keys from the current
Mobile Workflow Designer.

If the locale properties file does not already exist, it is created. If the current locale is not
defined in the mobile workflow application file, the updated locale is used as the default, and
the file name is {device_application}.properties. Otherwise, the locale defined in the mobile
workflow application file is updated.

1. Inthe Screen Design page Properties view, click L ocalization.
2. Click Update.

Mobile Workflow Package Internationalization

The internationalization feature depends on the internationalization setting on the operating
system where Sybase Unwired Platform Mobile Workflow is running.

In the Mobile Workflow Forms Editor, you can use international data in:

< Matching rules for notifications.
=g Application

o Matching ndes: Type Matching Rubs (ragular axpression)

Fubers & Grid [Subject [ Lo
Locakzation

Matching Rules

Suthentication

+"2 Send Notification To A Device User

Send Notification To A Device User
The Cc and Bee Fiebds are not sent in the notification, These felds are used For matching naes onby,

Urwired Server grofile: | My Unmired Server v
To: managerl w
ce: managerl w
Boc: managerl w
Erom: managearl ~
Sybject: iT#ehif (15) HWE|

Body:

Gel Device Uzers

|\?J i Send ][ Cancel ]

« Key names — you can create keys with names in other languages and map them to mobile
business object parameters.
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% Key 4 E|E|
Specky the name of the key and, optionaly, the input data binding for the by a5 well.
Mame: (HP3TKey
Type: | &tring v
[ 2ent by server
Input Diaka Birding
+* Parameter Mapping, E|
Parameter Mapping
St the ey to use For this parameter,
Parameber pame: .expemiwe
Parameter bypes | shring
Meopngtype: Ky v
o [ .
N

» Generated Code folder — you can include languages other than English in the code
generation path based on the name of the selected language.

Internationalization on the Device
On the device, e-mail messages and data can include languages other than English.

The internationalization feature depends on the internationalization setting on the device
where the Mobile Workflow client running.

E-mail messages can be sent and received using Chinese, for example, which can then be used
to extract the parameter. You can also create and update records in using international data,
such as Chinese. For example:
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Deploy a Mobile Workflow Package to Unwired Server

Use the Mobile Workflow Package generation wizard to generate the Mobile Workflow
package and deploy it to Unwired Server to make it available for device clients.

Generating the Files For a Mobile Workflow Package
Use the Mobile Workflow Package Generation wizard to generate the files for the mobile
workflow form, optionally deploy the generated workflow package files to the server, and
assign it to one or more users' devices.

82 Sybase Unwired Platform



Mobile Workflow Development

1. Right-click in either the Flow Design or Screen Design page of the Mobile Workflow
Forms Editor and select Generate M obile Workflow Package, or click the code
generation icon &5 on the toolbar.

2. In the Mobile Workflow Package Generation wizard, enter or select:

Option Description

Favorite configurations (Optional) Select a configuration.

Package Generation and Deployment

Generate Select to generate the mobile workflow pack-

age and its files. When this option is unchecked,
the Mobile Workflow package files are not re-
generated, so that user modified files will not be
changed.

Generate into the project Place the generated mobile workflow package
and its files in the current project.

Generate to an external folder Place the generated .zip file containing the ap-
plication and its generated files into a location
outside of the current project. Click Browse to
select the alternate location.

Unwired Server Profile Select the Unwired Server profile with which to
associate the mobile workflow application and
extract the username and password credentials
if you are using static authentication.

Deploy to an Unwired Server Select to deploy the mobile workflow applica-
tion to an Unwired Server.
Deploy Mode * New — generates and deploys the mobile
workflow package and its files for the first
time.

« Update — updates any pre-existing Mobile
Workflow package in-place, preserving as-
sociated assignments.

* Replace —removes any pre-existing Mobile
Workflow package and notifications before
deploying.
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Option

Description

Assign workflow to user(s)

The mobile workflow must be assigned to a
device user before the mobile workflow is visi-
ble on the user's device. It can be assigned to
multiple users. Separate multiple users with a
comma. Device users must be registered in
Sybase Control Center.

Click Get Usersto select device users from the
list.

Note: You must have registered device users in
Sybase Control Center.

Validate controls as soon as the user tries to
change focus away from them

If unselected, validation occurs only when the
screen is saved. If selected, validation occurs as
soon as the control loses focus. If validation
fails, a help element appears and shows the er-
ror message.

3. Click Finish.
A . zi pfile containing the application and its generated files is created and placed in the

specified location.

Generated Mobile Workflow Files

When you generate the Mobile Workflow package files, some files are generated every time
and others are generated only under certain conditions.

These files are generated every time you generate the Mobile Workflow package:

mani f est . xni
<wor kf | ow_nane>. zi p

These files are regenerated only if the Generate option is selected in the Mobile Workflow
package generation wizard:

<wor kf | ow_name>. ht ni

<wor kf | ow_nane>_Cust onLookAndFeel . ht n
<wor kf | ow_nane>_j Quer yMbbi | eLookAndFeel . ht m

Wor kf I ond i ent . xmi
<wor kf | ow_name>. xm
Resources.js

Wor kfl ow. j s

These files are regenerated only if the Generate option is selected and the files do not exist:

APl .js
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e Customijs

« Uils.js

« Workfl omvessage.js
o all*. cssfiles

When you choose to generate the Mobile Workflow package into the current project, the zi p
file containing the Mobile Workflow application and its files is placed in the Gener at ed
Vor kf | owfolder in the project, for example, C: \ Docunments and Setti ngs

\ <user nane>\ wor kspace\ <Pr oj ect _Nane>\ Gener at ed Wr kf | ow. They
are shown in the WorkSpace Navigator. This shows the generated file structure for a project
named PurchaseOrder.
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El'r;','r PurchaseOrdersample [Version 1.0]
: -[E% Mobile Business Objects

@ Data Source References
@ Cache Groups

----- 2 Personalization Kevs

F-E% Synchronization Groups
(= DB
F-(2= Deployment
----- = Filers
----- == Generated Code
(= Generated Workflow
El-= PurchaseOrder
B himl
B2 css
= bb
= iphone
(= jquery
------ 2] Styleshest.css
B s
B jquery
B widgets
(& apLis
- Custom.js
- Resources.js
[E utils.js
(B warkflow. js
b [B] gmivorkflowMessage. is
----- [E] workflow_customLaokandFesl hkml
----- [£] workflow_jQueryMobileL ookandFeel html
----- wotkFlow, bkl
----- X| AMPManifest,xsd
----- K| manifest,xml
----- %] PurchaseCrder _CustomlookandFeel, xml
----- ¥ PurchaseQrder_jQuervMaobilel ookAindFeel. xml
----- X| PurchaseCrder.xml
@ PurchaseCrder.zip
----- X| workflowClient, zml
----- K| warkflowClient, zsd

The Gener at ed Wor kf | owh <pr oj ect _nane> folder contains:

* htnm -this folder includes:

e wor kfl ow. ht mM - contains all the screens in the Mobile Workflow application,

each in its own <div> section.

e workfl ow_Cust omLookAndFeel - contains all the screens in the Mobile
Workflow application. This file is used for BlackBerry 5.0 platforms.

86 Sybase Unwired Platform



Mobile Workflow Development

* workfl ow_ j QueryMbi | eLookAndFeel - contains all the screens in the
Mobile Workflow application. This file is used for BlackBerry 6.0 and iOS platforms.
e j s\ Custom j s —editthisfile to customize the Mobile Workflow application. Since
you can modify this file, it is generated only once, or when not already present in the
generated files. This ensures that it is not overwritten if you subsequently re-generate
the Mobile Workflow package. Examples of ways you can customize the Mobile
Workflow application include the ability to:
e Manipulate HTML elements.
»  Write code that gets called before or after generated behavior is invoked for menu
items.
e Implement custom validation logic.
<pr oj ect _name>. zi p — contains the mobile workflow application and its files,
including the images, user interface, and controls

Mobile Workflow Package Customization

The designer-based user interface is customizable using HTML, JavaScript and CSS Web
technologies.

Customizing a Mobile Workflow Package

Use JavaScript code to customize the Mobile Workflow application.

1

Use the Mobile Workflow Package Generation wizard to generate the Mobile Workflow
package and its files.

When the Mobile Workflow package is generated, the Cust om | s file is generated if not
already present in the project. The Cust om j s file is located in Gener at ed
Wor kf | ows\ <wor kf | ow_proj ect _name>\htm\js.

Right-click the Cust om j s file and select the editor with which to open the file.

Add your JavaScript code.

See the Developer Reference for Mobile Workflow Packages for information about the
types of customizations that are supported and the available API methods.

Save and close the Cust om j s file.

Since the Cust om j s file is generated only if it is not already present in the Mobile
Workflow project, this file will not be re-generated if you subsequently re-generate the
Mobile Workflow package, so any modifications you make are preserved.

Deploy the Mobile Workflow package to Unwired Server.
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Repackaging Mobile Workflow Package Files

After modifying the Cust om j s file, you must redeploy the Mobile Workflow package to
Unwired Server.

5.

Save and close the modified files after adding your custom code.
In WorkSpace Navigator, right-click the <nobi | e_wor kf | ow_nane>. xbwfile and
select Gener ate Mobile Wor kflow Package.

In the Mobile Workflow Package Generation wizard, select Deploy to an Unwired

Server, and select the Unwired Server connection profile.

In Deploy Mode, select either:

« New — generates and deploys the mobile workflow package and its files for the first
time.

« Update — updates any pre-existing Mobile Workflow package in-place, preserving
associated assignments.

« Replace — removes any pre-existing Mobile Workflow package and notifications
before deploying.

Click Finish.

Debugging Custom Code

Debug the Mobile Workflow package html and js files using a Windows desktop browser.

This procedure uses Google Chrome as an example, but you can use any browser that supports
JavaScript debugging.

1
2.

Open the browser to use for debugging and open the Java Console.

You can debug a client-initiated Mobile Workflow application up until the point where a
menu item of the Submit Workflow type is performed. If the menu item action isan Online
Request, place the XMLWidgetMessage (available in the WorkflowClient trace log
located in <Unwi redPl at form I nstal | Di r >\ Unwi redPl at f orm

\ Server s\ Unwi redSer ver\ | ogs\ Wr kf | owCl i ent) that is the expected
response message into an r mi . X file and place it at the same level as the generated
wor kf | ow. ht i file.

From WorkSpace Navigator, drag and drop the wor kf | ow. ht ml file for the Mobile
Workflow application to debug onto the browser window.

Find the name of the screen to debug:
a) In Flow Design, click the screen to debug.
b) In the Properties view, click General in the left pane.
The screen name is shown in Name, in this example, that is TravelRequest_create.
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Mmblems Console | SOL Results}

[ Screen [TravelRequest_create]

|

General

Mame: |Trave|Request_create

Kews Key: | TravelRequest_create

5. Inthe URL, add the ?screenToShow=<Screen_name> parameter to the end of the URL,
for example:

file:///C./Docunments¥®20and%20Set ti ngs/ <user _nane>/
wor kspace/ Mobi | eWor kf | owl01/ Gener at ed%20Wor kf | ow/
travel request/ htm /workfl ow. htm ?

screenToShow=Tr avel Request _create

6. To simulate an e-mail message triggered Mobile Workflow application:
a) Create afile calledt ransf or m xm and place the contents of the
XMLWidgetMessage into it.

The contents of the XMLWidgetMessage are in the WorkflowClient trace log in
<Unwi redPl atform I nstal | Di r>\ Unwi redPl at f orml Servers

\ Unwi redServer\ | ogs\ Wor kfl owd i ent).

b) To provide data to the Mobile Workflow application you are debugging, place the
transform xmi file at the same level as the generated wor kf | ow. ht ni file
(Gener at ed Wor kfl owh <Wor kf | ow_appl i cati on_nanme>\ ht m ).

¢) Add a ?loadtransformdata=true parameter to load the data into the Workflow

application.
7. Set up client tracing for the device user in Sybase Control Center. This is the location

where the messages from the method | ogToWor kf | oware written.

a) In Sybase Control Center, set the device debug trace level to 4 (debug).
See Sybase Control Center for Unwired Platformdocumentation for information about
setting the device trace level.

b) Redeploy the Mobile Workflow package.

c¢) In Sybase Control Center, select Get Trace after using the Mobile Workflow.
The log file is written to <Unwi r edPl at form I nstal | Di r >\ | ogs
\ <machi ne_nane- server. | og>.

Viewing an attachment as part of the Mobile Workflow Package

You can view an attachment such as an image, a Word document, a .pdf file, and so on as part of
the Mobile Workflow package.

This procedure uses an image file as an example.

1. Generate the Mobile Workflow package and its files.
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2. InWorkSpace Navigator, go to the location where the generated Mobile Workflow files are
located and add an i mages folder under the ht mi folder, for example, Gener at ed
Wor kf | om <Wor kf | ow_nane>\ ht nl \ i mages.

3. Copy an image to the i mages folder.

4. In the Mobile Workflow Forms editor, add a menu item to the Mobile Workflow.

5. Open the Cust om j s file with a text editor and edit the method
cust onBef or eMenul t emAct i vat e:

if (screen === "ScreenKeyNane" && nenultem === "ShowAttachnment") {
showLocal Attachment ("htm /i nages/i pod. j pg");
return fal se;
}

6. Save and close the Cust om j s file.
Deploy the Mobile Workflow package to Unwired Server.

~

Manage a Mobile Workflow Package

The Workflows node in Sybase Control Center allows administrators to view and manage
deployed Mobile Workflow packages, including Mobile Workflow display name, module
name, and module version.

Administrators deploy Mobile Workflow packages into the Unwired Platform cluster through
this node, as well as manage e-mail settings configuration.

Registering and Reregistering Messaging Devices

Use Sybase Control Center to trigger the registration and device activation process, which
allows messaging mobile business objects (MBOs) to handle messages belonging to different
data sources.

Note: When using a Windows Mobile emulator or BlackBerry simulator to register a device in
Sybase Control Center, the device ID changes each time you reset the emulator to factory
settings and reinstall the client. Before reinstalling, you must delete the original device from
Unwired Server. Then, reregister the device. Otherwise, the device log shows a W ong
Devi ce for Code error when the device attempts to connect after registration. This
problem occurs with Windows Mobile emulator and BlackBerry simulator devices.

1. Inthe left navigation pane, click the Device Users node.
2. In the right administration pane, click the Devices tab.

3. Click Register to register a new device, or Reregister to update the device used of an
existing device user.

4. Inthe Register Deviceor the Reregister Device dialog:
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a) For new device registrations only, type the name of the user that will activate and
register the device. For reregistrations or clones, the same name is used and cannot be
changed.

b) Select the name of the template for initial device registration. If you have not created
any templates, only Default appears in the list.

The template you choose supplies initial values in the subsequent device activation
fields.
5. Change the default activation field values for the template you have chosen. If you are
using the default template, you must provide the server name, which is empty.

If you are using a relay server, ensure the correct values are used.

e Server name—the DNS name or IP address of the primary Unwired Server, such as
"myserver.mycompany.com". If using relay server, the server name is the IP address or
fully qualified name of the relay server host.

* Port - the port used for messaging connections between the device and Unwired
Server. If using relay server, this is the relay server port. Default: 5001.

* Farm|D -astring associated with the relay server farm ID. Can contain only letters A
— Z (uppercase or lowercase), numbers 0 — 9, or a combination of both. Default: 0.

Note: If the device uses relay server to connect to Unwired Server, the farm ID should
be the name of the Unwired Server farm configured in the relay server for messaging-
based synchronization applications. If the device connects to Unwired Server directly,
the farm 1D should be 0.

« Activation code length — the number of characters in the activation code. If you are
reregistering or cloning a device, this value cannot be changed.

« Activation expiration — the number of hours the activation code is valid.

6. (Optional) Select the check box adjacent to Activation Codeto enter the code sent to the

user in the activation e-mail. This value can contain letters A — Z (uppercase or lowercase),
numbers 0 — 9, or a combination of both. Acceptable range: 1 to 10 characters.

If the activation code is automatically generated, the code for the device can be retrieved
from the Connections group of the Device Properties dialog

7. Click OK.

Enabling and Configuring the Notification Mailbox

Configure the notification mailbox settings that allow Unwired Server to transform e-mail
messages into mobile workflows.

The natification mailbox configuration uses a listener to scan all incoming e-mail messages
delivered to the particular inbox specified during configuration. When the listener identifies
an e-mail message that matches the rules specified by the administrator, it sends the message
as a mobile workflow to the device that matches the rule.
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Note: Saving changes to the notification mailbox configuration deletes all e-mail messages
from the account. Before proceeding with configuration changes, consult your e-mail
administrator if you want to back up the existing messages in the configured account.

Log in to Sybase Control Center.

In the left navigation pane, click Workflows.

In the right administration pane, click Notification Mailbox.
Select Enable.

Configure these properties:

g M wbdpeE

* Protocol — choose between POP3 or IMAP, depending on the e-mail server used.

¢ UseSSL - encrypt the connection between Unwired Server and the e-mail server in
your environment.

* Server and Port — configure these connection properties so Unwired Server can
connect to the e-mail server in your environment. The defaults are localhost and port
110 (unencrypted) or 995 (encrypted).

* User nameand Passwor d — configure these login properties so Unwired Server can
log in with a valid e-mail user identity.

* Truncation limit — specify the maximum number of characters taken from the body
text of the original e-mail message, and downloaded to the client during
synchronization. If the body exceeds this number of characters, the listener truncates
the body text to the number of specified characters before distributing it. The default is
5000 characters.

* Poll seconds - the number of seconds the listener sleeps between polls. During each
poll, the listener checks the master inbox for new e-mail messages to process. The
default is 60 seconds.

6. If you have added at least one distribution rule, you can click Test to test your
configuration. If the test is successful, click Save.

Assigning and Unassigning Device Users

Assign mobile workflow packages to make them available to a device user. Unassign them
when a package is no longer required.

1. In the left navigation pane of Sybase Contorl Center, click Wor kflows >
MyWorkFlow.

2. In the right administration pane, click the Devices tab.
3. Locate the device to assign a mobile workflow package to, then:

a) Click Assign Workflow.
b) List the activation users to assign the mobile workflow package to.
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By default, no users are listed in this window. Search for users by selecting the user
property you want to search on, then selecting the string to match against. Click Go to
display the users.

c) Click OK.

4, To unassign a mobile workflow package, select the Activation User Name and click
Unassign Wor kflow.

Activating the Workflow

The menu items on a Workflow screen can be either a Submit Workflow (asynchronous) or
Online Request (synchronous) menu item type.

To complete the mobile workflow activation process, the last screen in the mobile workflow
application must have a Submit Workflow menu item. This is necessary for the device and
server-side to activate the mobile workflow for the device.

Mobile workflows are considered to have been processed and/or activated only if they are
closed with a Submit Workflow menu item, and which may, or may not, have a corresponding
mobile business object (MBO) operation tied to it.

Afaria Provisioning and Mobile Device Management

Afaria® extends Unwired Platform functionality by providing additional device client
management features for remote and mobile computing devices, including laptops, desktops,
and handheld devices.

For information on setting up an Afaria environment, see System Administration > Device
Provisioning > Afaria Provisioning and Mobile Device Management.

Install and Configure the Mobile Workflow Container On the
Device

To enable deploying Workflow packages to a device, you must download, install, and
configure a Workflow container on the device.

Deploy the Mobile Workflow container to devices and register the devices with Unwired
Server. You can use Afaria®to install the Mobile Workflow container on devices for enterprise
deployment. For information on setting up an Afaria environment, see System Administration
> Device Provisioning > Afaria Provisioning and Mobile Device Management.

See the configuration procedure for your device type.
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Preparing iOS Devices for the Mobile Workflow Package

Install the Mobile Workflow client on the device using the App Store, or use the source code
provided for the Mobile Workflow container to deploy to the iOS simulator from the Xcode
project.

Complete these prerequisites before provisioning the Mobile Workflow application:

« Determine your security policy — Unwired Platform provides a single administration
console, Sybase Control Center, which allows you to centrally manage, secure, and deploy
applications and devices. Device user involvement is not required and you can maintain
the authorization methods you already have in place. See Sybase Unwired Platform
System Administration > Security Administration.

« Register each device using Sybase Control Center — Device registration pairs a user and a
messaging-based synchronization (MBS) device. See Messaging Devices in Sybase
Control Center online documentation.

Apple Push Notification Service

Sybase Unwired Platform provides support for Apple Push Notification Service by pushing
notifications to Mobile Workflow applications when the Mobile Workflow application is
offline.

With APNS, each device establishes encrypted IP connections to the service and receives
notifications about availability of new items awaiting retrieval on Unwired Server. This
feature overcomes network issues with always-on connectivity and battery life consumption
on 3G networks.

For more information on end-to-end iPhone application development and provisioning, see
System Administration for Sybase Unwired Platform > Systems Administration > Device and
User Management > Device Provisioning > Apple Provisioning for iPhone.

Note: APNS cannot be used on either a simulator or iTouch.

Examples of cases when notifications are sent include:

« Theserver identifies that a new message needs to be sent to the device. This could include:
< A new row being inserted, updated, or deleted in the backend and identified by a
scheduled refresh of the cache
< A data change notification request inserting, updating, or deleting rows in the cache
« Device does not receive notifications when it is online.
« When the device is online, the new messages are sent immediately to the device
through the connection open by device.
« When the device is offline, notifications about new messages are sent to the device
through APNS.
« The device is offline (not accessible).

If you want to use APNs for the Mobile Workflow application, you can either:
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Use the Mobi | eWor kf | owPushDi st Cert . pl2 located in
<Unwired_PlatformInstall Dir>\Unw redPl atform Servers

\ Messagi ngSer ver\ bi n\ with the pre-built Workflow application that is available
from the App Store, or

Use the Apple Provisioning Portal to create your own .p12 certificatef if you build your
own Mobile Workflow application using the source code included in

<Unwi redPl at form I nstal | Di r>\ Unwi redPl at f orm O i ent API

\Wor kfl owhi os\.

After creating the .p12 certificate, you must configure the APNSs settings in Sybase Control
Center.

Provisioning iOS Devices

Use this procedure to provision your iOS device for APNs if you build your own Mobile
Workflow application using the source code provided in

<Unwi redPl atform Install D r>\Unw redPl atform C i ent API

\ Wor kf | owh i os\ Mobi | eWor kfl ow-2. 0. 0.tar. gz.

See the Apple developer documentation for Provisioning and Development. These procedures
are documented in detail there. Applications developed for distribution must be digitally
signed with a certificate issued by Apple. You must also provide a distribution provisioning
profile that allows user devices to execute the application.

1

Register with Apple to download and use the iOS SDK. A free account allows you to
download the SDK and develop with the simulator. To deploy Mobile Workflow
applications to devices, you must create a certificate in your developer account and
provision your device. See the Apple developer documentation.

Use the iPhone Provisioning Portal at Atp.//developer.apple.com/devcenter/ios/
index.actionto create the SSL certificate and Keys. Configure the certificate to enable for
Apple Push Notification service. See the Apple Push Notification service Programming
Guide for details.

On your Mac, launch the Keychain Access program. This is located in the Utilities
folder.

a) In Keychain Access, select Keychain Access > Certificate Assistant > Request a
Certificate from Certificate Authority.

b) In the Certificate Information window, enter the information. Use a uniqgue Common
Name.
This creates a certificate request and saves it in the Desktop folder by default.

. Inthe Apple Provisioning Portal, continue with the App ID provisioning and browse to the

certificate request file created in Keychain Access in the previous step, then click
Generate.

Click Continue.
Click Download Now.
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The certificate is downloaded onto your Mac and the Keychain utility appears and the
certificate is imported into the "login" keychain.

Verify that the certificate is associated with a private key.
Create and install a Provisioning profile for the Mobile Workflow application.
Create an XCode project for the Mobile Workflow application.

The Bundle Identifier must correspond to the Bundle identifier specified in the App ID. By
default, the project comes with a bundle ID of com.sybase.mobileworkflow. You can
change it to something unique.

Note the product name. This is used to configure the mobile workflow in Sybase Control
Center. By default, the product name is Workflow.

10. Copy the exported <certificate_name>.p12 certificate to the machine where Sybase

Control Center is installed and ollow the instructions in Configuring Apple Push Settings
for the Mobile Workflow Application and use the certificate you just created.

Make note of the product name. This corresponds to the Application Name property in
SCC.

Configuring Apple Push Settings for the Mobile Workflow Application

In Sybase Control Center, create a new Apple Push Notification Service (APNs) configuration
that specifies the application, security certificate, and ports that the service uses.

Note: When configuring the Apple Push Notification Service, change the push gateway, push
gateway port, feedback gateway, and feedback gateway port values only when configuring
notifications in a development environment. To enable Apple push notifications, the firewall
must allow outbound connections to Apple push notification servers on default ports 2195 and
2196.

g s~ wDd e

In the left navigation pane, expand the Server s folder and select a server.
Select Server Configuration.

In the Messaging tab, select Apple Push Configuration.

Click New.

Enter the Application name. This name corresponds to the Product Name you specified in
Xcode.
Select Use existing certificate to use a security certificate file that already exists on the
server.
When you select this option, the list of available certificates appears in the Certificate
name menu.
a) Select the desired certificate from the list, for example,

Mobi | eWor kf | owPushDi st Cert. p12, which is located in

<Unwi red_Platform Install Dir>\Unwi redPl at f orm Servers

\ Messagi ngSer ver\ bi n.
b) Enter and confirm the certificate password.
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7. Select Use new certificate to create a new certificate on the server.
a) Enter a name for the new certificate.
b) Specify a Base64-encoded string by choosing one of these:
* Browsefrom file— select a security certificate file on the server that contains the
Base64-encoded string.
* Baseb4-encoded string — manually enter the Base64-encoded string.

c) Ifyou selected a file from the server for the Base64-encoded string, you can overwrite
the existing certificate file with the details you specify during new certificate creation.
To do so, select the box adjacent to Overwrite existing certificate.

d) Enter and confirm the certificate password.
8. Click OK.

Messaging Device Apple Push Natification Properties

Apple push notification properties allow iPhone users to install messaging client software on
their devices. This process requires you to create a different e-mail activation message using
the appropriate push notification properties.

e APNS Device Token —the Apple push notification service token. An application must
register with Apple push notification service for the iPhone OS to receive remote
notifications sent by the application’s provider. After the device is registered for push
properly, this should contain a valid device token. See the iPhone developer
documentation.

» Alert Message —the message that appears on the client device when alerts are enabled.
Default: New i t ens avail abl e.

» Delivery Threshold —the frequency, in minutes, with which groupware notifications are
sent to the device. Valid values: 0 — 65535. Default: 1.

* Sounds— indicates if a sound is a made when a notification is received. The sound files
must reside in the main bundle of the client application. Because custom alert sounds are
played by the iPhone OS system-sound facility, they must be in one of the supported audio
data formats. See the iPhone developer documentation.

Acceptable values: true and false.

Default: true
* Badges—the badge of the application icon.

Acceptable values: true and false

Default: true
* Alerts—the iPhone OS standard alert. Acceptable values: true and false. Default: true.
» Enabled —indicates if push notification using APNs is enabled or not.

Acceptable values: true and false.

Default: true
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Installing the Mobile Workflow Application on Your iOS Device

How you install the Mobile Workflow application on your iOS device depends on how your
company provisions the application.

Note: If you have an existing version of the Mobile Workflow application on your device,
delete it before installing a newer version.

Your company will choose a method for provisioning the application. Your system
administrator determines how you obtain and install the Mobile Workflow application. The
possible methods include:

« Downloading and installing the free version of the Mobile Workflow application from the
Apple App Store. The free version should not be used for enterprise deployment.

« Obtaining a copy of the application on your corporate network or through a link in an e-
mail message, then using iTunes to install and synchronize it to your device. This
mechanism should be used for enterprise deployment and is based on the application built
using the XCode project, which is included as part of Sybase Unwired Platform
installation.

Installing the Mobile Workflow Container Using the Provided Source Code

The Workflow Container referenced in this procedure is a sample container. You can use the
provided source code in Xcode to build your own customized user interface and configure
other resources.

Prerequisites

« Register the device in Sybase Control Center
e You must have a Mac with iOS SDK 4.3 installed.
o Xcode 3.2.6 or higher.

Task

1. From your Mac, connect to the Microsoft Windows machine where Sybase Unwired
Platform is installed:
a) From the Apple menu, select Go > Connect to Server.
b) Enter the name or IP address of the machine, for example, snb: / / <machi ne DNS
name>orsnb: // <l P Addr ess>.

2. Copy the Mobi | eWbr kf | ow 2. 0. 0. t ar. gz from your Sybase Unwired Platform
installation <Unwi r edPl at f orm I nstal | Di r>\ Unwi r edPl at f or m
\ Cli ent API\ Wor kf | ow\ i os\ to a location on your Mac:

3. Unarchive the Mobi | eWor kf | ow 2. 0. 0.tar. gz.
This creates a Wor kf | ow folder.
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4. Inthe Workflow folder, double-click Wor kFlow.xcodeproj so that it opens in the XCode
IDE.

5. If necessary, add these frameworks from the SDK to the project by selecting Project >
Edit Active Target <ProjectName> > General:
e Security.framework
» AddressBook.framework
e QuartzCore.framework
» CoreFoundation.framework
 libicucore.A.dylib
e libz.1.2.3.dylib
 libstdc++.dylib

6. In XCode, select Build > Build.
The project builds.

Installing the Mobile Workflow Package from the Apple App Store
Install the Mobile Workflow container from the Apple App Store.

This is a free version of the Mobile Workflow and should not be used for enterprise
deployment.

On the iOS home page, tap App Store.

Search for Sybase.

When the Sybase M obile Workflow — Free container appears, tap Free.
Tap Free again on the Workflow information page.

Tap Install to download the application.

In Settings > Sybase, for Connection Info, enter:

o ok~ w NP

a) In Connection Info, enter:

» Server Name — varies depending on your environment:
* Inasingle node environment, use the name of the Unwired Server.

e Inaproduction environment with relay servers, use the name of a deployed
relay server host.

* Inaproduction environment with load balanced relay servers, use the name of
the load balance controller. For example, if you set up an environment using the
Microsoft Web Platform Installer, this would be the name of the Application
Request Router server.

« Server Port — the port used by Unwired Server, or in a relay server-enabled
environment, the port of the relay server. You can use either HTTP or HTTPS ports
for these connections. Contact the platform administrator for production values
you may need. For example, the default relay server HTTP port is 80 and the default
HTTPS port is 443.
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7.
8.

9.

* Farm ID —the company ID, or Farm ID registered in the relay server. If you are not
using relay server, use a value of 0.

< User name — the user name you entered for the device in Sybase Control Center.

» Activation Code — the activation code for the device.

Scroll to the page that contains the Sybase icon, then tap to launch.

Enter your personal identification number (PIN). Choose the number that you need to

enter to start the Mobile Workflow application. This PIN is a security measure to safeguard

your company's data.

e The PIN must be at least six digits.

< (First time/reinstallation) Create a PIN in the Password field, then verify it in the
second field.

* (Second or subsequent logins) Enter the PIN in the Password field. Select Change
Password to change the PIN. You can change the PIN once you enter the current PIN.

The Wor kflows page appears.

Click the M essages tab bar, then tap M essagesto view the Workflows.

10. (Optional) If instructed by your system administrator, enable notifications on your

device.

Installing the Mobile Workflow Application Using iTunes

Install the Moile Workflow application using iTunes.

A wDN PR

Launch iTunes.

Download the application from your corporate network to your Applications library.
Sync the Mobile Workflow application to your Apple mobile device.

Specify the connection settings in Settings > Workflow.

Configuring iOS Device Connection Settings

Configure the connection settings for the Mobile Workflow application.

1. Go to your device Settings and click Wor kflows.
2. Enter the settings for the Mobile Workflow application:
» Server Name — the machine that hosts the server where the mobile application project
is deployed.
e Server Port — Unwired Server port number. The default is 5001.
e Company\Farm ID —the company or farm 1D you entered when you registered the
device in Sybase Control Center, in this case, 0 (zero).
« User Name — the user you registered in Sybase Control Center.
» Activation Code — the activation code for the user, for example, 123.
3. Start the Mobile Workflow application, then tap Settings > General > Connection
Infor mation to see if the connection is active.
100 Sybase Unwired Platform



Mobile Workflow Development

The Settings log indicates if you are successfully connected to the server.

Preparing Windows Mobile Devices for the Mobile Workflow Package

Install and configure the container required to prepare a Windows Mobile device to run
Mobile Workflow packages.

1. Navigate to <Unwi redPl atform I nstal | Di r>\ Unwi redPl at f orm
\ Cl i ent API'\ MBS\ WM MoMessagi ng .

Copy the Windows Mobile Professional device file, SUPMessagi ng_Pr o. cab, to the
device's My Documents folder.

Cradle the Windows Mobile device.
Connect a USB cable between the PC and device, and transfer the . cab file.
Open the .cab file from the Windows Mabile device. This installs the container.

In the Connection screen, enter the connection settings. These settings should match the
values you used when you registered the device in Sybase Control Center.

» Server Name — varies depending on your environment:

* Inasingle node environment, use the name of the Unwired Server.

< Inaproduction environment with relay servers, use the name of a deployed relay
server host.

« Inaproduction environment with load balanced relay servers, use the name of the
load balance controller. For example, if you set up an environment using the
Microsoft Web Platform Installer, this would be the name of the Application
Request Router server.

« Server Port — the port used by Unwired Server, or in a relay server-enabled
environment, the port of the relay server. You can use either HTTP or HTTPs ports for
these connections. Contact the platform administrator for production values you may
need. For example, the default relay server HTTP port is 80 and the default HTTPS port
is 443.

e Farm ID —the company ID, or Farm ID registered in the relay server. If you are not
using relay server, use a value of 0.

« User Name — the user name you entered for the device in Sybase Control Center.

« Activation Code — the activation code for the device.

N

o 0 A~ w

Note: Select the right arrow icon ('::' ) to view the container log. This is useful for checking
the connection, or retrieving other debugging information.

7. Access your Microsoft Outlook inbox on the device. For example:
* On Windows Mobile Touch Screen devices, tap Start > M essaging, and then scroll to
and tap Outlook Inbox.
*  On Windows Mobile Non-touch Screen devices, click Start > M essaging on the
Home screen. Scroll to a Outlook Inbox and press ENTER.
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&k windows Mabile & Professional =101 x|
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8. Select Menu > Workflows.
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[ﬂ Windows Mobile 6 Professional
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9. Select a workflow package from the list of available packages.
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Preparing BlackBerry Devices for the Mobile Workflow Package

Install the Mobile Workflow container on the BlackBerry device using BlackBerry Desktop
Manager.

1. Connect the BlackBerry device to the computer that contains the Mobile Workflow
container for BlackBerry.

2. Run the BlackBerry Desktop Manager following the instructions in the RIM
documentation.
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In the BlackBerry Desktop Software, select Application L oader.
Under Add/Remove Applications, select Start.

Browse to the location on your local machine or network that contains the Mobile
Workflow container files: for example, <Unwi redPl at form I nstal | Di r >
\ Unwi redPl at forml Cl i ent API'\ MBS\ BB\ MoMessagi ng.

Select the files and click Open.

The application is listed on the Application Loader wizard.
Click Next.

Click Finish.

Restart your BlackBerry device.

Installing the Mobile Workflow Container on BlackBerry Devices Over the Air

Your system administrator must provide the appropriate information for installing the Mobile
Workflow container over the ai.

Your administrator sends you either:

A message that contains a link to the Mobile Workflow container installation file. Select
the link, which starts the installation process.

A URL to the Mobile Workflow container installation file, which you indicate in the
BlackBerry browser. Select Download to start the installation process.

Configuring the BlackBerry Simulator for Mobile Workflow Packages

Copy the .cod files to the BlackBerry Simulator directory.

1

Navigate to <Unwi redPl at form_ I nstal | Di r >\ Unwi r edPl at f orm
\ d i ent API \ MBS\ BB\ MbMessagi ng.

Copy the required . cod files to the BlackBerry Simulator directory. These include:

e CommonClient.cod —shared code that can be used by native Sybase Unwired Platform
BlackBerry applications.

» MessagingClientApp.cod — the main Mobile Workflow application.

» MessagingClientSettings.cod — Sybase Settings options screen where the user enters
the server connection information.

* MocaClient.cod — messaging library.

« WorkflowResources.cod — image resources for the Mobile Workflow application, for
example, the Mobile Workflow icons.

3. Start the BlackBerry Simulator.

Installing Credentials and Testing on Simulators and Devices

Install and test credentials on various types of simulators and devices.
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Installing and Testing X.509 Certificates on Simulators and Mobile Devices
Install and test credentials on various types of simulators and devices.

Copy the generated .p12 certificate to the device on which you are installing.
See the device's User Guide for instructions for your particular device or simulator.
Installing X.509 Certificates on Windows Mobile Devices and Emulators

Install the *.p12 certificate on a Windows Mobile device or simulator and select it during
authentication.

Launch the simulator or device.

Start the Windows synchronization software and cradle the device.

Use File Explorer to copy the *. p12 certificate to the simulator or device.
Navigate to and double-click the certificate.

Enter the password at the prompt and click Done.

An informational window indicates the certificate installed successfully.

g s wDd e

Testing X.509 Certificates on Windows Mobile Devices and Emulators
Select an X.509 certificate to use for Mobile Workflow application user authentication.

Prerequisites
Package and assign the Mobile Workflow application to a Windows Mobile device user.

Task

1. From Inbox > Workflows, select the Mobile Workflow.
2. Select the Specify Certificate Credentials menu item from the Certificate Picker.
3. Select the certificate (for example, Sybase101) and continue with the Mobile Workflow.
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- Certificate

Current Selection

Issuer:
sybiase.com

Subject:
Sybase101

Walid from:
10/15/10 5:15:09 PM

Walid to:
10/15/11 5:15:09 PM

Cancel

Installing X.509 Certificates on BlackBerry Simulators and Devices
Install the .p12 certificate on the BlackBerry device or simulator and select it during
authentication.

1. Install the certificate on a device:
a) Connect to the device with a USB cable.
b) Browse to the SD Card folder on the computer to which the device is connected.
¢) Navigate to and select the certificate. Enter the password.
d) Import the certificate.
You can also use the BlackBerry Desktop Manager to intstall the certificate on the device,
but you may need to perform a custom installation to access the Synchronize Certificates
option.
2. Install the certificate on a simulator:
a) From the simulator, select Simulate > Change SD Card.
b) Add/or select the directory that contains the certificate.
c) Open the media application on the device, and select Menu > Explore.
d) Navigate to and select the certificate. Enter the password.
e) Check the certificate and select Menu > Import Certificate.
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Testing X.509 Certificates on BlackBerry Devices and Simulators
Select an X.509 certificate to use for workflow application user authentication.

Prerequisites
Package and assign the Mobile Workflow application to a BlackBerry device user.

Task

1. From Inbox > Workflows, select the mobile workflow.
2. From the Certificate Picker, select the Specify Certificate Credentials menu item.

3. Select the certificate (for example, Sybase101) and continue with the workflow
application.

ertificate

Current Selection:
| Sybase101 ~ |

Details:

Installing and Testing X.509 Certificates on iOS Clients
Install generated X.509 certificates and test them in your iOS clients.
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Adding an Authentication Screen for iPhone Workflow Clients using an X.509
Certificate

Add an authentication screen to the workflow client from which you can authenticate with a
generated X.509 certificate instead of a user name and password combination.

1

Copy the X.509 certificate used for authentication into a directory on the same host as
Unwired Server. For example, c: \ certs.

Create a registry string value on Unwired Server at HKLM Sof t war e\ Sybase

\ Sybase Messagi ng Server\CertificatelLocati on and populate it with
the path. For example, c: \ certs.

Name the X.509 certificate file as domai n_user . p12, where domainis the Unwired
Server domain and useris the certificate user. The user must have read permission

for . p12 file.

The system administrator must ensure the specified domain\user has “log on as batch job”
permission on the Windows machine on which Unwired Server runs:

a) Double-click Control Panel > Administrative Tools > Local Security Palicies.

b) Expand Local Policiesand select User Rights Assignment.

¢) Right-click Log on asa batch job and select Properties.

d) Select Add User or Group and add the domain\user.

The account under which Unwired Server runs must have adequate permissions to
impersonate the domain\user, for example, the Administrator account for the domain.
During device application development, define and add a screen that has a Certificate
Picker menu item.

Generate and deploy the application to the iPhone client.

Select Certificate Picker from the iPhone client.

Enter Windows credentials and certificate password in the dialog and click Done. Make
sure the format is domainluser.

10. Submit credentials to Unwired Server.

Test the Mobile Workflow Package

Testing Mobile Workflow Packages

To test a Mobile Workflow package:

1
2.
3.

Launch and/or connect to the mobile device or emulator.
Deploy the Mobile Workflow package to the device.
Establish the connection to the server on the device.
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4. For user-initiated Mobile Workflow packages, go to the Workflows menu of the e-mail
inbox and click on the appropriate Workflow package.

5. For e-mail subscription Mobile Workflow packages, send the e-mail to the device, either
automatically, for example, database trigger, or manually, through the Send E-mail dialog;
then open that e-mail on the device.

6. Enter data and execute menu items appropriately.

7. Vferify that the backend is updated correctly.

8. Check the logs.

Testing Server Initiated Mobile Workflow Packages
Test a server-initiated Mobile Workflow package.

1. Inthe Mobile Workflow Forms editor, open the Mobile Workflow form,
<wor kf | ow_f or m». xbw.

2. Click Flow Design.
3. Right-click in the editor, and select Send a notification.
4. Inthe Send a Notification window:

a) Select the Unwired Server profile and click Get Device Users.

b) Choose the desired user and fill in the fields according to the matching rules specified
when creating the Mobile Workflow form.

5. Click Send.
6. On the client, from the applications screen, open SUPWorkflows.

7. In the client application, click WorkFlow M essages. This contains the server-initiated
Mobile Workflow form.

Launching a Server-initiated Mobile Workflow on the Device

Server-initiated Mobile Workflow messages show up as an e-mail message on the Windows
Mobile or BlackBerry device inbox.

On Windows Mobile platforms, Mobile Workflow packages are integrated with the Outlook
Mail inbox. On iOS, messages are sent to a container that is provided by the Workflow device
client.

Click the e-mail message to launch the Mobile Workflow container and display the Mobile
Workflow associated with the e-mail message.

When you click the Wor kflows menu item in the device inbox, only the latest version of the
Workflows appear. When you click the Workflow icon for a particular workflow, the
Workflow version that is associated with the e-mail notification is launched, whether it is the
latest version or not.
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Example

You develop a Mobile Workflow application that has both client-initiated and server-initiated
starting points. You deploy the initial version, which is called version 1, and a Mobile
Workflow e-mail notification is sent.

Next, make some changes and deploy a second version, version 2. Again, a Mobile Workflow
e-mail notification is sent.

There are now three ways that this Mobile Workflow application can be launched, and the way
that it is launched determines which version of the Workflow is launched:

* Ifyou launch the application from the Wor kflowsmenu item, the last deployed version of
the Workflow, in this case, version 2, is launched. Although version 1 of the Mobile
Workflow application still exists somewhere on the device it is never used as long as you
launch the Workflow from the Workflows menu.

« If you launch the Workflow by opening the initial e-mail notification, the version that
corresponds with the latest version that existed at the time the notification was sent, is used.
In this case, that is version 1; it does not matter that a later version (version 2) exists.

« If you launch the Workflow by opening the second notification, the version that
corresponds with the latest version that existed at the time the notification was sent is used.
In this case, that is version 2.
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This section describes the

Custom.js File

The first time you generate the Mobile Workflow package files, the Cust om j s file is
generated.

In subsequent file generations for the same Mobile Workflow package, this file will not be
overwritten, so any customizations you make are preserved. The Cust om j s file contains
these methods:

Method Description

customBeforeWorkflowLoad() Invoked when the application is first launched,
before any data is loaded or screens are opened.

customAfterWorkflowLoad() Invoked when the application is first launched,
after data is loaded and screens are opened.

customBeforeSubmit(screenKey, requestAction) | Invoked before an operation or object query is
about to be called as the result of the user clicking
a Submit menuitem.

User can return false to prevent the default be-
haviour from occurring.

customAfterSubmit(screenKey, requestAction) | Invoked after an operation or object query is
called as the result of the user clicking a Submit
menuitem.

customBeforeNavigateForward(screenKey, cur- | Invoked when another screen is about to be
rentScreenKey) opened.

User can return false to prevent the screen from
being opened.

customAfterNavigateForward(screenKey, cur- Invoked after another screen has been opened.
rentScreenKey)

customBeforeNavigateBackward(screenKey, Invoked when a screen is about to be closed.
destScreenKey)

User can return false to prevent the screen from
being closed.
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Method

Description

customAfterNavigateForward(screenKey, cur-
rentScreenKey)

Invoked after a screen has been closed.

customBeforeShowsScreen(screenToShow,
screenToHide)

Invoked when a screen is about to be shown.

User can return false to prevent the screen from
being shown.

customAfterShowScreen(screenToShow, screen-
ToHide)

Invoked after a screen has been shown.

customValidateScreen(screenKey, values)

Invoked when the contents of a screen need to be
validated.

User can return false to indicate that the contents
of the screen are not valid.

customBeforeMenultemActivate(screenKey,
menultemName)

Invoked after a menuitem has been clicked. User
can return false to prevent the default behaviour
(which might open a new screen, or perform a
submit, and so on) from occurring.

customAfterMenultemActivate(screenKey, me-
nultemName)

Invoked after a menuitem has been clicked and
the default behavior has occurred.

customBeforeSave(screenKey)

Invoked before a screen’s contents are about to be
persisted to the Mobile Workflow message.

User can return false to prevent the default be-
haviour from occurring.

customAfterSave(screenKey)

Invoked after a screen’s contents have been per-
sisted to the Mobile Workflow message through
the default logic.

//Use this nmethod to add custom htm

to the top or bottomof a form

function cust onBef or eWor kf | owLoad() {

var form = docunent.forns[curScreenKey + "Forni'];

if (form {
/| header

var topOf For nEl em = docunent. get El enent Byl d("t opOF " +

cur ScreenkKey + "Forn');

if (topOf FornEl em {

topCOf For nEl em i nner HTML = "<i ng i d="1ngSyl ogo'

i mages/ syLogo. gi f'/><br/>";

/] footer

src="./

var bott onOf For nEl em = docunent . get El enent Byl d( " bot t onOf *

+ cur ScreenKey + "Fornt');
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bot t onOf For nEl em i nner HTML = " <p>Copyri ght 2010, Sybase
I nc. </ p>";

}

return true;

}

Loading JavaScript Dynamically
To load external JavaScript files dynamically:

Copy the relevant third-party JavaScript files to the Gener at ed Wor kf | ow
\ <Wor kf | ow_package _nane>\ ht Ml andj s folders. They will be included in the
Mobile Workflow manifest and .zip file automatically.

Generated HTML Files
The Mobile Workflow Forms Editor generates these HTML files:

e wor kfl ow. ht mM - used on BlackBerry and iOS platforms with the Optimize for
per formance option for the look and feel. On Windows Mobile, it is used for all looks-
and-feels.

* wor kfl ow_cust om ookandf eel . ht m —usedwiththe Optimizefor appearance
look-and-feel on BlackBerry 5.0

* workfl ow_j querynobi | el ookandf eel . ht M - used with the Optimize for
appear ance look-and-feel on iOS

CSS Files

On BlackBerry 6.0 and iOS platforms, the jQuery Mobile look-and-feel is used. On
BlackBerry 5.0, a custom look-and-feel is used as the default.

CSS files include:

* jquery.nobil e-1.0a3. css —located in Gener at ed Wor kf | ow
\ <nobi | e_wor kf | ow_name>\ ht m \ css\ j query folder and used on
BlackBerry 6.0 and iOS platforms. By default, pages are generated using the A data theme.
Modify the ui - body- a class selector in this file to modify the look-and-feel, for
example, the background image or color modify .

 rmaster. css—locatedin Gener at ed Wor kf | oW <nobi | e_wor kf | ow_nane>
\ ht m \ css\ bb and used on the BlackBerry 5.0 platform. Modify the body selector to
change the look-and-feel, for example, the background color.

e styl esheet. css —located in Gener at ed Wor kf | ow
\ <nobi | e_wor kf | ow_nane>\ ht m \ css. This look-and-feel is considerably
simpler, using no JavaScript code to manipulate the controls, and only asingle CSSfile. To
modify the background colour for this look-and-feel, modify the body selector.
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BlackBerry 6.0 and iOS Look-and-Feel

The default look-and-feel for BlackBerry 6.0 and iOS is provided by the jQuery Mobile
framework.

For this look-and-feel, the layout of the HTML at a high-level is as follows:

Each screen has a block, contained in a <div> element, with a data-role of "page" and a
data-theme of 'a.' Each <div> has a <div> with a data-role of "header," and a child element
for the menu.

<di v data-rol e="page" data-thene="a'
i d="Depart nent _creat eScreenDi v">
<di v dat a-rol e="header" data-position="inline">

<a data-icon="arrow|"
i d="Depart nent _creat eScreenDi vCancel " nanme="Cancel "
oncl i ck="nenul t entCal | backDepar t ment _creat eCancel (); "> Cancel </ a>

<hl>Depart nent _create</hl>

<a i d="Departnent createScreenDi vCreate" nane="Create"
oncl i ck="nenul t entCal | backDepart nent _creat eSubm t_Workfl ow(); ">
Creat e</ a>

</ di v>

The menu has one anchor, <a>, for each menuitem:

<a i d="Departnent_createScreenD vCreate" name="Create"
oncl i ck="nenul t entCal | backDepart nent _creat eSubm t_Workfl ow(); ">
Create</ a>

In addition to a menu, each screen <div> has a <div> with a data-role of "content," a child
element where the controls are hosted. The content <div> has a child <div> with a data-
role of "scroller.” This <div> in turn has a form with a number of <div>s.

<di v data-rol e="content" cl ass="w apper" >
<div data-rol e="scroller">
<f or m nanme="Depart nent _cr eat eFor ni
i d="Depart nent _creat eForni >
<di v cl ass="cust onifopXf For ntyl e" ><span
i d="Depart nment _creat eFor m hel p" cl ass="hel p"></ span></di v>
<di v cl ass="cust onifopX For ntt yl "
i d="t opOf Depart nent _cr eat eFor mi' ></ di v>
<di v cl ass="editbox">
<l abel class="left"
for="Departnent _create_dept _nanme_paranKey">Dept nane: </| abel >
<i nput class="right" type="text"
i d="Depart nent _creat e_dept _name_par anKey"/ ><span
i d="Depart nment _create_Departnent_create_dept _nane_par anKey_hel p"
cl ass="hel p" ></ span>
</ di v>

The first <div> is a block put aside for use to display help, a <span> element.

The next <div> is a built-in element that can be used to find the top of the form. The last
<div> is another built-in element that can be used to find the bottom of the form.

All the other <div>s in the form correspond to the controls put on that screen during design
time in the Mobile Workflow Forms editor. You might see, for example, a <div> that holds
a label, <label>, and a textbox, <input>. When the page is opened, the controls will be
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enhanced by jQuery Mobile to supply additional functionality for controls like buttons,
sliders, text inputs, and combo boxes.

A typical mobile workflow with this look-and-feel, without extraneous attributes, looks
similar to this:

<htm >
<body onl oad="onWr kf | owLoad(); ">
<di v dat a-rol e="page" data-thene="a'
i d="Depart nent _creat eScreenDi v">
<di v data-rol e="header" data-position="inline">
<a data-icon="arrow|" id="Departnent_createScreenD vCancel "
nanme="Cancel " oncl i ck="nmenul t enCal | backDepart nent _cr eat eCancel (); ">
Cancel </ a>
<h1>Depart ment _cr eat e</ hl1>
<a i d="Depart nent _createScreenDi vCreate" name="Create"
oncl i ck="nenul t entCal | backDepar t nent _creat eSubm t _Wor kfl ow(); ">
Create</ a>
</ di v>
<di v data-rol e="content" cl ass="w apper" >
<div data-rol e="scroller">
<f or m name="Depart ment _cr eat eFor ni'
i d="Depart nent _creat eForni >
<di v cl ass="cust onifopXf Forntyl e" ><span
i d="Depart nent _creat eForm hel p" cl ass="hel p"></span></di v>
<di v cl ass="cust onifopX For ntt yl "
i d="t opOf Depart ment _cr eat eFor ni' ></ di v>
<di v cl ass="editbox">
<l abel class="left"
for="Departnent_create_dept _name_par anKey" >Dept nane: </ | abel >
<i nput class="right" type="text"
i d="Depart nent _creat e_dept _name_par anKey"/ ><span
i d="Depart nent _create_Departnent_create_dept _name_paranKey_hel p"
cl ass="hel p" ></ span>
</ div>
<di v cl ass="cust onBot t onf For nSt y| e"
i d="bott omOf Depart nent _cr eat eFor ni' ></ di v>
</ form
</ di v>
</ di v>
</ div>
</ body>
</htm >

BlackBerry 5.0 Look-and-Feel
A custom look-and-feel is used, by default, for BlackBerry 5.0.

Each screen has a block, a <div>. Each div has a form, <form>, where the controls are hosted.
Each form has a number of divs. The first div has a block put aside for use to display help, a
<span> element. The next div is a built-in element that can be used to find the top of the form.
The last div is another built-in element that can be used to find the bottom of the form. All the
divs in the form will correspond to the controls put on that screen in the mobile workflow
forms editor. You might get, for example, a div that holds a label, <label>, and a textbox,
<input>.
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» Each screen has a block, contained in a <div> element, and each <div> has a form, where
the controls are hosted.

« The first <div> is a block put aside for use to display help, a <span> element.

e The next <div> is a built-in element that can be used to find the top of the form.

e The last <div> is another built-in element that can be used to find the bottom of the form.

* All the divs in the form will correspond to the controls put on that screen in the mobile
workflow forms editor. You might get, for example, a <div>that holds a label, <label>, and
a textbox, <input>.

A typical mobile workflow with this look-and-feel, without extraneous attributes, looks
similar to this:

<htm >
<body onl oad="onWbr kf |l owlLoad() ;">
<di v id="Departnment_createScreenD v">
<f or m name="Depart ment _cr eat eFor nf'
i d="Depart nment _cr eat eFor ni' >
<di v cl ass="cust onfopX Forntyl e" ><span
i d="Depart nent _creat eForm hel p" cl ass="hel p"></span></di v>
<di v cl ass="cust onifopX For ntt yl "
i d="t opOF Depart ment _cr eat eFor ni' ></ di v>
<di v cl ass="editbox">
<l abel class="left"
for="Depart nent _create_dept_nane_paranKey" >Dept id: </| abel >
<input class="right" type="text"
i d="Depart nent _creat e_dept _name_par anKey"/ ><span
i d="Depart nent _create_Departnent _create_dept _id_paranKey_hel p"
cl ass="hel p"></ span>
</ div>
</ fornp
</ di v>
</ body>
</htm >

Optimized for Performance Look-and-Feel
This look-and-feel is simple and can be used on all platforms, including Windows Mobile.

Choose the Optimized for performance option when you configure Mobile Workflow Forms
Editor preferences. For this look-and-feel, the layout of the HTML at a high-level is as
follows:

» Each screen has a block, a <div> element. Each of those <div>s has an unordered list
element, <ul>, a child element for the menu. The menu has one list item, <li>, for each
menu item.

* In addition to a menu, each <div> has a form, <form> where the controls are hosted.

« Eachformhasasingletable, <table>, with a number of table rows, <tr>. The first table row
has a block put aside for use to display help, a <span> element. The next table row is a
built-in element, a table data or <td>, that can be used to find the top of the form.

» The last table row is another built-in element, a <td>, that can be used to find the bottom of
the form.
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< All the other rows in the form will correspond to the controls put on that screen in the
Mobile Workflow Forms editor. You might get, for example, a row with two table datas, the
first holding a label, <label> and the second holding a textbox, <input>.

A typical mobile workflow with this look-and-feel, without extraneous attributes, looks
similar to this:

<htm >
<body onl oad="onWor kf | owlLoad() ;">
<di v id="Departnment_createScreenD v">
<ul id="Departmnment_createScreenD viMenu" cl ass="nmenu">
<li><a class="nav" name="Create"
oncl i ck="nenul t ental | backDepart nent _creat eSubm t _Workfl ow() ; " >Creat
e</a></li>
<l i><a cl ass="nav" name="Cancel "
oncl i ck="menul t enCal | backDepart ment _cr eat eCancel () ;" >Cancel </ a></
li>
</ ul >
<f or m name="Depart ment _cr eat eFor nf'
i d="Depart nment _cr eat eFor ni' >
<tabl e cl ass="screen">
<tr>
<td col span="2"><span i d="Depart nent _creat eForm hel p"
cl ass="hel p"></ span></t d>
</tr>
<tr>
<td col span="2" id="t opCf Depart nment _creat eFornm'></td>
</tr>
<tr>
<td class="I|eft"><| abel
for="Departnent_create_dept_name_paranKey">Dept nane: </| abel ></t d>
<td class="right"><input class="right" type="text"
i d="Depart nent _creat e_dept _name_par anKey"/ ><span
i d="Depart nent _create_Departnent _create_dept _name_paranKey_hel p"
cl ass="hel p"></ span></td>
</tr>
<tr><td col span="2" id="bottonOf Depart nent _creat eFor ni ></
td></tr></tabl e>
</ fornp
</ div>
</ body>
</htm >

Workflow Client API

Sybase Unwired Platform Mobile Workflow applications include a JavaScript API that open
Mobile Workflow applications to customization, from including client-side business logic to
changing the presentation layer.

Use the client API to build custom applications to support Sybase Unwired Platform Mobile
Workflow features and functionality.

Developer Guide for Mobile Workflow Packages 119



Reference

General Utility Functions
Methods that allow you to access the Mobile Workflow general utility functions.

All of general utility functions are synchronous.

Method Description
guid() Generates a unique string.
trimSpaces(str) Removes spaces from the specified string.

str — the specified string.

escapeValue(val) Replaces all instances in the specified string:

e Of the & character with '&amp;'.

» Of the < character with '&lIt;".

» Of the > character with '&gt;".

» Of the " (quotation mark) character with '&quot;'.
o Of the ' (apostrophe) character with '&apos;'.

val — the specified value. Returns the escaped value.

unescapeValue(val) Replaces all instances in the specified string:

» Of the '&amp;' substring with ‘&’.
e Of the '&lIt;” substring with '<’.

o Of the ‘&gt;” substring with *>".

» Of the ‘&quot;’ substring with "".
» Of the ‘&apos;’ substring with "',

val — the specified value. Returns the escaped value.

islOS() Returns true if the Mobile Workflow application is running on an
iOS platform.
isBlackBerry() Returnst r ue if the Mobile Workflow application is running on a

BlackBerry platform.

iswWindowsMobile() Returns true if the Mobile Workflow application is running on a
Windows Mobile platform.

isWindows() Returns true if the Mobile Workflow application is running on a
Windows platform.
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Method Description

getAttribute(elem, attribName) | Reliably returns the specified attribute value for the specified
HTML element.

» elem —the specified HTML element.
» attribName — the attribute name.

getElementsByTagName(El, Reliably returns the list of elements with the specified tag name,
tagName) searching only the subtree underneath the specified element.

» el —the specified HTML element.
» tagName — the specified tag name.

getFormElementByld(formEl, Returns the form element with the specified ID.

elemID
) » formEl - the form element.

» elemld - the specified ID.

getXMLHTTPRequest() Reliably returns an XMLHttpRequest object.

Note: This method is supported only on BlackBerry and Windows
Mobile platforms.

getURLParam(paramName) Returns the specified parameter value from the current URL
(window.location.href).

paramName — the specified parameter name.

Mobile Workflow Utility Functions
Methods that allow you to access the Mobile Workflow utility functions.

All of the Mobile Workflow utility functions are synchronous.

Method Description

getDateString(date) Returns a string representation of the specified
date (currently in yyyy-mm-dd format only).

date — the specified date.
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Method

Description

getDateTimeStringToDisplay(datetime, preci-
sion)

Returns a string representation of the specified
date with the specified precision (currently in
yyyy-mm-ddThh, yyyy-mm-ddThh:mm or yyyy-
mm-ddThh:mm:ss format only, depending on the
precision string (HOURS, MINUTES, SEC-
ONDS)).

e datetime — the specified datetime.

« precision — (optional) the specified precision,
determines the precision used when round-
ing.

getDateTimeStringForXMLMessage(datetime)

Returns a string representation of the specified
date in yyyy-mm-ddThh:mm:ss format.

datetime — the specified datetime.

getDateFromExpression(toolingStr)

Returns a date for the specified string, which must
be either a string representation of a date or of the
form “today” or “today+d” or “today-d”, where d
is a number of days.

toolingStr — the date as specified in the Mobile
Workflow Forms editor.

parseBoolean(valuge)

Returns true if the specified string is equal, in a
case-insensitive way, to true.

parseDateTime(value)

Returns a date that corresponds to the specified
string.

convertToSUPType(htmlIElement, typeAttribute)

Returns the XmIWorkflowMessage type for the
given HTML element.

« htmlElement — the specified HTML element.
« typeAttribute — the type of the specified
HTML element.

getHTMLValue(htmlElement, typeAttribute)

Returns a string representation of the specified
HTML element’s value.

e htmlElement — the specified HTML element.

« typeAttribute — the type of the specified
HTML element.
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Method Description

setHTMLValue(htmlElement, value, screen- Sets the value of the specified HTML element

Name) from the specified string representation of the
value.

« htmlElement — the specified HTML element.
e value — the new value.

« screenName —the screen on whichthe HTML
element appears.

Workflow Ul Functions
Functions that allow you to access the Mobile Workflow user interface (Ul).

The Mobile Workflow Ul functions are synchronous.

Method Description

getCurrentScreen() Returns the key of the current (open) screen.

getPreviousScreen() Returns the key of the screen that was open pre-
vious to the current screen being opened, if ap-
plicable.

navigateForward(toScreen, listviewKey) Navigates from the current (open) screen to a new

screen with the specified key.

« toScreen — the screen to open.

¢ (optional) listViewKey — the listview row for
which the details screen is being opened.

navigateBack(isCancelled) Closes the current screen and returns to the pre-
vious screen, if applicable. If the specified pa-
rameter value is false, the values on the open
screen are persisted to the Mobile Workflow mes-
sage if they pass validation.

isCancelled — true for a Cancel action, false for a
Save action.
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Method

Description

updateUIFromMessageValueCollection(screen-
KeyName, values)

Updates the values of the controls on the given
screen based on the contents of the specified
MessageVal ueCol | ecti on. This func-
tion will rarely, if ever, need to be called.

screenKeyName — the screen.
values — the message value collection.

updateMessageValueCollectionFromUI(values,
screenName, keys, keyTypes)

Updates the contents of the specified Messa-

geVal ueCol | ect i on based on the values
of the controls on the given screen. In most cases,
saveScr eeniscalled instead of this function.

screenName — the screen.

values — the message value collection.
(optional) keys — an array of keys, which is a
list of only the keys to be updated.

(optional) keyTypes—an array of types for the
list of keys, if supplied.

saveScreen(currMVC, currScreen, needValida-
tion)

Saves the contents of the specified screen to the
specified MessageValueCollection. This function
differs from updat eMessageVal ue-

Col | ect i on in these ways:

Parameters include:

If directed, it first performs validation on the
screen.

It supports customization.

Itis capable of handling the credential request
screen.

currMVC — the current message value. col-
lection

currScreen — the current screen.

(optional) needsValidation — false if valida-
tion should not be done before saving, true (or
unspecified) if validation should be done be-
fore saving. Returns true if saving (and vali-
dation, if requested) was successful, other-
wise, returns false.
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Method Description

saveScreens() Saves the contents of all open screens if they are
successfully validated.

updat eUl From\vessageVal ueCol | ecti on

To completely override the behavior provided by updateUIFromMessageValueCollection for
a given screen, provide a UlUpdateHandler object for that screen. That UlUpdateHandler
object has a screenName property, which indicates which screen's behavior it is overriding,
and a callback function that indicates the function to call for that screen. That function is
passed in the relevant MessageValueCollection object and it is its responsibility to update the
controls' values based on its contents. An example of this is:

function MyLi st Vi ewpdat eHandl er () {

thi s. screenName = "Prev_Expenses”;
thi s. val ues;

}
M/Li st Vi empdat eHandl er. pr ot ot ype. cal | back = functi on(val uesl n)

/! Rows returned fromRM Call
this.val ues = val uesl n;

/'l construct our table
try {
var nm/c =
thi s. val ues. get Dat a( " Pur chaseTr acki ngJC fi ndQ her Request s_r esul t Set
Key");
var txt =
var htm Qut = "<p>";

[INTEN
)

/1 Do we have any rows to display?
if (mvc.value.length > 0) {
// Start the table and header
html Qut += "<table id=" MyPrevExpensesTabl e’
cl ass="al trowst abl e' >";
htm Qut += "<tr><t h>l tem Nane</t h><t h>Cost </t h></tr>";

/1 Draw the rows+H15
for (var rows = 0; rows < nvc.value.length; rows++) {
var mvNane =
mvc. val ue[ rows] . get Dat a( " Pur chaseTr acki ngJC_ i t emNane_attri bKey");
var mvCost =
mvc. val ue[ rows] . get Dat a( " Pur chaseTracki ngJC i tenCost _attri bKey");

if (mvName && nmvCost) {
[/l Alternate the row col ors
html Qut += "<tr
oncl i ck=" navi gat eForwar d(\ " Prev_Expenses_Detai I\", " +
mvc. val ue[ rows] . getKey() + ");"'";
if (rows %2 == 0) {
htm Qut += " cl ass='evenrowcol or' >";
}
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el se {
htm Qut += " cl ass=' oddrowcol or' >";
}

html Qut += "<td>" + nvNane.getVal ue() + "</
td><td>" + nvCost.getValue(); +"</td></tr>";

}

/1 Finish the table
htm Qut += "</tabl e>";

el se {
htm Qut += "No rows returned.";

}
html Qut += "</ p>";

// Now add the table to the docunent
var form = docunent.forms[curScreenKey + "Forni'];
if (form ({
[lvar topOf FornEl em = docunent. get El ement Byl d( "t opOF " +
cur ScreenKey + "Forni');

var topOf FornEl em =
docunent . get El ement Byl d( " Pur chaseTr acki ngJC fi ndQ her Request s_resul
t Set Key") ;

t opOf For nEl em i nner HTML = ht ml Qut ;

1i:atch (e) {
al ert (e. nessage) ;

} I/ function callback
function cust omAfterWrkfl onload() {

/1 Setup U Handl er to draw our Listview Screen
Ul Updat eHandl ers[ 0] = new MyLi st Vi ewpdat eHandl er () ;
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Mobile Workflow Application Native Device Functions
Access the native features of the device using the native device functions.

Method Description Synchronous or
Asynchronous
setScreenTitle(screenKeyName, | Sets the specified screen’s title based on | Asynchronous on
screenTitle) its sup_screen_title attribute value. i0S
» screenKeyName — the screen. Synchronous on
« (optional) screenTitle — an explicit Blf'ackBerry a”(_j
screen title to use rather than the Windows Mobile

sup_screen_title attribute value.

closeWorkflow() Closes the Mobile Workflow application. | Asynchronous on
i0S
Synchronous on

BlackBerry and
Windows Mobile

addMenultem(menultemName, | Allows the user to add a native menu item | Synchronous
functionName, subMenuName) | with the specified name and with the
specified callback, which is invoked
when the menu item is clicked.

« menultemName —the specified menu
item name.

e functionName - the specified call-
back name.

e (optional) subMenuName — the spe-
cific submenu name for Windows
Mobile platforms.

removeAllMenultems() Removes all native menu items. Asynchronous on
i0S
Synchronous on

BlackBerry and
Windows Mobile

clearCache() Allows the user to clear the contents of | Synchronous
the on-device request result cache for the
current workflow.
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Method

Description

Synchronous or
Asynchronous

clearCacheltem(cacheKey)

Allows the user to clear an item from the
contents of the on-device request result
cache for the current Mobile Workflow
form.

cacheKey — the key for the item to be
removed. See the Wor kf | ow. j s file
for details on how to construct this.

Synchronous

logToWorkflow(message, level,
notifyUser)

Allows the user to log a message to the
device trace log, which can be remotely
retrieved from the server.

* message — message to log.

e level-level at whichto log (ERROR,
WARN, INFO, or DEBUG).

* notifyUser - if true, an alert dialog is
shown before logging commences.

Synchronous

showCertificatePicker()

Opens a form on the device that allows
the user to specify the credentials through
the use of certificate-based authentica-
tion.

Asynchronous on
i0S
Synchronous on

BlackBerry and
Windows Mobile

showUrlInBrowser(url)

Open the supplied URL in the browser.

Asynchronous on
i0S
Synchronous on

BlackBerry and
Windows Mobile
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Method

Description

Synchronous or
Asynchronous

showAttachmentContents(con-
tents, mimeType, fileName)

Shows the given file contents in a con-
tent-appropriate way. The content type is
supplied by either the MIME type or the
file name, at least one of which must be
supplied. The content itself should be
presented as a Base64-encoded string.

e contents — the Base64-encoded ver-
sion of the binary content of the at-
tachment to show.

e mimeType — (optional) the MIME
type of the file.

e fileName - (optional) the name of the
file.

Synchronous on
Windows Mobile

Asynchronous on
iOS and BlackBerry

showAttachmentFromC-
ache(uniqueKey, mimeType, file-
Name)

Shows the given file contents in a con-
tent-appropriate way. The content type is
supplied by either the MIME type or the
file name, at least one of which must be
supplied. The content itself is a unique
key supplied earlier to a call to doOn-

| i neRequest .

* uniqueKey - the unique key for the
attachment.

* (optional) mimeType — the MIME
type of the file.

e (optional) fileName — the name of the
file.

Synchronous on
Windows Mobile

Asynchronous on
iOS and BlackBerry

showL ocal Attachment(key)

Shows a local attachment.

key — the key.

Asynchronous on
i0S
Synchronous on

BlackBerry and
Windows Mobile
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Method Description Synchronous or
Asynchronous

doOnlineRequest(screenKey, re- | Allows the user to cause an operation/ Synchronous on
questAction, timeout, cacheTi- object query to be invoked. Windows Mobile
meout, errorMessage, errorCall-
back, workflowMessageToSend,
cacheKey)

« screenKey — the specified screen on | Asynchronous on
which the submit is occurring. iOS and BlackBerry

e requestAction — the specified action
for the submit.

e timeout — specifies the time, in sec-
onds, to wait for a response.

« cacheTimeout — specifies the time, in
seconds, since the last invocation
with the same input parameter val-
ues, to use the same response as pre-
viously retrieved without making a
new call to the server.

« errorMessage — specifies the string to
show if an online request fails.

« errorCallback — name of the function
to be called if an online request fails.

« workflowMessageToSend — Mobile
Workflow message that is sent as the
input in an online request.

» cacheKey —string used as the key for
this request in the on-device request
result cache.
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Method

Description

Synchronous or
Asynchronous

doAttachmentDownload(screen-
Key, requestAction, workflow-
MessageToSend, attachmentKey,
cacheGUID, cacheCallback)

« screenKey — the specified screen on
which the submit is occurring.

* requestAction — the specified action
for the submit.

« workflowMessageToSend — the Mo-
bile Workflow message that is sent as
the input in an online request.

» attachmentKey — the specified key of
the result is not returned in the work-
flow message but is, instead, stored
on the device for later access.

e cacheGUID - if specified, represents
aunique key that can be used to store/
access the cached key value from the
request results. Must be specified if
keyToCache is specified. Used to
support attachments.

» cacheCallback — if specified, is a
function that is invoked when the
cached value has been downloaded to
the device and is ready to be ac-
cessed. Must be specified if keyToC-
ache is specified. Used to support at-
tachments.

Asynchronous
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Method Description Synchronous or
Asynchronous

doSubmitWorkflow(screenKey, | Allows the user to cause an operation/ Synchronous
requestAction, submitMessage, | object query to be invoked. Will close the
resubmitMessage) workflow application when finished.

« screenKey — the specified screen on
which the submit is occurring.

e requestAction — the specified action
for the submit.

e submitMessage — specifies the string
to show if an asynchronous request is
successfully submitted.

e resubmitMessage — specifies the
string to show if an asynchronous re-
quest is not submitted because the
workflow has already been pro-
cessed.

showAlertDialog Brings up a message dialog with the Asynchronous
specified message, or, optionally, on iOS
only, the specified title.

Workflow Message Data Functions

Access the mobile workflow application message data functions.

A mobile workflow application has an in-memory data structure where it stores data. This data
is used to update the controls on the screen through

updat eUl Fr omvessageVal ueCol | ecti on() . Values are extracted from those
controls and used to update the data through

updat eMessageVal ueCol | ecti onFronJ ().

You can program the data content and use it to make decisions on the client. To get the active
instance of this data structure, you start by calling getWorkflowMessage(). This returns a
WorkflowMessage object. This object has a function, getValues(), that is used to return the
top-level MessageValueCollection object. This object has a list of key-value pairs, represented
by MessageValue objects and is retrieved by calling getData(key). getData() returns either a
single MessageValue object, or an array of MessageValueCollection objects.
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Method Description

getCurrentMessageValueCollection() Recommended for listviews so that the user gets
the appropriate part, or values, of the message, for
the current screen.

Each row in the listview corresponds to a Values
section. So, for example, if the user is on the de-
tails screen and get Cur r ent Message-
Val ueCol | ect i on is called, the portion
that matches the listview row the user clicked
appears. If get Vor kf | owmvessage is
called, the entire message appears.

getWorkflowMessage() Allows the user access to the Mobile Workflow
message.

Note: Sybase recommends this method, general-
ly, over get Cur r ent MessageVal ue-
Col l ection().

A typical mobile workflow message might look similar to this.
Wor kf | owvessage

. get Header () <undef i ned>
. get Wor kf | owScr een() "sal esorderLi st_newSQCr eat e"
. get Request Acti on() "Submi t_Wor kf | ow"
. get Val ues() MessageVal ueCol | ecti on
. get Dat a( " sal esorder Li st _newSOCr eat e_ W THOUT_COWM T_par a
nkey")
. get Key()
"sal esor derLi st_newSOCr eat e_W THOUT_COWM T_par anKey"
. get Type() " TEXT"
. get Val ue() "t

. get Dat a(" BAPI _SALESORDER CREATEFROVDAT1_ORDER HEADER | N
_DOC_TYPE_attri bKey")

. get Key()

" BAPI _SAL ESORDER CREATEFROVDAT1_CORDER HEADER | N _DOC TYPE attri bKey"
. get Type() " TEXT"
. get Val ue() "t

. get Dat a( " BAPI _SALESORDER CREATEFROVDAT1_CORDER HEADER | N
_SALES ORG attri bKey")

. get Key()
"BAPI _SALESORDER CREATEFROVDAT1_ORDER_HEADER | N _SALES ORG attri bKey

. get Type() " TEXT"
. get Val ue() "l
. get Dat a( " BAPI _SALESORDER_CREATEFROVDAT1_ORDER HEADER | N
_DI STR_CHAN at tri bKey")
. get Key()
" BAP| _SALESORDER CREATEFROVDAT1_ORDER HEADER | N DI STR CHAN attri bKe
y"
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. get Type() " TEXT"
. get Val ue() "t
. get Dat a( " BAPI _SALESORDER CREATEFROVDAT1_ORDER HEADER | N
_DIVISION attri bKey")

. get Key()
" BAP| _SALESORDER CREATEFROVDAT1_ORDER HEADER | N DI VI SION attri bKey"
. get Type() " TEXT"
. get Val ue() "l
. get Dat a( " sal esorder Li st_newSOCr eat e_ ORDER_PARTNERS par a
mKey")
MessageVal ue
. get Key()
"sal esorderLi st_newSOCr eat e_ ORDER_PARTNERS_par anKey"
. get Type() "Ll ST
. get Val ue() MessageVal ueCol | ecti on[ ]
[0] . get Key() "6476clad- 94e9- e5a4- b903-
caf 2ca613c4a"
[0].getState() "add"

[0] . get Dat a( " PARTN_ROLE")
MessageVal ue

. get Key() "PARTN_ROLE"
. get Type() " TEXT"
. get Val ue() "l

[ 0] . get Dat a( " PARTN_NUMVB")
MessageVal ue

. get Key() " PARTN_NUMB"
. get Type() " TEXT"
. get Val ue() "l

get Current MessageVal ueCol | ecti on

Handling individual items
var nessage = get Current MessageVal ueCol | ection();

var cityObj = message. getData("Custoner_city_attribKey");
var city = cityCbj.getValue();

var stateObj = nessage. getData("Custoner_state_attribKey");
var state = statebj.getVal ue();

var zi pCbj = nessage. get Dat a(" Custoner _zip_attri bKey");
var zip = zi poj.getVal ue();

List

var nessage = get Current MessageVal ueCol | ection();

var itenlLi st = nessage. get Dat a(" Cust Docs");

var items = itenlist.getValue();
var noOfltens = itens. | ength;
var i = 0;

while (i < noOltens) {
var theltens = itenms[i];
var
fil eNanmeObj =t hel t ens. get Dat a( " Cust Docs_fil eNane_attri bKey");
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var fileNanme = fil eNameQbj . get Val ue();
i =i + 1;

}

WorkflowMessage.js File
You have full access to the workflow message being sent to and from the client, through
customization.

The workflow message is presented to the unit in an object-based format. At the top level, you
have access to a WorkflowMessage object, constructed with an XML-encoded string.

WorkflowMessage object properties and methods
The WorkflowMessage object has these properties and methods:

» Properties
* header (string)
e requestAction (string)
« workflowScreen (string)
¢ Values (MessageValueCollection)
e Methods
» createFromString (workflowMessageAsString)
» parseMessageValueCollection (valuesNode, messageValueCollection)
» serializeToString()
 serializeValues (values, prefix)

MessageValueCollection properties and methods
The MessageValueCollection object has these properties and methods:

» Properties
e key (string)
 state (string)
e Methods
e add (key, value)
e clear ()
« getData (key)
» remove (key), where the key parameter is a string and the value parameter is either a
MessageValueCollection or a MessageValue

MessageValue object properties and methods
The MessageValue object has these properties:

* key (string)
« type (string) — one of BOOLEAN, NUMBER, DATETIME, TEXT, or LIST
 value (string)
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Workflow Validation Functions

Workflow validation methods allow you to access the Mobile Workflow application

validation functions.

The Mobile Workflow validation methods are synchronous.

Method

Description

validateRegularExpression(val, rExp, userSup-
pliedMsg, helpElement)

Returns true if the specified value matches
the specified regular expression.

val — the specified value.

rExp — the specified regular expression.
(Optional) userSuppliedMsg —the mes-
sage to use if the specified value is in-

valid.

(Optional) helpElement — the help ele-
ment.

validateDate(val, required, minValue, maxValue, user-
SuppliedMsg, helpElement)

Returns 0 if the specified value represents a
valid date, given the constraints specified,;
otherwise, returns an error code.

val — the specified value.

(Optional) required — true if the value
must be specified, otherwise, false.
(Optional)minValue — the minimum al-
lowable value.

(Optional) maxValue — the maximum
allowable value.

(Optional) userSuppliedMsg — the mes-
sage to use if the specified value is in-
valid.

(Optional) helpElement — the help ele-
ment.
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Method Description

validateDateTime(val, required, minValue, maxValue, | Returns O if the specified value represents a
userSuppliedMsg, helpElement) valid datetime, given the constraints speci-
fied; otherwise, returns an error code.

» val - the specified value.

e (Optional) required — true if the value
must be specified, otherwise, false.

e (Optional) minValue — the minimum al-
lowable value.

e (Optional) maxValue — the maximum
allowable value.

e (Optional) userSuppliedMsg — the mes-
sage to use if the specified value is in-

valid.
» (Optional) helpElement — the help ele-
ment.
validateTime(val, required, minValue, maxValue, Returns 0 if the specified value represents a
userSuppliedMsg, helpElement) valid time, given the constraints specified,;

otherwise, returns an error code.

» val —the specified value.

e (Optional) required — true if the value
must be specified, otherwise, false.

e (Optional) minValue — the minimum al-
lowable value.

* (Optional) maxValue — the maximum
allowable value.

e (Optional) userSuppliedMsg — the mes-
sage to use if the specified value is in-
valid.

e (Optional) helpElement — the help ele-
ment.
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Method

Description

validateNumber(val, required, minValue, maxValue,
numOfDecimals, maxLength, userSuppliedMsg, help-
Element)

Returns 0O if the specified value represents a
valid number, given the constraints speci-
fied; otherwise, returns an error code.

val — the specified value.

(Optional) required — true if the value
must be specified, otherwise, false.
(Optional) minValue — the minimum al-
lowable value.

(Optional) maxValue — the maximum
allowable value.

(Optional) numOfDecimals — the max-
imum allowable number of digits after
the decimal place.

(Optional) maxLength — the maximum
number of characters.

(Optional) userSuppliedMsg — the mes-
sage to use if the specified value is in-
valid.

(Optional) helpElement — the help ele-
ment.

validateText(val, required, maxLength, userSup-
pliedMsg, helpElement)

Returns 0 if the specified value represents a
valid text, given the constraints specified;
otherwise, returns an error code.

val — the specified value.

(Optional) required — true if the value
must be specified, otherwise, false.
(Optional) maxLength — the maximum
number of characters.

(Optional) userSuppliedMsg — the mes-
sage to use if the specified value is in-
valid.

(Optional) helpElement — the help ele-
ment.
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Method

Description

validateEmail(val, helpElement)

Returns 0O if the specified value represents a
valid email; otherwise, returns an error
code.

» val - the specified value.

» (Optional) helpElement — the help ele-
ment.

validateControl(screenKey, controlKey, control)

Validates the specified control.

« screenKey —the screen the control is on.
< controlKey - the control's key.

¢ control — the HTML element for the
control.

validateScreen(screenName, values)

Validates the specified screen.

« screenName- the specified screen.

« values - the current message value col-
lection.

validateAllScreens()

Validates all open screens.

Resource Functions

The resource functions allow you to access localized string resources.

Method

Description

resources.hasLocale(localeName)

Returns true if the locale supplied is included in
the Mobile Workflow application; otherwise, re-
turns false.

resources.getString(key)

Returns the localized string for the supplied key
for the current locale.

resources.getString(key, localeName)

Returns the localized string for the supplied key
for the specified locale.
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Use troubleshooting tips to isolate and resolve common issues.

Troubleshoot

See Troubleshooting Sybase Unwired Platform for information about troubleshooting issues
for Workflow package and other Sybase Unwired Platform components.

HTTP Error Codes

Unwired Server examines the EIS code received in a server response message and maps ittoa
logical HTTP error code, if a corresponding error code exists. If no corresponding code exists,
the 500 code is assigned to signify either a Sybase Unwired Platform internal error, or an

unrecognized EIS error. The EIS code and HTTP error code values are stored in log records.

The following is a list of recoverable and non-recoverable error codes. Beginning with
Unwired Platform version 1.5.5, all error codes that are not explicitly considered recoverable
are now considered unrecoverable.

Table 2. Recoverable Error Codes

Error Code Probable Cause
409 Backend EIS is deadlocked.
503 Backend EIS down or the connection is terminated.
Table 3. Non-recoverable Error Codes
Error Code Probable Cause Manual Recovery Action
401 Backend EIS credentials wrong. | Change the connection information, or
backend user password.
403 User authorization failed on Un- | N/A
wired Server due to role con-
straints (applicable only for
MBS).
404 Resource (table/webservice/BA- | Restore the EIS configuration.
PI1) not found on Backend EIS.
405 Invalid license for the client (ap- | N/A
plicable only for MBS).
412 Backend EIS threw a constraint | Delete the conflicting entry in the EIS.
exception.
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Error Code Probable Cause Manual Recovery Action

500 SUP internal error in modifying | N/A
the CDB cache.

Beginning with Unwired Platform version 1.5.5, error code 401 is no longer treated as a
simple recoverable error. If the SupThr owCr edent i al Request On401Er r or context
variable is set to true (which is the default), error code 401 throws a

Credenti al Request Except i on, which sends a credential request notification to the
user's inbox. You can change this default behavior by modifying the value of the

SupThr owCr edent i al Request On401Er r or context variable in Sybase Control
Center. If SupThr owCr edent i al Request On401Er r or is set to false, error code 401
is treated as a normal recoverable exception.

Recovering from EIS Errors

After sending a JSON request to Unwired Server, if you receive in the response log message an
EIS code which is recoverable, the mobile workflow client throws a
Transf or nRet r yExcept i on or ResponseRet r yExcept i on, as is appropriate.

A retry attempt is made after a retry time interval, which is set by default to 15 minutes. You
can configure the retry time interval by setting the

SupRecover abl eError Ret r yTi neout (default: 15 minutes) and

SupUnr ecover abl eErr or Ret r yTi meout context variables through the Sybase
Control Center admin console.

Only certain error codes are considered to be recoverable.

Table 4. Recoverable Error Codes

Error Code Probable Cause
409 Backend EIS is deadlocked.
503 Backend EIS down or the connection is terminated.

Note: If the problem with the EIS is not corrected, the retry process can continue indefinitely.
Ensure that you set an appropriate retry time interval.

Other error codes are considered to be non-recoverable. No retry exception is thrown for these
errors.
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Table 5. Non-recoverable Error Codes

Error Code Probable Cause Manual Recovery Action

401 Backend EIS credentials wrong. | Change the connection information, or
backend user password.

403 User authorization failed on Un- | N/A
wired Server due to role con-
straints (applicable only for

MBS).
404 Resource (table/webservice/BA- | Restore the EIS configuration.
PI) not found on Backend EIS.
405 Invalid license for the client (ap- | N/A
plicable only for MBS).
412 Backend EIS threw a constraint | Delete the conflicting entry in the EIS.
exception.
500 SUP internal error in modifying | N/A

the CDB cache.

Mapping of EIS Codes to Logical HTTP Error Codes

The following is a list of SAP® error codes mapped to HTTP error codes. SAP error codes
which are not listed map by default to HTTP error code 500.

Table 6. Mapping of SAP error codes to HTTP error codes

Constant Description HTTP Error Code

JCO_ERROR_COMMUNICATION Exception caused by net- | 503
work problems, such as
connection breakdowns,
gateway problems, or ina-
vailability of the remote
SAP system.

JCO_ERROR_LOGON_FAILURE Authorization failures dur- | 401
ing the logon phase usually
caused by unknown user-
name, wrong password, or
invalid certificates.

JCO_ERROR_RESOURCE Indicates that JCO has run | 503
out of resources such as
connections in a connec-
tion pool
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Constant Description HTTP Error Code

JCO_ERROR_STATE_BUSY The remote SAP system is | 503
busy. Try again later

Credentials Are Lost after User Successfully Passes
Activation Screen

User logs in successfully on Activation screen, but is no longer logged in at some point after
that.

This happens when you do not execute a Save from the Activation screen, and then execute a
Cancel on a subsequent screen, before a Save is executed.

Always execute a Save immediately after credentials are successfully validated on the
Activation screen.

Mobile Workflow Exception Handling

Describes how to handle a blocked mobile workflow.

If a mobile workflow is not received or processed on a device, this may indicate the mobile
workflow is blocked in the message queue. By default, Unwired Server retries actions that
threw recoverable exceptions every 15 minutes and it retries actions that threw unrecoverable
exceptions every 3 days. Both types will continue to retry indefinitely, unless the administrator
intervenes, either by fixing the error or by unblocking the mobile workflow in the Sybase
Control Center queue.

This typically indicates that a workflow operation failed with a recoverable or unrecoverable
error. To resolve the situation:

1. Check the Unwired Server and mobile workflow client trace logs for information.
e Unwired Server logs:
« Aggregated Unwired Server logs — <Unwi redPl atform I nstal | Dir>
\ Unwi redPl at f or Ml Server s\ Unwi r edSer ver\ | ogs
e Messaging service log details — <Unwi redPl atform I nstal | Dir>
\ Unwi redPl at f or Ml Ser ver s\ Messagi ngSer ver\ Dat a\ Log
<Unwi redPl atform I nstal | Di r>\ Unwi redPl at f or Ml Servers
\ Messagi ngServer\ Trace
«  Workflow client trace logs:
e Single node —<Unwi redPl antform Install erDir>
\ Unwi r edPl at f or Ml Ser ver s\ Messagi ngServer\ Dat a
\ClientTrace
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e Cluster CDB node —<Unwi redPl antform I nstal | erDir>\ Dat a
\ Messagi ng\d i ent Trace
2. Use information in the logs to resolve the problem.
3. Use Sybase Control Center to check message queue status, and to suspend, resume,
unblock, or remove items in the queue. See:
Sybase Control Center for Sybase Unwired Platform > Manage > Managing Unwired
Platform > Routine System Maintenance Tasks > Checking System Status > Checking
Mobile Workflow Users and Queues
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