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Sybase IQ I XA EEEEF 2V T4

Sybase® IQ Advanced Security A 7> 3 > Tld. 717 LOWFS{k, FIPS i8ED %
Y=o bR e . T2 R=A i, AL —T T - VAT L -1l
AV, 2y FT—7 - 0 F A KT B Kerberos ZRaE DT R—F ENTVE T,
Advanced Security 4 7> g V&, BRI A2 AL Sybase IQ A2 5 T
ER

Sybase 1Q TD FIPS ¥ R—F

Sybase 1Q Tld. FIPS il O SLFART R 3 2 BRERIED DN TV E T, FIPS
13, Sybase IQ THE—FENTVBIRTDT T h T+ —LTHHE—FENT
VWET,

Sybase 1Q D FIPS ¥R — M K % Fx2id, e bicdivEZzfiizgs2& T
T, BEFTOIMENT 74V Mck>TWET, JERENT7 IV XL Tl

AJMEDE U T ERER S HIMENMEFONE T, Lih> T, xSt
TEF 2T 55, BelbE N gyidERRAo 9, Lo 7
w:ux5®ﬁu\# A U CIFRENRERZE BT 5 T L & A[AETT,

T DREREIC LTIV T X LORHTHIEE SIS L < R0, Bk E 5
uﬁ@u&biﬁo

FIPS DY R— kid. HIET A 2 AHWwhE7% Sybase 1Q Advanced Security 4773 3
VIEFENTVET,

Sybase IQ I1ZiZ. RSA & FIPS Difi 5Dt F 2V 7 ¢ BHAAETNTNE T, RSA
DOBEFAL TR DT A7 Z VI3 EH D FHAMN, FIPS Tld dbfi psil. dl|
Esbgse2.dll D2DODAT gy « FATITIVNRBETT, IA4T7FV
sbgse2. dl | (& Certicom M SREBEENTVET, WITNDEFa VT - BT
CHAEHEDNLEE T, rsaserver altHE X, $4HiD rsaserver.crt 75
rsaserver.idiCZEINFE LTz,

FIPSICIE, ROLIVAMUREELHETT, TORE. Sybase IQ 1 A F—
I 1~T¥UT¥R$OT§%%K&E§&§?
[ HKEY_LOCAL_MACH NEY¥SOFTWAREYCer t i con¥l i bsb]

"expect edt ag" =hex: 5b, Of , 4f , a6, e2, 4a, ef , 3b,
44,07, 05, 2e, b0, 49, 02, 71, 1f, d9, 91, b6

[SQL Anywhere 11.0.1] > [SQL Anywhere Server] — [Database Administration] >
[Security| > [Transport-layer security ] & [SQL Anywhere 11.0.1] > [SQL
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Sybase IQ IC X5 EExtEF VT«

Anywhere Server] — [Database Administration| > [Security] > [Keeping your data
secure] ZZML T ZE W,

Sybase IQ T® Kerberos 8 R— b

Sybase IQ Tl Kerberos ZRAEMY R—F TN TVWET, 2hiF, AXL—F7 71
T VAT LERY FU—IDEOT A VLT — 2 N— ZHEROW I LT 1
DDI—YID &ENRAT— RZHMFETE 2071 UHHETY,

Kerberos 7 L 7> ¥ v )V lifld 52 & T, A—YIDR/SAT— REIRELTIC
?—&&_ZOC¢§ﬁ‘6%i‘a‘o

Kerberos #2alEld. HI&T A 2> AW E7x Sybase 1Q Advanced Security 4 7' g >~/
IHEENTVET,

[SQL Anywhere 11.0.1] > [SQL Anywhere Server — Database Administration | >

[ Starting and Connecting to Your Database | > [SQL Anywhere database connections | >
['Kerberos authentication | ZZHHL T 72 &0,

Sybase 1Q TDH < LD E1k
Sybase IQ Tl I—VWEELH T LT R—FENTVET,

Sybase IQ 7 — X N—X « 7 7 A )LOES MG S TIE, 128 ¥y FO7)LIV X
LE, 2FaVT o - F—ZHHLET, 7—2EHHFAET, F—AZFnE
HREAZGTEEE o YR—FENB7)LTY X L&, FIPS-197 (Federal
Information Processing Standard for the Advanced Encryption Standard) IC#E#LL TV &
ER

Sybase 1Q Tld. AES_ENCRYPT B%X. AES_DECRYPT BH%{. LOAD TABLE
ENCRYPTED AJIC X > CA—YWEEL N T LZTR—FLTVET, TN5DREIE
BT TVr—2a Y BREUHT T & T, AT L - TR EIPRINICKE S X
ggﬁj%{t‘f\% £9, s bF—LEStF—DEMI, 7SV =y 3 VT

HE . COB~< =27 )V THIHT % Sybase 1Q Advanced Security 4 7' 5 > DR

AT L AT a3 VORE b S LERERER T 512E. (EHOS A2 X
EFHIEL 0208 NH D E T,

1T LOWSLCH R GR 2T —2AN—X « X7 avhiHD £9, TOKAE
AT 200, TAT LD 2T —ZN—R - F T 3 V] 25
LTLIEE W,
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2 :
o UTADHFEEICH T B T—HXN—=X « 47> 5> (11 RX—=)

g LICBEd % HEEDER

TN TV BT —XDEESEIC DWW THIAT 2 55T 2 HEEDE R,

RDEBHTT,

s TL—Y . FTF A+ -HERERITOEAD T2 T, SL—V - TFXE
g???—&m@iéhf\?—9%%@%@ﬁ&?ﬁﬁ?%kbmﬁ%éh

s WEETFAL-TL—V - TFAMERADIERONAZRFFT 5. HIFiHEE
BIERDT—XTT,

WS- TL—2 c TEAMDSES LT F A SANOWHEDOH B EHD &
T, IWExfb) &&MINET,

s HEL-BB{ETFRA DS T L=« TFAMNDOHEHRO & TT,  [h
SRR & BMHINE T,

© F— - F—ROBE L E R ESLICHE T A BT, SRR —RE ST
TiE, et ES O AGICHE CF—2HHL £9, IENFRF—mEELr5
TiE, R b @B RIcENTNER S (7272 U U 7z) F—Z&
LEd, Sybase 1IQ 7 > X7 2 —AEF—& LTXFHEZIFANET,

* Rijndael- FA4 X —)V] LHAET, TEITELEF— - YA/ Ty
7 e YA XY R—= 5057V XLTT, 2O7)VI) XL, H
HINA P REOBREREHT 2 X OISR ENTWBTIzdD, VI T2 T T
LEER R I SEE T E X T,

* AES - Advanced Encryption Standard Olg T9™, [HEICH 5 LMD 2 DR Tl
IRWE T — X DMRHEHIC FIP WEGE LTz 5k 7 )V 3 1) AL T, AES I,
Ty 7 s YA X F—EZHIR L7 Rijndagl 7))V 3V ZALZERHALTOE
9, AES X, Sybase IQ THR—FrENTWVB7)VT) XALTT,

WS A5 LT — 2%
GEHEA S LT R— P ENBF— 2L TNEOF— LRI, KD &
BOTY,

PR—bEhB7—&H
AES_ENCRYPT BIEIDRM)D/NT A—RIiE, KDY R—FEN3T—2HDNT
NHEIEET Z2RERH O FT,

CHAR NUMERI C

VARCHAR FLOAT
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TI NYI NT REAL

SMALLI NT DOUBLE

| NTEGER DECI MAL

BI G NT DATE

BIT TI ME

Bl NARY DATETI ME
VARBI NARY TI MESTAWP
UNSI GNED | NT SMALLDATETI ME
UNSI GNED Bl G NT

LOB 7 — 2 Blld, BiRisiTld Sybase IQ DA T LD LTIV R—FEhT0ZE
i,

T — R B DR

Sybase 1Q Tld. AES_DECRYPT BN, 77— XMz INT A—2 L L TZITHLSH,
casTEEEOHICEENTVE, T—2ZESLLIzLEICTL—2 « TF X b
DIEDT—Z RN HRTRY £9,

Sybase IQ &, CAST DX —7w hDF—ZHL  JTEOR S LI NTzT—ZDT—
ZREIIR L ET, TD2DDTF—ZHRIBR—HLEWEEIZ, toTF—428L
2=y s DT —ZANC T B il E R & —FEIC -1001064 TT—hERENE T,
& ZiE, BE{EE N7z VARCHAR( 1) flicH L, XDEBIEXHENTHS &L
£9,

SELECT AES DECRYPT ( thecolumm, °‘theKey’,
VARCHAR(1) ) FROMthetabl e

T—R%, ROXEMHLTESELES LIz LET,
SELECT AES DECRYPT ( thecolumm, ‘theKey’,
SMALLINT ) FROM t het abl e

TS, ROLT—MRENET,

Decryption error: Incorrect CAST type snallint(5,0)
for decrypt data of type varchar(1,0).

COXIBT=2RDF 2 v 7i&. 77— 2UMEE SN RICOBIITEINZE
T CASTET —ABINRGA—RLIFEINTOARVWES. 72V ST+ X
N2NAFY « F—R2ELUTRLULET,
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Sybase IQ IC X2 FEEREF 2T«

HE ROXDE I, VT T)IVEEITH LT AES_ENCRYPT Bz L7z &
LET,
INSERT INTO t (cipherCol) VALUES (AES_ENCRYPT (1, ‘key'))

COLE. 1DOT—ZHRHNENVICERL T LICHERLTLEI Y, 1OF7—52
(&, TI'NYI NT. SMALLI NT. | NTEGER. UNSI GNED | NT. Bl G NT. UNSI GNED
Bl G NT. F723ZDMDOF—2AN Iz 5 0HEMEN D D £9,

HVENE DORTEZ MRS B 721, ROXD K 51 CAST BIEUZZ IRANICAEH
5L ZEIIHLET,

I NSERT INTO t (ci pherCol)
VALUES ( AES_ENCRYPT (CAST (1 AS UNSI GNED | NTECER), ‘key’))

T—R M5 bd % L 2 cAST BRI L C7 — 2 BIZIRIICAH L Tk
FiE, T—2%21E5tT B L EiC casT BEE[IHT % C & CRIBEDOFAE =Bk
TEFE9,

G LN RO T =2 NI T LOT—RZOWE, ElidiEs b niz7—2H
LOAD TABLE IC K> THIA T NZHHIE. HDVEFVWIEIRELEEA,

BE T A M 28 A5 T—XAOPE
AES_ ENCRYPT D AN ZE LT —2RNCF v A FT 3 & T, H—OBS LT+ X
MR LET,

AES_ENCRYPT BAEIC X > TAEKR I N AHESLTF A M. AJHMEE F—DFE T T
HoTH, T—2HNRGENTESTZEDICHEDET, Lieh>T, 2DDHES
b7+ A - AT LIC, 2 DDHE ST — 2Ol S b LT RFF EN T
WAGE, TNEDHTLEY aA Y UTHRUEEMRENS LIZED £4 A,
el 23, ROTTEFAT LIz LET,

CREATE TABLE tablea(cl int, c2 smallint);

I NSERT | NTO t abl ea VALUES (100, 100);

il AES_ENCRYPT(c1, 'key') IZ AES ENCRYPT(c2, "' key') %&b, {d
AES_ENCRYPT(c1, ' key') & AES_ENCRYPT(100, ' key') &¥&x b F7,

C DORERRRY 51id. AES_ENCRYPT DA ZEIUT—ZBIcF v A L E
T, T2 ZIE. ROV T )V« I—ROFEERIZFE CICED FET,
AES_ENCRYPT(c1, 'key');

AES_ENCRYPT(CAST(c2 AS INT), 'key');

AES_ENCRYPT( CAST(100 AS INT), 'key');

B
* AES ENCRYPT B2 [X791] (6 \—2))
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Sybase IQ IC X5 EExtEF VT«

AES ENCRYPT BE¥{ [32 5]
fEEENTE S EF—Z2ZH L T, fEEEINEZRES{E L. VARBI NARY X 7213
LONG VARBI NARY B3R L E T,

54

AES_ENCRYPT( string-expression, key )

INT A —X

string-expression— 5L RDT— 2 TF, AES_ENCRYPT IZIE/NA F U HZET
TEETEET, T—EN—ATRKLFE/NLFDEBNENIRVEETE, TD
INT A= B TRKLTF &N FDEFIENET,

key - string-expression DG SALICHH I 205+ —T9, JTDEZHIGT 51
. EZESET 2L FCERCF—Z2HHIT2LENHDET, 7—EZX—2R
TRXFENLFDEFENIZVGATE, TORTRA—=ZTIIAL T L /INT
MNXBIENET,

INZAT— R E[ERE F—OEICEHEIE S SWVEZESRT EANEETYT, F—
DEICIE. BEEMN 16 XFLUET, RXFLNF G I BT LRk 2 i
LIz DEESCEEZBTITOLET, TOF—IF. 7—2zE5LTELEIC
HICHETT,

B 72l IRVTLEEI, F—DaEC—ZL2GcRE LT
TV, F—EES &, BEELIeT—RICE LTI RATERLEDET,
T2 7EET A HELH D FEA

&%
AES_ENCRYPT X, AJHED string-expression & D #x K T 31734 kL VARBI NARY

HZRELET, TORBICK > TRENZMHEIIESETFANTHD, HETE
F ¥/, AES_DECRYPT % {#if L C. AES_ENCRYPT B TR I Nz
string-expression 185 TE £, string-expression 7z \EFICE 5L T B,
T—2DOEEH LIRS NzD LA CHES{bF— & 7))V TV AL ZEHT 2 08
NHO X, ELWIESEF—ZELRVWE, TI—DRELET,

G5 b UTedliZe 7— 7 VICKEIN T 235 81E. 19 L7 — 217 VARBI NARY %
72lE VARCHARIC L, E&EZ 3231 FRLEICLT, T—RICH LT FEy M
BRRITENZNEIICLET (LY VBB RITENS & T — 2 EHSLT
L BDBGENH D ET), VARBI NARY /15 L F 721X VARCHAR /1 5 LOEEH
24 X DEWE, AES_DECRYPT BHEUIZ =S — &R L E T,

AES_ENCRYPT BIE(D#E R DT — 2 X LONG Bl NARY 175 % AIREMEDY S D 97,
SELECTINTO X C AES_ENCRYPT Z i[9 2 5513, JEME (LT — 2 oA 7 3
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YDIA Y ARALTWSD, CAST ZffiH LT AES_ENCRYPT ZE LW 7T —
RN A LNCRET BN H D T,

P EREICOWTR, TUT7 LAl O TEIVTF VT - Tdavyy, 57—
T, BXUOTOar—TYv ] > [SQLEEY > 777Xy MMEDBEY A
1 > [TREPLACE BH%( 3¢ 2SR L TL72& 0,

P& I

*  SQL - ISO/ANSI SQL B HE B\ R DYLREMERE T,
* Sybase - Adaptive Server Enterprise TIZVR—F TN TV EH A,

i

s AES DECRYPT B [XF5] (T RX—2)

o EHEEESEDHI (12 X—2)

« LOAD TABLE ENCRYPTED ] (8 XR—3)

o EHETFR MCHT 38758 7— X TIDZHE (5 X—2)
o WFEHEG ZADT— XA (3 R—)

AES DECRYPT Ba% [S2:F#51]]

feEINzF—2HH L Ty EESELET, 774V TR
VARBI NARY. LONG BI NARY, F7/z3cDO L — « TF A DT —ZARKRE

nxE9,
WX

AES_DECRYPT( string-expression, key [, data-type ] )

INT KX —X

string-expression — €5 LR DT H, TOREBICIE, NI FVEZET &
TEET, T—EARN—ATRLFL/NLEDEPENZVGEETE, TORT
A— R TIEKL TN DRAENE T,

key - string-expression DI SALIC A ERIE S {LF—Td, Bk EN7TDlZE
B9 BIcld. TDOF—Id. string-expression DEGSALICAEH & NifzD & [ URES1L
F—THZRERHDET, T—EZR=ATRALFE/NCENKAE Nz E
TH, TONRTA—ZTERLTFENLTEHRANENE T,

BE| F—Z2E{THVTLEIV, F—Da¥—ELeRIGMURE L TR
TV, F=EEKIE, B LT —RICE ST T 7 ATEELEDET,
T2 xEETZHELH D FHA
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Sybase IQ IC X5 EExtEF VT«

data-type— T DA T a Y « NG A—=RTlE, 85It % string-expression DT —
ZREIRELET, T, TD T L—r « 7F AR ERUT—2ATH S0 H
NHHET,

AES_ENCRYPT BABZ i L T — 2 2 AT BB CAST XEMH L Tz
A&, VARCHAR % data-type & LTS T 1K D, AES_DECRYPT Z{#if] L TIAl
CTF—2%EFRTBHENTEET, data-type’ AES_DECRYPT ICIEE WG
(&, VARBI NARY 7— X BINRENE T,

172

AES_DECRYPT Bl L C. AES_ENCRYPT B THE Sk & Nz string-
expression FEELTEE T, T—XUDIFEN TGS, TOBKIZ. AT

FE A To3A MDD VARBI NARY {if & 721X LONG VARBI NARY 23k LE 9, ZHh

DSNDEER, f8E LTIz —2RhRENE T,

string-expression % [IEH I S LT B I1ciE. T— X DS IS Nz L[F U
FabF—2 T 208050 9, BEtF—DNELLIGZWERIE. T5—
MRENET,

Al
user_info 7—7 51— D/NAT— R Z2EEtLET,

SELECT AES_DECRYPT(user_pwd, '8U3dkA', CHAR(100))
FROM user _i nf o;

P L

* SQL - ISO/ANSI SQL SCIEIC RS B R R DYLFEEEE TS,
* Sybase - Adaptive Server Enterprise TIZVR—F TN TV EH A,

2R :

» AES ENCRYPT B4 [XF5] (6 X—2)
o WHEHEEESHEDH (12 RX—2)

« LOAD TABLE ENCRYPTED 11/ (8 X—3)
o B S LD T—XA(BR—)

LOAD TABLE ENCRYPTED A]
LOAD TABLE X Tl&. column-spec F+—7— F ENCRYPTED W R— XN TV XK
ERS

column-specs %, LOAD TABLE XD AT LHDEAIL, RONEF THHRET 2 408D
HOET,

8 Sybase 1Q



Sybase IQ IC X2 FEEREF 2T«

e format-specs
e null-specs
e encrypted-specs

TERBEMICOWTIE, T T77LVA) O IxktrTvar] > IsQLx] >
[LOAD TABLE | ZZHL TLZE W,

WX

| ENCRYPTED(dat a-type ‘key-string’ [, ‘algorithmstring ] )

INT A —X

*  data-type— AES_ENCRYPT BAE~\D AT E UL THiHT 2, AJ177 A0« 74—
)V ROZEHS DT —ZHTT, data-type l&. AES_DECRYPT D J1DF—
AL R T — 2 THERENH D FT,

s key-string— 7 — X DRI T 25 5{LF—T9, TOF—I&. 75V
TIVICT 2B NH D 9, JLOfEZIET 21CiE, lZES kT s e X
ERICF—ZMHHT20ENH D ET, 77— ZX—ZATRKXFEINLFDKXH|
TNHEVWEAETE, TONRTA=RTRIRKLFENLEHEFIENE T,
INAT— R Ekk, F—DMEICIEHE S U S WEZEST ENVEETT,
F—offiicid, BTN 16 X7 LT, KXCFENLTFREFH, BT LR
FRHEHLELDOZRSCEZBIIHLET, TOF—F, 7—2=ZEE
95 L IITHICHETT,

BE F—2LER0TLEEY, F—Da¥—ZLEREINcRE LT
IV, F—"EKS5L, BWB{bLIeT—RICE 1K 77 ATERLKED
F9. T—2EEETEHEEH D EEA

* algorithm-string— 7 — 2 DBESALICH T 27 )V TV AL T, TOIRT A—
2EA T aTIMN, T—2OBSLEESEIEFR T 7 VTV XLz MR L
TITHRENH D X T, BRI T, Y R—FEN T2 7))L 3) X L& AES
DRIEDT, TNWHT T+ M THASINE T, AES I, NIST (National
Institute of Standards and Technology) /¥ 7 10 7 B 5{LDHr L AES (Advanced
Encryption Standard) & U TR L7z 7w 757 LTV LT,

1EH

ENCRYPTED D/ T LOIFE T, H T LIca—RENDT—XOB SR liHT
L b —L . RBEICISC TNV RLEEETEET, coa—REeDh
Z LOT—2713 VARBI NARY TH 20BN H D £, oT7—2RzigEd %
EILT—MEENET,

LOAD TABLE ENCRYPTED 24/
LOAD TABLE t abl e_name

pl ai nt ext _col umm_nane,

Sybase IQ IC KB EERYEF 2V T+« 9



Sybase IQ IC X5 EExtEF VT«

[EEs

a_ci phertext _col um_nane

NULL("nil")

ENCRYPTED( var char (6) , ' t Hef i Rst kEy' )
anot her _encrypted_col um

ENCRYPTED( bi gi nt, ' t hEseconDkeY' , " AES')

)

FROM ' /path/to/the/input/file'
FORVAT asci i

DELI M TED BY ' ;'

ROW DELI M TED BY ' ¥0xa'

2

» AES ENCRYPT Bi#( [XF5] (6 RX—72)
» AES DECRYPT BJ#( [XF5] (T R—2)
HFHE & ERHEDH (12 X—2)

o WFEEG ZADT— XA (3 R—Y)

b7 F X + TOXFFHN DL

T — R DKL FEINCFDKANE NIV, 7213 1ISO_BINENG DN DG 72
LTV A5, XFIOHRZIATT 27D S LTF A « T L%z
"B LT 2R ENH D FT,

XD ZFATT 2855, 2 < ORBICB O THAMZFS) & Fl— D]
DEWIFEETY, UL, CREATE DATABASE D CASE A /¥ 3 VTHKIFL E
9, CASE RESPECT ICRRE TN, ISO_BINENG HREZH T % T —XZX— A,
Sybase IQ TDT 7 # )V ETH D, Fililk & [A—MEOREIEFRRICERENT T,

[ —DXFANIFEICFMTITH, FMa XTI LER—TIiEd O £8A,
XFHIME CNA MEZEFEH L TERHESNSGEOHR, X E—TT, 77—
B DR TN ENTZ WS, REEBROLTEIEFELVEDELT
WERENZEND 2G2S 255, itk e H—OENNIEETT,
ISOLLATINL (X D X 35 A EDHI T,

el 213, KXF L/ INSCEDNREAE NAEWNT—ZX— ZND X FF] "ABC" & L%
Hl"abe" &, Fl—TIEH O FHANFEMTT, KLFENLERXKEND T—X
R—ADEGE, TNSREE—THHFEMTEDD A,

Sybase B SLRIEIC X > TER S NAHEEL T F A Mid, itk Tid /s < [—M

ZRFFLE T, DED. "ABC" & "abc” DIE LT F A MMIIRL THMTIEH O X
A

10
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Sybase IQ IC X2 FEEREF 2T«

B £ 72ld CASE ORRE T T DX S IR HMFF I TN TV ARWIGAICH 5L T+
A N CEMMEO R ZRITT S, 7SV Tr—2a Y TEDHhT LNDEZ,
FliiE@D <. Lo TH—DES RV, ({5 OEHEDERICEET %46
FEHHOET, 7z& XX, CASEIGNORE & ISO_BINENG HB&EZEH L TT—=&
N—=2AEER L. 7TV r— 3 Y TAIMEZE T LS AT ZR1CZF O ASHE
I XTI UCASE Zidf 94U, FMiafiliE I XCTR—IcbED £7,

15 LOBEELICNT 5T —ZR—R « S g
515 LGS L L ELICHEEET B Sybase 1IQ T—ZN—X « 7V 3 VOREN
HOET, ZEAEDHT LB T, 77 4V b OFRE I RERRTE T
HoFEEA,

BELTFAFDFH LAV NSV r—FDORhIE

STRI NG_RTRUNCATI ONZ#ET S 2 & T, B b7 F A MO FIHESTIC T~
T—FrENENEIICLET,

WS EBEIEIC K BIE S LT F A S DT (7213 F DD S0 A TV SCFF)
MNP TIC R T = ENEVEIICTBIE, RDT—EZRX—X « 7
VaveRRELET,

SET OPTI ON STRI NG_RTRUNCATI ON = ' ON

STRI NG_RTRUNCATI ON7%# ON (77 4V M) ICERET % &, 11— K, ffiA. HH.
F 721 SELECT INTO DEHE T TN ST 0 r— b ENB VI VY VT
F—MFELE T, TN ISO/ANSI SQL DEMETH D . #HERE NS JTEETT,

R N5 2 — R AW BRI AIE. LEFT. SUBSTRING, CAST 7% & DSIFH|
AZHHLET,

STRI NG_RTRUNCATI ON 7= OFF ICRRET B & XTFHDEENZ b5 > r— R
FITENZET,

F7z. AES_DECRYPT Bt A1 N7 F A DT —2EOHRMN %
Frw 5T TEI, TFEAMBNEF v /LT, BELLEEBEDT—X
RERESNIF—OMIEE O 2 MG L £9 (7 — 2B [BteE S iz
BliE, TAMEF Ly VT ENEKT),

BEbT 3 X F OBAHOMER

ASE_BI NARY_DI SPLAY Zi&RET 3 & T, BHEEbTF A NOBEZHERLE
ER

SET OPTI ON ASE_BI NARY_DI SPLAY = ' OFF'

ASE_BI NARY_DI SPLAY % OFF (77 4V M) IZRET B &, NAFV « T—XiZ
O— - XA FVIERXDFEEEINEE A,
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ASE_BI NARY_DI SPLAY 7= ON ICERIET B &, /31 F 1) « 7—213 16 #EECCTH
DFREBNCEMENE T, COLFTva i, TUR « =PI LU TERT

T — 2B E. RE T — 2 ZRONS AT LI AR— T %4

Fd 5 (Hrkhica— « NAFUDBNEHINSEENND 5) BRI DFH, —k
I ON ICERE L £,

BE{tT X FDOEHDREIE

CONVERSI ON_MODE Z 7% iEd % C & T, FHEMICEMROZWREL R 51551k
T — X DEGERD 7 — 2R [ 1E U E 9

CONVERSI ON_MODE 77— ZN\—X + A7 g V3, TEIELBEICET 581
+ 1 « 7—2%%1 (Bl NARY, VARBI NARY, LONG BI NARY) & ZDDIE/ N1 F 1) -
T — &M (BI T, TINYI NT. SMALLI NT, | NT. UNSI GNED | NT, BI G NT,

UNSI GNED Bl Gl NT, CHAR. VARCHAR. LONG VARCHAR) ] D% ERAY 72 254 72 1|
FRL %3, CONVERSI ON MODE Z i3 % C & T, FEMICERDZWIERIE L/
BIEEET — 2 DREERD 7 — 2 R i1k LK 9

SET TEMPORARY OPTI ON CONVERSI ON_MODE = 1

CONVERSI ON_MODE 7 1 ICR%ET % &, INSERT IX 2 R, UPDATE IRV R, 7
IVICBIZNAF « T=RENSZOMDIEINA TV « F—ZHINDORETERD

ZWNHIRENE I, A F ) ZHHIEE— FlX., LOADTABLEDT 7 4L ME&
CHECK DHfNIC EMHENE T,

CONVERSI ON_MODE A 7' 5 D7 7 )V ME 0 T, 127 XD HID/NN—V g~/
@D Sybase IQ TD/NAF V) « F—RZBDOIFEROZHFNEDHEFF S NE T,
TT77LYRA) O X Tvay] > [F=EZX=XFTvarv] > [7)VT7
Nvw MEDA T3>« U AR] > [CONVERSION MODE #* 7Y 3 v | #&4
LTLEEN,

i Sk L ES{EDH

AV MPEDSQL Tadih L7z, AES_ENCRYPT %1 & AES_DECRYPT B D i
Bz RLET,

-- Thi s exanpl e of aes_encrypt and aes_decrypt function use is
presented in three parts:

-- Part |I: Prelimnary description of target tables and users as DDL
-- Part |1: Exanple schema changes notivated by introduction of
encryption

-- Part Ill: Use of views and stored procedures to protect encryption

keys

12
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-- Part |: Define target tables and users

-- Assune two cl asses of user, represented here by the instances
-- PrivUser and NonPrivUser, assigned to groups reflecting
differing

-- privil eges.

-- The initial state reflects the schema prior to the introduction
-- of encryption.

-- Set up the starting context: There are two tables with a common

key.
-- Sone col ums contain sensitive data, the remaining colums do
not .
-- The usual join colum for these tables is sensitiveA
-- There is a key and a uni que i ndex.
grant connect to PrivUser identified by 'verytrusted ;
grant connect to NonPrivUser identified by 'lesstrusted ;
grant connect to high_privileges_group ;
grant group to high_privileges_group ;
grant menmbership in group high_privileges_group to PrivUser ;
grant connect to |l ow privil eges_group ;
grant group to |low privil eges_group ;
grant menmbership in group |low privileges_group to NonPrivUser ;
create table DBA. first_table
(sensitiveA char(16) primry key
,sensitiveB nuneric(10, 0)
, publicC var char ( 255)
, publ i cD dat e
)
-- There is an inplicit unique HG (H ghG oup) index enforcing the
prinmary key.

create tabl e second table
(sensitiveA char(16)
, publi cP integer
, publicQ tinyint
, publ'i cR var char ( 64)
)
create hg index second_A HG on second_table ( sensitiveA) ;
-- TRUSTED users can see the sensitive col ums.
grant select ( sensitiveA, sensitiveB, publicC, publicD)
on DBA.first table to PrivUser ;
grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second_table to PrivUser ;

-- Non- TRUSTED users in existing schema need to see sensitiveA to

Sybase IQ IC X B EExYEF VT« 13
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be
-- able to do joins, even though they should not see sensitiveB

grant select ( sensitiveA, publicC, publicD)
on DBA.first_table to NonPrivUser

grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second_table to NonPrivUser

-- Non- TRUSTED users can execute queries such as

select |.publicC, 3*I1l.publicQ+l

fromDBA. first table I, DBA second table |

where |.sensitiveA = I1l.sensitiveA and |.publicD IN
( '2006-01-11' )

- - and

sel ect count (*)

fromDBA first_table |, DBA second_table |

where |.sensitiveA = Il.sensitiveA and SUBSTR(I|.sensitiveA, 4, 3)
BETWEEN ' 345" AND ' 456'

-- But only TRUSTED users can execute the query

select |.sensitiveB, 3*I1.publicQ+l

fromDBA. first_table |, DBA second_table I

where |.sensitiveA = |Il.sensitiveA and |.publicD IN
( "2006-01-11" ) ;

-- Part 11: Change the schema in preparation for encryption

-- The DBA introduces encryption as follows:

-- For applicable tables, the DBA changes the schema, adjusts
access

-- perm ssions, and updates existing data. The encryption

-- keys used are hidden in a subsequent step

-- Dat aLengt h conpari son for |ength of varbinary encryption result
-- (units are Bytes):

-- Pl ai nText G pher Text Cor r espondi ng Nuneric Precisions
-- 0 16

-- 1- 16 32 nunmeric(1, 0) - nuneric(20,0)
-- 17 - 32 48 nunmeric(21,0) - numeric(52,0)
-- 33 - 48 64 nuneric(53,0) - nuneric(84,0)
-- 49 - 64 80 nuneric(85,0) - numeric(116, 0)
-- 65 - 80 96 nunmeric(117,0) - numeric(128, 0)
-- 81 - 96 112

-- 97 - 112 128

-- 113 - 128 144

-- 129 - 144 160

-- 145 - 160 176
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-- 161 - 176 192
- - 177 - 192 208
-- 193 - 208 224
-- 209 - 224 240
-- The integer data types tinyint, small int, integer, and bigint

-- are varbinary(32) ciphertext.

-- The exact

relationship is
-- DATALENGTH( ci phertext) =
-~ (((DATALENGTH(pl ai ntext)+ 15) / 16) + 1) * 16

-- For the first table, the DBA chooses to preserve both the
pl ai nt ext and
-- ciphertext forns. This is not typical and should only be done i

f

t he
-- dat abase files are al so encrypted.
-- Take away NonPrivUser's access to colum sensitiveA and transfer
-- access to the ciphertext version.
-- Put a uni que index on the ciphertext colum. The ciphertext
-- itself is indexed.
-- NonPrivUser can select the ciphertext and use it.
-- PrivUser can still select either form (w thout paying decrypt
costs).
revoke select ( sensitiveA ) on DBA first_table from
NonPri vUser

alter table DBA.first_table add encryptedA varbi nary(32) ;
grant select ( encryptedA ) on DBA. first_table to PrivUser ;

grant sel ect

( encryptedA ) on DBA.first_table to NonPrivUser

create unique hg index first_A unique on first_table
( encryptedA)
update DBA. first_table
set encryptedA = aes_encrypt(sensitiveA, 'seC3t')
where encryptedA is null ;

comm t

)

-- Now change col umm sensitiveB.

alter table DBA.first_table add encryptedB varbi nary(32) ;
grant select ( encryptedB ) on DBA. first_table to PrivUser ;
create unique hg index first_B unique on first_table
( encryptedB )
update DBA.first_table
set encryptedB = aes_encrypt (sensitiveB,
' gi vet hi skeyt onoone') where encryptedB is null ;

comm t

-- For the second table, the DBA chooses to keep only the

ci phertext.

-- This is nore typical and encrypting the database files is not

required.

Sybase IQ IC X B EExYEF VT«
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revoke select ( sensitiveA ) on DBA second_table from
NonPri vUser ;
revoke select ( sensitiveA ) on DBA second_table from PrivUser
alter table DBA second_table add encryptedA var bi nary(32)
grant select ( encryptedA ) on DBA second_table to PrivUser
grant select ( encryptedA ) on DBA. second_table to NonPrivUser ;
create unique hg index second_A uni que on second_table
( encryptedA ) ;
updat e DBA. second_t abl e
set encryptedA = aes_encrypt(sensitiveA, 'seCr3t')
where encryptedA is null
conmmi t
alter tabl e DBA second_table drop sensitiveA

-- The followi ng types of queries are pernmitted at this point,
before
-- changes are nade for key protection

-- Non- TRUSTED users can equi-join on ciphertext; they can al so
sel ect
-- the binary, but have no way to interpret it.

select |.publicC, 3*I1.publicQ+l

fromDBA first_table |, DBA second_table |

where |.encryptedA = ||.encryptedA and |.publicD IN
( '2006-01-11"' ) ;

-- Ci phertext-only access rul es out general predicates and

expr essi ons.

-- The followi ng query does not return meani ngful results.

-- NOTE: These four predicates can be used on the varbinary
cont ai ni ng

-- ci phertext:

-- = (equality)

-- <> (inequality)

-- I'S NULL

-- I'S NOT NULL

sel ect count (*)

fromDBA. first_table |, DBA second_table I

where |.encryptedA = |Il.encryptedA and SUBSTR(I. encryptedA 4, 3)
BETWVEEN ' 345" AND ' 456'

-- The TRUSTED user still has access to the plaintext colums that
- - were retai ned. Therefore, this user does not need to cal
-- aes_decrypt and does not need the key.

sel ect count (*)

fromDBA first_table |, DBA second_table |

where |.encryptedA = Il.encryptedA and SUBSTR(I.sensitiVveA, 4, 3)
BETWEEN ' 345" AND ' 456'

-- Part 111: Protect the encryption keys

16
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-- This section illustrates how to grant access to the plaintext,
but
-- still protect the keys.
-- For the first table, the DBA elected to retain the plaintext
col ums.
-- Therefore, the follow ng view has the sane capabilities as the
trusted
= user above.
-- Assune group_nenber is being used for additional access control.
-- NOTE: In this exanple, NonPrivUser still has access to the
ci phert ext
-- encrypted in the base table.
create view DBA a _first_view (sensitiveA, publicC publicD)
as
sel ect
I F group_nenber (' high_privil eges_group',user_name()) =1
THEN sensitiveA
ELSE NULL
ENDI F,
publi cC,
publicD
fromfirst_table ;
grant select on DBA a_first_viewto PrivUser ;
grant select on DBA a first_viewto NonPrivUser ;
-- For the second table, the DBA did not keep the plaintext.
-- Therefore, aes_decrypt calls nust be used in the view
-- | MPORTANT: Hide the view definition with ALTER VIEW so that no
one

-- can di scover the key.

create vi ew DBA a_second_vi ew
(sensitiveA, publicP, publicQ publicR)
as
sel ect
I F group_nenber (' high_privil eges_group',user_name()) =1
THEN aes_decrypt (encrypt edA, 'seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from second table ;

alter view DBA a_second_vi ew set hidden ;
grant select on DBA. a_second_view to PrivUser ;
grant sel ect on DBA. a_second_view to NonPrivUser ;

-- Li kewi se, the key used for |oading can be protected in a stored
pr ocedur e.
-- By hiding the procedure (just as the viewis hidden), no-one can
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see
-- the keys.

create procedure |load_first_proc(@nputFil eNane var char (255),
@ol Del i mvarchar (4) default '$',
@owbel i mvarchar (4) default '¥n')
begi n
execute imediate with quotes
'l oad tabl e DBA. second_table
(encrypt edA encrypted(char(16),"' ||

Y]] 'seCr3t || """ || "), publicP, publicQ publicR)
ol
“ from' || '''' || @nputFileName || """ ||
'dellmtedbyl || P || @Olmllmll o ||
"rowdelimted by " [| """ || @owDelim][| """ |]

quotes off escapes off' ;
end

alter procedure DBA.load_first_proc set hidden ;

-- Call the | oad procedure using the follow ng syntax:

call load first_proc('/dev/null', "$, "¥n') ;

-- Bel ow i s a conparison of several techniques for protecting the
-- encryption keys by using user-defined functions (UDFs), other
Vi ews,

-- or both. The first and the |last alternatives offer maxi mum
per f or mance.

-- The second_table is secured as defined earlier.

-- Al ternative 1:
-- Thi s basel i ne approach relies on restricting access to the
entire view.

create view

DBA. second_basel i ne_vi ew sensi ti veA, publi cP, publicQ publicR)
as
sel ect
I F group_nenber (' high_privil eges_group', user_nane()) =
THEN aes_decrypt (encrypt edA, 'seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publi cQ
publi cR
from DBA. second_tabl e ;

1

alter view DBA second_basel i ne_vi ew set hidden ;
grant sel ect on DBA. second_basel i ne_view to NonPrivUser
grant sel ect on DBA. second_baseline_view to PrivUser

18 Sybase 1Q
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-- Al'ternative 2:

-- Pl ace the encryption function invocation within a user-defined
-- function (UDF).

-- H de the definition of the UDF. Restrict the UDF perm ssions.
-- Use the UDF in a viewthat handl es the remai nder of the security
-- and busi ness | ogic.

-- Note: The view itself does not need to be hidden.

create function DBA. second_decrypt _function(lN datum
var bi nary(32))
RETURNS char (16) DETERM NI STI C
BEG N
RETURN aes_decrypt (datum 'seCr3t', char(16));
END ;

grant execute on DBA. second_decrypt _function to PrivUser ;
alter function DBA second_decrypt_function set hidden ;

create view

DBA. second_decrypt _vi em sensitiveA, publicP, publicQ publicR)
as
sel ect
I F group_nenber (' high_privil eges_group', user_nane())

THEN second_decrypt _functi on(encrypt edA)
ELSE NULL
ENDI F,
publi cP,
publicQ
publ i cR
from DBA. second_tabl e ;

grant sel ect on DBA. second_decrypt_view to NonPrivUser ;
grant sel ect on DBA second_decrypt _view to PrivUser ;

-- Aternative 3:

-- Sequester only the key selection in a user-defined function.
-- This function could be extended to support selection of any

--  nunber of keys.

-- This UDF is al so hidden and has restricted execute privil eges.
-- Note: Any view that uses this UDF therefore does not conprom se
-- the key val ues.

create function DBA second_key function()
RETURNS var char (32) DETERM NI STI C
BEGA N
return 'seCr3t' ;
END

grant execute on DBA. second_key function to PrivUser ;
al ter function DBA. second_key_function set hidden ;

create view
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DBA. second_key_vi ew( sensi tiveA, publicP, publicQ publicR)
as
sel ect
I F
group_nenber (' hi gh_privil eges_group',user_nanme()) =1
THEN
aes_decrypt (encrypt edA, second_key_function(),
char (16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_tabl e ;

grant sel ect on DBA. second_key_view to NonPrivUser ;
grant sel ect on DBA second_key viewto PrivUser ;

-- Aternative 4:

-- The recomended alternative is to separate the security |logic
-- fromthe business | ogic by dividing the concerns into two vi ews.
-- Only the security logic view needs to be hidden.

-- Not e: The performance of this approach is sinmlar to that of the
first

-- alternative.

create view

DBA. second_SecuritylLogi c_vi ew(sensitiveA, publicP, publicQ publicR)
as
sel ect
| F group_nenber (' high_privil eges_group', user_nane())

THEN aes_decrypt (encrypt edA, ' seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publi cQ
publi cR
from DBA. second_tabl e ;

alter view DBA second_SecuritylLogi c_view set hidden ;
create view

DBA. second_Busi nessLogi c_vi ew(sensi ti veA, publicP, publicQ publicR)
as

sel ect
sensi tiveA,
publi cP,
publicQ
publi cR

from DBA. second_SecuritylLogi c_view ;

grant sel ect on DBA. second_Busi nessLogi c_view to NonPrivUser ;
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grant sel ect on DBA second_Busi nessLogic_view to PrivUser ;

-- End of encryption exanple

2

» AES ENCRYPT B4 [XF5] (6 X—2)
s AES DECRYPT BH#( [X 7S] (1 X—2)
« LOAD TABLE ENCRYPTED 11 (8 X\—3)
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