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Sybase 1Q FHIER L2

Sybase® 1Q “mZi&at” EISZREFIINE 55 EBIRE BAL BRI (FIPS) AT X
LMERIA, ASET R BR PR A E RS SN 45 5553 1) Kerberos %58, “&
WA SRR AT Sybase 1Q iETT.

Sybase 1Q Hi] FIPS 3¢

Sybase 1Q X4 3 [ EKFR(E SALHLFRHE (FIPS) AT U BORPET 11438, {E Sybase 1Q
YR ETA 5 _EASCRR FIPS.

FIPS 745X} Sybase 1Q = E M2, fnanl LUEIEMfE M, X7E Haj e ialr
Ko AR MR AT FIAH R 3 AR CHR ™ A AN R B Bk . IXRRE S A ]
FEXN TR RIS, IS TR BEIREAIE o ANk, SR n] LA A xR
e R TR o LI REMHA XS I Sk B A BE N PRI | AT o6 i o 424
FIPS 745 & Bl AT 1Y) Sybase 1Q “BrdliZe4xth” eI 4 il 40

Sybase 1Q [HHHE{: RSA Fil FIPS 4241t RSA MNZEETCT M EE, 1H FIPS T2 LLF
BT . dbfi ps1l. dl | fl sbgse2.dl | . sbgse2. dl | &2 Certicom 2
HERY o XL SR ER T EE . rsaserver IEFH E M rsaserver. crt BEMEN

rsaserver.ido.
FIPS T B LA N {EMER I, 1% E H Sybase 1Q 2235 S R Y H ahid i -

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Cer ti com | i bsb]
"expect edt ag" =hex: 5b, 0f , 4f , a6, e2, 4a, ef , 3b,
44, 07, 05, 2e, b0, 49, 02, 71, 1f, d9, 91, b6

2 “SQL Anywhere 11.0.1” > “SQL Anywhere Server - i FEE L > “Zeqit”

> “fEdiiE A" fl “SQL Anywhere 11.0.1” > “SQL Anywhere Server - £ R
B > et > RPEIRI KR

Sybase IQ F [ Kerberos %57 #F

Sybase 1Q C#F Kerberos %55E, ‘e T AR VXS B B L LA S ARAE RG0S SN
LSS B — 1D R 2 HYE SRDIRE

{4 Kerberos 115, JCRRHEAE T ID 5 114 BRI R2 20 S 2
Kerberos %5 /& BT ) Sybase 1Q “Eidtac4tt” ML A7)

HZ 0 “SQL Anywhere 11.0.1” > “SQL Anywhere Server - 53 S H” > “f55hIf
HERRREHRZE” > “SQL Anywhere £ 2% > “Kerberos %55E” -
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Sybase 1Q FHF N
Sybase 1Q 245 F iy 471 .

Sybase 1Q ¥ A S I B ANEE (F FH 128 (5L e %50 . WIRIE S, Bk
ANAIEEL, T H SRR EANAT . 58 EHRHME EALBIARE AT K S SN AR R N
(FIPS-197) BB T 32 R S

Sybase 1Q i#if AES_ENCRYPT Fl AES_DECRYPT K%L LOAD TABLE ENCRYPTED
TSR PN o IX LRI B AR 1 FH R B = 2 A A 2 9 8dl o
RN A YRR 1R

R PSR T A BRI A il SO /231 Sybase 1Q “rRidi e
PE” ETUH N 5 DI 6E -

FELH YRR I S WS BN - (E R INRERT, TES W “SUhna s Fe ot .

AEZN
BT AR PR T (55 9 TT)
INEEARTEE X

TR A B0 1 I s T F AR B 5 3L
BHSC - DART 320 ) JFUIA T SN AR A . B SO AR T4 B il T2 ok
AT LAF R R T AT AE I

o S0 - DIOELAEIE IR A, XTI SCE G BN 2SR R4 VR F AU .

o NS - BEE A SO R SO AT . BRI o

o FREE - W SCAR BB SC I ) . RN o

o EEE - BRI TN B BT RRREE TN ARG A AR g ot
N RIfge . AR FRE KRG H— A T, (EHA—1 (BAEEEE
ERMIEH) R T . Sybase 1Q FLIAITE i FH 745 BB VE 4 o
Rijndael - &4 “reigndahl” o SCRF& TSP/ NRE NS F . Wit
SRR AR T A A T B, RIMAE AR X b SR AR X 8 5 SE TR

o AES- HIEgehnatnift, B—Faul FIPS ARy A E:, AT R EUR (HA
) M TEE. AES RAIRSIHA/ NI E R Rijndael Hik. AES &
Sybase 1Q HFHH %o

1B H T 0 5 B SR R A
DA FUSREA] . TSIk a5 L £ B R
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R B R
AES_ENCRYPT BRAU 28— DS 32 SR BHR R 2 —
CHAR NUVERI C
VARCHAR FLOAT

TI NYI NT REAL

SMALLI NT DOUBLE

| NTEGER DECI MAL

Bl G NT DATE

BIT TI ME

Bl NARY DATETI ME
VARBI NARY TI MESTAMP
UNSI GNED | NT SMALLDATETI ME
UNSI GNED BI G NT

LOB %4257 H i~ 5Z Sybase 1Q I 1% 5745

HARRT R B

Sybase 1Q R iffi A X FEF T A 22 O BY WA SCAY RS BLm 277
HINVE NS HARALZS AES_ DECRYPT BRI,

HTHE R % AR 2
i IR ELAL T CAST ERELA o

Sybase 1Q 2K CAST {Y H b &t 25 i hn s A RO B2 R A T R A . AR
PR AURDERS, T22ik[m] -1001064 F5ix, Hrp a4 5% 5T HArEdin ey

AN B

BN, BEA— LR NEE ) VARCHAR( 1) 185 LU N AR 1EA] -

SELECT AES _DECRYPT ( thecol um,
VARCHAR(1) ) FROM t hetabl e

AR ZUE ] LA IR A Em g T -

SELECT AES _DECRYPT ( thecol um,
SMALLI NT ) FROM t het abl e

JU3E [B] B BRGNS

Decryption error:

‘t heKey’

‘t heKey’ ,

I ncorrect CAST type smallint(5,0)

for decrypt data of type varchar(1,0).
XA ARG A A ELR AL AT URBEA CAST BRI SHL, Al DLt

ik e/t WA GIE:
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WE: UxICER g AES_ENCRYPT BBt (WnLL FiEAIFFAR) -

I NSERT INTO t (cipherCol) VALUES (AES_ENCRYPT (1, ‘key’))

IHEER, BRI 1 AR . RS 1 W7 L2 T NYI NT. SMALLI NT.

| NTEGER. UNSI GNED | NT- Bl G NT. UNSI GNED Bl G NT, A fE/& H & A2
i,

Sybase B LARATT A CAST BBORIABRTMTEE R NI, I LI IEAr R Ay
7N

I NSERT INTO t (ci pherCol)

VALUES ( AES_ENCRYPT (CAST (1 AS UNSI GNED | NTEGER), ‘key’))

TENNE BRI IELL A cAST BRI LR 27 U 2l | v LARSS IEFE i i iy
HIELS(d FH CAST BRI ¢ Y [ R

InRE N AR B T, s S A LoAD TABLE AR, MIRAFEAEARI
B ) 5

A F R RIS 2% SCHI RN

H4 AES_ENCRYPT i A 5 il 4% #6 0A [R] — B0 280 LA™ AR A IR 1Y 2% 30

MRS E IR BN, (ER FHFROASE R8s 251 ) AES_ENCRYPT 4 3%,
B SO BRI, P23 AR AT RS R s 2R B 3 (B R SOV RS, FTREAS
2R FIAE A 2551

B, ABE :

CREATE TABLE tablea(cl int, c2 smallint);

I NSERT | NTO t abl ea VALUES (100, 100);

{H AES_ENCRYPT(c1, 'key') 5 AES ENCRYPT(c2,' key') A, JHMHE
AES ENCRYPT(c1,' key') 15 AES ENCRYPT( 100, ' key') A,

AT ER DA, 154 AES_ENCRYPT % A S et R — B2 . i, AR
UG BER S5 A E] 19 -

AES_ENCRYPT(c1, 'key');

AES_ENCRYPT(CAST(c2 AS INT), 'key');

AES_ENCRYPT( CAST(100 AS INT), 'key');

FHEESN
« AES_ENCRYPT F%{ [String] (%55 T1)
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AES ENCRYPT &%l [String]

{5 Tt p s A Fe B TN, F42 [E] VARBI NARY 5 LONG
VARBI NARY .

A
AES_ENCRYPT( string-expression, key )

E24
string-expression - EHNEEEE . HAh, AT LU HERIEG#ZS AES_ENCRYPT.
WEBHIX KNG, BIMEEARX 5K/ NG B 2 it .

key - ITXt string-expression 34T N HIINEE %o A7 ZARBURIAE , 1A 70 FH [H]
—HYDMEI TS . WSEICRNG ) R X530 K/ NE R 2 a2
o

SMEARZHAS 1, SIFEEAL R EYE. Sybase H U & HIUe R A H
REEDN 16 7477, RGOS RKEN/NGTH, HEFE AR 71T R
X RARBA TR RS, # EL

B5 BRI EREY; SEYIRIAAE AL 2 E . MRTE TEY], WinE
Bl se 2 ek R ISR

Vikzs

AES_ENCRYPTJ&[Hl—> VARBI NARY ZSH(E, HACE R L LW AW string-expression
£ 3L M. ZREUR I HE AL, A ANTCE R . T LME A AES_DECRYPT
PR ] AES_ENCRYPT BREUINEIY string-expression BEA TR o R T X string-
expression fE4 1 8 OB s i i (e 1 A s s A B . IR IEFR 28 TR IE
W, o AR

WA AR AR, SRR AL VARBI NARY B VARCHAR H W KT
BEET 32 T, DMEAXEORPIT AR B (AR & BH L B i 1 gk
fTo ) 5 VARBI NARY 5 VARCHAR 41 1)K /N T 32 275, AES_DECRYPT FRELK
R 4R

AES_ENCRYPT ERELHIZE REIRSATTRESN LONG Bl NARY. 415AE SELECT INTO i
fAIFRAdi ] AES_ENCRYPT, W TEA AELE ML BB T /FaliE, BT cAST
FK AES_ENCRYPT 5B A IEHIN BRI AN,

ARHEEFMEEMAEGER, B2W «2% . ik, #RERE» > “SQL s
> YRR HETI R ALY L > “REPLACE BR%L [String]” o
FRiERIFE

SQL - ISO/ANSI SQL T AL 4 i
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«  Sybase - /A% Adaptive Server Enterprise 374

AESN

« AES_DECRYPT if%{ [String] (%5 6 1)

o INEFNFENE (5 10 T1)

« LOAD TABLE ENCRYPTED 7-f] (%57 T0)
o NFIEARION S SCHI I (56 4 00)

o EHTINESEHREEL (52 1)

AES DECRYPT % [String]
5 TR A ) 2 N A R R TR, FFR B VARBI NARY B LONG Bl NARY (FE#k
BEMUET) |, s IR ARG A SRR,

gy

AES_DECRYPT( string-expression, key [, data-type ] )

2

string-expression - EREEWIFRF o AT DI I RIEEIR LG LR L. LS X 5K
/NG RIETEAR DX 43 K/ NG R 22 A A2 ko

key - Xt string-expression fif 5% A s BN 5] o A7 BRBUINS B G E, B8 ab i
FT e string-expression WM %45 . WS X9 KNG, MRS S KNG
B R A

L FERPITENEY; BEARAGEELSME . MRELTEY, Whnx
B e 2 TCED R I B E -

data-type - 1% I BHHGEMS N string-expression WIEHEZER | HAB AU JFRIARA ST
MR

WERAESTH AES_ENCRYPT BREUH ABR NI A S casT 1541, WA LU %

VARCHAR 14 data-type 1518 K44 i AES_DECRYPT HRAUE A HHEEUE. 0 F A%
data-type t6i#:25 AES_DECRYPT, NIiZ[H VARBI NARY Z#z2m

%

Al LA# H AES_DECRYPT HREUH Fl AES_ENCRYPT BREUINEY) string-expression HE1T
il IR ERARZEAL, R EUR I S A\ 745 R B MR 7401 VARBI NARY
o LONG VARBI NARY {H. 75 MIPEHR [EH8 E R A2

R T I string-expression HEA TR, WA TN AGR R N . R
IR R A S E0R [ B R

b
X user _i nf o FHI A TR

6 Sybase 1Q
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SELECT AES_DECRYPT(user_pwd, '8U3dkA', CHAR(100))
FROM user _i nf o;

PRAEIFEB T

SQL - ISO/ANSI SQL & = At b i3 i
Sybase - /~52 Adaptive Server Enterprise ¥

HEZR

AES_ENCRYPT K44 [String] (%55 1)

IR fRE o~ (55 10 1)
LOAD TABLE ENCRYPTED 1-fij (%5 7 11)
EHT IS EERA (5 2 )

LOAD TABLE ENCRYPTED F4]

LOAD TABLE /1] %4 column-spec J¢48 7 ENCRYPTED.
column-specs w7545 LA F i 7 BRAF LOAD TABLE 1] Hi 41 44 1Y S 1 -

)

format-specs
null-specs
encrypted-specs

BRGEEIEY: ) 1520 «2% . iIBaRETD > “SQL iEA]” > “LOAD TABLE &

A

| ENCRYPTED(dat a-type ‘key-string’ [, ‘algorithmstring’ ] )

=

#

/g

=X

data-type - iy N A B R B 1) B ARSI ZEMY . VE AES_ENCRYPT BRELHYH)
No data-type NiZ =5 AES_DECRYPT ERAI iy H A0 25 TR [ A B 2578 o
key-string - FA T X ECHEBEF TN BN 25 o BB IR 45 HR SU 720 A7 BE5R
BURIRME , W20 F] — 2 B TR . MSHIX KNG, RMEEA X 5
KNG IR 2 ANt

S5MEHREZE NS, RIFIEFEAE S SICH A . Sybase BB EHIERE
FMERE R /DN 16 DFRF, FNESKER/NG FiE, HERSEF R AT o
BB BRI TR RS, #b Bl I .

EBE ORI ER S, HEARIA LS E. MRERTEH, B
e TCIEVT DI EE g, IR TC I TR B

algorithm-string - JI T AR TN B A o SOV ATIERY, (HEWR A N A
fif s IR . 24 HT AES EBRAE, FENERME— R E k. AES 22—

Sybase 1Q H g et 7
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s 8, EEERVES ORI (NIST) iR B E Y
R INEBRUE (AES).

%
] ENCRYPTED FIFLYE T LAFE E e 28, o n] LR +g @ A2 A8 H B s E 1 T
DR A R BE o X FREEEIRAERY H ARSI A VARBI NARY 257, 45 & H & 5

RIS IR Bl EER o

LOAD TABLE ENCRYPTED »7#/

LOAD TABLE t abl e_nane

(

pl ai nt ext _col umm_nane,

a_ci phertext _col um_nane

NULL(' nil")

ENCRYPTED( var char (6) , 't Hef i Rst kEy' )
anot her _encrypted_col um

ENCRYPTED( bi gi nt, ' t hEseconDkeY' , ' AES')

)

FROM ' /path/to/the/input/file'
FORVAT asci i

DELI M TED BY ' ;'

ROW DELI M TED BY '\ 0xa'

QUOTES OFF

ESCAPES OFF

HH LOAD TABLE 5] 14 A S BIARE =h «
a; b; c;

d;e;f;

g; h;i;

RSN

« AES_ENCRYPT K% [String] (%85 10)
« AES_DECRYPT H%{ [String] (%5 6 T1)
o INEFEE RG] (5510 )

o IEHTFINES R EIEEA (2 T)

X SO T B LU AR
WRBAEA XD KNG | 2B H 1SO_BINENG LAAMAIAZS N0 25 SC A HE T
iz, LMERATFIF R LA

TR ERBUTILI ) MTIEZHEMNE, SRR R FRHR 74 5 2 8] H X0 9E
WETE ) I HIXEUAT CREATE DATABASE 1) CASE 1%, fEiX B A CASE RESPECT
HZRH 1ISO_BINENG JHZEHIEdR 4 LA 7 X Sybase 1Q HISRAE. %5
PEFTAE R (]

TR A B G 2GRS R, BSE R R A T REAAEA . (Y A5 BR A AR 27
FoRI, BATARERE . MEARAX 7 K/ ING BT 04 22> R0 R 45 [H] 1 JH
I, SRR AR [F e A DR AR B2 ISOLLATIND Hthe— XA H 2K
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B, FRFE “ABC” R “abc” TR A/INE WER EE ORI, B .

XS KR/NGHEARES, AR B EA MR AE [ o

Sybase JIN% RO I 2 SCOR AR R, (HORPRBE 6 A . #A)iiiii, “ABC” 1
“abc” UKL SRR o

AT EAEIA2R 8L CASE R E N SIS [FIE LLER ARG O AT SCR T R LA, A
Fr 2502 MBS O MR 20, RIME T S RMER S AR BN, WAREL
PEZEZAd ] CASE IGNORE il ISO_BINENG V256, HM IR A4 FT A i A MH
BB 22 i 18] B i A MBS T UCASE, T Alr A 2 [l (2 A F) Y o

B AR HIESHE PG
FL Sybase 1Q B IEIIRL B 42 W9 NBE RIS B BEEDN TR 2 5091
BRAEIT 5 TP AR R

B LR 25 SO AN
KHE STRI NG_RTRUNCATI ON LA 1F 28 SCt AME T

o B L e RS S L IR M (Bl LA s R e R A A
DURAMEIRT) , TEHANT o B A A e
SET OPTI ON STRI NG_RTRUNCATI ON = ' ON

*1 STRING_RTRUNCATI ONIX & ON (BRE{E) I, REAEREH fliA. FEHEg
SELECT INTO A/ EIAIRI A7 B R BNT, 518t s ] & 48R X2 ISO/ANSI SQL 47
Hy, R

M AT R 356 A0 LEFT. SUBSTRING B CAST 22 KR F/F Hi ik
Fav

# STRI NG_RTRUNCATI ON % &N OFF 3744 HR sm i AT ICH2 /A
AES_DECRYPT PREL &40 i N % UV BRI FE R A AR, TR0 SO S H DA A
FIrAS R A LR PR b B8 6 ) TR . (A SREREL T8R4, RS H6
B, )

PRIFESCH TR
E ASE_BI NARY DI SPLAY PAff47%5 S i o8 4
SET OPTI ON ASE_BI NARY_DI SPLAY = ' OFF'

24 ASE_BI NARY_DI SPLAY % &8 OFF (Ht&l) B, KRG AE —dkh%dE,
PR s e AR AL

24 ASE_BI NARY_DI SPLAY IZEH ON I, RGe o8 —dhhil gt i o H-+-75 3k 6l
FRBRRERRTA . AAEFRENSELH P SR iiReE FEstds st 25—
SNBRGE, HARBIRG IR FE PR s — Se AR vl RE Sl B i L T, A AT
WL E M ONG

Sybase 1Q W11 w2 4k 9
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By L3R FH 4% 3C

15'E CONVERSI ON_MODE LARTT 1A i B gt A T o U A S i e X phitdn] &
AR LB TEE R ERE) -

CONVERSI ON_ MODE {418 22156 101 FR I 7E 25 Rl Bt R oA — EHIE2ERY (Bl NARY.
VARBI NARY F1 LONG Bl NARY) SHEEIE _i#EHEEZET (Bl T+ TI NYI NT.
SMALLI NT- | NT- UNSI GNED | NT- Bl G NT- UNSI GNED BI Gl NT. CHAR.
VARCHAR Fll LONG VARCHAR) 2 [f]iFf 7Rz, {# | CONVERSI ON_MODE A
IEX I E A TR U A 2R R A fe. (X PP ] S8UE TR L TCR L) -
SET TEMPORARY OPTI ON CONVERSI ON_MODE = 1

¥ CONVERSI ON_MODE X & 4 1, AIBREIFEFNAT INSERT Fll UPDATE i 4 LA A 1 i
4% ERIEHRE ST T%Tﬁéﬁﬁﬁﬁ A R BRI o X B R A 2
1% T LOAD TABLE & {E Al CHECK 2% o

CONVERSI ON_MODE #EICR H B4 {H 0 B, AIAR B Sybase 1Q 12.7 itz BT —EHI4L
PR SR T A o

EEW «Z5%: IBAFETD > “YAREETT > “FrRHRUTHE BT
#%” > “CONVERSION_MODE j£Ji”

I RN 7 B

i Fl AES_ENCRYPT Il AES_DECRYPT BRELHI /R, Zon il =R SQL 4’5
o

-- Thi s exanpl e of aes_encrypt and aes_decrypt function use is
presented in three parts:

-- Part |: Prelimnary description of target tables and users as DDL
-- Part Il: Exanple schema changes notivated by introduction of
encryption

-- Part Ill: Use of views and stored procedures to protect encryption
keys

-- Part |: Define target tables and users

-- Assune two cl asses of user, represented here by the instances
-- PrivUser and NonPrivUser, assigned to groups reflecting
differing

-- privil eges.

-- The initial state reflects the schema prior to the introduction
-- of encryption

-- Set up the starting context: There are two tables with a common
key.
-- Sone col ums contain sensitive data, the remaining colums do

10
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-- The usual join colum for these tables is sensitiveA
-- There is a key and a uni que index.

grant connect to PrivUser identified by 'verytrusted ;
grant connect to NonPrivUser identified by 'lesstrusted' ;

grant connect to high_privil eges_group ;
grant group to high_privileges_group ;
grant menbership in group high_privileges_group to PrivUser ;

grant connect to |l ow privil eges_group ;
grant group to low privil eges_group ;
grant menbership in group |ow privileges_group to NonPrivUser ;

create table DBA.first _table
(sensitiveA char(16) prinmary key
,sensitiveB nuneric(10,0)
, publicC var char ( 255)
, publicD dat e

)

-- There is an inplicit unique HG (H ghG oup) index enforcing the
prinmary key.

create tabl e second_table
(sensitiveA char(16)
, publi cP i nteger
, publicQ tinyint
, publi cR var char ( 64)
)

create hg i ndex second_A HG on second_table ( sensitiveA) ;
-- TRUSTED users can see the sensitive col ums.

grant select ( sensitiveA sensitiveB, publicC, publicD)
on DBA.first_table to PrivUser ;

grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second_table to PrivUser ;

-- Non- TRUSTED users in existing schema need to see sensitiveA to
be
-- able to do joins, even though they should not see sensitiveB.

grant select ( sensitiveA, publicC, publicD)
on DBA.first table to NonPrivUser ;

grant select ( sensitiveA, publicP, publicQ publicR)
on DBA. second_table to NonPrivUser ;

-- Non- TRUSTED users can execute queries such as
select |.publicC, 3*Il.publicQ+l

fromDBA first_table |, DBA second_table Il
where |.sensitiveA = Il.sensitiveA and |.publicD IN

Sybase 1Q H111 = Ji& 2k 11
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( ' 2006-01- 11"

and

)

sel ect count (*)
fromDBA. first_table |, DBA second_table I
where |.sensitiveA = |l.sensitiveA and SUBSTR(I.sensitiveA 4, 3)

BETWEEN ' 345

AND ' 456'

But only TRUSTED users can execute the query

sel ect

Par t

I.sensitiveB, 3*II.publicQtl

fromDBA first_table |, DBA second_table |

where |.sensitiveA = ||.sensitiveA and |.publicD IN
( '2006-01-11

) :

I'l: Change the schema in preparation for encryption

The DBA introduces encryption as follows:

For applicable tables, the DBA changes the schema, adjusts

access

per mi ssi ons,

and updates existing data. The encryption

keys used are hidden in a subsequent step.

Dat aLengt h conparison for |ength of varbinary encryption result
(units are Bytes):

Pl ai

209

The i

nText G pher Text

Correspondi ng Nuneric Precisions

0 16
- 16 32 nuneric(1, 0) - nuneric(20,0)
- 32 48 nunmeric(21,0) - numeric(52,0)
- 48 64 nunmeric(53,0) - numeric(84,0)
- 64 80 nuneric(85,0) - numeric(116, 0)
- 80 96 nuneric(117,0) - numeric(128, 0)
- 96 112
- 112 128
- 128 144
- 144 160
- 160 176
- 176 192
- 192 208
- 208 224
- 224 240
nteger data types tinyint, small int, integer, and bigint

are varbinary(32) ciphertext.

The exact

For the first table

relationship is
DATALENGTH( ci phertext) =
( (( DATALENGTH(pl ai ntext)+ 15) / 16) + 1) * 16

the DBA chooses to preserve both the

12
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pl ai ntext and
-- ciphertext forns. This is not typical and should only be done if

t he

-- dat abase files are al so encrypted.

-- Take away NonPrivUser's access to colum sensitiveA and transfer
-- access to the ciphertext version.

-- Put a uni que index on the ciphertext colum. The ciphertext

-- itself is indexed.

-- NonPrivUser can select the ciphertext and use it.

-- PrivUser can still select either form (w thout paying decrypt
costs).

revoke select ( sensitiveA ) on DBA.first_table from
NonPri vUser ;
alter table DBA.first_table add encryptedA varbi nary(32) ;
grant select ( encryptedA ) on DBA.first_table to PrivUser ;
grant select ( encryptedA ) on DBA. first_table to NonPrivUser ;
create unique hg index first_A unique on first_table
( encryptedA ) ;
update DBA.first_table
set encryptedA = aes_encrypt(sensitiveA, 'seC3t')
where encryptedA is null ;
conmi t

-- Now change col umm sensitiveB.

alter table DBA.first_table add encryptedB varbi nary(32) ;
grant select ( encryptedB ) on DBA.first_table to PrivUser ;
create unique hg index first_B unique on first_table
( encryptedB ) ;
update DBA.first_table
set encryptedB = aes_encrypt (sensitiveB,
' gi vet hi skeyt onoone') where encryptedB is null ;
conmmi t

-- For the second table, the DBA chooses to keep only the

ci phertext.

-- This is nore typical and encrypting the database files is not
required.

revoke select ( sensitiveA ) on DBA second_table from
NonPri vUser ;
revoke select ( sensitiveA ) on DBA second_table fromPrivUser ;
alter table DBA second_table add encryptedA varbi nary(32) ;
grant select ( encryptedA ) on DBA second_table to PrivUser ;
grant select ( encryptedA ) on DBA second_table to NonPrivUser ;
create unique hg index second_A uni que on second_table
( encryptedA ) ;
updat e DBA. second_t abl e
set encryptedA = aes_encrypt(sensitiveA, 'seC3t')
where encryptedA is null ;
conmi t

Sybase 1Q H111 = Ji& 2k 13
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alter table DBA second_table drop sensitiveA ;

-- The followi ng types of queries are pernmitted at this point,
bef ore
-- changes are nade for key protection:

-- Non- TRUSTED users can equi-join on ciphertext; they can al so
sel ect
-- the binary, but have no way to interpret it.

select |.publicC, 3*I1l.publicQ+l

fromDBA. first table I, DBA second table II

where |.encryptedA = I1l.encryptedA and |.publicD IN
( '2006-01-11' ) ;

-- Ci phertext-only access rul es out general predicates and

expr essi ons.

-- The foll owi ng query does not return nmeani ngful results.

-- NOTE: These four predicates can be used on the varbinary
cont ai ni ng

-- ci phertext:

-- = (equality)

- o <> (inequality)

-- I'S NULL

-- I'S NOT NULL

sel ect count (*)

fromDBA first_table |, DBA second_table Il

where |.encryptedA = |I|.encryptedA and SUBSTR(I . encryptedA, 4, 3)
BETWEEN ' 345" AND ' 456" ;

-- The TRUSTED user still has access to the plaintext colums that
-- were retained. Therefore, this user does not need to call
-- aes_decrypt and does not need the key.

sel ect count (*)

fromDBA. first_table |, DBA second_table II

where |.encryptedA = |Il.encryptedA and SUBSTR(I.sensitiveA 4, 3)
BETWEEN ' 345" AND ' 456" ;

-- Part 111: Protect the encryption keys

-- This section illustrates how to grant access to the plaintext,
but

-- still protect the keys.

-- For the first table, the DBA elected to retain the plaintext
col ums.

-- Therefore, the follow ng view has the sane capabilities as the
trusted

-- user above.

-- Assune group_nenber is being used for additional access control.

- - NOTE: In this exanple, NonPrivUser still has access to the

14
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ci phert ext
-- encrypted in the base table.

create view DBA a_first_view (sensitiveA, publicC publicD)
as
sel ect
I F group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN sensi tiveA
ELSE NULL
ENDI F,
publi cC,
publ i cD
fromfirst_table ;

grant select on DBA. a first_viewto PrivUser ;
grant select on DBA a_first_viewto NonPrivUser ;

-- For the second table, the DBA did not keep the plaintext.
-- Therefore, aes_decrypt calls nust be used in the view
- - | MPORTANT: Hide the viewdefinition with ALTER VIEW so that no

= can di scover the key.

create view DBA a second_view
(sensitiveA, publicP, publicQ publicR)
as
sel ect
I F group_nenber (' hi gh_privil eges_group', user_namne()
THEN aes_decrypt (encrypt edA, 'seCr3t', char(16)
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from second_table ;

) =1
)

alter view DBA a_second_vi ew set hidden ;
grant select on DBA. a_second_view to PrivUser ;
grant sel ect on DBA. a_second_view to NonPrivUser ;

-- Li kewi se, the key used for |oading can be protected in a stored
procedur e.

-- By hiding the procedure (just as the viewis hidden), no-one can

see

-- the keys.

create procedure |l oad _first_proc(@nput Fil eNane var char (255),
@ol Del i mvarchar (4) default '$',
@owDel i mvarchar(4) default '"\n")
begin
execute inmediate with quotes
'l oad tabl e DBA. second_tabl e
(encrypt edA encrypted(char(16),"' ||
U] 'seCr3tT | """ || '), publicP, publicQ publicR)

from' || "'"" || @nputFileName || """ ||
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" delimted by ' || """ || @olDelim]|]| """" ||
"rowdelimted by " || """ || @owDelim]|| "'""" |]
quotes of f escapes off' ;

end

alter procedure DBA.load first_proc set hidden ;
-- Call the | oad procedure using the follow ng syntax:
call load_first_proc('/dev/null', "$, '"\n") ;

-- Bel ow i s a conpari son of several techniques for protecting the
oo encryption keys by using user-defined functions (UDFs), other
Vi ews,

-- or both. The first and the |ast alternatives offer maxi mum
per f or mance.

-- The second_table is secured as defined earlier.

-- Al'ternative 1:
-- Thi s basel i ne approach relies on restricting access to the
entire view

create view

DBA. second_basel i ne_vi ew( sensi ti veA, publi cP, publicQ publicR)
as
sel ect
I F group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN aes_decrypt (encrypt edA, ' seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_tabl e ;

alter view DBA second basel i ne_vi ew set hidden ;
grant sel ect on DBA second_baseline_view to NonPrivUser ;
grant sel ect on DBA second_baseline_viewto PrivUser ;

-- Al'ternative 2:

-- Pl ace the encryption function invocation within a user-defined
-- function (UDF).

-- Hi de the definition of the UDF. Restrict the UDF perm ssions.
-- Use the UDF in a viewthat handl es the remai nder of the security
= and business | ogic.

-- Note: The view itself does not need to be hidden.

create function DBA second_decrypt _function(IN datum
var bi nary(32))
RETURNS char (16) DETERM NI STI C
BEG N

16

Sybase 1Q



Sybase 1Q H1H g &A1

RETURN aes_decrypt (datum'seCr3t', char(16));
END ;

grant execute on DBA. second_decrypt_function to PrivUser ;
alter function DBA second_decrypt _function set hidden ;

create view

DBA. second_decrypt _vi ewm sensitiveA, publicP, publicQ publicR)
as
sel ect
| F group_mnenber (' hi gh_privil eges_group', user_nane())

THEN second_decrypt _functi on(encrypt edA)
ELSE NULL
ENDI F,
publi cP,
publicQ
publ i cR
from DBA. second_tabl e ;

grant sel ect on DBA. second_decrypt_view to NonPrivUser ;
grant sel ect on DBA. second_decrypt_view to PrivUser ;

-- Aternative 3:

-- Sequester only the key selection in a user-defined function.
-- This function could be extended to support selection of any

--  nunber of keys.

-- This UDF is al so hidden and has restricted execute privil eges.
-- Not e: Any view that uses this UDF therefore does not conprom se
-- the key val ues.

create function DBA second_key function()
RETURNS var char (32) DETERM NI STI C
BEG N
return 'seCr3t' ;
END

grant execute on DBA. second_key function to PrivUser ;
alter function DBA. second_key_ function set hidden ;

create view
DBA. second_key_vi ew( sensitiveA, publicP, publicQ publicR)
as
sel ect
=
group_nenber (' hi gh_privil eges_group',user_name()) =1
THEN
aes_decrypt (encrypt edA, second_key_ function(),
char (16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_tabl e ;
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grant sel ect on DBA. second_key_view to NonPrivUser ;
grant sel ect on DBA. second_key view to PrivUser ;

-- Aternative 4:

-- The reconmended alternative is to separate the security |ogic
-- fromthe business | ogic by dividing the concerns into two vi ews.
-- Only the security logic view needs to be hidden.

-- Not e: The performance of this approach is sinmlar to that of the
first

-- alternative.

create view

DBA. second_SecuritylLogi c_vi ew(sensitiveA, publicP, publicQ publicR)
as
sel ect
I F group_menber (' hi gh_privil eges_group', user_nane())

THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDI F,
publi cP,
publicQ
publi cR
from DBA. second_t abl e ;

alter view DBA second_SecuritylLogic_view set hidden ;
create view

DBA. second_Busi nessLogi ¢c_vi ew(sensi ti veA, publicP, publicQ publicR)
as

sel ect
sensi ti veA,
publi cP,
publicQ
publi cR

from DBA. second_SecuritylLogi c_view ;

grant sel ect on DBA. second_Busi nessLogi c_view to NonPrivUser ;
grant sel ect on DBA. second_Busi nessLogic_view to PrivUser ;

-- End of encryption exanple

FEESN,

» AES_ENCRYPT 4§ [String] (%55 T0)

« AES_DECRYPT K% [String] (%8 6 1)

« LOAD TABLE ENCRYPTED 7-f] (#57 T0)
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