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LA PNER SRR L

Sybase IQ “Wg 4 MR 2 AL B Re Thee IR F N . &%) 38
FEI IR A5 DAL FEFRUE (FIPS) A ] (I B AR I 28 %% S HE,  DASER T
Bl PEZE B2 P RAE R B8 Sk R I 4% %5 55 1) Kerberos BIE

Sybase 1Q “ gl @A ME” EAFHEAL 3G o 22 2 ThRERA IR TF & FIPS 45
HERIVE R

RN AL AR T ) Sybase 1Q A .

Sybase 1Q HHJ FIPS X%

Sybase 1Q % £8 3 [FE I HE B A BEARHE (FIPS) A v I3 B AREAT T 14
5. 7F Sybase 1Q SCRFHIITA V- & AR KF FIPS.

FIPS Z##X] Sybase 1Q ¥ 3= B2 M 2 na v] LU AR e th i, X7E H AT
SEEAEAT A o AR R T SR — oA [ (R N T = AR A TR A HH AL T
e IXEARAE AT H B R R I B, 0 AT SRR IR AN A
o ANIE, %SRS AT AT 5 B 0T e PR 45 SRt AT . b Re Al
PR I8 SR A A S R, AT A in % B 42 4 o
FIPS SRR FALVFITH Sybase 1Q “ BiZLacAntE” HePHIGALRIA) .
Sybase 1Q [A]If 42t RSA Fl FIPS %4k, RSA IN# L Mm%, (H
FIPS T8 L F AN EPE: dbfipsl].dil R shgse2.dll. sbgse2.dll JF 2
Certicom FEME (1) IX P PP 22 4 5 8 40 75 ZE0E 1. rsaserver ilE 15 UM
rsaserver.crt BLAT 44 KN rsaserverid.
FIPS it 75 Z UL P MR E, % H Sybase 1Q %255t HARIT A 3)
Wi

[HKEY LOCAL MACHINE\SOFTWARE\Certicom\libsb]

"expectedtag"=hex:5b,0f,4f,a6,e2,4a,ef,3b,44,07,05, 2e,
b0,49,02,71,1£,d9,91,b6

2 Sybase IQ HHIE R LM



Sybase 1Q F1H Kerberos 3 37 3

HRAEH FIPS F1 RSA I 4015 B, 12 M. (SQL Anywhere
Server — i B H) kAT
http://infocenter.sybase.com/help/topic/com.sybase.help.sqlanywhere.11.0.1/
dbadmin_en11/da-transport-layer-security.html [ ff] “Transport-layer
security”  (fHJ= 2 4) M T
http://infocenter.sybase.com/help/topic/com.sybase.help.sqlanywhere.11.0.1/
dbadmin_enl1/da-security.html |- “Keeping your data secure” (fRiF4L
P4 o

Sybase 1Q #1#J Kerberos I iF 37 3

Sybase 1Q CKF Kerberos JiiE, & & —Fl SRVF O Edl B 4 LU S A &
GG AP 28 s i 51— HI 7 ID M A R 8 sk DiRe. i H Kerberos
EF, JofdaE H P ID Bl A BT B E o P .

Kerberos 51L& A F AT /Y Sybase IQ “Wy g 4k 1A A4 e 43
A RATH Kerberos Bl EAI{E E, iHZ WL (SQL Anywhere Server —
Holfs P B A T
http://infocenter.sybase.com/help/topic/com.sybase.help.sqlanywhere.11.0.1/

dbadmin_en11/da-kerberos-authentication.html =[] “Kerberos
authentication” (Kerberos %iiF) .
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Sybase 1Q Hiff 72 SCAF (s i A 1 128 ALk M 2 ] R A %
B, B AR, i HSEBs BT . SRR AE B AL BARE
A RGN R UER N 2 (FIPS-197) Ui B T 32 3K RF B

Sybase IQ /11 T AES_ENCRYPT 1 AES_DECRYPT B %L\ }% LOAD TABLE
ENCRYPTED 1-f1), LASZREFH IS o 3% 2R 50 fo 1/mal i 3 FH A 7 1
Sl G A RN AR5 5B o s R () 5 B e D R 7 6 5T
P RATFE Y [ T ] A BELET At X7 72519 Sybase 1Q - “/a R %
P RN T L BE

SO PRI 2 5 A BN o AE ML DI RERT, 1B REE 19 T “Oh
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EX

S GRS Al HE e 2 2B R .

BASC  LLWT B ) B 6 T A7 AR 0 Bt . W SO AR T34 o e
11752 PSR AR AT ] L5 4i s JE A7 AE (R K

w3x DOHE LB i T sCAE A, o B SOTR 3R A5 B0 A A8 TR 0 A T
B R AE ISR O SR T . AR I

MR R SR MW SR AT . B RN iR

key JH TRt HEAT N e s 5 R0y 0 RRE BN R S AR D
FATHAT I AR o AR FRE P RG] — s AT, A 5
A (EAEECE ISR BT . Sybase 1Q Frifi#32 Al H 7
(R (kA R

Rijndael %70 “reign dahl” . SCRP&RRE PIATHROC/N IR 2 s 5%
BEVF LSRR A T A0 ] PR B A, DAL AE B SRR B
FHXS 2 5 S D

AES HImgimabeitE, &Mt FIPS HEAER) NS 5%, HI TR
B EARDE T8l . AES SRHAIRHIPOR NI PHC R Rijndael
$9%. AES #& Sybase IQ ¥ 52,

ER T mET e EIREEE

ek St

ABIH T 5 SR RIASSCRF AR 2R A, JFRHE T X0 41 (14 s 46
Ha R PRy 1 DL

AES_ENCRYPT BRI S — NS B0 N DL R 2 SC R B R 2 —

CHAR NUMERIC
VARCHAR FLOAT

TINYINT REAL

SMALLINT DOUBLE
INTEGER DECIMAL

BIGINT DATE

BIT TIME

BINARY DATETIME
VARBINARY TIMESTAMP
UNSIGNED INT SMALLDATETIME

UNSIGNED BIGINT

LOB 4l 257 H A AN32 Sybase 1Q %1 N S £F .
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RIPEIR R

Sybase 1Q R fff (- 7E X B B0 A T i 25 I B9 BH ST JRUAG B 287, wrde 2
BB B AE S S Bk 45 AES_DECRYPT %, 5% b ok £ i T
CAST %N . Sybase 1Q 23 CAST [ H br&idin S 8L 5 Jr s Jin 2 £ 1)
BRI AT IO A RIX A F R AUANUE L, D250k M) -1001064 4
W, HorP S AT R AR H R B A (AN S .

B, e — AN N EE () VARCHAR(1) 11 %% BL R A4 i 25 154 «

SELECT AES DECRYPT ( thecolumn, ‘theKey’,
VARCHAR (1) ) FROM thetable

U SR AR Y LU A0 B dE A e -
SELECT AES DECRYPT ( thecolumn, ‘theKey’,
SMALLINT ) FROM thetable

Y3 [ R R DR AT

Decryption error: Incorrect CAST type smallint (5,0)
for decrypt data of type varchar(1l,0).

PP EE AR B A AR AL BAT . W SR AT CAST Bl R 4L,
AR DL 3R (0 SR [R5

EE YN TR R AES_ENCRYPT RN (il FiEA] iR

INSERT INTO t (cipherCol) VALUES (AES ENCRYPT (1,
‘key”))

VAR, R 1 BAIRIRY . B2 1 oI RUE TINYINT. SMALLINT.
INTEGER. UNSIGNED INT. BIGINT B UNSIGNED BIGINT, 7] fEr2H &
By,
Sybase X LA B 7 A CAST s EUCK I FRATAT ¥ AE AN B A, 4
LU IEA) TR

INSERT INTO t (cipherCol)

VALUES ( AES_ENCRYPT (CAST (1 AS UNSIGNED INTEGER),
‘key’))

FEIN BB N LA CAST bR LU0y AU e 26 Y, mI LAl Ak
FERRE AR H LS ] CAST pR AAT SC HY i) 7L

I SR B R B T4, BN E Bl AT LOAD TABLE A,
WASAFAEAS A 7] L
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AES_ENCRYPT & #{ [String]

BE

2%

FRERIFRA M

A5 FH B e A 10 0 2% 2 g o ¥ e (E AT %, 3R [F] VARBINARY B¢ LONG
VARBINARY .

AES_ENCRYPT( string-expression, key )

string-expression TN 1A . A3 T SCRFEPRR LML, WS I
54K SEH TS R A, ) DOk R IE AR
45 AES_ENCRYPT. MZH(IX 73 K/NE, RIMELEA DX 43 K/ NS I8 2
k.

key FIKXT string-expression N PN % 4H . 5 BRIUR A {E, &0
U R — 2 R A T 2 . LS X oy KNS, RIMEZEAN X 43 K/
5 P R an i

S5 RZ 04—, BFEHEA G H % HE. Sybase @i %
HERMEKE RN 16 75, RNEEKERNE 7R, HAREH
TR T o BB AT R I, 20T A0 % 8 .

5 HRYEREY R YIRIA R e . WRERTE
Bl N s S A Joik s ) HLETR R

AES_ENCRYPT i&[f]—> VARBINARY 25 1l , HKJE/HZ AN
string-expression ¥ 31 NPT o ZBREUR I R % 3, N TCTE
1. B LA AES_DECRYPT e HCK 4 ] AES_ENCRYPT BRI (1)
string-expression it 5% « AT BN string-expression fi#5, 1A% H X
T s A R sy A AN . RIS RE T AN IER N %, ¥
AR a

R B G R R , WB A 2R AN VARBINARY 5 VARCHAR
HNRFEEET 32 7795, DMEASEBIEHAT A . (AT
S BRI ECR AR AT . ) G VARBINARY B VARCHAR %1 K & /N
32 715, ) AES_DECRYPT B HUR [ i%

AES_ENCRYPT R 11 45 R E KA v HE 4 LONG VARBINARY ., U1 2R &
7E SELECT INTO &) {fi F| AES_ENCRYPT, #0205 HAT Ront % 4 ik
YRR, BE A CAST JH4 AES_ENCRYPT & & b 1A 1) £ 95 25 7Y
RN

HRILEVEAE R MAEG R, ES W (5% Wi KT 1
%45 “SQL KA i) “REPLACE p&4L [String]” -

« sQL92 LRV R E

«  SQL99 [RAZ.0» SQL THAELIAMK SQL/HLfThfiE

+ Sybase /%2 Adaptive Server Enterprise 3
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HESR

i

% 7 Giff) “AES_DECRYPT p& %k [String]”
% 8 Tiff) “LOAD TABLE ENCRYPTED f-f1]”

A RAER] AES_ENCRYPT B ELII7n B, 155 W2 10 UL “ s Ak
AN/

AES_DECRYPT & [String]

EE

2%

FRAEFIFRE

A7 HT BT B2 At 1) 3 B0 5 45 A3 BEAT R %5, JF % 1] VARBINARY B LONG
VARBINARY  ({EERAESAF T, B IR M) J5U 4 B S8 A
AES_DECRYPT( string-expression, key [, data-type ])
string-expression  ZLFH AT B o B0 LK B HIE A B 45 G R AL
IS HIX 3 KNG, RIAEAEAN X 43 K/ 5 (R0 P2 v A2 e
key i B INEE B A GEXS string-expression TR . 35 BRI AT IR
URAE, S L RTINS string-expression [N %8 . S HIX 70K
ANE, BIMELEAND 3 ORI TR 12 b 2

B R FERE S R E RIS L e WIRER TH
Bl W Bk e 4 ik Vs ) LG R R .«

data-type 1% AL HIREMMZE W] string-expression HIEHREAY, HAL M
SR 06 BH ST B 2 B

WHRAEAE A AES_ENCRYPT B& £ 4 N £ 8 i 347 1 FH CAST 54, ijn]
DL IS FF VARCHAR 124 data-type 1538 KA H] AES_DECRYPT M &r &
HIREHE . W R AN data-type 1145 AES_DECRYPT, iz [H]
VARBINARY i 8%,

Al LM AES_DECRYPT PR UK H AES_ENCRYPT R EUN % 1) string-
expression % . WIRATEERIRA, MR HOR B 5 N5 R B
FHIE) 75501 VARBINARY B LONG VARBINARY 8. 75 WPEF I [F145 5 (1)
KT BIIXS string-expression BEATfRE, W25 FH T 02 5 () n 4 %
BHo AT HAS IE RPN 2 3 0 S 8UR A 5% .

- sQL92 LNy E

« SQL99 LNy R

+ Sybase A % Adaptive Server Enterprise 3.
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BiESN « 6K “AES ENCRYPT pf%{ [String]”
5510 U “ns Mg 55 s )7
% 8 Wl “LOAD TABLE ENCRYPTED ¥-f1)”
w5 T HPIZRBIN user_info I P OIS AT AR

SELECT AES_ DECRYPT (user_pwd, '8U3dkA', CHAR(100))
FROM user info;

LOAD TABLE ENCRYPTED ¥ f]

LOAD TABLE ifi 1) 3 £ column-spec K4 7> ENCRYPTED. column-specs
3% LA I R 4E LOAD TABLE 8 f1) /471 44 (1) )i TH -

format-specs

null-specs

encrypted-specs
WS 9 T “oRE]” .

FRGEHAEYE, WS W (% ERAEDD 5 15 “SQL iFhA)”
'] LOAD TABLE &1,

£ | ENCRYPTED(data-type ‘key-string’ [, ‘algorithm-string’ ] )
S data-type it A SUAF BN LB H ARSI R, 1) AES_ENCRYPT

PRI o AT GSCFRMEE 2R, S W 4 UL “IEH T #41 1r)
IR o data-type [NEHRRILN 1 5 AES_DECRYPT iR 4 (1) tH 1)
BRI 7S WA 7 WK “AES _DECRYPT pR%{ [String]” o

key-string  J] 08 K 2E AT 0 BN L. S AL 200k AT H L
o A EARPUSIRME, AZAE I Al SR HEA T R . ISR ) K
NG RIMEAEAN 73 K/ A B 2 it

HERIRZ RISk, RUFIEFAR S SILIH Y. Sybase BN
EHER R EZ R D0 16 N7AF, RIS KGMNG 7R, B
BOFAVRFIR AT o RRREON B EAT iR I, s 2 M 9.

B R EREY; RS PRI e WIRER T
Bl K EGEATCTETT R I E I, XA R .
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algorithm-string ] T X E s b A7 % (550 S ECh Tk, A%k
P 0 I 2 R 28 HAL AL AR ] o AT AES JEERAE, RO EEME—52 3
FEMEL. AES & MR 5k, LEE RS A&
(NIST) JEFEEAE 8T i A e s ) =y 2 bR vt (AES).

=5 i H] ENCRYPTED I iy il LLFR 52 s s 4], thnl DLk 4R 2 X341
rPRR B BE AT 0 28 I A R G k. ORI R AR R AE 1 RS A N
VARBINARY 5, 5 H e B AV IR [P R

BiESN « 6 UK “AES ENCRYPT pf % [String]”
s 7K “AES DECRYPT pf#{ [String]”
o S0 DU e AR R ]

{5 LOAD TABLE table name
(
plaintext column name,
a ciphertext column name
NULL ('nil")
ENCRYPTED (varchar (6), 'tHefiRstkEy') ,
another encrypted column
ENCRYPTED (bigint, 'thEseconDkeY', '"AES"')
)
FROM '/path/to/the/input/file'
FORMAT ascii
DELIMITED BY ';'
ROW DELIMITED BY '\Oxa'
QUOTES OFF
ESCAPES OFF

1 LOAD TABLE A (M5 N STAF A% 2000 -

a;b;c;
d;e; f;
g/h;i;

AIB NS
AT AT BB B, TR T SRl

X ANEE LA T 2B LLBE

WERBIEA X > KNG, 5iE Al 1ISO BINENG LAARRIVAZE, ) 2505+
BALH AT IR, DAEPAT 75 L.
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TP ERAT LA, 6 T2 AR, S5 R A R ] 4 R
Z IR RS B, I FOXHLE T CREATE DATABASE ] CASE 117 .
7EVEE O CASE RESPECT FLKH] 1ISO_BINENG VA %ds FE i, K5 LAAH
[7) 7 A fift ¥k Sybase 1Q FRIBRAE{E 45 [F) 1 FHAH 7] 4 1] 7L

AR AR R AR 22 S R, HEERZR/F R A T REAA I . S T4 Al
FHAH R R R, A R R B A X 5 KNG s %
I0URs 22 N R R S5 (R R UL DI, 58 R P ARAH ]2 2 T g 5 D) i
P, ISO1LATINI 32— AN FER 2K,

B, FFEH “ABC” Fll “abe” FEAX 43 KNG W P AHHIE, (H
THER . FEXRS KNG BT, IR R R EEAAH R AN LA
Sybase JI%5 R ECBIEE 2 SCORBEAH R PE, (BRI RPE. #eh)id i,
“ABC” Fl “abc” % W KE AL,

FEAE VAR CASE WEE A FL VR[] P R 450 43 SC AT 55 [R) 7
Lig, N RER 200K 12 80 e R EAE 5Ok AP R T 2, R o) A S5
A e i, an REHE P 2 1l /] CASE IGNORE 1 ISO_BINENG
VAZRAIEE Y,  HNY R P 76K B A S AN BN B 2 /T 9] BT A i ALY
T UCASE, W BT 2% A {2 A0 2 A0 R 1

IR FN R
=Pl 1 NTHIX AN 5% AES_ENCRYPT Hll AES_DECRYPT BR 55 (1) 7 191 2 FH v e 1
SQL 45 1.

--  XAEBX aes _encrypt # aes decrypt EREREMRHISA=ZERS:

-- ¥ I #4%: XA DDL M BirRMAPHITHMT L
-— ¥ II #%: HIAMZESBERAIEXEN
-- ¥ 11T #B%9: ERNEMFEIEREFNEER

-— ¥ I #9: EXBRRMAR

-- BEGEMRERRA, B2 FUEY PrivUser # NonPrivUser Fix, BANHMAT RBAE
--  BRAYLE.

- VAR RARIESIANNE Z AT .
--  WEFRHE: AR EA-IMEME.

-- EAMKRPHRELEIGSHEEE MEANIITES.
- XEANRWERIEZESIA sensitiveA,
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M- M-S

grant
grant

grant
grant
grant

grant
grant
grant

connect to PrivUser identified by 'verytrusted' ;
connect to NonPrivUser identified by 'lesstrusted'

connect to high privileges group ;
group to high privileges group ;

membership in group high privileges group to PrivUser ;

connect to low privileges group ;
group to low privileges group ;

membership in group low privileges group to NonPrivUser ;

create table DBA.first table
(sensitiveA char (16) primary key

,sensitiveB numeric(10,0)
,publicC varchar (255)
,publicD date

)

F-TEBIERMBAE— HG R3l.

create table second table

(sensitiveA char(16)
,publicP integer
,publicQ tinyint
,publicR varchar (64)
) g

create hg index second A HG on second table ( sensitiveA
AIER PR EEHERT.
grant select ( sensitiveA, sensitiveB, publicC, publicD )
on DBA.first table to PrivUser ;
grant select ( sensitiveA, publicP, publicQ, publicR )
on DBA.second table to PrivUser ;

’

)

WNAFEXHIEFAEARFTEEE sensitivehr FREMITIER, REMIIFEEE sensitiveB.

grant
on
grant
on

select ( sensitiveA, publicC, publicD )
DBA.first table to NonPrivUser ;
select ( sensitiveA, publicP, publicQ,
DBA.second table to NonPrivUser ;

Sybase 1Q
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-- FEAERPALBITRLESS, 0

select I.publicC, 3*II.publicQ+1
from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11"' ) ;

--
select count (*)
from DBA.first table I, DBA.second table II

where I.sensitiveA = II.sensitiveA and SUBSTR(I.sensitiveA, 4, 3)
BETWEEN '345' AND '456' ;

--  EABZEEMAPAEHRITUTER
select I.sensitiveB, 3*II.publicQ+1

from DBA.first table I, DBA.second table II
where I.sensitiveA = II.sensitiveA and I.publicD IN ( '2006-01-11"' ) ;

-— ¥ 11 #BH: EURXLIAMERES
- DBA SIATHE, WTHR:
-- MFERMEE, DBA BEMAEN. AEFEIMRAEHRNELEE. MEANMEZHRBERE

-- HRH.

- ¥ Varbinary HRMMZEHERAKEFHIT Datalength BE (BUAFTH):

-- A 3C B R B BEREE

-= 0 16

- 1 - 16 32 numeric (1, 0) - numeric (20,0)
- 17 - 32 48 numeric (21,0) - numeric (52,0)
-— 33 - 48 64 numeric (53,0) - numeric (84,0)
-— 49 - 64 80 numeric (85,0) - numeric(116,0)
- 65 - 80 96 numeric(117,0) - numeric(128,0)
-= 81 - 96 112

- 97 - 112 128

- 113 - 128 144

-- 129 - 144 160

-- 145 - 160 176

- 161 - 176 192

-— 177 - 192 208

-= 193 - 208 224

- 209 - 224 240
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BHEIEEE tinyint. small int. integer 1 bigint A varbinary(32) A

o
& 3o

HERERERA
DATALENGTH ( X ) =
(((DATALENGTH (plaintext)+ 15) / 16) + 1) * 16

X FE—R, DBA EEMAXFEXHRAMURE . ZMECEHAERL, REERNMEIERE
SCHEHEATINGE B 1E T 7 R XA

il NonPrivUser X%l sensitiveA HJIFEIANIR, BAIRFEH % TARAE 7 B 4LBR .
EEXI EHE—IHE—FS. EXAZERES.

NonPrivUser AIEBREXHEAE.

PrivUser {AANEEE—MER (TERHRBEFH .

revoke select ( sensitiveA ) on DBA.first table from NonPrivUser ;
alter table DBA.first table add encryptedA varbinary(32) ;
grant select ( encryptedA ) on DBA.first table to PrivUser ;
grant select ( encryptedA ) on DBA.first table to NonPrivUser ;
create unique hg index first A unique on first table ( encryptedA ) ;
update DBA.first table

set encryptedA = aes encrypt(sensitiveA, 'seCr3t')

where encryptedA is null ;
commit

MEEMY] sensitiveB.

alter table DBA.first table add encryptedB varbinary(32) ;
grant select ( encryptedB ) on DBA.first table to PrivUser ;
create unique hg index first B unique on first table ( encryptedB ) ;
update DBA.first table
set encryptedB = aes_encrypt (sensitiveB,
'givethiskeytonoone') where encryptedB is null ;
commit

WFE-/N%, DBA EFNRBHI.
XIHCEEAER, FEAFEEMERIEEXH.

revoke select ( sensitiveA ) on DBA.second table from NonPrivUser ;
revoke select ( sensitiveA ) on DBA.second table from PrivUser ;
alter table DBA.second table add encryptedA varbinary(32) ;

grant select ( encryptedA ) on DBA.second table to PrivUser ;

grant select ( encryptedA ) on DBA.second table to NonPrivUser ;
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create unique hg index second A unique on second table ( encryptedA ) ;
update DBA.second table
set encryptedA = aes encrypt (sensitiveA, 'seCr3t')
where encryptedA is null ;
commit
alter table DBA.second table drop sensitiveA ;

-—  ERRIEFRITUTEENER (EHITERMURFRZAD -

--  FFAMEA P AT B SCHTIEFERRE: IR rNEE RS R8, BRERRXMAER,

select I.publicC, 3*II.publicQ+1
from DBA.first table I, DBA.second table II
where I.encryptedA = II.encryptedA and I.publicD IN ( '2006-01-11"' ) ;

- UBRECAYIA IR T B RIBAfRER.
--  UTEAFRZEEHEXHER.

-— EFE: UTEMERATATFEEEXH Varbinary EREEE:
-—- = (EA®

-— <> (FHEZ)

-— IS NULL

-— IS NOT NULL

select count (*)

from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.encryptedA, 4, 3)
BETWEEN '345' AND '456' ;

- AERAPMEBUAEMREEIRAICT]. Eitt, tAPAFEERM aes _decrypt, EMAREEA.
select count (*)
from DBA.first table I, DBA.second table II

where I.encryptedA = II.encryptedA and SUBSTR(I.sensitiveA, 4, 3)
BETWEEN '345' AND '456' ;

-- ¥ 111 #BH: RIPMEER
-—  REBSMIRBRANMTIZ T i i8] A SCROALER . BT BRI A
--  WFE—/1%K, DBA HIFTIRBIAXT,

- FEitt, TEHMNES EEMAIERFREEHEEREE
- BEEFEA group member FEITERIMAYIEHEH.
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- EE: EATBIF, NonPrivUser {iENGRIERFMBHE.

create view DBA.a first view (sensitiveA, publicC, publicD)
as
select
IF group member ('high privileges group',user name()) = 1
THEN sensitiveA
ELSE NULL
ENDIF,
publicC,
publicD
from first table ;

grant select on DBA.a first view to PrivUser ;
grant select on DBA.a first view to NonPrivUser ;

-- WFEZ-AFE, DBA KRFEEBHEX.
—-- Hit, HAERERER aes _decrypt HA.
--  EERR: BEH ALTER VIEW BEBREENX, LUMEL ABEELINEH.

create view DBA.a second view (sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from second table ;

alter view DBA.a second view set hidden ;
grant select on DBA.a second view to PrivUser ;
grant select on DBA.a second view to NonPrivUser ;

- [F#, BTEIHMEATEFEEEPMURER.
- BEEREERE (HERENE— , EMABTEEREER.

create procedure load first proc(@inputFileName varchar (255),
@colDelim varchar (4) default 'S',
@rowDelim varchar (4) default '\n')
begin
execute immediate with quotes
'load table DBA.second table
(encryptedA encrypted(char(16),"' ||
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"YUt ] 'seCr3t' || ''"'' || '),publicP,publicQ,publicR) ' ||
' from ' || ''"'"'" || @inputFileName || '''"' ||

' delimited by " || '"''' || @colDelim || "''"' ||

' row delimited by ' || '"'"'"'" || @rowDelim []| ""''' [|

quotes off escapes off' ;
end

alter procedure DBA.load first proc set hidden ;
-- FERAUTEXARERSE:
call load first proc('/dev/null', '$', '\n') ;

-— UTALHBFRIPMEZANAEILR, XEFZFNERRREXHEE (UDF) . HENE,
- BEGEAXRE. FMNRE—MIETRESRMIELE.

-- EBBEIEMEX, second table BEEIRIF.

--  WEFEE 1
= XMEETE R Z R E R 6.

create view
DBA.second baseline view(sensitiveA,publicP,publicQ, publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

alter view DBA.second baseline view set hidden ;
grant select on DBA.second baseline view to NonPrivUser ;
grant select on DBA.second baseline view to PrivUser ;

--  AEAE 2:

-- BEmERHEAETAREXHES (UDF) H.
- f2# UDF RIEX. FR#%l UDF BIHLPR.

--  HERATEHHEsRSMMIEZEMIEGSER UDF.
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-- EE: EASFFERITRE.

create function DBA.second decrypt function(IN datum varbinary(32))
RETURNS char (16) DETERMINISTIC
BEGIN

RETURN aes decrypt (datum, 'seCr3t', char(16));

END

grant execute on DBA.second decrypt function to PrivUser ;
alter function DBA.second decrypt function set hidden ;

create view
DBA.second decrypt view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN second decrypt function (encryptedA)
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

grant select on DBA.second decrypt view to NonPrivUser ;
grant select on DBA.second decrypt view to PrivUser ;

-- WEAE 3:

-- ERPEXRREPREGEERIEE,

-- WRHAT RAFEREEHENENR.

-- It UDF WEREE, EEBZRAIPITIIR.

-- FE: Elt, HAFEAL uDF MMEMASEREHAENRS.

create function DBA.second key function()
RETURNS varchar (32) DETERMINISTIC
BEGIN
return 'seCr3t' ;
END

grant execute on DBA.second key function to PrivUser ;
alter function DBA.second key function set hidden ;

create view DBA.second key view(sensitiveA,publicP,publicQ, publicR)
as
select
IF group member ('high privileges group',user name())
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THEN aes_ decrypt (encryptedA, second key function(),
char (106))
ELSE NULL

ENDIF,

publicP,

publicQ,

publicR

from DBA.second table ;

grant select on DBA.second key view to NonPrivUser ;
grant select on DBA.second key view to PrivUser ;

-- AEAE 4:

-- EUMAZE, BABHEEXARSRENIE, BReZBES51EBEIBTR.
-- OFAR2EBEUEEERR.

-— GEE: XMTEREEE S E—F AR EREE L.

create view
DBA.second SecuritylLogic view(sensitiveA,publicP,publicQ,publicR)
as
select
IF group member ('high privileges group',user name()) = 1
THEN aes_decrypt (encryptedA, 'seCr3t', char(16))
ELSE NULL
ENDIF,
publicP,
publicQ,
publicR
from DBA.second table ;

alter view DBA.second SecuritylLogic view set hidden ;

create view
DBA.second BusinessLogic view(sensitiveA,publicP,publicQ,publicR)
as

select
sensitiveAd,
publicP,
publicQ,
publicR

from DBA.second SecuritylLogic view ;

grant select on DBA.second BusinessLogic view to NonPrivUser ;
grant select on DBA.second BusinessLogic view to PrivUser ;

-— IERGIEI LR
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5 2

T SR 45 58 AH R B BN AR R EH, ECSR R P R AN TR B s 2R A, )
AES_ENCRYPT A [t SCA R . (Rl  PRAN 43 BARAT PR FIAS [F) B 25 22
DA % SO fG, TREA 2 IR [HTAH R 25 2R
B, fREA LA B

CREATE TABLE tablea(cl int, c¢c2 smallint);

INSERT INTO tablea VALUES (100,100);

il AES ENCRYPT (c1, 'key') 5 AES ENCRYPT (c2, 'key') AF, JfH
il AES_ENCRYPT (c1, 'key') th155 AES ENCRYPT (100, 'key') A,

T UL YL ) R, 5K AES_ENCRYPT [0 %0 A 5 il 56 4 o /] — s 2
B, i, DL ACHS BRI 45 S A R ) -
AES ENCRYPT (cl, 'key');
AESiENCRYPT(CAST(c2 AS INT), 'key');
AES_ENCRYPT(CAST(lOO AS INT), 'key');

AIINE R & IR B AR

H AL Sybase 1Q HUH A 16 101 15 23 52 W 5] (¥ o 85 R A %5 . i 7E A6
AES_ENCRYPT 5l AES_DECRYPT 2 Hi S A A5 i Je a3, DR A
WE X T RZHB NSRRI E R R

Bh 1L 2 SR = S

A LT Ak v pR ) A SCH BRI (ol AT R A
BEGI AT R IR AMERIT TR PR B O R I

SET OPTION STRING RTRUNCATION = 'ON'

2 STRING_RTRUNCATION ¥ & & ON (B4 {E) I, HEifEdhay, 4
A HHTEC SELECT INTO #AE A (0] - 4 ol bl b, 51 3t 25 51 R
o IXJE ANSI/ISO SQL92 170y, W& HE#E k.

M EPAT BRI, 150 LEFT. SUBSTRING X CAST 228
(P75 H Rk 5
# STRING_RTRUNCATION & &) OFF 235 F 4T Ef di B AT o s g T -

AES_DECRYPT PRI 20 A N2 S B K 2 SR, R A
Aty LA A BT 15 50 E 1 DA B (I s A e i e . Cln SRR T
BIRRMBH, NIESHAEHELA. )
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R R STEE

A ORGP SO SRR, T U P s T O R T
SET OPTION ASE_BINARY DISPLAY = 'OFF'

4 ASE_BINARY_DISPLAY & & & OFF (Br&af) I, RGUKAE e ik
HEE T s S o= W R S e 1 A W NG a8

4 ASE_BINARY_DISPLAY % 'E & ON I, FREu s — ik il 5ot e o
TN R Eon R A R B A P B on B ol
TR G E R - ANINE RS, HAEBE AR R P R UE R B
ATRE S B B DR, A T IR B A i T S ON

CONVERSION_MODE H{(4#i 2326 101 P ) 75 5 e A e 22 v 8 — 3 sl Eic i 2
% (BINARY. VARBINARY Fil LONG BINARY) 5L 0k shi $ i 25 Y
(BIT. TINYINT. SMALLINT. INT. UNSIGNED INT. BIGINT. UNSIGNED
BIGINT. CHAR. VARCHAR Fl LONG VARCHAR) 2 [nJHH4TRa i #e .
Ffl CONVERSION_MODE ] By 1l X} i 2% A fim A7 b QU8 R A e e (OX
Pl 4 n] SECEE L TR SUIIEAE) -

SET TEMPORARY OPTION CONVERSION MODE = 1

% CONVERSION_MODE % &4 1, AJFj1-#E$04T INSERT Fil UPDATE fiv
A DL K A v IS e ) A 24 R 16 A 48 A A o] e AR gl o e
Yo 3P P T ) R A 5 3E T LOAD TABLE 45 {H Fl CHECK
2,

CONVERSION_MODE FEIUR H B4 (E 0 B, W{RE Sybase 1Q 12.7 fitZ
P 1 B S A B s A T oA o

WS (5% IBAAIEI) K5 2 5 B LT T
“CONVERSION_MODE i ” .
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