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create encryption key B4 :

create encryption key [[database.][owner].Jkeyname
[as default] [for algorithm]
[with
{[key_length num_bits]
[password 'password_phrase']
[init_vector {null | random}]
[pad {null | randomy}]

1l
Hr:

o keyname — {E AT EAE PRI ) 48 PRI A4 R ] v b 20k
ME—TR e WA E AN T 00—l T, G EA s W
PE A 2 A BAZAHINES, ERE A& 4. owner (1)
G (A Y HTH Y, T database (6 E2E AT EHEE. KA RS
LA B RE A HAR A O %

AR ARG IRLL “H” FRI R .

»  asdefault — FOVF R4 204 DL B8 B8 B3 G 2 FH 3 n 35 o i 2
B, e RAEE TS TFALE create table.  alter table il select into
1] keyname {7 $5 € IN% . Adaptive Server i F [F]— 24 ZE b i)
BRAg B . ] DU 4 %

s for algorithm — F N FRUE (AES) J&ME— 52 L FrIM5H VL. AES 3¢
FEIUBH RN N 128 192 1256 i, SCHRFIIER/AN R 16 ASF5 .
e e, POR/NRI A i, R B E AR R 4R 40 LLIEAT I

*  keylength num_bits — BRI HRIRN (B HAL) o BT AES,
R B 128, 192 Fl 256 fii. 44 keylength 24 128 i,

«  password_phrase — i 5|5 ) FRHCF A4/ e, HKJERZ h 255 4
¥4, Adaptive Server ¥ FH e RIRYHH . S TEHL T, Adaptive
Server i HH R Gu N2 H A RO INE . 1HZS IR 40 T “Aff
FHH P48 € M AR5



Bl mZE 2

init_vector

pad

random — i % AE I B L FE FPAEI WA P R i SR s SR AL
FIATAG AL O, DU A ] (W ST (1 5 SO AR, 3R]
B A AR A e A AT AR A R, AT LR e el ) 24
2tk

A O B A i FH B s (CBC) I ik, r bt
XN, AR AE I T S b AN RGIAE |, e
B HIE A R IRl

EE, WAL B PERERE B JE IS8 . X T s 1%
AFRERIRL R B S, ] DU AR 5L AN
WK, WS 8= “PEREERF I

null — ENN AT AT Rt e IXFE R AE S SRR T
BB W AT IRAL <& (B init_vector random) .

B init_vector null M i H HLASAS (ECB) #iXl  (FEEAATT,
g PN A B B PO .

TR AL R B A, AN TR e O B )
B, G AAEIRE S N A AR
7 AN EPREAE IR R

null — SR, ER RIS Kl B M LR TE .
WERFN LIRS RG], MAREA T

random — FEANE R, H BN BEHL 7 1ORE e A . i H
BFAUR RS, T LU SRR LA . SO OGS T IS0k
JEN TR EE—FI05. X T AES 53, SREEEN 16 A7,
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create encryption key
=~

create encryption key
PR

mEINM AR

PURoRBlFaE— 40 “safe_key” [ 256 £ PI1E A Hiedla e b 2 2 4]«

create encryption key safe key as default for AES with
keylength 256

HH RS %4 o B A keycustodian_role [1H ' A REGI B4 %4 .
PLUR 20— 44 “salary key” [ 128 A28, LUME A BEHLIE TS
RIS

create encryption key salary key for AES with
init vector null pad random

LR A 60844 “mykey” [ 192 A2354H, LIS FHHIUA L % Bk
N4

=

create encryption key mykey for AES with keylength 192
init vector random

PUR 7Rl s — A5z J P i e 12 DR (K3 8-

create encryption key keyl
with passwd 'WorldslBiggesto6Secret'

WRBHSZ ) Fa o 1 2R, W25 % 104, AR5 4 REV In)
O ZHMER S S W S &= “PikE R aEHEEmR”, B
TR RS B 04— B MG R

sso_role Fll keycustodian_role & =X HA7 il & 2% 2 AR . R L4 L
A F LR 8% create encryption key AR 4% T HoAth FH )

grant create encryption key
to user_name | role_name | group_name

LR
grant create encryption key to key admin role
AT HT AR TR AT 4RI 5 B B AP -

revoke create encryption key
{to | from} user_name | role_name | group_name

IR grant all N2 create encryption key AR H S o %A PR 2450
AR RN ERTT.




R

AR

TEBFARPALT IS,  Adaptive Server 2 {RFF KNSR . A6 1
i 2 (A SEBRAFAE AN 28 I %5 (CEK) A8 I % 4 (KEK).
CEK 2= Hiiln b A7 n,  FH = b Ziise BA X CEK V5 AL, SR )54 R
Vil n# e s {0 CEK ANRELLRINZ e e e i st B AR, 4
B AR I S5 I, Adaptive Server 23l KEK K% CEK. 1514
A LAY ) i S5 s 2 87, KEK SH Ti# % CEK. KEK &M\ &R SN
A P48 E ) H A B8 5 LA WBIRAE, BRI TR anfar 4 A
create fH alter encryption key 15745 & B P IN% .  CEK LU JE A7 i
7E sysencryptkeys .

HOEBAREAN . MBRFESUNE %, 5k O4, BIEEHEIA,
DL AEE R DAL Ik S .

2-2 Ut T WK create encryption key 15 fi G  FIAE i 41 25 254
KEK 2x M H AR, KEK IR 4A CEK W42 e hn ey sk B LLAE pin 2%
CEK.

& 2-2: CIEMEZFLHEE
Bl . L .

HHIRAE I
(e )i
BYIEAL
@ CEK R4 T
sysencryptkeys
s e sy A
(CEK)
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F2F pIEMEENMEEH

Kl 2-3 UL T a7 DML $E A KEK SKA#% CEK. 285, JRA
CEK 2> ] T~ 2% sl i o H5 4
B 2-3: # DML Ea]#5/5 CEK LIMESBEE

T o O\EUIRAE_|meiinsss
~ (KEK)

i 11
CEK H T
DML

N i

CEK fff7 1

sysencryptkeys

=¥ 2 E AR B4R
HoAthH JLF create table.  alter table I select into T&-H]FP 5 E & H 2 0y, &40
FIT A 02 T 5 EH I select BURR . B EH BT AT 38 T LU R G0 2 4 1B HH
BTHE, NI BRI, BHITE & WA LU B create encryption
key AR IATATF Pt o S EH AT 8 AR 5 ZERA% T 25 EH ) select BUFR

LU R RlH, B db_admin_role [T ) 5] LLZE create table. alter table
N select into 1A FEE N REH 24 “safe key” FIINZE %4

grant select on safe key to db_admin role

ERE Wi insert. update. delete il select AbHH N 2% %1 (1) F AN 75 2 in %
B select B .

mEINM AR 11
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ERRZEMEQSHRIPENA

12

RGN AR e THAREN 4. 6800,  Adaptive Server fif

FHAZ 256 o o e e v QR R 35 A T N3 o 78 RG0 24 B A

PHEWE T RGEME A2 )G, BT A n] 38 hn %41 .

lgdaptivs\Server T TG EE0] BN B AT 35 it I o AR N B U 1) R4
N H 4

RG24 R aUE S BB T sp_encryption % & R SN H &, R0
RS HIE L] sp_encryption [I%CHE A, FL B4 A 70 125000 P 1Y
sysattributes RGE R 1.

sp_encryption system_encr_passwd, password

password S K n LUKy 255 ANFAT, St Adaptive Server RN 1% & 24k
JE TP AT B I AR T

HFRUR RN, Af R g hn s 104 Tk 7 0 2 i i 21 .
EHEHAOA NN T REMELRENE L.
o WEIGTRAE create Al alter encryption key #5f) 15 & 114,
ANTFENERIT 253 KA 14
X TI0 % EG s 1) 7 T 48 ) 2 0 470 P 2 A B it ) St 1) o 1 2 WL
22 G PREIAR SRR .
AT BN N AR P AT AT A B 0K
UAE B I s B (0 28000 P BB AR G 1% W SRR ] AN
JUOA SRR 28], M BEA T E W S KRG n% 14, v LIE S %9 4H
) PR e b s s 2, tom] DAAE L e B e rp b A T A . w52
40 BTy “ATHH P ERE I A IRTE R .
RGN O P G s8] . FEFRK HE RN AREME DS .
BRI A M8 Tk 55 2530 B sl 12 . IS AR RGN # 1A ok
INEFRE BT RS R T Sybase #IL, RGN DA K N 5 >
16 AT AL, FEAE DA
ANEAF R A H 18 44 8L AT S AN AT O B 1] Bl
ANEAE FH R 8% NI4T
AN FH - e o B PR B B ) S () ]
Adaptive Server 2% 3| R G0 IN% 4454 minimum password length £l
check password for digit it & 24 1 25K .
RG24 G S B ] LLE i ] sp_encryption FREEAIEIH 043k
W RFE S

sp_encryption system_encr_passwd, password [ , old_password]
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F2F pIEMEENMEEH

EUEH

REASRESF

mEINM AR

SE I MR G H 4, JCHRAERAL TR R G003 4 ()8 B 01 B T
NEIFTEN . EMARL AL, Adaptive Server 2 H B8 8 0 4%
B e b (R AT S RTINS . IS B AE R A T U AN s,
WA TEUL, B A SR R TN

Al “null” B0 password B ZEGFHAL old_password FI{EREGH
WHERGINE Lo SCSMIER T 280 2 b i A H 2 g0 14
BEINE BN, AR ERAE NS

S8 O X BT N 1% 8H . fliH create encryption key @17 —
BraEe, ARG alter table...modify K B 838 0 %) 41 N % .

LR 7R € “creditcard” %1 V4 IN%% . alter table iy 2 i
cc_key_new X BEAT H 2% [R5 FH R AELEAT A8 2% R0 FB N

create encryption key cc _key new for AES

alter table customer modify creditcard encrypt with
cc_key new

i BENE WA, w] LAASEF []— B e m e s 2 v 1 i 44 35 EH

WERANTR E Ar 44 %5, B A B Al R — 00 1 vh i) B 2 0 51 kAT

I .

A5 FH A [R1ESHs e v 85 A AT N % B e 3, XN — B AR

et koY, IX AT L AN i) A AN A s o B G AR ] DS AN [

() A RIS B P e i, DTS A BB U ) AR 45 B I I 4

A FH AN [R1ES s 2 v 1 85 AR 3R A T 0 2 i 75 2R S /oty DU R AE 2 A AR

2 Hp R R e B ) AT A R B R A RN A

Sybase £, G SHLAG AN [ E0cd e rh i 44 %, W

o TERGAEELE N S EHE T, AN AT B S I
WASHT S H R AT ERAG ISES INE),  AZAT BB

o TERARAE A S AN B T, N DAL A i
HIF IS 2 o IR AT His 5 ) 3 B AR R IR 2

ARG A A A B T LT H sp_encryption SRR AT H 45 i B EH I

11
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W2 25

I B fin 2 2 €A

LM I AS B, AT -

drop encryption key [[database.][owner].]keyname
B, NREAPRMER 444 cc_key AN # 4

drop encryption key cust.dbo.cc key
HHPTA F AT LUNER A S REE1A 0] U BRAE T35 EH . A
FEARTHths P T A A AN BB s S, A4 REAN BR 2 35 9
AT drop encryption key i},  Adaptive Server NG AL T A58, EATFHRY
AL AW SDIR A B 24 A TR BORAS OB e A AN o1 . 73
PHAEATEOLTY, Zar S A — 4B SR, e AT T8
BRR, ALZ AT AR AEEAR LS, AT A0 158 I Ak 1) 2
I A R TOVEAE I o ST, ARG B D 250k BN Bk e %
B i BB P i

FRG 424 By AT LIS R sp_encryption SRR VR IT A A8 HH 45 5 S50 n =5 (19771
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mEFNRAFiERE

hne &4

E4] TG
T XDB RN 16
o0 BRAT 2R 10 Kl 18
AN 51 R 5 AR 19
fiff LR 20
PR 1 i 2 AL PR 22
AR [l 4 (i T A A e 22
I I 29

AT R LTS A 3

* int. smallint, tinyint

* unsigned int. unsigned smallint.

*  bigint. unsigned bigint

«  decimal Il numeric
+  float4 Fll float8

* money. smallmoney

. date. time. smalldatetime. datetime

«  char fll varchar

* unichar. univarchar
»  binary I varbinary

*  bit

unsigned tinyint

ToEE 28 4 LA varbinary 2R A A T4t . A 9% varbinary $4i
KEMEAER, ES S 29 T “ImEsKE” .

RA I

15
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BENFHRME
BN BRI, WAE create table 157§ ] encrypt column [R 32 7 .

create table [fJ LA &/ WL A AL HE R & TN K ). 47K create table
RsEsiEk, WS (ZHTM .

create table table_name

(column_name

[constraint_specification]

[encrypt [with [database.[owner].]keyname]]

[ next_column_specification . . .]

)

keyname — FRIRAFH] create encryption key GR35 4H . R IFIGIEE W
X keyname FLAT select AP . WIER AL keyname, Adaptive Server
F 15 8 H create encryption key 1 as default 1) 61 8 i 45 2551 .

AR ARenEIEEA, I HMESIARE I 2 SO E A RIA A
T ASBEAE L 1) partition_clause F 48 & N F1 .

LURN 7R BB A 38 B R s B8, LS — Y] (co_key), %
L AE create table T HHiR5E . PIA T PIRE T RERIBI A b R
HIEE . employee & H [ ssn FIil H S B IN%S, customer K1)
creditcard 14§ ] cc_key JN%
create encryption key new key as default for AES
create encryption key cc_key

create table employee table (ssn char(15) encrypt,
ename char(50), ...))

create table customer (creditcard char (20)
encrypt with cc_key, cc_name char(50), ...)

VR BRI T 800 K1, B I AT L 2 R BE LB R 0 T A (.
employee esalary 91712 i £ FH B BL BCHE E 47 T L7

create encryption key k1 init vector null pad random
create table employee (eid int, esalary money encrypt with k1, ...)
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I5EN select into I

BATEILT, RMEERAS e AINE S, selectinto 2B AT
I HARER . 2% HARR A4, b2U4d H encrypt 1 F)%F H bx
FIVHATIRE , 40 R Pros:
select [all|distinct] column_list
into table_name
[(colname encrypt [with [[database.][owner].lkeyname]
[, colname encrypt
[with[[database.][owner].]keyname]])]
from table_name | view_name

R AE YRR A s 2t Sty DU Ss H AR R IR e 41 i BhsR
W B RN w5 o HBR SR € 1% 9AHIR], - Adaptive Server Al It
SR Y5 () At A TR H B 2 0 0 25 A R AR AR B

FH a0 H AR N2 BRI 5 create table |45 7 FIINEE AR IUIAE LR JLAS
J7 T AH [ (1) 2

o EINE A VR 2R A

o B keyname INAE I EHE B (1) B4 2 5

o TN T H ARSI B IR select ALBR .

TR EIIERE T daily_xacts & 1 [F 1% 51 creditcard, AN 2K
HAETE #bigspenders I )£ .

select creditcard, custid, sum(amount) into
#bigspenders
(creditcard encrypt with cust.dbo.new cc key)
from daily xacts group by creditcard
having sum(amount) > $5000

ERE  selectinto T ELUHR IS AR CELHE decrypt) »

mEINM AR 17



MMEYE 7P I

INEIA R PRI

TN IAT LA, HAEEE encrypt TAJIY alter table 15y TP

modify column 7 :

alter table table_name modify column_name
[encrypt [with [[database.][owner].]keyname]]

Hrp,  keyname FriRAE ] create encryption key B4 . R IEIEH
NG keyname ELF select B[R . W1 K2t keyname, Adaptive Server
K EE 38 H create encryption key 1 f¥) as default 1~ F) Al EE 1) B4 %5 4H

WHWEW (SHFM: @),
A& U FAAAE LR R -
ANREXT G T fid 2 38 R U HEATAE St LUK FE 28 sl 820
a  MIBRARA &S
b IR
¢ HHAIEMR A

ANBE ST SOAT I B, ASBEAB R rh R A 2 LAEAT o el fdt 2%
WARBESINEZISRA (URIZI IR 5 B E R G PR .
UZ‘ Zﬁ

a  MER=RS.
b AR/ BEBINIRA,
c  HPEIERS.

180T DUAE SO 2 ) e S M 4 ) I o 6o n 35 S 1 o I8 mT LA alter table
A

il

alter table customer modify custid null encrypt
with cc_key

alter table customer add address varchar (50) encrypt
with cc key

18 Adaptive Server Enterprise
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BIEMZEFIRNESIFIL R

U R g b s A I AL AR AT ) dn A Ok B B A LR e, D) LBl i
SRS WA AT Y6 % BB LIS 1 1% 51 04T create
index T, WX AR R . D B AR 3R 5 | X S8 [ PE AT S5 [R] R VL AT
WA A, KIARERERILECX 720 KNS 8, tARERIK
ST AT R ATV 1R

IR AR AR G | RIA AT T I B

FELL sl co_key $i5 € AME IR S BUIHFEBE T INE . € SoiF
XSHENTH ce_key B IZI GBI R 5] -
create encryption key cc_key

with init vector null

create table customer (custid int,
creditcard varchar (16) encrypt with cc_key)

create index cust idx on customer (creditcard)
RIS T 75 B Ay = B S R 51 AT N
TELLRREOLR, wTLLE S 511 2 e 38R L
o SIHIBRRE 5 | 51 A F AR R 2 B HEAT I )
o T AIBATINEE B354 init_vector 8 € A4S, (B AT E pad
randomo
T2 RS RE VA A2 B0 3 ST I, DR AR 2
ETFMBZRBIF, ssn_key X F=RFSNE Y ssn FEAT T N2

create encryption key ssn _key for AES
with init vector null
create table user info (ssn char(9) primary key encrypt
with ssn key, uname char (50), uaddr char(100))
create table tax detail (ssn char(9) references user info encrypt
with ssn_key, return info text)

mEINM AR 19



BYFE 12 5 6415 735 15 A

1132 0 25 51 B35 F0 377 5] 31

R RUR

20

CIRDREUF )1 E R 21T b eI i 43 7 N o =1 s 1L P (S P 1 B 91 e o
T HFRPIE . where TH)5E, WIFFELZINE S EEAE . T iir s
6% T creditcard %1/ rule_creditcard FE, %41 £ 5 T — a0 ).

create encryption key cc key
with init vector null

create table customer (custid int,
creditcard varchar (16) encrypt with cc_key)

create rule rule creditcard
as @value like '$[0-91'
sp_bindrule rule creditcard, creditcard

bep in -C 23 &It N B (P IEE U BAS A 29 0, BRI 2 Adaptive Server HRt
T bep H% % bepin -Co WM EEHIAFAEV] I FL,  bep out -C 23/ E BEE R
2929, é’E%JmﬁiﬁﬂmUﬂ’*ééﬂi FInE 51},  Adaptive Server /z“:\?%)i
insert FII update #&A) IR W . 24754 update. delete Y select 1EH] 5
A Vi R A I 51, Adaptive Server 12342 A 1575 2929,

NN B G 5 W SO B A R B S A, e A
B -

RPTA 7 R LUAEH] grant decrypt 4y HAIHT P 2R (0 10 Xz A R
) —AEE AT AR LB BT AT B 85T LU AR, TR
B s B 7 i BB -

BRI R P o SCRR L exec BB, HI T ARAT LR RFIER)
INEF P AT RS SRR B RR A BT AT AT RS N A R

FEXTHLE B decrypt BURR, 1 AT LU R AL (4 0 % 71 rh gt A 7
R MR A BT &

FEIXPARIIE DL, AN B0 BER (R0 25 21452 7 3 BB
;H\:'Lm ¥27'\7

grant decrypt on [owner.] table
[( column[{,column}])]

to user| group | role

[with grant option]
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E3E mMEHE

HUH R ERUR

mEINM AR

FER AN B 2 TR PRI, g X 3 i ) BT A 0 9 52 T e LR
L) customer K H R FTAT I SR T AR FEALR, 1EHIN -
grant decrypt on customer to accounts role

LR 7R 7R T user2 fEHEE “employee” (1) ssn 1)1 Ry 5a g 25 A P
user! & employee % il employee_view, U1 fi7s:
create table employee (ssn varchar (12)encrypt,

dept id int, start date date, salary money)

create view emp salary as select
ssn, salary from employee

grant select, decrypt on emp salary to user2

user2 M emp_salary ML HHIEBEEIE I, AT DLy in) 2 i AL S RS

select * from emp salary

AR CRILEI grant all ATl AR . A3 BRI L 0 PEZ T o

H Adaptive Server it B 4 8 FH 52 BR AR BCRI,  LABREIHT ™ it o Uil
PR . 52 LS5 22 TR “ BRI AR .

SHEA ST select BRI H 5 mT LUl IS bulk copy iy 4K i 2 #1 4
JESCANEL . dbAh, WA R e T AR R A, TR S 1
Al PALE select H br %13 8% where FA) T8 E 1% . 155 I 22 TLH
IR [ A T AR B o

AT LA LR VRSO F ™ R AU -
revoke decrypt on [ owner.]table[( column[ {,column}])] from user
| group | role

it

revoke decrypt on customer from public
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REVREZ IR

PR il i 25 AL BR

RIS A4 FH R Gon a5 112k OR 7% 8,  Adaptive Server 0] R4 %4
Kafh, MZBORAE RSB AT . a0 RIS A5 St G 1 A5 8, A
T FH R G0 0% 1A S AR s 2540, ] DA IS % & restricted decrypt
permission L & S HCK B HIE s 2 A H N A BRI R . RS 1A R
(SSO) nJ LA H I ZHok = IR Ee F P 1A i B A R . — HLE H restricted
decrypt permission, SSO I} & s 42 21 [ gt 35 A B LA S BAT iR PR 4%
FHA N O BR AU ME—FH o SSO K we e MR F P i Bl 5 BURR,
B IS with grant 18I0 T il B AN BRI TAEZRIRES 7 — M HI P
RITH B A2 AN LR R

XAt R B P o SO D REAAT AT AR () P AS BAG il 2 ph i R e
R 22 I 1 B AR o 6 1AL P S04 it s AL B 1) FH P AN LA i 35
FH A P 126 5 1R 4 ) B AR P

AR AN ARG R LN A BRI IR I T R AR
set proxy/set user 15 A) 4> 4k 4L RV FE G sl B BT B B E bR e
1% 2 K FH R P R A 2 BLRR

5 EC 32 PRAEZ AN PR AYHF AL

Un SR P 52 R A BB, 0T A2 FEAS AL, DL AR 258 5 DL K A B
Y, W PoR:

ARG A i — a2 IR SRR . B8 % %4 JF 4 DBO #% 1%
AN select B[R, AR A& H P % TS BUR .

DBO — ) gt i X 2 4 ds

iR [0 R 18 T JE R R A
AT Ui B R g i (e TN 8o R SR VR LG AL A i H
FEAT XTI FAT AN, 575 BUMR B (L AR S o i s
{ELAE IH 2O RS PP A iy m] AR AT I AN Y BRAS TAR AR VF AR
oG A E DR Y o

22 Adaptive Server Enterprise



E3E mMEHE

EXREREE

N INFAAH R AR SR A A

mEINM AR

MR FRERR P P 2 W 7 iR ik #8145 SR, create table 1 alter
table [¥] decrypt_default Z£ SLVF N2 H1R [FIH /- e SCI{E, ATk o 57~
FRTH L 10330:

Decrypt permission denied on object <table name>,
database <database name>, owner <owner name>

A I 7 I ff s e (8 AP E RS BT E 1%, IR aiH
JUBREEE RN SR . B, Wi customer AL 5 NEE 3 creditcard,
AT P v A =X DA RAS LT &5 2R

select * from customer
AT A B R P IR IR € oo 7 TTAN S [F5
K.
I H create table & & H AN AR A {H. create table I3 - iE7E N :

create table table_name (column_name datatype
[[encrypt [with keynamel]] [decrypt_default value]], ....)

+  decrypt_default — 5 A AT i 25 BLRR I P R HA TV select 1)
R[] R4S

+  value — #& Adaptive Server X select AR Al M, 1A & M 24 .
AR TS AR S, (HnT LA B S5 g HRFFI A
JUE SCRR AL, X (E I RETE T 35 NULL, H A0 RE 68 4 4 0y 1% 51
(If V€ TEEIT

Bian, AR P IR ©2 1) ssnum FIIE, B4k

“onnnnonnn”,

create table t2 (ssnum char(11)

B 1) AT N 38 OB S Dn a8 Mg s eas (e, S «

alter table table_name modify column_name [type]
[[encrypt [with keyname]] [decrypt_default valuel]],...

PAUR /RGBS T emp LXK ssn SUREAT NG, FF4RAE TR B {H

alter table emp modify ssn encrypt
with keyl decrypt default '000-00-0000"

ST DAY N BTSN A s sl (1 0 5 L R A i i (L 97 P fe
A AE, U] .

alter table table_name replace column_name decrypt_default value

23



B[R E (BT FERFE

LA 78 ) L8 N5 1F) salary BRI T Aif 25 84 i«

alter table employee replace salary
decrypt default $0.00

DL 704 FH 3978 8 8 LA (1) decrypt_default (L FEA58 HH FH 72 5 SR Bk 5k
(UDF) F B4 (i «

alter table employee replace salary
decrypt default dbo.mask salary()

SEEABR I R R B 00 T MO 51 M B At S L, A -

alter table table_name replace column_name drop decrypt_default
LU 7= B IER T salary FRIMF SR, AHIFBAIER D s 1 -

alter table employee replace salary
drop decrypt default

BBRFNFEE TR EE
WAZSE S N EE 42 T R A, AR5 FH P B (04 e i PR i 2R X £ 41]
R R . N B A R R E A, A R AR R P
A UIZAT AR IR L8 FR T ik Pl R A if), (R SCEARBEA 2 R,
WASHTHZR.
FEMEZREI T, 2% emp IFTAT 5 SCVEFRAT hr_role [ ' &5 emp.ssn. K24
ssn S| LA R s (8, BT LAY emp JLEAT select BUR I P DL AN A
hr_role [¥] FH /2 ¥ I 2| decrypt_default B, 1A 2 SE B IR Af 5% 200
create table emp (name char (50), ssn (char(ll) encrypt
decrypt default '000-00-000', ...)
grant select permission on table emp to public
grant decrypt on emp(ssn) to hr role

WA AT hr_role, Jf HIERIAT select, W47 2 ssn [FI{H:

select name, ssn from emp

name ssn
Joe Cool 123-45-6789
Tinna Salt 321-54-9879
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WREAEE hrrole, FFHMNILERPAT select, NKEE B fif 2 B4 1 «

select name, ssn from emp

name ssn
Joe Cool 000-00-0000
Tinna Salt 000-00-0000

I RN BAT IR 1 hr_role, W order by F-HAJANSs S0 45 AR

BEREHREENS
T2 v T s LA s s JE M 0 AT B ). 4] BAAE H A%
HFRFKIE where TH). orderby. group by BT EE AT EAT. EAR
A A8 AR I AR ST RE BT S I, (ER R S 1 Af 2 A8 (E
XF Transact-SQL™ i 1) H 1 (R4 FH AN 23 It p AT v v 922 B 1)

PAR7n B H A28 h BAT il S (M 54 1 select 15 5):

create table emp benefits (coll name char(30),
salary float encrypt decrypt default -99.99)

select salary/12 as monthly salary from emp benefits
where name = 'Bill Smith'

U RS BRANAT select Tf, (HEEARATAR B, WPRE 2 LA R 45

monthly salary

8.332500

" Adaptive Server X select into iy 2> IR [ 1| ¥ fift 2 A8 LN, b8 ik 44
HARMAR HARE S B2, HIRFIAS IR R R B LA
alter table % H #7545 i fift 2% A4 {E -

mEINM AR 25
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26

WERAE where 0] ¥ FH B AT il 55 A8 J@ 1 B0 41, IS S8 BT decrypt
BRI, PR E 1 SRAE S5 RN falseo IXLE /B LIk emp . HATHAT
hr_role [JH ) A4 ssn [FIfif 25 BLRR

1 WREEA hr_role JE R H LR 25, N Adaptive Server 2% [F]—47

select name from emp where ssn = '123-456-7890"'

Joe Cool

2 WREAEA hrrole, NI Adaptive Server A2 IR [FATATAT

select name from emp where ssn = '123-456-7890"'

(0 rows affected)
3 WEREEA hr_role, HHAEIEIMZ S AL or 1), NI Adaptive
Server 23 IR [FIAH Y. (AT :

select name from emp where ssn = '123-456-7890' or
name like 'Tinna%'

Joe Cool
Tinna Salt

4 WMREARLA hr_role, FHKHAMIFEKIA4, W Adaptive Server
IlﬁZEJ**%T:
select name from emp where ssn = '123-456-7890' or
name like 'Tinna%'

Tinna Salt

FERXFRE DL, X B A s Bs S M rn 2 21 e BR e 1SR 45 3k
false, TXTAEINEE A AR & 2 AT .

WA B BA decrypt BUPR, I EUGT LA il 25 A8 R0 b 41 H
group by iE4J, I Adaptive Server 2% 4 fift % B 44 EAH 73 41 o
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decrypt default ¥1fa X% F
I R A FAT B A U, 1) Adaptive Server £33& [H] decrypt
default 1H
E 7RG (] Eid emp %), DBO 264 p_emp 11 FE, ZidFES
M DBO #4 1] emp K ik $:

create procedure p_emp as
select name, ssn from emp
grant exec on p emp to corp role

K1 HAT corp_role, FTLAEXT emp $11H5 B2 2L select A1 decrypt ALFR

exec p_emp

name ssn
Tinna Salt 123-45-6789
Joe Cool 321-54-9879

IR emp KA p_emp FAAGIERE C AR TH P B, MR AZHHA ) emp
[1) select BUPR, LA BRES . WA select R, (HA2&BA
decrypt B[R, U Adaptive Server 2% [F] emp.ssn [1] decrypt default 1H

5 F—A i, 4EDBO H P “joe” 26l v_emp P, ALK A
DBO #7111 emp &k #E. ERXFROLT, EIZME ERT IR
A BN B

create view v_emp as

select name, ssn from emp

grant select on v _emp to emp role

grant select on emp to emp role

grant decrypt on v_emp to emp role

HARIEHA emp_role, 1HJE 448k H LA T v & i

select * from joe.v emp

K} %F dbo.emp.ssn ] decrypt BLSR KT emp_role, F H. dbo.emp.ssn
VAT emp_role AT IR grant, FTLL Adaptive Server 23iR [ LA

g5
name ssn
Tinna Salt 000-00-0000
Joe Cool 000-00-0000

mEINM AR 27
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decrypt default 1 insert. update L1} delete i&f]
decrypt default ZE A2 52 insert F11 update &) ) H Fr%1) 3 .

U1 RAE update BY delete 15 H]F) where ) 4 F ELH iR s E A0 5,
I} Adaptive Server AN BEFT B BRAEATAT . ltan, A H LART <491 ) emp
RABBEES, W B IEAEA br_role, I HAZH LR £, M| Adaptive
Server A2 MiIlRH - 247K -

delete emp where ssn = '123-45-6789'
(0 rows affected)

AR A SR T R TR R i N P R AR AR e, 3L BT
F P SR (GUT) JERE 1 B 27 -

1 R

2 AVFH P EHAT T .

3 K AT N B AR [ R AN [ R

LIS P I E B BT decrypt AU, USRS 17 45 A0 2R At e 41

I HAT RE2 R B U i 2 B (i A1 3l S [l e o 3 S A Y i o 4
78 56 A A, T RS A 2 kBT 1k B 2 3 X S . 5]
create table customer (name char(30)),

cc_num int check (cc _num != -1)
encrypt decrypt default -1

WS P& co_num (1) decrypt AR, I HIEFE T customer & 71 14080,
N2 TR PUT $ -

name cc num
Paul Jones -1
Mick Watts -1

g, WS SCT ARRIE R T B, N R A 2 BT
INIMESE R T TBL  co_num (B (H 2 30 Adaptive Server & H iR

M 548:
"Check constraint violation occurred, dbname =
<dbname>, table name = <table name>, constraint name =

<internal constraint name>"

R ALY O] DR AP EE R e R . BESRAT A IR i, T DA
TN VIS oA il BUR) SEC TR B
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it Bk e SR 1R

InEF<

mEINM AR

T

A DA DA A A0 il 4IB335 e 42 £ -

e drop table

e alter table .. modify .. drop col

e alter table .. modify .. decrypt

* alter table .. replace .. drop decrypt_default
B, ZEIN ssn FUMMERAR = B SR PE, TEHRIA

alter table emp replace ssn drop decrypt default

WARIEABRA hr_role, FF HAERPTAE MR T %A LG emp &
EFE, W) Adaptive Server 2R [HIH 774 & 10330,

TEPAT create table. alter table 1 select into £ [t FEH, Adaptive Server

SR EE S R e RN AT o A7 B A R F R TR /N R

B 1 I 7 A AU TE N A 1R e KA

AES & MBSk . AR, s B 1K A N

EPPOR/ANPE R T AES, SR/ 128 7 (BRI 16 775D o BRI,

sy b b 16 FAs A, BiAh s T

o WA . WERMHYIGS R E, BN ISR 16 T,
BRATEOLT, a2 VIR L% & . {E create encryption key
H¥E A init_vector null 1] ZBEHI4A 105

o BHSCEHEIKEE . R FZEAN char. varchar. binary 5¥ varbinary,
FEINEE 200, K AEBRRTIAR N 2 AT X 2 NI ROR I S0
P . BRARB NG 2 AN S ECE SO B, S, i
FIAS S B 7 A M 25 1]

o —>sentinel T, XTI ENE G, WP IEEGE R %

TR 3-1h, BRI B S A B R BT sycolumns.encrlen '
Fi 5 IR 1) 8 RO

29



NZZHKE

F31: BEXKE
RAMEY | KEREMEY | AMBHE | LEREMEH

WASE | mEY | EKE (B | EKE (X | KE (5 BKE (B
BARIEEHTIRE | KE E i init_vector) | init_vector) | init_vector) | init_vector)
bigint 8 varbinary | 17 17 33 33
unsigned bigint 8 varbinary | 17 17 33 33
tinyint. smallintaint | 1. 2 &% 4 | varbinary | 17 17 33 33
S S RED)
tinyint, smallintgint | 0 (Z) | varbinary | 17 0 33 0
SR S RED)
float. float(d). real | 4 varbinary | 17 17 33 33
float. float(4). real 0 (=) | varbinary | 17 0 33 0
float(8). double 8 varbinary | 17 17 33 33
float(8). double 0 (%) | varbinary | 17 0 33 0
numeric(10,2) 3 varbinary | 17 17 33 33
numeric(38,2) 18 varbinary | 33 33 49 49
numeric(38,2) 0 (%) varbinary | 33 0 49 0
char. varchar(100) 1 varbinary | 113 17 129 33
char. varchar(100) 14 varbinary | 113 17 129 33
char+ varchar(100) 15 varbinary 113 33 129 49
char. varchar(100) 31 varbinary | 113 49 129 65
char. varchar(100) 0 (%) | varbinary | 113 0 129 0
binary. varbinary(100) | 1 varbinary | 113 17 129 33
binary. Varbinary(']OO) 14 varbinary 113 17 129 33
binary. Varbinary(100) 15 varbinary 113 33 129 49
binary. varbinary(100) | 31 varbinary | 113 49 129 65
binary. varbinary(100) | 0 (%) varbinary | 113 0 65 0
unichar(10) 2 (14 varbinary | 33 17 49 33

unichar

A
unichar(10) 20 (104 | varbinary | 33 33 49 49

unichar

TR
univarchar(20) 20 (104> | varbinary | 49 33 65 49

unichar

A

FERE  Adaptive Server N3 text. image. timestamp F1 unitext ZLFHZS Y .
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7 3-2: MEZYARHEREKE

RAMEY | ZEMEY | RAMEY | LEEMEHE
HNKE EKE (X |#BKE (& #KE F KB &

A KE REFNAR | init_vector) | init_vector) | init_vector) | init_vector)
date 4 varbinary 17 17 33 33
time 4 varbinary 17 17 33 33
time null varbinary 17 0 33 0
smalldatetime | 4 varbinary 17 17 33 33
datetime 8 varbinary 17 17 33 33
smallmoney 4 varbinary 17 17 33 33
money 8 varbinary 17 17 33 33
money null varbinary 17 0 33 0
bit 1 varbinary 17 17 33 33

mEINM AR

char I binary # ¥ w] 22 K ERIR IR MY, FEIN# 2 f & L i TS
HIE. AR, KN A AT

AR W TmES], B ERS EER S, (RIX R et TR A
A ARE L. N, sp_help AN R JEIE RN,

31



NZZHKE

32 Adaptive Server Enterprise



i
N
il

AN S

mEFNRAFiERE

7 18] % $41E

E31) 185
AR FR 0 4| 33
i SRR 34
g 35

TEINEE B R A FREE Y, Adaptive Server 2% [ B30T I a5 R %
FE NS5 g e A B, Adaptive Server 2356 Bl HEA T N,
M{E where - H) LBl AT, Adaptive Server 23X 54l 1f
AT

BB N2 % & i select. inserty update B delete iy 2 F), Adaptive
Server £ H g8 F 5 08 471 S 6 1 0 28 B8 A B0 A T 48 Bl g%

oIN85 % 1 insert B update i
T A AT I3 B[] insert BY update BLFR, i 245 WL

QR AN AE 2 82 1) H A AT N5 (), Adaptive Server
FORZOAE . WER AR EM S fRER NS, e
KIC. 1ES WA 44 U AT 102 U5 il s #edls

Adaptive Server 230 I35 B HUEAT %
Adaptive Server 23 FH A1 (1) 103 % BH ) s HEAT 0 2%
Adaptive Server 23 varbinary % SCEH AN K T

SERAE AN BUE BT 5, Adaptive Server 237 B ARA7 B SC N 2516
WAE. TERCER)IG, WISE R ORAE IR A6 0 25 % BH IR N A7 o

33
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34

BEXE D 51 1) Bl A select fir 2«

T AT INEE A select ALPR, Air 2 KL 2,

RO S A P R € 1 0 (R AUAR SRR, Adaptive
Server ZERIZ IR H o W MR B E P €04, select ift
AP R, 1ES UL 44 UL AR P AU RN s B
0,  Adaptive Server 23X I & P T il

JF H. Adaptive Server 23K BH SCEHa & [H1 25 F P .

QSR EORHIN S 7 B A A R A, HIEA B8
decrypt IR, Adaptive Server ¥ i [l i 25 k44 {H

K N5 5, & AF where 7] H B

W RS A I decrypt AR, T8 G5 — M S, U
where T 1) TH 1 1SR L5 00 false. 152 WA 26 DUIK “fift %
BRI E” .

%Ei% LR OL,  Adaptive Server 23 T BEAMAR AW 24T
i«

FEARAE R IR R R BB LS (T DL T, where §-A)344%
IS5 oA RS s 1 5

IEAEAEH 55 T BN T 20 PR 1 Kt 5 5 A kA7 DL G
HZ UL 59 UK “PERETEE I

ARG SAC PR s, R AT

X H kg2 BL K where.  having. order by, group by % H & I
Fa)H A A% 1Y select FI1 decrypt AR

{E ¥4 passwd password_phrase “F 1] 5 create &Y, alter encryption key fir4
— A I R S HIAT IR 04, S s & Pk E R
AR .

¥ Adaptive Server it & 41 H 52 B decrypt permission 2 B il B o fift
KRR o DA% 0 £ T # 5 NI% T decrypt AR A REAE 22 BT A5 & 0] LA
A PRI IS h AT IE B 7 al e TR B E i B 1Y
execute AR B K 1] select BUPRAS 21 6] JEAih & 5 4% T H ™ decrypt
BB o P ik e 24 22 1 425X decrypt BURR .
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A Bk n 2

mEINM AR

MR ERITEH, Wal LLEHHE decrypt LI alter table M X} 471)
SpIE

Blan, EMIREE customer K H Y creditcard 1IN, TEHIA:

alter table customer modify creditcard decrypt

R creditcard A3l i — Ml B2 H P DA TSI 1y, W=
HAKEIZDS.
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%5 % BrIEEIE R ER IR
321 D)
HHE A MO 37
fE R 2 1 1 2R 3 40

FHERERE
BAEMAE (LI keycustodian role) FF4EPnas 4] ., A
keycustodian_role #j (% nJ DL A Or 5 A A 87 2 53 AT 6 080 1Y)
B i B, ke B AT BENLEE Bt i DT 18] 5-1 B T4
JIT A 5 (R 80 P P A = m DA S U5 o) B30 RO AR, RL7E A S i 2% 4H
FIA I OL T ARGV B 2 B B L 4,
RO AN BT o A0 el FL A BB I 20038 in 2% % 41
14 PRI E B 28 FH P A W] REV 1) i 55080
B 5-1: BHEEHTH &5 HAELI PR

HYE /_\

* v DBO
bl > Y
|- By

Bl

;

T
BN 147
XEBR AL

37
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38

RGEH EHR A & AR AR HE IS, Adaptive Server
AL T KRG 4 keycustodian_role, LAl SSO ANifd B A A I HA 53
WA BLE AT I, AR e AN AT B AR R . DBO
I HI BB T F PRk s i) vy il AL, 9 B89 B eV
Vil % 4. keycustodian_role #% F 8)1#% T sso_role, FFnJ LA HA
sso_role K F#&Z T .

S AT DA T DA A
B RN AR T i 5 5

H HAAT A B o D Mt PP A ], LB B TR NSy
AT E S (AR .

S PR AR, AR P R DL e 0 11 4 3
SESPIELR

HEZMN sy s 4.

BT ITAT B A B DA B R n s s I e e s 1) B
BWEAGME L.

WA I 8 o

TR L B A0AT BAn es  E

SE L P AT S A A T AT AL

WA U 2N EHE RS, BAHA 4. SHEHE SR TR
B 4 18 ] create table. alter table F1 select into ZF 5] [KIALBR, i A] HESX)
RAFRBIH N ATFEHO L, 80 v i BRI A S A N0 485
B OAPAT e FHEMA LS “SHREE” BT/ DME
EE R A UK AR 55 . R A B BT /A W], ) SSO
1] LA A alter encryption key v 2 ¥ S T B BUR T 48 B M HE HH .
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AR, fAemEERRE

I R R E 12 PR AR A B R, DU i R 4t
AT 3 5-1 WA SEBLELT H s

o EPIEBEE W LR, HAEARIEE.

« DBO AU A, (EAIAT Hodli -

o BT HEALIBER, H7 AT DG R AE B -
o ERVIHEL mE B E T

o BRI RBL BRI ER T

7 5-1: FFAFEEXmETHER

ERTUNEME | RETUEREREX
fat Bi? hEREH? BEAURE S MEREE?
sso_role s AATLL, ¥ create | ANATLL, HAMEAMA T ResIE

table SR 14, R EXT R M select AR
(SSO HATKa UM A D) .

sa_role AL, TR ATL, HAZZ TR | ANATRL, SR EEANE L4

create encryption B select ALFR

key BUPR
keycustodian_role 2 ANTTLL, 7% create AL, Bt mTRe s

table A2

4, (R EX KBTI decrypt
F select BLFK

DBO BT HHE | AWLL, FFE aTLL, BREZTR | ATTRL, WEANE S
create encryption BZEH ) select AR
key R PR
m);. ?Il: 7|§ ﬂu; fﬂ%‘@i’?ﬁ%ﬁ% decl’ypt Ej‘

mEINM AR

select BLIR, FF HAEZHAK 104,
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EH A AEERNOSEPEH

40

244 create encryption key I¥, alter encryption key X 241 Fq 2 A4 G, " LL
PRI R 48 3 DL B DBO Vs il A s . R HAA WA 04, WA
T EELUT 25 A4 e file o £t «

%1 decrypt BLBR

o IMEEHRH A

P28 14, A ReIs AT 0 Hiis 247 & 1) DML fir4 .
i FH create encryption key ¥ 14 5 3 AT I

create encryption key [[db.][owner].]keyname [as default]
[for algorithm_name]
[with {[keylength num_bits]
[passwd 'password_phrase']
[init_vector {NULL | random}]
[pad {NULL | random}]}]

Hpr, password_phrase 7% 515 KB4/ 8, HAKRRZ N 255 4
F7,  Adaptive Server Rl FH e KAz B B N % %5 (KEK).

Adaptive Server N{RAFH T HRE R4 BB “salt” 14
IS UE 7 - TEAE sysencryptkeys.eksalt 11, 3X# Adaptive Server A% 1R
TE i B8 0% B 3 B vh B A ) 1 X3 R B Ak R 2 )
Adaptive Server #2414, SRJ5 A BEVT M B keyname Jil%& [RATAA] 41
MBI I, EAE sysencryptkeys & FP 4% H AR N A .
TR P RN R, RS na 114 ek 20 0 A i B A %4
. R DA TE R E U I S P 2 L. thah, i)
DAR FCAt T R0 AR 7 G B BRI A . BN 2 SRR o] B S B4
ez, HAE A BEANMTIEAE L sysencryptkeys H o I BFHIAL th— AN A
BRI EA B Z N EHRIA RN

WE B U B A r o 2 AR 14, DAR S8 B A B 0 e I % I PRI
BRI A KA A A B0 % i Mk 45 w5 B A 7 2 T R

1 BB “razi” QI TINS5,

create encryption key keyl
with passwd 'WorldslBiggesto6Secret'

2 “razi” KL TN BRI AR T 04
3 AN A E SR 4 54 L A T

set encryption passwd 'WorldslBiggesté6Secret'
for key razi.keyl

4 0BT ARG FEAUR T FRAT N 1A (K07 e BT A58 A0 1 22 4 1 52
B, W “razi” SOUREHLIE S
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EREAHOS

mEINM AR

Al LML H alter encryption key fir 42> K B LAUIN 24 %55 BH 149 24 i 1114

alter encryption key [[database.database][owner].]keyname
[with passwd 'old_password' | system_encr_passwd | login_passwd]
modify encryption
[with passwd 'new_password' | system_encr_passwd |
login_passwd]

Horfr:
*  keyname — PRIRFIINE #EH .,

with passwd 'old_password' — }5 5 LL i {# ] create encryption key I, alter
encryption key 15 A5 LA T 0% AR 55 81 sl 2 B R AR 0 H P e X
4, ZOAKERZ A LU 255 M. WA A PR @
with passwd, JUJGRAEE A R G0N 14

»  with passwd 'new_password' — $§ ¥ Adaptive Server T IN2& 41 in & 2%
B HRIARE 4. NS KERZ T LUE 255 7. Wilf
RERE with passwd, I HAREINE AR EH, WG4 (E 8

system_encr_passwd,

*  system_encr_passwd — ;&84 N 4. AR CAAFE—PEEZ A
FHREIA, MG B SEA TP LAE R R SN 12X g3 AT
FER A B DR TN a9 LM A Y i I 32 BRI 2
AP PR AT 975 b B B A S R o R P e 4 U ) A B O
ICAB e PIEINA LA R G 12 34T I

»  login_passwd — F& 4RI X IGFIE SR 4. BIGEBEOEAREH, L
1 login_password AT N . A MBS H SR A, L
fEH A RSk A3 TN
A ORAS I 2 8 3 A I B R A HANBER BH RI A3 7 A1)
H P AT alter encryption key ATk, 165 LA 47 T “fFH
BHR ARG 3 O AN R P IE L o

MR, T A2 B e Ay, B T AE DA S ST

o], EPE AR T AR,

1 PSP Razi B8 T N a5,

create encryption key keyl
with passwd 'MotherOfSecrets'

2 Razi STHEALIFEINERI A RCEHEIA) 1 Joe F1 Bill Ji25A
T4

3 Joe BIT T /AT

4



1A/ P15 RIS tRIPE

tZEARA

42

4 Razi & T # YK 0%, K515 Bill H1 Pete (Joe HI4RATH)
HEZ % POVREARSYPIERE S, NS T AR 55,
P LSS AN R s . DU A IH B4R 535 keyt, JFEAEH]
BT LR AT HR N -
alter encryption key keyl

with passwd 'MotherOfSecrets'

modify encryption

with passwd 'FatherOfSecrets'

WAV B TR AL A D 1 R A 0 Z5UR S R A R o o ) e B
G OERAR BRI T o AR AT ARSI O AN HAT U ) s A
FRIRLRR, AT A AN R R A S0 2 T R A A U B

A DM S R A AN A L, s s

B BB {F ] create encryption key 1) #H FH F e XA 24 .
SRR A HE A

BAE HF AT ] alter encryption key KL AR EE K B A $5 IR B
R AR

WL T U W G ] A4 R s A P S 21 & s £ £«

alter encryption key [database.[ owner ].]Jkey
with passwd 'base_key password'
add encryption with passwd 'key_copy_ password'
for user_name "

Horfr:

base_key_password — J& I T INESEA B HIM 4, vl fg LA %8
PR AE . %A KR 2 LU 255 715, Adaptive Server fif
FHER—A A K il 8 T AR B fin 2% % 8

key_copy_password — T I HHEIA M 114 %S KEARE
T 255 5. Adaptive Server 23 B fiF LA A RIAS, (FH]
M key_copy_password JRA 2 NS S AR E BT ISR, JEAE
sysencryptkeys "R N2 HEAC B EH B A DRAE A BT

user_name — RN AR HEIALIH 7 o X T4 e %8, B4
WA B HRIA K AE sysencryptkeys FREAREL S —47, i ID
(uid) R,

%ﬁ;ﬁﬁﬁ%%*ﬁ%%ﬁ@ﬁ?ﬂﬂ 14U I [8 FH P 1R 280 A i 3 1
m AN

FI AT B Fn s s B R AS, DUE AN [ R 1 A5 e AT I
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AT 73451 358 B3 i o s 270 o s AN A P T I AS
1 PR A Razi AR R € 14 B EA N 3 5

create encryption key keyl with passwd 'WorldsBiggestSecret'

2 Razi $f key1 1 select SR #%F DBO LU T- QI

grant select on key keyl to dbo

3 DBO 28I, JRRERAFIG0 1 U5 B AR $Z T Bill:

create table employee (empname char (50), emp salary money encrypt with
razi.keyl, emp address varchar (200))
grant select on employee to bill
grant decrypt on employee (emp salary) to bill

4 EHEHEE N Bill QIESHEIA, RS RSB O AR Bill,
LU SR A RN Bl A RE I 14

alter encryption key keyl with passwd 'WorldsBiggestSecret'
add encryption with passwd 'justforBill'
for user 'bill'

5 4 Bill iJj 1] employee.emp_salary I, A Jetft = 04

set encryption passwd 'justforBill' for key razi.keyl
select empname, emp salary from dbo.employee

24 Adaptive Server Vi inl J /BB, B )T RS PIRIA
WRS e H P AFAERIA, W] Adaptive Server 25 e F 7 ALUS 7] JEA
o

ENEFHAANOS
—H AP BT ZHEIA, %A ) EIaT i A alter encrypton key K&

ELIIES ISR
W S AR S R A IO PO B A, BUIHA A D14
S

o BEOEIHE Razi (HLUID N “razi”) b Bill W& T I 4 %4
BIIAS, I RIS O A6 e 3 T e .

alter encryption key keyl with passwd 'MotherOfSecrets'
add encryption with passwd 'justd4bill' for user bill

«  Raziifiid key1 ¥ H IR Vi i) 114 K% 45 Bills

mEINM AR 43
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o Bill XfHEHRIA ST H 114

alter encryption key razi.keyl with passwd 'just4bill'
modify encryption with passwd 'billswifesname'

AT Bill A BB MU HRIAM 4. Y Bill fg A\ Fkdn 4 )5,
Adaptive Server 2 K% Bill ()2 BRI A& BAF(E. Wik Bill (1% 4]
FIASAIEAE, W) Adaptive Server 235058 Fi /1 B 535 Bk A3 4 1)
14, R TR E

Only the owner of object '<keyname>' or a user with
sso_role can run this command.

ANBENHI “guest” G PIRIA LU T B3O EHIE =04
I s PIRIAS T ZEP AL IR

EARAFOLHEMmELRE

44

AR N2 B ] 1K) 10 44 BEAE insert.  update. delete. select. alter
table B select into 1 1) I SR B . WER RGNS AR T
A, WETLHRMERSG N 14, K4 Adaptive Server T4 R] LA ]
%A [FFE, WA S O e TS HEIA, WIFEE LR
R B 4528 LRI,  Adaptive Server Al LAV R4 (55 W
W47 TUR A B AR S S DA N I RR B 7 ) o T8
B ES IR EY], DA ST P RCE RIS, R)EA Rl H]
DU BT 02 i fift 25 51 AT A i -

set encryption passwd 'password_phrase'

for {key | column} {keyname | column_name}

Hor:

»  password_phrase — J& i [ create encryption key IX alter encryption key
AT e R4, H TR EH.

key — K7 7 In] H i 44 B H N5 AR R, - Adaptive Server #f
A5 FH 1 11 A i s 35 4H

«  key_name — WA B 4. il

[[database.][owner].]keyname

+  column — 8 Adaptive Server F 78 1% B % a4 41 1 R SCH i
FHIE A o B 28 FH 2 AN 0138 0 25 25 58 F IR 2 5H B 24 P

*  column_name — XL E N 14BN I AR column_name $2fiE 4 :
[[ database.][ owner ].Jtable_name.column_name
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i LU 1A R A 4 s ) s G R A P AR B (1% 11 4> .- Adaptive
Server 2 LN TE 20K A ORAFAEFH P 21l NS B R 30 Adaptive
Server 231 i FH B 75 AT, T2 U 25 A A YA I 2 51

7R 6B Y Adaptive Server A 25U BRAR 2 B I, WA 114 o
‘R E employee F1 payroll & F1 i ssn #124% ] key1 Ins5 ), Wbl fifk
HABE A g v ) s

create encryption key keyl with passwd "Ynot387"
create table employee (ssn char (11) encrypt with keyl, ename char (50))
create table payroll (ssn char(ll) encrypt with keyl, base salary float)

1 BHEHE Y Susan (S ID A “susan” ) FLZE 314 employee.ssn
PR B A4 WATFEATF# ’EHEI’J%%EHT%EJ”JH:HE’J

2 W Susan X} employee F. 7 select FI decrypt AP, Wi ] LLAE
PEL 254 1Y) employee.ssn [ 04 3% £ 01 T 53 «

set encryption passwd "Ynot387" for column employee.ssn
select ename from employee where ssn = '111-22-3456"

Priscilla Kramnik

3 U Susan 7E B F5 7€ payroll.ssn ) H A BT 223 M payroll FHik
FEIE, MR select ¥ 5<M CHPili Susan FL AT %t payroll ] select £l
decrypt B FR) -

select base salary from payroll where ssn = '111-22-3456"

You cannot execute 'SELECT' command because the user encryption password
has not been set.

B S thA1%,  Susan ISEHIA L T v 4

set encryption passwd "Ynot387" for column payroll.ssn

*%H”*E%Tﬁééiﬂxfﬂ%fd\E’J%ﬁtﬂtﬁﬁﬁ%&%%ﬁ%%ﬂ@%ﬁﬂjt%

14, DUk S 70 B AR A QRS tH IR P sl g A 2 G 22 0k, X
xﬂﬂmoﬁm,%&ﬁ%ﬁ%?mfﬁﬁmfﬁiﬁ+%@%o@%,
IR ANEYIH TS 150, Wk P 2 A A s = (8.
LUE

set encryption passwd "Ynot387" for key keyl

select base salary from payroll p, employee e

where p.ssn = e.ssn
and e.ename = "Priscilla Kramnik"
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46

AT ST, JF B PRSI (14, W P
KT BRI R 4 s

set encryption passwd 'Ynot387' for column payroll.ssn
set encryption passwd 'Ynot387' for column employee.ssn
select base salary from payroll p, employee e

where p.ssn = e.ssn

and e.ename = 'Priscilla Kramnik'

WA FIRE T H4, SRIGTERHEON A IS )3 H s 14,
Adaptive Server 23 FF 5% RN 1%, IR BHIONM D4 Wi
BN T AR S H B I AN IE LR 4 H, W Adaptive Server HU{R B BB
%Ho 1§Uﬁu2

1 Wik %1 employee.ssn [IERAITA 4 “Ynot387”, I H M HiiHWEEN T
“Unot387” :

set encryption passwd "Unot387"
for column employee.snn

2 ARJEH P EF A T IR A4, I Adaptive Server {X R B 2 — A
%H:

set encryption passwd "Ynot387"
for column employee.ssn

3 WERIEH P RS AYON RN T ARIFI 04, ] Adaptive Server {X
TR EE— N4 H:

set encryption passwd "Ynot387" for key keyl
4 WURIAEH PAESIGON RN T AR 4, T Adaptive Server
CAEFNION BG4, FEREEF A

set encryption passwd "Ynot387"
for column payroll.ssn

U SRAFA I RE sl R 25 51 T P 308 s (s, a2l ot e
I A4, S5 A BeAT I R B R il A 3 1035 o

JERE  Sybase HUUREAEM K 45 B FE H iU E set encryption passwd 1511
X g FHOATS sp_helptext B A/MERL 14, IEAkh, G A0, filigy
B 112340 75 B2 B MO R Bl A 2%
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EAERRAEROSHEAEFERE

mEINM AR

PR B R LR R 8o 1ok BB I T s iR s B AS, - i d
PELU N i Ak

o AU — OSSR 1A B R PR SRIR A T AT AZE AN O 114
TR Vs 1) s Ecdi

o bR — H PRI D AT, N TS N DA R ReE

o PR T E PR BEE BT — WYV B Lo A 2
TRV T3 KR E 2.

o NHRERFEWIE — NIRRT ZE5E s R AN A SR AE HID A
BUAT IS PR wT AR A K DR i BaRh - A el e T2l e 2
S .

SAEHI P B Sk D s s Pl ElAS, WA AN i

alter encryption key [[dafabase.][owner].]keyname
with passwd 'base_key password'
add encryption for user 'user_name' for login_association

1, login_association 23$/£7~ Adaptive Server iy 44 H 7 G i S AH EIA,
BSEN S AT HZ P )8 5 12 s LRl A . AT 6 s 114 In&s 25 1
RIA T S AP IR

1 I alter encryption key, B HH S N EIEIL ExR O
A5 ) BAH PR % S RIA . Adaptive Server K5 ELAN I 21 2
PHRIA, DUR RIS 25w P 2 ihalb A7 OCE . bR B
FRE AT N R G s O A YRA P B AT IR I N . BRI A 2 Ok
171E sysencryptkeys .

2 Y P AR BREFR IR AR, Adaptive Server 23 Ui B A G
PRI 2 H I B A DA M8 i g T8 5 2ok, A &
S8 N B L KA B AHRIA T 5 R, Adaptive Server 2350 ik 5 %5
FHRIASCHR I P AE B S RF6 8 8E, FH M O fitss
SUEMH P& 3% A4 R4 KEK K% 2 48 A,

41 FH alter encryption key 4 login_association S N5 EHEI AR, RN

A2 n] BT S R A . RGN 114 24l fiE Adaptive Server

FARAEF J 8 b iR B B E A . {F Adaptive Server {81 7 #)& R D

LEFMEEHRAZ G, BABRERGMNE DL,
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CLR 7~ FH 7 10058 55 11 2R 0 H 7 in s 26 8H eyt IR RIIAS :
1 ZHHEHA Razi (HEHFID “razi” ) 68T I %4H.

create encryption key keyl for AES
with passwd 'MotherofSecrets'

2 WMRAERGNE N4, W Razi XBE A

sp_encryption system encr passwd, 'keepitsecret'

3 Razi 2 HH Bill (AR ID “bill”) QI keyt MIEIA, HH]
RGN D2, (052 iy Bill 18 ¢ 11 23047 N -
alter encryption key keyl with
passwd 'MotherofSecrets'
add encryption
for user 'bill'
for login association

4 Adaptive Server 23 Fl G0N 104K % & H AR IR Bill 25 4H A
HME B A G, H¥ 45 RAFE L sysencryptkeys HTo

5 Bill %5t% Adaptive Server JACFEHHE, TN key1. Blh, Wi
emp.ssn Hi key1 1%

select * from emp

Adaptive Server 23 TAREE 2 Bill 11655 114K N % 3L key1
M4 .  Adaptive Server i RGN A K fif 21 L IR 4 rhRAF
PR EAE . RIS R TRFE YT g uE, AR5 H M
Bill )% 5% H 4 1) KEK SR N%5 keyt 2 HME

6  {EBSREIEFLFET, 2 Bill AR key1 MZERFIRS, Adaptive
Server 2> il it f# i Bill /&304 (Adaptive Server AJ il i Bill f)
W 1E R SORTF X114 ) fif% keyt Sk EHL VT IH'E
X Bill BA 544 W H P ek Ui ) B keyt s s, RO AdRATT B
6 5% A JC VLR key 1o

7 2 Bill K EACBIHUEHEE BRI, P B 2R Bill X ]
A7 Il A B <

alter encryption key keyl

drop encryption
for user 'bill'
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FH PR LU A with passwd login_passwd T~ alter encryption key T2

A S A I S RN A . AR, AEH A T8 s RBER A LU

(=¥

o EPHE RS DU H P RS RIAS T I A

o H) A alter encryption key A RE il FH & S5 1114 HE T 2% 2%
RIA .

LR

« Razi A Bill ¥ 1 e 5k 2 H 2002 1) 2 BRI AR -

alter encryption key keyl
with passwd 'MotherofSecrets'

add encryption with passwd 'just4bill'
for user bill

*  Razi 5 Bill L3 HREIAR T4
o Bill Y TILAS AT, phoe IR s RN S A i PRI AR .
alter encryption key keyl with passwd "just4bill"
modify encryption with passwd login passwd
o UIfE, HBill eENESIN, Adaptive Server 2l Bill %% 14
D7 T At 12 B R AS o

BRASEUMEARK

mEINM AR

DR AN B — A B AN BB RS sk 12 B S PRI A, AT 2EAE
BHCE R A SR BB IRIA . AR OS2 —#85>,  sp_password
SR IH B % DA s RIS, AR5 A T o 0 e T T =0T

s

W SSO TEATRALIH A 14 L N 18 H sp_password KB & (1) 114,
] sp_password 23 Ml B 45 ¥ 2 B R A o 3 m] By 1A 2 bl ok L 11 43R
X BRIV I o ZE 2R O A M e, S8 o 2 Al
alter encryption key 4 5324 T 14 (1) FH /#4311l login_association 1% £H I A< .
sp_password 23 2 LA 22, I ERHT- A7 6 70 BN LECH 26 h 1 25,
R R BIERHLIN, 5 B S RUD Rk M B 5 R 5 I A
H4 . WS IE 52 DI “Bk 4 LR .

TEATH -p Ardi 3B IRS A 205, S T H P AR, S S v R
T EPATIX LT W RATH -p F5E SSO 38 W] LU ik % BH Rl A
R G s AT I ) B AT Vg In), U2 B 7 B 5 w0 20 o
FJFEBAIE SSO HIHEIA
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I Bk 22 $A Bl A

50

R R TAR B IT A w] e, B B N R R ) )8 B R AS

alter encryption key keyname
drop encryption for user user_name

Blhn, WA “bill” BT AT, WA T AT DO L
BIIASRBIT 1F Bill 35 15) key1:

alter encryption key keyl
drop encryption for user bill

KA AN S M, ITLAX T tfir %, Adaptive Server ANl #2114,
drop encryption key Ml A2 B e FL P A EIAS
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NERHALRE % H

2] gz
WA E% 51
BRI TR 52
AN S TR 52
IR % 53
AR 55

ZHRRHOSER

mEFNRAFiERE

W P RTINS I 104, WS B A2 I R 1% H
s B RAS, ARG %I S B ) 57— AN B AR BB O 4 Rk 4y
ZH .
LRGBS E R keyt MBIAZNECZ Bill (AAHH ) ID
“bill” ), I H Bill K H: keyt1 04 H S R fh B C4niER) 114
EERALZ G, Bill W HEHEE A1 R H 1 3 H R A

1 EPVEEEMER T Bill (% PHEIA

alter encryption key keyl
drop encryption for user bill

2 EAHEEE G H T Bill #5771 key1 ®IA, JF 4 Bill $#24E T

B

alter encryption key keyl
with passwd 'MotherofSecrets'
add encryption with passwd 'over2bill'
for user bill

3 Bill B3I BRI keyt BIAKIBUR:

alter encryption key keyl
with passwd 'over2bill'
modify encryption
with passwd 'billsnupasswd'

51



EROSEX

FROSERX

ISR Bill AT th G s A s s g R A, HEK T k114,
DU AT LA DA 25 SR S X s T il A5«

1 SSO fii [f| sp_password [i] Bill & i & 5% 114 . Adaptive Server 2%
MIER 73 B zs Bill LLH T8 S OCHRATAT 3 PHEI A, 8% CL48 1 Bill
FRY 65 S5 114 T (1) 2% EH I AS

2 EPIEEHE AT R, RSSO B E N . eI
CWERGINE D4, RJA I Bill i) PIEIA

alter encryption key kl
with passwd 'masterofsecrets'
add encryption for bill
for login association

WD R O B DR RNEIEAC AN 114 o AR T8
(b 04, WP B AU AT s YIRS RE . AT (S
B TSI 52 T “REAEHINAER .

3 Bill FkUsi k1 N Bk, Adaptive Server £ ] Bill ()55t
Bk DA TN Bill FHEIA. #Hlan, R emp_salary %4
%ZJJD;J LA 15 f) 22 E Z AT Bill i 5 114 T8N Bill ()3

Bl A :

select emp salary from emp
where name like 'Prisicilla$%'

EXZFHOASER

WURFEAZ P 0k, B 1 B ) AR s D0 . B I SR

Eg, Jﬁﬁﬂ%?ﬁﬁ 14, S B e o SO B I I A B

HHRIA .

W A P el il A B A A () U A, R A R T

FI4, WRZH P nT DN ILA B P sl B B8 Ab 3R A 11 4. iRk A

AR H A, s 19 P U5 I B 5 2% IAlIE,  Adaptive Server &t

WU ] H TR R AR S B R AR 2 0 2 . IERIASFR A

CRHMERIA”

B E B N AZPAT L A

1 deE— M PENEHWE . BH R F RS R il A % IR
AR 4

2 EPIKEE T EAEPINRIA . FEKMEZ A F5 SR I R 3
HR I EAT B R A .
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#F6F METXHOSUEZEH

T2 A/
ZHRERS
Adaptive Server AN VRIS Pk 2 AHRIAS VT ) 508l o BB I R AS B A4
U TR T U5 ) A PR 454
A F BAF i & BB B B RIAS
alter encryption key keyname with passwd base_key passwd

add encryption with passwd recovery passwd
for user key_recovery_user for recovery

e

+  base_key_passwd — J& EHE BE LA AR H I L4

»  recovery_passwd — J& H TR H KR R AT 4,

*  key_recovery_user — X AN T A A B I S BABT I
W EBRHMERIAZ G, HHEHEESSHHKEH LEZ04, %H
PSR LA BLF A & 38 H 4

alter encryption key keyname with passwd old_recovery passwd
modify encryption with passwd new_recovery passwd for recovery

R R, S PIIE ]  JRss 91 B OC T B S A A
I P BE A BLT iy R B0 S A PR B

alter encryption key keyname with passwd recovery key passwd
recover encryption with passwd new_base_key passwd

e

*  recovery_key passwd — ;&5 B E AL @I AAH DGR 4, HIRE %
P P 5588 PE L5, Adaptive Server 2111 recovery key passwd
A B B S R AS AV 0] B AR 255

new_base_key_passwd — & H 1IN % JR 4R35 A1 4. Adaptive
Server 2 45 5K 53T sysencryptkeys H IR JE AR B EHAT o

FRE S i B S P T BOE O 53— NP E B . TS LA 55 U
“ESUINEE TR
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ZHUE S
LUR 7R s T inf st B S RIA, JHEE RS2 e T
VR
1 B PR O A ey T BRI
create encryption key keyl for AES
passwd 'loseitl8ter'
2 EPEEE S MM P Charlie SN key RIS 35 FH T RN AS
alter encryption key keyl with passwd 'loseitl8ter'
add encryption
with passwd 'temppasswd'
for user charlie
for recovery
3 Charlie 73HC T ANFEI F4 IR R EIA, 55 14 A7 AR BT 1)
il i o
alter encryption key keyl
with passwd 'temppasswd'
modify encryption
with passwd 'finditl8ter'
for recovery
4 GRS S R T HAREYIN I 4, WA AT LA Charlie Ab3k 13
F18, JRAEHT LT i AR B A TR A 3 -
alter encryption key keyl
with passwd 'finditl8ter'
recover encryption
with passwd 'newpasswd'
BUAE, DA B o 3L A B 101 4 s A e ) I A m 2 )
AA (ERAENGDZRINIET) , HHABH] ) LX) keyt V5 HIFL
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EUNE AR R B
WA BT B A E WL S I, oot R A PSR
Uit 4l SSO PATHT, LAs BB RSt 411

alter encryption key [[database.][owner].lkeyname
modify owner user_name

Hrf, user_name &R EH A F IR MH P00 O Hrb ) g
BB EER I

B, ik Razi &% 9 H#H HINA %49 encr_key, {HUZMREHE 440

“Tina” (FH/ID 4 “tinnap” ) [FHT P B8 UG, ) mT LS B

i A B R T A

alter encryption key encr key modify owner tinnap
S SSO s P T A # T LlisAT a4 .
WRSH P AT PRI, WK o

A copy of key encr key already exists for user tinnap

AT H B AN B R 5 H AR TE FH P VR A B H T T A o
Adaptive Server AN SRVF R ST & @ B REIA .

WS LRI B H T 3 © 4% T X T AL, WU sysprotects R4 3K
WAL uid B 5 OO A B B BT A E T wid. T T e SR
ARG BT TG R S AT A AR AR
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_— St NS

E& bt
Cilzpi 57
FUHE 57
HA 24 TN G 5 58
HET A SCARFH T Bl 4 58
I A A A 58

CEIRRE: 45 1) TS I8 WL, DL TN

Wl (ReE
B LHERE 18-5, ZRFIH T event ¥ F1 extrainfo 1)1

HHHHE)
HIED -

HitE
WZI (RGEHIERM: & 1) TR 18 & “Hit”, LT

sysaudits [fJ event Z" fr Wos Ml COJUHZEK 18-2, Z&AH T
HURIEI . ZERFIRBD .

mEFNRAFiERE 57



B LGS

EHZMNES
Al DA W S R R R . WA audit_event name I event id
YE W24
audit_event_name(event_id)
SN (RGEWIEM: & 1) PRE 185 “Hivh”, LLTfi# sysaudits
i) event FIH T B riIME  CJCHIERE 18-6, 1ZRIH T THHAHED .

ERSIAFHREROS
L F T O AR B . 0hn, GniR SSO B EE A db1 AR P
Alan (H7 1D “alan” ) JA @A SCARH T CRPH PHRR 2 P T A

A -
sp_audit "cmdtext", "alan", "dbl", "on"
JFH Alan & H LU F a4

create encryption key keyl with passwd "bigsecret"

Adaptive Server 265 LN SQL SCAE N audit %[ extrainfo 41

"create encryption key keyl with passwd "xxxxxx"

HiTEEEERIRE
BLH 1T keycustodian_role 7FH Ab T BRI BT 8 E, T AEH]

sp_audit "all", "keycustodian role", "all", "on"
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AINES =5

mEFNRAFiERE

e
mp
)
l-H-
Gl
1t
=

321 Tfg
N InE gl 5| 59
HEPF MUY AN 51 60
IE S R % 61
HWRSHAIE S 62
Ko Bt # S s) 62

Inas & —Fh CPU B4R MHAE, 1l ReSs 4 N FHRE 7 K Ik Be T4
X ITTES A CPU A 38 LA KA T N 271 B4 v B v F R I (1)
K. A EIRT CPU M1 Adaptive Server 51 % 4& . R4
g U ) A 0 o U A LA S A W g | N A
e | R R NNV i | A€ (RN oA Y R s =AU LIP3 S P T
BN /NEOR, BB vE,  InE AR ) CPU A H 3t 2l &

7 H IS [A) B e T Adaptive Server AEAGFR = BEAS A F s %1 .

W RN BV IN s B AR A AU R s M LR e, U LA
QEEZINE SR T o AU IR 2 BB A LIRS ) Lo A [l
R SCHEAT AR IR O BSs In‘s,  IXRE mT Iy LR 5 AT M — 4, ]
75 L 3 SO R BB AT S [ PR DL R o

TnEs B 2R 5 |l YT 0 55 ) PE VR R A AR SE R PEVL T, (HANRE
TR Vo R s R i KRR MEL. W2R Adaptive Server
XA SIRAT S R LR, R eiEx N B i T R 51 &
o M, DARESEMTHIINES], KI5 TR X
T K A PR
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HEFr 5 FF #0025 5

60

WA AN 20 KNB Y, WIAE Adaptive Server #1475 55 —7%
HE AR B T S E RN, EiEAMTH % char 5 varchar 41/
Kglo KTANX 53 H 8 BHE 7 72 ikt

Bin, fEARS KNSR RT, FRH apc SLUNEHE NPT 74
HRHBUCAC: abc. Abcs ABc. ABC. AbC. aBC. aBc. abC. Adaptive
Server WK abe HILTEHE N IERAT IR . M, WK AR abe
EHVEIEHAT X RANE LA, WL S RA S AR R B AH DL T,

RIELE abe 5. AR 43 K/INE FIX 4 KNS I H1 A 4R 2 1) 1) 32 B2 X 1)
s AR KNS ULELESK Adaptive Server JUATIE [F#E 2, 10X 70 K/
‘H LN %5k Adaptive Server $UAT 45 A E R .

ARINETREINIZR T LI E SCROHE P 0 B AT HE . % T 51,
BRGSO En AT HE Y, SWISCEMBP . Bk, N
R G T2 FIPEATARSERIPE DL RS, 1A F R EE T A 1E
abc Ml abc JIE A ANF % SCE, HAER S| PR B AL

1 Adaptive Server fff NS RGN, & 158 S0k L Lo 2l
BT KNG EAE, BARYE abe 5 abe VoL, HIE T4 R MEICH
5 SO R AT 3. Adaptive Server 1) DLRE T35 SO, JEn)
HRLUEHE where 7 A {ELL R/, maidenname Z1 8% 1% :

select account id from customer
where cname = 'Peter Jones'
and maidenname = 'McCarthy'

WAL N maidenname I A A4 10 < BB HLIE 78, W] Adaptive
Server 135 McCarthy, %) maidenname $iAT2 308, U1 R maidenname
HRl, WA HZEL].
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F8E MEEETEFT

hnEE 5 B EHE
Adaptive Server RJ ik #4755 SC BRI AN 02 &1 1) 42, (R
Pt
o EREMH BEGHEMEIEEE, X85 C s,  char Al varchar #f
WO AR R B2 A, binary A varbinary & 4
o X int F float K7, EFUHACEEAH] . X5 numeric F1 decimal 2874,
BB ARG FE RIS BE 4 Z00AH 7]
o FHEEBRZIE R B
o EEMPIA LRSIy B, AEEXREL DL S 1
AT H % RE: tencr_col1 = s.encr_colt +1,
o LN IE I init_vector A1 pad ¥ B & NULL HEAT G
OB <=7 W o
o BRI B HEE Y .
DL 78] 2 P A 3 15k AT 26 SO
create encryption key new cc key for AES
with init vector NULL
create table customer
(custid int,
creditcard char(16) encrypt with new cc key)
create table daily xacts

(cust_id int, creditcard char(l16) encrypt with
new_cc_key, amount money........ )

] LAAEAIE 5] B E R
create index cust cc on customer (creditcard)

create index daily cc on daily xacts(creditcard)

Adaptive Server $UAT LT select i) LA B RAE HAH R AL 2R 1
MG, MICTE R customer BY daily_xacts 111 creditcard 41,
select sum(d.amount) from daily xacts d, customer c

where d.creditcard = c.creditcard and
c.custid = 17936
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HESHIMES)

EESEIMES

XTI EE A by AR PR A Ak LU AR 25 [RI P LA, Adaptive Server il
RO BN — K (AN R B A7 BN 25 7 #RHEA T A %)
RACAH . 55 61 T “ I H ik o i) BRI R E
(ZLAE

select sum(d.amount) from daily xacts d
where creditcard = '123-456-7890"

Adaptive Server JLIEF R 5 I IN# AN PATIE L 2 EHATHARE LU
W, B USERRE AT . W R A e 181, Adaptive Server
LB B /N B AR (W B AT OB, e 30 RS 8 4 P 48 2R TBCAE
55 o

IR ERA S 2B R, EXRA ARG, WSS il
I, AEE RS I SIRAT LB R . LUR s R B M N i
it $100,000 FIZNBEN P #ELS RIS . Horpr, ¥ zipcode FIE T AEX] “ %L
AR n s 21 9 B 2R i -

select ss num from taxpayers

where zipcode like '02%’ and
agi enc > 100000

SRTEMER USR LR AN S AR AL, U2 [ S B R IR A A 3 S DL A -

F IR AR, SRS 1 B SR L .
TR AR A R P 5 AL T B ) K

RN SR AE A BB

Adaptive Server it 1 52 85 SO AN Sl 2 Jim Z0BT N Bt (77 Aok S
InEEE, DURTRESEIIIL L . X IEH] T selectinto iy-4- L= 5L I
il
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#3l

decrypt B[R 1
., d t_default 2241 23
o (BNF 2505) ecryg\j\e ault 24§

\ exec Ty 20
SQL #HfJ  xi for algorithm 7

?’T'J_"_%_ create index 19
7

b s grant all 1%, RHE THEERR. frd
SgL WA xi grantall 21
, (1\5'_—75? . grant decrypt on, &5 20
SQL ififyd  xi image 30
G init_vector 7
SQL Ayt xi insert 2
O CMES) int_vector 7
SQL ikfJH  xi KEK, #9910

key_length num_bits 7
keycustodian_role 37

e keylength 7

*I null 7

alter encryption key 10 pad 7

alter encryption key 7% 40 47

alter table, S 1% 13 password_phrase 7

as default 7 random 7

Backus Naur Form (BNF) 7% xi selectinto 17

cc_key mE 17
HTHg%Es] 19 F 9 decrypt 17

ce_key_new select 7% 34
Mg mass] 13 sentinel 77, P INE SCH ST 29

CEK, =345 10 set encryption passwd

create encryption key AN R ARG R T RCE 46
PR 9 sp_encryption 12
w9 sp_encryption, ifivk: 12

create encryption key 10, 13 sp_help 31

create encryption key [ 24 SQL WA BNF £niE xi
keylength num_bits 7 SQL HAJHIREE S ({1  xi
keylength num_bits 7 sysencryptkeys 40
keylength num_bits <default para font; 7 YN (CEK) 1IfEfE 10
keyname 7 timestamp &A% 30

create encryption key 7% 40 unitext 30

create encryption key 157 40 update, iIZH N 2

create encryption key< RESEFWK, &% 7 where 1), I B oA A H 4

mEFNA iR



#5/

B

i, FE 58
Rl i &I RS 19
Ay

AT 16

*
YRR 16
ANSCREE
test 30

IR B A )
T, R E 16

C

ZH
key_length 7
keyname 7
null 7
password_phrase 7
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