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About This Book

Audience

Product name changes

The Mainframe Connect Server Option for CICS Installation and
Administration Guide describes how to install and configure the Server
Option for CICS. It also addresses system administration.

This preface includes the following topics:

Topic Page
Audience Vii
Product name changes Vii
How to use this book viii
Related documents viii
Other sources of information iX

Sybase certifications on the Web

Sybase EBFs and software maintenance

Conventions Xi

If you need help Xii

Note If you want to go directly to the installation instructions, skip to
Chapter 2, “ Getting Started.”

The guidelines and instructions in this book are intended for those who
install, configure, and maintain Sybase® mainframe components on an
IBM z/Series mainframe computer. Thisbook refersto anyone performing
these tasks as the Server Option administrator.

To use this book, you should have a working knowledge of system
administration for your environment.

The following table describes new names for productsin the 12.6 release
of the Mainframe Connect Integrated Product Set (IPS).

Old product names | New product name

e Open ClientConnect™ for CICS Mainframe Connect Client Option for
+ Open ClientCONNECT for CICS CICs

Installation and Administration Guide Vii



Old product names

New product name

* Open Client Connect for IMS and
MVS

e Open ClientCONNECT for IMS and
MVS

Mainframe Connect Client Option for
IMSand MVS

* Open ServerConnect™ for CICS
* Open ServerCONNECT for CICS

Mainframe Connect Server Option for
CICS

* Open ServerConnect for IMS and
MVS

* Open ServerCONNECT for IMS and
MVS

Mainframe Connect Server Option for
IMSand MVS

» MainframeConnect™ for DB2 UDB

¢ MainframeCONNECT for
DB2/MVS-CICS

Mainframe Connect DB2 UDB Option
for CICS

* DirectConnect™ for OS/390
» DirectCONNECT for DB2/MVS

Mainframe Connect DirectConnect for
Z/0OS Option

The new product names are used throughout this book.

How to use this

How The following table shows how this book is organized.
00

To

See

Understand The Server Option

Chapter 1, “Introduction to the
Server Option”

Plan The Server Option Chapter 2, “Getting Started”
installation
Install The Server Option Chapter 3, “Installation and

Configuration”

Understand Server Option security

Chapter 4, “ Security”

Set up Tracing and accounting

Chapter 5, “Tracing and Accounting”

Customize The Server Option

Appendix A, “Customization
Options’

Reference Trandation tables Appendix B, “Translation Tables’
Understand Gateway-less Appendix D, “Gateway-less
considerations considerations’

Understand Network considerations

Appendix E, “Network
considerations’

Troubleshoot ~ Problemswithclientaccess Appendix F, “ Troubleshooting”

to data

Related documents Toinstall and use the Server Option, you may need to refer to the following

documentation:

viii Mainframe Connect Server Option for CICS
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Other sources of
information

Mainframe Connect Server Option Programmer’s Reference for PL/1
Mainframe Connect Server Option Programmer’s Reference for COBOL

Mainframe Connect Server Option Programmer’s Reference for Remote
Sored Procedures

Mainframe Connect Client Option Programmer’s Reference for PL/1
Mainframe Connect Client Option Programmer’s Reference for COBOL
Mainframe Connect Client Option Programmer’s Reference for C

Mainframe Connect Client Option Programmer’s Reference for Client
Services Applications

Mainframe Connect Client Option and Server Option Messages and
Codes

Mainframe Connect DirectConnect for z/OS Option Installation Guide

Mainframe Connect DirectConnect for z/OS Option User's Guide for DB2
Access Services

Mainframe Connect DirectConnect for z/OS Option User's Guide for
Transaction Router Services

Enterprise Connect Data Access and Mainframe Connect Server
Administration Guide for DirectConnect

Use the Sybase Getting Started CD, the SyBooks™ CD, and the Sybase
Product Manuals Web site to |earn more about your product:

The Getting Started CD contains rel ease bulletins and installation guides
in PDF format, and may also contain other documents or updated
information not included on the SyBooks CD. It isincluded with your
software. To read or print documents on the Getting Started CD, you need
Adobe Acrobat Reader, which you can download at no charge from the
Adobe Web site using alink provided on the CD.

The SyBooks CD contains product manuals and is included with your
software. The Eclipse-based SyBooks browser allows you to access the
manuals in an easy-to-use, HTML-based format.

Some documentation may be provided in PDF format, which you can
access through the PDF directory on the SyBooks CD. To read or print the
PDF files, you need Adobe Acrobat Reader.

Installation and Administration Guide iX



Refer to the SyBooks I nstallation Guide on the Getting Started CD, or the
README.txt file on the SyBooks CD for instructions on installing and
starting SyBooks.

The Sybase Product Manuals Web siteis an online version of the SyBooks
CD that you can access using a standard Web browser. In addition to
product manuals, you will find links to EBFs/Maintenance, Technical
Documents, Case Management, Solved Cases, newsgroups, and the
Sybase Developer Network.

To access the Sybase Product Manuals Web site, go to Product Manuals at
http://lwww.sybase.com/support/manuals/.

Sybase certifications Technical documentation at the Sybase Web site is updated frequently.

on the Web

[IFinding the latest information on product certifications

1

2
3
4
5

Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocsl/.

Select Products from the navigation bar on the | eft.

Select a product name from the product list and click Go.

Select the Certification Report filter, specify atime frame, and click Go.
Click a Certification Report title to display the report.

[ICreating a personalized view of the Sybase Web site (including support
pages)
Set up aMySybase profile. MySybaseisafree service that allowsyou to create
apersonalized view of Sybase Web pages.

1

2

Sybase EBFs and
software
maintenance

Point your Web browser to Technical Documents at
http://lwww.sybase.com/support/techdocs/.

Click MySybase and create a MySybase profile.

[IFinding the latest information on EBFs and software maintenance

1

Point your Web browser to the Sybase Support Page at
http://lwww.sybase.com/support.

Select EBFs/Maintenance. If prompted, enter your MySybase user name
and password.

Select a product.

Mainframe Connect Server Option for CICS
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Conventions

4 Specify atime frame and click Go. A list of EBF/Maintenance releasesis
displayed.

Padlock icons indicate that you do not have download authorization for
certain EBF/Maintenance releases because you are not registered as a
Technical Support Contact. If you have not registered, but have valid
information provided by your Sybase representative or through your
support contract, click Edit Roles to add the “ Technical Support Contact”
role to your MySybase profile.

5 Click the Info icon to display the EBF/Maintenance report, or click the
product description to download the software.

The Server Option uses 8-character function names; other versions of Server-
Library use longer names. This book uses the long version of Server-Library
nameswith this exception: the 8-character versionisused in syntax statements.
For example, in asyntax statement, "CTBCMDPROPS" is written
"CTBCMDPR." You can use either version in your code.

Syntax statements that display options for acommand look like this:
COMMAND [object_name, [ {TRUE | FALSE} ] ]
The following table explains the syntax conventions used in this guide.

Table 1: Syntax conventions

Symbol

O When you see parentheses, include them as part of the command.

{} Braces indicate that you must choose at Ieast one of the enclosed
options. Do not type the braces when you type the option.

[] Brackets indicate that you can choose one or more of the enclosed
options, or none. Do not type the brackets when you type the
options.

Thevertical bar indicatesthat you can select only one of the options
shown. Do not type the bar in your command.
, The commaindicates that you can choose one or more of the

options shown. Separate each choice by using acomma as part of
the command.

This book uses the following style conventions:

This type of information Looks like this
Gateway-Library function TDINIT, TDRESULT
names

Client-Library™ function CTBINIT, CTBRESULTS
names
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This type of information

Looks like this

Other executables (DB-
Library™ routines, SQL
commands) in text

the dbrpcparam routine, a select statement

Directory names, path names,
and file names

/usr/bin directory, interfacesfile

Variables n bytes

Datatypes datetime, float

Sample code 01 BUFFER PIC S9(9) COMP SYNC
User input 01 BUFFER PIC X(n)

Client-Library and Gateway-
Library function argument
names

BUFFER, RETCODE

Names of objects stored on the
mainframe

SYCTSAAS

Symbolic values used with
function arguments, properties,
and structure fields

CS-UNUSED, FMT-NAME, CS-Sv-
FATAL

Client-Library property names

CS-PASSWORD, CS-USERNAME

Client-Library and Gateway-
Library datatypes

CS-CHAR, TDSCHAR

All other names and terms are in regul ar typeface.

Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve a problem using the manuals or online help, please have the
designated person contact Sybase Technical Support or the Sybase subsidiary
in your area.

xii Mainframe Connect Server Option for CICS



CHAPTER 1

Introduction to the Server Option

This chapter includes the following topics:

Topic Page

What isthe Server Option? 1

Architecture

Functionality

D|WIN

Compatibility with other products

What is the Server Option?

Installation and Administration Guide

The Server Option is an application programming interface (API)
enabling the creation of mainframe applicationsfor use with Sybase client
applications. Server Option applications can retrieve and update data
stored in mainframe resources like the following:

« DB2UDB and other relational database management systems
(RDBM Ss)

e Transient Storage (TS) queues
e Transient Data (TD) queues
*  VSAM files

Any resource that is accessible from your CICSregion is also accessible
by a Server Option application. The Server Option is available for CICS,
IMSTM, and MVS.

Note Thisbook explains how the Server Option functionsin a CICS
environment. For information on how the Server Option functionsin the
IMSTM and native MV S environments, see the Mainframe Connect
Server Option for IMS and MV S Installation and Administration Guide.




Architecture

Architecture

The Server Option runs on an IBM z/Series or plug-compatible mainframe
computer. The Server Option uses either the Logical Unit (LU) 6.2 or
Transmission Control Protocol/Internet Protocol (TCP/IP) communications
protocol with ahost transaction processor, such as CICS, as acommunications
front end.

The Server Option supports both three-tier (gateway-enabled) and two-tier
(gateway-less) environments. When installing and using the Server Option,
follow the instructionsin this book for your environment.

Three-tier (gateway-enabled)

In aServer Option network configuration using athree-tier (gateway-enabled)
SNA environment, the DirectConnect for z/OS Option acts as the gateway
between L AN-based clientsand the server. The DirectConnect for z/OS Option
routes requests and replies between the client and server using two
components: access services and the Transaction Router Service (TRS).

For more information on the DirectConnect for z/OS Option and its
components, seetheinstallation documentation for the DirectConnect for Z/OS
Option.

Two-tier (gateway-less)

The two-tier environment allows LAN clientsto directly log in to the Server
Option, which eliminates the need for a DirectConnect for z/OS Option
gateway. However, server-to-server communication is not possible in a two-
tier (gateway-less) environment. Other drawbacks of the two-tier environment
include the client being limited to accessing a single CICSregion, loss of the
ability to group transactions, and loss of gateway security features.

If you have standardized on TCP for connectivity between LAN clients and
Z/OS, you can use the two-tier environment.

Mainframe Connect Server Option for CICS



CHAPTER 1 Introduction to the Server Option

Functionality

Server Option applications can receive requests from LAN clients and Client
Option applicationsin either of the following ways:

e Inathree-tier environment, using DirectConnect for z/OS Option access
service or Transaction Router Service (TRS).

e Inatwo-tier environment, using TCP. See “ Two-tier (gateway-1ess)” on
page 2 for more information on two-tier environments.

This section documents the following topics:
* Requestsin athree-tier environment

* Reguestsin atwo-tier environment

Requests in a three-tier environment

In a Server Option network configuration using athree-tier (gateway-enabl ed)
SNA environment, the DirectConnect for z/OS Option accepts requests from
LAN-based clients and routes them to the appropriate server.

Server Option applicationsreceiverequestsfrom LAN clientsthrough either of
the following DirectConnect for z/OS Option components:

« DirectConnect for zZ/OS Option access service

« TRS

DirectConnect for z/OS Option access service

Installation and Administration Guide

An access service is alogical server application, used with an access service
library, that enablesa LAN client to communicate with Server Option
applications. Each DirectConnect for z/OS Option server can have multiple
access services.

For more information about access services, see the Mainframe Connect
DirectConnect for z/OS Option User's Guide for DB2 Access Services.



Functionality

TRS

TRS enables Sybase clients running on workstations and sharing alocal area
network (LAN) to access mainframe data and applications. The TRS listener
waits for and accepts client requests and routes them to the mainframe, using
transaction and connection information the DirectConnect for z/OS Option
administrator provides during configuration.

TRStreats all client requests like remote procedure calls (RPCs). TRS maps
each request to a specific mainframe transaction. On receiving aclient request,
TRS invokes the corresponding mainframe transaction. The CICS transaction
processor runs the transaction and returns resultsto TRS, which forwards the
results to the requesting client.

For details, see the Mainframe Connect DirectConnect for z/OS Option User's
Guide for Transaction Router Services.

Configuration in a three-tier architecture

The mainframe and TRS configuration parameters must be coordinated to
permit communication with one another. When configuring a mainframe
region to communicate with TRS, coordinate the following mainframe
configuration values with TRS:

e For CICSLogica Unit6.2 (LU 6.2):

*  CICS connection and session definitions

e Virtual Telecommunications Access Method (SNA)

*  Network Control Program (NCP)

e SNA, using your TRS platform SNA support program
* For CICSTCP/IP:

e TCP/IPfor z/OS port definitions

e Sybaselistener configuration values

Note The configuration values are provided in the Mainframe Connect
DirectConnect for z/OS Option User's Guide for Transaction Router Services.

Mainframe Connect Server Option for CICS



CHAPTER 1 Introduction to the Server Option

The Sybase listener in three-tier (gateway-enabled) environments
The Sybase TCP listener transaction SYLB replacesthe IBM listener tasks.

Note SYLB isthe default listener transaction name. The user may choose a
different name.

The Sybase listener listens on a specific port for any incoming TCP connect
reguest. When arequest arrives, the listener performs security or logon
processing for the request, then passes the TCP socket to the transaction
received from the client. There can be more than one instance of alistenerina
single CICS region, and each instance listens on a different port number. For
three-tier transactions, the listener issues a command to start the transaction
specified by the DirectConnect for z/OS Option and passthe associated socket.
The Server Option then takes the socket through the Server Option API and
manages the connection.

Requests in a two-tier environment

Routing client requests in atwo-tier (gateway-less) environment requires use
of the Server Option context handler. The context handler is a conversational
transaction that matches client application procedure calls to Server Option
RPCs, thereby enabling aclient applicationto accessthe Server Option directly
(in two-tier mode) without needing to route transactions through a gateway.

For each client application logged in to the Server Option, a context handler
(SYCH) transaction instance receives client requests and manages the
connection between the client application and the Server Option. In addition,
CICS activates the context handler transaction instance to handle atransaction
abend. An active context handl er instance terminates when its associated client
application logs out.

Configuration in a two-tier environment

Since the same mainframe transactions support both gateway-enabled and
gateway-less access, configuring aworkstation for gateway-less mainframe
accessis similar to configuring for gateway-enabled access.
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To set up for gateway-less environments, migratethe LAN TRS RPC mapping
definition files to the SYRPCFIL file on the mainframe. Thisis accomplished
by using a CICS transaction called SYRP, which maps LAN RPC names to
CICS transaction names. SYRPCFIL isaVSAM file that stores the RPC
mapping entries.

The SYRP transaction is a panel-driven interface that allows the user to add,
delete, change, and display entriesin the SYRPCFIL file.

Long-running transactions

The Server Option supports user-defined, long-running transactions. Do not
confuse the context handler connection management with the "long
transaction" modes that are handled by the language transactions.

For moreinformation about long-running transactionsin the Server Option, see
the Mainframe Connect Server Option Programmer’s Reference for the
appropriate programming language. PL/1 and COBOL versions of this guide
are available.

Compatibility with other products

For full functionality with the current release, use these Sybase components, as
available at your site;

Table 1-1: Sybase product release compatibility

Component Release level
Client Option for CICS 12.6

DB2 UDB Option for CICS (AMD2) 12.6
DirectConnect for z/OS Option Transaction 12.6

Router Service

Note TheDB2UDB Optionfor CICS (AMD2) has replaced Omni SQL Access
Module™ for MV S/DB2, which is no longer available.
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This chapter explains issues to consider prior to installing the Server
Option and covers the following topics:

Topic Page
Choosing a network driver 7
Planning the installation 9

For information on network considerations, see Appendix E, “ Network
considerations.”

Choosing a network driver

The Server Option provides added flexibility and easy installation for sites
configured to run both SNA and TCP/IP by supporting the concurrent use
of multiple network drivers. Programs can invoke network drivers from
the same Server Option and Client Option common code base, and the
appropriate network driver loads dynamically during program execution.

General criteria for choosing a driver

The choice of anetwork driver depends on your network type and
operating environment. For more information, see Appendix C,
“Configuring TCP/IP connectivity” and Appendix E, “Network
considerations.”
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CICS environment

The following drivers are supported in the CICS environment:
* TCP/IPfor an IBM network
*  CPI-Cfor an SNA network
* LU G6.2for an SNA network

The following table indicates which drivers can be used by the Server Option
for CICSin two-tier and three-tier environments.

Driver Gateway-enabled Gateway-less
CPICICS

LUB2CICS X

TCPCICS X X

Choosing between a CPI-C/LU 6.2 driver and a TCP/IP driver

SNA performance

TCP/IP performance

If your network usesonly SNA or only TCP/IP, you must choose the driver that
supports your network protocol. Performance is also a consideration in
choosing a network driver.

Because LAN operating systems and applications do not support the SNA
protocol, networks using SNA require agateway to communicate between the
mainframe and the LAN. This added layer of communication adds a burden to
performance. Consequently, communication may be somewhat slower than
communication in atwo-tier, or gateway-less architecture.

Because the TCP/IP protocol is commonly recognized and supported among
LAN operating systemsand applications, it isnot limited to agateway-enabled
architecture and can also be used in a gateway-less architecture. The added
layer of athree-tier, gateway-enabled architecture may cause somewhat slower
communication for TCP/IP than in atwo-tier, gateway-less architecture.
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Planning the installation

This section includes the following topics:

Installation media

Installation media
Pre-installation tasks

The Server Option is distributed on CD or in downloadable form. The Server
Option is no longer distributed on tape.

Note EBFsfor the Server Option are no longer distributed by tape. For
information on obtaining the latest EBFs for the Server Option, see the
Mainframe Connect Server Option for CICS Release Bulletin.

Pre-installation tasks

Installation requires completing the following pre-installation tasks, which are
explained in the following subsections. You should skip those tasks that do not
pertain to the option or options you have chosen to install.

1. Verify the platforms, components and distributed software

2.

Determine JCL and system information

3. Determine CICS and DB2 UDB information
4. Determine compiler information

5. Determine Server Option information

6.
7
8
9

Determine ftp information

. Plan the security requirements
. Identify the change control requirements

. Back up the release libraries (upgrades only)

10. Determine the library names

11. Verify the connectivity
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Task list

Following isthe list of tasksto be performed prior to installation.

1. Verify the platforms, components and distributed software
See the Mainframe Connect Server Option for CICS Release Bulletin.

2. Determine JCL and system information

Determine the following information to be used in the installation procedure:

JCL jobcard values, which are used in the final installation jobsrunin
TSO.

High-level qualifier, which is used as a prefix for data sets generated
during installation.

Volume serial number, which indicates where generated data sets are
cataloged.

Unit parameter value, which indicates the device requirements for
cataloging generated data sets.

Work unit, which is for the use of temporary work data sets.

Customer CICS, IMS, and MVS LOADLIBs, which are pre-cataloged
partitioned data sets (PDSs) or partitioned data sets extended (PDSE), into
which configuration modules and sample programs are to be linked.

3. Determine CICS and DB2 UDB information

Determine the following information if you intend to install a component that
uses CICSor DB2 UDB:

10

High-level qualifier for CICS system data sets.

RDO data set name (DSN), which is the name of the CICS RDO
(DFHCSD) containing the application resource definitions used by your
CICS region.

RDO group list, which is the RDO group list used by your CICS region
when executing an initial start.

The CICSregion APPLID, which isthe VTAM APPLID for your CICS
region.
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DB2 system data sets high-level qualifier, which isthe high-level qualifier
used for DB2 system data sets.

DB2 exit data set name.
DB2 DSN.

4. Determine compiler information

Determine the following information if you intend to install an API
component:

LE370 high-level quaifier, used for the Language Environment 370.

COBOL compiler name, which is the module used to execute COBOL in
your environment.

COBOL compiler LOADLIB, whichisthe system LOADLIB where your
COBOL compiler module resides.

PL/1 compiler name, which is the module used to execute PL/1 in your
environment.

PL/1 compiler LOADLIB, which isthe system LOADLIB where your
PL/1 compiler module resides.

C compiler data sets high-level quaifier. Thisisthe high-level qualifier
used for C.

TCP/IP data sets high-level qudifier.

5. Determine Server Option information

Determine the following information for use in installing the Server Option:

TCP address space name.

Remote server name, which is the name by which your Server Option
applications will refer to the remote server.

Remote TCP host name, which isthe DNS name for the remote server.

Remote server TCP host port, whichisthe TCP/IP port used by the remote
server.
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6. Determine ftp information

Determine the following information needed to establish an ftp connection to
your mainframe:

User ID.
Password.
Mainframe host name.

Control port number, which isthelistener port used by your mainframe ftp
server, usually 21.

TCP address space name.

Volume serial number or unit. You may specify either a volume serial
number (VOL=SER) and unit assignment for ftp to use or alow ftp to use
default values.

L og path name, which indicates where ftp log information is to be written.

7. Plan the security requirements

Review your security requirements with your security administrator. You may
also need to consult with your network administrator.

8. Identify the change control requirements

Create a change control plan that includes:

All the tasks that need to be considered for installation

The different groups that need to be aware of the environment change, for
example, field personnel and groups involved in administering
applications, z/OS, security, change control, and scheduling

A schedule, including cut-off dates for specific tasks

9. Back up the release libraries (upgrades only)

If you are upgrading an existing release of the Server Option, Sybase strongly
recommends that you back up the entire set of release libraries before
beginning thisinstallation.

12
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10. Determine the library names

The shipped library names are unique for thisrelease. If you are upgrading,
decide whether you want to use your current library names. If thisisanew
release, you still might want to consider how to name the files.

You do not have to remove previous rel eases from your Sybase libraries
because default names shipped with thisrelease create an entirely unique set of
release libraries. You can change them, however, based on naming standards at
your site.

Note When the upgrade is complete and tested, be sure to replace the old
LOADLIB name or add the new LOADLIB name to the DFHRPL
concatenation for the selected CICS region(s), as described in the installation
instructions.

If you are going to continue to use the old Sybase library names, delete all
members before installing the new ones with the new version.

11. Verify the connectivity

Usethe standard LAN ping utility to ensure connectivity between z/OS and the
workstation running Adaptive Server® Enterprise (ASE).
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This chapter describes the following topics.

Topic Page

Installation and configuration 15

Libraries and samples 21
Before you begin Be sure you completed the tasksin Chapter 2, “ Getting Started.”

Installation and configuration

Thefollowing two procedures describe the installation steps necessary to
install all Mainframe Connect options from the Install Shield wizard and
to complete the installation for the Server Option for CICS. You should
skip thoseinstallation stepsthat do not pertain to the option or optionsyou
have chosen to install.

Note The Install Shield wizard runs only on Windows.

[installing from the InstallShield wizard

1 Start the InstallShield wizard from CD by executing setupwin.exe,
which isin the root directory.

Theinitia dialog box displays the options available for installation.
Click Next and Back to navigate through the wizard. To cancel the
installation, click Cancel.

2 Click Next, and accept the terms of the user-license agreement by
selecting your country in the drop-down list and selecting the option
to indicate that you agree with the terms.
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16

Click Next, and select the components you want to install.

Note If you are installing the Server Option for CICS API or the DB2
UDB Option for CICS, the Server Option for CICS Runtime component
will be automatically selected as you proceed to the next screen.

Enter the license keys for the components you purchased.

Click Next, and provide the following JCL and system information:

JCL Line 1-3: Enter avalid jobcard. Thisis used to run the final
installation jobsin TSO.

High Level Qualifier: The high-level quaifier isused as a prefix for
all data sets generated during installation.

\Volume: The volume serial number indicates where generated data
sets are catal oged.

Unit: The unit parameter value indicates the device requirements for
cataloging generated data sets.

Work Unit: Thisisfor the use of temporary work data sets.

Customer CICS, IMS, and MVSLoadlibs: These are pre-catal oged
partitioned data sets (PDSs) or partitioned data sets extended (PDSE)
into which configuration modules and sample programs are to be
linked. For CICS, this data set should be in the DFHRPL
configuration ahead of other Sybase libraries.

Click Next.

If you have chosen to install an option that uses CICS, DB2, or IMS,
provide the following information where it applies. Otherwise, skip to the
next step.

CICS system datasets hlg: The high-level qualifier for CICS system
data setsis used to locate SDFHLOAD and other CICS libraries.

RDO Dataset: The RDO data set name isthe name of the CICSRDO
(DFHCSD) containing the application resource definitions used by
your CICSregion.

RDO Group List: The RDO group list isthe RDO group list used by
your CICS region when executing an initial start.

CICSRegion Applid: The CICSregion APPLID isthe VTAM
APPLID for your CICS region.

Mainframe Connect Server Option for CICS



CHAPTER 3 Installation and Configuration

« DB2 system datasets hig: The DB2 system data sets high-level
qualifier is used for DB2 system data sets.

e DB2 Exit Dataset: Thisisthe name of the DB2 exit data set used by
your DB2 region.

« DB2DSN Name: Thisisthe dataset name (DSN) of your DB2 region.

e |MSdatasetshlqg: Thehigh-level qualifier for IMS system data setsis
used to locate IMS libraries.

Click Next.

7 If you have chosen to install an APl component, provide the following
compiler information, which is used to configure JCL for compiling
sample programs. Otherwise, skip to the next step.

e LE/370 datasets hig: The LE370 high-level qualifier is used for the
Language Environment 370 and is used here to locate data sets like
CEELKED.

e COBOL Compiler Name: The COBOL compiler name isthe module
used to execute COBOL in your environment.

e« COBOL Compiler Loadlib: The COBOL compiler loadlib is the
system loadlib in which your COBOL compiler module resides.

e PLI Compiler Name: The PLI compiler name is the module used to
execute PLI in your environment.

e PLI Compiler Loadlib: ThePLI compiler loadlibisthe system loadlib
in which your PLI compiler module resides.

e Ccompiler datasetshlq: The C compiler datasetshigh-level qualifier
isthe high-level qualifier used for C and isused to locate data setslike
SBCCMP.

e TCP/IP datasetshlg: The TCP/IP datasets high-level qualifier isused
to locate data sets like SEZATCP.

Click Next.

8 If you have chosen toinstall the Client Option for CICS, provide the
following information for configuring a host connection definition for the
Client Option. Otherwise, skip to the next step.

e TCP Address Space Name: Thisisthe name of your TCP/IP region.

e Server Name: Thisisthe name by which your Client Option
applications refers to the remote server.
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18

10

11

e Server TCP Host Name: Thisisthe DNS name for the remote server.

e Server TCP Host Port: Thisisthe TCP/IP port used by the remote
server.

Click Next.

If you have chosen to instal the Server Option for CICS or the DB2 UDB
Option for CICS, provide the following information for configuring a
TCP/IP listener for these options. Otherwise, skip to the next step.

e TCP Address Space Name: Thisisthe name of your TCP/IP region.

e Listener Port: Thisisthe port on which the option listens.

Note The Server Option for CICS and the DB2 UDB Option for
CICS share the same TCP/IP listener.

Click Next.

Click Next until the wizard displays the information you entered in steps
5through 8. Review thisinformation and, if necessary, click Back to return
to previous screens and make corrections.

Click Next until the wizard displays a dialog box for ftp information.
Provide the following data for establishing an ftp session to your
mainframe;

e Userid: Thisisthe mainframe user ID for the ftp session.
» Password: Thisisthe password for the ftp session.
* Mainframe Host Name: Thisis the mainframe DNS name.

» FTP Port: Thisisthe control port used by your mainframe ftp server,
usually 21.

*  VOL/UNIT Assignment: Specify either a volume serial number and
unit assignment for ftp, or allow ftp to use default values.

Note If you specify avolume serial number that does not exist, ftp
hangs until the mainframe responds to a message requesting that the
volume be mounted.

* Log FTP Commands: Thisindicateswhere ftp log informationisto be
written. Thislog information may be useful in troubleshooting ftp
problems.
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The InstallShield wizard will create JCL and upload the selected
components to your mainframe once you click Next.

12 Closethe Install Shield wizard.

To complete the installation of your Mainframe Connect components, review
and submit JCL from TSO. If you are installing multiple components, Sybase
strongly suggests you install in the following sequence;

1
2
3
4

Client Option for CICS
Server Option for CICS
DB2 UDB Option for CICS

Any other options

Use the following procedure to compl ete your installation.

[ ICompleting the installation

1

Locate the installation JCL for the Server Option for CICSin
hlg.0SC126.CICS.JCL, where hlgisthe high-level qualifier you specified
in step 5.

Run the following jobsin the order they are described here, where x isan
integer that denotes the order in which the job isto be run in the overall
sequence of jobs. Ignore jobs that are not present or relevant to the option
you areinstalling.

e IXRECV: Thisjob runsIKJEFTO1 to use the TSO RECEIVE command
to build and populate the product libraries.

* IXRDO: Thisjob runs the CICS Resource Definition Utility,
DFHCSDUP, to definethetransaction, program, and fileentriesfor the
Server Option for CICS. If your CICS region has had a previous
version of the Server Option, you may need to uncomment or change
the DELETE and REMOVE entries at the top of the RDO input.

e IXVSAM: Thisjob allocates the VSAM data sets used for error and
trace logging.

e IXLIC: Thisjob populatesthelicense dataset for the Server Option for
CICS. Sincethisdataset isused for al of the Mainframe Connect |PS
options, the Create step may fail if the data set has already been
defined. This error may be safely ignored.
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IXTCP: Thisjob assembles and links the TCP configuration module.
You must rerun this job if your TCP/IP address space name changes,
if the APPLID for your CICS region changes, or if you need to turn
on tracing.

Note TheClient Option for CICSinstallation hasits own IXTCP job.
If you areingtalling both the Client and Server Optionsfor CICS, you
should run the IXTCP job contained in hig.0SC126.CICS.JCL.

* IXHOST: Thisjob assembles and links the Server Option for CICS
customization module, character sets, and remote host definitions.
You may rerun this job at any time to change configuration and
character sets or to add, remove, or modify remote host definitions.

Note The Client Option for CICS installation has its own IXHOST
job. If you areinstalling both the Client and Server Optionsfor CICS,
you should run the IXHOST job contained in hlq.0SC126.CICS.JCL.

* IXRPC: Thisjob adds definitions to the SYRPCFIL dataset, which is
created during the installation of the Server Option and required for
the DB2 UDB Option.

* IXDELETE: Thisoptional job deletes the data setsin the TSO XMIT
format used for the installation.

3 Runthefollowing jobsif you wish to compile and link edit the sample
applications provided with the Server Option for CICS:

*  SAPASMD: Thisjob assembles and links sample assembler language
applications that use the Server Option APl and access DB2.

»  SAPASMV: Thisjob assembles and links sample assembler language
applications that use the Server Option APl and access VSAM.

*  SAPCOBD: Thisjob compiles and links sample COBOL language
applications that use the Server Option APl and access DB2.

*  SAPCOBV: Thisjob compiles and links sample COBOL language
applications that use the Server Option APl and access VSAM.

e SAPPLID: Thisjob compiles and links sample PL/1 language
applications that use the Server Option APl and access DB2.

*  SAPPLIV: Thisjob compiles and links sample PL/1 language
applications that use the Server Option APl and access VSAM.
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e SRSPASM1: Thisjob compiles and links sample assembler language
applications that use the RSP API.

e SRSPASM2: Thisjob compiles and links sample assembler language
applications that use the RSP API and access DB2.

e SRSPCOBL1: Thisjob compiles and links sample COBOL language
applications that use the RSP API.

e SRSPCOB2: Thisjob compiles and links sample COBOL language
applications that use the RSP API and access DB2.

Libraries and samples

For alist and description of the libraries, sample programs, JCL, and
transactionsfor your product, see the CONTENTS member of the JCL data set.
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This chapter describes security in a Sybase architecture and provides
guidelinesfor setting up Server Option security for theLU 6.2 and TCP/IP
environments. Information in this chapter applies to the Sybase
components in your L AN-to-mainframe configuration.

This chapter includes the following topics:

Topic Page
Understanding Server Option security 23
Security in the Sybase architecture 24
Connectivity security 28

Understanding Server Option security

Security for Server Option processing isimplemented at several levelsand
according to the method used to access CICS.

Implementing security in the Server Option isacomplex task, and Sybase
recommendsthat you read this chapter beforeinstalling the Server Option.

For information about:

»  Adaptive Server Enterprise security, refer to the Adaptive Server
Enterprise System Administration Guide.

« Mainframe security, refer to documentation provided with CICS,
IMS TM, or the appropriate mainframe security system.

e Security for DB2 UDB Access Service requests through the
DirectConnect for z/OS Option, refer to the Mainframe Connect
DirectConnect for Z/OS Option User's Guide for DB2 Access
Services.

Server Option security isimplemented through the Sybase component
architecture and through the connectivity used to communicate between
components.
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Security in the Sybase architecture

Sybase components can provide security at the levels described in the
following subsections:

*  Client workstation

»  Adaptive Server Enterprise

e TRS

*  Vendor SNA support software

 Mainframe

Note You should coordinate efforts to set up and maintain security between
these components, and communi cate changes when they occur.

Client workstation

Most workstations have a secure login that verifies the identity and
authorization of the user by requiring a unique user ID and password. This
client user ID, password, and profile information may be passed to Adaptive
Server Enterprise and the DirectConnect for zZ/OS Option.

Adaptive Server Enterprise

24

Adaptive Server Enterprise (ASE) performs security checks on requests
through ASE and may grant or deny a user permission to call aremote
procedure. Your TRS administrator can apply this security to al requests by
specifying the -D (indirect access) parameter when starting TRS. This
parameter requires all client requeststo pass through ASE. For further details,
refer to the Mainframe Connect DirectConnect for zZ/OS Option User's Guide
for Transaction Router Services.

Note You must have athree-tier architecture to route transactionsin server-to-
server mode (as through an ASE to the mainframe).
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TRS

This section addresses:
«  Defining security
e Overriding security

e Conversation-level security

External security systems

Defining security

Defining a client login

Defining an RPC

Most mainframe-based security systems, such as RACF, are based on user
login information. The system employs user ID and password information,
restricting transaction access to authorized users.

If the communications support at your TRS platform sends login access
information to the mainframe, you can use any security system that workswith
CICS. Otherwise, use one or more of the security methods documented in this
chapter.

Implementing security in TRS entails defining both client logins and RPCs.

Under TRS security, every client login must be defined to TRS. For each client,
thislogin definition indicates:

e Theclient login ID and password
e A hostlogin ID and password (optional)

«  Listsof the connections and host transactions availableto clients using the
login

Your TRS administrator can restrict client access to specific host resources by
working with mainframe systems programmers and security administrators,
and also by carefully defining user 1Ds, host | Ds, transactions, and
connections.

When the TRS administrator definesan RPC to TRS, these security optionsare
available:
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Application

Overriding security

* None
e UseriD
e Both (user ID and password)

By defining an RPCto TRS, the TRS administrator sets security parametersfor
transactions associated with the RPC. Each option above indicates the type of
login information passed to the mainframe when a client calls an RPC.

In enforcing TRS security, the mainframe verifiesthat the requesting client has
authorization to access the specified transaction. If no proper authorization
exists, the mainframe returns an error message.

Your TRS administrator can override TRS security by setting the Security
configuration property to No in the TRS configuration file. This allows you to
map users to transaction groups that allow specific RPCs. For more
information about what the security parameter does, see the Mainframe
Connect DirectConnect for z/OS Option User's Guide for Transaction Router
Services.

Conversation-level security

You can set up conversation-level security, a process by which TRS passes
client login information to the mainframe when it allocates a conversation.
Under conversation-level security, the following can be passed to the host:

* A pre-defined host ID and password, which can be set up in the login
definition.

» A separate |D and password attached to the transaction group of the client.

Vendor SNA support software

26

The SNA support software of the vendor may send login information to the
host in FMH-5 fields with client requests. This allows you to use external
security products that require client login information.
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Mainframe

CICS

Security at the mainframe level concerns all components residing on the
mainframe and components that interact with the mainframe, including CICS,
the DirectConnect for z/OS Option, your database, the Server Option, and the
DB2 UDB Option for CICS.

CICS works with security systems like RACF to verify transaction requests
againgt the user 1D and password. The authorization ID passed to DB2 UDB
from CICS is system-dependent, based on the security requirements at your
installation. You specify the authorization ID in the CICS RCT table with the
AUTHID parameter.

DirectConnect for z/OS Option

DBMS

Server Option

If the communications software of your DirectConnect for z/OS Option
platform supports passing login information to the mainframe, you can use an
external mainframe security product, such as RACF, that requires client login
information.

Your mainframe DBM S may have additional security mechanisms.

You can customize the Server Option to specify whether an access codeis
required to retrieve client passwords. See Appendix A, “Customization
Options.”

DB2 UDB Option for CICS

Note The transaction name for the DB2 UDB Option for CICS is AMD2.

The security requirements are as follows:

e The current user must have execute privileges on the DB2 UDB plan for
the Catalog RPCs.
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e TheDB2UDB CURRENT SQLID must be the same for the AMD2
transaction and plans, and for Catalog RPCs.

The shipped default authority for AMD2 and Catalog RPCsis AUTH=(AMD?2).
You must change the default to set up security. When you do, be sure to keep
AMD2 and Catalog RPCsin synchronization.

Note For specific security information about the DB2 UDB Option for CICS,
refer to the Mainframe Connect DB2 UDB Option for CICS Installation and
Administration Guide.

Connectivity security

In addition to security provided by componentsin the Sybase architecture,
Server Option security can be provided through LU 6.2 and TCP/IP
connectivity.

LU 6.2 security for CICS

28

Note TCP/IP security for CICSis discussed on page 32.

Conversation-level security with LU 6.2 requires changes to CICS and SNA
definitions. The CICSdefinitions and how to set up conversation-level security
are discussed in the following subsections. Implementation of this security
requires mainframe and TRS coordination.

For corresponding TRS requirements, see the Mainframe Connect
DirectConnect for z/OS Option User's Guide for Transaction Router Services.
For more information about CICS LU 6.2 security, see the IBM CICS-RACF
Security Guide.

This section contains the following subsections:
e Setting CICS definitions for conversation-level security

»  Setting up conversation-level security with LU 6.2
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Setting CICS definitions for conversation-level security

LU 6.2 bind-time security

CICS link security

User security

This section addresses the three parts to conversation-level security in the
following subsections:

e LU 6.2 bind-time security
e CICSIink security

e User security

Bind-time security is controlled by the Bindsecurity parameter on the CICS
RDO Connection Definition. If Bindsecurity isset to YES, CICS appliesLU 6.2
bind-time security to determine whether arequested session is authorized.

CICS uses a password to verify session authorization. The password supplied
in CICS must match the password defined on theworkstation. The SECURITY
Bindpassword parameter in the CICS Connection Definition supplies the
password.

Refer to the documentation for the SNA support on your remote system for
information about defining the bind password.

CICSlink security isrequired for conversation-level security to CICS. Uselink
security to define CICS security values on the LU 6.2 session.

To specify link security, specify avalid user ID in the SECURITY
SEcurityname parameter of the CICS Connection Definition.

When the session is bound after checking bind-time security, CICS checksthe
External Security Manager to seeif theuser ID isvalid. If itisvalid, CICS uses
that user ID for the session authorization.

For individual users, the SECURITY ATtachsec parameter in the CICS
connection definition determines what type of security is activefor a
connection. Table 4-1 shows the options:
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Table 4-1: User security ATtachsec options

ATtachsec
option Result
LOCAL CICS does not require a user ID from the remote system and

ignores any sent. User security is set to the link security.

IDENTIFY CICSrequiresauser ID on every attach request. CICSinternal
security or an external security manager verifies the user I1D.

VERIFY CICSrequiresauser ID and password on every attach request.
Your security manager verifies both.

Setting up conversation-level security with LU 6.2

Setting up a successful security system for use with the Server Option in a
CICS LU 6.2 environment requires careful synchronization between SNA,
CICS, and TRS. These steps are explained in the following subsections:

1. Define security in the SNA logmode entry
2. Specify the mode
3. Specify alink security user ID

4. Coordinate the modename parameter and the SNA logmode entry

1. Define security in the SNA logmode entry

30

To allow an LU to support conversation-level security, you must set the
PSERVIC parameter on the SNA logmode entry. Assign each LU alogmode
corresponding to the desired level of security.

The 10th byte of PSERVIC determines security as follows:

¢ X 00 —LOCAL

* X12 —IDENTIFY

* X110 -VERIFY

See Table 4-1 for descriptions of LOCAL, IDENTIFY, and VERIFY.
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2. Specify the mode

In your network definition to SNA, specify the mode you defined in the
Logmode entry. You can apply the Logmode entry to a specific LU statement,
or apply it globally through the PU statement.

SYBPU1 PU CUADDR=041, DLOGMOD=M6P1024V, MAXBFRU=11, +
USSTAB=ISTINCDT, DELAY=0, SECNET=YES, ISTATUS=ACTIVE, +
XID=YES, PUTYPE=2, VPACING=0, PACING=0

SYBLUO1 LU 1 LOCADDR=0

3. Specify a link security user ID

Inthe CICS Connection Definition, set SEcurityname to specify avalid user ID,
which will be used to determine the session authorization. Also set the
ATtachsec parameter, as shown in this example:

OBJECT CHARACTERISTICS
CEDA View

Connection: SYB1
Group: SYBCONS
DEscription:

CONNECTION IDENTIFIERS
Netname: SYBLUO1
INDsYVS :

REMOTE ATTRIBUTES
REMOTESystem:
REMOTEName :

CONNECTION PROPERTIES
ACcessmethod: SNA SNA | IRc | INdirect | Xm
Protocol: Appc Appc | Luél
SInglesess: No No | Yes
DAtastream: User User | 3270 | SCs |STrfield |Lms
RECordformat : U U | Vb

OPERATIONAL PROPERTIES

+ AUtoconnect : All No | Yes | All
INService: Yes Yes | No

SECURITY
SEcurityname: SYBUSER
ATtachsec: Verify Local | Identify | Verify
Bindpassword: PASSWORD NOT SPECIFIED

4. Coordinate the modename parameter and the SNA logmode entry

In the CICS session definition under SESSION IDENTIFIERS, make sure the
MOdename parameter matchesthelogmodein the SNA Logmode Entry. Based
on this example (see steps 1 and 2), MOdename would be M6P1024V.
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At the DirectConnect for z/OS Option, the TRS administrator sets up TRS for
conversation-level security, along with other TRS security, based on site

requirements. For details, seethe chapter on security inthe Mainframe Connect
DirectConnect for z/OS Option User's Guide for Transaction Router Services.

TCP/IP security for CICS

The Server Option for CICS supports IBM TCF/IP.

Note For listener security options, see“ Sybase TCP/IP listener parameters’in
Appendix C, “Configuring TCP/IP connectivity”.

Authorizing surrogate users

The Sybase TCP/IP listener issues a CICS VERIFY PASSWORD command to
validate the user ID and password passed by the client. The listener thenissues
the START TRANSACTION command to start a surrogate transaction, which
uses the CICS INQUIRE command to validate the user 1D against the RPC
request and start the transaction.

The user 1D used by the Sybase listener must have sufficient authorization to
execute the VERIFY and START TRANSACTION commands. See the
appropriate IBM documentation on RACF security for more information.

Sybase listener security checking

32

The new Sybase listener performs security checking for users connecting both
through a three-tier, gateway-enabled, and a two-tier, gateway-less
environment. Thissection explainswhich user ID isassociated with the Sybase
listener and the processing for both of these scenarios.

This section contains the following subsections:
*  User ID associated with the listener
»  Three-tier, gateway-enabled processing

»  Two-tier, gateway-less processing

Mainframe Connect Server Option for CICS



CHAPTER 4 Security

User ID associated with the listener

Sybase recommends that you start the Sybase listener through the CICS
Program List Table (PLT). Add a DFHPLT entry for the SYBOPEN program,
which establishesthe TCP environment based on values defined in IXTCP. You
can add the DFHPLT entry after the DFHDELIM entry since the SYBOPEN
program runsin the third stage of initialization.

Usethe SIT PLTIUSR parameter to assign auser |D to your PLT programs. All
PLT programs run under the transaction ID CPLT. If XUSER=YES inthe SIT,
surrogate authorization is checked before the CPLT transaction ID is attached.
The CICS region userid must be authorized as a surrogate for the PLTIUSR
userid. If avalueis not specified for the PLTIUSR parameter, no surrogate
checking isdone, and PLT programs run under the authorization of the CICS
region userid.

You can usethe SYOP transaction to start the Sybaselistenersif you choose not
to usethe PLT or if you need to restart the listeners while CICSis running. In
using the SYOP transaction, listenersrun under the authorization of the user ID
signed on to the terminal. If no user is signed on to the terminal, the CICS
default user ID isused.

Three-tier, gateway-enabled processing

The Sybase listener uses the client user ID and password as input to the EXEC
CICS VERIFY PASSWORD command. Verification proceeds as follows:

e Iftheuser ID and password arevalid, the client transaction is started with
the USERID parameter.

e If surrogate checking isactive, the user ID under which the Sybase listener
was started ischecked to seeif it isauthorized to the USERID.DFHSTART
profile, where user ID (in this case) isthe user ID passed up from the
client.

e |If the password has expired, the Sybase listener checksto seeif the client
RPCisthe PEM RPC, SYB_PEM. If the RPCisSYB_PEM, thetransaction
is started, and the client may change the password.

« |f thereisany other type of error resulting from VERIFY PASSWORD, the
client receives an error notification, and amessage is sent to the CICSlog.

e |If security isnot on in thisregion (SEC=NO in the SIT), the client
transaction is started without the USERID parameter.
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Two-tier, gateway-less processing

34

The Sybase listener uses the client user ID and password asinput to the EXEC
CICS VERIFY PASSWORD command. Verification proceeds as follows:

If the user ID and password arevalid, the Sybase listener startsthe Sybase
Context Handler (SYCH) transaction with the USERID parameter.

If surrogate checkingisactive, the user ID under which the Sybase listener
was started ischecked to seeif it isauthorized to the USERID.DFHSTART
profile, where USERID (in this case) isthe user ID passed up from the
client. The SYCH transaction then starts the client transaction using the
START command with the USERID parameter.

If the password has expired, the Sybase listener setsaflag and startsSYCH
with the USERID parameter. If thisflag is set, SYCH checksto seeif the
client RPC isthe PEM RPC, SYB_PEM. If the RPC isSYB_PEM, the
corresponding transaction is started with the USERID parameter. This
allows the client to change the password.

If there is any other type of error on the VERIFY PASSWORD, the Sybase
listener sets aflag, and the context handler is started without the USERID
parameter. If a security error flag is set, the context handler notifies the
client of the error, and a message is sent to the CICS log. The client
transaction does not run.

If security isnot on in thisregion (SEC=NO in the SIT), then the SYCH
transaction is started without the USERID parameter. Then SYCH startsthe
client's transaction without the USERID parameter.
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Tracing

Tracing and Accounting

The Server Option provides functions for tracing and accounting. This
chapter describes how these functions work under CICS and includesthe
layout of thelogs.

This chapter contains the following topics:

Topic Page
Tracing 35
Accounting 43

Server Option provides tracing functions for tracing program activity,
either for all transactions (global tracing) or for individual transactions
(specifictracing). Server Option writes header and datainformation to the
error log under CICS as VSAM ESDSfile API traces, which trace calls
from the client application to Server Option using the CICS auxiliary
("aux") trace facility.

This section contains the following subsections:
e Server Option trace functions
e Tracelog

» Using thetracing facility

Server Option trace functions

Server Option trace functions allow you to do three types of tracing:
e APl tracing, which traces Server Option calls

e Tabular Data Stream™ (TDS) header tracing

e TDSdatatracing
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Trace log
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You can enable and disable any kind of transaction tracing globally or
specifically. Use these Server Option functions as follows:

TDSETLOG to turn tracing on or off and, in CICS, to change the name of
the trace log

TDINFLOG to determine whether tracing is enabled and, in CICS, to name
the trace log

TDSETSPT, TDLSTSPT, and TDINFSPT to enable, disable, and retrieve
information about specific tracing

TDWRTLOG to write your own record or add a system entry to the trace
log file

For compl ete descriptions and exampl es of these functions, seethe Mainframe
Connect Server Option Programmer’s Reference for the appropriate language.
PL/1 and COBOL versions of this guide are available.

Under CICS, the Server Option trace facility stores header and data trace
informationinaVSAM ESDSfile. Asinstalled, thisfileisnamed SYTDLOG1.

The Server Option appends TDS trace records to the log until it becomes full.
When the log is full, all subsequent attempts to write to that log are rejected.
To make room for new records, do one of the following:

Archive or delete trace records
Change the name of the trace/error log
Change the underlying VSAM file assigned to this name

The CICS auxiliary datasets record API activity in CICS. Depending on
how thetracefacility is set up, the dataset either fillsup and failsto record
further information, or it wraps, overlaying information. To retrieve the
auxiliary trace output, you can dump the file using a CICS utility, or a
third-party vendor package designed for this purpose. Refer to CICS
documentation for details about the auxiliary trace facility.
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Trace log layout

Table 5-1 shows the layout of the trace log used under CICS.

Note The structures of the trace log have the same layout in CICS asin IMS
TM, athough the log headers differ slightly.

Table 5-1: Trace log layout

Position Field name Field type Field description

1-2 log-length Unsigned Record length. Thetotal length of this

2-byteinteger record.

(Maximum sizeis 640.)

3 log-type Unsigned byte Typeof record. Thereare two typesof
records for the trace log: trace and
accounting.

The trace type can be an error record
(TDS-ERR-REC; thevalueis 1) or a
tracerecord (TDS-TRACE; thevaue
is2).

The accounting log type valueis 0.

4 log-direction Unsigned byte Communication state: Showswhether
the mainframeisin send or receive
mode.

5-68 log-key Unsigned byte Structure containing the following:

(max. length =30)  yser id: The server login ID of the
Unsigned byte client, from the login packet.

(length=8) trace_resid: Trace resource ID. In

CICS, thiskeepstrack of whoisdoing
Unsigned byte thetracing.

(length = 24) datetime: Date and time the SNA
conversation or TCP/IP session
started (TDACCEPT was issued).

Unsigned uniquekey: Reserved for future useto

2-byteinteger ensure record has unique key.

69-82 log-txp-name Unsigned byte Transaction name.

82-112 log-conn-id Unsigned byte Connection ID. Name by which the
connection isknown to TRS.

113 log-connp Unsigned byte Name of associated TDPROC
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Position Field name Field type Field description

114-117 log-error-rc 4-byte integer Valuereturned tothe RETURN-CODE
parameter of aServer Option function
(TDS-xxxx). See the Mainframe
Connect Client Option and Server
Option Messages and Codes for more
information about return codes.

118-121 log-err-type 4-byte integer Type of error detected.

122-123 log-err-reserved 2-byteinteger Reserved for future use.

124-125 log-data-length 2-byteinteger Length of the data to be logged.

126-637 log-data Unsigned byte Data, including the packet header and
the data. For TDWRTLOG, thisisthe
message being written to the log.

637-640 log_filler Unsigned byte Filler, to fill out record to 640 bytes.

(length=36)

Using the tracing facility

38

[1Using the trace facility
1 Call TDSETLOG and perform the following steps for global or specific

Using the trace facility

This section describes how to use the Server Option tracing facility. It contains
the following subsections:

Trace table for individual transactions

Specific tracing example

tracing.

For this type of

tracing Do this

Global 1 Setthetrace flag to the TRACE ALL RPCS option.
2 Settheflag for each desired kind of tracing to TRUE.
Note If you want to enable tracing for the entire program,
TDSETLOG must precede TDACCEPT.

Specific 1 Setthetraceflagtothe TRACE SPECIFIC RPCS option.

2 Settheflag for each desired type of tracing to TRUE.
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For this type of
tracing Do this

Bothglobal and 1 Perform the previous steps for global and specific
specific tracing.
2 If you are developing under CICS and want to enable
API tracing, give the auxiliary tracelog a CICS ID.

Note You canuse TDINFLOG at any timeto check the val ue of the settings.

2  For eachtransaction for which youwant trace activity, call TDSETSPT and

perform the following steps.
1 Identify thetransaction.
2  Setthetransaction trace flag to TRUE.

3 Set thetrace options flags for the type(s) of tracing desired.

Note You can enable tracing for up to eight transactions at atime.

Trace table for individual transactions

When you enable tracing for an individual transaction, TDSETSPT adds the
transaction to atrace table. The trace table can contain up to eight entries. For
examples of trace tables, see the next section, “ Specific tracing example”’ on

page 40.

When you disable tracing for atransaction, its position in the trace table
becomes available for another transaction. If all eight positionsarein use, you
can trace more transactions only if you turn tracing off for one of the
transactions in the list or set global tracing on.

You can query the trace table in two ways:

Call TDINFSPT to determineif tracing isenabled for aspecific transaction.
You specify the transaction ID, and TDINFSPT returns the trace flag
setting.

Call TDLSTSPT to get alist of al transactions for which tracing is
currently enabled. TDLSTSPT returnsthislist as an array.
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Specific tracing example

The following example shows how to enable or disable tracing for specific
transactions. It also shows how TDSETSPT calls affect the contents of the trace
table. TDS packet tracing isinitially turned on for eight specific transactions.
Tracing continues for the specified functions until a TDSETSPT call turns
tracing off for those functions, or until TDSETLOG disables tracing entirely.

This example does not show exact syntax or arguments; it merely indicates
which flags and transactions are set. See the sample program in the appropriate
Mainframe Connect Server Option Programmer’s Reference for an exampl e of
exact coding. PL/1 and COBOL versions of this guide are available.

S *
* First, initialize your environment and set on specific tracing. *
S *
CALL 'TDINIT'

CALL 'TDSETLOG’ ... (global flag: OFF,

API flag: ON,
header flag: OFF,
data flag: OFF)...

S *
* Enable packet tracing (option 01) for a specific transaction. *
K o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o *
CALL 'TDSETSPT’ ... (trace flag: ON,

trace option: 01,
tran ID: MYT1) ...

* Use the same parameter values except the transaction ID
* in the next seven TDSETSPT calls.

K o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m = *
CALL 'TDSETSPT’ ... (tran ID: MYT2)

CALL 'TDSETSPT’ ... (tran ID: MYT3)

CALL 'TDSETSPT’ ... (tran ID: MYT4)...

CALL 'TDSETSPT’ ... (tran ID: MYT5)...

CALL 'TDSETSPT’ ... (tran ID: MYT6)

CALL 'TDSETSPT’ ... (tran ID: MYT7)

CALL 'TDSETSPT’ ... (tran ID: MYTS8)
S *
* With tracing on, begin to accept and process client requests. *
K o o e e e e e e e e e e e e e e e e e e e m == *

CALL 'TDACCEPT’
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At this point, the trace table looks like this:
Table 5-2: Sample trace table (1)

Transaction ID Tracing flag
MYT1 TRUE
MYT2 TRUE
MYT3 TRUE
MYT4 TRUE
MYT5 TRUE
MYT6 TRUE
MYT7 TRUE
MYT8 TRUE

Later, you decide to turn on tracing for one more transaction, MYT9:

e *
* Try to turn on packet tracing for MYT9. *
e *
CALL ’'TDSETSPT’ ... (trace flag: ON,

trace option: 01,
tran ID: MYT9) ...

*
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
*

The operation fails, and you get a return code of SOS,
indicating that the trace table is full.

The contents of the trace table do not change.

To make room in the table for MYT9, you decide to
turn tracing off for MYTO.

L R T
L T

*
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
*

CALL ’'TDSETSPT'... (trace flag: OFF,
trace option: 01,
tran ID: MYTO)...

*
I
1
I
1
I
1
I
1
I
I
1
I
1
I
1
I
1
I
1
I
1
I
1
I
1
I
I
1
I
1
I
1
I
1
I
1
I
1
I
1
I
1
1
I
1
I
1
I
1
I
1
I
1
I
1
I
1
I
1
1
I
1
I
1
I
1
I
*

The operation fails, and you get a return code

of ENTRY NOT FOUND, indicating that there is no such
transaction listed in the trace table.

The contents of the trace table do not change.

* Ok X *
* Ok X *

*
*

Since you apparently don‘t have an up-to-date list of the
contents of the trace table, you use TDLSTSPT to survey
all entries.

TDLSTSPT returns an array containing eight elements, each
containing the transaction ID of an entry in the trace table

L T R
L T R
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* for which tracing is TRUE. *
S *
CALL 'TDLSTSPT’
K o e e e e e e e e e e e e e e e e e e e e e *
* You decide to turn tracing off for MYT3. *
S *
CALL ’'TDSETSPT’ ... (trace flag: OFF,
trace option: 08,
tran ID: MYT3) ...
K o e e e e e e e e e e e e e e e e e e e e *
* The operation succeeds; the return code is OK. *
S *
The trace table now looks like this:
Table 5-3: Sample trace table (2)
Transaction ID Tracing flag
MYT1 TRUE
MYT2 TRUE
MYT3 FALSE
MYT4 TRUE
MYT5 TRUE
MYT6 TRUE
MYT7 TRUE
MYT8 TRUE
Note Thethird position in the trace table is now considered empty.
When you try again to turn tracing on for MYT9, TDSETSPT movesit into the
open position in the trace table.

K o e e e e e e e e e e e e e e e e *
* Try to enable tracing for MYT9. *
S *
CALL ’'TDSETSPT’ ... (trace flag: ON,

trace option: 01,
tran ID: MYT9)
The trace table now looks like this:
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Table 5-4: Sample trace table (3)

Transaction ID Tracing flag
MYT1 TRUE
MYT2 TRUE
MYT9 TRUE
MYT4 TRUE
MYT5 TRUE
MYT6 TRUE
MYT7 TRUE
MYT8 TRUE

Still later, you decide to turn on tracing for MYT2:

S *
* Try to enable tracing for MYT2. *
e *
CALL ’'TDSETSPT’ ... (trace flag: OFF,

trace option: 01,
tran ID: MYT2)...

* The operation fails. You get a TDS DUPLICATE ENTRY return code, as*
* tracing is already enabled for the transaction-no action needed. *

Accounting

The Server Option alows you to record accounting information at the
mainframe and at TRS. Mainframe-based accounting is independent of TRS-
based accounting. For example, when the TRS accounting facility records
packet is received, it is recording the number of packets sent from the
mainframe to TRS. However, when the mainframe accounting facility records
packet isreceived, it is recording the number of packets sent from TRSto the
mainframe.
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Accounting can be enabled at TRS, at the mainframe, or both. For information
on TRS accounting, see the Mainframe Connect DirectConnect for zZ/0OS
Option User's Guide for Transaction Router Services. This section describes
accounting at the mainframe.

Note The mainframe accounting facility uses elapsed time.

The following subsections explain the Server Option functions and the
accounting log:

e Server Option accounting functions

e Accounting log

Server Option accounting functions

Accounting log

44

To enable mainframe server accounting information, call TDSETACT in your
Server Option program. TDSETACT begins recording when your program
issues a TDACCEPT and continues until the program issues TDFREE. Use
TDINFACT to learn whether accounting recording is enabled and the name of
the accounting log file.

See the appropriate Mainframe Connect Server Option Programmer’s
Referencefor complete descriptions and exampl es of these functions. PL/1 and
COBOL versions of this guide are available.

Under CICS, the Server Option accounting functions store information in a
VSAM ESDS accounting log file. Asinstalled, thisfile is named SYTACCT1.
The Server Option appends accounting recordsto that file until it becomesfull;
all subsequent attempts to write accounting records to that file are rejected. To
make room in the file, do one of the following:

e Archive or delete accounting records
e Change the name of the accounting log

e Changethe underlying VSAM file assigned to this name
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Accounting log layout

Table 5-5 shows the layout of the accounting log used under CICS.

Note The structures of the accounting log have the same layout in CICS asin
IMS TM, although the log headers differ dlightly.

Table 5-5: Accounting log layout

Position Field name Field type Field description
1-2 acct-length Unsigned Record length. Thetotal length of this
2-byte integer accounting record. (Maximum size of
aCICSrecord is 256.)
3 acct-type Unsigned byte Type of record. For the accounting
log, thistypeis aways TDS-ACCT-
REC.
4 acct-direction Unsigned byte Reserved for future use.
5-68 Structure containing the following:
acct-key Unsigned byte user_id: Client'sserver loginID, from
(max. length = the login packet.
30)
Unsigned byte trace_resid: Trace resource ID. In
(length = 24) CICS, thiskeepstrack of whoisdoing
thetracing.
Unsigned byte datetime: Date and time the SNA
(length=8) conversation or TCP/IP session
started. (TDACCEPT was issued.)
Unsigned uniquekey: Reserved for future useto
2-byte integer ensure record has unique key.
69-82 acct-txp-name Unsigned byte Transaction name.
83-112 acct-server-id Unsigned byte TRS name. Name of the TRS sending
the current request.
113-142 acct-conn-id Unsigned byte Connection ID. Name by which the
connection isknown to TRS.
143-144 Filler Unsigned byte Filler to allow next entriesto be
fullwords.
145-148 acct-tot-secs-wall 4-byte integer Elapsed wall clock time, in seconds,
during the SNA conversation or
TCP/IP session.
149-152 acct-tot-fracsecs- Unsigned Elapsed wall clock time, in
wall 4-byte integer milliseconds during the SNA
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Position Field name Field type Field description

153-156 acct-tot-secs-cpu 4-byte integer CPU time used, in seconds during the
SNA conversation or TCP/IP session.

157-160 acct-tot-fracsecs- Unsigned CPU time used, in milliseconds,

cpu 4-byte integer during the SNA conversation or
TCP/IP session.

161-164 acct-tot-sent-bytes  4-byte integer Total number of TDS bytes sent
during an SNA conversation or
TCP/IP session.

165-168 acct-tot-sent- 4-byte integer Total number of TDS packets sent

packets during an SNA conversation or
TCP/IP session.

169-172 acct-tot-sent-msgs ~ 4-byteinteger Total number of TDS messages sent
during an SNA conversation or
TCP/IP session.

173-176 acct-tot-sent-rows  4-byteinteger Total number of TDS rows sent
during an SNA conversation or
TCP/IP session.

177-180 acct-tot-sent- 4-byte integer Total number of RPCs or SQL

requests reguests sent during an SNA
conversation or TCP/IP session. For
the Server Option, thisis adways 0.

181-184 acct-tot-rcvd-bytes  4-byte integer Total number of TDS bytes received
during an SNA conversation or
TCP/IP session.

185-188 acct-tot-rcvd- 4-byte integer Total number of TDS packets

packets received during an SNA conversation
or TCP/IP session.

189-192 acct-tot-rcvd-msgs ~ 4-byteinteger Total number of TDS messages
received during an SNA conversation
or TCP/IP session.

193-196 acct-tot-rcvd-rows  4-byteinteger Total number of TDS rows received
during an SNA conversation or
TCP/IP session. For the Server
Option, thisis aways 0.

197-200 acct-tot-rcvd- 4-byte integer Total number of RPCs or SQL

requests reguests received during an SNA
conversation or TCP/IP session.

201-204 acct-tot-rcvd- 4-byte integer Total number of Cancels or

cancels Attentions received during an SNA
conversation or TCP/IP session.

205-208 acct-reservedl 4-byte integer Reserved for future use.

209-212 acct-reserved2 4-byte integer Reserved for future use.
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Position Field name Field type Field description
213-216 acct-reserveds3 4-byte integer Reserved for future use.
217-220 acct-reserved4 4-byte integer Reserved for future use.

221-236 acct_fill

Unsigned byte Filler, to fill out record to 256 bytes.
(length=36)
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appenDIx A  Customization Options

This appendix includes the following topics:

Overview

Topic Page
Overview 49
Customizing global options (SYGWMCST) 50
Using the IBM z/OS conversion environment and services 53
Customizing mainframe character set conversion options 53
(SYGWMCXL)

Customizing dynamic network drivers (SY GWDRIV) 59
Customizing the TCP/IP driver (SY GWHOST) 61
Defining license keys (SYGWLKEY) 63
Building aglobal customization module (SY GWXCPH) 63

You can customize Sybase mainframe access components to meet the
reguirements at your site. The customization load module SYGWXCPH is
atable created by assembling and linking four macros:

SYGWMCST isaglobal customization macro.

SYGWMCXL is acharacter set conversion macro.

SYGWDRIV specifies which dynamic network driver(s) are used at

the site.

SYGWHOST provides mapping between Sybase Server names and

TCP/IP addresses or host names.

SYGWLKEY isalicense key macro.

The SY GWXCPH table is shared by the Client Option and the Server
Option.
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Customizing global options (SYGWMCST)

SYGWMCST, one of the macrosin table SY GWXCPH, provides options for
customizing the Client Option and the Server Option. Some Server Option
parameters are used only for customizing the DB2 UDB Option for CICS. You
can customize SYGWMCST using the provided JCL member.

Parameter

Thefollowing table describesSYGWMCST parameters. These apply to both the
Client Option and Server Option, except where noted.

Table A-1: Complete list of SYGWMCST parameters

Default

Format

Purpose

ACCESSCODE
(Server Option only)

blank

Upto 32
characters

Defines an access code, which is then compared to the
access code supplied by Server Option programs using
TDGETUSR.

If the access codes do not match, the client password isnot
returned to the caller of Server Option programs using
TDGETUSR.

See the appropriate Mainframe Connect Server Option
Programmer’s Reference for details on TDGETUSR.

ACCESSCODESW
(Server Option only)

YorN

Turns on/off access code comparison (see ACCESSCODE
value).

When ACCESSCODESW=N (default), the logged-in
password isaways returned to the caller of Server Option
programs using TDGETUSR.

When ACCESSCODESW=Y, the logged-in password is
returned only if the access code passed to TDGETUSR
matches the access code specified in SYGWMCST
ACCESSCODE.

CHARSETSRV

iso_1

Upto 32
characters

Specifiesthedefault character set that the Client Option or
Server Option usesinternally. The valid values areiso_1
and utfs.

Note Thevalueutfgisvalidonly if USEIBMUNICODE is
settoy.

DEBUGSW

YorN

Specifies whether or not debugging messages, used in
troubl eshooting, should be displayed in the system log.
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Parameter Default Format Purpose
DECPOINT "’ (decimal Either a Decimal point indicator. For use only withthe DB2 UDB
(Server Option only) point) decimal Option for CICS.
point or
comma
delimited
by single
guotation
marks
DEFLTPROTOCOL TCP TCP Specifies the default network driver protocol.
DQUOTETRAN Y YorN Used only withthe DB2 UDB Optionfor CICS. Makethis
(Server Option only) setting consistent with your DB2 configuration.
When DQUOTETRAN=Y (default), double quotes are
trandated to single quotes in incoming SQL text.
If you are using an ODBC driver, set DQUOTETRAN=N.
Note If you are using double-byte or multibyte characters
for DB2 metadata, set DQUOTETRAN=N.
IMSLOGTYPE Al A value Specifiesalog type. IMSTM reservesvalueslessthan AQ.
(IMSTM only) greater
than or
equal to
AO0.
LONGVARTRUNC N Y orN Indicates whether to truncate LongVarChar and

VarBinary.

For CICSonly: Coordinate this setting with the
DirectConnect for zZ/OS Option TRS. If either this
parameter or the TRS TruncatelV configuration property
is set for truncation, truncation occurs. If you do not want
truncation, set this parameter to N and make surethe TRS
Truncatel V configuration property is set to No. See the
Mainframe Connect DirectConnect for z/OS Option
User's Guide for Transaction Router Services.
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Parameter Default Format Purpose
MVSDDNAME blank From1to The DD name of the MV'S Open Client/Open Server log
(IMSTM and MVS 8 file. If this parameter is left blank (the default), MVS

only)

characters  transactions are not logged. If you enter a DD name of 1-
8 characters, MV S transactions are logged. The name
specified here must match a DD name specified in each
MV S transaction profile job.

MVSDDNAME must match a DD name specified in the

JCL for one of the following:

e anMVSjob

¢ an MVS started task

¢ theMVStransactionprofile(if runinan APPC initiator
as atransaction)

NATLANGUAGESRV  us_english Upto 32 Designates the default national language used by the
characters  Client Option or Server Option. Also seethe
CHARSETSRV property.
ROWLIMIT 0 (zero) Used only by the DB2 UDB Option for CICS. When
(Server Option only) ROWLIMIT=0, thereisno limit to the number of rowsthat
can be sent.

ROWLIMIT=n, where n=a number of rows, indicatesthe
global limit of rows that can be sent.

USEIBMUNICODE
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N Y or N Specifies whether or not Unicode support for a particular
Z/OSinstallation is enabled through the IBM conversion
environment and services.

« If USEIBMUNICODE=Y, IBM support is used for
character set conversions.

« If USEIBMUNICODE=N, conversion is accomplished
through the product-supplied translation tables.

See “Using the IBM z/OS conversion environment and

services.”

Note The following parameters are no longer used:
« DBCS

* NOUDTTRAN

*  PARSEXITNAME

*  PARSEXITSW
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Using the IBM z/OS conversion environment and

services

Unicode support in the Client Option and Server Option is based on Unicode
support provided by IBM z/OS, including the conversion environment and
conversion services. With the conversion environment and services installed
and set up, the Client Option and Server Option can convert character streams
from one Coded Character Set Identifier (CCSID) to another. This
functionality is provided in addition to the support for language and character
sets offered in previous versions.

To install IBM Unicode support, use the following procedure.

[dinstalling IBM Unicode support

1 Createan IMAGE member in SYSL.PARMLIB using the CUNMIUTL utility.

2  Copy the CUNIMGO1 member from WORK.IMAGE to SYS1.PARMLIB.
The CUNIMGO1 member isloaded into z/OS using the following
command:

SET UNI=01

The following command displays the current active image and the
character set conversions defined for that image:

DISPLAY UNI, ALL

To enable Unicode support for the Client Option and Server Option, set the
USEIBMUNICODE configuration parameter to Y. The USEIBMUNICODE
parameter is specified in the SYGWMCST macro in the SY GWXCPH
customization module. For moreinformation on installing Unicode support for
IBM z/OS, see "Support for Unicode Using Conversion Services' (SA22-
7649-01).

Customizing mainframe character set conversion
options (SYGWMCXL)

SYGWMCXL isthe character set conversion macro in the table SY GWXCPH.
The following considerations apply in using the SYGWMCXL macro:
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e When Unicode support is disabled (USEIBMUNICODE=N) and the
original translation method is used, SYGWMCXL can be used to override
supplied SBCStranglation tables or to define new SBCStrand ation tables.

e When Unicode support is enabled (USEIBMUNICODE=Y), SYGWMCXL
is used to create definition entries for the character sets to be used in the
Client Option or Server Option conversions at a particular installation.
These entries are created in addition to system-generated entries.

Note All EBCDIC-to-ASCII and ASCII-to-EBCDIC translation for Client
Option or the Server Option occurs on the mainframe.

Overriding the supplied SBCS translation tables

For SBCS, shipped character sets are called predefined, and the character sets
you define are called user-definable.

Predefined character sets
Predefined SBCSs shipped with the product include:

54

SBCS Definition

ascii_8 Default used for loginsand for IBM cpl027 (code page
1027) support

cp437 (code page Used by IBM PCs

437)

¢p850 (code page IBM/Microsoft Multilingual Character Set, used by

850) IBM PCs

iso_1 (ascii 0819) International 1SO standard, 8-bit character set for many

systems, and the default for Adaptive Server Enterprise
on severa platforms

mac (Macintosh
Roman)

Default used by Macintosh systems

roman8

Default Hewlett-Packard proprietary character set

Note Unpredictable failures can occur if the character set names are changed
from lowercase to uppercase.
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User-defined character sets

You can change al attributes for user character sets. The SBCS settings of the
parameters for SYGWMCXL are:

Table A-2: SYGWMCXL parameters for SBCS

Parameter Value
A2E Optional ASCII-to-EBCDIC trand ate overrides
E2A Optional EBCDIC-to-ASCI|I trandlate overrides
CHARSET Name of the SBCS
CHARSETBYTES  Sfor SBCS
TYPE Valid types:

* INITIAL

* ENTRY (default)

* FINAL

If thereis no override entry for a predefined character set, adefault entry is
generated with the appropriate trand ation tables and other attributes for that
character set. A total of 99 character sets, including custom-generated
character set entries, is supported.

The minimum trans ate customi zation entries are:

SYGWMCXL TYPE=INITIAL
SYGWMCXL TYPE=FINAL

These entries generate all of the predefined SBCSs.

Defining new SBCS translation tables

For SBCSs, you can modify the trandl ation tabl es shipped with the product and
create new trand ation tables with names you define.

Warning! Do not use the shipped table names for the tables you create.

If you create new tables, it isimportant to coordinate with the person
responsible for the Sybase client. The client uses the names of the tables you
create to issue logins to the DirectConnect for zZ/OS Option TRS.
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When you finish customizing the SBCS translation tables, rebuild the

SY GWXCPH module, and load the new module for your revisions to take
effect. Instructions are provided in “Building a global customization module
(SYGWXCPH)” on page 63.

Overriding defaults and creating new tables on the mainframe

56

The SYGWMCXL macro generates trand ation tablesto convert between ASCI|
and EBCDIC character sets. Default trandation tables are generated for the
following ASCII character sets:

* ascii_8
e Cp437
 p850

e isn 1l

e mac

* roman8

Note Unpredictable failures can occur if the character set names are
changed from lowercase to uppercase.

These default tables also provide the "base" for any character set changes or
new tables you want to define. For details on the base transl ate tabl es, see
Appendix B, “Trandation Tables.”

You can change all attributes for user character sets. An entry is added to the
translate table, specifying the appropriate character set attributes. Two
examples follow for overriding defaults.

The first example, Figure A-1, shows how to use A2E and E2A macro
parametersto override the ASCII-to-EBCDIC defaults. You can use uppercase
or lowercase to define the parameters.

When you override the ASCII-to-EBCDIC defaults, the appropriate base table
is picked up as atemplate for the character overrides or user-defined character
sets, thus generating a default table. In the following example, the client is
using us_english, which is not predefined.

The second exampl e shows how to modify the default character set, iso_1, for
Hebrew, creating a new table:
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Figure A-1: Using A2E and E2A example

Start overrides Put continuation
in column 16. mark in column 72.

SYGWMCXL TYPE=INITIAL

SYGWMC TYPE=ENTRY
CHARSET=iso 1,
CHARSETBYTES=S,
A2E=(0C-40,0A-40),
E2A=(7F-20)

SYGWMCXL TYPE=FINAL

>(->(->(->(-<

This example converts both of the following:

e ASCII form feeds (x’0C’) and line feeds (x’ 0A") to EBCDIC spaces
(x40
+ EBCDICDELs (X' 7F") to ASCII space (x'20')

Creating a new table The following example shows how to modify the default character set, iso_1,
for Hebrew, creating anew table:

* These SYGWMCXL macro calls modify the iso_1 character set
* to Hebrew.
*
SYGWMCXL TYPE=INITIAL
SYGWMCXL TYPE=ENTRY,
CHARSET= (unique_name),
CHARSETBYTES=S,
A2E=(E0-41,E1-42,E2-43,E3-44,E4-45,E5-46,E6-47,E7-48,E8-*
49,E9-51,EA-52,EB-53,EC-54,ED-55,EE-56,EF-57,F0-58,F1-59%*
,F2-62,F3-63,F4-64,F5-65,F6-66,F7-67,F8-68,F9-69,FA-71) ,*
E2A=(41-E0,42-E1,43-E2,44-E3,45-E4,46-E5,47-E6,48-E7,49-*
E8,51-E9,52-EA,53-EB,54-EC,55-ED,56-EE,47-EF,58-F0,59-F1%*
,62-F2,63-F3,64-F4,65-F5,66-F6,67-F7,68-F8,69-F9,71-FA)
SYGWMCXL TYPE=FINAL

*

* Assembler END is required.
*

END

For the CHARSET parameter, specify a unique name. This generates a new
user-defined table. Provide the name to the appropriate person at the Sybase
client site. The client login packet uses this name.
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Defining new character set entries

In using the IBM Unicode conversion environment and services, the
SYGWMCXL macro is used to create definition entries for all the character sets
that will be used at a particular site and that are not aready defined as system
character sets. Table A-3 describes the parameters used in the SYGWMCXL
macro to create a definition entry:

Table A-3: SYGWMCXL macro parameters

Parameter Value

CHARSET The name of the SBCS or DBCS character set.

CHARSET BYTES An S to denote SBCS, or aD to denote DBCS.

CCsD The CCSID for the character set.

CHARSETYPE Thetype of character set. A denotes ASCII, and E denotes
EBCDIC.

CHARSZE The maximum length of a character, from 1 to 4 bytes.

PAD The padding character. The value of this parameter
depends on the character set type. For ASCII, the padding
character is 20. For EBCDIC, the padding character is 40.

The following examples illustrate definitions for Russian and Japanese
EBCDIC character sets, which are code pages 1025 and 939, respectively.

Example: code page 1025

SYGWMCXL TYPE=ENTRY,
CHARSET=Russian, CHARSETBYTES=S,
CCSID=1025, CHARTYPE=E, CHARSIZE=1, PAD=40

Example: code page 939

58

SYGWMCXL TYPE=ENTRY,
CHARSET=cp939, CHARSETBYTES=D,
CCSID=939,CHARTYPE=E, CHARSIZE=2, PAD=40

In addition to the default ASCII SBCS trand ation tables, the following names
are used to generate system entries for ASCII DBCS character sets:

§jis — Japanese code page cp943 or cp932
eucjis — Japanese code page cp33722
cp950 — traditional Chinese Big5 or CP950
cp936 — simplified Chinese GBK or cp936
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If you use any of these names, you do not need to create a new definition.

Customizing dynamic network drivers (SYGWDRIV)

SYGWDRIV, amacro in the SY GWXCPH table, defines the dynamic network
driversfor the Client Option or Server Option.

Note If you are using a TCP/IP driver, you must also configure the
SYGWHOST macro.

CICS network drivers

The following default drivers are shipped with the Client Option or Server
Option, depending on the environment:

Table A-4: CICS network drivers

Load

module
Driver name Comments
LU6.2 LUB2CICS UsesCICSLU 6.2 API
IBM TCP/IP  TCPCICS Uses IBM EZACICAL API
CPIC CPICCICS Uses CICS CPIC Support

The CICS JCL member IXHOST contains the following macro definitions,
which set up support for al four network drivers:

SYGWDRIV TYPE=INITIAL

SYGWDRIV TYPE=ENTRY, ENV=CICS,NETD=LU62
SYGWDRIV TYPE=ENTRY, ENV=CICS,NETD=CPIC
SYGWDRIV TYPE=ENTRY, ENV=CICS,NETD=TCP

SYGWDRIV TYPE=FINAL
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CPI-C CICS network driver

If you use the CPI-C CICSdriver, you must use CEDA to definean entry inthe
CICS PARTNER Table. Due to an IBM requirement, each Partner entry must
be exactly 8 charactersin length and use A-Z, 0-9. If your actual server name
isnot 8 characters, put an aliasfor it in your interfacesfile.

For example:
Figure A-2: CEDA panel
OBJECT CHARACTERISTICS CICS RELEASE = 0410
CEDA View PARTner ( MYSERVER )
PARTner : MYSERVER
Group : GROUP42
Description : SIDE INFO ENTRY TO GET TO mymcg
REMOTE LU NAME
NETName : U6T42P0OM
NETWork
SESSION PROPERTIES
Profile : SYOCPROF
REMOTE TP NAME
Tpname :
Xtpname : 9478948387
SYSID=CICS APPLID=CICS41
PF1 HELP 2 COM 3 END 6 CRSR 7 SBH 8 SFH 9 MSG 10 SB 11 SF 12 CNCL

Enter the PARTner and Remote TP name field values as follows:

*  PARTner—This must be exactly 8 characters long. An alias for the 8-
character name should be added to the interfaces file if necessary.

»  Remote TP name—If the name of your server isin uppercase, enter it in
the Tpname field. If the name of your server isin lowercase, enter the
EBCDIC hexadecimal name in the Xtpname field.

Note If you enter alowercase namein the Tpname field, CEDA changesit to
uppercase and an erroneous entry is passed.
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Customizing the TCP/IP driver (SYGWHOST)

The SYGWHOST macro is part of the SY GWXCPH global customization
module. Thismacro isused only for the Client Option in connections from the
mainframe to other applications. It isrequired only if you are using a TCP/IP
driver, in which case you must configure SYGWHOST to define the mapping
between Sybase server names and TCP/IP addresses or hosthames. Do not
depend on the default shipped with the installation to work in your
environment.

For the Server Option, only the TYPE=INITIAL and TYPE=FINAL macros are
required. The TYPE=ENTRY macros are required only for the Client Option.

This section documents the following topics:

Macro parameters

Macro parameters

Macro formats

There are six parameters in this macro:

Parameter

Definition

HOSTNAME

The name of the host on which the Sybase server resides. The maximum length
of the host name is 24 characters. If avaueis provided for the IPADDR
parameter, the HOSTNAME parameter isignored, and no DNS search is
performed.

IBMTCPADDRSPACE

Designates the name of the IBM TCP/IP address space. This parameter can be
specified as either of the following:

¢ A hard coded value of up to 8 characters.

¢ A system symbolic hame. System symbolic names are defined in the
IEASY Mxx PARMLIB member and arelimited to 7 characters preceded by
"&&". For example, the symbolic name" SY BTCP" would be designated as
follows:

IBMTCPADDRSPACE=&&SYBTCP

Symbolic names allow the use of acommon SY GWXCPH configuration
module across multiple LPARS, even if each LPAR has a different TCP
address space name. The default address space name is TCPIP.

IPADDR

Installation and Administration Guide

The IP address of the host on which the Sybase server resides. If avalueis
provided for this parameter, the HOSTNAME parameter isignored.
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Parameter Definition
LISTENER One of the fallowing:

¢ LANIf thelisten port isfor a LAN-based server (default)

« CICSif thelisten port isfor an CICS Server Option listener

¢ |IMSif thelisten port isfor an IMS TM Server Option listener
LSTNPORT The listen port of the server specified by SERVERNAME.
SERVERNAME The 1-30 byte name of a Sybase server.

Macro formats

TYPE=INITIAL

TYPE=ENTRY

TYPE=FINAL

62

There are three macro formats: TYPE=INITIAL, TYPE=ENTRY, and
TYPE=FINAL.

The format of TYPE=INITIAL is:

SYGWHOST TYPE=INITIAL

The format of TYPE=ENTRY is:

SYGWHOST TYPE=ENTRY
IBMTCPADRSPCNAME=&&TCP,
LISTENER= (LAN,CICS, IMS)
LSTNPORT=99999,
SERVERNAME=sybaselO,
HOSTNAME=myhost

The format of TYPE=FINAL is:
SYGWHOST TYPE=FINAL
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Defining license keys (SYGWLKEY)

The SYGWLKEY macro is part of the SY GWXCPH global customization
module. Itisused to define the customer license key that is verified at run time.

There are two parametersin this macro:

Parameter Definition

PRODUCT The product related to the license key, either the Client Option or the Server
Option.

KEY Definesthe license key given for a product. The license key is a 22-character

numeric value.

The following is an example of SYGWLKEY.

SYGWLKEY TYPE=INITIAL

SYGWLKEY TYPE=ENTRY, PRODUCT=0CC,KEY=19320-00000-20$*#-#195B
SYGWLKEY TYPE=ENTRY, PRODUCT=0SC,KEY=19300-00000-00E2G-4K##6

SYGWLKEY TYPE=FINAL

Note For the Client Option and Server Option for CICS, the license keys are
kept inaVSAM file. Run the generated job IXLIC to install these.

Building a global customization module (SYGWXCPH)

Theinstall processin Chapter 3, “Installation and Configuration” creates the
the IXTCP job (where x is an integer that denotes the order in which thejobis
to be run in the overall sequence of jobs). The IXTCP job can be run to create
abasic version of the SY GWXCPH global customization module, which
contains the following macros:

SYGWMCST
SYGWMCXL
SYGWDRIV
SYGWHOST
SYGWLKEY

The SYGWLKEY macroisfor IMS or MV S and arelocated object module,
TDSGLOB.
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This appendix includes the following topics:

Topic Page
Understanding the ASCII-EBCDIC and EBCDIC-ASCI| trandlation | 65
tables

Default ASCII_8 trandlation tables 67
Default 1ISO_1 translation tables 70
Default cp437 (code page 437) trandlation tables 73
Default cp850 (code page 850) translation tables 76

Understanding the ASCII-EBCDIC and EBCDIC-ASCII

translation tables

This appendix shows the default settings for the ASCII-EBCDIC and

EBCDIC-ASCII translation tables before any user overrides.

Note The trandation tables shown here are used in date conversion only

if Unicode support is disabled and USEIBMUNICODE=N.

The four pairs of default, or "base," tables are:

« ASCIl_8
¢ 1801
e Ccp437
e p850
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Each pair includes atable for ASCII-to-EBCDIC translation, and one for
EBCDIC-to-ASCI|I translation.

Note Assupplied, all ASCII character setstranslateto and from EBCDIC code
page 500 (iso_1) on the mainframe by defaullt.

For the ASCII-to-EBCDIC tables, find the leftmost hexadecimal ASCII digit
to the left of the table as adigit followed by an underscore. Find the rightmost
hexadecimal ASCII digit on top of the table as a digit preceded by an
underscore.

Here is an example from the default table in the section “ASCII_8, ASCII-to-
EBCDIC trandation table” on page 68.

Figure B-1: Example from the ASCII_8, ASCII-to-EBCDIC translation

table
0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 02 03 37 2D 2E 2F 16 05 25 0B 0C 0C OE OF
1 10 11 12 13 3C 3D 32 26 18 19 3F 27 1Cc 1D 1E 1F
2 40 5A 7F 7B 5B 6C 50 7D 4D 5D 5C 4E 6B 60 4B 61

66

ASCII x’'26’ is translated to
EBCDIC x'50'.

To locate ASCII x'26', find row 2_to the left of the table, and proceed along
that row to the column headed by 6. At the intersection is x'50". Therefore,
ASCII x'26' istranslated to EBCDIC x'50'.

For the EBCDIC-to-ASCI| tables, find the leftmost hexadecimal EBCDIC
digit to the left of the table as a digit followed by an underscore. Find the
rightmost hexadecimal EBCDIC digit on top of thetable asadigit preceded by
an underscore.

Here is an example from the default table in the section “ASCII_8, ASCII-to-
EBCDIC trandlation table” on page 68.
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Figure B-2: Example from the ASCII_8, EBCDIC-to-ASCII translation
table
0 1 2 3 4 5 6 7 8 9 A B C D E F
0 00 01 02 03 20 09 20 7F 20 20 20 OB O0OC 0D OE OF
1 10 11 12 13 20 20 08 20 18 19 20 20 1C 1D 1lE 1F
2 20 20 1C 20 20 OA 17 1B 20 20 20 20 20 05 06 07
EBCDIC x’26l is translated to
ASCII x'17".

To locate EBCDIC x'26', find row 2_on the left side of the table; then proceed
along that row to the column headed by 6. At theintersection isx'17'.
Therefore, EBCDIC x'26' is translated to ASCII x'17".

Warning! If you create a new table from a default table, give the new table a
unique name and coordinate with the appropriate person at the Sybase client
site. The client can use the name to issue loginsto TRS.

Default ASCII_8 translation tables

This section contains the following tables:
e ASCIl_8, ASCII-to-EBCDIC trandlation table
e ASCIl_8, EBCDIC-to-ASClI translation table

The ASCII-to-EBCDIC transl ation tablesin this section are the base tables for
the following predefined system SBCSs:

ascii_8
roman8
mac

ibmascii

Use these tables as the base ASCI|-to-EBCDIC trand ation table for user-
definable character sets.
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ASCIl_8, ASCII-to-EBCDIC translation table
Figure B-3: ASCIl_8, ASCII-to-EBCDIC translation table

0 1 2 3 4 5 6 7 8 9 A B C D
0O 00 01 02 03 37 2D 2E 2F 16 05 25 OB 0C OD
110 11 12 13 3C 3D 32 26 18 19 3F 27 1C 1D
2 40 S5A 7F 7B 5B 6C 50 7D 4D 5D 5C 4E 6B 60
3 FO F1 F2 F3 F4 F5 F6 F7 F8 F9 7A G5E 4C 7E
4 7C C1 C2 C3 C4 C5 C6 C7 C8 C9 D1 D2 D3 D4
5 D7 D8 D9 E2 E3 E4 E5 E6 E7 E8 E9 AD EO0 BD
6 79 8l 82 83 84 85 86 87 88 89 91 92 93 94
7 97 98 99 A2 A3 A4 A5 A6 A7 A8 A9 8B 6A 9B
8 80 8l 82 83 84 85 86 87 88 89 8A 8B 8C 8D
9 90 91 92 93 94 95 96 97 98 99 O9A 4A 9C 9D
A A0 Al A2 A3 A4 A5 A6 A7 A8 A9 5F AB AC AD
B BO Bl B2 4F B4 B5 B6 B7 B8 B9 BA BB BC BD
C AB Cl C2 C3 BF 8F C6 C7 C8 C9 CA CB CC CD
D DO DI D2 D3 D4 D5 D6 D7 D8 BB AC DB DC DD
E E0O El E2 E3 E4 E5 E6 E7 E8 E9 EA EB EC ED
FFO 9E AE 8C F4 F5 F6 F7 Al AF FA FB FC FD

OE

1E

4B

6E

D5

5F

95

Al

8E

9E

AE

BE

CE

DE

EE

9F

OF

1F

61

6F

D6

6D

96

07

8F

9F

AF

BC

CF

DF

EF

FF

ASCII_8, EBCDIC-to-ASCII translation table
Figure B-4: ASCIl_8, EBCDIC-to-ASCII translation table
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0
0_ 00
1 10
2 20
3. 20
4 20
5 26
6 2D
720
8_ 20
9 20
A 20
B 20
c_ 7B
D_ 7D
E_ 5C
F_ 30

01

11

20

20

20

20

2F

20

61

6A

7E

20

41

4A

20

31

02

12

1cC

16

20

20

20

20

62

6B

73

20

42

4B

53

32

03

13

20

20

20

20

20

20

63

6C

74

20

43

4C

54

33

20

20

20

20

20

20

20

20

64

6D

75

20

44

4D

55

34

09

20

0A

20

20

20

20

20

65

6E

76

20

45

4E

56

35

20

08

17

20

20

20

20

20

66

6F

77

20

46

4F

57

36

TF

20

1B

04

20

20

20

20

67

70

78

20

47

50

58

37

20

18

20

20

20

20

20

20

68

71

79

20

48

51

59

38

20

19

20

20

20

20

20

60

69

72

TA

20

49

52

5A

39

20

20

20

20

9B

21

7C

3A

20

20

20

20

20

20

20

20

0B

20

20

20

2E

24

2C

23

7B

7D

Co

D9

20

20

20

20

0ocC

1cC

20

14

3C

2A

25

40

F3

20

DA

BF

20

20

20

20

0D

1D

05

15

28

29

5F

27

20

20

5B

5D

20

20

20

20

OE

1E

06

20

2B

3B

3E

3D

20

F1

F2

20

20

20

20

20

OF

1F

07

1A

B3

3F

22

C5

FE

F9

C4

20

20

20

20
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Default ISO_1 translation tables
This section contains the following tables:
* 1SO_1ASCII-to-EBCDIC trandation table
* 1SO_1 EBCDIC-to-ASCII tranglation table

The ASCII-to-EBCDIC trandation tablesin this section are the base table for
the predefined system iso_1 character set.

ISO_1 ASCII-to-EBCDIC translation table
Figure B-5: ISO_1 ASCII-to-EBCDIC translation table
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0
0_ 00
1 10
2 40
3 FO
4 7C
5 D7
6 79
797
8_ 20
9 30
A 41
B 90
C_ 64
D_ AC
E_ 44
F_ 8C

01

11

4F

F1l

C1

D8

81

98

21

31

8F

65

69

45

49

02

12

7F

F2

C2

D9

82

99

22

1A

BO

EA

62

ED

42

CD

03

13

7B

F3

C3

E2

83

A2

23

33

Bl

FA

66

EE

46

CE

37

3C

5B

F4

C4

E3

84

A3

24

34

9F

BE

63

EB

43

CB

2D

3D

6C

F5

C5

E4

85

A4

15

35

B2

A0

67

EF

47

CF

2E

32

50

Fé

Ceé

E5

86

A5

06

36

6A

Bé6

9E

EC

9C

ccC

2F

26

7D

F7

Cc7

E6

87

A6

17

08

B5

B3

69

BF

48

E1

16

18

4D

F8

cs

E7

88

A7

28

38

BD

9A

74

80

54

70

05

19

5D

F9

Co

E8

89

A8

29

39

B4

DA

71

FD

51

DD

25

3F

5C

TA

D1

E9

91

A9

2A

3A

9A

9B

72

FE

52

DE

0B

27

4E

5E

D2

4A

92

Cco

2B

3B

6A

8B

73

FB

53

DB

0ocC

1cC

6B

4C

D3

EO

93

BB

2C

04

BA

B7

78

FC

58

DC

0D

1D

60

7E

D4

5A

94

DO

09

14

CA

Cc7

75

AD

55

8D

OE

1E

4B

6E

D5

5F

95

Al

0A

3E

AF

B9

76

AE

56

8E

OF

1F

61

6F

D6

6D

96

07

1B

FF

BC

AB

77

59

57

DF
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ISO_1 EBCDIC-to-ASCIl translation table
Figure B-6: ISO_1 EBCDIC-to-ASCIl translation table

0 1 2 3 4 5 6 7 8 9 A B C D
0O 00 01 02 03 9C 09 86 7F 97 8D 8E OB 0C OD
110 11 12 13 9D 85 08 87 18 19 92 8F 1C 1D
2 80 81 82 83 84 OA 17 1B 88 89 8A 8B 8C 05
390 91 16 93 94 95 96 04 98 99 9A 9B 14 15
4 20 A0 E2 E4 EO E1 E3 E5 E7 F1 5B 2E 3C 28
5 26 E9 EA EB E8 ED EE EF EC DF 5D 24 2A 29
6 2D 2F C2 C4 CO Cl C3 C5 C7 Dl A6 2C 25 G5F
7 F8 C9 CA CB C8 CD CE CF CC 60 3A 23 40 27
8 D8 61 62 63 64 65 66 67 68 69 AB BB F0 FD
9 BO 6A 6B 6C 6D 6E 6F 70 71 72 AA BA E6 B8
A B5 7E 73 74 75 76 77 78 79 7A Al BF DO DD
B A2 A3 A5 B7 A9 A7 B6 BC BD BE AC 7C AF A8
C_ 7B 41 42 43 44 45 46 47 48 49 AD F4 F6 F2
D 7D 4A 4B 4C 4D 4E 4F 50 51 52 B9 FB FC F9
E 5C F7 53 54 55 56 57 58 59 5A B2 D4 D6 D2
F_ 30 31 32 33 34 35 36 37 38 39 B3 DB DC D9

OE

1E

06

9E

2B

3B

3E

3D

FE

Ce

DE

B4

F3

FA

D3

DA

OF

1F

07

1A

21

5E

3F

22

Bl

A4

AE

D7

F5

FF

D5

9F

72
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Default cp437 (code page 437) translation tables
This section contains the following tables:
e cp437 ASCII-to-EBCDIC trandation table
e cp437 EBCDIC-to-ASCII trandation table

The ASCII-to-EBCDIC translation tables in this section are the base tables for
the predefined system cp 437 (code page 437) character set.
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cp437 ASCII-to-EBCDIC translation table
Figure B-7: cp437 ASCII-to-EBCDIC translation table

0 1 2 3 4 5 6 7 8 9 A B C D
0O 00 01 02 03 37 2D 2E 2F 16 05 25 OB 0C OD
110 11 12 13 B6 B5 32 26 18 19 1C 27 07 1D
2 40 4F 7F 7B 5B 6C 50 7D 4D 5D 5C 4E 6B 60
3 FO F1 F2 F3 F4 F5 F6 F7 F8 F9 7A G5E 4C 7E
4 7C C1 C2 C3 C4 C5 C6 C7 C8 C9 D1 D2 D3 D4
5 D7 D8 D9 E2 E3 E4 E5 E6 E7 E8 E9 4A EO 5A
6 79 8l 82 83 84 85 86 87 88 89 91 92 93 94
7 97 98 99 A2 A3 A4 A5 A6 A7 A8 A9 CO BB DO
8 68 DC 51 42 43 44 47 48 52 53 54 57 56 58
9 71 9C 9E CB CC CD DB DD DF EC FC BO Bl B2
A 45 55 CE DE 49 69 9A 9B AB O9F BA B8 B7 AA
B 3C 3D 62 6A 64 65 66 20 21 22 70 23 72 73
C_ 76 77 78 80 24 15 8C 8D 8E FF 06 17 28 29
D 2B 2C 09 0A AC AD AE AF 1B 30 31 FA 1A 33
E 36 59 08 38 BC 39 A0 BF CA 3A FE 3B 04 CF
F_EE 8F 46 75 FD EB E1 ED 90 EF B3 FB B9 EA

OE

1E

4B

6E

D5

5F

95

Al

63

3E

8A

74

9D

34

DA

BD

OF

1F

61

6F

D6

6D

96

3F

67

B4

8B

BE

2A

35

14

41

74
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cp437 EBCDIC-to-ASCIl translation table
Figure B-8: cp437 EBCDIC-to-ASCII translation table

0
0_ 00
1 10
2 B7
3 D9
4 20
5 26
6 2D
7 BA
8 C3
9 F8
A E6
B 9B
c_ 7B
D_ 7D
E_ 5C
F_ 30

01

11

B8

DA

FF

82

2F

90

61

6A

7E

9C

41

4A

Fé6

31

02

12

B9

16

83

88

B2

BC

62

6B

73

9D

42

4B

53

32

03

13

BB

DD

84

89

8E

BD

63

6C

74

FA

43

4C

54

33

EC

EF

C4

DE

85

8A

B4

BE

64

6D

75

9F

44

4D

55

34

09

C5

0A

DF

AQ0

Al

B5

F3

65

6E

76

15

45

4E

56

35

CA

08

17

EO

F2

8C

Bé6

Co

66

6F

77

14

46

4F

57

36

1cC

CB

1B

04

86

8B

8F

C1

67

70

78

AC

47

50

58

37

E2

18

ccC

E3

87

8D

80

Cc2

68

71

79

AB

48

51

59

38

D2

19

CD

E5

A4

E1l

A5

60

69

72

TA

FC

49

52

5A

39

D3

DC

CF

E9

5B

5D

B3

3A

AE

A6

AD

E8

EE

FD

DB

0B

D8

DO

EB

2E

24

2C

23

AF

A7

A8

7C

93

96

F5

FB

ocC

1A

D1

BO

3C

2A

25

40

Cé

91

D4

E4

94

81

99

9A

0D

1D

05

B1

28

29

5F

27

c7

CE

D5

FE

95

97

F7

F4

OE

1E

06

9E

2B

3B

3E

3D

c8

92

D6

BF

A2

A3

FO

EA

OF

1F

07

7F

21

5E

3F

22

F1

A9

D7

E7

ED

98

F9

C9
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Default cp850 (code page 850) translation tables
This section contains the following tables:
*  cp850 ASCII-to-EBCDIC trandation table
*  cp850 EBCDIC-to-ASCII trandlation table

The EBCDIC-to-ASCI| trandlation tables in this section are the base tables for
the predefined system cp 850 (code page 850) character set.

76 Mainframe Connect Server Option for CICS



APPENDIX B Translation Tables

cp850 ASCII-to-EBCDIC translation table
Figure B-9: cp850 ASCII-to-EBCDIC translation table

0 1 2 3 4 5 6 7 8 9 A B C D
0O 00 01 02 03 37 2D 2E 2F 16 05 25 OB 0C OD
110 11 12 13 3C 3D 32 26 18 19 1C 27 07 1D
2 40 4F 7F 7B 5B 6C 50 7D 4D 5D 5C 4E 6B 60
3 FO F1 F2 F3 F4 F5 F6 F7 F8 F9 7A G5E 4C 7E
4 7C C1 C2 C3 C4 C5 C6 C7 C8 C9 D1 D2 D3 D4
5 D7 D8 D9 E2 E3 E4 E5 E6 E7 E8 E9 4A EO 5A
6 79 8l 82 83 84 85 86 87 88 89 91 92 93 94
7 97 98 99 A2 A3 A4 A5 A6 A7 A8 A9 CO BB DO
8 68 DC 51 42 43 44 47 48 52 53 54 57 56 58
9 71 9C 9E CB CC CD DB DD DF EC FC 70 Bl 80
A 45 55 CE DE 49 69 9A 9B AB AF BA B8 B7 AA
B 2B 2C 09 21 28 65 62 64 B4 38 31 34 33 BO
C_ 22 17 29 06 20 2A 46 66 1A 35 08 39 36 30
D 8C AC 72 73 74 OA 75 76 77 23 15 14 04 6A
E EE 59 EB ED CF EF A0 8E AE FE FB FD 8D AD
F_CA 8F 1B B9 B6 B5 EI 9D 90 BD B3 DA FA EA

OE

1E

4B

6E

D5

5F

95

Al

63

BF

8A

B2

3A

78

BC

3E

OF

1F

61

6F

D6

6D

96

3F

67

FF

8B

24

9F

3B

BE

41

Installation and Administration Guide

77



Default cp850 (code page 850) translation tables

cp850 EBCDIC-to-ASCIl translation table
Figure B-10: cp850 EBCDIC-to-ASCII translation table

0 1 2 3 4 5 6 7 8 9 A B C D
0O 00 01 02 03 DC 09 C3 1C CA B2 D5 OB 0C OD
110 11 12 13 DB DA 08 Cl 18 19 C8 F2 1A 1D
2 C4 B3 CO DY BF OA 17 1B B4 C2 C5 BO Bl 05
3 Cb BA 16 BC BB C9 CC 04 BY CB CE DF 14 15
4 20 FF 83 84 85 A0 C6 86 87 A4 5B 2E 3C 28
5 26 82 88 89 8A Al 8C 8B 8D El 5D 24 2A 29
6 2D 2F B6 8E B7 B5 C7 8F 80 A5 DD 2C 25 G5F
7 9B 90 D2 D3 D4 D6 D7 D8 DE 60 3A 23 40 27
8 9D 61 62 63 64 65 66 67 68 69 AE AF DO EC
9 F8 6A 6B 6C 6D 6E 6F 70 71 72 A6 A7 91 F7
A E6 7E 73 74 75 76 77 78 79 7A AD A8 D1 ED
B BD 9C BE FA B8 F5 F4 AC AB F3 AA 7C EE F9
C_ 7B 41 42 43 44 45 46 47 48 49 FO 93 94 95
D 7D 4A 4B 4C 4D 4E 4F 50 51 52 FB 96 81 97
E 5C F6 53 54 55 56 57 58 59 5A FD E2 99 E3
F_ 30 31 32 33 34 35 36 37 38 39 FC EA 9A EB

OE

1E

06

FE

2B

3B

3E

3D

E7

92

E8

EF

A2

A3

EO

ES

OF

1F

07

7F

21

5E

3F

22

F1

CF

A9

9E

E4
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APPENDIX C Configuring TCP/IP
connectivity

Thisappendix describesthe configuration of TCP/IPfor the Server Option
for CICS.

Configuring TCP/IP

Configuring TCP/IPfor the Server Option for CICSinvolvesdealing with
the Sybase listener. Additionally, if you are running the Server Optionin
atwo-tier architecture, you must also set up RPC mapping.

This section contains the following information:

The Sybase TCP/IP listener

RPC mapping for two-tier processing

The Sybase TCP/IP listener

This section contains the following information:

Establishing the CICS TCP environment
The TRUE Exit

How the listener handles security
Configuration

CICS definitions

Troubleshooting

Note The Interlink TCP listener is nho longer supported.
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Establishing the CICS TCP environment

SYBOPEN
SYBOPEN
SYBOPEN
SYBOPEN
SYBOPEN
SYBOPEN
SYBOPEN
SYBOPEN

To establish the Sybase TCP environment, execute the SYOP transaction or
load the SYBOPEN program during phase |11 initialization at CICS start-up.

SYOP invokes module SYBOPEN, which loads the configuration CSECT
(SYLSCFG) and uses the information stored in SYLSCFG to:

»  Determinetherequired size of the Task Related User Exit (TRUE) global
area

* Enablethe TRUE exit

* Invokethe TRUE exit to establish sessions with the configured IBM TCP
address spaces

o Sart dl listeners configured for this region

When the environment is initialized, you should see several messagesin the
CICS system output. There should be one INITAPI message for each IBM
stack.

For example:

ENABLE OF TRUE EXIT COMPLETED SUCCESSFULLY

STATE TABLE SUCCESSFULLY INITIALIZED

INITAPI COMPLETE FOR SSID TCPIP

LISTENER STARTING ON PORT 7041, THROUGH INTERFACE TCPIP
LISTENER STARTING ON PORT 7043, THROUGH INTERFACE TCPIP
ENVIRONMENT ESTABLISHED AND LISTENERS STARTING

LISTENER STARTED ON PORT 7041

LISTENER STARTED ON PORT 7043

If the SYOP transaction is executed from a CICS terminal, the following
message will also be displayed on the terminal window:

ENVIRONMENT ESTABLISHED AND LISTENERS STARTED

The TRUE Exit

80

The TRUE Exit contains all of the modulesthat talk directly to the TCP APIs.
Itisenabled and initialized by SYBOPEN at environment initialization.
SYBTRUE isthe main entry point. It directs incoming requests to the
appropriate submodul e based on the function code received in aparameter list.
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How the listener handles security

Security is handled differently based upon which release of CICS the
environment is running under and whether the environment isthree-tier or two-
tier. This section contains security information for:

CICS 4.x

CICS4.x
Three-tier, gateway-enabled mode

Two-tier, gateway-less mode

For CICS 4.x, aCICS VERIFY isrun against the user ID and password.

Three-tier, gateway-enabled mode
In athree-tier environment, security is handled as follows:

Two-tier, gateway-less mode

If the security check succeeds, the transaction passed in the logon datais
started with either the user 1D or the terminal ID. The transaction
continues with a GIVE call to the connection.

If the security check fails, the requested transaction ID is checked against
a configured default security transaction ID.

«  |If thereguested transaction ID and the default security transaction 1D
match, the security transaction is started, and aconnection is obtained
with a default user ID.

« If therequested transaction ID and the default security transaction ID
do not match, no connection is established, and the gateway receives
an error message.

In atwo-tier environment, security is handled as follows:

If the security check succeeds, the context handler defined in
configuration starts, and a connection is obtained with either the user ID
or theterminal ID.

If the security check fails, abit is set in COMMAREA indicating that a
security situation has been encountered. The configured context handler is
started, and a connection is obtained using the default user ID.

The listener then resumes its listening state.
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Configuration

The configuration CSECT is SYLSCFG.

To build the CSECT, define multiple SYBMLCFG macros and assemble them
into your load library. Thisfollowing sections provide an example SYBMLCFG
macro and describe the Sybase listener parameters:

*  SYBMLCFG macro example
»  Sybase TCP/IP listener parameters

SYBMLCFG macro example

Following is an example of the SYBMLCFG macro.

SYBMLCFG TRPR={IBM}

82

SSID=TCP Stack Identification

REGID=CICS Region ID

LSTRAN=Listener Transaction ID

LSPORT=Listener Port

CHTRAN=Context Handler Transaction (Gatewayless)
SCTRAN=Default Security Transaction (Gateway)
PNTRAN=Name of the Sybase ping transaction
SFTRAN=CICS 3.3 signoff transaction name for security
LSECR={Y | N | H}

GWTRAN=Name of Gateway Security Manager transaction
PWTRAN=Name of Password Changed transaction
SOTRAN=CICS 3.3 signon transaction name for security
TRACE={YES | NO}

PMODE={GW | GWLESS}
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Sybase TCP/IP listener parameters
The following table lists each parameter and its description.

Table C-1: Sybase TCP/IP listener parameters

Parameter Definition

CHTRAN Context Handler transaction ID for usein atwo-tier, gateway-
less environment. Required for atwo-tier environment (when
PMODE=GWLESS). No default.

Note The TCPlistener configuration job IXTCP supplied with
the distribution specifies SYCH as the context-handler
transaction ID.

Note The CHTRAN parameter isignored if PMODE=GW.

GWTRAN The name of the Gateway Security Handler transaction.
LSECR Listener security.

The options are:

e Y — (default) turns on security on for the listener.

* N — Turns security off for the listener.

e H-—Turnson “hard” security for the listener. This setting
prevents the client from connecting to a mainframe
resource, preventing the client from wasting timein
determining if access has been achieved. If the client has not
achieved access, however, thelistener can return no specific
information concerning the cause of logon failure; the
listener can only indicate that the client has not logged on.

Note Thissetting is useful only for gateway-less connections.

LSPORT Port for the listener to listen on. Required. No default.
LSTRAN Listener transaction ID. Required. No default.
PMODE Processing Mode. Required. No defaullt.

The options are:
e GW—three-tier, gateway-enabled
e GWLESS—two-tier, gateway-less

PNTRAN The name of the Sybase ping transaction in CICS. Defaults to
SYPG.

PWTRAN The name of the Password Changed transaction.
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Parameter  Definition

SCTRAN Default Security transaction ID for use in three-tier, gateway-
enabled environments. Required for athree-tier environment
(when PMODE=GW). No default.

Note This parameter isignored if PMODE=GWLESS.

SFTRAN CICS 3.3 sign-off transaction name for security.
SOTRAN CICS 3.3 sign-on transaction name for security.
SSID Transport Provider ID. Required.

The option for IBM TCP/IPisthe TCP/IP jobname or asystem
symbolic name. System symbolic names are defined in the
IEASY Mxx PARMLIB member and are limited to seven
characters preceded by "& &".

SYBMLCFG Macro for each listener defined. Required.

SYBMLEND Endsthe listener configuration definition. The END statement
isrequired by the assembler. No defaullt.

TRACE Turns on the listener trace. Default is no.

The options are:

* yes
* no

TRPR Transport Provider. Required.
The option for IBM TCP/IPisIBM.

Note ThelCS Interlink listener is no longer supported.

CICS definitions

This section contains information about CICS definitions. It includes the
following information:

*  PPT entries
* PCT entries
e PLT entry
PPT entries
Following is an example of the PPT entries.
DEFINE PROG(SYBTRUE) DESC(SYBASE TCP TRUE EXIT) L (ASSEMBLER) *
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DA (ANY) EXECK (USER)

DEFINE PROG (SYLSCFG) DESC(SYBASE TCP CONFIGURATION) L (ASSEMBLER) *
DA (ANY) EXECK (USER)

DEFINE PROG (IBMLSTNR) DESC(SYBASE IBM TCP LISTENER) L (ASSEMBLER) *
DA (ANY) EXECK (USER)

DEFINE PROG (SYBOPEN) DESC(SYBASE TCP ENVIRONMENT OPEN) L (ASSEMBLER) *

DA (ANY) EXECK (USER)
DEFINE PROG (SYBCLOS) DESC (SYBASE TCP ENVIRONMENT CLOSE) L (ASSEMBLER) *
DA (ANY) EXECK (USER)

PCT entries

DEFINE TRANS (SYL2)

Following is an example of the PCT entries.

PROGRAM (IBMLSTNR) DESC(SYBASE IBM TCP LISTENER) *

TASKDATAL (ANY) TASKDATAK (USER)

DEFINE TRANS (SYOP)

PROGRAM (SYBOPEN) DESC (SYBASE TCP ENVIRONMENT OPEN) *

TASKDATAL (ANY) TASKDATAK (USER)

PLT entry

DFHPLT TYPE=ENTRY,

Troubleshooting

High-level trace example

Following is an example of the PLT entry.

PROGRAM=SYBOPEN

There are numerous trace entry points defined inside the listeners and the
TRUE that, when used with an IBM socket trace, should offer adequate
documentation to troubleshoot problems.

The trace entries are written when TRACE=YES is defined for the listener in
SYLSCFG. Traceentriesarewritten to the CSML destination in an abbreviated,
high-level format andtothe AUX TRACE facility inamore detailed, low-level
format. The low-level entries are only accessible through the standard CICS
AUX Trace. Due to the high overhead required by tracing, it is recommended
that trace be turned on only when trying to trap particular situations.

Following is a high-level trace example:

Installation and Administration Guide 85



Configuring TCP/IP

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 INITAPI API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 GETCLIENTID API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 INITAPI API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 GETCLIENTID API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 SOCKET API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 LISTEN SOCKET OBTAINED, DESCRIPTOR =
00000000

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 BIND API CALL WAS SUCCESSFUL

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 LISTEN API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 SELECT BITMAPS BEFORE SELECT

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 READ BITMAP = 00000001

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 WRITE BITMAP = 00000000

SYBASE 20:03:17 TRANID SYL2 TSKNO 00031 EXCEPTION BITMAP = 00000000

SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 SOCKET API CALL WAS SUCCESSFUL
SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 LISTEN SOCKET OBTAINED, DESCRIPTOR =
00000000

SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 BIND API CALL WAS SUCCESSFUL

SYBASE 20:03:17 TRANID SYL2 TSKNO 00032 LISTEN API CALL WAS SUCCESSFUL

AUX trace example
Following isan AUX trace example:

-TRANSACTION STORAGE-USER24 ADDRESS 001C4030 TO 001C409F LENGTH 00000070
000000000 C2FOFOFO0 FOFOF9F5 8C40005B 40404040 00530000 E7D7C5C4 5C5C5C5C
40F1F061 *B0000095. .S$ ...XPED*** 10/* 001C4030

000000000 FOF161F9 F940F0FS9 7AFOF57A F1F440E2 E3D6D9C1 C7C540E5 CSD6D3Cl
E3C9D6D5 *01/99 09:05:14 STORAGE VIOLATION* 001C4050

000000040 40FOFOF1 C240C1D4 C4F240C1 D4C4F2C3 COC3E240 FOF2FOFO0 C6F44040
40404040 * 001B AMD2 AMD2CICS 0200F4 * 001C4070

000000060 40404040 40404040 C2FOFOFO FOFOF9F5 * B0000095 *

001C4090

Starting or stopping a Sybase listener

Usethe Sybase TCP Listener Mai ntenance Transaction window to start or stop
the listener. This section describes how to use the Sybase TCP Listener
Maintenance Transaction window, and how to start and stop a Sybase listener:

» Using the Sybase TCP Listener Maintenance Transaction window
»  Starting alistener

»  Stopping alistener
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Using the Sybase TCP Listener Maintenance Transaction window

The Sybase TCP Listener Maintenance Transaction window is an interfacefor
the SYCM transaction. To access the SYCM transaction through the Sybase
RPC Listener Maintenance Transaction window, use the following procedure.

[JAccessing SYCM
1 FromaCICSregion, type SYCM.

Note SYCM isthe default transaction name for Sybase TCP Listener
Maintenance Transaction. It may not be the transaction name at your site.

2 PressEnter.
The Sybase TCP Listener Maintenance Transaction window appears:

Figure C-1: Sybase TCP Listener Maintenance Transaction window

SYCM Sybase TCP Listener Maintenance Transaction DATE: 03/30/05
Version 12.6 Mainframe Server Gateway TIME: 14:11:50
- - - Listener - - - Gateway Status / TCP
Action Trans Type Trace Type Task ID Port ID
_ SYLB IBM N GW 00023 7065
SYLB IBM N GWLESS 00024 7067

Clear=Exit Fl=help F7=down F8=up F9=reset

Fields This table explains the fields on the Sybase TCP Listener Maintenance
Transaction window:
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PF keys

Starting a listener

88

Field

Description

Action

S—starts alistener.
C—stops alistener (“C” isfor cancel).

Listener Transaction Name of the listener transaction.

Status/Task ID

Status of listener transactions.

A transaction is either active or inactive. If atransactionis
active, the transaction ID appearsin this column. If it is
inactive, INACT appears in this column.

xoox—the listener transaction is active, and thisisitstask
ID containing 5 numeric characters.

INACT—the listener transaction isinactive.

TCPPort ID

Name of the port.

This table explains the PF keys on the Sybase TCP Listener Maintenance
Transaction window:

PF Key Description

Clear Exitsthe SYCM transaction.

F1 Displays help for this window in the two lines above the list of PF
keys at the bottom of the window. When you see three plus signs
(+++) at theend of aline, press F1 to continue displaying help.
When you see (END) at the end of aline, you have reached the end
of the help. If you press F1 again, the beginning of the help appears
and you can scroll through it again.

F7 Scrolls up the list.

F8 Scrolls down the list.

F9 Resets the display to the current valuesin the SYRPCFIL file.

To start alistener, use thefollowing procedure at the Sybase TCP Maintenance
Transaction window.

[IStarting a listener
1 IntheAction field, type S.

2 PressEnter.

The listener starts and you see the following message:

*** Request accepted ***
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Stopping a listener

Status

To stop alistener, use the following procedure at the Sybase TCP Maintenance
Transaction window.

[ IStopping a listener

1 IntheAction field, type C
where“C” isfor cancel.
2 PressEnter.
The listener stops and you see the following message:

*** Request accepted ***

To receive an updated status after issuing astart or stop, press Enter repeatedly
at the Sybase TCP Maintenance Transaction window to update the status.

Note Thetransaction SYCL, whichinvokesthe SYBCLOS module, can be used
to close the TCP/IP listener environment.

RPC mapping for two-tier processing

In three-tier (gateway-enabled) processing, the LAN gateway maps an RPC
name to a CICS transaction name. In two-tier (gateway-less) processing, RPC
mapping is provided at the host using the Sybase RPC mapping CICS
transaction (SYRP).

The SYRP transaction is a window-driven interface that lets you add, update,
delete, or inquire about mapping entries in the SYRPCFIL VSAM file, which
maps RPCsto CICS transactions.

This section addresses:

e Using the SYRP transaction

» Using the Sybase RPC mapping transaction window
* Adding an RPC mapping entry

Updating an RPC mapping entry
« Deleting an RPC mapping entry
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e Inquiring about an RPC mapping entry

Using the SYRP transaction

IBM requires that mixed-case values cannot be retrieved on the first CICS
receive map command. Because of this requirement, the SYRP transaction
waits for the user to press Enter after entering data. The program will
experiencean “AZCT” abend after aterminal read time-out condition is
detected. You may clear the window if this happens and continue using CICS
as aways.

The RPC Lookup Table entries contain the information that is specified at the
TRS sgw_addrpc command:

*  Sybase RPC name
 CICStransaction ID

*  RPC type (Open ServerConnect-enabled transaction or ECl-enabled
transaction)

Using the Sybase RPC mapping transaction window

The Sybase RPC Mapping Transaction window is an interface for the SYRP
transaction. To accessthe SYRP transaction through the Sybase RPC M apping
Transaction window, use the following procedure.

[ 1Using SYRP
1 FromaCICSregion, type SYRP.

Note SYRP isthe default transaction name for RPC mapping to CICS
transactions. This may not be the transaction name at your site.

2  PressEnter.
The Sybase RPC Mapping Transaction window appears:
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Figure C-2: Sybase RPC Mapping Transaction window

SYRP Sybase RPC Mapping Transaction DATE: 01/01/02
Version 12.5 GA Mainframe Server Gateway TIME: 12:01:01
Command :
RPC CICS RPC

Action Name Transaction Type

_ sp_capabilities SYBP 0

_ sp_columns SYB3 o]

. sp_statistics SYB6 o

. sp_tables SYB2 o]

_ syec SYEC 0

_ AMD2 SYRT 6}

_ Language_Request SYRT 6}

B SYB_PEM SYPM o}

_ SYD1 SYD1 6}

_ SYD2 SYD2 6}

B SYD3 SYD3 o

_ SYL1 SYL1 6}

_ SYL2 SYL2 6}

_ SYL3 SYL3 6}

SYM2 SYM2 6}

Clear=Exit, Fl=help, F7=up, F8=down, F9=reset

The following section addresses:

« Fieds
 PFkeys
Fields
Thistable explains the fields on the Sybase RPC Mapping Transaction
window:
Field Description
Command =X exits the SYRP transaction.

=T goesto the top of the list.
=B goes to the bottom of the list.
RPC name searches for that RPC name.
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Field Description
Action A adds an RPC name and CICS transaction to the mapping
file.
U updates an RPC name and CICS transaction in the
mapping file.
D deletes an RPC name and CICS transaction from the
mapping file.
RPC Name Name of the RPC.
CICS Transaction Name of the CICS transaction.
RPC Type O—Open Server RPC
E—ECI RPC
I—IMSRPC
PF keys
This table explains the PF keys on the Sybase RPC Mapping Transaction
window:
PF Key Description
Clear Exitsthe SYRP transaction.
F1 Displays help for this window in the two lines above the list of PF
keys at the bottom of the window. When you see three plus signs
(+++) at theend of aline, press F1 to continue displaying help.
When you see (END) at the end of aline, you have reached the end
of the help. If you press F1 again, the beginning of the help appears
and you can scroll through it again.
F7 Scrolls up the list.
F8 Scrolls down the list.
F9 Resets the display to the current valuesin the SYRPCFIL file.

Adding an RPC mapping entry

To add an RPC mapping entry to the SYRPCFIL file at the Sybase RPC
Mapping Transaction window, use the following procedure.

[JAdding an RPC mapping entry
1 IntheActionfield, type A.
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2 Inthe RPC Name field, type the new LAN RPC name over the displayed
LAN RPC. (Thisis case sensitive.)

Note Because you havetyped “A” in the Action field, typing over the
existing RPC name does not delete it from the file.

3 Inthe CICS Transaction field, type the CICS transaction name. Whatever
you type will be converted to all uppercase.

4 Inthe RPC Typefield, specify whether thisis an Open ServerConnect
transaction or an External Call Interface (ECI) transaction:

Use For this transaction
(0] Open ServerConnect
E ECI

I IMS

Note If you enter nothing, the RPC type defaults to O for Open
ServerConnect.

5 PressEnter.

The SYRP transaction verifies that the CICS transaction name you
specified exists:

e Ifitexists, theentry is added.

e |f it does not exist, the RPC mapping entry is not added and you see
the following message:

TRANSACTION DEFINITION DOES NOT EXIST

Updating an RPC mapping entry
Update an RPC mapping entry in the SYRPCFIL file using the following
procedure.
[1Updating an RPC mapping entry
1 Onthe Sybase RPC Mapping Services window’s Action field, type U.

To see the current values before you change them, press Enter. You can
type over the displayed values to change them.

2 Inthe CICS Transaction field, type the CI CS transaction name. Whatever
lower case test you type will be converted to uppercase.
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3 Inthe RPC Type field, specify whether thisis an Open ServerConnect
transaction or an ECI transaction:

Use For this transaction
(0] Open ServerConnect
E ECI

I IMS

Note If you enter nothing, the RPC type defaults to O for Open
ServerConnect.

4  Press Enter.

The SYRP transaction verifies that the CI CS transaction name you
specified exigts:

» If it exists, the entry is changed.

» If it does not exist, the RPC mapping entry is not changed, and you
see the following message:

TRANSACTION DEFINITION DOES NOT EXIST

Deleting an RPC mapping entry

Delete an RPC mapping entry from the SYRPCFIL file using the following
procedure.

[ IDeleting an RPC mapping entry
1 Onthe Sybase RPC Mapping Services window’s Action field, type D.
2  PressEnter.
The RPC mapping entry is deleted.

Inquiring about an RPC mapping entry
You can inquire about RPC mapping entries in the SYRPCFIL file.
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Do this at the Sybase RPC Mapping Services
To window

Go to a specific entry

1 Inthe Command field, type the RPC name.
2 Press Enter.

Thefirst entry with aname beginning with the specified
character(s) appears.

Go to thetop of the list
1 Inthe Command field, type =T.
2 Press Enter.
The entries at the top of the alphabetical list appear.

Go to the bottom of the
list 1 Inthe Command field, type =B.
2 Press Enter.
The entries at the bottom of the alphabetical list appear.
Scroll up Press F7. Thelist scrolls up.
Scroll down Press F8. Thelist scrolls up.
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While much of the information in this guide addresses the use of the
Server Option in athree-tier, gateway-enabled environment, the Server
Option can be used in atwo-tier, gateway-less environment. This
appendix discusses issues you should consider when using the Server
Option in atwo-tier environment.

This appendix includes the following topics:

Topic Page
Introduction 97
Database connectivity 99
Using RPCs and RSPs in a two-tier environment 100

Introduction

Working with the Server Option in atwo-tier environment, client
applications can access and update data stored in mainframe resources
without having to interact with a gateway component like the
DirectConnect for zZ/OS Option. These clients include both Sybase and
user-written applications, including the following:

e Open Client applications
«  PowerBuilder® applications

« ASE/CIS
e Replication Server®
« EAServer

e jConnect applications
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Trade-offs

There are both advantages and disadvantages to using the Server Optionin a
two-tier environment over athree-tier environment.

Advantages of a three-tier environment

The features and functionality available with the DirectConnect for zZ/0S
Option are available to the three-tier user of the Server Option and unavailable
in atwo-tier environment. These features include the following:

»  DirectConnect for zZ/OS Option access service features
» DirectConnect for z/OS Option TRS features
»  General DirectConnect for zZ/OS Option functionality

DirectConnect for z/OS Option access service features
The following DirectConnect for z/OS Option access service features are
available to the three-tier user:

» Datatype trandation - Datatypes used by your client applications are
matched those used on the mainframe.

e QL transformation - The SQL used by your client applications matches
the SQL used by mainframe applications.

DirectConnect for z/OS Option TRS features
Thefollowing DirectConnect for zZOS Option TRSfeaturesare availableto the
three-tier user:

e IMYMVSaccess- IMSMVS datais available to the client in athree-tier
environment.

»  Transaction mapping by security definition - Transactions can be mapped
from client to mainframe by the security definition.

»  Transaction mapping by user I1D - Transactions can be mapped from client
to mainframe by the user ID of the client.

General DirectConnect for z/OS Option functionality

The following DirectConnect for z/OS Option features are available to the
three-tier user:
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Two-tier advantages

Logging, tracing, and accounting — Your environment can use
DirectConnect for z/OS Option facilities for logging, tracing, and
accounting.

GUI configuration and multi-user management — Any GUI configuration
and user-management tools available with the DirectConnect for z/OS
Option are available to the three-tier user.

SNA connectivity — The SNA connectivity protocol can only be used
through a gateway, which provides TCP/IP-to-SNA protocol conversion.

Access to multiple CICSregions — Client applications in a three-tier
environment may access multiple CICSregions at one time.

Transaction grouping — Transactions may be grouped in athree-tier
environment.

Security — Additional levels of security may be implemented by the
gateway in athree-tier environment.

A primary advantage of atwo-tier environment is the increased throughput
associated with a simpler architecture. Also, less administrative attention is
required to install and maintain componentsin atwo-tier environment.

Database connectivity

Sybase and user-written clients can access the Server Option using any of the
standard database connectivity drivers, including ODBC, JDBC, and Sybase
jConnect.
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ODBC

With ODBC access, Sybase recommends that you use the ODBC driver
configured for the DirectConnect for ZZOS Option. Thisdriver isstill available
to you even if you do not have the most current copy of the DirectConnect for
Z/OS Option.

Note Changesto thisdriver may affect the functionality of existing client
applications.

Using RPCs and RSPs in a two-tier environment

The use of RPCs in atwo-tier, gateway-less environment is accomplished by

using the SYRP CICStransactionto map LAN RPC namesto CICStransaction
names. These mappings are stored in the SYRPCFIL file, which resides on the
mainframe.

Migration from RSPs to RPCs

Because RSPsusetheold MDI API, coding changes are needed to successfully
migrate RSPs to RPCs, which use the Server Option API. Additionally, some
functionality may be lost. For more information, see the Mainframe Connect
Server Option Programmer’s Reference for Remote Stored Procedures.

Accessing DB2 UDB with CSPs

The Server Option in atwo-tier, gateway-less environment supports the use of
CSPsin the DB2 UDB Option for CICS to access the DB2 UDB catalog. For
information on how to use CSPs, refer to the Mainframe Connect DB2 UDB
Option for CICS Installation and Administration Guide.
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Using RSPs with PowerBuilder

A few code madifications must be made to implement PowerBuilder
applications that invoke mainframe RSPs. See the Mainframe Connect DB2

UDB Option for CICS Installation and Administration Guide for more
information.
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This appendix contains general information on network communication
and sample networks and includes the following topics:

Topic Page
Understanding network communication definitions 103
CICS LU 6.2 sample networks 106

Understanding network communication definitions

Use this overview to understand network communication topics and
issues.

System Application Architecture (SAA)

Common Programming I nterface (CPI)

APPC/MVS

Systems Network Architecture (SNA)

LU 6.2

Advanced Program-to-Program Communications (APPC)
Common threads between APPC/MVSS, CICS, and IMSTM

Transmission Control Protocol/Internet Protocol (TCP/IP)

System Application Architecture (SAA)

SAA is composed of selected software interfaces, conventions, and
protocols designed to provide a framework for developing distributed
applications. The benefits of SAA are portability, consistency, and
connectivity. The components of SAA are specifications for the key
application interface points:
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»  Common user access
e Common communication support

e Common Programming I nterface (CPI), explained in thefollowing section

Systems Network Architecture (SNA)

LU 6.2

SNA isan IBM Network Architecture composed of software interfaces,
protocols, and operational sequences used for network configuration,
operation, and communication.

LU 6.2 isthe SNA Logica Unit Type 6.2, which supports general
communication between programs in a distributed environment. LU 6.2 is
characterized by peer-to-peer communications support, comprehensive end-to-
end error processing, optimized data transmission flow, and a generic API.

The LU 6.2 system is layered functionally. It can be represented by a set of
finite-state machines. Each of these machines has afinite number of statesand
aset of rules that govern the transition from one state to another. These finite
state machines govern the behavior of LU 6.2 devices by guaranteeing that a
given input always produces the same output.

Advanced Program-to-Program Communications (APPC)

APPC/MVS

104

APPC is peer-level data communication support based on the SNA LU 6.2
protocols.

APPC/MV Sisan SNA application that extends APPC support to the Z/OS
operating system. APPC/MV S provides full LU 6.2 capacity to z/OS
applications to allow communication with other applications across a
distributed SNA network.
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APPC/MV S provides programming support by providing an API based on the
CPI-C interface. Thisinterface isimplemented in alower-level API that is
Z/0S-specific:

CPI-C calls all begin with CM. For example, CMALLC (Allocate).
Z/0S calls al begin with ATB. For example, ATBSEND (Send_data).

The CPI-C callsare portableto non-z/OS platforms. ATB callsare not portable
to non-z/OS platforms.

Common threads between APPC/MVS, CICS, and IMS TM

All inbound transactions require a scheduler and are scheduled as follows:

Z/0S—1nz/OS, the ASCH address space schedulesinbound transactionsin
initiators under its control. The ASCH use of initiatorsis similar to that of
JES (Job Entry Subsystem), which schedules jobsin initiators under its
control.

IMSTM —In IMS TM, the Control region schedules inbound transactions
using message regions under its control. The Control region use of
message regionsis similar to the ASCH use of initiators.

CICS— CICS schedules inbound transactions as tasks within its own
address space. CICS differsfrom z/OS and IMS TM in that it does not
schedule transactions in a separate address space.

Outbound transactions are handled as follows:

Z/OS — Outbound transaction names are mapped to an SNA logical unit
using afile called the Side Information File.

IMSTM — Outbound transaction names are mapped to an SNA logical unit
using afile called the Side Information File.

CICS- For CPI-C, transaction names are mapped through the PARTNER
table, whichis set up using the Resource Definition Online (RDO) facility.

LU 6.2 uses connection and session tables and the RDO facility.
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Common Programming Interface (CPI)

The SAA CPI specifiesthelanguages and services used to devel op applications
across SAA environments. The elements of the CPI specification are divided
into two parts:

1 Processinglogic - The processing logic consists of the following three
components:

» High-level language (HLL): COBOL, C, Fortran, RPG
»  Procedure language: REXX

» Application generator: Cross Systems Product/Application
Development (CSP/AD)

2 Services- The serviceslogic consists of the following three components:

e Communication Interface or CPI-C: API for writing APPC
applications.

» Database Interface: Structured Query Language (SQL)
» Didog Interface: Interactive System Productivity Facility (ISPF)

Transmission Control Protocol/Internet Protocol (TCP/IP)

TCP/IPisaset of protocols supporting network communications.

The two major interfaces for network programming using TCP/IP are AT TLI
(Transport Library Interface) and the BSD Sockets Interface. AT TLI isolder
than the more recent BSD Sockets Interface.

Only IBM TCP/IP is supported. IBM TCP/IP usesthe BSD Sockets Interface.

CICS LU 6.2 sample networks

Note If you are using CICS TCP/IP, skip this section.

This section includes two samples of mainframe-TRS networks on which
Sybase components can run.
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The first sample represents an IBM Token-Ring network running single
sessionsonly, inwhich conversation-level security is supported. Configuration
examples throughout this book use the names and other values from this
sample. TRS manual's use the same sample network in their configuration
instructions.

The second sampl e network represents an SDLC non-switched line that
supports parallel sessions.

Warning! These samples are generic. You must make appropriate changes,
based on requirements for your site and recommendations from your IBM
representative.

This section includes the following topics:
e Sample Token-Ring network
e Sample SDLC non-switched line with parallel sessions

Sample Token-Ring network

This section covers SNA and CICS definitions for a sample Token-Ring
network and contains the following topics:

* SNA entries
* CICSdefinitions

The sampleillustrated in this section uses the following names:
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Table E-1: Token-Ring specification names

Token-Ring specification Name
Host LU (CICS Region) CICSSYB
Remote LU Name SYBLUO2
SYBLUQG3
SYBLUO4
Remote LU Addresses 2,34
SNA Logon Mode Table Name SYSTABV
Sessions Single sessions
RU Size 1024
Pacing Setting 5
Synch Level Confirm
Security Verify

SNA entries

This section contains the SNA Logmode entry and network definition
statements. It includes the following subsections:

e APPL definition statement
* Logmode entry

*  Network definition (PU and LU statements)

APPL definition statement
This statement defines CICS region CICSSY B to SNA:

CICSAPPL VBUILD TYPE=APPL APPLICATION MAJOR NODE
CICSSYB APPLAUTH= (ACQ,VPACE) , PARSESS=YES, SONSCIP=YES, VPACING=5, *
EAS=50,APPC=NO, ACBNAME=CICSSYB

Logmode entry
This statement defines mode table SYBTABYV to SNA:

LOGMODE ENTRY:
——————————————— SYBTABV MODETAB
EJECT
TITLE 'M6S1024V'

* LU 6.2, SINGLE SESSIONS, RU SIZE(1024), SYNCH LEVEL (CONFIRM),
*  SECURITY (VERIFY)
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M6S1024V MODEENT LOGMODE=M6S1024V, FMPROF=X'13"',6 TSPROF=X'07",
PRIPROT=X'BO', SECPROT=X'B0', COMPROT=X"'78A5",
RUSIZES=X'8787"',TYPE=X'00",

PSNDPAC=X'05"', SRCVPAC=X"'05"', SSNDPAC=X'05",
PSERVIC=X'060200000000000000102C00"

MODEEND
END

Network definition (PU and LU statements)

+
+
+

The following statement defines your network to SNA:

TRGRPSYB VBUILD TYPE=LOCAL

*

SYBPU1l PU CUADDR=041, DLOGMOD=M6S1024V, MAXBFRU=11, SSCPFM=FSS,
USSTAB=ISTINCDT,DELAY=0, SECNET=YES, ISTATUS=ACTIVE,
MODETAB=SYBTABV

*

SYBLUO2 LU LOCADDR=2
SYBLUO3 LU LOCADDR=3
SYBLUO04 LU LOCADDR=4

CICS definitions

CICS APPLID

+

+

This section explainsthe CICS definitions for the sampl e Token-Ring network.
It includes the following subsections:

CICSAPPLID

System Initialization Table (SIT)
Connection definition

Session definition

Define the CICS APPLID to SNA, as shown under “ APPL definition
statement” on page 108.

System Initialization Table (SIT)

Set these parameters as follows for CICS version 3.x and later:

ISC=YES
TCP=YES
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e SEC=YES, if using an external security manager

* SNA=YES

Connection definition

Use the following sample as amodel. Change it, as appropriate to your site,
noting the requirements listed after the sample:

OBJECT CHARACTERISTICS
CEDA View Connection( SYB2 )

Connection : SYB2

Group : SYBCONN

DEscription : ARAPAHOE

CONNECTION IDENTIFIERS

Netname : SYBLUO2

INDsys :
REMOTE ATTRIBUTES

REMOTESYSTem

REMOTEName

REMOTESYSNet
CONNECTION PROPERTIES

ACcessmethod : SNA SNA | IRc | INdirect | Xm
PRotocol : Appc Appc | Lu6l | Exci
Conntype : Generic | Specific
SInglesess : Yes No | Yes

DAtastream : User User | 3270 | SCs | STrfield | Lms
RECordformat : U U | Vb

Queuelimit : No No | 0-9999

Maxgtime : No No | 0-9999
OPERATIONAL PROPERTIES

AUtoconnect : No No | Yes | All
INService : Yes Yes | No
SECURITY

SEcurityname : SYBUSER

ATtachsec : Verify Local | Identify | Verify | Persistent

| Mixidpe

BINDPassword : PASSWORD NOT SPECIFIED
BINDSecurity : No No | Yes

Usedfltuser : No No | Yes
RECOVERY

PSrecovery : Sysdefault Sysdefault | None
Xlnaction : Keep Keep | Force

Requirements include the following:
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e Theconnection and session are related by the Connection parameter in the
OBJECT CHARACTERISTICS and SESSION IDENTIFIERS
definitions.

e The Netname parameter corresponds to an LU name defined to SNA.
e Setthe Singlesess parameter to Yes for dependent LUSs.

e Set AUtoconnect to No for single sessions.

e For conversation-level security:

e Set the SEcurityname parameter to a user ID specified in the CICS
sign-on table, or use the default sign-on table entry and enter avalid
RACF ID.

e Set the ATtachsec parameter to Verify.

Session definition

Use the following sample as a model. Change it as appropriate to your site,
noting the requirements listed after the sample:

OBJECT CHARACTERISTICS
CEDA View Sessions( SESLU02 )

Sessions : SESLUO02

Group : SYBCONN

DEscription : ARAPAHOE

SESSION IDENTIFIERS

Connection : SYB2

SESSName

NETnameq :

MOdename : MVSMODE

SESSION PROPERTIES

Protocol : Appc Appc | Lué6l | Exci
MAxXimum : 001 000 0-999
RECEIVEPfx

RECEIVECount : 1-999
SENDPfx :

SENDCount : 1-999
SENDSize : 01024 1-30720
RECEIVESize : 01024 1-30720
SESSPriority : 000 0-255
Transaction
OPERATOR DEFAULTS

OPERId :

OPERPriority : 000 0-255
OPERRs1 : 0 0-24
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OPERSecurity
PRESET SECURITY

USERId

1

OPERATIONAL PROPERTIES

Autoconnect
INservice
Buildchain
USERArealen
IOarealen
RELreq
DIscreq
NEPclass

RECOVERY

RECOVOption

RECOVNotify

: No

: Yes

000
00000 00000

: No
: No

000

: Sysdefault

: None

No | Yes | All

No | Yes
Yes | No
0-255
0-32767
No | Yes
No | Yes
0-255

Sysdefault | Clearconv | Releasesess
| Uncondrel | None
None | Message | Transaction

Requirements include the following:

e Theconnection and session arerelated by the Connection parameter inthe
OBJECT CHARACTERISTICS and SESSION IDENTIFIERS

definitions.

e Onthe SESSION definition, set MAximum=001 000. This setting both
defines one session for the LU and sets CICS as the contention | oser,
improving performance during session initiation (BIND).

e Set SENDSize and RECEIVESize to match the value specified in the
RUSIZES parameter of the chosen logmode.

e AUtoconnect determines whether CICS attemptsto bind sessionswhen the
connection is established. Set this parameter to No.

Sample SDLC non-switched line with parallel sessions

This section contains the following subsections:

112

* SNA entries

* CICSdefinitions

You need al of the following SNA, NCP, and CICS definitions to define a
Remote SDL C Non-Switched Line supporting parallel sessions.
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SNA entries

This section contains the SNA Logmode entry and NCP SDL C Group
definition. It contains the following subsections:

e Logmode entry

* NCP SDLC group definition

Logmode entry
The following statement defines mode table SYBTABV to SNA:

LOGMODE ENTRY:
SYBTABV MODETAB
EJECT
TITLE 'M6P1024V'

* LU 6.2, PARALLEL SESSIONS, RU SIZE(1024), SYNCH LEVEL (CONFIRM),
* SECURITY (VERIFY)

K o *

M6P1024 MODEENT

LOGMODE=M6P1024 , FMPROF=X'13’,TSPROF=X'07", *
PRIPROT=X'B0’, SECPROT=X'B0’, COMPROT=X"'"78A5", *
RUSIZES=X'8787',TYPE=X'00", *
PSNDPAC=X' 05", SRCVPAC=X'05",SSNDPAC=X'05", *
PSERVIC=X'060200000000000000102F00" *
EJECT
MODEEND
END

The value for RUSIZES matches that used for SENDSize and RECEIVESize.
See “ Session definition” on page 116.

NCP SDLC group definition

Use the following sample as a model. Change it as appropriate to your site,
noting the requirements listed after the sample:

**Kk*kxxx NCP: REMOTE SNA LU 6.2 SDLC NON-SWITCHED ***%%%%
ok %k ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

SDLC NON-SWITCHED LINES GROUP

LR SRS S SR E RS SRS SRR S SRR SRR R RS EEEEEEEEEEEEEEEEE
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*

NSWGRP GROUP CLOCKNG=DIRECT, SCANNER PROVIDES CLOCKING
+

DIAL=NO, NO SWITCHED LINES IN THIS GROUP +
DISCNT=NO, (V) SNASNA +
ISTATUS=ACTIVE, INITIAL STATUS ACTIVE +
LNCTL=SDLC, SDLC LINE CONTROL +
NEWSYNC=NO, DO NOT SUPPLY NEW SYNC SIGNAL +
PAUSE=(0,0), 0 SEC BETWEEN SERVICE CYCLES +
PU=YES, (V) SNA +
REPLYTO=0.3, .3 SEC REPLY TIMEOUT +
RETRIES=(5,0,2), 5 RETRIES PAUSE 0 SEC. FOR 3 TIMES +
SERVLIM=8, NUMBER OF SCANS OF THE SOT +
SPEED=19200, LINE SPEED +
TYPE=NCP NCP MODE ONLY LINE GROUP

LO1P01 LINE  ADDRESS=01, LINE ADDRESS ON 3745 +
ISTATUS=ACTIVE, INITIAL STATUS +
MAXPU=1, +
MAXDATA=1024, +
MODETAB=SYBTABYV, +
NRZI=NO
*
S01P01 SERVICE ORDER=(NSWPU1),ORDER IN WHICH +
MAXLIST=1 DEVICES ARE SERVICED
*
NSWPU1 PU
ADDR=01, DLOGMOD=M6P1024V, SSCPFM=FSS, USSTAB=ISTINCDT,
+
XID=YES, PUTYPE=2
NSWLU101 LU LOCADDR=0,RESSCB=128,PACING=5, LOGAPPL=CICSSYB

Requirements include the following:

*  The MAXDATA value should match the RUSIZES defined on the chosen
DLOGMOD.

e Todefine an independent LU to NCP, refer to appropriate IBM
documentation for NCP resource definition. Requirements are;

e OnthePU definition, set XID=YES.

e Defineanindependent LU (ILU) as LOCADDR=0. You can define
more than one ILU per PU.
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e TheRESSCB parameter defines the number of Boundary Session
Control Blocks (BSBs) reserved for this ILU. You need one BSB for
each session in which the ILU participates.

Also consider that the LOGAPPL parameter is used for error recovery in case
the PU becomes inactive. If you specify LOGAPPL, then when the PU is
reactivated, SNA reestablishes the SNASVCMG service session between this
LU and the application defined to LOGAPPL.

CICS definitions

To define an independent LU to CICS, use the following models. It contains
the following subsections:

¢ Connection definition

¢ Session definition

Connection definition

Use the following sample as a model. Change it as appropriate to your site,
noting the requirements listed after the sample:

OBJECT CHARACTERISTICS
CEDA View Connection( ILU1l )

Connection : ILUL

Group : SYBCONN

DEscription : ARAPAHOE
CONNECTION IDENTIFIERS

Netname : NSWLU101

INDsys :
REMOTE ATTRIBUTES

REMOTESYSTem

REMOTEName

REMOTESYSNet
CONNECTION PROPERTIES

ACcessmethod : SNA SNA | IRc | INdirect | Xm
PRotocol : Appc Appc | Lu6l | Exci
Conntype : Generic | Specific
SInglesess : No No | Yes
DAtastream : User User | 3270 | SCs | STrfield | Lms
RECordformat : U U | Vb

Queuelimit : No No | 0-9999
Maxgtime : No No | 0-9999
OPERATIONAL PROPERTIES

AUtoconnect : All No | Yes | All
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INService . Yes Yes | No
SECURITY
SEcurityname : SYBUSER
ATtachsec : Verify Local | Identify | Verify | Persistent
| Mixidpe
BINDPassword : PASSWORD NOT SPECIFIED
BINDSecurity : No No | Yes
Usedfltuser : No No | Yes
RECOVERY
PSrecovery : Sysdefault Sysdefault | None
Xlnaction : Keep Keep | Force

Requirementsto allow an independent LU to support paralléel sessionsinclude
the following:

e Set the Singlesess parameter to No.

e Set the AUtoconnect parameter to All. If CICS goes down, this parameter
tells CICS to reestablish the SNASVCMG sessions with this LU.

e For conversation-level security:

e Set the SEcurityname parameter to auser ID specified in the CICS
sign-on table, or use the default sign-on table entry and enter avalid
RACF ID.

e Set the ATtachsec parameter to Verify.

Session definition

Use this sample as amodel. Change it as appropriate to your site, noting the
requirements listed after the sample:

OBJECT CHARACTERISTICS
CEDA View Sessions( SILU1l )

Sessions : SILUlL

Group : SYBCONN

DEscription : ARAPAHOE

SESSION IDENTIFIERS

Connection : ILU1

SESSName

NETnameq :

MOdename : M6P1024V
SESSION PROPERTIES

Protocol : Appc Appc | Lu6l | Exci
MAximum : 128 000 0-999
RECEIVEPfx
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RECEIVECount
SENDPfx
SENDCount
SENDSize
RECEIVESize
SESSPriority
Transaction

OPERATOR DEFAULTS

OPERIA
OPERPriority
OPERRs1
OPERSecurity

PRESET SECURITY

USERId

01024
01024
000

000

1

OPERATIONAL PROPERTIES

Autoconnect
INservice
Buildchain
USERArealen
IOarealen
RELreq
DIscreq
NEPclass
RECOVERY
RECOVOption

RECOVNotify

No

Yes
000
00000 00000
No
No
000

Sysdefault

None

1-999

1-999
1-30720
1-30720
0-255

0-255
0-24
1-64

No | Yes | All
No | Yes

Yes | No

0-255

0-32767

No | Yes

No | Yes

0-255

Sysdefault | Clearconv | Releasesess
| Uncondrel | None
None | Message | Transaction

Requirements include the following:

e Toalow anindependent LU to support parallel sessions:

e Set the MOdename parameter to alogmode that supports parallel
sessions, that is, where bits 6 and 7 of the 11th byte of the PSERVIC
are each set to 1.

e Change MAximum to xxx yyy, where xxx = maximum number of
sessions, yyy = humber of contention winners. For improved
performance, set CICS to be the contention loser (yyy=000).

e Set SENDSize and RECEIVESize to match the value specified in the
RUSIZES parameter of the chosen logmode.

e Set AUtoconnect to No. AUtoconnect determines whether CICS attemptsto
bind sessions during start-up.
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Troubleshooting

This appendix contains troubleshooting guidelines and process flow
overviews for Server Option. It contains the following topics:

Topic Page
Where to start troubleshooting 119
Common problems and suggested solutions 120
Troubleshooting at each component 124
Coordinating troubleshooting efforts 131

For troubleshooting information about TRS, see the Mainframe Connect
DirectConnect for Z/OS Option User's Guide for Transaction Router
Services. For explanations of specific error messages, see the Mainframe
Connect Client Option and Server Option Messages and Codes.

Where to start troubleshooting

At the client, the DirectConnect for z/OS Option workstation, and
mainframe levels, check components systematically to locate the
problem. Depending on your setup, you may want to check for problems
in this sequence:

Connectivity

Client application

Client LAN

Client network setup

Major outage

DirectConnect for zZ/OS Option workstation

N O o~ W N P

Connection from the client to the DirectConnect for z/OS Option
workstation
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8 Connection from the DirectConnect for z/OS Option workstation to the
mainframe

For any of these problems, the appropriate system administrator should use
normal troubleshooting procedures. For example:

»  Record specific information on the error message(s), including:
e Error message number
* Associated SNA sense codes or SNA Services error codes
* Timethe error occurred
* Theclient or user affected

» Refer to the appropriate documentation, as needed.

*  Perform the recommended action.

e Continue the process until the problem is resolved.

Common problems and suggested solutions

Problems can often be traced to configuration errors or to network, line,
modem, or adaptor outages.

This section contains the following subsections:
»  Configuration errors
» Mainframe network operational failure

*  Network session or line failures

Configuration errors
This section contains the following subsections:
*  Cannot establish session
*  Session established but transaction does not run
» SDLClineor Token-Ring not up
* SDLCLink and PU are active but LU is not active
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Configuration errorsare often the cause of communicationsfailure. To resolve
these errors, you need the following information, which was created when the
network was installed and successfully implemented:

CICS RDO definition

SNA /NCP definitions for the LU and associated |ogmode
SDL C or Token-Ring connection charts to the mainframe
TCP/IP connection chartsto clients

For CICS LU 6.2, workstation SNA configuration

Sybase interface files for clients and TRS

Sybase security definitions, including client logins, connection groups,
and transaction groups

Verify that thisinformation isthe same asit was before the error occurred. If it
is not, determine whether arecent change is contributing to the problem.

Cannot establish session

Cause

Check for the following:

Suggested action

Mismatched LU definitions between SNA and workstation
Mismatched modenames

Incorrect SNA MODETAB and APPLID macros

Incorrect CICS RDO definitions

Incorrect TCP/IP addresses or host names

Check the CICS system log on the mainframe for messages.
Correct the spelling.

Coordinate with the TRS administrator to check connection and
modename profiles, using the utility shipped with the product.
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Session established but transaction does not run

Cause

Check for the following:

Suggested action

CICS RDO definition errors
RACF security error
Incorrect transaction ID in the TRS RPC table

Incorrect entriesin the SY RP transaction (gateway-less)

Check the CICS system log on the mainframe for messages.
Verify definitions.

Coordinatewith the TRS administrator for correct security and transaction
ID setups.

Check the SY RP transaction entries.

SDLC line or Token-Ring not up

Cause

Addressisincorrectly configured with NCP (assumes correct line or modem
setup).

Suggested action

Check both ends of the SDL C station or Token-Ring address configuration.

SDLC Link and PU are active but LU is not active

Cause

Check for the following:

122

SNA and DirectConnect for z/OS Option LU definition errors
Anincorrect SSCPID vauein thelocal LU profile
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Suggested action

Use the SDLC trace and error log facilities to find the error.

Mainframe network operational failure
On the mainframe, there are two frequent causes of operational errors:

e The CICS or SNA operator put the resource out of service with the vary
command.

e SNA placed theline, physical unit (PU), or LU into a non-operating
(INOP) state because of a network outage.

In these cases, one of the following occurs:

e TheTRSadministrator sees SNA Servicestimeout and connection failure
messages when trying to start the DirectConnect for zZ/OS Option.

e Therequesting client sees an SNA Services message indicating that the
system could not start the RPC.

When you are contacted about such messages, reactivate the necessary
mainframe resources.

Network session or line failures

This section explains what happens when line, adapter, or modem outages
occur and how to prevent them.

This section contains the following subsections:
e When these errors occur

e Preventing these errors

When these errors occur

Line, adapter, or modem outages result in error messages at the SNA console
and at the DirectConnect for z/OS Option. The DirectConnect for z/OS Option
records the message and, when possible, sends a similar error message to any
affected clients.
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Preventing these errors

Intermittent hardware errors and line degradation problems disrupt processing
and may be difficult to find. It helpsto check periodically for these problems.
For example:

To check for hardware errors, use the SNA error logs. Report errorsto
IBM Service.

To check for line degradation, use SNA to periodically report the SDLC
line statistics. Examine the statistics for a significant number of re-
transmissions or idle detect timeouts. Line degradation results in random
SDLC linefailures or very slow response to the client, even during a
moderate processing | oad.

Troubleshooting at each component

This section explains troubleshooting at each of the Sybase components. It
includes the following subsections:

124

Server Option support

TRS support

DirectConnect for z/OS Option communications with the mainframe
Mainframe communications support

Gateway-Library support (Server Option user-written applications and
RPCs)

DB2 UDB Ogption for CICS support
Gateway-less support
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Server Option support

Server Option support consists of several components on the IBM z/Series
mainframe and the DirectConnect for z/OS Option platform, as the following
diagram shows. On the Z/OS Option platform, support is aided by information
from LAN error report files, TDS and SNA trace files, and connectivity error
log files. On the IBM z/Series mainframe, Server Option GW-Library and
CICS aux traces, TCP/IP listener traces, and CICS debug tools help in
troubleshooting.
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Figure F-1: Components for Server Option support
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TRS support

TRS does the following:

«  Receives requests from client applications

«  Convertsthe requests to the appropriate communications protocol call
e Sendsthe reguests to the mainframe

Each instance of TRS has a unique service name, which clients use to select a
service for communication. Each instance of TRS hasits own set of
configuration information, defined globally in the TRSL configuration file.

As shown in the previous figures, TRS uses the following files:

e <srvlibname>.tds for tracing Sybase TDS traffic between TRS on UNIX
platforms and mainframe SNA

e ngtds.<srvlibname> for tracing Sybase TDS traffic between TRS on PC
platforms and mainframe SNA

e swr.log for logging TDS traffic between TRS and client workstations, and
for recording errors

The Transaction Router Service Library (TRSL) SNATraceFile configuration
property specifiesthe file to which the SNA side of the TRS tracefileis
written. Formatted TDS traces and errors are logged and written to thisfile.

The associated TRSL name is appended to these files so that the TRS
administrator can differentiate the log for each instance of TRS. For more
information, refer to the Mainframe Connect DirectConnect for z/OS Option
User's Guide for Transaction Router Services.

The DirectConnect for zZ/OS Option server logs TDS traffic between TRS and
client workstations, and records errors. For more information, refer to the
Enterprise Connect Data Access and Mainframe Connect Server
Administration Guide for DirectConnect.

DirectConnect for z/OS Option communications with the mainframe

This section contains the following subsections:
« SNALUG.2
« TCPIP

TRS depends on the communications support of the server it runs on to
communicate with the mainframe transaction processor.
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SNA LU 6.2

TCP/IP

The LAN communications server, such as SNA Servicesfor AlX, usesthe
SNA trace file to record SDLC/SNA traffic between the workstation and
mainframe. The vendor’s trace utility extracts thisfile.

For AlX, theerror log file records errors that SNA Services detects. The IBM
error log report utility extracts thisinformation. Refer to the appropriate
Microsoft SNA Server documentation for details on Windows.

For CICS TCP/IP environments, third party TCP/IP trace facilities provide a
way of obtaining low-level TCP/IP traces between the mainframe and TRS.

For AlX, the error log file records errors that TCP/IP Services detects. The
IBM error log report utility extracts thisinformation.

Mainframe communications support

SNA/NCP

TCP/IP for z/OS

128

Mainframe-based communications support provides the "transport” level of
function. Depending on the mainframe communications software installed,
Gateway-Library uses SNA/NCP or TCP/IP for z/OS.

This section contains the following subsections:
« SNA/NCP
 TCP/IPfor zZ/OS

For CICS LU 6.2 environments, you can use the SNA General Trace Facility
(GTF) filesto trace SDLC/SNA traffic between TRS and the mainframe. The
IBM TAP utility extracts thisinformation.

For CICS IBM TCP/IP environments, you can use the Netstat facility to check
the status of TCP/IP connections, aswell asto make them inactive if problems
occur. You can use the IBM TCP/IP trace facility to trace traffic between TRS
and the mainframe. Also, check the CICS message user log for any system or
Sybase messages.
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Gateway-Library support (Server Option user-written applications
and RPCs)

Note Skip this section if you are not using Server Option RPCs.

The Gateway-Library isaset of functions available for writing applications to
enable mainframe environments to communicate with clients attached to TRS.
These functions convert client callsinto the TDS needed to communicate with
TRSand itsclients.

Stubs provide access to the Gateway-Library functions. These stubs are a set
of object libraries that application programmers can include in job steps used
to link-edit programs they create.

Gateway-Library tracing functions enable you to trace program activity
globally, for all transactions, or specifically, for individual transactions. Based
on the transaction processor, tracing functions provide:

e APl tracing for Gateway-Library calls, using the CICS auxiliary (aux)
facility

e TDS header tracing, using the CICS Error Log
e TDSdatatracing, using the CICS Error Log
Table F-1 shows the tracing functions:

Table F-1: Gateway-Library tracing functions

Function Description

TDINFLOG Determines what types of tracing are set

TDINFSPT Indicates whether tracing is on or off for a transaction and
returns the transaction ID

TDLSTSPT Listsal transactions for which tracing is enabled

TDSETLOG Turns system-wide tracing options on or off

TDSETSPT Turns tracing on or off for a specific transaction

TDWRTLOG Writes a user message or system entry

You can use standard CICS debugging tools or third party debugging toolsto
debug user-written applications.

For more information, see:

e Chapter 5, “Tracing and Accounting,” which describes the logging
processes.

Installation and Administration Guide 129



Troubleshooting at each component

e The Mainframe Connect Server Option Programmer’s Reference for the
appropriate programming language, which describes Gateway-Library
tracing functions. PL/1 and COBOL versions of this guide are available.

For CICS, Gateway-Library tracing stores information about the TDS traffic
between the mainframe and workstation in the VSAM ESDSfile, SYTDLOGL.
This information includes any errors detected in the traffic.

Remember that some TDS callsfill up internal TDS buffers before sending
them out to the network. For example, aTDSNDROW or TDSNDMSG call does
not cause execution of acorresponding CICS EXEC SEND call unlessthe TDS
buffer becomes full.

Warning! To avoid losing records, periodically archive or delete the trace
records on SYTDLOGI. Trace records are appended to thisfile until it is full;
then the records are rejected.

DB2 UDB Option for CICS support
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This section contains the following subsections:
» Tracing

* Logging

The DB2 UDB Option for CICS provides alternativesto creating Server
Option applications. They provide:

»  The AMD2 transaction for the DB2 UDB Option for CICS, which will
automatically process client SQL language requests using the DB2 UDB
dynamic SQL facilities.

* A set of Catalog RPCs, an interface for accessing DB2 UDB catalog
information that includes DB2 UDB tables and views. This interface
resides on the LAN-side of the DirectConnect for Z/OS Option in aDB2
UDB Option for CICS configuration.

Using this product, client applications can communicate directly with TRS or
with another server that communicates with TRS, such as Adaptive Server
Enterprise (ASE) or OmniConnect™.
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Tracing

Logging

For the DB2 UDB Option for CICS, you can use the standard TRS tracing
support. See “TRS support” on page 127.

For further information about logging with DB2 UDB Option for CICS
installations, refer to the Mainframe Connect DB2 UDB Option for CICS
Installation and Administration Guide.

Gateway-less support

In a gateway-less architecture, the client application communicates directly
with the mainframe. Consequently, you must use a TDS capture application or
asniffer application for tracing where agateway trace might otherwise be used.
At the mainframe, you can use the Sybase DEBUGSW option and listener trace
flags to cause messages to be written to the CICS message user log or aCICS
AUX trace.

Coordinating troubleshooting efforts

This section contains the following subsections:
e Processing flow and requirements

*  Process flow during attention sequences

*  Browse applications

System administrators at the mainframe, TRS, and client level need to
coordinate troubleshooting efforts. To help you with your analysis, this section
describes the processing flow from the client through TRS to the mainframe.

Processing flow and requirements

The following diagram shows the processing flow:
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Figure F-2: Client-to-TRS-to-mainframe processing flow

DB-Library DirectConnect for CICS or
Client z/OS platform IMS T™M
1. Login
dbopen >
2. Acknowledge
-
dbrpcinit 3. RPC request
dbrpcparam & parameters
dbrpcsend —_—
Allocate 4. Tranid=xxxxx
—>
Send-Data 5. XDR information
—>
Send-Data 6. RPC parameters
—>
7.
TDACCEPT
OPEN
FETCH
TDESCRIB
TDSNDROW
Receive 8. TDS replies
-
10. TDS replies Receive 9. TDS DONE, ceb TDSNDDON
- -
CLOSE
TDS DONERPC exit

-

The following steps describe the sequence shown above and highlight the
requirements:

1 If TRShas started, the client opensa LAN connection to a designated
DirectConnect for z/OS Option server and logsin. The following message

may appear:

Server name not found in interface file
If so, make sure that:
» Theclient interfacesfileis set up correctly.

» Theclient Sybase path variable (SYBASE) is defined correctly.
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e The DirectConnect for zZ/OS Option server is specified in the
DSQUERY variable.

2 Onrecelving the client login information, the DirectConnect for Z/OS
Option checks security as follows:

e |f security isenabled, the DirectConnect for z/OS Option ensuresthat
the client is authorized. If the client is not authorized, this error
appears:

Security Violation: Login denied (no login entry)

« Iftheclientisauthorized or security isdisabled, the DirectConnect for
Z/OS Option acknowledges the login.

3 When the client application needs to invoke an RPC or language request
on the mainframe, the client sends a request to TRS over the logged-in
LAN connection.

4  TRSreceivesthe request and performs atable look-up to find the
mainframe session and Server Option transaction ID to use. The RPC and
connection must be in the table. If security is enabled, the client must be
authorized to use the RPC and connection to the mainframe. If the table
look-up and security check are successful, thelineis up, and the sessionis
active, TRS allocates a conversation with the named transaction.

If afailure occurs during this process, SNA Services writes one of the
following error messages to both the TRS log and the client:

Security Violation: Access to RPC ‘xxxx’ denied.
The client is not authorized or is not listed correctly.

Request Rejected: No host connections are
available.

Connections to the mainframe are unavailable.

Request Rejected: Remote procedure ‘xxxx’ not
found.

The RPC name was entered incorrectly or the nameis not in the
lookup table.

5 TRSsendsthe client External Data Representation (XDR) information to
the mainframe.

6 TRSsendstheclient RPC parametersto the mainframe, and then waitsfor
areply from the transaction.
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10

On the mainframe, the transaction processor initiates the named
transaction, and the transaction issues the Server Option Gateway-Library
cals. These cals read the client XDR information and RPC parameters.
The transaction al so performs associated processing, such asissuing static
SQL DB2 UDB requests or reading VSAM or other database data.

The transaction issues Gateway-Library callsthat send results back to the
client. These calls perform required data conversions, generate the TDS
reply data stream, and send out reply data.

TRS receivesthe TDS reply packet and forwardsit to the client, which
continues until the Server Option transaction issues a TDSNDDON call.

If afailure occurs during this process, the LAN SNA software writes an
error message to the DirectConnect for z/OS Option server log. It also
writes the following error message to the client:

Unexpected EOF from Adaptive Server Enterprise

(The mainframe is acting as a Adaptive Server Enterprise.) If in use, the
Gateway-Library tracing functions also record errorsin this process.

When the request is complete, the transaction exits and the conversation
terminates. A long-running transaction (also called a user-defined
transaction) can remain active through multiple requests before the
conversation ends. If along-running transaction terminates before it
should, determine whether appropriate client support is set up. For
example:

e Theclient may be set up to disconnect after invoking the transaction
and before the transaction ends.

»  Adaptive Server Enterpriselogs out after sending aclient request and,
therefore, does not support long-running transactions.

For more information on identifying problems, see “Common problems and
suggested solutions” on page 120.

Process flow during attention sequences

Any of the following actions results in an attention segquence:
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Database-L ibrary issues a dbcancel() command.
Anisgl user cancels processing while the server is sending results.

An APT program or form issues a closesgl command.
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e A DataWorkbench user exits aform while the server is sending results.
When an attention sequence isissued, the process flow is as follows:

1 Database-Library issues an attention packet to TRS, then discards
anything else received until it receives a TDS DONE packet with the
attention Ack bit on.

2 TRS converts the attention packet into a SNA SIGNAL command, issuing
an LU 6.2 request-to-send verb. TRS then discards any results received
from the mainframe until it receives aTDS DONE packet with the
attention Ack bit on.

3 At the mainframe, the Server Option receives the attention signal and
passes it to the Gateway-Library (RPC).

4  Gateway-Library passes back areturn code, indicating
TDS_CANCEL_RECEIVED, on all subsequent TDSNDROW,
TDSNDMSG, and TDSETPRM calls from an application. Any data
associated with TDSNDROW or TDSNDMSG callsis discarded until the
application issues a TDSNDDON call.

For details on these calls, see the Mainframe Connect Server Option
Programmer’s Referencefor the appropriate programming language. PL/1
and COBOL versions of this guide are available.

5 When the application issues a TDSNDDON call, Server Option support
sends a TDS DONE packet with the attention Ack bit on. This ends the
attention sequence.

Browse applications

Sybase architecture uses a "streaming mode" of data transfer. Rather than
sending a short block of data and waiting for areply, the mainframe
continuously sends datauntil the client stopsaccepting it. Whenthe client stops
accepting data, normal SNA pacing functions suspend data transfer.

For applications that select asmall set of data, processit, then request the next
block of data, it is best to use RPC parametersto specify the ID of a set of
records. If the client RPC parameters are set up as return parameters, and the
Gateway-Library TDSETPRM specifiesthe ID of the desired set of records,
Server Option support returns the updated RPC value to the client. The client
can use this value to invoke the next set of records.
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access code

access service

Access Service Library
(ACsLIB)

Adaptive Server
Enterprise

advanced program-to-
program communication
(APPC)

AMD2

American Standard Code
for Information
Interchange

API

APPC

A number or binary code assigned to programs, documents, or foldersthat
allows authorized users to access them.

A logical server application, used with an access service library, to which
clients connect. Each DirectConnect for z/OS Option server can have
multiple access services.

A component of the DirectConnect for z/OS Option, aservice library that
provides access to non-Sybase data contained in a database management
system or other type of repository. Each such repository iscaled a
“target.” Each access service library interacts with exactly one target and
is named accordingly. See also service library and access service.

The server in the Sybase Client-Server architecture. It manages multiple
databases and multiple users, tracks the actual location of data on disks,
maintains mapping of logical data description to physical data storage,
and maintains data and procedure caches in memory. Formerly known as
SQL Server.

Hardware and software that characterize the LU 6.2 architecture and its
various implementations in products. See also logical unit 6.2 (LU 6.2).

The default name of the CICS transaction in the DB2 UDB Option for
CICSthat allows clients to submit SQL statementsto DB2 UDB.
Compare with SYRT.

See ASCII (American Standard Code for Information Interchange).

See application program interface (API).

See advanced program-to-program communication (APPC).
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APPC/MVS

APPC
communications link

application program

application program
interface (API)

argument

ASCII (American
Standard Code for
Information
Interchange)

batch

bind

boundary session
control block (BSB)

C/370

call

character data
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An SNA application that extends APPC support to the OS/390 operating
system. The primary role of APPC/MV Sisto providefull LU 6.2 capability to
0S/390 applications to allow communication with other applicationsin a
distributed SNA network.

Note SNA isno longer supported for the Client Option.

Hardware and software configured to enable a remote transaction program to
establish an APPC conversation with a partner transaction program in an SNA
network. See also Systems Network Architecture (SNA).

A program that is specific to the solution of an application problem.

A functional interface, supplied by an operating system or other licensed
program, that allows an application program written in a high-level language
to use specific data or functions of the operating system or the licensed
program.

A value supplied to afunction or procedure that is required to eval uate the
function.

A 7-bit standard code that permits transmittal of text, numbers, and some
special characters among systems. Characters are represented by the numbers
between 32 and 127, inclusive. The set includes uppercase and lowercase
letters, numbers, and frequently-used special characters (suchas$ & ;: #. ).

A group of records or data processing jobs brought together for processing or
transmission.

SQL statementsfrom acompiled mainframe program where the accessto DB2
UDB was optimized and saved as static SQL in an application plan.

A block of memory used to establish a connection between nodesin an SNA
network architecture.

Note SNA isno longer supported for the Client Option.

An application programming language. Open Client Client-Library isavailable
for C.

The action of bringing acomputer program, aroutine, or a subroutine into
effect, usually by specifying the entry conditions and jumping to an entry point.

Datain the form of letters and special characters, such as punctuation marks.
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character set

character string
CICs
CICS region

client

client application

Client Option

client/server

Client Services
Application (CSA)

COBOL (common
business-oriented
language)

code page

command

commit

common area

common business-
oriented language

A set of specific (usually standardized) characters with an encoding scheme
that uniquely defines each character. ASCII is acommon character set.

A sequence of consecutive characters that are used as a value.
See Customer Information Control System (CICS).
The CICS area of the computer system in which an application is running.

In client/server systems, the part of the system that sends requests to servers
and processestheresults of thoserequests. Seealso client/server. Contrast with
server.

Software that is responsible for the user interface, including menus, data entry
windows, and report formats or an application that sends requests to another
application that acts as a server. See also client, client/server, server.

A Sybase product that provides capability for the mainframe to act as aclient
to LAN-based resources. See client.

An architecture in which the client is an application that handles the user
interface and local data manipul ation functions, while the server provides data
processing access and management for multiple clients. See also client
application.

A customer-written CICS program initiated on the host that uses the Sybase
API to invoke Server Option for DB2 UDB as a client to Server Option or to
SQL Server. See also application program interface (API).

A high-level programming language, based on English, that is used primarily
for business applications.

An assignment of graphic characters and control function meaningsto all code
point.

An order for an action to take place.

An instruction to a database to make permanent all changes made to one or
more database files since the last commit or rollback operation, and to make
the changed records available to other users. Contrast with rollback.

A control section used to reserve amain storage areathat can be referred to by
other modules.

See COBOL (common business-oriented language).
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Common
Programming
Interface

compile

connectivity

control section
(CSECT)

control statement

conversation

CSECT

cursor

Customer
Information Control
System (CICS)

data area
database
database

managem ent system
(DBMS)

data definition
statement (DD
statement)
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The SAA Common Programming Interface (CPI) specifies the languages and
services used to devel op applications across SAA environments. The elements
of the CPI specification are divided into two parts: processing logic and
services.

To translate al or part of a program that is expressed in a high-level language
into a computer program that is expressed in an intermediate language, an
assembler language, or a machine language.

The capability to attach avariety of functional units without modifying them.

The part of a program specified by the programmer to be arel ocatable unit, all
elements of which are to be loaded into adjoining main storage locations.

In programming languages, a statement that is used to alter the continuous
sequential execution of statements; a control statement may be a conditional
statement, or an imperative statement.

a) A dialog between a user and an interactive data processing system.

b) Within the context of APPC, an exchange of information or a sequence of
messages sent between two transaction programs. Conversations take place
between two LUs over an established session. Also, a sequence of messages
sent between two applications (for instance, client application and SQL
Server).

See control section (CSECT).

In SQL, anamed control structure used by an application program to point to
arow of data. The position of the row iswithin atable or view, and the cursor
is used interactively to select rows from the columns.

An IBM-licensed program that enables transactions entered at remote
terminal sto be processed concurrently by user-written application programs. It
includes facilities for building, using, and maintaining databases.

A storage area used by a program or device to hold information.

A set of related data tables and other database objects that are organized and
presented to serve a specific purpose.

A computer-based system for defining, creating, manipulating, controlling,
managing, and using databases. The software for using a database can be part
of the database management system, or it can be a stand-al one database system.

A job control statement describing adata set associated with aspecific job step.
See also job control language (JCL).
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data object

data queue

data record

data set

data set name (DSN)
data source

datatype

DBCS

DB-Library

DBMS
DB2 UDB

DB2 UDB Option for
CICS

DD statement
delimiter

direct access
storage device
(DASD)

Inaprogram, an element of data structure, such asafile, array, or operand, that
is needed for the execution of aprogram and that is named or otherwise
specified by the allowable character set of the language in which the program
is coded.

An object that communicates and stores data used by several programsin ajob
or between jobs.

A collection of items of information from the standpoint of itsusein an
application, asthe user suppliesit. The datarecord is stored physically separate
from its associated control information in a control interval.

The magjor unit of data storage and retrieval, consisting of a collection of data
inoneof several prescribed arrangements and described by control information
to which the system has access.

The term or phrase used to identify a data set.
A collection of data, such as a database.

In programming languages, a set of val ues together with a set of permitted
operations.

See double-byte character set (DBCS).

A Sybase and Microsoft API that allows client applications to interact with
ODS applications. See also application program interface (API).

See database management system (DBMS).
An IBM relational database management system.

A Sybase mainframe sol ution that provides dynamic accessto DB2 UDB data.
It replaces the Omni SQL Access Module for DB2 UDB-CICS and the
functionality in the MDI Access Server. See also Customer Information
Control System (CICS), DB2 UDB, Multiple Virtual Storage (0S/390).

See data definition statement (DD statement).
A character that groups or separates words or valuesin aline of input.

A deviceinwhich accesstimeis effectively independent of the location of the
data.
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DirectConnect for
z/OS Option

DirectConnect
Manager

directory

disk volume

double-byte
character set (DBCS)

driver

dump

dynamic SQL

EBCDIC (Extended
Binary-Coded
Decimal Interchange
Code)

embedded SQL
(ESQL)
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A Sybase Open Server application that provides access management for non-
Sybase databases, copy management (transfer), and remote systems
management. Each DirectConnect for z/OS Option consists of aserver and one
or more service libraries to provide access to a specific data source. The
DirectConnect for z/OS Option replaces the products “MDI Database
Gateway” and “Net-Gateway.”

A Sybase Windows application that provides remote management capabilities
for DirectConnect for zZ/OS Option products. These capabilities include
starting, stopping, creating, and copying services.

A type of file containing the names and controlling information for other files
or other directories.

A disk pack or part of adisk storage module.

A set of charactersin which each character is represented by 2 bytes.
Languages such as Japanese, Chinese, and K orean, which contain more
symbols than can be represented by 256 code points, require double-byte
character sets. Because each character requires 2 bytes, the typing, display, and
printing of DBCS characters requires hardware and programs that support
DBCS. Contrast with single-byte character set (SBCS).

A system or device that enables afunctional unit to operate.

To record, at a particular moment, the contents of all or part of one storage
devicein another storage device. Dumping is usually for the purpose of
debugging.

Pertaining to the preparation and processing of SQL source statements within
aprogram while the program runs. The SQL source statements are contained
in host-language variables rather than being coded directly into the application
program. The SQL statement can change several timeswhilethe program runs.
Contrast with static SQL.

A coded character set of 256 8-bit characters.

SQL statements that are embedded within a program and are prepared in the
program preparation process before the program runs. After it is prepared, the
statement itself does not change, although values of host variables specified
within the statement might change.
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enable

end-of-file

environment
variable

error log

error message

ESQL
execute
exit routine

expression

external call
interface

FCT

field

file

format

forms control table
(FCT)

gateway

globalization

In interactive communications, to load and start a subsystem, or to design a
product in such away as to facilitate the inclusion of national language
functions.

A coded character recorded on a data medium to indicate the end of the
medium or end of data.

A variable that describes how an operating system runs and the devices it
recognizes.

A data set or filein aproduct or system where error information is stored for
later access.

A message that a program issues, usually to the client application, when it
detects an error condition.

See embedded SQL (ESQL).
To carry out an instruction.
A user-written routine that receives control at predefined user exit points.

In programming languages, a language construct for computing a value from
one or more operands, for example, literals, identifiers, array references, and
function calls.

A CICSclient facility that allowsaprogram to call aCICS application asif the
calling program had been linked synchronously from a previous program
instead of started from aterminal.

Seeforms control table (FCT).
The smallest identifiable part of arecord.
A collection of related data that is stored and retrieved by an assigned name.

In programming languages, a language construct that specifies the
representation, in character form, of data objectsin afile.

An object that contains the special processing requirements for output data
streams received from a host system by a remote session.

Connectivity softwarethat allowstwo or more computer systemswith different
network architectures to communicate. Contrast with router.

The combination of internationalization and localization. See also
internationalization, localization.
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global variable

group ID

handler

hexadecimal

host

IMS T™M

Information
Management System
Transaction Monitor
(IMS T™)

interface

internationalization

invoke

JCL

job

job control language
(JCL)

kanji

keyword

LAN

length
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A variable defined in one portion of a computer program and used in at least
one other portion of the computer program. Contrast with local variable.

A combination of al phanumeric charactersthat correspondsto a specific group
name. The group ID can often be substituted in commands that take a group
name as avalue.

A routine that controls a program’s reaction to specific external events; for
example, an interrupt handler.

A system of numbers to the base 16; hexadecimal digits range from 0 through
9 and A through F, where A represents 10 and F represents 16.

The mainframe or other machine on which a database, an application, or a
program resides.

See Information Management System Transaction Monitor (IMS TM).

A database/data communication (DB/DC) system that can manage complex
databases and networks.

Hardware, software, or both, that links systems, programs, or devices.

The process of extracting local e-specific componentsfrom the source code and
moving them into one or more separate modules, making the code culturally
neutral so it may be localized for a specific culture. See also globalization.
Contrast with localization.

To start acommand, procedure, or program.
Seejob control language (JCL).

A collection of related programs, identified by appropriate job control
statements.

In 0S/390, acontrol language used to identify ajob to an operating system and
to describe the job’s requirements.

A graphic character set consisting of symbols used in Japanese idiographic
alphabets. Each character is represented by 2 bytes.

In programming languages, alexical unit that, in certain contexts, characterizes
some language construct; a keyword normally has the form of an identifier.

Seelocal area network (LAN).

The number of charactersin a character string.
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library

library member

line feed

linkage

linkage editor

link-edit

load module

local area network
(LAN)

localization

local variable

log file

logical unit (LU)
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a) A named areaon disk that can contain programs and related information (not
files). A library consists of different sections, called library members.

b) A partitioned data set containing file members for the mainframe.
A named collection of records or statementsin alibrary.

The movement of the print or display position to the corresponding position on
the next line.

In computer security, combining data or information from one information
system with data or information from another system with the intention to
derive additional information; for example, the combination of computer files
from two or more sources.

A computer program for creating load modules from one or more object
modules or creating load modules by resolving cross references among the
modules and, if necessary, adjusting addresses.

To create aloadable computer program by means of alinkage editor. See also
linkage editor.

All or part of acomputer program in aform suitable for loading into main
storage for execution. A load module is usually the output of alinkage editor.

A computer network located on the user’s premises and covering alimited
geographical area. Communication within alocal area network is not subject
to external regulations; however, communication across the LAN boundary
can be subject to some form of regulation.

The process of preparing an extracted module for atarget environment. The
following items are addressed: messages are displayed and logged in the user’s
language; numbers, money, dates, and time are represented using the user’s
cultural convention; and documents are displayed in the user’s language. See
also globalization. Contrast with internationalization.

A variablethat is defined and used only in one specified portion of acomputer
program. Contrast with global variable.

The log file maintained by the Server Option Server. The server log file
contains entries of events for each service managed by the Server Option
Server.

A type of network-accessible unit that enables end users to gain accessto
network resources and communicate with each other.
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logical unit 6.2 (LU
6.2)

login

LU
LUG6.2

macro

mainframe

mainframe access
products

main storage

map

member

module

Multiple Virtual
Storage (0S/390)

0S/390
NCP

Net-Gateway
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A typeof logical unit that supports general communication between programs
in adistributed processing environment. See also advanced program-to-
program communication (APPC).

The act of gaining access to acomputer system by entering identification and
authentication information at the workstation.

Seelogical unit (LU).
Seelogical unit 6.2 (LU 6.2).

Aninstructionin asourcelanguagethat isto be replaced by a defined sequence
of instructionsin the same source language and that can also specify valuesfor
parameters in the replaced instructions.

A large computer, in particular oneto which other computers can be connected
so that they can share facilities the mainframe provides; for example, a
System/370 computing system to which personal computers are attached so
that they can upload and download programs and data.

Sybase products that enable client applications to communicate with
mainframes in a client/server environment. See client/server.

Program-addressabl e storage from which instructions and other data can be
loaded directly into registers for subsequent execution or processing.

A set of values that have defined correspondence with the quantities or values
of another set.

A partition of a partitioned data set.

A program unit that is discrete and identifiable with respect to compiling,
combining with other units, and loading; for example, the input to or output
from an assembl er, compiler, linkage editor, or executive routine.

An IBM operating system that runs on most mainframes. It supports 24-bit
addressing up to 16 megabytes.

See Multiple Virtual Storage (0S/390).
See Network Control Program (NCP).

An end-of-life Sybase product that provided communication between a
mainframe and a LAN server. Net-Gateway was the “ancestor” of the
DirectConnect for z/OS Option Transaction Router Service.
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nest

network

Network Control
Program (NCP)

null

object

object code

OoDBC
OmniConnect

Open Client

Open Client
application

Open Database

Connectivity (ODBC)

Open Server

OS PL/1 Version |l

To incorporate one or more structures of one kind into a structure of the same
kind; for example, to nest one loop (the nested or inner loop) within another
loop (the nesting or outer loop); to nest one subroutine within another
subroutine.

A configuration of data processing devices and software connected for
information exchange.

AnIBM licensed program that provides communication controller support for
single domain, multiple-domain, and interConnected network capability.

A pointer that does not point to a data object.

A passive entity that contains or receives information but cannot change the
information it contains. In Server Option, objects include rows, tables,
databases, stored procedures, triggers, defaults, and views.

Output from acompiler or assembler that is al so executable machine codeor is
suitable for processing to produce executable machine code. Contrast with
source code.

See Open Database Connectivity (ODBC).
Translates Sybase SQL syntax into statements that DB2 UDB can process.

A Sybase product that provides customer applications, third-party products,
and other Sybase products with the interfaces required to communicate with
Open Client and Open Server applications.

An application written using Open Client libraries.

A Microsoft API that allows access to both relational and non-relational
databases. ODBC allows client application developersto produce vendor-
neutral Windows applications that can access data sources without including
code for a specific database. See also application program interface (API).

A Sybase product that provides the tools and interfaces required to create a
custom server. For example, clients can route requeststo the DirectConnect for
Z/0OS Option, which isan Open Server application that they configured to meet
specific needs, such as the preprocessing of SQL statements or decision
making about routing RPCsto Transaction Router Service for DB2 UDB or to
other servers. See the Open Server documentation for information about this
product.

An application programming language. Open Client Client-Library and Open
Server Gateway-Library are both available for PL/1.
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overwrite

parameter

parse

PARTNER table

pipe

platform
PL/1
pointer

precompile

Programming
Language/l (PL/1)

property

protocol

pseudocode

RDBMS

relational database
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To writeinto an area of storage, thereby destroying the data previously stored
in the same area.

A variablethat isgiven aconstant value for a specified application and that can
denote the application. Contrast with property.

In systems with time sharing, to analyze the operands entered with acommand
and create a parameter list for the command processor from the information.

A CICS table through which the CPI-C maps

To direct data so that the output from one process becomes the input to another
process. The standard output of one command can be connected to the standard
input of ancther with the pipe operator (|). Two commands connected in this
way constitute a pipeline.

The operating system environment in which a program runs.
See Programming Language/l (PL/1).
A data element that indicates the location of another data element.

To process programs containing SQL statements before they are compiled.
SQL statements are replaced with statements that will be recognized by the
host language compiler. The output from this precompile includes source code
that can be submitted to the compiler and used in the bind process.

A programming language designed for use in awide range of commercial and
scientific computer applications.

A setting for a server or service that defines the characteristics of the service,
such as how events are logged or how datatypes are converted. Contrast with
parameter.

A set of rulesthat governs the behavior of computers communicating on a
network.

A set of instructions that islogically structured but does not follow the syntax
of any particular programming language.

Seerelational database management system (RDBMS).

A database in which datais viewed as being stored in tables consisting of
columns (data items) and rows (units of information). Data from different
tables can be combined to form new data relationships.
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relational database
management system
(RDBMS)

remote procedure
call (RPC)

remote stored
procedure (RSP)

resource table

return code

rollback

router

routine

RPC

RSP

SAA

SBCS

server

Server Option

service

service library

An application that controlsrelational databases. See also relational database.
Contrast with database management system (DBMS).

A stored procedure executed on a different Server Option server from the one
onto which auser islogged.

A customer-written CICS program that resides on the mainframe and
communicates with Server Option for CICS. See also Customer Information
Control System (CICS). Contrast with Client Services Application (CSA).

A main storage table that associates each resource identifier with an external
logical unit (LU) or application program.

A value returned to a program to indicate the results of an operation requested
by that program.

An instruction to a database to back out of the changes requested in a unit of
work. Contrast with commit.

An attaching device that connects two LAN segments, which use similar or
different architectures, at the OSI reference model network layer. Contrast with
gateway.

A program, or part of a program, that can have general or frequent use.
Seeremote procedure call (RPC).

Seeremote stored procedure (RSP).

See System Application Architecture.

See single-byte character set (SBCS).

A functional unit that provides shared servicesto workstations over anetwork.
Contrast with client. See client/server.

A Sybase product that provides capability for programmatic access to
mainframe data.

A functionality available to DirectConnect for z/OS Option applications. It is
the pairing of a servicelibrary and a set of specific configuration properties.

A set of configuration properties that determine service functionality.
Examples of service librariesinclude access service libraries, transfer service
libraries, administrative service libraries, and transaction router service
libraries. See also Access Service Library (ACSLIB).
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shell

single-byte
character set (SBCS)

SNA

socket

source code

source language

SPAREA (Stored
Procedure
Communication
Area)

SQL

SQLDA (SQL
descriptor area)

SQL descriptor area
SQL Server

staging

stand alone

standard input (STD
input)

statement

static SQL
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A command interpreter that acts as an interface between the user and the
operating system. A shell can contain another shell nested inside it; the outer
shell isthe parent shell, and the inner shell isthe child.

A character set in which each character is represented by a 1-byte code.
Contrast with double-byte character set (DBCS).

See Systems Network Architecture (SNA).

A unique host identifier created by the concatenation of aport identifier witha
TCP/IP address.

Theinput to acompiler or assembler, written in a source language. Contrast
with object code.

A language from which statements are translated.

An areainwhich a CSA exchanges information with the Client Option.

See structured query language (SQL).

A set of variables used in the processing of certain SQL statements. The
SQLDA isintended for dynamic SQL programs.

See SQLDA (SQL descriptor area).
See Adaptive Server Enterprise.

The movement of datafrom an off-line or low-priority device back to an online
or higher-priority device, usually on demand of the system or on request of a
user.

An operation that isindependent of any other device, program, or system.

The primary source of data entered into acommand. Standard input comes
from the keyboard unless redirection or piping is used, in which case standard
input can be from afile or the output from another command.

A basic unit of SQL, which isasingle SQL operation, such as select, update,
or delete.

SQL statements that are embedded within a program and are prepared during
the program preparation process before the program runs. After being
prepared, the statement itself does not change, although values of host
variables specified by the statement can change. Contrast with dynamic SQL.
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STD input

Stored Procedure
Communication
Area

string

structured field

structured query

language (SQL)

stub

syntax

SYRT

System Application

Architecture

Systems
Administrator

Systems Network
Architecture (SNA)

Systems
Programmer

See standard input.

See SPAREA (Stored Procedure Communication Area).

In programming languages, the form of data used for storing and manipulating
text. For example, in PL/1, astring is a sequence of characters or bitsthat is
treated as asingle dataitem; and in SQL, a string is a character string.

A mechanism that permits variable-length data or non-3270 datato be encoded
for transmission in the 3270 data stream.

An IBM industry-standard language for processing datain arelational
database.

A program module that transfers remote procedure calls and responses
between aclient and a server. Seeclient, server.

The rules for how to construct a statement.

SYRT isthe default name of the CICStransactionin Omni SQL AccessModule
for DB2 UDB that allows clients to submit SQL statementsto DB2 UDB. It
has been replaced by AMD2 (the DB2 UDB Option for CICS).

SAA isan architecture composed of a set of selected software interfaces,
conventions, and protocols designed to provide a framework for devel oping
distributed applications. The key benefits of SAA are: portability, consistency,
and connectivity. The components of SAA are specifications for the key
application interfaces points: common user access, common communication
support, and common programming interface.

A user authorized to handle Server Option system administration, including
creating user accounts, assigning permissions, and creating new databases.

An IBM proprietary plan for the logical structure, formats, protocols, and
operational sequencesfor transmitting information unitsthrough networks and
controlling network configuration and operation. See also advanced program-
to-program communication (APPC).

Note SNA isno longer supported for the Client Option.

A programmer who plans, generates, maintains, extends, and controls the use
of an operating system with the aim of improving overall productivity of an
installation.
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table

tabular data stream
(TDS)

temporary storage

transaction

transfer

transient

Transaction Router
Service (TRS)

Transmission
Control
Protocol/Internet
Protocol (TCP/IP)

troubleshoot

TRS
variable

VS COBOL I

workstation

z/0S

152

An array of data or a named data object that contains a specific number of
unordered rows. Eachitemin arow can be unambiguously identified by means
of one or more arguments.

The proprietary Sybase protocol that defines the format of data transmitted
between client and server programsin an efficient, self-describing manner.

In computer programming, storage locations reserved for intermediate results.

An exchange between a program on alocal system and aprogram on aremote
system that accomplishes a particular action or result.

A DirectConnect for z/OS Option feature that allows users to move data or
copies of datafrom one database to another.

A program or subroutine that does not reside in main storage or in atemporary
storage area for such a program.

A DirectConnect for z/OS Option product used when the mainframe acts as a
transaction server to route requests from remote clients to a mainframe
transaction and return results to the clients. See a so DirectConnect for z/OS
Option.

A set of communication protocols that supports peer-to-peer connectivity
functions for both local and wide area networks.

To detect, locate, and eliminate errorsin computer programs or faultsin
hardware.

See Transaction Router Service (TRS).
An entity that is assigned avalue.

An application programming language. Open Client Client-Library and Open
Server Gateway-Library are both available for COBOL.

A terminal, microcomputer, or personal computer usually onethat isconnected
to amainframe or to a network, at which a user can perform tasks.

An IBM operating system that runs on most mainframes. It supports 24-bit
addressing up to 16 megabytes. See Multiple Virtual Storage (0S/390).

Mainframe Connect Server Option for CICS



Index

A session or linefailure 123

ACCESSCODE SYGWMCST parameter 50 Coni'gg;fﬂon .

':C%gi?iCODESW SYGWMCST parameter 50 troubleshooting errors 120
unting connectivity

at DirectConnect 43
at the mainframe 43
a the mainframe using elapsed time 44
Gateway-Library functions 44
TDACCEPT 44
TDFREE 44
TDINFACT 44
TDSETACT 44
whereenabled 43
accounting log

verifying gateway-less 13
verifying two-tier 13
context handler 5
conversation level security (LU 6.2)
LU 6.2 bind-time security 29
user security 29
coordinating troubleshooting efforts 131
cp437 trandation tables
cp437 ASCII-to-EBCDIC 74
cp437 EBCDIC-to-ASCIl 75

Liyé);tqég 44 cp850 trand ation tables
APl tracing 35 cp850 ASCII-to-EBCDIC 77

cp850 EBCDIC-to-ASCIl 78

ASCII_8 translation tables CPI-C CICS network driver 59

ASCII_8 ACSlI-to-EBCDIC 68

ASCII_8 EBCDIC-to-ASCII 68 CSPs .
] - two-tier 100
audience il customization 79
globa 50
Sybase TCP/IPlistener 79
C customization options 49
SYGWDRIV 59
CEDA pandl 60 SYGWHOST, TCP/IP configuration macro 61
CHARSETSRV SYGWMCST parameter 50 customization table SWGWXCPH 49
Cics . . SYGWMCST, globa macro 49
Malnfrir?l)w{e(i%rinect default transaction name SYGWMCXL, character set macro 49

customizing a network driver 59

network driver 59 customizing LAN-side character sets 62

CICS connection definition
Bindsecurity parameter 29
SEcurityname field 29
CICSLU 6.2 sample networks 103 D

?DkLC VF\g!th pafi'é?' sessions 112 DEBUGSW SYGWMCST parameter 50
oken-Ring DECPOINT SYGWMCST parameter 51

commpn problems, troubl_eshootl ng 120 DirectConnect communication, troubleshooting 127
mainframe network failure 123 SNALUB2 127

Installation and Administration Guide 153



Index

DirectConnect for ZOS Option 4
DQUOTETRAN SYGWMCST parameter
dynamic network driver

CICS 59

CPI-CCICS 59

customizing 59

macro 59

E

environment
gateway-less 2
two-tier 2

F

files
accountinglog 44
tracelog 36

G

gateway-enabled
advantages over gateway-less 98
gateway-less
advantages over gateway-enabled 99
considerations 97
description 2
RSP migration 100
using RPCsand RSPs 100
verifying connectivity 13
Gateway-Library accounting functions 44
Gateway-Library support 129
global customization (SYGWMCST) 49
list of parameters 50
global tracing 35

H

how to use thisbook  viii

154

51

IMSLOGTY PE SYGWMCST parameter 51
1SO_1 trandation tables

1ISO_1 ASCII-to-EBCDIC 70

ISO_1 EBCDIC-to-ASCIl 72

L

LAN-side character sets
customizing 62
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