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Audience

How to use this book

Administration Guide

Sybase® Replication Server® maintains replicated data at multiple sites
on a network. Organizations with geographically distant sites can use
Replication Server to create distributed database applications with better
performance and data avail ability than a centralized database system can
provide.

This book, Replication Server Administration Guide, provides an
overview of how Replication Server works, and describes Replication
Server administrative tasks.

The Replication Server Administration Guide is for replication system
administrators, who manage the routine operation of their Replication
Servers. Any user who has been granted the sa permission can be a
replication system administrator, although each Replication Server
usualy hasjust one.

This book contains the following chapters:

e Chapter 1, “Introduction” introduces you to Replication Server,
describing therole it playsin a distributed database system and its
concepts and components.

e Chapter 2, “Replication Server Technical Overview” providesa
technical overview of the replication system, giving you the
background necessary to maintain and troubleshoot the system.

*  Chapter 3, “Managing Replication Server with Sybase Central”
describesusing Sybase Central’s Replication Manager plug-in, which
isagraphical tool for managing Replication Server.

e Chapter 4, “Managing a Replication System” describes basic
operations such as starting, stopping, and configuring Replication
Server.

e Chapter 5, “ Setting Up and Managing RepAgent,” describes how to
set up, configure, and manage RepAgent.

*  Chapter 6, “Managing Routes’ describes how to create and manage
routes between source and destination Replication Servers.
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Chapter 7, “Managing Database Connections’ describes how to prepare
databases for replication and how to create and manage connections
between databases and Replication Servers.

Chapter 8, “Managing Replication Server Security” describes how to
create and modify login names, passwords, and permissionsand how to set
up network-based security.

Chapter 9, “Managing Replicated Tables’ describes how to set up and
manage replicated tables.

Chapter 10, “Managing Replicated Functions’ describes how to copy the
execution of user stored proceduresto remote sitesin areplication system
using replication definitions.

Chapter 11, “Managing Subscriptions” describes how to create and
manage subscriptions, which allow Replication Server to replicate data
between databases.

Chapter 12, “Managing Replicated Objects Using Multi-Site
Availability,” describes how to create and manage database replication
definitions and database subscriptions.

Volume 2 of the System Administration Guide contains these chapters:

Chapter 1, “Verifying and Monitoring Replication Server” describes
checking error logs, verifying that the components of areplication system
are running, and monitoring the status of system components and
processes.

Chapter 2, “ Customizing Database Operations’ describes how to use
functions, function strings, and function-string classes to customize data
replication with Adaptive Server® Enterprise and data servers from other
vendors.

Chapter 3, “Managing Warm Standby Applications’ describes how to
create and manage warm standby applications.

Chapter 4, “Performance Tuning” describes how to manage resources
effectively and optimize the performance of individual Replication
Servers.

Chapter 5, “Using Counters to Monitor Performance” describes
Replication Server counters and how to use them.

Chapter 6, “Handling Errors and Exceptions” discusses error conditions
and failed transactions and how to customize data server responses to
errors.

Replication Server



About This Book

Related documents
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Chapter 7, “Replication System Recovery” describes replication system
failure conditions and provides procedures for recovering from them.

Appendix A, “ Asynchronous Procedures’ describes a method for
replicating stored procedures associated with table replication definitions.

Appendix B, “High Availability on Sun Cluster 2.2,” provides
background and proceduresfor configuring Sybase Replication Server for
high availability (HA) on Sun Cluster 2.2.

The Sybase Replication Server documentation set consists of':

Therelease bulletin for your platform — contains last-minute information
that was too late to be included in the books.

A more recent version of the release bulletin may be available on the
World Wide Web. To check for critical product or document information
that was added after the rel ease of the product CD, use the Sybase®
Technical Library.

Installation Guide for your platform — describes installation and upgrade
procedures for all Replication Server and related products.

What's New in Replication Server? — describes the new featuresin
Replication Server version 15.0.1 and the system changes added to support
those features.

Administration Guide (this book) — contains an introduction to replication
systems. Thismanual includesinformation and guidelinesfor creating and
managing areplication system, setting up security, recovering from
system failures, and improving performance.

Configuration Guide for your platform — describes configuration
procedures for all Replication Server and related products, and explains
how to use the rs_init configuration utility.

Design Guide— containsinformation about designing areplication system
and integrating heterogeneous data servers into areplication system.

Getting Sarted with Replication Server — provides step-by-step
instructions for installing and setting up a simple replication system.

Heterogeneous Replication Guide — describes how to use Replication
Server to replicate data between databases supplied by different vendors.
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Reference Manual — contains the syntax and detailed descriptions of
Replication Server commandsin the Replication Command Language
(RCL); Replication Server system functions; Sybase Adaptive Server
commands, system procedures, and stored procedures used with
Replication Server; Replication Server executable programs; and
Replication Server system tables.

System Tables Diagram — illustrates system tables and their entity
relationships in a poster format. Available only in print version.

Troubleshooting Guide — contains information to aid in diagnosing and
correcting problems in the replication system.

Replication Manager plug-in help, which contains information about
using Sybase Central ™ to manage Replication Server.

Use the Sybase Getting Started CD, the SyBooks™ CD, and the Sybase
Product Manuals Web site to learn more about your product:

The Getting Started CD contains release bulletins and installation guides
in PDF format, and may also contain other documents or updated
information not included on the SyBooks CD. It isincluded with your
software. To read or print documents on the Getting Started CD, you need
Adobe Acrobat Reader, which you can download at no charge from the
Adobe Web site using alink provided on the CD.

The SyBooks CD contains product manuals and is included with your
software. The Eclipse-based SyBooks browser allows you to access the
manualsin an easy-to-use, HTML -based format.

Some documentation may be provided in PDF format, which you can
accessthrough the PDF directory on the SyBooks CD. To read or print the
PDF files, you need Adobe Acrobat Reader.

Refer to the SyBooks I nstallation Guide on the Getting Started CD, or the
README.txt file on the SyBooks CD for instructions on installing and
starting SyBooks.

The Sybase Product Manuals Web siteis an online version of the SyBooks
CD that you can access using a standard Web browser. In addition to
product manuals, you will find links to EBFs/Maintenance, Technical
Documents, Case Management, Solved Cases, newsgroups, and the
Sybase Developer Network.

To access the Sybase Product Manuals Web site, go to Product Manuals at
http://lwww.sybase.com/support/manuals/.
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Sybﬁse Vse{)tifications Technical documentation at the Sybase Web site is updated frequently.
on the We

[JFinding the latest information on product certifications

1 Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.

2 Click Certification Report.

3 Inthe Certification Report filter select a product, platform, and timeframe
and then click Go.

4 Click aCertification Report title to display the report.

[JFinding the latest information on component certifications
1 Point your Web browser to Availability and Certification Reports at
http://certification.sybase.com/.

2  Either select the product family and product under Search by Base
Product; or select the platform and product under Search by Platform.

3 Select Search to display the availability and certification report for the
selection.

[ICreating a personalized view of the Sybase Web site (including support
pages)

Set up aMySybase profile. MySybaseisafree servicethat allowsyouto create
apersonalized view of Sybase Web pages.

1 Point your Web browser to Technical Documents at
http://lwww.sybase.com/support/techdocs/.

2 Click MySybase and create a MySybase profile.
Sybase EBFs and

software
maintenance

[JFinding the latest information on EBFs and software maintenance

1 Point your Web browser to the Sybase Support Page at
http://lwww.sybase.com/support.

2 Select EBFs/Maintenance. If prompted, enter your MySybase user name
and password.

3 Select aproduct.

4 Specify atime frame and click Go. A list of EBF/Maintenance releasesis
displayed.
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Padlock iconsindicate that you do not have download authorization for
certain EBF/Maintenance releases because you are not registered as a
Technical Support Contact. If you have not registered, but have valid
information provided by your Sybase representative or through your
support contract, click Edit Roles to add the “ Technical Support Contact”
role to your MySybase profile.

5 Click the Info icon to display the EBF/Maintenance report, or click the
product description to download the software.

This section describes the styke and syntax conventions, RCL command
formmating conventions, and icons used in this book.

Style conventions  Syntax statementsthat display the syntax and optionsfor
acommand are printed as follows:

alter user user
set password new_passwd
[verify password old_passwd]

See “Syntax conventions’ on page xviii for more information.

Examples that show the use of Replication Server commands are printed as
follows:

alter user louise
set password somNIfic
verify password Ennul

Command names, command option names, program names, program flags,
keywords, functions, and stored procedures are printed as follows:

Use alter user to change the password for alogin name.

Variables, parameters, and user-supplied words are in italics in syntax and in
paragraph text, as follows:

The set password hew_passwd clause specifies a new password.

Names of database objects such as databases, tables, columns, and datatypes,
areinitalics in paragraph text, as follows:

The base_price column in the Items table is amoney datatype.

Names of replication objects, such as function-string classes, error classes,
replication definitions, and subscriptions, arein italics.

Syntax conventions  Syntax formatting conventions are summarized in the
following table. Examples combining these elements follow.
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Table 1: Syntax formatting conventions
Key Definition

{1} Curly braces mean you must choose at least one of the enclosed
options. Do not include braces in the command.

[] Brackets mean you may choose or omit enclosed options. Do not
include brackets in the command.

| Vertical bars mean you may choose no more than one option
(enclosed in braces or brackets).

, Commas mean you may choose as many options as you need
(enclosed in braces or brackets). Separate your choices with
commeas, to be typed as part of the command.

Commas may also be required in other syntax contexts.
() Parentheses are to be typed as part of the command.

An élipsis (three dots) means you may repeat the last unit as
many times as you need. Do not include ellipses in the command.

Obligatory choices e Curly braces and vertical bars — choose only one option.
{red | yellow | blue}

e Curly braces and commas — choose one or more options. If you choose
more than one, separate your choices with commas.

{cash, check, credit}
Optional choices e Oneitem in square brackets — choose it or omit it.
[anchovies]
*  Square brackets and vertical bars— choose none or only one.
[beans | rice | sweet potatoes]

e Square brackets and commas — choose none, one, or more options. If you
choose more than one, separate your choices with commas.

[extra cheese, avocados, sour cream]

Repeating elements Anélipsis (...) means that you may repesat the last unit as many times as
necessary. For the alter replication definition command, for example, you can list
one or more columns and their datatypes for the add clause or the add
searchable columns clause:

alter replication definition replication_definition
{add column datatype [, column datatype]... |

add searchable columns column [, column]... |
replicate {minimal | all} columns}
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RCL commands are similar to Transact-SQL® commands. The following
sections present the formatting rules.

You can break aline anywhere except in the middle of a keyword or an
identifier. You can continue a character string on the next line by typing a
backdash (\) at the end of theline.

Extraspacesareignored, except after abackslash. Do not enter any spaces
after a backdash.

You can enter more than one command in a batch unless otherwise
instructed.

RCL commands are not transactional. Each command is executed
independently and is not affected by the completion status of other
commands in the batch. However, syntax errorsin acommand prevent
Replication Server from executing subsequent commands in a batch.

Keywords in RCL commands are not case sensitive. You can enter them
in any combination of uppercase or lowercase |etters.

Case sensitivity in identifiers and character data depends on the sort order
that isin effect.

e |If you useacase-sensitive sort order such as“binary,” you must enter
identifiers and character datain the correct combination of uppercase
and lowercase |etters.

» If youuseasort order that isnot case sensitive, such as“nocase,” you
can enter identifiers and character datain any combination of
uppercase or lowercase | etters.

Identifiers are names you give to servers, databases, variables, parameters,
database objects, and replication objects. Database object names include
namesfor tables, columns, and views. Replication object namesinclude names
for replication definitions, subscriptions, functions, and publications.

Identifiers can be 1 — 255 bytes long (equivalent to 1 — 255 single-byte
characters) and must begin with aletter, the @ sign, or the__ character. See
“Support for longer identifiers’ on page 117 for alist of identifiers that
have been extended to 255 bytes.

Replication Server function parameters are the only identifiers that can
begin with the @ character. Function parameter names can include 255
characters after the @ character.

After thefirst character, identifiers can include letters, digits, and the #, $,
or _ characters. Spaces are not allowed.
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Parameters in function
strings

Icons
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Parametersin function strings have the same rules as identifiers, except that:

e They areenclosed in question marks(?). Thisallows Replication Server to
locate them in the function string. Use two consecutive question marks
(??) to represent aliteral question mark in afunction string.

e Theexclamation point (!) introduces a parameter modifier that indicates
the source of the datato be substituted for a parameter at runtime. Refer to
the Replication Server Reference Manual for alist of modifiers.

Data support  Replication Server supports all Adaptive Server datatypes.

User-defined datatypes are not supported. The timestamp, double precision,
nchar, and nvarchar datatypes are indirectly supported; they are mapped to
other datatypes. Columns using the timestamp datatype are mapped to
varbinary(8).

For more information about the supported datatypes, including how to format
them, see “ Datatypes,” in Chapter 2, “Topics’ of the Replication Server
Reference Manual.

Illustrationsin this book useiconsto represent the components of areplication
system.

Description

This icon represents Replication Server, the Sybase server
@ program maintainsreplicated dataon alocal-areanetwork (LAN)

and processes data transactions received from other Replication
Servers on wide-area network (WAN).

Thisicon represents Adaptive Server, the Sybase dataserver. Data
) servers manage databases containing primary or replicated data.
Replication Server also workswith heteregenous data servers, so,
unless otherwise noted, thisicon can represent any data server in
areplication system.

Note Since changing the name of Sybase SQL Server® to
Adaptive Server Enterprise, Sybase may use the names Adaptive
Server and Adaptive Server Enterprise to refer collectively to all
supported versions of Sybase SQL Server and Adaptive Server
Enterprise. From this point forward, in this document, Adaptive
Server Enterpriseis referred to as Adaptive Server.
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Description

Thisicon represents Replication Agent, areplication system
process or module that transfers transaction log information for
primary database to a Replication Server. The Replication Agent
for Adaptive Server is RepAgent. Sybase provides Replication
Agent products for Adaptive Server Anywhere, DB2, Informix,
Microsoft SQL Server, and Oracle data servers.

Except for RepAgent, which is an Adaptive Server thread, all

Replication Agents are separate processes. In general, thisicon

only appears when representing a Replication Agent that isa

Separate process.

Thisicon represents client application. A client applicationisa

user process or application connected to adata server. It may bea
front-end application program executed by a user or a program

that executes as an extension of the system.

Thisicon represents the Sybase Central Replication Manager
plug-in (RM), amanagement utility that lets areplication system
administrator devel op, manage, and monitor a Sybase Replication
Server environment.

This document is available in an HTML version that is specialized for
accessihility. You can navigate the HTML with an adaptive technol ogy such as
ascreen reader, or view it with a screen enlarger.

Replication Server HTML documentation has been tested for compliance with
U.S. government Section 508 Accessibility requirements. Documents that
comply with Section 508 generally al so meet non-U.S. accessibility guidelines,
such as the World Wide Web Consortium (W3C) guidelines for Web sites.

Note You might need to configure your accessibility tool for optimal use.
Some screen readers pronounce text based on its case; for example, they
pronounce ALL UPPERCASE TEXT asinitials, and MixedCase Text as
words. You might find it helpful to configure your tool to announce syntax
conventions. Consult the documentation for your toal.

For information about how Sybase supports accessibility, see Sybase
Accessibility at http://www.sybase.com/accessibility. The Sybase Accessibility
site includes links to information on Section 508 and W3C standards.
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Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve aproblem using the manualsor online help, please have the
designated person contact Sybase Technical Support or the Sybase subsidiary

in your area.

If you need help
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CHAPTER 1

Introduction

This chapter introduces you to Replication Server anditsrolein a
distributed database system. It also discusses the benefits and features of
Replication Server, methods and concepts for replicating data, and
Replication Server support for heterogeneous data servers, aswell as
defining user roles in maintaining a replication system.
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Replication Server and distributed database systems 4
Warm standby applications 17
Mixed-version replication systems 18
Replication system security 20
Replication Server roles and responsibilities 21
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Replication Server maintains replicated data in multiple databases while
ensuring theintegrity and consistency of thedata. It providesclientsusing
databasesin the replication system with local data access, thereby
reducing load on the network and centralized computer systems.

The Replication Command Language (RCL) enables you to customize
replication functions and to monitor and maintain the replication system.
For example, you can request subsets of data for replication at the table,
datarow, or column level. This feature further reduces overhead by
allowing you to replicate only the datathat is needed at the replicate site.

Replication Server supports heterogeneous data servers. You can build a
replication system from existing databases and applications without
having to convert them. As your enterprise grows and changes, you can
add data servers to your replication system to meet your needs.
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Replication Server uses a basic publish-and-subscribe model for replicating
data across networks. Users “publish” datathat is available in a primary
database, and other users “subscribe” to the datafor delivery in areplicate
database. Users can replicate both changes to the data (update/insert/del ete
operations) and stored procedures using this method.

Instructions to publish and subscribe to data are given at Replication Servers
that control, or have a connection to, each database. The user creates a
replication definition at a primary Replication Server, which controls the
primary database containing the datato be published. Thereplication definition
specifiesinformation such aswhich columnsareto bereplicated, or inthe case
of adatabasereplication definition, of the database objects to be replicated.
The user creates a subscription at areplicate Replication Server, which
controls the replicate database that will receive the information.

Replication Servers communicate with each other via user-defined routes.
Most commonly, a primary Replication Server sends datato areplicate
Replication Server through one or more routes set up to transmit data from the
primary database to the replicate database. Users may also transmit stored
procedures from the replicate to the primary to request updates of the primary
data; in this case, data flows through one or more routes from the replicate
Replication Server to the primary Replication Server.

Connections and routes define the structure of the replication system. They
allow Replication Serversto send messages to each other and to send
commands to databases. A connection transfers messages from a Replication
Server to adatabase. A route transfers requests from a source Replication
Server to a destination Replication Server.

Asynchronous transaction replication

Replication occurs asynchronously—that is, updatesto data at the primary are
transferred to replicate databasesin transactions separate from the update itsel f.
While asynchronous replication provides important advantages, system
designers should remain aware of the latency between initial and replicated
updates.
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Advantages of replicating local data

Replicating tables on local data servers provides clients with local accessto
enterprise data, which results in improved performance and greater data
availability.

Improved performance

Inatypical Replication Server system, datarequests are completed on thelocal
data server without accessing the WAN. Therefore, local clientsgainimproved
performance because:

« Datatransfer rates are faster on a LAN than they are on a WAN.

* Local access remains unaffected by network traffic over the WAN. Local
clients that share local data server resources do not compete with the
enterprise-wide user community for central resources.

Greater data availability

Administration Guide

Becausedataisreplicated at local and remote databasesin a Replication Server
system, clients can operate in afault-tolerant environment so that:

*  When afailure occurs at a remote database, clients can uselocal copies of
replicated data.

«  WhenaWAN failureoccurs, clients can uselocal copiesof replicated data.

e Whentheloca data server fails, clients can use replicated data at another
site.

Network failure or database failure at other locations do not halt work at the
local database. When WAN communicationsfail, Replication Server stores
operations on replicated tablesin stable queues (disk storage). The replicated
tables at the unavail able databases are updated when communications resume.
If alocal data server fails, clients can continue working by temporarily
accessing areplicate copy of the data.
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Replication Server and distributed database systems

Distributed database systems allow client applications to access dataon
multiple database servers throughout an enterprise—even geographically
dispersed enterprises. Replication Server ensuresthat data on replicate
databases stays updated while off-loading processing responsibilities from the
source database.

AsFigure 1-1 illustrates, these enterprises may consist of many LANsand one
or more WANS.

Figure 1-1: Replication system in a distributed environment
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Replication Server minimizes performance and data-availability problems
typically associated with remote access in distributed systems. Since
Replication Server provides multiple copies of data, clients can rely on their
own local datainstead of remote, centralized databases. In addition, you can
copy only the data you want to destination databases. Replication Server
allowsyou to create areplication definition that identifies al or part of atable
to replicate. You can then subscribe to only the rows you want. You can create
a database replication definition that identifies the database objects—tables,
functions, system procedures, transactions, and data definition language
(DDL)—to replicate. You can also create a replication definition of a stored
procedure (called function replication definition) to facilitate rapid
replication of large amounts of data and to replicate updates from replicate
databases back to the primary database. If your application requiresit, you can
consolidate or “roll up” replicated data from primary tablesinto a centralized
database.

You can group replication definitions, both table replication definitions and
functions replication definitions, in a publication and subscribe to them all at
once. Publications allow you to organize subscriptions and then monitor them
with a single command.

A Replication Agent—RepAgent for sites running Adaptive Server—
transfers transaction information from a database to a Replication Server for
distribution to replicate databases. Sybase also offers Replication Agent™ for
Informix, Microsoft SQL Server, DB2, and Oracle. You can make Replication
Agentsfor IMS and VSAM using the Sybase Replication Toolkit for MVS.
RepAgent is an Adaptive Server thread; all other Replication Agents are
separate processes.

Several models for replicating datain distributed systems exist in Replication
Server. Consult the Replication Server Design Guide to help you determine
which model best suits your application. The model that you choose
determines how you set up your system.

Setting up areplication system based on your distribution model involves:
e Creating tables to store primary and replicate data

e Setting up routes and connections between Replication Servers and
establishing permissions that control access to primary data

e Creating replication definitions that identify the data you want replicated

e Creating subscriptions from replicate databases to those replication
definitions
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See Chapter 2, “Replication Server Technical Overview” for adiscussion of
Replication Server components, concepts, and terminology. See Chapter 4,
“Managing a Replication System” for a more detailed overview of setting up
aReplication Server system.

Replication Server basic primary copy model

The simplest approach Replication Server uses to copy dataisto distribute
updates from one source (primary) database to one or more destination
(replicate) databases. To ensure consistency, a source tableis designated asthe
primary table. All other versions of the table are replicates. In this approach,
replicate tables are read-only and used for operations that do not modify the
data.

Asupdates occur at the primary table, Replication Server captures the updates
and sends them to replicate data servers. In this model, clients at remote sites
can also update primary data, either directly by accessing the primary database
over the network or indirectly through replicated stored procedures.

For more information, see “ Specifying data for replication” on page 32, and
Chapter 10, “Managing Replicated Functions.”

If communication between the primary and destination databases fails,
operations executed in the primary database are stored in Replication Server
stable queuesuntil they can bedelivered to replicate sites. Likewise, operations
executed remotely are held in stable queues until they can be delivered to the
primary database.

Thisarrangement lets remote client applications take advantage of Replication
Server fault tolerance while preserving the basic primary copy model. See
“Transaction handling with Replication Server” on page 43 for more
information about stable queues.

Figure 1-2illustrates Replication Server configurationsusing the primary copy
method of replicating data.
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Figure 1-2: Replication Server basic primary copy model
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This section describes atypical replication system, according to the basic

primary copy model, in which a primary Replication Server and a data server

are separated across a WAN from replicate Replication Servers. It does not
cover the case where primary datais updated at the replicate database.
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Figure 1-3: Replication system overview
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Figure 1-3illustrates how datais replicated from a primary database to
replicate databases. The following actions take place:

1 RepAgent reads the primary database log and converts transactions for
tables or stored procedures that are marked for replication into commands
that are sent to Replication Server.

The Replication Server stores the transactions in a stable queue (see
“Distributed concurrency control” on page 48).

2 The primary Replication Server:

a Determines which Replication Servers manage replicate databases
with subscriptions for the data

The primary Replication Server may have adirect routeto a
subscribing Replication Server or an indirect route, with one or more
intermediate Replication Serversin between.

b  Forwards the transaction to the appropriate replicate Replication
Server, where it is stored in a stable queue

¢ Appliesthetransaction to any local replicate database for which there
isasubscription for the data

3 Thereplicate Replication Server performs one or both of the following
actions:

8 Replication Server
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« Routes the transaction to another Replication Server

e Appliesthetransaction to replicate databases that it manages

Setting up a primary copy model system

In order to set up asystem according to the basic primary copy model, you need

to:

Set up routes and connections between Replication Servers.

For information on these topics, see Chapter 6, “Managing Routes’and
Chapter 7, “Managing Database Connections.”

Create the table in the primary and replicate databases. The table should
have the same structure in each database.

Create indexes and grant appropriate permissions on the tables.

For information on setting permissions for a Replication Server system,
see Chapter 8, “Managing Replication Server Security.”

Allow replication on the tables using the sp_setreptable System procedure.
Create areplication definition for the table at the primary site.

For information about creating replication definitions, see Chapter 9,
“Managing Replicated Tables.”

At each site, create a subscription for the table replication definition at the
primary site.

For information about creating subscriptions, see Chapter 11, “Managing
Subscriptions.”

Other distributed data models

Besidesthe basic primary copy model, Replication Server also lets you design
your system based on other distributed data models, including:

Administration Guide
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These models are discussed briefly in this section. For complete information
about these distributed data models, refer to Chapter 3, “Implementation
Strategies,” in the Replication Server Design Guide.

Warm standby applications represent another type of application model. See
Chapter 3, “Managing Warm Standby Applications’ in the Replication Server
Administration Guide Volume 2 for more information.

Distributed primary fragments

10

Applications that use the distributed primary fragments model include
distributed tables that contain both primary and replicated data. The
Replication Server at each site distributes modifications made to local primary
data to other sites and applies modifications received from other sites to the
datathat isreplicated locally.

Figure 1-4 diagrams the flow of data for distributed primary fragments.
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Figure 1-4: Distributed primary fragments model
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Thetasks needed to set up adistributed primary fragment system are similar to

those for creating a basic primary copy system, with the following exceptions
and additions:

e Your application should avoid or handle cases where multiple sites update
the same data at the same time. Sybase recommends that each fragment
have asingle “owner” site.

«  Databases can be both primary and replicate. Make sure that tables with
the same structure exist at both primary and replicate sites.

e Createroutes from each primary siteto al sites that subscribe to its data.

Administration Guide 11
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Corporate rollup

12

e Createareplication definition at any site wherethereisprimary data, even
if itisa“remote” site.
e Create subscriptions at each site for the replication definitions at the other

sites. If nisthe number of sites, create n-1 subscriptions for each
replication definition.

The corporate rollup model has distributed primary fragments and a single,
centralized consolidated replicate table. Thetable at each primary site contains
only the datathat isprimary at that site. No dataisreplicated to these sites. The
corporate rollup tableisa“roll-up” of the data at the primary sites.

Figure 1-5illustrates the flow of datafor a corporate rollup application model:
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Figure 1-5: Distributed primary fragments with corporate rollup
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The corporate rollup model requires distinct replication definitions at each
primary site. The site where the data is consolidated subscribes to the
replication definition at each primary site.

To create a corporate rollup application from distributed primary fragments:

» Activate aReplication Agent at each primary site. However, you do not
need to activate a Replication Agent at the central site, since datais not
replicated from that site.

e Createtablesin each primary database and in the database at the central
site.

» Allow for replication on tables at each remote database where primary
datais stored.

e Createreplication definitions for tables at each remote site where primary
datais stored.

» At the headquarters site, where the data is to be consolidated, create
subscriptions for the replication definitions at the remote sites.

Redistributed corporate rollup

The redistributed corporate rollup model is similar to the corporate rollup
model. Primary fragments distributed at remote sites are rolled up into a
consolidated table at a central site. At the site where the fragments are
consolidated, however, a Replication Agent processesthe consolidated table as
if it were primary data. The datais then forwarded to Replication Server for
distribution to subscribers.

Figure 1-6 illustrates the flow of datain an application based on the
redistributed corporate rollup model:
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Figure 1-6: Distributed fragments with redistributed corporate rollup
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The consolidated table is described with areplication definition. Other sites
can then subscribe to this table. Do not allow applications to update the

corporate rollup table directly. All updates should originate from the primary
sites.

The tasks associated with creating a redistributed corporate rollup replication
system are identical to the corporate rollup model, except that:

* A Replication Agent must be activated at the headquarters site for the
consolidated database so that all updates are submitted to the Replication
Server asif they were made by aclient application.

15
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RepAgent must be configured with its send_maint_xacts_to_replicate
option set to “true.” Otherwise, the Replication Agent filterswill not
redistribute replicated data as primary data.

For information about configuring RepAgent, see Chapter 4, “Managing
a Replication System.”

* A Replication Agent isrequired for the headquarters Replication Server,
since data will be redistributed from that site.

e At the headquarters site areplication definition must be created for each
table. Other sites can create subscriptionsto thisreplication definition, but
the primary sites cannot subscribe to their own primary data.

e The headquarters Replication Server must have routes to the other sites
that create subscriptionsfor the consolidated replicate table. If the primary
sites create subscriptions, routes must be created to them from
headquarters.

» Donot allow rollup sitesto re-create subscriptionsto their primary data. |f
they do, transactions could loop endlessly through the system.

Replication Server and heterogeneous data servers
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Replication Server supports heterogeneous data servers through an open
interface. You can use any data-storage system as a data server if it supports a
set of required basic data operations and transaction-processing directives.

Sybase Client/Server Interfaces™ (C/Sl) include routines and protocols for
client/server communication. Replication Server connects with data servers as
aclient using C/Sl. If adata server does not support C/Sl, you can create an
Open Server™ gateway to allow Replication Server to access the data server
or you can use a Sybase DirectConnect™ product, which provides access to
other databases. When the data server returnsresults, the Open Server gateway
can return them to the client using C/Sl routines.

For detailed information about using Replication Server with databases from
different vendors, see the Replication Server Heterogeneous Replication
Guide.

Other open architecture components include:
* Replication Agents

A Replication Agent detects modifications made to primary data and
submits them to Replication Server for distribution to other databases.

Replication Server
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The RepAgent thread in Adaptive Server isthe Replication Agent for
Adaptive Server databases.

Replication Agents for Informix, Microsoft SQL Server, SQL
Anywhere™, DB2, Oracle, IMS, and VSAM databases are availablefrom
Sybase. If you use non-Adaptive Server data servers, you must provide a
Replication agent for them. For details, see the Replication Server Design
Guide and Sybase documentation for Replication Agents.

Error classes and error processing actions

Error classes allow you to tailor your system to handle database errorsfor
atype of data server. You can specify error actionsin response to errors
that a data server returnsto Replication Server. Replication Server
provides a default error class for Adaptive Server. See Chapter 6,
“Handling Errors and Exceptions” in the Replication Server
Administration Guide Volume 2 for details.

Functions, function strings, and function-string classes

Replication Server uses function strings to format replicated operations
correctly for atype of destination database. To aid replication system
administrators, Replication Server groups all the function strings for a
particular type of database into afunction-string class.

Replication Server provides default function-string classes for Adaptive
Server, Informix, Oracle, Microsoft SQL Server, Adaptive Server
Anywhere, IMS, VSAM, and DB2 databases. You can customize function
strings to execute commands appropriate for your database and
application. See Chapter 2, “ Customizing Database Operations” in the
Replication Server Administration Guide Volume 2 for details.

Warm standby applications

Administration Guide

Warm standby applications are used to maintain a set of databases, one or more
of which functions as standby copies of an active database. As clients update
the active database, Replication Server copies transactions to the standby
databases, maintaining consistency between them. Should the active database
fail for any reason, you can switch to a standby database, making it the active
database, and resume operations with little interruption.

17
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Replication Server provides two methods for setting up awarm standby
application. In both methods, the active and standby databases must be
Adaptive Server databases. They can act as either a primary or replicate
database with respect to other databases in the system.

»  Onemethod uses the multi-site availability (MSA) feature to set up an
active and one or more standby databases. See Chapter 12, “Managing
Replicated Objects Using Multi-Site Availability,” for detailed
information.

»  Thesecond method letsyou set up an active and asingle standby database,
both of which must be managed by the same Replication Server. This
warm standby application is considered asingle logical unitina
Replication Server system. See Chapter 3, “Managing Warm Standby
Applications” in the Replication Server Administration Guide Volume 2
for detailed information.

Mixed-version replication systems

18

A replication system can include Replication Servers or Adaptive Servers of
different versions. Each program presents different issues.

You can use Replication Server version 11.5 and later with earlier versions of
Replication Server. In earlier versions, all Replication Servers had to be at the
same version before you could set the system version and enable certain
features. Thisrestriction has been relaxed for systems running Replication
Server version 11.0.2 and | ater.

*  When all Replication Servers are at least version 11.0.2 and the system
versionisset to 11.0.2, each Replication Server uses features according to
its site version. Replication Servers running version 12.5 can use all 12.5
features among themselves, while Replication Serversrunning 11.0.2 can
only use 11.0.2 features. Such asystemis called amixed-ver sion system;
each Replication Server can use all of itsfeatures.

See “Restrictions in mixed-version systems” on page 19 for more
information.

Replication Server
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e If thereplication system includes Replication Servers prior to version
11.0.2, the system version number must be set to match the Replication
Server with the earliest software version, for example 11.0.1 or 10.1.1.
Certain new features that were introduced in later versions, including
features of version 12.5, will not be available to any Replication Server.
Such areplication system is not called a mixed-version system, because
new feature use is restricted.

Restrictions in mixed-version systems

Interaction between Replication Serversof different versionsisrestricted tothe
capabilities of the oldest version. Information associated with new features
may not be available to Replication Servers of earlier versions.

See the documentation for each feature introduced in a new version, such as
function-string inheritance or multiple replication definitions, for additional
information about usage restrictions in mixed-version environments.

Refer to the installation and configuration guides and the release bulletin for
your platform for more information about mixed-version systems and about
setting the site version and system version.

Mixed versions of Adaptive Server

Administration Guide

You can use Replication Server version 15.0 or later with different versions of
Adaptive Server. Although you can use data sources and destinations other
than Adaptive Server, Replication Server requires either Adaptive Server or
Adaptive Server Anywhere for warm standby databases and for Replication
Server System Databases (RSSD).

Note Sybase does not support replication of Adaptive Server system
databases, such as tempdb, model, sybsystemprocs, sybsecurity, and
sybsystemdb. Thereplication of the Adaptive Server system database master is
supported only if the Adaptive Server supports master database replication.

Some capabilities of Replication Server version 15.0.1 require you to use an
Adaptive Server version 15.0.1 or later.

Refer to the installation and configuration guides and the release bulletin for
your platform for more information about using Adaptive Server with
Replication Server.
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Replication system security

Replication Server provides careful management of the login names,
passwords, and permissions that are essential for system security. In addition,
Replication Server supports third-party security mechanisms that safeguard
data transmission across the network.

See Chapter 8, “Managing Replication Server Security” for moreinformation
about security.

Replication Server security features

Replication Server enforces security using the following features:

20

Replication Server login names

Each Replication Server hasits own set of login names, which are distinct
from dataserver login names. Thisdistinction givesthereplication system
administrator control over replicated data and other aspects of the
replication system.

Data server login names

Data server login names are used with client applications to connect to
data servers. Clients are generally given permission to update primary
data. On replicate tables, however, clients are generally granted
permission to select or view data, but are prohibited from making changes
to data. These permissions are controlled in the data server, according to
the application.

Data server maintenance user login names

Replication Server uses a special data server maintenance user login
namefor each local dataserver databasethat containsreplicatetables. This
allows Replication Server to maintain and update thereplicatetablesin the
database.

Password encryption
You can encrypt passwords in sensitive areas of the replication system.
Permission system

Replication Server permissions are assigned to and cancelled from
Replication Server login names using the grant and revoke commands.

Replication Server
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See “Replication Server roles and responsibilities” on page 21 for more
information about Replication Server and data server login names and rol es.

Network-based security features

Replication Server supports third-party, network-based security mechanisms
that can:

«  Establish unified logins to servers on the network

The security mechanism authenticates users at login. Each authenticated

user is given a security credential that can be presented to remote servers
asneeded. Asaresult, users can seamlessly access different serversusing
asinglelogin.

»  Ensure secure data transmission across the network
A choice of different data protection services can:
«  Encrypt and decrypt data transmissions
e Verify that atransmission has not been tampered with
*  Verify the origin of each transmission
*  Verify that atransmission has not been captured and re-sent
e Verify that transmissions are received in the order sent

See “Managing network-based security” on page 203 for more information
about establishing network security.

Replication Server roles and responsibilities

Administering the replication system is primarily the role of the replication
system administrator. The database administrator plays a subsidiary role by
supporting some Replication Server administration tasks. At some sites, role
distinctions may not be clear-cut and some responsibilities can overlap. The
following sections describe user roles and Replication Server tasks.
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Replication system administrator

The replication system administrator installs, configures, and administers the
replication system. OnaWAN, thisrole may be performed by different people
at different locations. If thisisthe case, various tasks for administering
Replication Server may require coordination between replication system
administrators.

The replication system administrator has sa user permissions, which provide
that person with the ability to execute nearly all commands in the replication
system. |n managing the system, therepli cation system administrator may need
to coordinate with database administrators for both local and remote databases.

Database administrator
The database administrator is responsible for:
» Administering local data servers, including login names and permissions.

*  Managing datain adistributed database system. Varioustasks may require
coordination between Database Administrators for different databases.

Replication Server tasks and responsibilities
Table 1-1 lists the tasks required to maintain the replication system.

Table 1-1: Replication Server tasks and responsibilities

Task and reference Roles

Installing Replication Server. Refer to the Replication Server installation and configuration  replication system

guides for your platform. administrator (RSA),
database

administrator (DBA)

Starting up and shutting down Replication Server. See Chapter 4, “Managing aReplication RSA
System.”

Quiescing Replication Server. See Chapter 4, “Managing a Replication System.” RSA, DBA
Adding login names, database users, and administering appropriate permissions. See RSA, DBA
Chapter 8, “Managing Replication Server Security.”

Monitoring Replication Server. See Chapter 4, “Managing a Replication System.” RSA
Configuring Replication Server. See Chapter 4, “Managing a Replication System.” RSA
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Task and reference Roles
Adding replicated tables and stored procedures or changing table schemas. RSA, DBA
« Creating and modifying replicated tables and stored procedures.

» Creating and modifying table and function replication definitions.

« Creating and materializing subscriptions at replicate sites.

See Chapter 9, “Managing Replicated Tables” Chapter 10, “Managing Replicated
Functions’ and Chapter 11, “Managing Subscriptions.”

Defining data server function-string classes and function strings. See Chapter 2, RSA, DBA
“Customizing Database Operations,” in the Replication Server Administration Guide

\olume 2.

Maintaining routes. RSA

» Creating and modifying routes.

See Chapter 6, “Managing Routes”

Maintaining and monitoring database connections. RSA
» Suspending and resuming connections.

See Chapter 7, “Managing Database Connections.”

Creating awarm standby application. See Chapter 3, “Managing Warm Standby RSA, DBA
Applications’ in the Replication Server Administration Guide Volume 2.

Localizing Replication Server. Refer to the Replication Server Design Guide. RSA
Adding aprimary or replicate database. See Chapter 7, “ Managing Database Connections.” RSA, DBA
Adding or removing a Replication Server. See Chapter 4, “Managing a Replication RSA
System.”

Processing rejected transactions. See Chapter 6, “Handling Errors and Exceptions’ inthe RSA, DBA
Replication Server Administration Guide Volume 2.

Administering local data server. DBA
« Suspending or resuming data server.
See Adaptive Server or local server documentation.

Managing the RSSD. See Chapter 4, “Managing a Replication System.” RSA, DBA

Managing Embedded Replication Server System Database (ERSSD). See Chapter 4, RSA, DBA
“Managing a Replication System.”

Creating, deleting, and modifying databases for replication. See Adaptive Server or local DBA
server documentation.

Setting up database user login names and passwords. See Adaptive Server or local server  DBA
documentation.

Performing regular backups. See Chapter 1, “Verifying and Monitoring Replication DBA
Server” in the Replication Server Administration Guide Volume 2.

Applying database recovery procedures. See Chapter 7, “Replication System Recovery” in - RSA, DBA
the Replication Server Administration Guide Volume 2.

Reconciling database inconsistencies. See Chapter 11, “Managing Subscriptions.” RSA, DBA
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CHAPTER 2

Replication Server Technical
Overview

This chapter provides atechnical overview of Replication Server and the

replication system.

Topic Page
Replication system components 25
Specifying datafor replication 32
Establishing Replication Server connections 38
Specifying database operations 42
Transaction handling with Replication Server 43

This chapter introduces the components of a distributed database system
based on Replication Server and illustrates the movement of transactions
from aprimary database to areplicate database. It identifies the aspects of

Replication Server that play arolein receiving and distributing data at

primary and replicate sites.

This chapter can aid in diagnosing and troubleshooting replication system

problems.

Replication system components

This section describes the components and resources that must be present

Administration Guide

or assembled before you can run Replication Server. Componentsin a

Replication Server environment can include:

* Replication Server

e Adaptive Server or other data server

« Client applications

e Sybase Central

* Replication Manager (RM) plug-in to Sybase Central
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» Replication Monitoring Services (RMS)

Each component uses the Open Client/Server Interface to communicate with
other components.

Figure 2-1 illustrates a simple configuration for a WAN-based distributed
database system based on Replication Server.

Figure 2-1: Replication Server Domain
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Replication Server coordinates data replication activities for local databases
and exchanges data with Replication Serversthat manage data at other sites. A
Replication Server:
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«  Receives transactions from primary databases and distributes them to
subscribing replicate databases

* Receivesrequests for data updates from a replicate database and applies
them to a primary database

See “Replication Server internal processing” on page 123 in the Replication
Server Administration Guide Volume 2 for moreinformation about the internal
elements of the Replication Server.

ID Server

ThelD Server isaReplication Server that registersall Replication Serversand
databasesin thereplication system. The ID Server must berunning eachtimea:

e Replication Server isinstaled
* Routeiscreated
« Database connection is created or dropped

Because of thisrequirement, the ID Server isthefirst Replication Server that
you start when you install a replication system.

ThelD Server must have alogin namefor Replication Serversto usewhen they
connect to the ID Server. Thelogin nameisrecorded in the configuration files
of all Replication Serversin the replication system by the rs_init configuration
program.

Note Once you have selected alogin name for the ID Server, you cannot
change to a different Replication Server. Sybase does not support any
procedures that change the login name of the ID Server in the configuration
files.

See Chapter 4, “Managing a Replication System” for information about the
configuration file.

Replication system domain

Replication system domain refersto all replication system components that
use the same ID Server. You can set up multiple replication system domains,
with the following restrictions:
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* Replication Serversin different domains cannot exchange data. Each
domain must be treated as a separate replication system with no cross-
communication between them. You cannot create a route between
Replication Serversin different domains.

e A database can be managed by only one Replication Server inonedomain.
Any given database isin one, and only one, ID Server’'s domain. This
means that you cannot create multiple connections to the same database
from different domains.

See “Adding areplication system domain” on page 85 for guidelines and
restrictions on adding multiple system domains.

Adaptive Server or other data server

Replication Agent
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Adaptive Server manages databases contai ning either primary or replicate data.
Client applications use Adaptive Server to store and retrieve data and to
process transactions and queries.

Each Replication Server requires an Adaptive Server database for its
Replication Server System Database (RSSD) or an Adaptive Server Anywhere
database for its Embedded Replication Server System Database (ERSSD),
which contains the Replication Server system tables.

Replication Server also supports heterogeneous data servers through an open
interface. You can use any system for storing dataif it supportsaset of required
basic data operations and transaction processing directives. For data servers
that contain primary databases, you must use a compatible Replication Agent
program.

See the Replication Server Heterogeneous Replication Guide for details on
heterogeneous data server support.

A Replication Agent notifies Replication Server of actionsin a primary
database that must be copied to other databases. The Replication Agent reads
the database transaction log and transfers log records for replicated tables and
stored procedures to the Replication Server managing the database, which
distributes the modifications to databases that subscribe to the data.
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A Replication Agent is needed for every database that contains primary data
and for every database where stored procedures that need to be replicated are
executed. A database that contains replicated data and no stored procedures
marked for replication does not require a Replication Agent.

Replication Agents communicate with Replication Server by executing
commandsin Log Transfer Language (LTL).

Refer to Chapter 5, “Introduction to Replication Agents,” in the Replication
Server Design Guide for more information about LTL commands.

Which Replication Agent for your system?

The Replication Agent you use depends on the data servers in your replication
system. Supported Replication Agents are:

* RepAgent —for Adaptive Server data servers. RepAgent, athread in
Adaptive Server, isthe Replication Agent described in this book.

* Replication Agents for non-Sybase data servers:
e SQL Anywhere

- DB2
e Oracle
« IMS
« VSAM

You also can create a Replication Agent to replicate data from aforeign data
server. Refer to Chapter 5, “Introduction to Replication Agents,” in the
Replication Server Design Guide for details.

Replication Server System Database (RSSD)

System tables
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The Replication Server System Database (RSSD) is a database that contains
the Replication Server system tables. Each Replication Server requires an
RSSD or an ERSSD, which holds the system tablesfor one Replication Server.
The RSSD is managed by the Adaptive Server. The ERSSD is managed by
Adaptive Server Anywhere.

The Replication Server system tables are loaded into the RSSD during
Replication Server installation. System tables hold information that
Replication Server requiresto send and receive replicated data, and include:
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e Descriptions of replicated data and related information
e Security records for Replication Server users

* Routing information for other sites

*  Access methods for the local databases

»  Other administrative information

Refer to Chapter 8, “Replication Server System Tables,” in the Replication
Server Reference Manual for a comprehensive list of system tables.

System table contents are modified during Replication Server activities, such
as the execution of RCL commands or Sybase Central procedures. Only the
replication system administrator, or members of thers_systabgroup group, can
alter the system tables.

To query the system tables and find status information:
e Use Sybase Central to view replication system details and properties.

» UseReplication Server system information or system administration
commands. See “ System Information Commands” and “ System
Administration Commands’ in Chapter 1, “ Introduction to the Replication
Command Language,” in the Replication Server Reference Manual.

e Use Adaptive Server stored procedures to display information about the
replication system. Refer to Chapter 5, “ Adaptive Server Commands and
System Procedures’ in the Replication Server Reference Manual.

Warning! RSSD tables are for internal use by Replication Server only. You
should never modify RSSD tablesdirectly unlessdirected by Sybase Technical
Support.

RSSD and Replication Agent specifications
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The RSSD is dedicated to the Replication Server that it supports; do not use it
to store user data. However, asingle data server may contain the RSSD and
user databases. The database device space for the RSSD must be at |east 20MB
(10MB for data and 10MB for the log). It is best to put the database and the
database log on separate devices.

A Replication Agent is needed for the RSSD if the Replication Server isthe
source for any route. If thisis true, Replication Server distributes some of the
information in its RSSD to other Replication Servers. See Chapter 6,
“Managing Routes” for more information.
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Client applications

Sybase Central
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A client application is a program that accesses a data server. When the data
server is Adaptive Server, applications can be programs created with Open
Client Client-Library™ or DB-Library™, Embedded SQL ™, or any other
front-end development tool that is compatible with the Open Client/Server
Interfaces such as PowerBuilder®. Open Client/Server includes routines and
protocols for client/server communications.

In asimple replication system, clients update primary databases and
Replication Server updates replicate databases. By replicating stored
procedures, clients can update primary data from any replicate database.

Sybase Central is a graphical management tool for Sybase products. It
implements the Sybase enterprise management strategy, which calls for a
single management console, seamlessly integrated, across all server and
middleware products. It connects to and manages Sybase products that are
running on any Sybase-supported platform.

The Replication Manager is aplug-in to Sybase Central, which allows you to
develop, manage, and monitor areplication environment.

With its easy-to-use interface, Replication Manager alows you to perform
many administrative tasks that you would otherwise use RCL commands to
perform, including:

«  Creating, altering, and deleting Replication Server objects.

*  Managing, monitoring, and troubleshooting replication system
components.

* Monitoring the availability of servers and the state of connections and
routes.

*  Generating the RCL scriptsfor al Replication Server objects. Providing a
script editor window that allows users to submit RCL or SQL to a server.

* Managing areplication domain, including configuration parameters for
Replication Servers, Replication Agents, RepAgent threads, connections,
and routes.

«  Controlling theflow of data by suspending and resuming connections and
routes.

« Displaying transactions in Replication Server stable queues.
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» Displaying transactionsin Replication Server exception log and allowing
the user to edit and resubmit transactions.

e Managing awarm standby environment.

Note Sybase Central is available on Windows 2000, Windows 2003, and all
UNIX platforms that Replication Server supports.

Replication Manager (RM) plug-in to Sybase Central

Replication Manager is a management utility for developing, managing, and
monitoring replication environments. It allowsyou to create replication objects
such as connections, routes, replication definitions, and subscriptions.

Replication Monitoring Services (RMS)

Replication Monitoring Servicesis amonitoring tool that you can use if your
replication environment isfairly complex, involving ten or more servers. RMS
allows you to monitor various servers and components in your environment,
acting asamiddle layer between the Replication Manager and the serversin
the replication environment. RM S also provides the ability to control the flow
of dataand set the configuration parameters.

Specifying data for replication
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Replication Server usestherelational database model to represent datain tables
that have afixed number of columns and avarying number of rows. Each table
you want to replicate must have one or more columns that can be used asa
primary key to uniquely identify each row.

Replication Server |letsyou define the dataand stored proceduresthat you want
to replicate at remote databases, as well as letting you specify the destination
databases themselves. As part of design and planning, you designate source
and destination databases for your replication system and create the routes that
replicated data follows from one Replication Server to another.
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In general, a source database contains primary data and may be called the
primary database, while a destination database contains replicate data and
may be called the replicate database. Depending on your implementation, the
same database may contain both primary and replicate data. Transactions or
stored procedure executions are replicated from primary to replicate databases.
Stored procedure executions may also be replicated from replicate to primary
databases.

See “Replication Server basic primary copy model” on page 6 for details.

Replication definitions and subscriptions for tables

You create one or more replication definitions to describe each primary
(source) table. A replication definition listsatable's columnsand datatypes, the
columns that make up the primary key, the columns that can be used in
subscribing to the primary data, and specifies the location of the primary
version of the table.

A replication definition may include additional settings to let you customize
how you will useit. For example, you can create areplication definition just
for replicating into a standby database in awarm standby application. Or, see
Chapter 9, “Managing Replicated Tables’ for more information.

You then create subscriptions for transactions on the data defined in the
replication definition. A subscription instructs Replication Server to copy
transactions for all rows or for qualifying rows only. Copies of atable can be
limited to only the rows or columns needed.

Typically, creating a subscription causes Replication Server to copy theinitial
reguested data from the primary database to the replicate database. This
processis called subscription materialization. Once the subscription is
created and materialized, Replication Server begins distributing database
operations for the primary data as they occur. See Chapter 11, “Managing
Subscriptions” for details.

Replication definitions for database objects
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Using multi-site availability (MSA), you create asingle database replication
definition to describe the datato be sent to the replicate database. The database
replication definition describes the database objects that are to be replicated.
You can choose to replicate, or not replicate, individual tables, transactions,
functions, system stored procedures, and DDL.
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You then create a single database subscription at each subscribing database
for the data described in the database replication definition. Database
subscriptions cannot limit the data copied.

MSA provides a simple replication methodology that requires only one
replication definition for the primary database and only one subscription for
each subscribing database. If you want to transform the data, replicate minimal
columns, or use primary keysto improve performance, you must add table and
function replication definitions.

See Chapter 12, “Managing Replicated Objects Using Multi-Site
Availability,” for more information.

Replication definitions for stored procedures

For certain operations, replication of stored procedures may offer significant
performance improvements over table replication. In addition, you can
replicate stored procedures to update data from areplicate database to a
primary database. A replication definition of a stored procedureis called a
function replication definition.

Benefits of replicated functions over normal replication

34

Adaptive Server logs arecord for each row modified by a Transact-SQL
command. When a single Transact-SQL command modifies multiple rows,
Replication Server treats each log record received from the Replication Agent
as a separate command in the transaction. For example, to replicate the results
of asingle update command that modifies 1000 rows in the primary database,
Replication Server may execute 1000 update commands in each replicate
database.

Commands that modify many rows can affect performance of replicate
Adaptive Servers and the replication system. The volume of rows delivered
through the replication system may use al available space in stable queues.

If an application updates multiple rowsin aprimary table, you can use
replicated stored proceduresto maintain datain destination databases. Because
commands in stored procedures can modify multiple rows, using stored
procedures allows you to update rows in replicate databases without passing
images of the rows through the replication system. Only a single record
reflecting stored-procedure execution and its parameters replicates through the
system.
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Using replicated functions

Publications
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A function replication definition describes a replicated stored procedure and
includes:

e The parameters and datatypes

* Thelocation of the primary data that the stored procedure may modify

e Parametersthat can be used in subscribing to stored-procedure executions
«  The name of the stored procedure to execute at the destination database

Function replication definitions can be delivered to primary or replicate
databases. There are two types of replicated function delivery:

« Applied —executed at primary databases first and affect primary data.
Replication Servers propagate the stored procedure and its parameters,
applying data changes asynchronously at replicate sites that have
subscriptions for afunction replication definition.

* Request —executed at replicate databases to modify datain primary
databases. Request functions also have function replication definitions,
although no subscriptionsare required because requests are always carried
out at the primary site.

Typically, request delivery is used by a remote application to modify
primary data asynchronoudly. The changes are replicated back to the
originating replicate site via either normal data replication or applied
function delivery.

See Chapter 10, “Managing Replicated Functions’ and Chapter 11,
“Managing Subscriptions” for details.

A publication lets you collect replication definitions for related tables and
stored procedures and then subscribe to them as a group. You create
publications at the primary Replication Server and subscribe to them at the
destination Replication Server.

When you use publications, you create and manage these objects:

Article—identifies areplication definition, primary database, and publication.
It may also limit the number of rows or parameters sent to the replicate
database.

Publication — a collection of articlesfrom a primary database.
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Publication subscription — a subscription to a publication. When you create a
publication subscription, Replication Server creates a subscription for each
articlein the publication.

Publications allow you to group replication definitions and subscriptionsin a
manner that makes sensefor your system. It also allowsyouto create and check
the status of only one subscription for a set of tables and procedures.

Overview of replicating tables

This section summarizes how to replicate transaction data between a primary
(source) and destination table. For more details, see “Marking tables for
replication” on page 264 and “ Subscription example” on page 368.

» Atthedestination data server: Create acopy of atableinto which datawill
be replicated from the primary table. The copy may contain all or a subset
of the columns from the primary table.

At the primary Replication Server: Create areplication definition to
identify the table data you want to replicate. You can create one or more
replication definitions per table that can be replicated into different
destination databases. You can also create replication definitionsfor stored
procedures. See Chapter 10, “Managing Replicated Functions” for
details.

Once you have created a replication definition, transactions are available
for replication to qualifying destination Replication Serversthat subscribe
to the replication definition.

You can create a set of articles that reference replication definitions and
group them in a publication. If you want to limit the transactions sent to
the destination database to those that affect certain rows, use awhere
clausein the article.

» Attheprimary Adaptive Server: Usethesp_setreptable system procedure
to mark atable as replicated.

When you mark atable asreplicated in the primary data server, the
Replication Agent for the primary database can forward the table’s
transactions to the primary Replication Server.

If you want to replicate text, unitext, or image columns, you may also heed
to use the sp_setrepcol system procedure.
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If you use a different data source with a Replication Agent, refer to your
Replication Agent documentation for information about marking primary
objectsfor replication.

At destination Replication Servers. Create a subscription for replication
definitions that were created in primary Replication Servers. A
subscription allowsthe destination table to receive theinitial datafrom the
primary (source) table through a process known as materialization, and to
begin receiving subsequent replicated data updates.

You can create multiple subscriptions for each replication definition, but a
replicate table can subscribe to only onereplication definition. You can set
up a subscription to receive all transactions for a destination table, or use
awhere clause to receive just the transactions that affect certain rows.

Create publication subscriptions for publications created at the primary
Replication Server. When you do so, Replication Server creates an article
subscription for each article in the publication.

Creating subscriptions compl etes the process of replicating data. See
Chapter 11, “Managing Subscriptions” for details.

Commands for managing replicated data

Refer to the following resourcesfor detailed information about each command
used to manage replicate data:
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Replication Manager plug-in help lists tasks and concepts for working
with table replication definitions, function replication definitions, and
subscriptions in Sybase Central.

Table 9-1 on page 243 liststhe Replication Server commandsfor working
with table replication definitions.

Table 10-1 on page 323 lists the Replication Server commands for
working with function replication definitions.

Table 9-3 on page 300 liststhe Replication Server commandsfor working
with publications.

Table 11-3 on page 356 lists the Replication Server commands for
working with subscriptions.

Table 11-5 on page 382 lists the commands for working with publication
subscriptions.
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Establishing Replication Server connections

Interfaces file

38

Replication Server uses the Open Client/Server Interfaces to communicate
between client applications and servers.

Server programs, including Replication Servers, Adaptive Servers, and
gateway software for other data servers, are registered in adirectory service—
either an interfacesfile or a Lightweight Directory Access Protocol (LDAP)
server—so that client applications and other server programs can locate them.

Note If you are using network-based security, use the directory services of
your network security mechanism to register Replication Servers, Adaptive
Servers, and gateway software. Refer to the documentation that comes with
your network-based security mechanism for details.

The interfaces file contains network definitions for serversin the replication
system, including Replication Servers and data servers.

Generally, oneinterfacesfile at each site contains entries for all local and
remote Replication Serversand data servers. The entry for each server includes
its unigue name and the network information that other servers and client
programs need to connect with it. The interfacesfile at a site requires entries
for these components:

» |D Server (if Replication Server isnot also the ID Server)
* Replication Server

» RSSD Adaptive Server or ERSSD Adaptive Server Anywhere for this
Replication Server

» ERSSD Replication Agent if arouteisto be created from the current site
» Dataserverswith databases managed by this Replication Server
»  Backup Server™ to back up Adaptive Server databases, including RSSDs

* Replication Servers at other sites that manage databases containing
primary datathat isreplicated to this site

* Replication Servers at other sites with subscriptions for primary data
maintained at this site
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LDAP server
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e Other Replication Servers to which this Replication Server has aroute
with no intermediate Replication Servers

You can use the default interfaces file or you can specify an aternative
interfaces file at the command line when you start Replication Server. The
interfaces file is usually located in the Sybase release directory. Use atext
editor to modify theinterfacesfile. Refer to the Replication Server installation
and configuration guides for your platform for more information.

An LDAP server provides global directory services for sharing component
information such as server names and connection properties. LDAP directory
servicesallow componentsto look up directory information in anetwork-based
system.

Any type of LDAP service or gateway isan LDAP server. An LDAP driver
calls LDAP client libraries to establish connections to an LDAP server. The
LDAP driver and client libraries define the communication protocol and
content of messages exchanged between clients and servers. LDAP runs
directly over the Transmission Control Protocol (TCP).

When the LDAP driver connectsto the LDAP server, the server establishesthe
connection based on one of two authentication models:

*  Anonymous access — which does not require any authentication
information, and is used typically for read-only privileges, or

»  User name and password access — which is different from the user name
and password used to access Replication Server.

Replication Server uses the access information as an extension to the LDAP
URL. Accessinformation is taken from thisfile:

*  $SYBASE/$SYBASE_OCSconfig/libtcl.cfg
o %SYBASEY\$SYBASE OCn\inillibtcl.cfg (Windows 2000, 2003)

Replication Server uses Open Client/Server™ librariesto connect to LDAP
servers and Open Client/Server configurations and procedures to set up and
maintain LDAP services. See the Replication Server Configuration Guide for
your platform for directions on how to set up an LDAP directory. For detailed
information about Open Client/Server LDAP support, see the Open Client
Client-Library/C Reference Manual.
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Making Replication Server connections
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To connect data servers and Replication Serversat thesitesonaLAN or WAN,
the replication system administrator at each site defines connections and
routes.

Organizing connections and routesis fundamental in planning replication. The
connections and routes you establish determine the number of Replication
Server components you need. In addition, how you map replication between
source and destination databases can impact system performance and data
availability.

To specify where data is copied requires that you create the following paths or
message streams between Replication Servers and between Replication
Servers and databases in the system:

e A connection from a Replication Server to a database

Replication Servers distribute transactions received from primary
databases through connections to the replicate databases they manage. A
Replication Server may have connections to several databases, but each
database can have only one connection from a Replication Server.

Warm standby applications also use alogical connection, which
represents both a database and its standby database.

e Arroutefrom aReplication Server to another Replication Server

From each source Replication Server that manages databases containing
primary data, you must specify aroute to each destination Replication
Server that subscribesto the data.

You can specify adirect route from a source Replication Server to a
destination Replication Server, or an indirect route, with intermediate
Replication Servers between the source and destination Replication
Servers.

Figure 2-2 depicts an enterprise with several locationsin Europe. A New York
Replication Server routes all information for Europe through the London
Replication Server. Thisarrangement reducesthe number of direct connections
the New York Replication Server makes and reduces WAN traffic. Datais sent
once from New York to London, rather than from New York to each European
location. The London Replication Server distributes the replicated datato the
other European locations.

Refer to the Replication Server Design Guidefor detailsand ruleson designing
routes and connections for areplication system.
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See Chapter 6, “Managing Routes’ and Chapter 7, “Managing Database

Connections’ for guidelines and procedures on when and how to create routes

and connections.

See Chapter 3, “Managing Warm Standby Applications” in the Replication
Server Administration Guide Volume 2 for more information about logical
connections.

Figure 2-2: Routes and connections
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Replication Server distributes database operations from a primary database to
destination Replication Servers as functions that consist of aname and a set of
data parameters. The destination Replication Server then usesfunction strings
to map functions to the commands recognized by the destination data server.
These commands represent transaction-control directives (begin transaction or
commit transaction) or data-manipulation instructions (insert, update, or delete).
The function string serves as a template or meta-command that transforms a
function to a data-server-specific command. The use of function strings makes
it possible for a primary site to replicate data to multiple heterogeneous data
servers. Function strings are categorized into function-string classes
according to data server type.

For example, aprimary Replication Server transmitsthers_insert functionto a
destination Replication Server, which uses the appropriate function string to

translate thefunction into theinsert command specific for the dataserver in use
at that site, whether the database is Adaptive Server, DB2, or another database.

There are two types of functions:

»  System functions — represent data-server operations with function strings
supplied by Replication Server or available when you install a new
database to the replication system.

»  User-defined functions — allow you to customize Replication Server
applications to distribute stored procedures.

See Chapter 2, “Customizing Database Operations’ in the Replication Server
Administration Guide Volume 2 for details.

Function strings for functions can be automatically generated for function-
string classes that come with Replication Server. Function strings must be
customized for any function-string class that the user creates that does not
inherit its functions strings from one of the provided classes. To customize a
function string, you modify an existing function string with data-server-
specific commands or by invoking aremote procedure call (RPC). A
customized function string can also contain function string variables that
represent the values of columns, procedure parameters, system-defined
information, and user-defined variables. Replication Server replaces the
variables with actual values before sending function strings to the data server.
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See Chapter 2, “ Customizing Database Operations’ in the Replication Server
Administration Guide Volume 2 for details.

Function-string classes

A function-string class comprisesall of the function strings used with atype of
database. Replication Server provides three function-string classes: two for
Adaptive Server and one for DB2. Although function strings may contain data-
server-specific instructions, they can often be used with several databases
maintained by the same data server type. You can create classes with all new
function strings or create aderived classthat inherits function strings from an
existing parent class.

Transaction handling with Replication Server

Replication Server depends on data servers to provide the transaction-
processing services needed to protect stored data. To ensure the integrity of
distributed data, data servers must comply with the following transaction-
processing conventions:

« A transaction isone unit of work. Either all operations in the transaction
are performed or none are performed.

«  Transaction results are permanent. A transaction cannot be arbitrarily
undone after it is committed.

Replication Server copies committed transactions from primary sitesto
destination sites. It distributes transactionsin the order they are committed so
that copied data passes through the same states as the primary (source) data.

Figure 2-3 illustrates Replication Server method for translating transactions.
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Stable queues
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Figure 2-3: Translating transactions
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Once the primary Replication Server sends transactions to subscribing sites,
destination Replication Servers store the transactions in the outbound Data
Server Interface (DSI) stable queue.

When you install Replication Server, you set up adisk partition that
Replication Server uses to establish stable queues. During replication
operations, Replication Server temporarily stores updatesin these queues. You
can add more partitions|later if your replication system requires more space for
stable queues.

There are three types of stable queues, each of which stores a different type of
data:

» Inbound queue — holds messages only from a Replication Agent. If the
database you add contains primary data, or if request stored proceduresare
to be executed in the database for asynchronous delivery, Replication
Server creates an inbound queue and prepares to accept messages from a
Replication Agent for the database.

e Outbound queue — holds messages for a replicate database or areplicate
Replication Server. There is one outbound queue for each of these
destinations:
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Queue management

DSl thread
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«  For each replicate database managed by a Replication Server, thereis
a Data Server Interface (DSI) outbound queue.

e For every Replication Server to which a Replication Server hasa
route, there is a Replication Server Interface (RSI) outbound queue.

e Subscription materialization queue — holds messages related to newly
created or dropped subscriptions. This queue stores a valid transactional
“snapshot” from the primary database during subscription materialization
or from areplicate database during dematerialization.

See “Partitionsfor stable queues’ on page 46 for physical queue requirements.

See the Replication Server Troubleshooting Guide for information on how to
examine queue contents for troubl eshooting purposes.

Each queueismanaged by a Stable Queue Manager (SQM) thread. Threadsare
subprocesses that manage specific tasks, such as receiving messages. Some
gueues also have an additional Stable Queue Transaction (SQT) thread. See
“Processing in the primary Replication Server” on page 124 in the Replication
Server Administration Guide Volume 2 for details on the SQM and SQT
threads.

When transactions are ready to |eave the stabl e queue, one of following threads
submits the transactions in the queue:

« Data Server Interface (DSI) thread — manages the connection with the
data server.

* Replication Server Interface (RSI) thread — manages the connection
with the replicate Replication Server.

The DSI thread trandl ates the transaction modifications into RPCs or the
language as specified by the function strings in the function-string class
assigned to the destination database.

Replication Server starts DSI threads to submit transactions to a replicate
database to which it has a connection.

The DSl thread performs the following tasks:

e Coallects small transactions into groups by commit order.
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RSI thread

»  Maps functions to function strings according to the function-string class
assigned to the database connection.

e Executesthetransactionsin the replicate database.

e Takesaction on any errors returned by the data server; depending on the
assigned error actions, also records any failed transactions in the
exceptions log.

To improve performance in sending transactions from a Replication Server to
areplicate database, you can configure a database connection so that
transactions are applied using multiple DSI threads. See “Using parallel DSI
threads’ on page 148 in the Replication Server Administration Guide Volume
2 for adescription of thisfeature.

The DSI thread may apply a mixture of transactions from all data sources
supported by the Replication Server. The transactions are processed in the
single outbound stable queue for the destination data server.

RSI threads send messages from one Replication Server to another. Thereis
one RS thread for each destination Replication Server.

The primary Replication Server processes transactions, causing those destined
for other Replication Servers to be written to RSI outbound queues. An RS
thread logs in to each destination Replication Server and transfers messages
from the stable queue to the destination Replication Server.

When adirect route is created from one Replication Server to another, an RSI
thread in the source Replication Server logs in to the destination Replication
Server. When an indirect route is created, Replication Server does not create a
new stable queue and RS| thread. Messages for indirect routes are handled by
the RSl thread for the direct route. For more information, see “ Establishing
Replication Server connections’ on page 38.

Partitions for stable queues
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Replication Server stores messages destined for data servers or other siteson
partitions. It allocates the space in partitions to stable queues and operatesin
1IMB chunks called segments. Each stable queue holds messages to be
delivered to another Replication Server or to a database.

Thers_init program assignstheinitial partition to the Replication Server. Refer
to the Replication Server installation and configuration guides for more
information about working with partitionsin rs_init.
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The minimum initial partition is 20MB. You may need additional partitions,
depending on the number of databases the Replication Server manages and the
number of remote sites to which the Replication Server distributes messages.
Larger partitions may al so be necessary when subscriptions are initiated or
when there are long-running transactions.

A Replication Server can have any number of partitions of varying sizes. The
sum of the partition sizes is the Replication Server capacity for queued
transactions.

Use the create partition command to assign additional partitions. See the
Replication Server Reference Manual for details.

When choosing a partition for Replication Server, consider these guidelines:
* Replication Server partitions should be operating system raw partitions.
« Do not mount the partition for use by the operating system.

e Do not usethe partition for any other purpose, such as storing file systems,
maintaining swap space, or locating Adaptive Server devices.

e Allocate the entire partition to Replication Server. If you alocate just a
portion of apartition for Replication Server, you cannot use the remainder
for any other purpose.

« Do not alow any users read/write permissions on the partition unless the
user is going to start Replication Server.

You can choose how Replication Server allocates queue segmentsto partitions
or you can use the default mechanism. The default mechanism assigns queue
segmentsto the next partition in an ordered list. Usethealter connection or alter
route command to choose a different allocation mechanism. See “Allocating
gueue segments’ on page 178 in the Replication Server Administration Guide
Volume 2 for more information.

Using disk files for stable queues
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Partitions can be either raw disk partitions, which is preferable, or operating
system files. Where a choice is available, raw disk partitions provide the best
recoverability, since disk writes to raw disk partitions are not buffered by the
operating system.

To use adisk file for a partition, create the file before you execute the create
partition command. You can create an empty file and set its permissions so that
Replication Server canread and writeto thefile. Replication Server extendsthe
file to the size you specify.
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Distributed concurrency control

Data servers that store primary data provide most of the concurrency control
needed for the distributed database system. If a transaction failsto update a
primary version of atable, the primary Replication Server does not distribute
the update to other sites.

When a transaction succeeds in updating primary data, the Replication Server
distributes the changes. Unless afailure occurs, the update succeeds at all sites
with subscriptions to the data.

Transactions that modify data in multiple databases

A transaction that modifies primary datain more than one data server may
require additional concurrency control. According to the transaction
processing requirements, either all of the operations in the transaction must be
performed, or none of them. If atransaction fails on one data server, it must be
rolled back on all other data servers updated in the transaction.

If a multi-database transaction is replicated, updates to each database flow to
replicate databases as independent transactions because thereis one
Replication Agent per database.

Failed replicate table updates
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A modification to primary data may fail to update a copy of the dataat a
subscribing site. The primary version isthe “official” copy and updates that
succeed there are expected to succeed at subscribing sites with copies.

If the updates do not succeed, one of the following reasons may explain why:

* Replicate and primary versions are out of sync following a system
recovery and aloss has been detected.

See Chapter 7, “Replication System Recovery” in the Replication Server
Administration Guide Volume 2 for more information.

» Thedata server storing the copy of the table has constraints that are not
enforced by the data server storing the primary version.

e Thedataserver storing the copy of the table rejects the transaction due to
asystem failure, such aslack of spacein the database or afull transaction
log.
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When atransaction fails, Replication Server records the transaction in an
exceptions log for handling that is appropriate to the application. Replication
Server offers error handling flexibility through its error action feature. This
feature allows responses to data server errors based on your own defined
configuration settings. For example, you can specify that transactions be
retried at the site where they failed.

A client at each site must resolve transactions in the exceptions | og, because
the appropriate resolution is application-dependent. In some cases, you can
automate the resol ution by encapsulating the logic for handling rejected
transactions in an intelligent application program.

Transaction processing by the Replication Agent

The Replication Agent scansthe database transaction log and sendstransaction
information to the Replication Server for distribution to subscribing databases.

This section describes transaction processing by Adaptive Server RepAgent
thread. Other Replication Agents may work differently.

Coordinating Adaptive Server log truncation
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Aslong as there is space in the Adaptive Server database transaction log,
Adaptive Server continues to process transactions. To prevent the log from
filling up, it must be emptied (“truncated”) periodically. You can use the
Adaptive Server dump transaction command or set the Adaptive Server trunc
log on chkpt option to “on” so that the log truncates automatically.

Each primary database maintains primary and secondary truncation pointsin
its database log. The primary truncation point marks the last log record
Adaptive Server has finished processing. The secondary truncation point
normally marksthe log record that contains the begin transaction command for
the ol dest open transaction not yet fully applied by Replication Server.
Replication Server stores acopy of the latest secondary truncation point in the
rs_locater table of the RSSD.

RepAgent requests a new secondary truncation point when it has scanned a
predetermined number (batch) of records or has reached the end of the log and
thereisno new activity. Replication Server acknowledges receipt of abatch of
transaction records by giving RepAgent theinformation that allowsit to move
the secondary transaction point.
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Adaptive Server makes sure that only transactions already processed and
passed to the Replication Server are deleted by never truncating thelog past the
secondary truncation point.

RepAgent updates the secondary truncation point as shown in Figure 2-4.

Figure 2-4: Adaptive Server log truncation
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1 RepAgent requests a new secondary truncation point from the primary
Replication Server.

2 Theprimary Replication Server returns the latest secondary truncation
point to the RepAgent and also writesit into the rs_locater system table.

RepAgent updates the secondary truncation point in the transaction log.

4 At the next checkpoint or dump transaction command, the log is truncated
up to the new secondary truncation point.

Schema information describes the structure of the database. Each time you
change the schema of a database object—such as dropping atable, creating a
clustered index, or renaming a column—Adaptive Server records current
schema information for that object. Thus, when RepAgent scans the
transaction log, it can always retrieve the correct schemafor atable or
procedure—even if the original database object has been changed or no longer
exists. You do not need to drain the transaction log before executing schema
changes at the primary site.

Replication Server



CHAPTER 3 Managing Replication Server
with Sybase Central

This chapter describes how you can manage your replication environment
using the Replication Manager (RM) plug-in and Replication Monitoring
Services (RMYS). Sybaseintegratesits systems management toolsinto one
desktop product, called Sybase Central. Each server product, such as
Replication Server or Adaptive Server, can be managed from Sybase

Central.
Topic Page
Using Replication Manager from Sybase Central 51
Setting up areplication environment 61
Monitoring areplication environment using RMS 72

See “Replication system components’ on page 25, for a detailed
description of Replication Manager and Replication Monitoring Services.

Using Replication Manager from Sybase Central

This section describes how to use the Replication Manager plug-in with
Sybase Central.

Starting and stopping Sybase Central
This section explains how to start and stop Sybase Central.

Starting Sybase Central

On Windows Start Sybase Central using any of the standard methodsfor your Windows
operating system, such as:

*  Select Start | Programs | Sybase | Sybase Central v4.3.
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e Create ashortcut on your desktop for Sybase Central.
e Add Sybase Central to your Startup program group.

* Navigate to %SYBASEY\Shared\Sybase Central 4.3/win32 and double-
click scjview.exe.

On UNIX Start Sybase Central by going to $SYBASE/shared/sybcentral 43 and executing
scjview.sh.

Stopping Sybase Central
To stop Sybase Central on Windows or UNIX, select File | Exit.

Getting started
After installing and configuring Replication Server:
1 Start Sybase Central.

2 UseRM to create anew replication environment that includes all data
servers, Replication Servers, and Replication Agentsthat participatein the
replication.

Replication Manager displays a two-pane window that containsicons for the

servers managed in the environment. Use this window to monitor the status of
the servers and to execute menu commandsto diagnose and manage the servers
and other components of your replication system.

Using online help

The Replication Manager plug-in provides online help that presents
information on a broad range of help topics. The instructions for performing
specific tasks using the Replication Manager through Sybase Central are
detailed in the online help.

There are two types of help in the Replication Manager plug-in:
» Topic help
»  Tooltips and status bar messages
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Topic help

Topic help describes how to use Sybase Central to manage your replication

system. To display topic-level help, select Help from the Sybase Central main

menu, then select Replication Manager Online Help.

The Replication Manager help browser opens with two panes. The |eft pane

displaysthe table of contents, and the right pane displays contents of the

selected topic.

Click the Contents tab to browse through the topics by category.

»  Book icons represent headings. Double-click a book icon to see the sub
entries under that heading. Sub entries can be other book icons or page
icons.

Topic headings are organized around Replication Server concepts (for
example, Managing Users, Managing Database Connections, and others)
for easy reference.

» Pageicons represent topics that describe tasks, or concepts that
correspond to the heading under whichthey arelisted. Topicsare generally
organized in the order that you would perform procedures under that
heading. Double-click a page icon to display atopic.

Tooltips

Tooltips are small pop-up windows that provide a description of acontrol (that
is, atoolbar button or menu option) when apointer is moved over that control.

Using the Replication Manager GUI

The Replication Manager user interface displays within the Sybase Central
framework. The main window allows you to access replication environment
and server objects.

Figure 3-1 shows Replication Manager in the Sybase Central main window.
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Figure 3-1: Replication Manager in Sybase Central main window
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The main window isdivided into left and right panes. When you are connected
to areplication environment:

e Theleft pane displays ahierarchical list, or object tree, which shows:
» lconsfor folders and objects in the replication environment

» lconsfor other plug-ins, such as the Sybase Central plug-in for
Adaptive Server Enterprise, if they areinstalled

»  Theright pane displays the contents of the folder or object selected in the
left pane.

To adjust the size of the panes, use the mouse pointer to drag the splitter bar to
the left or right.

Selecting folder and object icons

The main window includes folder icons and object icons:
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Using the Details list

Each folder icon contains al objects of its type within the replication
environment. For example, the Connections folder shows all connections.
Folder icons can appear in either the left or right pane.

Note A Replication Server connection is associated with one database in
an Adaptive Server.

Each object icon represents one server object, such as a database, atable,
areplication definition, or a connection. Some objects contain other
objects, such as a database containing tables.

To select an abject, click itsicon. The type of object selected determines the
range of commands available. For most activities, you must select an object
before you can perform any operation on it.

When you select an object in the left pane, one or more tabs appear intheright
pane. For most objects, asingle tab called “ Details’ is displayed, containing a
list of general information about the object.

The Details list displays:

Sub components, which are replication or database objects that are
contained in another object.

Function components, which invoke a wizard when double-clicked.

Note When you select athread object, several tabs appear in the right
pane.

Moving through the Sybase Central object tree
To see different parts of the object tree, use the following techniques:
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To movevertically through the current display, usethe scroll bar on theleft
or right pane.

To expand or collapse the list to show different levels of detail, do one of
the following:

e Click the plus or minus buttons. A plus button next to an icon
indicatesthat thelist of objectsfor that icon can be expanded. A minus
button indicates that the list of objects for theicon is fully expanded.
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e Double-click afolder icon, which expands the list in the right pane
and changestheview to alist of objectsin thefolder. For most objects,
double-clicking an object iconin theright pane opensaproperty sheet
that displays information.

Customizing the display

To hide the folders, toolbar, status bar, or event log, select Folders, Toolbar
Status Bar, or Event Log from the View menu. To redisplay, repeat the
procedure.

To move the display of the right pane tabs from top to bottom or from left to
right, select Tools | Options.

Using keyboard shortcuts

In addition to using a mouse, you can use keyboard shortcuts to choose menu
commands and navigate through dialog boxes.

Every menu title and menu command has an underlined letter, called a
mnemonic. To select amenu, press Alt+mnemonic. To choose a menu
command, press the mnemonic key. You can execute some commands directly
by pressing Ctrl plus another key, or by pressing a function key. These
shortcuts are listed on the menus.

To navigate to different controls (for example, fields, lists, and buttons) in a
dialog box or property sheet, use the Tab key. To select different tabsin a
property sheet, use the Tab key to select the current tab, then use the left and
right arrow keysto select other tabs.

Using menus and toolbars

Context menu
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This section describes the Sybase Central menus and tool bar.

To activate a context menu, right-click an object icon. From the menu that
appears, choose the appropriate command.

A context menu is specific to the selected object and contains commands that
are executed against the selected objects. You can execute some commands
against multiple objects at once.
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Toolbar and status bar

Toolbar

Status bar

The Sybase Central toolbar provides quick aternatives for executing
frequently used menu commands. The status bar provides information about
the selected menu item.

To display or hide the toolbar or status bar, toggle the Toolbar or Status Bar
command on the View menu.

The toolbar has the following controls:

e A drop-down list box that displays the hierarchy of the currently selected
object. You can select an object higher up the hierarchy to change the focus
of the main window.

«  Buttons, which provide a quick way to execute menu commands.

The status bar is an information display bar located at the bottom of the
application window. In Sybase Central, the status bar displays a brief
description of the menu command at which the cursor iscurrently pointed. The
help line appears on the left side of the status bar.

Viewing events in the log pane

Background processing
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The Replication Manager displays the Event Log pane, which shows events
that occur in the replication environment. These events can be;

- Component state changes for connections, routes, and queues
e Server availability changes

e Background thread completion

e Background processes status

« RMSevent trigger execution

Several tasks performed by the Replication Manager can be very time-
consuming, such as creating a subscription that also materializes the table.
Thesetasks are performed in the background, all owing Replication Manager to
perform other tasks. When you start a time-consuming task, Replication
Manager displays amessage window to indicate arunning process. Click Stop
Processto cancel the background process or click Close to close the window,
to continue running the process in the background.

When a background task is completed, Replication Manager puts an event
entry in the event log.
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Using script editors

To see the status of a background process at alater time, open the Background
Processes dialog, which displaysalist of al the currently running processes.

To access the Background Processes dialog, select Search | Background
Processes. The Background Processes dial og opens, displaying the following:

*  Process—the name of the process.
e Sart time— the start time of the process.

e Status—the status of the process.

Replication Manager provides two script editors; the Replication Command
Language (RCL ) script editor and the Structured Query L anguage (SQL) script
editor. Both editors operate in the same way, except the RCL script editor
highlights the RCL keywords while the SQL script editor highlights the SQL
keywords.

You can use the script editorsto view generated RCL commands, which
include syntax to create any objects such as connection, routes, and replication
definitions.

[ JAccessing the script editor

Monitoring of status
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1 Select the Replication Server object for which you want to generate RCL .
2 Right-click that object.

3  Select Generate RCL from the context menu. The selected script editor
window opens and contains the RCL needed to create the sel ected object.

The status of an environment is the state of its components. The status of a
server or component includesits current state and alist of reasonsthat describe
the state.

Replication Manager graphically displays the status of the servers and
components in the environment. It shows an object icon, which changes
depending on the state of an object. The status of the servers, connections,
routes, and queues also displaysin the Properties dial og.

Asyou work, information in open dial og boxes and the Sybase Central window
may become unsynchronized. To update the contents of the main window,
select View | Refresh Folder or Refresh All, or press F5.
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Using Hide options for connection status

You can hide (or filter out) the connection status if you do not want to see the
it either on theindividual connection icon or as part of the rollup status for
Replication Server.

The options for hiding connection status are as follows:

* Hidethe State of the Replication Agent — hides the state of the
Replication Agent thread in the Details list, on the Connection Properties
dialog box, and intherollup statusfor the Replication Server to which that
Replication Agent thread is connected.

* Hidethe State of the DSI Thread — hidesthe state of the DS| thread in the
Detailslist, on the Connection Properties dialog box, and in the rollup
status for the Replication Server to which the DSI thread is associated.

[Hiding connection status

1 Right-click the connection for which to hide the status.
2  Select Hide Connection Status from the drop-down menu.

A dialog box displays which shows options for hiding the connection
status.

3 Select an option.

The state for the connection now reads “Hidden.” The state on the
Connection Properties dialog box and in the rollup status for the
Replication Server is also hidden. The Event Log records this change.

Filtering connection status different instances of Replication Manager
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The filtering state of a connection statusis stored locally by the Replication
Manager, therefore, different instances of Replication Manager do not share
filtering states. For example, if you create a connection using one instance of
Replication Manager, and then set the Replication Status to hide for that
connection, another Sybase Central plug-in instance monitoring the same
environment does not filter the connection status; filtering information is
available only to the original Replication Manager instance.

In addition, any connection created outside of Sybase Central (by rs_init or
from the command line) is not filtered automatically by the Replication
Manager. You must set the filtering manually from within Sybase Central.
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Filtering connection status in warm standby environments

If you are creating a warm standby environment, the Replication Manager
automatically sets the filtering state for the active Data Server Interface (DSI)
thread and standby RepA gent thread connections. You must set filtering for the
physical connection manually by selecting one of the connection status hide
options from the context menu.

Performing common tasks

Creating an object

This section describes how to do these tasks, which are common to most
Sybase Central objects:

e Create an object
»  View an object’s properties

e Delete an object

Users can create new replication definitions, subscriptions, connections, and
other Replication Server objectsin Sybase Central.

To create an object:
1 Select thefolder for the type of object you want to create.
2 Select File| New.
3 From the cascading menu, choose the abject name.
One of the following occurs:

» If awizard existsto help you create the object, the wizard opens.
Respond to the wizard prompts.

» If nowizard exists, a property sheet displays. Fill in the information
for the new object.

Viewing an object’s properties
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After you createan object, it isrepresented by aniconin any pane of the Sybase
Central window. You can display or update the object by opening its Properties
dialog.
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Deleting an object

A Properties dialog containsinformation about the object and how it relates to
other objectsin the replication environment. The Properties dialog can also
provide a direct navigation path to its related objects. It enables you to enter
information for a new object on tabbed pages.

The Properties dialog box generally has three tabs.
e Genera tab —displaysall status.

e Communications tab — displays information on how Replication
Manager communicates with the server.

e Parameters tab — displays and allows modification to configuration
parameters for servers and components.

Note Some Properties dialogs may have different tabs. For example, a
connection has General, Security, and Parameters tabs.

To view an object’s properties:
1 Select the object icon.
2 Select File | Properties.

To delete an object:

1 Select the object icon.

2 Select Edit | Delete.

3 Confirm the deletion in the confirmation dialog.

Setting up a replication environment
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A replication environment includes replication objects such as Replication
Servers, dataservers, and Replication Agents. Before any replication activities
can be performed, you must create and configure an environment.

Depending upon the scale and complexity of your replication environment, you
can set up either atwo-tier or athree-tier solution for your environment.
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Two-tier management
solution

Three-tier )
management solution

In atwo-tier management solution, Replication Manager (RM) connects
directly to the serversin the environment without communicating through a
management layer.

This lets you manage small, simple replication environments with fewer than
10 servers, and provides you the ability to create, alter, and delete components
in the replication environment.

In athree-tier management solution, Replication Manager can monitor larger
and complex replication environmentswith the help of Replication Monitoring
Services (RMS). RM connectsto the serversin the environment through RMS.

RMS provides the monitoring capabilities for the replication environment. In
this solution, RM S monitors the status of the servers and other componentsin
thereplication environment, and RM providesthe client interface that displays
the information provided by the RMS.

Preparing for a two-tier solution
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To prepare for atwo-tier solution:

1 Ingall the Replication Server and Sybase Central software. Seetherelease
bulletin and Replication Server Installation Guide for your platform.

2 ldentify the data servers to be used in your replication system. If the data
servers are not yet installed, do so using the installation guide for your
specific data server.

3 Users_init to configure the Replication Server. See the Replication Server
Configuration Guide for your platform.

4  Start Sybase Central. See “ Starting Sybase Central” on page 51.

In Sybase Central, create areplication environment and add the data
servers and Replication Servers.

Note Replication Manager does not require a Sybase interfaces file, but you
have the option to useiit.
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Creating an environment

Creating the replication environment involves giving a name to your
environment, creating an environment object, setting up permissions, and
adding servers.
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[ICreating a replication environment object

1

In Sybase Central, click the Replication Manager icon in the left pane of
the Replication M anager window. The Add Replication Environmenticon
displays on the Details pane.

Double-click the Add Replication Environment icon in the right pane.
Enter the name of your environment and click Next.

Enter a user name and password that will let you access the environment.
Click Next.

From the list of servers, select the ones to add to your environment, then
add a user name and password for each. If you are adding a Replication
Server, enter auser name and password for the RSSD. Click Next.

When adding servers, you must provide a user name and password that
have been granted certain permissions:

e Replication Server —sa permissions.
e Adaptive Server Enterprise —the sa_role and the sso_role.
e Replication Server RSSD — the database owner.

Note You can either select aserver from the list or enter a server name,
host, and port number. Thislist isfrom the interfaces file found in the
$SYBASE directory.

Check the summary page to make sure you have added all the serversyou
need. Then click Finish.

Note You arenot required to add all serverswhen you create the environment.
You can add new serversto an existing environment by using the Add Server
wizard.
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The new environment object displays in the left pane under the Replication
Manager object with the name you assigned.

Note If you update the sgl.ini or interfaces file while Sybase Central is
running, you need only restart the wizard, or reopen any dialog box in progress.
You need not restart Sybase Central for the changes to take effect.

[ IDropping a server from areplication environment in Sybase Central
1 Select the server you want to drop.

2 Do oneof thefollowing:
e Click the Delete icon from the tool bar.
» Right-click the selected server, select Delete.

Note Although Sybase Central removes the server from the replication
environment’s server list and removes the server icon from the environment,
the server is not removed from your replication system. If there are routes or
database connections till associated with a deleted server, the server name
may still appear in dialog boxes..

Connecting to and disconnecting from
areplication environment
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The Replication Manager savesthe environment information so that you do not
have to re-create it when you restart Sybase Central.

[ IConnecting to an existing replication environment

1 Select the environment to which you want to connect.

2 Inthelogin dialog box, enter your user name and password.

3 Click OK. Thisallowsyou to start managing the environment.

You can be connected to more than one environment or RMS domain at atime.
[ IDisconnecting from a replication environment

1 Select the environment from which you want to disconnect.

2 Select Tools | Disconnect. The Details view displays the state of the
environment you disconnected from.
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Setting up a replication environment
using Replication Manager
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The Replication Manager provides awizard to help you quickly set up one of
several types of working replication environments, including:

e warm standby environment
e Anenvironment consisting of one primary and multiple replicates
e A bidirectiona replication environment

After you have created the replication environment, use the Configure
Replication wizard to create connections, database replication definitions, and
subscriptions for your replication tasks.

[IConfiguring replication

1 Select the environment object you created.

2 Intheright pane, double-click Configure Replication. The Configure
Replication wizard appears.

3 Inthe Configure Replication wizard, select the type of environment you
want to create:

e Standard Replication Server warm standby environment. To
configure, go to “ Configuring a standard warm standby
environment” on page 65.

e Anenvironment where the primary database is replicated to several
replicate sites. To configure, go to “ Configuring an environment with
one primary and multiple replicates’ on page 66.

« Bidirectional replication environment. To configure, go to “Creating
abidirectional replication environment” on page 68.

[IConfiguring a standard warm standby environment

Note If theactive server youwant to configure doesnot appear inthelist, click
Add Server to openthe Add Server wizard. Follow the procedure to add servers
in “Creating a replication environment object” on page 63.

1 After selecting the type of environment to create from the Configure
Replication wizard, click Next.

2 Select the active server and active database.

3 Select the Replication Server that will manage the database connections.
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Select the standby server and standby database.
Enter the name of the logical connection.

When using an existing connection to create awarm standby |ogical
connection, you must use the existing data server and database names of
the active database for the logical connection name. See the Replication
Server Administration Guide Volume 2 for more information.

Enter the user name and password of the maintenance user. If the
mai ntenance user does not exist, thewizard createsonefor you. Accept the
defaults, or enter your own values.

Select the user name and password that the RepAgent will use to connect
to the Replication Server. If the RepAgent user does not exist, the wizard
creates one for you. Accept the defaults, or enter your own values.

Sel ect the materialization method.
Review the summary information about the replication environment.

If everything looks correct, click Finish. Otherwise, click Back to returnto
an earlier window and change the replication environment information.
Then, return to the final wizard window and click Finish.

Replication Manager creates the following replication objects:

Logical connections
Physical connections

Maintenance user in both active and standby Adaptive Server Enterprise
servers.

[ IConfiguring an environment with one primary and multiple replicates

Use this procedure to set up awarm standby environment where datais
replicated from one site to many replicate sites using multi-site avail ability
(MSA).

Note If theactive server you want to configure does not appear inthelist, click
Add Server to openthe Add Server wizard. Follow the procedure to add servers
in “Creating a replication environment object” on page 63.

1
2

Select the primary server and the primary database. Click Next.

Select the Replication Server that will manage the database connections.
Click Next.
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Select areplicate server, then a corresponding database, and click Add.

The corresponding server.database connection displaysin the
Connections list.

Repeat this step for each replicate server and replicate database pair you
need in your environment. Click Next.

Enter the user name and password of the maintenance user. If the
maintenance user does not exist, thewizard creates onefor you. Accept the
defaults, or enter your own values. Click Next.

All selected connections will use this maintenance user login.

Select the user name and password that the RepAgent will use to connect
to Replication Server. If the RepAgent user does not exist, the wizard
creates one for you, assigning a default name and password. Accept the
defaults, or enter your own values. Click Next.

All connections will use this RepAgent login.
Specify how replicated tables will materialize:

e Create Subscription Without Materialization — use this method if the
primary datais already loaded at the replicate and updates are not in
progress.

e Define Subscription for Bulk Materialization —in this method, a
subscription isinitialized by a user-specified mechanism outside the
replication system.

If you chose Define Subscription for Bulk Materialization, click Use
Dump Marker in the Transaction Log to use dump and load coordination.
Click Next.

Click Finish if everything looks correct in the information summary of
replication environment. Otherwise, click Back to return to an earlier
window and change the replication environment information. Then, return
to the final wizard window and click Finish.

At the end of the configuration, Replication Manager creates the following
replication objects:

Physical connections
A database replication definition for the primary database
One or more database subscriptions for each of the replicate databases

Maintenance user in Adaptive Server Enterprise servers
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[ICreating a bidirectional replication environment

Use this procedure to define an environment where datais updated at multiple
locations and replicated on each site.

1 Identify the servers and databases that will be part of the bidirectional
replication environment.

2 Follow steps 3 through 8 in configuring an environment with one primary
and multiple replicates.

Managing Replication Server objects

The Replication Server objects include connections, replication definitions,
subscriptions, and queues.

Connections

Connections go from a database to a Replication Server, or from aReplication
Server to adatabase. Replication Servers distribute transactions received from
primary databases through connections to the replicate databases they manage.

[ICreating a connection
1 Select the Connection folder from the Sybase Central object tree.

2 Double-click the Add Connection icon on the Details pane. The Add
Database Connection wizard opens. Click Next.

Select an active server and database from the drop-down list. Click Next.
Enter a user name or accept the default value.
Enter a password. Then, click Next.

Select from the given options. Click Next.

N o o1~ W

Click Finish after checking the summary of information.

Replication definitions

A replication definition describes the source table to Replication Server,
specifying the columns you want to copy. It may also describe attributes of the
destination table. Destination tablesthat match the specified characteristicscan
subscribe to the replication definition.
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Subscriptions
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Replication Server provides replication at the database, table, and stored
procedure levels. RM allows you to create areplication definition for a
database, atable, or a stored procedure. A replication definition for a stored
procedureiscalled a“function replication definition”. You can create, edit, and
delete function replication definitions and function subscriptions.

This procedure describes how to create a replication definition for a database.

[ ICreating a replication definition on the primary database

1 Intheobject tree, double-click the database where you want to create a
replication definition. The Database Replication Definitions folder

displays.

2 Double-click the Database Replication Definitions folder. The Add New
Database Replication Definition window appears.

3 Inthe General tab, enter areplication definition name.

Note You can specify other replication definition settings on the other
given tabs.

4  Click Replicate all DDL if you want the DDL that is executed at the
primary database to be replicated to the replicate database.

5 Click OK.

A subscription is created on the replicate database to subscribe to a specific
replication definition. It identifies the primary database, which contains the
datato be replicated.

You can create a subscription for any type of replication definition: databases,
tables, and stored procedures.

[ ICreating a subscription for a database replication definition

1 Intheobject tree, double-click the database where you want to create a
subscription.

2 Double-click the Database Subscriptions folder.
In the Details pane, double-click the Add Subscription icon.

4 Enter the name of the subscription.
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Queues

5 Under Primary, select the Connection and the database replication
definition that you want to subscribe to.

6 Select amaterialization method from the drop-down list (optional).

7  Specify whether to Subscribe to truncate table (optional).
8 Click OK.

Datathat is passed between servers (Adaptive Server, Replication Server, and
so on) is stored in stable queues within Replication Server. Replication
Manager displays the statistics of queue usage and the content of the queues.

Using the View Queue Data dialog box

The View Queue Data dial og box lets you filter and sort the data from a queue
asan aid in troubleshooting transactionsin the queue. You can also edit, del ete,
or undelete a given command, or purge the first transaction in the queue.
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The View Queue Data dialog box contains these options:

»  Filter fields, which let you sel ect the type of filtersthat RM usesto display
data from the queue. These filters include:

Column

Column value

Segment

Number of blocks displayed

Number of rows displayed

Whether to start at the first segment

Whether to include al datato the end of the segment
Whether to include all rows

Whether to show deleted data

Whether to view all datato the end of the queue

e General buttons, which let you:

Display the queue data with the current filters
Close the dialog box
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Purge the first transaction from the queue
Edit transactions

Delete transactions

Undelete transactions

Group transactions, which returns the Queue Data scrolling list
display back to grouped transactions

e Queue Datascrolling list, which contains rows of data from the current
gueue. Each column contains specific information about the command and
transaction contained in each row. For example, to sort the queue data by
a specific column, select the column name. The Queue Data scrolling list
refreshes, sorting the data according to that column. An arrow displays
next to the column name to show that you have sorted the data by that
column. The columns you can sort by include:

Segment

Transaction Name
Command

Origin Site

Origin Commit Time
Origin User
Transaction ID
Origin QID

Note You can delete, undelete, or purge queue transactions only when
Replication Server isin standalone mode.

[ 1Viewing queue data

1

In the object tree, click the Queues folder. Queues display in the
Details pane.

In the Details pane, right-click the queue whose data you want to
view.

Select View Data from the context menu. The View Data dial og box
opens.
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4  Tofilter datashown, select one of thefilter fields. See “Using the
View Queue Data dialog box” on page 70 for more information.

5 To sort the data, select segment, transaction, origin, size, status,
commit time, or user.

Monitoring a replication environment using RMS

To monitor areplication environment, the Replication Manager connectsto the
servers in the environment through the Replication Monitoring Services—a
middle-management layer that provides monitoring capabilitiesfor replication
environment. RM Sis an optional component of areplication system. Itisused
to monitor large or complex environments. It also provides the ability to
control the flow of data and set the configuration parameters.

In athree-tier solution, you set up an RM S server to help you monitor your
replication environment. In this solution, RM'S monitors the health and
availability of the servers and other components in your replication
environment.

Preparing for a three-tier solution

When you are creating a three-tier environment, you must connect to an RMS
server. In this environment, you must edit the interfaces file (UNIX) or the
sgl.ini file (Windows) with the host name, port number, and server name. You
can edit thisfile using atext editor or the dsedit utility. You can use the same
interfaces file that the other serversin the replication environment use.

RM does not need an entry in theinterfacesfile for RMS. You can provide the
host name and port number of RMS directly to RM. The serversthat are
managed by RMS must be in the RM S s interfaces file.

See the Replication Server Configuration Guide for your platform for
information about configuring RMS.
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Connecting to RMS
To connect to RMS:

1 Click the Connect icon from the toolbar; The Connect to a Replication
Domain window opens.

2 Select RMS Server.
3 Enter the user name and password needed to connect to RMS.

4  Select RMSfrom thelist of serversin the drop-down list or click the
Options button to provide the connection information for the RMS.

5 Enter aserver name, host, and port number.
6 Click OK. The RMS server is added to your object tree.

See the Replication Server Configuration Guide for your platform for
information about starting/stopping RMS.

Adding and dropping servers through RMS

Serversin athree-tier environment are added and dropped in the same way as
in the two-tier environment. The differenceisin the properties that display if
you select the object and view its properties. RMS is designed to monitor
servers and components, thus you can only view properties that RMS uses to
monitor and troubleshoot the replication environment.

Viewing managed objects

In the object tree, double-click or expand the RMS folder to view replication
objects managed by RMS. Under RM S, you can still see the connections,
routes, queues, and threads. When you select a replication object such asthe
Routes folder, you can view the list of created routes. You can manage these
replication objects using the Replication Manager.

Viewing objects in the Replication Manager for RMS is exactly the same as
viewing objects in atwo-tier environment.
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Adding event triggers

Replication Monitoring Services is designed to monitor the replication
environment. When something happens in your environment, the server and
component status changes. These changes are displayed in the event log. You
can use RM S to create event triggers to monitor these changes.

Event triggers notify you when some event occurs in the replication
environment. RM S executes a script when the specified event occurs. For
example, a user can set up a script to request an e-mail message when a
connection becomes suspended. This capability |ets you specify a method of
notification when an event occurs. You can create an event trigger for any
server or component that the RM S monitors.

[ICreating an event trigger for a Replication Server

1

2
3
4
5
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In the object tree, select the Replication Server.

On the right side of the desktop, select the Event Log pane.
Double-click the Add Server Event Trigger icon.

Select the status change that will trigger the event.

Enter a“Wait before executing” value (optional). This causesRM Sto wait
for the event to change before executing the trigger.

Select “Execute at each interval” (optional). This causes RMS to execute
the trigger at each monitoring interval instead of just once.

Enter the name of the script for RM S to execute when the event occurs.

Click OK. The new event displaysin the Event Log pane.

Replication Server



CHAPTER 4

Managing a Replication System

This chapter tells you how to perform various Replication Server
operations, including starting and shutting down Replication Server, and
monitoring, maintaining, and configuring the replication system.
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Setting up a replication system

Installing the software

Administration Guide

This section lists the basic steps in setting up areplication system. This

process requires planning and careful attention to the replication needs of
your organization. If you are new to Replication Server, refer first to the
Replication Server Design Guide for information that can help you plan

your replication system.

You can perform some of these stepsin rs_init, Replication Server
configuration utility, which allows you to configure Replication Servers
and add databasesto your system. You can use Sybase Central to perform
most of the tasks listed here, including adding databases, creating
replication definitions, and creating subscriptions.

Install your Sybase software according to the Replication Server
installation guide for your platform.
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Configuring the
replication system

After you install Replication Server, use thers_init utility program to start and
configure the replication system and to add databases.

Refer to the Replication Server Configuration Guide for more information
about rs_init.

Creating connections and routes

To replicate data from one database into another, you must first establish the
routes and connectionsthat allow Replication Server to move the datafrom its
source to its destination.

»  Create connections

When you use Sybase Central or rs_init to add a database to your
replication system, the program creates the connection for you. You never
have to create a connection using the command-line option create
connection unless you are replicating data into a database that is not an
Adaptive Server database.

Refer to the Replication Server Configuration Guidefor information about
using rs_init.

Refer to Chapter 7, “Managing Database Connections’ for detailed
information about connections.

* Createroutes

Create routes using Sybase Central or the create route command at the
source Replication Server.

Refer to Chapter 6, “Managing Routes’ for more information about how
to create routes.

Setting permissions and security
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Set up login names, passwords, and permissionsto establish Replication Server
security for thereplication system. Replication Server |ogin namesand specific
permissions are required for:

e Userswho are setting up replicated data or monitoring and managing the
Replication Server. You can create these usersin Sybase Central or at the
command line.
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See “Managing Replication Server user security” on page 193 for
information about creating users at the command line.

e Components of the replication system, such as the data server and the
Replication Server. You can create system usersin rs_init or at the
command line.

Refer to the installation and configuration guides for your platform for
information about rs_init. See “Managing Replication Server system
security” on page 186 for information about creating system users at the
command line.

If network-based security is enabled at your site, you can set up secure
pathways and choose message protection options for Replication Server to
Replication Server communications. See“Managing network-based security”
on page 203 for detailed information about setting up network-based security.

Verifying the replication system

You must verify that the entire replication system isworking before you create
replication definitions or subscriptions or perform system diagnostics.

See “Verifying areplication system” on page 2 of Replication Server
Administration Guide Volume 2 for a detailed description of verifying the
replication system.

Creating replication definitions

To set up atable for replication, mark it as replicated in Adaptive Server and
define areplication definition for it in Replication Server. The replication
definition describes the table and containsinformation about the columnsto be
replicated.

e If you planto replicate stored procedures, create the stored procedure in
both the primary and replicate database.

e Ifyou arereplicating the procedure from the primary to replicate database,
mark the stored procedure for replication in the primary database.

e If you arereplicating the procedure from the replicate to the primary
database, mark the stored procedure for replication in the replicate
database.
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Create afunction replication definition for the stored procedure at the primary
Replication Server, even if you are replicating the stored procedure from a
replicate database to the primary database.

Refer to Chapter 9, “Managing Replicated Tables’ for moreinformation about
creating replication definitions. Refer to Chapter 10, “Managing Replicated
Functions” for more information about replicated function delivery.

Creating subscriptions

A subscription instructs Replication Server to copy datafrom primary tablesto
specified replicate databases. If you create areplication definition for atable at
Replication Server, you must create a subscription for that table replication
definition at the replicate database. Similarly, if you create a function
replication definition for astored procedure, you must create a subscription for
that function replication definition at the replicate database. However, you do
not need to create subscriptionsfor table or function replication definitions that
update primary databases.

Refer to Chapter 11, “Managing Subscriptions” for more information.

Performing Replication Server tasks
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This section describes several tools that you use when interacting with
Replication Server.

rs_init allows you to set up a new Replication Server and add new databases to
the system.

You execute RCL commands by connecting to Replication Server using a
client application. You can use a utility program such as Sybase Central or isq|,
or you can use a custom application program that you create with Open Client
Client-Library.

Sybase Central’s Replication Manager plug-in component providesagraphical
user interface for performing many of the tasks associated with managing a
Replication Server system.

Since many of the commands described in this book are used on an as-needed
basis, isgl is aconvenient way to execute them.

Replication Server



CHAPTER 4 Managing a Replication System

Using rs_init

RCL commands are similar to Transact-SQL commands. Refer to Chapter 3,
“Replication Server Commands,” in the Replication Server Reference Manual
for complete syntax for all RCL commands.

Use the rs_init utility to configure a new Replication Server and to add
databases to your replication system. If you have an existing Replication
Server, you can use rs_init to upgrade to a new version or downgradeto a
previous version. rs_init is installed with the Sybase software. You can use it
interactively or with aresource file.

Refer to the Replication Server Configuration Guide for your platform for
complete instructions on using rs_init.

Managing Replication Server with Sybase Central
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Sybase Central is Replication Server system management tool. It provides a
graphical user interface that allows you to monitor the components of the
replication system and perform Replication Server tasks.

With Sybase Central, you can view a graphical representation of the topology
of the replication system, which allows you to group objects and view status
information. Sybase Central also provides menus for performing tasks and
monitoring objects.

With Sybase Central, you can:

e Performmany of thetasksavailablefrom the Replication Server command
line and isql, often more quickly than using equivalent Transact-SQL or
RCL commands. For example, you can manage users, create routes and
connections, create replication definitions and subscriptions, and manage
warm standby applications.

«  Display multiple Replication Server connections and selectively view the
contents of queues.

Refer to Chapter 3, “Managing Replication Server with Sybase Central” for
information about navigating Sybase Central.
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Using isql

You can use the isgl utility to execute:

e ERSSD (Embedded Replication Server System Database) commands,
using the primary user name and password from the Replication Server
configuration file.

e RCL commands interactively
e Scriptsstoredin text files
For simple operations, using isql interactively may be easiest.

For more complex operations, Sybase recommends using isql to execute
scripts, so you can keep arecord of the RCL commands you have executed to
set up a Replication Server. You can edit scripts and resubmit them whenever
necessary. Scripts are also useful when you are verifying a new system or
investigating the cause of afailure.

You can useisqgl tolog into Replication Server or Adaptive Server. Thissection
describes both theinteractive and script methods for using isql with Replication
Server. For information about using isql with Adaptive Server, refer to the
Adaptive Server utility programs manual for your operating system.

Using isql interactively
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To useisql interactively:

1 If necessary, start the Replication Server, as described in “ Starting
Replication Server” on page 82.

2 Loginto the Replication Server using the following command:
isql -Uuser name -Ppassword -Sserver name
Specify the name of the Replication Server using the -S flag.
If your login is accepted, isql displays a prompt:
1>
3 Enter the RCL command you want to execute.

When you press the Return key at the end of aline, isql increases the line
number. Some commands require more than one line.

4 To execute the command, enter “go” (on aline by itself, with no blanks)
and press Return.
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To cancel the command, enter “reset” and press Return. The prompt’sline
number isreset to 1.

Some RCL commands display immediate results. Others execute
asynchronously, that is, they return a system prompt without necessarily
having completed the desired action and report only syntax errors.

To exit isql, enter “quit” at the beginning of aline.

Note You can check the status of asynchronous commands by executing
RCL commandsthat display status or by querying the RSSD system tables
at the affected sites. Refer to Chapter 8, “Replication Server System
Tables,” inthe Replication Server Reference Manual for moreinformation
on system tables and the stored procedures you can use to query them.

Using isql to execute scripts

You can create scripts of RCL commands and execute them using isgl. This
procedure is useful when you need to execute the same set of commandsin
Replication Servers at multiple sites.

To create and execute a script for isql:

1
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As necessary, start the Replication Server, as described in “ Starting
Replication Server” on page 82.

Create atext file for your script, and enter into it the RCL commands you
want to execute. As with the interactive method, separate each command
with the word “go” on aline by itself.

Execute the script using the following isgl syntax:

isgl -Uuser name -Ppassword -Sserver name
-iscript name

Theisql utility displays the results from the script’'s commands on your
screen (standard output). Or, you can redirect the output to afile:

isqgl -Uuser name -Ppassword -Sserver name
-iscript name > output file
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Starting Replication Server

Normally, you need to restart Replication Server only if you are reconfiguring
system files or if your system experienced afailure that brought down
Replication Server. Initialy, the installation process starts the replication
system for you.

To bring up a Replication Server site, start system componentsin this
sequence:

1 Sart the data server containing the databases that Replication Server
manages.

2 If Replication Server uses Adaptive Server Enterprise for the RSSD, start
the RSSD. For more details, see the Replication Server Installation Guide
for your platform.

3 Sart Replication Server by executing the repserver command on UNIX
systems, or the repsrvr.exe command on Windows 2000 or 2003 systems,
or by executing the Replication Server runfile.

See “Replication Server executable program” on page 82.

4  Start RepAgent for the data server and for the RSSD if RepAgent has not
been configured to start automatically at server startup.

5 Toensurethat Replication Server started with no errors:

»  Check the repserver.log file for error messages (indicated with the
letter “E” on the left), as described in “ Replication Server error log”
on page 198 in the Replication Server Administration Guide Volume
2.

» Useisgl tolog in to each Replication Server, or use a script that logs
in to each server. See “Verifying server status’ on page 4 in the
Replication Server Administration Guide Volume 2.

Replication Server executable program
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You use the repserver or repsrvr.exe command at the operating system prompt
to execute the Replication Server program.

For example, to run repserver, log in to the operating system as the “ sybase”
user, and execute repserver using the following syntax:
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repserver [-C config_file] [-i id_server] [-S rs_name]
[- interfaces_file] [-E errorlog_file] [-M] [-V]
[-K keytab_file]
Refer to Chapter 7, “ Executable Programs,” in the Replication Server
Reference Manual for complete information about each of the parameters of
the repserver command.

Thers_init program createstherun file“RUN_name,” where nameisthe name
of the Replication Server. The run file specifies the repserver command with
parameters set for the installed Replication Server. Normally, you start
Replication Server by executing the run file.

The Replication Server executable program and the Replication Server runfile
arelocated inthe bin subdirectory of the Sybaserelease directory. Refer to your
platform’s Replication Server installation and configuration guides for more
information.

Replication Server configuration file

Replication Server findsthe startup information it needsin aconfigurationfile.
Thefileis created by thers_init program, but it can be edited with atext editor.
If it contains encrypted passwords, however, you must modify them using
rs_init. Refer to your platform’s Replication Server installation and
configuration guides for more information. The default name for the
Replication Server configuration file is the Replication Server name with
“.cfg” appended.

Shutting down Replication Server
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To shut down a Replication Server, log in to it and enter this command at the
isgl prompt:

shutdown

When you shut down a Replication Server, it refuses additional connections,
terminates threads, and exits.
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Adding a Replication Server
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Thefirst Replication Server you install must be the ID Server. It must be
running when you install new Replication Servers or add databases to the
replication system.

To add a Replication Server to areplication system, use thers_init program, as
described in your platform’sinstallation and configuration guides. Always
conduct acareful review and analysis of how the additional Replication Server
will fitinto your system. Determinethe other processesthat arerequired for the
server and designate required names and accounts for these processes.

See “Creating an environment” on page 63 for instructions on adding
Replication Server in Sybase Central.

When you install each Replication Server, rs_init performs the following tasks:
» Createsaconfiguration file for the Replication Server

» Creates an executable run file to start the Replication Server

*  SetsRepAgent parameters at Adaptive Server

*  Createsand initializes the RSSD or the ERSSD.

»  Sartsthe Replication Server and RepAgent for the RSSD, as necessary
After you have executed rs_init for each Replication Server you are adding:

1 Determinetherouting for the Replication Server, and modify theroutesin
the existing system to accommodate the new Replication Server.

See Chapter 6, “Managing Routes’ for details.

2 If youwant to add a new database, prepare that database for replication.
See Chapter 7, “Managing Database Connections’ for details.

3 Grant usersthe appropriate permissionsfor Replication Server commands.
See Chapter 8, “Managing Replication Server Security” for details.

4  If applicable, add replication definitions, subscriptions, function-string
classes, and error classes for the Replication Server.

See Chapter 9, “Managing Replicated Tables’ Chapter 11, “Managing
Subscriptions’. See also Chapter 2, “ Customizing Database Operations”

and Chapter 6, “Handling Errors and Exceptions’ in the Replication
Server Administration Guide Volume 2 for more information.
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Adding a replication system domain

A replication system domain includes all replication system components that
use the same ID Server. Most replication systems should be set up asasingle
domain with asingle ID Server. However, you may require replicates of two

separate data environmentsin the following situationsiif:

Your enterprise requires data management by separate groups, sites, or
independent organizations.

You need to eliminate an 1D Server asasingle point of failure, thereby
creating a fault-tolerant system.

An ID Server failure in adomain results in system degradation. New
Replication Servers and databases cannot be added to adomain aslong as
the ID Server is shut down.

If you do use multiple replication system domains, be sure to have completely
independent data environments. For example, assume you have one data
environment tracking personnel, and another tracking inventory. Aslong as
thereis no data sharing or relationship between these two groups, you can
create two separate domains, one for each data environment.

Guidelines for adding replication system domains

When creating multiple ID Servers for multiple replication system domains,
observe these guidelines:
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Make sure all Replication Server and data server names are globally
unique across domains.

By using unique names, you simplify your administration and prevent
confusion, especially in theinterfacesfiles, which contain network access
information for servers.

Maintain unique names and distinct 1D numbers to accommodate the
future possibility of datatransfer between domains (that is, merging of
domains).

* Provide adifferent range of database and Replication Server ID
numbers for each domain.

* MakesurethelD numbersof any additional domainsarelarge enough
so that they do not overlap with the ranges of the first domain. See
“Example of assigning ID numbers’ on page 86.
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»  Makesurethat replication definition namesare globally unique within and
between ID Server domains.

Example of assigning ThelD number isincreased each time aReplication Server or databaseisadded

ID numbers to the replication system. By default, your first ID number for adata server is
101. For aReplication Server itis16,777,317. Thelast possible |D number for
adataserver is 16,777,316. For aReplication Server it is 33,554,431.

If you are creating two domains, you could assign ID numbers according to

Table 4-1.
Table 4-1: Suggested ID numbers for multiple ID Servers
Component First ID number Last ID number
1st domain data server 101 99,999
2nd domain data server 100,000 16,777,316
1st domain Replication Server 16,777,317 17,777,316
2nd domain Replication Server 17,777,317 33,554,431

Whenyou areinstalling an ID Server using thers_init program, you can specify
the Starting Replication Server ID and the Starting Database ID.

Note Make sureyour ranges do not overlap from one domain to another. Make
your ranges large enough so that ID numbers can never increase to the next
range. For example, arange of 99,999 accommodates nearly all possible cases.

Setting Replication Server configuration parameters

You can configure Replication Server or specific objectswithin thereplication
system by using one of several methods that update configuration parameters
in the rs_config system table in the RSSD or the ERSSD. You can aso check
configuration status information in this table. This section includes:

* Anoverview of configuration parameters and the objects that these
parameters affect
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« Information about displaying parametersrelated to the current Replication
Server

Note Replication Server startup information is stored in a configuration file
created by rs_init. The default name for the Replication Server configuration
fileisthe Replication Server name with “.cfg” appended. Refer to Chapter 7,
“Executable Programs,” in the Replication Server Reference Manual for more
information about the configuration parameters stored in thisfile.

About configuration parameters

Replication Server reads configuration parameters from the rs_config system
table in the RSSD or ERSSD.

All configuration parameters have default values, which are inserted in the
tablewhen you usethers_init utility to create the RSSD or ERSSD. The default
values are sufficient for most replication systems. Normally, you change
default values only for unusual environments or special situations. For
example, you may need to adjust parameters for performance tuning if your
system has alarge number of replication definitions or subscriptions. You can
change default values using the configure replication server command. See
“Configuration parameters that affect performance” on page 131 in the
Replication Server Administration Guide Volume 2 for information on these
parameters.

Parameters governing the names and version numbers of the Replication
Server and its components can al so be set with rs_init. Table 4-2 describesthese
basic parameters.

Warning! Do not changethe valuesfor the parameterslisted in Table 4-2. The
values are set when you run rs_init and should only be modified by the rs_init
program when you upgrade or downgrade Replication Server.

Table 4-2: Basic configuration parameters

Configuration

parameter Description
current_rssd_version The Replication Server version supported by this RSSD. The Replication Server checks
thisvalue at startup.

id_server
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The name of the ID Server for this Replication Server.
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Configuration
parameter Description

minimum_rssd_version  The minimum version of the Replication Server that can use this RSSD. When the
current_rssd_version is greater than the version of the Replication Server, thisvalueis
checked when the Replication Server is started.

oserver The name of the current Replication Server.

prev_min_rssd_version Following an rs_init installation upgrade, this value contains the previous value of
minimum_rssd_version.

prev_rssd_version Following an rs_init installation upgrade, this value contains the previous value of
current_rssd_version.

rssd_error_class Error class for the RSSD. Default: “rs_sqglserver_error_class”

send_enc_pw Ensures that Replication Server makes client connectionsto the RSSD with an encrypted

password. Vaues are“on” and “off” (the default).

See “ Sending encrypted passwords for Replication Server client connections’ on page
190.

rs_init also sets the password encryption configuration parameter. For
information about it, refer to “ Enabling and disabling password encryptionin
sysattributes’ on page 195.

Many configuration parameters also have values for specific objects. You set
these values after installation when your system requires the fine-tuning that
these parameters allow. For example, default route parameters affect all routes
that originate at the current Replication Server. If necessary, you change the
default settings for these parameters with configure replication server. You also
can set parameter values for individual routes by using the alter route
command.

Setting some configuration parameters requires a technical understanding of
the replication system. See Chapter 2, “Replication Server Technical
Overview” in this book and Chapter 4, “Performance Tuning” in the
Replication Server Administration Guide Volume 2 for information on how the
replication system works.

It isimportant to back up the RSSD periodically, and whenever you do
anything to changeits state. ERSSD is already configured for daily automated
backup. See “Managing the RSSD” on page 91 for more information, or
“Managing Embedded Replication Server System Database” on page 93.
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Different types of configuration parameters

Configuration parameters in the rs_config system table affect the Replication
Server and different database objects. The method for changing a parameter
also varies according to the object that the parameter affects. The different
types of configuration parameters are as follows:
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Local Replication Server — parameters whose effects are restricted to the
current Replication Server. These parameters are listed in Table 4-2 on
page 87 and Table 4-2 on page 131. See “Changing Replication Server
parameters’ on page 90 for instructions about setting Replication Server
parameter values with configure replication server.

Route — parameters that affect routes from the current Replication Server
to other Replication Servers. See “Changing routes’ on page 145 for
information about setting default and per-target values for route
parameters.

Database connection — parameters that affect database connections
originating with the Replication Server. See “ Setting and changing
parameters affecting physical connections’ on page 166 for information
about setting default and per-target values for database connection
parameters. See also “Parallel DSI parameters’ on page 150 in the
Replication Server Administration Guide Volume 2 for information about
parameters for database connection parameters for paralel DSI.

L ogical database connection— Replication Server parametersthat apply to
logical database connections for warm standby applications. See
“Changing parameters affecting logical connections’ on page 97 in the
Replication Server Administration Guide Volume 2 for information about
setting default and per-target values for logical connection parameters.

Network-based security services— parametersthat affect network security.
See “Managing network-based security” on page 203 for information
about setting security parameters.

Performance — parameters that affect the performance of a Replication
Server. See “ Configuration parameters that affect performance” on page
131 and “Parallel DSI parameters’ on page 150 in the Replication Server
Administration Guide Volume 2.
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Changing Replication Server parameters

Example 1

Example 2
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You can modify configuration parameters that affect the current Replication
Server by using the configure replication server command at the Replication
Server.

To change default configuration parameters using configure replication server,
log in to Replication Server and execute configure replication server at the isql
prompt.

Use the following syntax where config_paramis a character string that
correspondsto the configuration parameter name and valueisacharacter string
representing the setting you want for the parameter:

configure replication server
set config param to 'value'

The config_param string must match an entire parameter name. You must
restart Replication Server for the new parameters to take effect.

For exampl e, to change the maximum number of messagesallowed in the Open
Server message queue to 5, log in to the source Replication Server and:

1 Execute the configure replication server command:
configure replication server set num msgs to '5'
2 Restart the Replication Server.

Refer to “ Starting Replication Server” on page 82 for information about
starting Replication Server.

This example uses configure Replication Server to change the ha_failover
parameter to enable Failover support for all non-RSSD connections from a
Replication Server to Adaptive Servers.

1 Execute configure replication server. Log in to the Replication Server for
which you want to enable Failover support and enter:

configure replication server
set ha_failover to 'on'

See “Configuring the replication system to support Sybase Failover” in
Chapter 7, “Replication System Recovery,” in the Replication Server
Administration Guide \Volume 2.

2 Restart the Replication Server.

Refer to “ Starting Replication Server” on page 82 for information about
starting Replication Server.
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Configuring dynamic
parameters

Managing the

Administration Guide

Configuration changes take effect after you restart Replication Server.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for more information about using configure replication
server.

Parametersaffecting security are covered in Chapter 8, “Managing Replication
Server Security” Parameters affecting performance are discussed in Chapter 4,
“Performance Tuning” inthe Replication Server Administration Guide Volume
2.

Several Replication Server configuration parameters are changed to dynamic,
allowing you to change their values using the configure replication server
command. You no longer need to restart the Replication Server for the new
values to take effect. Table 4-3 lists the dynamic configuration parameters.

Table 4-3: Dynamic configuration parameters

init_sgm_write_delay init_sgm_write_max_delay
memory_limit num_concurrent_subs
queue_dump_buffer_size sqm_recover_segs
sqm_warning_thr_ind sqm_warning_thrl
sgm_warning_thr2 sqt_max_cache_size
sqt_init_read_delay sqt_max_read_delay

sts_cachesize sts_full_cache_system_table_name

Use the new admin config command to retrieve the values of these parameters.

The admin config Syntax is:

admin config [,"connection” |,“logical_connection” |,“route” ] [,server
[,database]] [,configuration_name]

See the Replication Server Reference Manual, for a detailed information in
using this new command.

RSSD

The datain each Replication Server RSSD is essential in keeping the
replication system running.
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The replication system administrator or Adaptive Server system administrator
managesthe RSSD by monitoring the condition of the database and performing
regular dumps. Inthe event of disaster recovery, you need to rely on up-to-date
backups of the RSSD for full system recovery. Therefore, it iscritical that you
perform periodic backups of the replication system.

It isalso important to back up the RSSD after performing tasks that changeits
state, such as adding routes, replication definitions, and subscriptions, or
altering function strings for databases to which you are connected.

The system tables are loaded into the RSSD during Replication Server
installation. You can query the system tablesto find the status of the system,
but in general, you should not make changes to the tables directly. Refer to the
Replication Server Reference Manual for detailed descriptions of the system
tables.

Enabling Failover support for an RSSD connection
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Sybase Failover allows you to configure two version 12.0 or later Adaptive
Servers as companions. If the primary companion fails, that server’s devices,
databases, and connections can be taken over by the secondary companion.

Note For more detailed information about how Sybase Failover worksin
Adaptive Server, refer to Using Sybase Failover in a High Availability System,
which is part of the Adaptive Server Enterprise documentation set.

For instructions on how to enable Failover support for non-RSSD Replication
Server connections to Adaptive Server, see “ Configuring the replication
system to support Sybase Failover” in Chapter 7, “Replication System
Recovery” in the Replication Server Administration Guide Volume 2.

To enable Failover support for an RSSD connection, use either of thefollowing
methods:

» Users_init when you install anew Replication Server.

For instructions, refer to Chapter 2, “Configuring Replication Server and
Adding New Databases,” in the Replication Server Configuration Guide
for your platform.

» Edit the Replication Server configuration file after you have installed the
Replication Server.
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a Useatext editor to open the Replication Server configuration file.
The default file name is the Replication Server name with a*“.cfg”
extension.

The configuration file contains one line per entry.
b Findtheline“rRssD_ha failover=no” and changeit to:
RSSD ha failover=yes

¢ Todisable Failover support for an RSSD connection, change the
“RSSD ha failover=yes” to:

RSSD ha failover=no

These changes take affect immediately; that is, you do not have to
restart Replication Server to enable Failover support.

Managing Embedded Replication Server
System Database

This section talks about Embedded Replication Server System Database
(ERSSD) enhancements and its new features.

Overview

Replication Server can run on either an Adaptive Server Enterprise Replication
Server System Database(RSSD) or on an Embedded RSSD (ERSSD). ERSSDs
are designed for users who do not want to use Adaptive Server Enterpriseto
manage the Replication Server RSSD. Replication Server iseasy to install and
manage with ERSSD. ERSSD is automatically installed, configured, and
started in the background if you specify that you want to use it. Backup
procedures are automatic and preconfigured.

Limitations You cannot migrate from ERSSD to RSSD.
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Before you start

To use ERSSD, you must select it when you install Replication Server. For
more details, see the Replication Server Installation Guide for you platform.

Note Sybase provides ERSSD as an option in Replication Server,
implemented in Adapted Server Anywhere. Sybase continues to support the
traditional RSSD, implemented in Adaptive Server Enterprise. All the RSSD
features discussed in this section pertain to ERSSD only; they do not affect the
behavior of the traditional RSSD in Adaptive Server Enterprise.

ERSSD runs on threefiles:

* A databaseroot file

» Atransaction log file

* A transaction log mirror file

These are operating system files. When you start rs_init, provide the directories
for thesefiles, and make sure that the name of your ERSSD isin the interfaces
file.

Note For better performance and better protection against disk failure, put
each one of these files on a different physical device.

Configuring ERSSD
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ERSSD has a preconfigured backup time, backup interval, and backup
directory. Unless you want to change these defaults, you need not configure
ERSSD.

To check the current default val ues, enter:
sysadmin erssd

You can find the following information in the Replication Server configuration
file:

e ERSSD database file path
e ERSSD transaction log file path
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e ERSSD transaction log mirror file path
e Backup directory path

Configuration parameters and command

Repserverconfiguration

parameter

You can configure the ERSSD backup time and directory by using the
following Replication Server configuration parametersin Table 4-4, with this
command:
configure replication server
set
{erssd backup start time |
erssd_backup_ start date |
erssd_backup dir |
erssd_backup_ interval | erssd_ra}
to 'value'

Do not update these values directly in thers_config table.

Table 4-4: ERSSD configuration parameters

Value Default

erssd_backup_start_time

Time the backup starts. 01:00 AM

Specified as: “hh:mm AM” or “hh:mm PM”, using a 12-
hour clock, or “hh:mm” using a 24-hour clock.

erssd_backup_start_date Date the backup begins. Current date
Specified as“MM/DD/YYYY”
erssd_backup_interval Interval between backups of database and log. 24 hours

Specified as“nn hours’ or “nn minutes’ or “nn seconds”.

erssd_backup_dir

Same directory asthe
transactionlogmirror;
initial value specified
inrs_init.

Location of stored backup files.

Should be afull directory path. Configuring this path
causes an immediate, unscheduled backup.

erssd_ra
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erssd_name_ra;
where erssd_nameis
the ERSSD namein
the user’sreplication
system

Its value should be a server name. It is only used when
when a user creates aroute from the current site
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ERSSD routing

You can create aroute from a Replication Server with ERSSD, aslong as both
the source and the destination servers are version 15.0 or later.

To create aroute from Replication Server with ERSSD, use the create route
command. Verify that the Replication Agent nameisin the Replication Server
interfacesfile; an ERSSD Replication Agent is started as an open server during
create route, and if its name does not appear in the interfaces file the command
fails.

The default ERSSD Replication Agent nameiserssd_name_ra. To replace the
default name with that of your Replication Agent server, enter:

configure replication server
set erssd ra to 'value'

Note Sybase provides ERSSD in Adaptive Server® Anywhere (ASA) asan
option, and continues to support the traditional RSSD in the Adaptive Server
Enterprise.

Moving ERSSD files

ERSSD users

96

Use the command sysadmin erssd to move the ERSSD database file,
transaction log, or transaction log mirror. Do not edit the configuration file
itself. Moving the database file, transaction log, and transaction log mirror is
an expensive operation. Only useit when you are sureit is necessary. For more
information on sysadmin erssd, see the Replication Server Reference Manual.

There are only two usersin the ERSSD, the primary user, who also acts as
System Administrator, and the maintenance user. You can find their names and
passwords in the configuration file. You can do the following to change the
user password:

e Usethe Replication Server alter user command to alter the primary user
password.

» Usethe Replication Server alter connection command to alter the
mai ntenance user password.
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Backup

Both these commands alter the password at Replication Server as well as at
ERSSD, and update the Replication Server configuration file.

For moreinformation on these commands see the Replication Server Reference
Manual.

To add a user at the ERSSD, useisgl to access the ERSSD as the primary user
and execute the command grant connect to username identified by password.

To giveauser permission to read the Replication Server system tables, execute
the command grant membership in group rs_systabgroup to USErname.

To grant sa privilegesto a user, execute the command grant dba to username.

There are four files in the backup directory. This directory is specified when
you install Replication Server with ERSSD.

Table 4-5: Backup directory files

File name File definition
erssd_name.db Backup database file
erssd_name.log Backup transaction log
erssd_name.db.pre Previous backup database file
erssd_name.log.pre Previous backup transaction log

Anautomatic full backup, including both the database fil e and the transactional
log file, is performed at the default or the configured time.

Thetransaction log ismirrored, providing extraprotection for critical data, and
enables complete recovery of the transaction log file.

To perform an unscheduled backup, use this Replication Server command:

sysadmin erssd, backup

Recovery instructions
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ERSSD automatically manages recovery from operating system crashes,
database server crashes, and crashes caused by shutting down improperly. The
instructions in these procedures are designed for recovering a database
damaged by mediafailure.
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Before you start recovery
Before using the recovery commands, set the following environment variables.

On UNIX platforms:

Set your environment variable PATH to include
$SYBASE/$SYBASE_REP/ASA9/bin:

setenv PATH $SYBASE/SSYBASE REP/ASA9/bin:S$PATH

Set your environment variable LD | IBRARY_PATH (SHLIB_PATH on
HP, LIB_PATH on AlX) to include $SYBASE/$SYBASE_REP/ASAY/lib:

setenv LD LIBRARY PATH
SSYBASE/S$SYBASE REP/ASA9/1ib:$LD LIBRARY PATH

On Windows:

Recovery procedures
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Set your environment variable PATH to include
%SYBASEY\%SYBASE_REPY\ASA9\WIN32:

set PATH=%SYBASE%\$SYBASE REP%\ASA9\win32;%PATHS%

Use these procedures to ensure clean recovery after media failure.

[IRecovering after media failure of the database file

1

Make an extra backup copy of the current transaction log. If the database
fileis gone, the only record of changes since the last backup isin the
transaction log.

Create arecovery directory to hold the files you use during the recovery
process.

Copy the database file from the last full backup to the recovery directory.
You can find the database file in the backup directory. It is named
erssd_name.db.

Copy the backup transaction log into the recovery directory. The backup
transaction log, named erssd_name.log, isin the backup directory.

Apply the transactions from the backup transaction log to the recovery
database:

dbsrv9 erssd name.db -a erssd name.log

Copy the online transaction log into the recovery directory. The online
transaction log, named erssd_name.log, isin the log directory.
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7  Apply the transactions from the online transaction log to the recovery
database:

dbsrv9 erssd name.db -a erssd name.log
8 Makeapost-recovery backup by making an extracopy of the databasefile.

9 Movethedatabasefileto the production directory and restart the database.
Use the command dbspawn from the Replication Server error log.

10 Perform validity checks on the recovery database:

dbvalid -c

"uid=primary user name;
pwd=primary user password;eng=erssd _name
LINKS=tcpip

(DOBROAD=NONE ; HOST=1ocalhost ; PORT=port) "

11 Redtart Replication Server.

[IRecovering from media failure on the database transaction log

1 Identify the corrupted file. You can do thisby running the Log Trandation
utility on both the transaction log and its mirror to see which one generates
an error message. In this example, the Log Translation utility, dbtran,
translates a transaction log named erssd_name.log, saving the translated
output in db_name.sql.

dbtran erssd name.log

The Log Tranglation utility translates the intact file with no errors, but
reports an error when translating the corrupt file.

2 Copy the correct file over the corrupted file, so that the two files are
identical.

3 Restart the database, using command from the Replication Server error
log.

4 Restart Replication Server.

ERSSD command and options

For detailed information on the sysadmin erssd command, see the Replication
Server Reference Manual.
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Quiescing Replication Server

To quiesce areplication system means to put the system in a state in which no
Replication Servershave messagesto send or receive. You may need to quiesce
all Replication Serversin the system to recover databases, alter routes, and
troubleshoot the system.

A Replication Server is quiescent when the following conditions are true:

»  Subscription materialization queues do not exist.

» Replication Server has read all messagesin all queues.

»  Transaction caches for inbound queues contain no complete transactions.
* Messagesin RSI queues have been sent and acknowledged.

* Messagesin DSI queues have been applied and acknowledged.

Quiescing a replication system
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You can use Sybase Central or the procedure discussed in this section to
quiesce a system consisting of several Replication Servers.

To quiesce areplication system:

1 Executethe suspend log transfer from all command at each Replication
Server. This prevents RepAgent from connecting to the Replication
Servers.

2 Execute admin quiesce_force_rsi at each Replication Server.

Thiscommand forces Replication Server to deliver all queued messagesto
other Replication Servers, then reports whether the system is successfully
quiesced.

Quiescing occurs most efficiently if you follow the flow of the data. For
example, if dataflowsfrom TOKYO_RSto MANILA_RSto
SYDNEY _RS, quiesce the Replication Serversin that order.

3 Check that the Replication Server is quiescent using admin quiesce_check.
If necessary, repeat steps 2 and 3 until al Replication Servers are
quiescent.

4  After all Replication Servers are quiescent, execute admin
quiesce_force_rsi once more at each Replication Server. Check that each
Replication Server is quiescent using admin quiesce_check. If necessary,
repeat this step until all Replication Servers are quiescent.
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This step is necessary because, although a Replication Server may be
quiescent, it may have recently sent messages to another Replication
Server. These messages may initiate more communication between these
two Replication Servers or between several Replication Serversin the
replication system. Repeating steps 2 and 3 ensuresthat you have quiesced
the entire replication system.

Removing a Replication Server

How you remove a Replication Server from areplication system depends on
whether or not the Replication Server isactive (running). Although this section
contains procedures for both situations, it is easiest to remove a Replication
Server that is active.

The procedures in this section also require that you drop routes and
subscriptions. See Chapter 11, “Managing Subscriptions” and Chapter 6,
“Managing Routes” for details.

Removing an active Replication Server
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This section tells you how to remove a running Replication Server from
service:

1 Query the RSSD to determine what replication definitions are defined at
the primary Replication Server (the server you are removing from
service). You can use the rs_helprep stored procedure to do this. Refer to
Chapter 8, “Replication Server System Tables,” in the Replication Server
Reference Manual for information on the RSSD system tables.

2  Drop subscriptions and replication definitions.
This can be done using the following command:

a For each replication definition defined at the primary Replication
Server, execute the drop subscription command for each subscription
on all Replication Servers that manage subscribing data.

To retain data at the replicate, execute the drop subscription command
without purge.

To delete data at the replicate, execute the drop subscription command
with purge.
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See “Using the drop subscription command” on page 366 for more
information about dropping subscriptions.

b  Drop al replication definitions for primary data managed by the
Replication Server (determined in step 1).

Wait for the replication definitions to disappear from the RSSDs of
Replication Servers that the Replication Server has aroute to.

¢ AttheReplication Server you are removing, drop all subscriptionsto
replication definitions on other Replication Servers.

Toretain data at the replicate, execute the drop subscription command
without purge.

To purge data at the replicate, execute the drop subscription command
with purge.

If the Replication Server isthe primary Replication Server for afunction-
string class or error class, execute the move primary command at another
Replication Server to change the primary Replication Server for each
class.

During amove primary operation, routes must exist from the old primary
site to the new primary site, and from the new primary site to the old
primary site. The Replication Server assuming therole of the primary site
also must have routes to all of the same Replication Servers as the old
primary site.

Drop database connections.

a Stop all RepAgent connected to the Replication Server, using the
sp_stop_rep_agent System procedure at Adaptive Server.

b  Remove connectionsto al databases managed by this Replication
Server, using the drop connection command.

Note If you want to continue to maintain the replicate datain databases
previously managed by a Replication Server that has been removed from
service, you must create connections to those databases from some other
Replication Server and create new subscriptions.

Perform the following routing tasks:

a If theReplication Server isanintermediate sitein aroute, usethealter
route command so it is no longer an intermediate site.

b Drop al routes from the Replication Server.
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6

To do this, execute the drop route command for each route from the
Replication Server to another Replication Server.

¢ Dropall routesto the Replication Server.

To do this, execute the drop route command on each Replication
Server that has aroute to the Replication Server you are removing.

See Chapter 6, “Managing Routes’ for more information about
altering and dropping routes.

After all subscriptions and routes to and from the Replication Server are
dropped, remove the Replication Server from thelist maintained by the ID
Server. Todothis, executethe sysadmin droprs command onthelD Server:

sysadmin droprs, replication server

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for more information on the sysadmin droprs
command.

Remove all databases managed by the Replication Server from the
database list maintained by the ID Server. Include the RSSD. To remove
databases, run the sysadmin dropdb command on the ID Server, for each
database;

sysadmin dropdb, data server, database

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for more information on the sysadmin dropdb
command.

Removing an inactive Replication Server

An inactive Replication Server is one that is not running. To take an inactive
Replication Server out of service, follow these steps:

Administration Guide

1

Drop all routes to the Replication Server.

To do this, execute the drop route command with the with nowait option on
each Replication Server that has aroute to the Replication Server. For
example:

drop route to OLD RS with nowait

This command also deletes information about subscriptions created at
OLD_RSfor data managed by this Replication Server.
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2

If the Replication Server you are removing is primary for any function-
string classes or error classes other than the system defaults,
rs_default_function_class and rs_sqlserver_error_class, create a
replacement for each class at a new primary. To do this:

e Choose a Replication Server that has routes to all other Replication
Serversthat use the class.

e Create anew class at that Replication Server containing the same
function strings or error actions asthe original class. See Chapter 2,
“Customizing Database Operations’ and Chapter 6, “Handling
Errors and Exceptions’ in the Replication Server Administration
Guide Volume 2 for details.

e Alter each database connection that is using the original class to use
the new class instead. See Chapter 7, “Managing Database
Connections’ for details.

On each Replication Server that has a route from the Replication Server,
purge the Replication Server route.

To purge aroute, execute the sysadmin purge_route_at_replicate command
on each Replication Server to which the Replication Server had aroute.
For example:

sysadmin purge route at replicate, OLD RS
This command also removes:

»  Subscription information for data originating at the Replication
Server you are removing from service.

» Function-string and error classes defined at the Replication Server
you are removing from service. If the Replication Server isthe
primary sitefor rs_default_function_class, rs_sglserver_function_class,
or rs_sqlserver_error_class, these classesare not removed but are reset
to have no primary Replication Server.

Remove the Replication Server from the list maintained by the ID Server.
To do this, execute the sysadmin droprs command on the ID Server:

sysadmin droprs, replication server

Seethe Replication Server Reference Manual for more information on the
sysadmin droprs command.
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5 Remove al databases managed by the Replication Server from the

database list maintained by the ID Server. Include the RSSD. To remove
databases, run the sysadmin dropdb command on the ID Server, for each
database:

sysadmin dropdb, data server, database

See the Replication Server Reference Manual for more information on the
sysadmin dropdb command.

This completes the removal of an inactive Replication Server from a
replication system.

Keep in mind these three additional points:

If you want to continue to replicate any data in the databases previously
managed by the Replication Server, you must reassign those databases to
some other Replication Server.

Since the subscriptions to the Replication Server data did not go through
normal subscription dematerialization, replicate data has not been deleted
from replicate Replication Servers.

You may need to create additional routes to maintain the replication
system—for example, if the Replication Server is an intermediate on an
indirect route.
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CHAPTER 5

Setting Up and Managing
RepAgent

This chapter describes how to set up, configure, and manage RepAgent,
the Replication Agent for Adaptive Server.

Topic Page
Setting up RepAgent 107
Configuring RepAgent 110
Starting RepAgent 114
Stopping RepAgent 114
Disabling RepAgent 115
Checking log files for information and error messages 116
Configuring RepAgent for network security 116
Handling extended limits 117
Support for longer identifiers 117
Reviewing status and configuration information 118
Managing log transfer activity 120
Using counters to monitor RepAgent performance 123

RepAgent is an Adaptive Server thread; it scans the database transaction
log and sends transaction information to the Replication Server for
distribution to subscribing databases.

See Chapter 2, “Replication Server Technical Overview” and Chapter 4,
“Performance Tuning” in the Replication Server Administration Guide
\olume 2 for detailed information about how RepAgent processes
transaction data.

Setting up RepAgent

Administration Guide

After Replication Server and Adaptive Server areinstalled on your
system, you must enable a RepAgent for each database the Replication
Server manages—if the database:
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e Contains primary data, or
e Contains stored procedures marked for replication

In addition, if Replication Server is the source site for any route, you must
enable RepAgent for the Replication Server RSSD.

There are three possible scenarios for setting up RepAgent. In some scenarios
you use rs_init, in other scenarios you must use command line options.

e If youinstal anew Replication Server or add a new database, use rs_init
to set up RepAgent. This process enables RepAgent, set default
parameters, and start RepAgent. Seethe Replication Server Configuration
Guide for your platform for information about rs_init.

»  Tochange an existing replicate database to a primary database, you must
use command line options.

[ IConfiguring RepAgent using command line options:
These are the basic steps for configuring RepAgent from the command line.
1 Definethelocal Adaptive Server using sp_addserver.
2 Enablethe RepAgent feature on Adaptive Server using sp_configure.
3 Enablethe RepAgent feature for each database using sp_config_rep_agent.
4  Enablelog transfer on Replication Server using alter connection.

5 Sart the RepAgent on Adaptive Server using sp_start_rep_agent.

Defining the local Adaptive Server

If you are starting Adaptive Server for the first time, you must execute the
Adaptive Server system procedure sp_addserver to add an entry for the local
server to Adaptive Server’s sysservers table. Refer to the Adaptive Server
Enterprise Reference Manual for information about using sp_addserver.

Enabling RepAgent on Adaptive Server

Enable the RepAgent feature on the Adaptive Server using sp_configure. You
need to perform this task only once at each Adaptive Server.

Log in to Adaptive Server and enter this command at the isql prompt:

sp_configure 'enable rep agent threads',6 1
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sp_configure 'enable rep agent threads' is adynamic option. It takes effect
immediately. However, you may want to restart Adaptive Server after enabling
RepAgent so that Adaptive Server allocates afixed number of dedicated static
process structures for the thread. Otherwise, RepAgent borrows process
structures from the pool dedicated to user connections.

Enabling RepAgent for the database

Enabling RepAgent
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For each primary database, you must:
« Enablethe RepAgent for the database using sp_config_rep_agent

e Turnonlog transfer for the connection using alter connection

Execute sp_config_rep_agent to enable the RepAgent for the database and set
default values for RepAgent configuration parameters. You can reset the
default values at alater time.

Log in to Adaptive Server. At theisgl prompt, enter:
use dbname
go

sp_config rep agent dbname, enable, 'repserver name',
'repserver username',6 'repserver password'

dbname is the name of the database for which you are enabling RepAgent,
repserver_name is the Replication Server to which RepAgent connects, and
repserver_username and repserver_password are the name and password
RepAgent usesto log in to Replication Server.

Note Make surethat repserver_usernameisavalid Replication Server user
and that it has Replication Server connect source permission. Try out the user
name and password at the Replication Server before you use
sp_config_rep_agent.

Refer to “Configuring RepAgent” on page 110 for information about setting
RepAgent parameters with sp_config_rep_agent.
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Turning on log transfer

Note You must create a database connection between Replication Server and
the data server using rs_init or create connection before you can turn on log
transfer. See the Replication Server Configuration Guide for you platform for
information about creating connections using rs_init; refer to Chapter 7,
“Managing Database Connections’ for information about using create
connection.

Turn on log transfer for the database connection to the primary database using
alter connection. For example, at the Replication Server, enter:

alter connection to TOKYO_ DS.pubs2
set log transfer on

Configuring RepAgent

Enabling RepAgent (using rs_init Or sp_config_rep_agent) sets default
configuration parameters. You can change the default parameters using
sp_config_rep_agent. You must restart RepAgent for the new parametersto
take effect.

Table 5-1 describes the configuration parameters that affect RepAgent. These
parameters are stored in the sysattributes table of the database for which
RepAgent is enabled.

If your system supports network-based security, refer to “ Managing network-
based security” on page 203 for alist and description of network security
configuration parameters for RepAgent.

Table 5-1: Configuration parameters affecting RepAgent

Configuration parameter Description

batch Itl

When set to true, sends LTL commands to Replication Server in batches.
Otherwise, sends LTL commandsto Replication Server one at atime.
Default: true

connect database

The name of the database for which RepAgent is configured, or the name of
thetemporary database RepAgent uses when connecting to Replication Server
in recovery mode.

connect dataserver
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The nameof the RepAgent dataserver or the name of thetemporary data server
RepAgent uses when connecting to Replication Server in recovery mode.
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Configuration parameter

Description

data limits filter mode

Specifieshow RepAgent handleslog records containing column countsgreater
than 250, column lengths greater than 255 bytes, and parameter lengths greater
that 255 bytes before attempting to send them to Replication Server. Values
are:

» off — RepAgent allows all records to pass through. In Replication 12.1 and
earlier, this setting can cause undesirable effects.

« stop—RepAgent shutsdownif it encounters|og records containing datathat
exceeds limits of Replication Server 12.1 and earlier.

» skip — RepAgent skips log records containing data that exceeds limits of
Replication Server 12.1 and earlier and posts message to error log.

« truncate — RepAgent truncates data exceeding 255 bytes per column and
250 columns per table.

Default: off (Replication Server 12.5 and later); stop (Replication Server 12.1
and earlier)

ha failover

Specifies whether, when Sybase Failover has been installed, RepAgent
automatically starts after server failover.

Default: true

net password encryption

In Adaptive Server 15.0.2, when this parameter is set to true, RepAgent sets
both the CS_SEC_ENCRY PTION and the
CS_SEC_EXTENDED_ENCRYPTION connection properties. Otherwise,
none of these properties are set.

Default: true

Note If unified login or mutual authentication security properties are set, net
password encryption parameter will beignored, since these security properties
are using credentials for authentication.

priority

Setsrelative priority values for individual RepAgents. Recommended values
are4, 5, and 6, where 6 indicates|ow priority, 5 indicates medium priority, and
4 indicates high priority.

Default: 5

s name

The name of the Replication Server to which RepAgent connects and transfers
transactions from the transaction log. Users name when you have changed the
name of the Replication Server.

rs password

The password RepAgent usesto log in to Replication Server. Users password
when you want to change the RepAgent password.

IS username
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The user name RepAgent uses to log in to Replication Server. Use
rs_username when you want to change the RepAgent username.
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Configuration parameter

Description

retry timeout

The number of seconds RepAgent remains inactive before attempting to
reconnect to Replication Server after arecoverable error or when Replication
Server is down.

Default: 60 seconds

scan batch size

The maximum number of log records to send to Replication Server in each
batch. When this number of records have been sent, RepAgent asks
Replication Server for a new secondary truncation point.

Default: 1000 records

scan timeout

The amount of time RepAgent remains inactive after sending a batch to the
Replication Server and before querying the Replication Server for the new
secondary truncation point. If there are more records in the log, RepAgent
resumes scanning. If there are no more records and the Replication Server has
till not acknowledged receipt by sending a secondary truncation point,
RepAgent again timeouts for the length of time this parameter is set to.
Default: 15 seconds

schema cache growth factor

Controlsthe duration of timetable or stored procedure schemacanresideinthe
RepAgent schema cache before they expire. Larger values require more
memory. Rangeis 1 to 10.

Default: 1

send buffer_size

Controlsthe size, in kilobytes, of the send buffer RepAgent uses to
communicate with Replication Server. Values are 2K, 4K, 8K, and 16K.

Default: 2K

Note Send-buffer sizeis not related to database page size.

send maint xacts to replicate

When set to true, RepAgent sends records generated by the maintenance user
to the Replication Server for distribution to subscribing sites. Otherwise,
RepAgent does not send records from the maintenance user to the Replication
Server.

Default: false

send structured oqids

Specifies whether RepAgent sends origin queue I Ds (OQIDs) as structured
tokens or as binary strings. When set to true, RepAgent sends OQIDS as
structured tokens, which saves spacein the LTL and improves throughput.

Default: false

send warm standby xacts
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Normally schema and system transactions are not sent to a warm standby
database. When set to true, RepAgent sends schema, system, and maintenance-
user transactions. Otherwise, RepAgent does not send transactions to the
standby database.

Default: false
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Configuration parameter Description

short It keywords

Specifies whether RepAgent sends an abbreviated form of LTL to Replication
Server. When set to true, RepAgent uses the shortened LTL form that requires
less space and reduces the amount of data sent to Replication Server.

Default: true

skip Itl errors

When set to true, RepAgent ignores LTL errors returned by the Replication
Server. This option is normally turned on during recovery.

Default: false

skip unsupported features

Instructs RepAgent to skip log records for features unsupported by the
Replication Server. This option is normally used if Replication Server isa
earlier version than Adaptive Server.

Default: false

startup delay

Controlswhen a specific RepAgent is started during Adaptive Server start-up.
This delays the RepAgent startup by a specified duration to allow Replication
Server to be running before RepAgent attemps to connect to Replication
Server. By default, RepAgent starts without any delay during automatic start-
up. Setting avauein secondsresultsin adelay in RepAgent start-up by the
specified number of seconds.

Default: O (zero) seconds.
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To configure RepAgent, log in to Adaptive Server and execute
sp_config_rep_agent at the isgl prompt. For complete syntax and usage
information, see the Replication Server Reference Manual.

Execute sp_config_rep_agent once for each parameter you want to configure.
For example, to change the maximum number of log records sent to
Replication Server in abatch to 2000, perform these steps:

1 LogintoAdaptive Server and enter:
use dbname
go

sp_config rep agent dbname, ‘scan batch size’,
12000

2 Restart RepAgent:
sp_start_rep_agent dbname
The new parameter takes effect after you restart RepAgent.

Refer to “ Starting RepAgent” on page 114 for more information about
sp_start_rep_agent.
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Starting RepAgent

Normally, you need to start a RepAgent thread only if:
*  You have reconfigured RepAgent parameters.
*  You have explicitly shut RepAgent down.

RepAgent starts automatically when Adaptive Server restarts if the RepAgent
has been started at |east once with sp_start_rep_agent and not stopped with
Sp_stop_rep_agent.

To start RepAgent, log in to Adaptive Server and enter sp_start_rep_agent at
theisql prompt. For example:

sp_start_rep_agent pubs2

In this exampl e, pubs2 isthe name of the database for which the RepAgent has
been enabled.

Note RepAgent can be restarted only if its associated database is fully
recovered and online and log transfer is on for the connection to the primary
database.

Refer to Chapter 5, “ Adaptive Server Commands and System Procedures,” in
the Replication Server Reference Manual for detailed information about each
option of sp_start_rep_agent.

Stopping RepAgent
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To shut down RepAgent, log in to Adaptive Server and execute
sp_stop_rep_agent. When RepAgent restarts, it scans records starting with the
oldest transaction, but it only sends records following the last one processed.
As aresult, Replication Server does not receive duplicate records.

For example, to stop RepAgent, enter:
sp_stop_rep agent pubs2

If you shut down RepAgent in thisway, Adaptive Server shuts down RepAgent
gracefully at the end of the current batch of transactions.

You can also shut down RepAgent immediately using the nowait option. For
example:
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sp_stop_rep agent pubs2, nowait

If you shut down RepAgent with the nowait option, Adaptive Server killsthe
RepAgent without waiting for currently executing operations to finish.

Once RepAgent has been shut down with sp_stop_rep_agent, it does not
automatically start up when the database comes online during data server
startup. You must execute sp_start_rep_agent, which starts up RepAgent and
resumes automatic start-up.

Disabling RepAgent
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Note You should disable RepAgent only when you change the replicate
database to a primary database, or downgrade Replication Server to an earlier
version.

Before disabling RepAgent using sp_config_rep_agent, you must first shut it
down using sp_stop_rep_agent.

Normally, when you disable RepAgent, the process also disabl esthe secondary
truncation point. For example:

sp_config rep agent pubs2, 'disable'

Once the secondary truncation point is disabled, the log can get truncated past
the secondary truncation point.

To disable RepAgent but keep the secondary truncation point, use the preserve
secondary truncpt option.

sp_config rep agent pubs2, 'disable', 'preserve
secondary truncpt'

Disable RepAgent in this way to disable RepAgent momentarily.

If you are changing the primary to areplicate database, you must also turn log
transfer off. After disabling RepAgent, turn log transfer off using alter
connection.

For example, log in to Replication Server and enter:

alter connection to TOKYO_DS.pubs2
set log transfer off
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Checking log files for information and error messages

Error and information messages for RepAgent are recorded in the Adaptive
Server errorlog file. Refer to the Adaptive Server Enterprise System
Administration Guide for more information about the Adaptive Server error
log.

For example, starting RepAgent generates this message in the Adaptive Server
errorlog:

00:00000:00022:2003/09/18 12:16:39.15 server Started
RepAgent on database, ‘pubs2’ (dbid = 4).

Stopping RepAgent generates this message:

00:00000:00022:2003/09/18 12:17:17.07 server Shutting
down RepAgent for database, ‘pubs2’ (dbid=4).

Configuring RepAgent for network security
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You can secure the pathway between RepAgent and Replication Server using
network-based security features. Using sp_config_rep_agent, you can change
settings for:

e The active security mechanism
e Unified login

*  Mutual authentication

»  Message confidentiality

*  Message integrity

*  Message replay detection

»  Message origin check

»  Message out of sequence check

Refer to “Managing network-based security” on page 203 for a complete
description of network security and instructions for setting parameters for
RepAgent.
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Handling extended limits

Replication Server version 12.5 and later supports these extended limits for
replication definitions:

e More columns, to a maximum of 1024

e Wide columns and parameters, to a maximum of 32768 bytes
e Wide datarows to the width of the data page on the data server
e Wide messages larger than 16K

If the Replication Server siteversionis12.5 or | ater, Replication Server setsthe
LTL version automatically to 400. If RepAgent is running on Adaptive Server
12.5 or later, RepAgent sends data with extended limits only if Replication
Server specifiesan LTL version of 400 or higher at connect source time.

If the Replication Server site version is 12.1 or earlier, the LTL versionis
earlier than 400. If RepAgent isrunning on Adaptive Server 12.5 or later,
Sybase recommends that you do not send extended-limits datato Replication
Server 12.1 and earlier. You can specify how RepAgent handles extended-
limits data by using the data limits filter mode parameter with config_rep_agent.
See “Configuring RepAgent” on page 110.

Support for longer identifiers
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Replication Server version 15.0 and later increases the maximum length of
these replication object identifiers to 255 bytes:

e Table name and column name
«  Stored procedure name and parameter name

*  Functions and parameters — for function replication definitions and
internal use only

e Function string name

* Replication definitions — including table replication definitions, function
replication definitions, and database replication definitions

* Articlename

¢ Publication name
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If the Replication Server site version is 15.0, Replication Server setsthe LTL
version automatically to 700. If RepAgent isrunning on Adaptive Server 15.0
or later, RepAgent sends data with extended size only if Replication Server
specifiesan LTL version of 700 or higher at connect source time.

If the Replication Server site versionis 12.6 or earlier, the LTL versionis
earlier than 700. If RepAgent is running on Adaptive Server 15.0 or later,
Sybase recommends that you do not send data with longer identifiers to
Replication Server 12.6 and earlier.

You can specify how RepAgent handles datawith longer identifier by using the
data limit filter mode parameter with config_rep_agent. See “ Configuring
RepAgent” on page 110.

Note The create function, alter function, and drop function commands do not
support long identifiers. The name of the function and the parameters of these
commands cannot exceed 30 bytes.

Reviewing status and configuration information

You can monitor RepAgent in the Adaptive Server plug-in to Sybase Central,
or you can use the commands and system procedures described in this section.

Viewing RepAgent information
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You can monitor the RepAgent by using sp_help_rep_agent at Adaptive Server.
sp_help_rep_agent displays information about:

» Recovery — status and other information when you are restoring a
database.

»  Configuration parameters — the current settings for RepAgent’s
configuration parameters.

»  Process—information about the RepAgent process, including state, sleep
status, number of unsuccessful connection retries (if any), and the number
of the last error message.
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e Scanned transactions— information about the current batch of log
transactions: start, end, and current markers; the number of recordsin the
batch; and the oldest transaction.

e Security —the current settings of the network-based security mechanism.
e All —all of the above information.
Log in to Adaptive Server and execute sp_help_rep_agent at the isgl prompt:

sp_help rep agent [dbname[, 'recovery' | 'config' |
'process' | 'scan' | 'security' | 'all']]

dbname is the name of the database for which the RepAgent is enabled.

Refer to Chapter 5, “ Adaptive Server Commands and System Procedures,” in
the Replication Server Reference Manual for detailed syntax and usage
information about sp_help_rep_agent.

You can view current status information for one or all options, for example:

« Todisplay information about the RepAgent process, log in to Adaptive
Server and enter:

sp_help rep agent pubs2, 'process'
» Todisplay information about the RepAgent log scanning, enter:
sp_help rep agent pubs2, 'scan'

See the Replication Server Reference Manual for examples of
sp_help_rep_agent output.

Viewing configuration parameter values
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To view alist of default, current, and runtime configuration parameter values
for aparticular RepAgent, log in to Adaptive Server and execute
sp_config_rep_agent without options. For example:

sp_config rep agent pubs2

If you do not specify a database name, sp_config_rep_agent displays
configuration values for all RepAgent-enabled databases.

To view values for a specific parameter, include the parameter name. For
example:

sp_config rep agent pubs2, 'scan batch size’

See the Replication Server Reference Manual for output examples.
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Refer to Chapter 5, “ Adaptive Server Commands and System Procedures,” in
the Replication Server Reference Manual for more information about
sp_config_rep_agent.

Viewing RepAgent thread information

To view RepAgent thread status on Adaptive Server, execute sp_who. In the
display output, Adaptive Server shows RepAgent information in rows with
“REP AGENT" in the“cmd” column.

For example, sp_who might display this row for RepAgent:

fid spid status loginame origname hostname blk spid dbname cmd block xloid

0

23 background NULL NULL 0 pubs2 REP AGENT 0

See the Adaptive Server Enterprise Reference Manual for detailed syntax and
usage information for sp_who.

To view RepAgent thread user status on Replication Server, execute
admin who. Replication Server displays RepAgent thread user information in
rowswith “REP AGENT” in the “name” column.

For more information about admin who and output examples, refer to Chapter
3, “Replication Server Commands,” in the Replication Server Reference
Manual.

Managing log transfer activity
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If you are performing recovery, troubleshooting, or diagnostic tasks, you may
need to suspend and resume log transfer. This section describes how to use
these log transfer commands:

* resume log transfer and suspend log transfer
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* alter connection ... set log transfer on/off

Note RepAgent cannot connect to Replication Server unless log transfer has
first been set on using alter connection.

See Chapter 7, “Replication System Recovery” of the Replication Server
Administration Guide Volume 2 for information about starting the RepAgent
thread in recovery mode so that it can replay database and transaction dumps.

Using the log transfer commands

This section describes how to suspend and resume log transfer using the
suspend log transfer and resume log transfer commands.

Suspending log transfer
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To disconnect one or all RepAgents and prevent RepAgents from connecting
to Replication Server, execute the suspend log transfer RCL command. Log
transfer to Replication Server remains suspended until you resumeit using the
resume log transfer command.

The suspend log transfer command records information in the RSSD, so if you
shut down Replication Server and restart it, log transfer to that Replication
Server remains suspended.

Note Suspending log transfer isthe first step in quiescing the replication
system. See “Quiescing Replication Server” on page 100.

To suspend log transfer, log in to Replication Server and execute suspend log
transfer at theisql prompt by entering:

suspend log transfer from {data_server.database | all}

where:

e data_server —the data server with the database for which log transfer isto
be suspended.

* database —the database for which log transfer is to be suspended.

« all—instructs Replication Server to suspend log transfer from all RepAgent
and disallow future connections for all RepAgent.
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Examples of using
suspend log transfer

These examples demonstrate the use of the suspend log transfer command.

1 Thefollowing command suspends log transfer for the database named
pubs2, managed by the TOKYO_DS data server:

suspend log transfer from TOKYO DS.pubs2

2 Thefollowing command suspends log transfer to the current Replication
Server from all RepAgent:

suspend log transfer from all

In both examples, after the command is executed, affected RepAgent are not
shut down and may continue to send some messages to Replication Server. To
shut down a RepAgent immediately, log in to Adaptive Server and enter
sp_stop_rep_agent, with the name of the database for which RepAgent is
enabled, and the nowait option.

Resuming log transfer

Examples of using
resume log transfer
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To reconnect RepAgent to aReplication Server, log into the Replication Server
and enter the resume log transfer command at the isgl prompt:

resume log transfer from {data_server.database | all}

» data_server —the data server with the database for which log transfer isto
be resumed.

» database — the database for which log transfer is to be resumed and for
which the RepAgent connection isto be allowed.

» all—allowsall RepAgentsto connect to this Replication Server.
These examples demonstrate the use of the resume log transfer command.

1 Thefollowing command resumes log transfer for the database named
pubs2, managed by the TOKY O_DS data server:

resume log transfer from TOKYO DS.pubs2

2 Thefollowing command resumes log transfer to this Replication Server
from all RepAgent:

resume log transfer from all
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Using alter connection and the set log transfer option

Shut down log transfer using alter connection with the set log transfer option. To
shut down log transfer, turn the set log transfer option off. For example:

alter connection to TOKYO_DS.pubs2
set log transfer off

When log transfer is off, Replication Server removes the DIST thread, and
RepAgent can no longer log in to Replication Server.

When Replication Server no longer recognizesthe primary database, you must
reestablish this connection using rs_init or create connection before you can use
alter connection to set log transfer on.

To set log transfer on, turn the set log transfer option on. For example:

alter connection to TOKYO_DS.pubs2
set log transfer on

Using counters to monitor RepAgent performance

Adaptive Server provides several counters for monitoring RepAgent
performance. You can monitor RepAgent performance data using sp_sysmon.
Invoking sp_sysmon clears al accumulated data from the set of countersto be
used during the sample interval. At the end of the sample interval, the
procedure reads the valuesin the counters, prints areport, and stops executing.

You can direct sp_sysmon to print information for RepAgent counters only or
for all Adaptive Server counters. sp_sysmon displays RepAgent counter
information for each database.

See the Adaptive Server Enterprise Performance and Tuning Guide for
complete usage and syntax information for sp_sysmon.

See Chapter 5, “Using Counters to Monitor Performance,” in the Replication
Server Administration Guide Volume 2 for information about using countersto
monitor Replication Server activity.
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Invoking sp_sysmon
There are two ways to invoke sp_sysmon:

e Using afixed timeinterval to provide a sample for a specified number of
minutes

e Using the begin_sample and end_sample parameters to start and stop
sampling

Fixed time intervals

To run sp_sysmon for 10 minutes and print information for al counters, use
this command:

sp_sysmon “00:10:00"
To print only the RepAgent section of the report, enter:

sp_sysmon “00:10:00”, repagent

Using begin_sample and end_sample
When you use begin_sample and end_sample, you can invoke sp_sysmon to
start and end the sample, issue queries, and print results at any point in time.
For example, to start and end the sample for the RepAgent group of counters,
enter:

Sp_sysmon begin sample

go
execute procl

go
sp_sysmon end sample, repagent

RepAgent counter activity

This section provides sample output from sp_sysmon, and a description of
what that output means.

Sample output

Replication Agent

Replication Agent: pubs2
Replication Server: NY RS
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per sec per xact count % of total
Log Scan Summary
Log Records Scanned n/a n/a 103 n/a
Log Records Processed n/a n/a 44 n/a
Log Scan Activity
Updates n/a n/a 5 n/a
Inserts n/a n/a 5 n/a
Deletes n/a n/a 5 n/a
Store Procedures n/a n/a 0 n/a
DDL Log Records n/a n/a 0 n/a
Writetext Log Records n/a n/a 0 n/a
Text/Image Log Records n/a n/a 10 n/a
CLRs n/a n/a 0 n/a
Transaction Activity
Opened n/a n/a 7 n/a
Commited n/a n/a 7 n/a
Aborted n/a n/a 0 n/a
Delayed Commit n/a n/a 0 n/a
Prepared n/a n/a 0 n/a
Maintenance User n/a n/a 0 n/a
Log Extension Wait
Count n/a n/a 3 n/a
Amount of time (ms) n/a n/a 7822 n/a
Longest Wait (ms) n/a n/a 5110 n/a
Average Time (ms) n/a n/a 2607.3 n/a
Schema Cache Lookups
Forward Schema
Count n/a n/a 0 n/a
Total Wait (ms) n/a n/a 0 n/a
Longest Wait (ms) n/a n/a 0 n/a
Average Time (ms) n/a n/a 0.0 n/a
Backward Schema
Count n/a n/a 0 n/a
Total Wait (ms) n/a n/a 0 n/a
Longest Wait (ms) n/a n/a 0 n/a
Average Time (ms) n/a n/a 0.0 n/a
Truncation Point Movement
Moved n/a n/a 0 n/a
Gotten from RS n/a n/a 0 n/a
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Connections to Replication Server

Success n/a n/a 0 n/a
Failed n/a n/a 0 n/a
Network Packet Information
Packets Sent n/a n/a 6 n/a
Full Packets Sent n/a n/a 2 n/a
Largest Packet n/a n/a 2048 n/a
Amount of Bytes Sent n/a n/a 7695 n/a
Average Packet n/a n/a 1282.5 n/a
I/0 Wait from RS
Count n/a n/a 6 n/a
Amount of Time (ms) n/a n/a 766 n/a
Longest Wait (ms) n/a n/a 206 n/a
Average Wait (ms) n/a n/a 127.7 n/a

Log scan summary

Log scan activity

126

RepAgent scans all recordsin the transaction log, but not all scanned records
need to be processed and sent to Replication Server. For example, RepAgent
does not send records generated by data manipulation language (DML) on
tables not marked for replication.

This section reports:
*  The number of log records RepAgent has scanned

»  The number of log records RepAgent has processed and sent to
Replication Server

This section provides information about the different kinds of log records
processed by RepAgent and sent to the Replication Server. It reports the
number of:

» Rows affected by update statements
* Rows affected by insert statements
* Rows affected by delete statements

e Stored procedure executions

Replication Server



CHAPTER 5 Setting Up and Managing RepAgent

Transaction activity

L og records containing DDL to be replicated
L og records processed generated by a WriteText command
DML log records processed for atable with text, unitext, or image data

Compensation log records (CLRs), which are generated when a
transaction is partially or fully rolled back

This section summarizes transaction activity. It reports the number of:

Log extension wait

Transactions opened in the primary database
Transactions committed

Transactions aborted

Transactions found in prepare state

Transactions opened by the maintenance user

During normal processing, RepAgent reaches the end of the transaction log. It
then waits until further activity resumesin the primary database. This section
reports:

Schema cache lookups

The number of times RepAgent waited for extensions to the transaction
log

Thetotal amount of time, in milliseconds (ms), that RepAgent waited for
log extensions

The longest amount of time, in ms, that RepAgent waited for log
extensions

The average amount of time, in ms, that RepAgent waited for log
extensions

When the structure of an object marked for replication is modified—aby alter
table, for example—A daptive Server must log special recordsinthetransaction
log that later on will help RepAgent identify the correct schema for the object.

Administration Guide
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Forward schema

Backward schema

This section describes RepAgent activity scanning forward and backward in
the transaction log looking for object schema changes.

This section reports:
»  The number of times RepAgent performed forward scans

»  Thetotal amount of time, in ms, that RepAgent spent performing forward
scans

» Thelongest amount of time, in ms, that RepAgent spent performing a
forward scan

» Theaverage amount of time, in ms, that RepAgent spent performing a
forward scan

RepAgent performs a backward scan when DDL is performed inside a
transaction. This section reports:

e The number of times RepAgent spent performing backward scans
e Thetotal amount of time, in ms, that RepAgent performed backward scans

e Thelongest amount of time, in ms, that RepAgent spent performing a
backward scan

»  Theaverage amount of time, in ms, that RepAgent spent performing a
backward scan

Truncation point movement

This section reports:
»  The number of times RepAgent moved the secondary truncation point

*  The number of times RepAgent asked Replication Server for a new
truncation point

Connections to Replication Server
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This section reports:

e The number of successful connectionsto Replication Server
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The number of unsuccessful connectionsto Replication Server

Network packet information

This section reports:

The number of packets sent to Replication Server
The number of full packets sent to Replication Server
The largest packet sent to Replication Server

The number of bytes sent to Replication Server

The average packet size

I/O wait from Replication Server

After RepAgent generatesLTL, RepAgent sendsit to Replication Server. To do
this, it uses Open Client capabilities. This section reports:
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The number of times RepAgent has sent a batch to Replication Server

Thetotal amount of time, in ms, that RepAgent has spent processing
results from Replication Server

The longest elapsed time, in ms, that RepAgent has spent processing
results from Replication Server

The average elapsed time, in ms, that RepAgent has spent processing
results from Replication Server
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This chapter describes creating and managing routes between Replication

Servers.
Topic Page
Overview 131
Before you begin 132
Routing schemes 134
Creating routes 138
Suspending and resuming routes 144
Changing routes 145
Dropping routes 152
Upgrading routes 154
Monitoring routes 155

Overview

A routeis aone-way message stream from a source Replication Server to
a destination Replication Server. From each source Replication Server,
you create one route for each destination Replication Server, no matter
how many databases are managed by the source or destination Replication
Servers.

Routes carry:

«  Datamodification commands and applied functions or applied stored
procedures from primary databases managed at the source
Replication Server to replicate databases managed at the destination
Replication Server

e System table modification commands from a source Replication
Server RSSD to a destination Replication Server RSSD
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» Request functionsor request stored proceduresfrom replicate databasesto
primary databases (in this case, the sourceis the replicate Replication
Server and the destination is the primary Replication Server).

When you create a route, the source Replication Server:
e Creates an RSI outbound queue to hold messages for the destination site

» Sartsan RSl thread that logs in to the destination Replication Server and
transfers transactions from the RSI outbound queue to the destination
Replication Server

Before you begin

Before you create or modify routes, be sure you have carefully determined
where routes are needed in your system. As part of the design process, you
must know where each source Replication Server and its destination
Replication Serversreside.

Identify which routes are direct and which are indirect. Indirect routes carry
messages to destination Replication Servers through one or more intermediate
Replication Servers. Using direct versusindirect routes can have a noticeable
effect on system performance.

Refer to the Replication Server Design Guide for details on routing and
performance issues. Also see “Routing schemes’ on page 134 for a general
discussion of direct and indirect routes.

Once you have determined your routing scheme, you can set up the required
routes based on these rules:

* Replication Servers that manage databases containing primary data
require direct or indirect routes to the Replication Servers that manage
databases with subscriptions for the data.

* Replication Serversthat manage replicate databases where request
functions originate require direct or indirect routes to the Replication
Server managing the primary database. If no replicated functions originate
in the replicate database, a route from areplicate to aprimary Replication
Server is not required.

» Eachroutein anindirect route must be a direct route.

See “Indirect routes’ on page 135 for examples of indirect routes.
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You customizefunction stringsfor system functionswith class scopeat the
primary Replication Server for the function-string class. In thisinstance,
you must create routes from the primary Replication Server to the
Replication Server managing the databases that use the function strings.

See" System functionswith function-string-class scope” on page 16 inthe
Replication Server Administration Guide Volume 2 for more information.

You customize error classes at the primary Replication Server. In this
instance, you must create routes from the primary Replication Server to
the Replication Server managing the databases that use the error
mappings.

A Replication Server that you plan to assign asthe new primary site for a
function-string class or error class, using the move primary command, has
the following requirements:

e It must have routes to and from the Replication Server that isthe
current primary site for the class, and

e It must have routes to al the same Replication Servers as the
Replication Server that isthe current primary site for the class

See“ Changing the primary Replication Server for an error class’ on page
205 in the Replication Server Administration Guide Volume 2 for more
information. Seealso “ Primary sitefor afunction-string class’ on page 29
in the Replication Server Administration Guide Volume 2.

Routing preparations
Before creating and modifying routes, you need to:
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Make sure the source Replication Server is running.

If you are creating adirect route, define the destination Replication Server
in the interfacesfile at the site of the source Replication Server.

You should also have an interfaces file entry for the RSSD of the
destination Replication Server.

Make sure that the RepAgent thread for the source Replication Server
RSSD is running.

Make sure that the destination Replication Server and any intermediate
Replication Servers in the route are running.
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Routing schemes

Direct routes
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Replication Server supports direct and indirect routes. Each type of routeis
described in the following sections.

Figure 6-1 and Figure 6-2 each show a seven-site enterprise with asingle
primary site and six replicate sites. Each replicate site has aroute originating at
the primary site.

In Figure 6-1, all six routes from the primary site are direct. Thus, the primary
Replication Server hassix stable queuesand six RSI threads connected through
the network to the six replicate sites.

InFigure 6-2, only two routesfromthe primary sitearedirect; four areindirect.
The two intermediate sites each have two direct routes. Table 6-1 lists the
routesin Figure 6-2.

A route with no intermediate sitesis called adirect route. A system with direct
routes results in network connections between source and destination
Replication Servers.

For example, in Figure 6-1, a seven-site enterprise is shown in a star
configuration, with one primary site and six replicate sites. If the replicate site
TKO_RSisto submit request functions to the primary site NY_RS, your
system would also require adirect route from TKO_RSto NY_RS, in addition
to the direct route from NY_RSto TKO_RS.
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Figure 6-1: Sites connected with direct route configuration
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Indirect routes
A route with intermediate sitesis called an indirect route.

For example, in Figure 6-2, NY_RSto SAC_RSisanindirect route, based on
the direct routesNY_RSto SF RSand SF_ RSto SAC_RS. Inanindirect
route, the source Replication Server sends messages for the destination
Replication Server to an intermediate Replication Server, which makes use of
aroute (direct or indirect) to the destination Replication Server.

To create an indirect route, you create direct routes between each successive
Replication Server along theintended indirect route. Once all the direct routes
arein place, then you create the indirect route itself. See “ Creating routes’ on
page 138 for details.

For example, to create the indirect route NY_RSto SAC_RS, first create the
direct routesNY_RSto SF_ RSand SF_RSto SAC_RS. Then create the
indirect route based on the existing direct routes.
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Figure 6-2: Sites connected with indirect routes in a hierarchical
configuration

Primary Site (Source)

New York
NY_RS

San Franc

Intermediate Sites

Los Angeles
LA RS

Bl BB W

Sacramento San Jose  San Diego Santa Barbara
SAC_RS SJ_RS SD_RS SB_RS

Destination Sites

By setting up indirect routes, you reduce the amount of processing at the
primary site and distribute the load among intermediate Replication Servers.

Table 6-1: Direct and indirect routes between sites in Figure 6-2

Direct routes Indirect routes
NY_RSto SF_RS NY_RSto SAC RS
NY_RStoLA_RS NY_RSto SJ RS
SF_RSto SAC_RS NY_RSto SD_RS
SF RSto SJ RS NY_RSto SB_RS

LA_RSto SD_RS
LA _RSto SB_RS
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When you use indirect routes, the primary Replication Server can route
portions of subscriptionsthat are common to destination sitesthrough the same
intermediate site. When subscriptions overlap, the primary Replication Server
isrequired to send only one message per row modification to the intermediate
Replication Server that is common to the destination sites.

For example, in Figure 6-3, the intermediate Replication Server in LON_RS
receives row modification changes for customer accounts whenever changes
occur at the bank headquartersin New York. The New York modifications are
also required at branch bank replicate sitesin Zurich and Bonn. Because
LON_RSisset uptodistributechangesto ZUR_RSand BON_RS, theNY_RS
primary Replication Server sends only one copy of each changeto LON_RS.
The number of direct routesis also reduced through the use of the two indirect
routes, NY_RSto ZUR_RSand NY_RSto BON_RS.

Figure 6-3: Sites with overlapping subscriptions
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Intermediate |
) Replication
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Primary Replication

Server
ZUR_RS BON_RS

Subscriptions for
accounts where
Branch = New York

Although indirect routes are helpful for distributing computing resources
among sites on the network, overall propagation of datais slowed somewhat
because messages are queued by more than one Replication Server. It is better
to use direct routes when there are few replicate sites. When using indirect
routes, minimize the number of intermediate sites to obtain the best
propagation times.
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Unsupported routing schemes

An intermediate Replication Server can accept transactions from one or more
Replication Servers. Replication Server, however, does not support routing
schemesin which routes diverge from the same source Replication Server, then
converge at the same intermediate or destination Replication Server.

For example, in Figure 6-4, only one route from NY_RSto LA_RS can be
supported. If theroute from NY_RSto LA_RSis supported, then the route
between CHI_RSto LA_RSis not supported.

Figure 6-4: Example of supported and unsupported routes

New York
NY_RS

Unsupported
X Rout(:f)sp @
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Creating routes

You create routes at the source Replication Server. As soon as you create a
direct route between a source and destination Replication Server, the source
Replication Server:

e Createsan RSl outbound stable queue to hold messagesfor the destination
site, and
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e Startsan RSI thread that logs in to the destination or next Replication
Server in the route.

Note You can create aroute from aversion 15.0 Replication Server to an older
Replication Server (version 11.03 or later).

When you create either direct or indirect routes, the destination Replication
Server creates and materializes subscriptions at the destination site for the
replicated RSSD system tables. This process lets the destination Replication
Server receive available replication definitions and function classes. Refer to
Chapter 2, “Replication Server Technical Overview” for details.

You cannot create anindirect route (1 to 3) unlessyou have already created two
direct routes (1 to 2 and 2 to 3). You also must set up the routes in the correct
order, as shown in Figure 6-5. For Replication Server to be able to begin
transferring system information to the destination Replication Server, you must
create direct routes before you create an indirect route.

When you create an indirect route, Replication Server does not create an RSI
gueue. The indirect route uses the RSI outbound queues of the direct route
segments that compose the indirect route.

Figure 6-5: Order for creating direct and indirect routes

NY_RS

Direct Route
@ 1 NY_RS—LON_RS
LON_RS .

= Direct Route
2. LON_RS—ROM_RS

ROM_RS

Indirect Route

3.NY_RS—ROM_RS @

Using the create route command
You can create routes in Sybase Central or with the create route command.

The syntax for the create route command is;
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create route to dest_replication_server{
set next site [to] thru_replication_server|
[set username [to] user]
[set password [to] passwd]
[set route_param to 'value']
[set security_param to 'value']}

When creating routes:

e Supply the login name, password, and other parameters for direct routes
only.

» Beforeyou create adirect route, create itslogin name and password inthe
destination Replication Server. Optionally, you can have the rs_init utility
create this user.

» If you are enabling network-based security and unified login, user
name and password are optional. The default user nameisthe
principal user name, whichis specified by the-s flagwhenyoulogin
to Replication Server or start Replication Server. Refer to
“Establishing the principal user” on page 210 for more information
about network-based security and the principal user.

» If you create aroute with a user and passwd that do not exist at the
destination Replication Server, add or change the user and password
at that destination. See also “ Changing an indirect route to a direct
route” on page 147.

e If you are establishing a direct route from the current Replication
Server to the destination Replication Server, do not use the next site
clause.

e Enter one create route command at atime, to ensure you have made no
mistakes. Wait for aroute to become valid before creating the next one.

If you do make a mistake, drop the route and re-create it only as alast
resort. Include the with nowait option with the drop route command. Since
the route has not been created, its current state requires that you use the
with nowait option to drop it. See “ Dropping routes’ on page 152.

When you create a route, you can accept the default values for configuration
parameters that manage memory size, the size of the amount of data that can
be sent over the route at one time, time-outs, and synchronization intervals.
You can also set your own values when you create or alter the route.
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Table 6-2 displays the route configuration parameters. If network-based
security is enabled at your site, you can also configure security parameters for
routes. Refer to “ Managing network-based security” on page 203. See
“Configuration parameters that affect performance” on page 131 in the
Replication Server Administration Guide Volume 2 for alist and discussion of
route parameters that affect performance.

Table 6-2: Configuration parameters affecting routes

route_param

value

disk_affinity

Specifiesan allocation hint for assigning the next partition. Enter the logical name of the
partition to which the next segment should be allocated when the current partition isfull.
Values are “partition_name”’ and “ off.”

Default: off

rsi_batch_size

The number of bytes sent to another Replication Server before atruncation point is
requested.

Default: 256KB
Minimum: 1KB
Maximum: 128MB

rsi_fadeout_time

The number of seconds of idle time before Replication Server closes a connection with
adestination Replication Server.

Default: -1 (Replication Server does not close the connection)

rsi_packet_size

Packet size, in bytes, for communications with other Replication Servers. Therange is
1024 to 16384.

Default: 2048 bytes

rsi_sync_interval

The number of seconds between RSI synchronization inquiry messages. The Replication
Server uses these messages to synchronize the RSI outbound queue with destination
Replication Servers. The value must be greater than 0.

Default: 60 seconds

rsi_xact_with_large_msg

Specifiesroute behavior if alarge messageis encountered. This parameter is applicable
only to direct routes where the site version at the replicate siteis 12.1 or earlier. Vaues
are“skip” and “shutdown.”

Default: shutdown

save_interval

The number of minutesthat the Replication Server saves messages after they have been
successfully passed to the destination Replication Server.

Default: 0 minutes

Examples of creating direct and indirect routes
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You need to create the direct routes from the primary Replication Server to the
intermediate Replication Server and from the intermediate Replication Server
to the destination Replication Server before you can create an indirect route.
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The following examples are based upon Figure 6-2.

1 Tocreatethedirect route NY_RSto SF_RSin Figure 6-2, enter this
command in the primary Replication Server, NY_RS:

create route to SF_RS
set username SF rsi user
set password SF_rsi ps

2 Tocreatethedirect routes SF RSto SAC RSand SF_ RSto SJ RSin

Figure 6-2, enter these commands in the intermediate Replication Server,
SF RS

create route to SAC_RS
set username SAC rsi_user
set password SAC rsi ps
create route to SJ_RS

set username SJ rsi user
set password SJ rsi ps

3 Afterthesedirect routesare created, you can create indirect routesthrough
them. The following exampl e creates the indirect routes from the primary
site NY_RSto sites SAC_RS and SJ_RS, through the intermediate site,
SF_RS. Enter these commandsin the primary Replication Server, NY_RS:

create route to SAC_RS
set next site SF_RS
create route to SJ RS
set next site SF_RS

An example of creating a route and configuring parameters

This example is based on Figure 6-2. To set the rsi_packet_size to 4096 bytes
for the route to SF_RS, enter:

create route to SF_RS

set username SF_rsi user

set password SF rsi ps

set rsi packet size to '4096'

Configuring a Replication Server to manage primary tables

If you want to add a route from a Replication Server that was previoudy
configured as areplicate-only Replication Server, you must first set up the
RepAgent for the Replication Server RSSD. Any database that functions as a
primary database also requires a RepAgent.
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To set up RepAgent for the RSSD, follow these steps:

At the Replication 1 CreateaRepAgent user sothat RepAgent canloginto Replication Server.
Server Use the create user command wherera_user_name is the name of the
RepAgent user and ra_password is the RepAgent’s password:

create user ra user name
set password {ra password | null}

Grant this user connect source permission, using the grant command:
grant connect source to ra user name

If the Replication Server already manages a primary database, you can use
the “RepAgent user” that already exists for the new primary database.

2  Execute alter connection, using the log transfer on option:

alter connection to data server.database
set log transfer to 'on'

At the Adaptive Server 1 If the name of the Adaptive Server has not yet been defined, you must
defineit using the following command where Iname is the RSSD’s name:

sp_addserver lname, local

2 If RepAgent threads have not been enabled for the Adaptive Server, you
must enable them:

sp_configure 'enable rep agent threads'

3 Configure RepAgent for the RSSD with the sp_config_rep_agent system
procedure:

sp_config rep agent dbname, 'enable', 'rs name',
'rs_user name', 'rs password'

Refer to “ Configuring RepAgent” on page 110 for detailed instruction on
configuring RepAgent.

Note The“rs user_name” and“rs_password” configured at the Adaptive
Server must be the same asthe “ra_user_name” and “ra_password’
created at the Replication Server in step 1.

4  Start RepAgent:

sp_start_rep_agent dbname
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Suspending and resuming routes

When you alter adirect route, change its topology, or perform some other
mai ntenance to aremote site, you must suspend the route so that messages are
no longer sent to the destination Replication Server. After maintenanceis
completed for the route, you can then reactivate the route to resume activity.

You can suspend and resume routes in Sybase Central or with the RCL
commands suspend route and resume route.

The suspend route and resume route RCL commands are described in this
section.

Using the suspend route command

The suspend route command suspends a route to another Replication Server.
Whilearouteis suspended, no messages are sent to the destination Replication
Server, and the messages for the Replication Server are held in a stable queue.
The syntax for the suspend route command is:

suspend route to dest_replication_server
For example, to suspend the route to the CHI_RS Replication Server, enter:

suspend route to CHI_RS

Using the resume route command

The resume route command resumes a suspended route. Resuming a route
allows the source Replication Server to begin sending queued messages to the
destination Replication Server. You can also use this command to resume a
route that was suspended automatically asthe result of an error. The syntax for
the resume route command is:

resume route to dest_replication_server
For example, to resume the route to the CHI_RS Replication Server, enter:

resume route to CHI_ RS
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Changing routes

You can change a direct route’s topology, user name, password, and certain
configuration parametersfrom Sybase Central or with the alter route command.
You cannot change an indirect route’s parameters with alter route.

The syntax for alter route is:

alter route to dest_replication_server{
set next site [to] thru_replication_server |
set username [to] 'user' set password [to] 'passwd' |
set password [to] ‘passwd’ |
set route_param [to] 'value' |
set security_param [to] 'value' |
set security_services [to] 'default’}

Refer to “Managing network-based security” on page 203 for information
about configuring security parameters for routes.

This section provides procedures and examples for using alter route to change
aroute’s topology, user name, and route configuration parameters. Thereis
also arouting modification example.

Follow these steps when atering aroute:
1 Suspend the route.
2 Executealter route.

3 Resumetheroute. You must resume the route for the changes to take
effect.

Changing route topology
You can modify aroute'stopology by:
e Changing adirect route to an indirect route
e Changing the next intermediate site for an indirect route

e Changing an indirect route to adirect route

Changing a direct route to an indirect route

To change an existing direct route to an indirect route, perform these steps:

1 Atthe source Replication Server, from which the direct route originates,
enter:
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suspend route to dest replication server

At each Replication Server that manages a database with a RepAgent,
enter:

suspend log transfer from all

and follow the instructionsin “Quiescing a replication system” on page
100. This procedure quiesces the replication system so that messages will
be redirected to your new routing configuration without error.

Create any additional routes that the new indirect route will use. See
“Creating routes’ on page 138 for details.

» If the current Replication Server does not already have a direct route
to the Replication Server that you will specify astheintermediate site
for the new indirect route, create the route.

* If the Replication Server that you will specify astheintermediate site
for the new indirect route does not already have a direct or indirect
route to the destination site, create the route.

For the direct route you are changing to an indirect route, enter the
following command at the source Replication Server where
dest_replication_server isthe destination Replication Server for the route
you are altering, and thru_replication_server isthe intermediate
Replication Server for the route:

alter route to dest replication server
set next site [to] thru replication server

Resume log transfer connections by entering the following command at
each Replication Server where you previously suspended |og transfer:

resume log transfer from all

At the source Replication Server, resume the suspended route by entering
the following command:

resume route to dest replication server

Changing the next intermediate site for an indirect route
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To change the next intermediate site for an existing indirect route, perform the
following steps.

1 Enter thefollowing command at the source Replication Server, from

which the direct route originates:

suspend route to dest replication server
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2 At each Replication Server that manages a database with a RepAgent,
enter:

suspend log transfer from all

and follow the instructionsin “ Quiescing a replication system” on page
100. This procedure quiesces the replication system so that messages will
be redirected to your new routing configuration without error.

3 Createany additional routesthat theindirect routewill use. See “ Creating
routes’ on page 138 for details.

« If the current Replication Server does not already have a direct route
to the Replication Server that you will specify asthe new intermediate
site for the indirect route, create the route.

« If theReplication Server that you will specify asthe new intermediate
site for the indirect route does not already have a direct or indirect
route to the destination site, create the route.

4 For theindirect route for which you are specifying a new intermediate
Replication Server, enter thefollowing command at the source Replication
Server wheredest_replication_server isthe destination Replication Server
for the route you are altering, and thru_replication_server isthe new
intermediate Replication Server for the route:

alter route to dest replication server
set next site thru replication server

5 Resumelog transfer connections by entering the following command at
each Replication Server where you previously suspended log transfer:

resume log transfer from all

6 Resume the suspended route by entering the following command at the
source Replication Server:

resume route to dest replication server

Changing an indirect route to a direct route

To change an existing indirect route to a direct route, perform the following
steps.

1 Enter the following command at the source Replication Server, from
which the indirect route originates:

suspend route to dest replication server
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At each Replication Server that manages a database with a RepAgent,
enter:

suspend log transfer from all

and follow the instructionsin “Quiescing a replication system” on page
100. This procedure quiesces the replication system so that messages will
be redirected to your new routing configuration without error.

For the indirect route you are changing to a direct route, enter the
following command at the source Replication Server where
dest_replication_server isthe destination Replication Server for the route
you are atering, and user and passwd are the RSI user login name and
password to use for the direct route:

alter route to dest replication server
set username user set password passwd

Resume log transfer connections by entering the following command at
each Replication Server where you previously suspended |og transfer:

resume log transfer from all

Resume the suspended route by entering the following command at the
source Replication Server:

resume route to dest replication server

Changing the password for the RSI user for a direct route
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To change the password for the RSI user for an existing direct route, perform
the following steps.

1 Suspend each direct route from the source Replication Server by entering:

suspend route to dest replication server

2 At the source Replication Server, enter the following command where

dest_replication_server isthe destination Replication Server for the route
you are altering, and passwd is the password to use for the RS user login
name:

alter route to dest replication server
set password passwd

3 Resume each suspended route from the source by entering:

resume route to dest replication server
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Changing parameters affecting direct routes

After arouteis created, you can change its configuration parameters with
Sybase Central or the alter route command. Refer to Table 6-2 on page 141 for
alist and descriptions of configuration parameters that affect routes.

To change default configuration parameters for all routes originating at the
source Replication Server, use the configure replication server command. Refer
to “Changing configuration parameters for all routes’ on page 149 for more
information.

Hereisan exampleof using alter route to changethersi_sync_interval parameter
to 120 seconds. To execute the command, log in to the source Replication
Server and perform these steps:

1 Suspend the route. Enter:
suspend route to dest replication server
2  Executethe alter route command. Enter:

alter route to dest replication server
set rsi sync_interval to '120°'

3 Resume the suspended route by entering:
resume route to dest replication server

Configuration changes take effect after you resume the route.

Changing configuration parameters for all routes

To set default configuration parameters for all routes originating at the source
Replication Server, use the configure replication server command. Table 6-2 on
page 141 has alist and descriptions of configuration parameters that you can
Set.

Configuration parameters set for individual routes with alter route override
default parameters set with configure replication server. Thus, you can set
default parameters with configure replication server and then customize settings
for individual routes with alter route.

The syntax for changing route parameters with configure replication server is:

configure replication server
set route param to 'value'
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Here is an example of using configure replication server to change the
rsi_save_interval parameter to 2 minutes for all routes originating at the
Replication Server. To execute the command, log in to the source Replication
Server and perform the following steps:

1 Suspend al routes from the source Replication Server. For each route,
enter:

suspend route to dest replication server
2 Execute the configure replication server command:

configure replication server
set rsi_save_interval to '2'

3 Resume suspended routes from the source Replication Server. For each
route, enter:

resume route to dest replication server

Configuration changes take effect after you resume the routes.

Routing modification example

Figure 6-6 revises the routesillustrated in Figure 6-2 on page 136. LA_RS
becomes an intermediate site between NY_RS and SF_RS, while direct and
indirect routesto SB_RS are dropped.
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New York
{EEE} NY RS

Los Angeles
LA_RS

Figure 6-6: Indirect routes altered
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Here's how you would revise the routing scheme shown in
Figure 6-2 to resembl e the scheme in Figure 6-6.

1 At each Replication Server that manages a database with a RepAgent,
enter:

suspend log transfer from all

and follow the instructionsin “ Quiescing a replication system” on page
100. This procedure quiesces the replication system so that messages will
be redirected to your new routing configuration without error.

2 LA_RSneedsadirect routeto SF_RS; create one by entering the
following command at Replication Server LA_RS:

create route to SF_RS
set username SF_rsi_ user
set password SF_rsi ps

3 LA_RSrequiresindirect routesto SAC_RSand SJ RS, through SF_RS.

Creating theseroutesinstructs LA_RSto send messagesto SF_RSthat are
destined for SAC_RSand SJ RS. SF_RS aready has direct routes to
SAC_RSand SJ RS. Enter the commandsin Replication Server LA_RS:
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create route to SAC RS
set next site SF_RS
create route to SJ RS
set next site SF_RS

4  Theprimary Replication Server, NY_RS, was previoudly configured with
indirect routes through SF_ RSto SAC_RSand SJ_RS. Alter those routes
so that Replication Server LA_RS isthe next Replication Server. Enter
these commandsin Replication Server NY_RS:

alter route to SAC_RS
set next site LA RS
alter route to SJ RS
set next site LA RS

5 Thedirect route from the primary Replication Server, NY_RS, to SF_RS
needs to be changed to an indirect route, with LA_RS as the intermediate
Replication Server. Enter these commandsin Replication Server NY _RS:

alter route to SF RS
set next site LA RS

6 At each Replication Server where you previously suspended log transfer,
resume log transfer connections to each Replication Server by entering:

resume log transfer from all

Refer to Chapter 4, “Managing a Replication System” for more
information on resuming log transfer.

7 Removetheindirect routefromNY_RSto SB_RS. Enter thiscommand in
NY_RS:

drop route to SB_RS

8 Removethedirect route from LA_RSto SB_RS. Enter this command in
LA_RS

drop route to SB_RS

Theindirect route from NY_RSto SD_RS, through LA_RS, isintact.

Dropping routes

You can drop routes from Sybase Central or from the command line with the
drop route command.
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Dropping a route closes the route from the Replication Server where you
execute the command to a specified remote Replication Server. It performsthe
following actions on participating Replication Servers:

e Drops system table subscriptions.

e If therouteisdirect, the outbound stable queue is dropped and the RSI
thread is stopped.

« Deletesinformation regarding the route.
You cannot drop the route if:

e Itisadirect route used by any indirect routes to additional destination
Replication Servers.

e The source Replication Server has replication definitions that are
subscribed to by the destination Replication Server.

e The source Replication Server is designated as the primary site of a
function-string class or error class. The primary site of aderived function-
string class is the same as its parent class.

You can monitor the status of the route while it is being dropped:

e In Sybase Central, view statusinformation in the right pane of the Sybase
Central main window.

e From the command line, execute the rs_helproute stored procedure.

Using the drop route command
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The syntax for the drop route command is:
drop route to dest_replication_server [with nowait]

The with nowait option instructs Replication Server to close the route even if it
is unable to communicate with the destination Replication Server.

Warning! Use the with nowait clause only if you do not intend to ever use the
destination Replication Server, or if you must drop the route from the source
Replication Server while the destination Replication Server is unavailable, or
if you are attempting to add or change login names and passwords for direct
routes. Avoid using the with nowait clause whenever possible.
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After you use drop route with the with nowait clause, use the sysadmin
purge_route_at_replicate command to remove al references to a primary
Replication Server from the Replication Server at the replicate site.

Using the sysadmin purge_route_at_replicate command

The sysadmin purge_route_at_replicate command removes all subscriptions
and route information originating from a specified primary Replication Server
after aroute is dropped from that server. Before you execute this command,
drop the route from the replicate Replication Server to the primary Replication
Server, if it exists. The Replication Server performs a validation check before
it processes the command.

Execute sysadmin purge_route_at_replicate at the replicate Replication Server,
using thefollowing syntax wherereplication_server isthe primary Replication
Server:

sysadmin purge_route_at_replicate, replication_server

Upgrading routes

The route version is the earliest site version of the source and destination
Replication Server. After you upgrade the source and destination Replication
Serverson either end of aroute to version 11.5 or later and also set their site
versionsto ahigher Replication Server version, you need to upgrade the route.
Upgrading the route allows the Replication Servers to exchange information
about newer software features.

Upgrading aroute rematerializes datain system tables, making information
associated with new features available to anewly upgraded Replication Server.
After upgrading, new types of information that were not previously allowed
can be exchanged.

To display the current version number of routes that originate or terminate at a
Replication Server, use the admin show_route_versions command.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage information of admin
show_route_versions command.

There are two possible scenarios for route upgrade:
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< If new features have not been used at the source Replication Server, use
sysadmin fast_route_upgrade to upgrade routes.

* Inall other cases, use the commands route_upgrade,
route_upgrade_recovery, and route_upgrade_status to upgrade routes.

You cannot downgrade a route after you have upgraded it.

See “Mixed-version replication systems’ on page 18 for more information
about site versions and system versions.

See the installation and configuration guides for your platform for more
information about upgrading routes and setting the site version for a
Replication Server.

Monitoring routes

Routes may display different statuses at different times. When you create a
route, the destination Replication Server subscribes to the source Replication
Server system tables. Depending on the volume of your data, it may take
several minutes for subscriptions to materialize. Dropping a route also may
take sometime.

e You can use the admin who command to display thread status information.

»  For comprehensive statusinformation, including the current state of routes
you are creating, use rs_helproute, described in “Using the rs_helproute
stored procedure” on page 156.

Displaying RSI thread status using admin who
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To view status information about RSI threads, use the admin who command:
¢ admin who displays all threads in the system, including RSI threads.

e admin who, rsi displays the status of the RSI thread, which Replication
Server starts to submit information to other Replication Servers.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for detailed thread status information and admin who
command.
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Using the rs_helproute stored procedure

Execute the Adaptive Server stored procedure rs_helproute in the RSSD at the
source or destination Replication Server for the route. The syntax for the
rs_helproute stored procedureis:

rs_helproute [replication_server]

If you specify the name of a Replication Server, rs_helproute returns
information only for routes for which the named Replication Server isa source
or destination. Otherwise, it returns information for all routes for which the
current Replication Server isa source or destination.

rs_helproute returns two types of information:

* Route status, which reflects the state of the route at the site where
rs_helproute isexecuted. A routeisvalid whenrs_helproute at both source
and destination returns “ Active.”

Other route status values are:

» Being created

» Being dropped

»  Being dropped with nowait

» List of system table subscriptions, which tells you the system table
subscriptionsthat are being created. If arouteis being dropped, it tellsyou
which subscriptions are being dropped.

If no system table subscriptions are listed, the route has been created and
isin working order.

Refer to the Replication Server Troubleshooting Guide for information about
correcting route creation problems.

156 Replication Server



CHAPTER 7 Managing Database Connections

This chapter describes connecting databases to a replication system and

managing those database connections.

Topic Page
Preparing databases for replication 157
M anaging maintenance user |ogin names 159
Creating database connections 161
Altering database connections 164
Dropping database connections 181
Monitoring database connections 182

Preparing databases for replication
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Before you can add databasesto areplication system, you need to prepare
them so that Replication Server can distribute the primary data and
maintain the replicated data stored in them.

If your databases are managed by Sybase Adaptive Servers:

Use Sybase Central or rs_init to prepare Adaptive Server databasesfor
use with Replication Server.

Seethe Replication Server Installation Guide and Replication Server
Configuration Guide for more information on rs_init.

If your databases are managed by non-Sybase data servers:

Refer to the Replication Server Design Guide for required
preparations. In addition, to find out how to prepare your database for
the heterogeneous datatype support (HDS) feature, see the
Replication Server Configuration Guide for your platform. HDS
enables the trandlation of primary database column values of one
datatype to another datatype acceptable to the replicate database.

See “Tranglating datatypes using HDS’ on page 307 for more
information about HDS.
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When you are connecting anew database to an existing system, always conduct
acareful review and analysis of how the database will fit into your system.
Determine which other processes are required for the database, and designate
required names and login names for these processes.

If you anticipatethat an existing “replicate-only” database may inthefuture be
the source of replicated function delivery or contain primary data, you can set
up the database so that it can manage primary tables. You can then avoid
upgrading the replicate-only database in the future.

Steps in preparing databases for replication

158

Note To prepare non-Sybase databases for replication, use instructionsin your
Sybase Replication Agent documentation, the Replication Server
Configuration Guide for your platform, and the Replication Server Design
Guide to perform these steps.

To prepare Adaptive Server databases for replication, use Sybase Central or
rs_init to perform these steps:

» Createthers_lastcommit System table.

» Loadthers_update_lastcommit and rs_get_lastcommit stored procedures
(for both primary and replicate databases) and the rs_marker stored
procedure (for primary databases only).

» Createthers_threads system table.

» Loadthers_initialize_threads and rs_update_threads stored procedures for
the database.

»  Create the maintenance user login name and verifies that the maintenance
user can log in to the database. For details, see “Managing maintenance
user login names’ on page 159.

»  Create aconnection from Replication Server to the database, allowing
Replication Server to manage the database.

» If the database has primary data, Sybase Central or rs_init:
» Enables RepAgent at the Adaptive Server.
» Enables and configures RepAgent at the database.
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e Setsthe secondary truncation point to “valid” in the Adaptive Server
database, preventing Adaptive Server from truncating database log
records before RepAgent has read them.

e Creates the RepAgent user name and password in the Replication
Server, if necessary.

e Starts RepAgent.

Refer to the Replication Server installation and configuration guides for your
platform for details on each step.

Upgrading an existing Adaptive Server database

You may need to upgrade a database to work with the latest version of
Replication Server so that you can use hewer features. Users_init to upgrade a
database.

Upgrading a database ensures that the database maintenance user has the
Replication role and the necessary permissions (update, insert, and delete) in
the database. The Replication role gives the maintenance user authorization to
execute any necessary replication-related Adaptive Server commands.

You can check the authorizations that have been granted to a database by using
the sp_displaylogin system procedure in the database.

To grant the Replication role to the maintenance user, execute the following
system procedure in the database:

sp_role "grant", replication role, maintenance user

If you need to grant permissions on the tables in the database, execute the
following command in the database for each table:

grant all on table name to maintenance user

Managing maintenance user login names
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To update replicated data, Replication Server logs in to the data server asthe
maintenance user. The Database Owner or the System Administrator must
grant to the maintenance user the permissions required to insert, delete, and
update rows in replicated tables and to execute replicated stored procedures.
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Initially, Sybase Central or rs_init creates the login name for the maintenance
user and adds the user to the replicate database. For details, refer to the
Replication Server installation and configuration guides for your platform.

The maintenance user login name and password are provided to Replication
Server with the create connection command for the database. Sybase Central or
the rs_init program executes this command automatically. If you change the
password for the login name in the data server, use Sybase Central or the alter
connection command to change the password for the Replication Server
connection.

Finding the current maintenance user

To determine the login name that is currently assigned as maintenance user for
a database, you can:

Enter the rs_helpuser Adaptive Server stored procedure at the RSSD, where
user isthe login name about which you want information:

rs_helpuser [user]

Granting permissions in the database
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Either Sybase Central or rs_init grants the maintenance user permission to
access the rs_lastcommit system table and the stored procedures that useit.

Neither Sybase Central nor rs_init grants permissions to the maintenance user
for user tablesand stored procedures. You must grant permissionson replicated
tables and stored procedures before you can either replicate transactions for
replicated tables or replicate executions of the replicated stored procedures.

For each table that isreplicated in the database, and for each stored procedure
that is executed due to replication, execute the following grant command:

grant all on table name to maint_user

Note Among the permissions granted to the maintenance user is
replication_role. If you revoke this permission, you will not be able to replicate
truncate table unless the maintenance user has been granted sa_role, ownsthe
table, or is aliased as the Database Owner.
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Granting permissions for a primary database

If areplicate database holds primary data, then it isalso a primary database. In
aprimary database, special permissions are necessary on two replication
objects: subscriptions and request functions.

When subscriptions are created, the rs_marker stored procedure is executed at
the primary database. Any database user who can create subscriptions must
have permission to execute rs_marker.

A primary database may al so receive transactions viarequest function delivery
from clients at replicate sites. These transactions are executed at the primary
siteasif by the user executing the request function. Any user login name with
permission to execute request functions must also have permission to execute
rs_update_lastcommit, which executesin every DSI transaction.

The permission requirements are the same for request functions and request
stored procedures. Refer to Chapter 10, “Managing Replicated Functions” for
more information on using request functions.

The following grant commands allow any user in the database to execute
rs_marker and rs_update_lastcommit:

grant execute on rs marker to public
grant execute on rs update lastcommit to public

These stored procedures should only be executed by Replication Server on
behalf of users. Sybase Central or rs_init grants these permissionsto “public.”
You may want to restrict permissions to the database users who are allowed to
create subscriptions, execute request functions, or request stored procedures.

Creating database connections
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A connection defines a database to the Replication Server. A Replication
Server is designated to manage the database and, if it isareplicate database, to
distribute transactions to the database. The database connection provides
Replication Server with:

e Thename of the data server and database the connection is for
e Theerror class used to process errors returned from the data server
e Thefunction-string class to use with the database

e The maintenance user login name and password
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Information about whether there is a RepAgent thread for the database
connection

Options for creating active and standby databases for warm standby
applications

Configuration parameters that affect connections

You can create a database connection in these ways:

To create a standard connection to an Adaptive Server database, use
Sybase Central or rs_init.

To create aconnection to anon-Sybase database, use the create connection
command.

Information for adding a database connection

The Replication Server installation and configuration guides for your platform
describe how you use rs_init to add databases.

When you add a database, you specify:

Replication Server name

Replication Server System Administrator user name and password
Adaptive Server name

Adaptive Server System Administrator user name and password
Database name

Whether the database requires a RepAgent

Maintenance user name and password

Database Owner user name and password

Whether the physical connection isfor an existing logical connection

Adding databases for logical connections

If you are adding a physical connection for an existing logical connection
(which you create with Sybase Central or the create logical connection
command), you al so specify the following information:
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Active or standby connection
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e Logica dataserver name
e Logica database name

In addition, if you are adding a standby connection, you specify the following
information in Sybase Central or rs_init:

* Active data server name

*  Active database name

e Active database System Administrator user name and password

e Whether toinitialize standby database using dump and load method
e Whether to use dump marker to start replication

Refer to Chapter 3, “Managing Warm Standby Applications’ in the
Replication Server Administration Guide Volume 2 for moreinformation about
warm standby operations.

Adding a database that requires a RepAgent thread

If you are adding an Adaptive Server primary database that requires a
RepAgent, you specify the Replication Server user name and password.

Using the create connection command
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To add a database for a non-Sybase data server, use the create connection
command.

To add adatabase for a Sybase data server, you normally use Sybase Central or
rs_init, both of which prepare the database for replication. If you use create
connection, you must prepare the database for replication yourself. Refer to
“Steps in preparing databases for replication” on page 158.

Enter create connection at the Replication Server that isto manage the database.
The syntax is:

create connection to data_server.database
set error class [to] error_class
set function string class [to] function_class
set username [to] user
[set password [to] passwd]
[set database_param [to] 'value']
[set security_param [to] {'required’ | ‘not_required’}]
[with {log transfer on, dsi_suspended}]
[as active for logical_ds.logical_db |
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as standby for logical_ds.logical_db
[use dump marker]

You must use the with dsi_suspended clause, which starts the connection with
the DSI suspended, when you create a connection to adatabase that will not be
areplicate database.

Theas active, as standby, and use dump marker clauses are used only when you
create physical connections for alogical connection for awarm standby
database. Only Adaptive Server databases may be used in warm standby
applications.

If your system supports network-based security, use the set security_param
command according to instructionsin “ Managing network-based security” on
page 203.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for moreinformation about the create connection command.

Altering database connections
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To change the attributes of a database connection, use Sybase Central or
performthefollowing steps at the Replication Server where the connection was
created:

1 Usesuspend connection to suspend activity on the connection. See
“ Suspending database connections’ on page 165 for details.
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2 Execute the alter connection command. See “ Setting and changing
parameters affecting physical connections’ on page 166 for detailed
instructions.

Note Usingtheset log transfer off clause for the alter connection command
drops the RepAgent connection from a primary site. Before using this
clause, be sure there are no replication definitions defined for datain the
database.

3 Useresume connection to resume activity on the connection. See
“Resuming database connections’ on page 177 for more information.

Note When you alter aconnection in Sybase Central, you need to suspend and
resume the connection before the new value will take effect.

Suspending database connections

If you have sa permission, you can temporarily suspend accessto adataserver.
You must suspend a database connection before you alter it or when you
remove a data server from service for maintenance.

While data server access is suspended, the Replication Server queues
transactions for the data server so they can be applied when the connectionis
resumed.

You can temporarily suspend access to a data server using Sybase Central or
you can use the following command:

suspend connection to data_server.database

[with nowait]

By default, suspend connection completes the current transaction before
suspending. Use the with nowait clause to suspend the connection in mid-
transaction. This may be appropriate if alarge transaction is responsible for a
failure in areplicate database.
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Setting and changing parameters affecting
physical connections

You set configuration parameters for a connection when you create it. Later,
you can update those parameters with Sybase Central or the alter connection
command.

You can change the configuration of either a single database connection or of
all database connections that originate from asingle Replication Server. If you
are adding many database connections to a Replication Server, you may want
to change configuration parameters affecting all connectionsin order to fine-
tune server performance.

To change configuration parameters for all connections originating at the
current Replication Server, use the configure replication server command. Refer
to “Changing parameters affecting all connections’ on page 175 for more
information.

Configuration parameters that are set for individual connections with alter
connection override parameters that are set with configure replication server.
Thus, you can set default parameters with configure replication server and then
customize settings for specific connections with alter connection.

Changing parameters affecting a single connection

After aconnection iscreated, you can changeits configuration parameterswith
the alter connection command. Refer to Table 7-1 on page 168 for alist and
description of configuration parameters that affect connections.

Using alter connection alter connection letsyou change the attributes of adatabase connection. Usethis
command, for example, if you have added an Adaptive Server database
connection using Sybase Central or rs_init, and then decide that you want the
database connection to use a derived function-string class instead of a system-
provided class. The syntax for alter connection is:

alter connection to data_server.database {
set function string class [to] function_class |
set error class [to] error_class |
set password [to] passwd |
set log transfer [to] {on | off} |
set database_param [to] 'value'} |
set security_param to {‘required’ | ‘not_required} |
set security_services [to] “default’

}

You indicate the data server and database that is connected to the Replication
Server and specify one or more of the attributes to change. These include:
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function_class — the function-string class to use with the database connection.
error_class—the error classto use for handling database errors.

passwd — the new password to use with the login name for the database
connection.

log transfer on — allows transactions to be sent, using this connection, to the
Replication Server.

log transfer off — stops transactions from being sent, using this connection, from
aprimary database to the Replication Server.

database param— updates a configuration parameter that aff ects connections.
See Table 7-1 for alist of parameters you can change.

security _param — updates a network security configuration parameter that
affects connections. See “ Managing network-based security” on page 203 for
alist and description of parameters you can change.

set security_services [to] ‘default’ —resets all network-based security featuresfor
the connection to “not required.” See“Managing network-based security” on
page 203 for a description of network security for Replication Server.

An example of using alter connection

To changethefunction-string classfor the pubs2 databaseinthe SYDNEY_DS
data server to sqglserver_derived_class, enter the following commands in the
SYDNEY_RS Replication Server:

suspend connection to SYDNEY DS.pubs2
alter connection to SYDNEY DS.pubs2
set function string to class
sglserver derived class
resume connection to SYDNEY DS.pubs2

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for moreinformation about the keywords and options of the
alter connection command.

Configuration parameters affecting individual connections
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Table 7-1 displays the configuration parameters that affect database
connections. (These configuration parameters affect physical database
connections only. For parameters that affect logical database connections, see
“Changing parameters affecting logical connections’ on page 97 in the
Replication Server Administration Guide Volume 2.)
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If your system supports network-based security, see “Managing network-
based security” on page 203 for information about security parameters that
affect connections.

See “Using parallel DSI threads’ on page 148 in the Replication Server
Administration Guide Volume 2 for informati on about parametersfor setting up
and tuning parallel DSI connections.

See “Connection parameters that affect performance” on page 136 in the
Replication Server Administration Guide Volume 2 for alist of configuration
parameters that affect performance.

Table 7-1: Configuration parameters affecting database connections

Parameter (database_param)

Value (value)

batch

The default, “on,” alows command batches to a replicate database.
Default: on

batch_begin

Indicateswhether abegin transaction can be sent in the same batch as other
commands (such asinsert and delete).

Default: on

command_retry

The number of timesto retry afailed transaction. The value must be greater
than or equal to 0.

Default: 3

db_packet_size

The maximum size of anetwork packet. During database communication,
the network packet value must be within the range accepted by the
database. You may change thisvalueif you have Adaptive Server that has
been reconfigured.

Maximum: 16384 bytes
Default: 512-byte network packet for all Adaptive Server databases

disk_affinity

168

Specifies an alocation hint for assigning the next partition. Enter the
logical name of the partition to which the next ssgment should be allocated
when the current partition is full. Values are “ partition_name” and “ off.”

Default: off
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Parameter (database_param)

Value (value)

dsi_charset_convert

The specification for handling character set conversion. This parameter
appliesto all dataand identifiersto be applied at the DSI in question. The
values are:

e “on” —convert from the primary Replication Server character set to the
replicate Replication Server character set; if character sets are
incompatible, shut down the DSI with an error.

« “alow” — convert where character sets are compatible; apply any
unconverted updates to the database, aswell.

« “off” —do not attempt conversion. This option is useful if you have
different but compatible character sets and do not want any conversion
to take place. During subscription materialization, a setting of “ off”
behaves asiif it were “alow.”

Default: on

dsi_check_lock_wait

The number of milliseconds before the DSI executor thread executes the
rs_thread_check_lock function string, which queries the replicate
database about lock status.

Default: 3000 milliseconds (3 seconds)

dsi_cmd_batch_size

The maximum number of bytes that Replication Server placesinto a
command batch.

Default: 8192 bytes

dsi_cmd_separator

The character that separates commands in a command batch.
For example, if you have specified adifferent separator character and want
to change it back to the default character, enter:

alter connection to data server.database

set dsi_cmd_separator to '<Returns>'
Pressthe Return key, and no other characters, between thetwo single-quote
characters.

Default: newline (\n)

Note Pressing the Return key is effective only in an interactive update; it
isnot applicableto executing ascript, such asaDDL generated script. You
must update this parameter in an interactive mode. You cannot reset it from
within a script.

dsi_commit_check_locks_intrvl
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The number of milliseconds (ms) the DS executor thread waits between
executions of the rs_dsi_check_thread_lock function string. Used with
paralel DSI. See “Using parallel DSI threads’ on page 148 in the
Replication Server Administration Guide Volume 2.

Default: 1000 ms (1 second)
Minimum: O
Maximum: 86,400,000 ms (24 hours)
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Parameter (database_param)

Value (value)

dsi_commit_check_locks_max

The maximum number of timesa DSl executor thread checks whether itis
blocking other transactions in the replication database before rolling back
its transaction and retrying it. Used with parallel DSI. See “Using parallel
DSl threads’ on page 148 in the Replication Server Administration Guide
Volume 2.

Default: 400

Minimum: 1

Maximum: 1,000,000

dsi_commit_control

Specifies whether commit control processing is handled internally by
Replication Server using internal tables (on) or externally using the
rs_threads system table (off). Used with parallel DSI. See“Using parallel
DSl threads’ on page 148 in the Replication Server Administration Guide
\olume 2.

Default: on

dsi_exec_request_sproc

Turns on or off request stored procedures at the DSI of the primary
Replication Server.

Default: on

dsi_fadeout_time

The number of seconds of idle time before a DSI connection is closed. A
value of -1 specifies that the connection should not fade out.

Default: 600 seconds

dsi_ignore_underscore_name

When the transaction partitioning rule is set to name, specifies whether or
not Replication Server ignores transaction names that begin with an
underscore. Values are “on” and “ off.”

Default: on

dsi_isolation_level
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Specifiestheisolation level for transactions. ANSI standard and Adaptive
Server supported values are:

* 0-—ensuresthat data written by one transaction represents the actual
data.

e 1-—preventsdirty readsand ensuresthat datawritten by one transaction
represents the actual data.

« 2—prevents nonrepeatable reads, prevents dirty reads, and ensures that
data written by one transaction represents the actual data.

e 3 - prevents phantom rows, prevents nonrepeatabl e reads, prevents
dirty reads, and ensures that data written by one transaction represents
the actua data.

Through the use of custom function strings, Repli cation Server can support
any isolation level thereplicate dataserversmay use. Support isnot limited
to ANSI standard only.

Thedefault valueisthe current transactionisolation level for thetarget data
server.

Replication Server



CHAPTER 7 Managing Database Connections

Parameter (database_param)

Value (value)

dsi_keep_triggers

Specifies whether triggers should fire for replicated transactionsin the
database.

“off” — causes Replication Server to set triggers off in the Adaptive Server
database, so that triggers do not fire when transactions are executed on the
connection. Use this setting for standby databases.

on” — specifies al databases except standby databases.

Default: on (except standby databases)

dsi_large_xact_size

The number of commands allowed in atransaction before the transaction
is considered to be large.

Minimum: 4

Default: 100

dsi_max_cmds_to_log

The number of commandsto write into the exceptions|og for atransaction.
Default: —1 (all commands)

dsi_max_xacts_in_group

Specifiesthe maximum number of transactionsin agroup. Larger numbers
may improve data latency at the replicate database. Range of values: 1 —
100.

Default: 20

dsi_max_text_to_log

The number of bytesto write into the exceptions log for each rs_writetext
function in afailed transaction. Change this parameter to prevent
transactions with large text, unitext, or image columns from filling the
RSSD or itslog.

Default: —1 (all text, unitext, or image columns)

dsi_num_large_xact_threads

The number of parallel DSI threads to be reserved for use with large
transactions. The maximum value is one less than the value of
dsi_num_threads.

Default: 0

dsi_num_threads

The number of parallel DSI threadsto be used. The maximum valueis 255.
Default: 1

dsi_partitioning_rule
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Specifies the partitioning rules (one or more) the DSI uses to partition
transactions among available parallel DSI threads. Values are origin,
origin_sessid, time, user, name, and none.

See also “Partitioning rules: reducing contention and increasing
parallelism” on page 159 for detailed information.

Default: none
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Parameter (database_param)

Value (value)

dsi_replication

Specifieswhether or not transactions applied by the DSI are marked inthe
transaction log as being replicated.

When dsi_replication is set to “ off,” the DSI executes set replication off in
the Adaptive Server database, preventing Adaptive Server from adding
replication information to log records for transactions that the DSI
executes. Since these transactions are executed by the maintenance user
and, therefore, usually not replicated further (except if there is a standby
database), setting this parameter to “off” avoids writing unnecessary
information into the transaction log.

dsi_replication must be set to “on” for the active database in awarm
standby application for areplicate database, and for applications that use
the replicated consolidated replicate application moddl.

Default: on (“off” for standby database in awarm standby application)

dsi_serialization_method
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Specifies the method used to maintain serial consistency between parallel
DSl threads when applying transactions to a replicate data server.

* no_wait — specifies that atransaction can start as soon asit is ready—
without regard to the state of other transactions.

« wait_for_commit — specifies that a transaction cannot start until the
transaction scheduled to commit immediately preceding it is ready to
commit.

 wait_for_commit — maintains transaction serialization by instructing the
DSl to wait until atransaction is ready to commit before initiating the
next transaction (off) or wait until a transaction has committed before
initiating the next transaction (on).

e none —same aswait_for_start. Retained for backward compatibility.

* single_transaction_per_origin — same as wait_for_start with
dsi_partitioning_rule set to origin. Retained for backward compatibility.

Default: wait_for_commit
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Parameter (database_param)

Value (value)

dsi_sqgl_data_style

Note Thisparameter isnecessary only for connectionsto pre-version 12.0
Adaptive Servers.

Formats datatypes (particularly date/time, binary, bit and money) to be
compatible with:

« DB2(“db2")

¢ LotusNotes (“notes’), or

¢ SQL Anywhere, formerly Watcom SQL (“watcom”), or
* SQL Remote (“sglremote”)

To support Transact-SQL , set this parameter to any value except those
shown above.

When you are configuring a connection to DB2, also specify the name of
the NetGateway using the data_server parameter in the main clause of the
alter connection command.

When you are configuring aconnectionto L otus Notes, SQL Anywhere, or
any other ODBC data source, specify the connection as
replication_driver_name.odbc_data_source_name. Refer to the
Replication Driver for ODBC User’s Guide for more information.
Default: “ " or “sgl” (for Adaptive Server)

dsi_sqt_max_cache_size

Maximum SQT (Stable Queue Transaction) interface cache memory for
the database connection, in bytes.

The default, 0, means the current setting of the sqt_max_cache_size
parameter is used as the maximum cache size for the connection.

Default: 0

dsi_text_convert_multiplier
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Changesthe length of text or unitext datatype columns at the replicate site.
Usedsi_text_convert_multiplier when text or unitext datatype columns must
expand or contract due to character set conversion. Replication Server
multiplies the length of primary text or unitext data by the value of
dsi_text_convert_multiplier to determine the length of text or unitext data at
thereplicate site. The value typeisfloat.

« If the character set conversion involves expanding text or unitext
datatype columns, set dsi_text_convert_multiplier equal to or greater
than 1.0.

« If the character set conversion involves contracting text or unitext
datatype columns, set dsi_text_convert_multiplier equal to or less than
1.0.

Default: 1
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Parameter (database_param)

Value (value)

dsi_xact_group_size

The maximum number of bytes, including stable queue overhead, to place
into one grouped transaction. A grouped transaction isaset of transactions
that the DSI applies as a single transaction. A value of —1 means no
grouping.

Sybase recommends that you set dsi_xact_group_size to the maximum
value and use dsi_max_xacts_in_group to control the number of
transactions in a group.

Maximum: 2,147,483,647
Default: 65,536 bytes

dump_load

Set to “on” at replicate sites only to enable coordinated dump. See
“Loading from coordinated dumps’ on page 233 in the Replication Server
Administration Guide Volume 2 for details.

Default: off

exec_cmds_per_timeslice

Specifies the number of LTL commands an LTI or RepAgent Executor
thread can processbeforeit must yield the CPU to other threads. Therange
islto2, 147, 483, 648.

Default: 5

dynamic_sq|l

Turns dynamic SQL feature on or off. Other dynamic SQL related
configuration parameters will only take effect if this parameter is set to
“on”.

Default: off

dynamic_sql_cache_size

Givesthe Replication Server ahint on how many database objects may use
the dynamic SQL statement for a connection.

Minimum: 1

Maximum: 65536

Default: 20

dynamic_sql_cache_management

Manages the dynamic SQL cache for a DSI/E thread.

Values:

mru (default) - keep the most recently used statements and deallocate the
to allocate new dynamic statements when dynamic_sgl_cache_size is
reached.

fixed - Replication Server stops allocating the new dynamic statements
once dynamic_sgl_cache_size is reached.

exec_sqm_write_request_limit
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Specifies the amount of memory available to the LTI or RepAgent
Executor thread for messages waiting to be written to the inbound queue.
Default: IMB

Minimum: 16KB

Maximum: 2GB
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Parameter (database_param)

Value (value)

md_sqgm_write_request_limit

Specifies the amount of memory available to the Distributor for messages
waiting to be written to the outbound queue.

Note In Replication Server 12.1, md_sgm_write_request_limit replaces
md_source_memory_pool. md_source_memory_pool isretained for
compatibility with older Replication Servers.

Default: IMB
Minimum: 16KB
Maximum: 2GB

rep_as_standby

Whenrep_as_standby ison, table subscriptionsreplicate tables marked by
sp_reptostandby.

For rep_as_standby on to succeed, the RepAgent parameters send maint
xacts to replicate must be false and send warm standby xacts must be true.

Default: off

save_interval

The number of minutes that the Replication Server saves messages after
they have been successfully passed to the destination data server.

Default: 0 minutes

sub_sgm_write_request_limit

Specifies the memory available to the subscription materialization
or dematerialization thread for messages waiting to be written to
the outbound queue.

Default: IMB

Minimum: 16KB
Maximum: 2GB

use_batch_markers

If use_batch_markers is set to on, the function strings rs_batch_start and
rs_batch_end will be executed.

Note This parameter must be set to on only for replicate data servers that
require additional SQL translation to be sent at the beginning and end of a
batch of commands that are not contained in the rs_begin and rs_commit
function strings.

Default: off

Changing parameters affecting all connections

To set default configuration parameters for all connections originating at the
source Replication Server, use the configure replication server command. Refer
to Table 7-1 for alist of configuration parameters that affect connections that
you can set with configure replication server.

The syntax for configure replication server is:

Administration Guide
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Example 1

Example 2
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configure replication server
set database param to 'value'

Here is an example of using configure replication server to change the
dsi_fadeout_time parameter so that the DSI connection does not close. Log in
to the source Replication Server and enter:

1

Suspend al connections from the source Replication Server. For each
connection, enter:

suspend connection to data server.database
Execute configure replication server. Enter:

configure replication server
set dsi_fadeout time to '-1'

Resume suspended connections from the source Replication Server. For
each connection, enter:

resume connection to data server.database

Configuration changes take effect after you resume the connections.

Here is an example of using configure Replication Server to change the
ha_failover parameter to enable Failover support for all non-RSSD connections
from a Replication Server to Adaptive Servers.

1 Execute configure replication server. Log in to the Replication Server for

which you want to enable Failover support and enter:

configure replication server
set ha failover to 'on'

See “ Configuring the replication system to support Sybase Failover” in
Chapter 7, “Replication System Recovery,” of the Replication Server
Administration Guide Volume 2

Configuration changes take effect after you resume the connections.
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Changing Replication Server connection parameters to improve performance

Increasing the
memory_limit

Increasing the
num_threads

Sybase sets default values for configuration parameters for average
installations and usage. Depending on your system configuration and how
Replication Server is used at your site, you may find that careful altering of
certain default values may improve performance. See “Configuration
parameters that affect performance” on page 131 in the Replication Server
Administration Guide Volume 2 for ageneral discussion of performance and
configuration parameters. See also “Using parallel DSI threads’ on page 148
in the Replication Server Administration Guide Volume 2.

If you are adding many new connections, you may want to change the
memory_limit or num_threads Replication Server parameters to improve
performance.

To increase the amount of memory specified for Replication Server, increase
the value specified for the memory_limit parameter by using configure replication
server a Replication Server.

For example, execute configure replication server in the following manner to
increase memory_limit to 25M B:

configure replication server
set memory limit to '25'

You may need to increase the number of Open Server threads that the
Replication Server can use. To do this, increase the value specified for the
num_threads parameter, using configure replication server at the Replication
Server.

For example, execute configure replication server in the following manner to
increase num_threads to 70:

configure replication server
set num_threads to '70'

See configure replication server in Chapter 3 “ Replication Server Commands”
of the Replication Server Reference Manual for more information about the
memory_limit and num_threads parameters.

Resuming database connections

Administration Guide

Onceyou have changed the attributes of adatabase connection, you can resume
activity on the connection either in Sybase Central or by using the resume
connection command.

To resume a database connection from the command line, enter:
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resume connection to data_server.database
[skip transaction | execute transaction]

When the connection is resumed, Replication Server retrieves rows from the
rs_lastcommit System table so that it can find the correct place in thetransaction
stream to begin submitting transactions.

The optional skip transaction clause instructs Replication Server to resume
execution with the second transaction in the connection’s queue. The first
transaction is written to the exceptions log.

The skip transaction clause is necessary if the first transaction causes
Replication Server to suspend the connection and the cause of the failure
cannot be corrected. For example, the transaction may have produced a data
server error that is assigned the retry_stop or stop_replication error action. Or,
perhaps it was necessary to use suspend connection and the with nowait clause
to manually interrupt the transaction.

Warning! If you execute resume connection with the skip transaction clause,
you must correct any inconsistency that results from the lost transaction. Only
usetheskip transaction clause when the condition causing the transaction tofail
cannot be corrected.

The optional execute transaction clause instructs Replication Server to execute
the first transaction in the connection’s queue. Use this clause only when a
system transaction has failed to execute. See “ Duplicate detection for system
transactions’ on page 214 in the Replication Server Administration Guide
\olume 2 for information about error handling for system transactions.

Changing replicate databases to primary databases

Each primary database must have a Replication Agent that scans the database
log and transfers data to the Replication Server for distribution to replicate
databases. If you want to change an Adaptive Server databasethat is designated
as replicate-only to be a source of replicated functions or to contain primary
data, you must enabl e the RepAgent thread for the database by following these

steps:

ét the Replication 1 CreateaRepAgent user so that RepAgent canloginto Replication Server.
erver

Usethefollowing create user command, wherera_user_nameisthe name
of the RepAgent user and ra_password is the RepAgent’s password:

create user ra_ user_ name
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At the Adaptive Server

Administration Guide

set password {ra password | null}
Grant this user connect source permission, using the grant command:
grant connect source to ra user name

If the Replication Server already manages a primary database, you can use
the “RepAgent user” that already exists for the new primary database.

Execute the alter connection command using the log transfer on option:

alter connection to data server.database
set log transfer to 'on'

If the name of thelocal Adaptive Server hasnot yet been defined, you must
define it with the following command, where Iname is Adaptive Server’s
name:

sp_addserver lname, local

If RepAgent threads have not been enabled for the Adaptive Server, you
must enable them:

sp_configure 'enable rep agent threads'

Configure RepAgent for the database with the sp_config_rep_agent system
procedure;

sp_config rep agent dbname, 'enable', 'rs name',
'rs _user name', 'rs password'
Refer to Chapter 5, “ Setting Up and Managing RepAgent,” for detailed
instruction on configuring RepAgent.

Note The“rs user_name” and“rs_password” configured at the Adaptive
Server must be the same asthe “ra_user_name” and “ra_password’
created at the Replication Server in step 1.

Createthers_marker stored procedure and set itsreplicate statusto “true”,
using the sp_setreplicate System procedure.

You can find the rs_marker stored procedure in the file
rs_install_primary.sgl or rsinssys.sql inthe scriptsdirectory of the Sybase
release directory.

See “Creating the rs_marker stored procedure” on page 180 for details.

5 Start RepAgent:

sp_start_rep_agent dbname
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Creating the rs_marker stored procedure

Replication Server executes the rs_marker system function in a primary
database during subscription materialization. The function works by executing
areplicated stored procedure that is also named rs_marker. The procedure
checks to make sure it is marked replicated and issues awarning if it is not.
Becausethe rs_marker stored procedure is replicated, Adaptive Server records
its executionsin the transaction log for the database, where they can be read by
RepAgent.

Sybase Central and rs_init create rs_marker when you designate a database as
having primary data. It is not required in databases that have no primary data.
The exact text of the stored procedure can always be found in

rs install_primary.sql or rsinssys.sql in the scripts directory of the Sybase
release directory.

Here is asample text:

create procedure rs marker
@rs_api varchar (255)

as
declare @rep_constant smallint
select @rep_constant = -32768
if not exists (select sysstat from sysobjects
where name = 'rs marker'
and type = 'P'
and sysstat & @rep constant != 0)
begin
print "Have your DBO execute
''sp setreplicate'' on the procedure
''rs marker''"
return (1)
end

The rs_marker stored procedure does not modify data in the database. Its
purpose is to execute so that it can be recorded in the transaction log.

If rs_marker is not marked as replicated, you can mark it with sp_setreplicate:

sp_setreplicate rs_marker, 'true'

Changing primary databases to replicate databases
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If you want to change a primary database to a replicate database, use the
following procedure:
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At the current
replicate Replication
Server

At the current primary
Replication Server

At the Adaptive Server

At the Replication
Server

At the Adaptive Server

Drop all subscriptions and publication subscriptions to the replication
definitionsin this database.

Drop all replication definitions defined for this database.

Shut down RepAgent:
sp_stop_rep agent dbname
Disable RepAgent:
sp_config rep agent dbname, disable

Log in to the Replication Server that manages the database and execute
alter connection using the log transfer off option:

alter connection to data server.database
set log transfer off

Set the status of rs_marker to “false:”
sp_setreplicate rs_marker, 'false'
Set the replicate status of all replicated objectsto “false”:

a Execute sp_setreptable without arguments to generate alist of all
replicated tables and stored procedures in the database.

b  Oneby one, set the replicate status of each table and stored procedure
to “false,” using sp_setreptable and sp_setrepproc.

Dropping database connections

Administration Guide

To remove a database from the replication system, use Sybase Central or
execute drop connection. Before you execute the command, drop any
subscriptions for replication definitions for data in the database. If you are
dropping a connection to a primary database, first drop all replication
definitions for tables in the database.

Note drop connection removes database connection information from the
Replication Server system tables. It does not remove replicate data from any
database in the system. To remove replicate data, use drop subscription using
the with purge option.
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To drop a connection, specify the data server with the database whose
connection is to be dropped. The syntax is:

drop connection to data_server.database

For example, to drop the connectionto the pubs2 databaseinthe SYDNEY _DS
data server, enter:

drop connection to SYDNEY DS.pubs2

Note If you are using RepAgent for log transfer, you should also stop (if
necessary) and then disable RepAgent at the primary database. See“ Disabling
RepAgent” on page 115 for information about disabling RepAgent.

For information about dropping logical connections, see “Dropping logical
database connections’ on page 102 in the Replication Server Administration
Guide Volume 2.

Dropping a database from the ID Server

Replication system databases, data servers, and Replication Servers are listed
in the rs_idnames system table in the RSSD for the ID Server. Occasionally,
you may need to remove the entry for a database from this system table.

For example, the drop connection command fails and you want to reuse the
connection name. You must force the ID Server to delete from thers_idnames
system table the row that corresponds to the database. (Physical database
connections have a“P” in the Itype column in this system table.)

Logintothe D Server and execute the sysadmin dropdb command to delete
the entry for the specified database. The syntax for sysadmin dropdb is:

sysadmin dropdb, data_server, database

You must have sa permission to execute any sysadmin command.

Monitoring database connections
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This section describes how you can monitor your database connections. Refer
to the Replication Server Troubleshooting Guide if you need to monitor
connections for troubleshooting purposes.
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Viewing current database connections

To check the status of current database connections:
e Use Sybase Central, or

e Usethe admin show_connections command to display information about
all database connections from the Replication Server. This command also
displaysinformation about all routesfrom the Replication Server. Refer to
Chapter 3, “Replication Server Commands,” in the Replication Server
Reference Manual for information about admin show_connections
command.

Listing databases managed by a Replication Server

Thers_databases system table contains entries for all of the databases
managed by the Replication Server, including databases managed by other
Replication Servers that have aroute to the Replication Server.

To list the databases that a Replication Server manages:

e Use Sybase Central, or

» Usethers_helpdb stored procedure at the Replication Server RSSD.
The syntax for rs_helpdb is:

rs_helpdb [data server, database]

Refer to Chapter 6, “ Adaptive Server Stored Procedures,” in the
Replication Server Reference Manual for detailed usage and syntax
information of rs_helpdb command.

Displaying DSI thread status
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To view DSI thread status, use Sybase Central or the admin who commands to
display thread status information.

e admin who displays al threads in the system, including DSI threads.

e admin who, dsi displays the status of the DSI thread, which Replication
Server starts to submit transactions to the data server.

Refer to Chapter 4, “Managing a Replication System” for more information
about admin who commands. Also refer to the Replication Server Reference
Manual, which provides complete thread status listings.
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Overview

Administration Guide

Managing Replication Server
Security

This chapter describes the RCL commands for managing Replication
Server security, including creating and modifying login names,
passwords, and permissions; it also describes the dependenciesinvolved
in making modifications.

This chapter also describes how to set up and manage third-party,
network-based security systems to authenticate users and ensure secure
datatransmissions.

Topic Page
Overview 185
Managing Replication Server system security 186
Managing Replication Server user security 193
Managing network-based security 203
Managing SSL security 231

Careful management of login names, passwords, and permissionsis
essential to the security of thereplication system. Replication Server login
names and specific permissions are required for:

«  Each component of thereplication system, such asthe data server and
the Replication Server

»  Each user who is setting up replicated data or monitoring and
managing the Replication Server
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You can set up encrypted passwords throughout the replication system and
change passwords that are encrypted. Refer to the Replication Server
installation and configuration guides for your platform for details on password
encryption. Also see “Enabling and disabling password encryption in
sysattributes’ on page 195 for abrief overview of encryption capabilities.

In addition, Replication Server supports third-party security services that
ensure secure message transmission over the network and enable user
authentication for seamless login to Replication Serversin the replication
system. See “Managing network-based security” on page 203.

Managing Replication Server system security

This section provides detail s on replication system login names and passwords.

Often, one process must log in to another, remote process. In such cases, the
login name and password assigned to the process logging in must also exist at
the remote process. If a password used to log in to the remote processis
changed at the current process only, login attempts fail. This section also
describes these dependencies.

You must establish login names and passwords for the various components of
the Replication Server system, including RSSDs, RepAgent, the D Server, and
Replication Servers themselves.

Asageneral rule, if you are specifying or modifying system login names, keep
the names unique. If you use the same login name for different roles, then any
time you change the password, many of the dependencies described in this
section are affected.

Table 8-1 lists all login names required in areplication system.

Table 8-1: Overview of replication system login names

Source server Destination server/database Login name description
Primary Replication Server Primary Adaptive Server/RSSD RSSD primary user
Replicate Replication Server Replicate Adaptive Server/RSSD RSSD maintenance user
Replicate Replication Server Replicate Adaptive Server/replicate database maintenance user
database
RepAgent for RSSD Replication Server RepAgent user for RSSD
RepAgent for primary database  Replication Server RepAgent user for primary database
Replication Servers ID Server (Replication Server) ID Server user
Replication Servers Other Replication Servers Replication Server user (RSI user)
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RSSD login names and passwords

Changing RSSD
primary user login
name and password

Administration Guide

When you install Replication Server, the rs_init program creates the primary
and maintenance Adaptive Server login names to maintain the RSSD.

Replication Server uses the primary user login name to modify the system
tablesin the RSSD for the primary Replication Server. Modifications may
include route, replication definition, and function-string information changes
to bereplicated to RSSDsfor other Replication Servers. You set up the primary
user when you create the primary RSSD using rs_init.

Replication Server uses the maintenance user login name to apply
maodifications to replicate RSSDs. RepAgent filters out RSSD modifications
made by the maintenance user to avoid replicating them to other RSSDs. You
set up the maintenance user when you create the replicate RSSD using rs_init.

If thelogin name or password is changed for either the primary or maintenance
user, edit the Replication Server configuration file to match these changes, and
restart the Replication Server.

Observe these guidelines when you change the RSSD primary user login name
and password. Refer to Chapter 3, “ Replication Server Commands,” in the
Replication Server Reference Manual for command syntax details.

e Never change the RSSD primary user login name and/or password while
routes are being created.

While aroute isbeing created, the destination Replication Server usesthe
primary user login name and password to create and materialize
subscriptions at the destination site for replicated RSSD system tables.

e Besureto also apply the same RSSD primary user login name and/or
password changes to the Replication Server.

e Tochangean encrypted or clear text password, use alter user with the
set password clause.

e To change both alogin name and password (encrypted or clear text),
use drop user to drop the old login name and create user to create the
new login name and password. Then grant the user primary subscribe
permission.

See “Managing Replication Server permissions’ on page 196 for
more information.

e Update the Replication Server configuration file with the new login
name and/or password. Use rs_init if the password is encrypted.

e For the updates to take effect, restart the Replication Server.
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Replication Server login name and password

for the RepAgent

At Replication Server

At Adaptive Server

RepAgent retrieves information about changes to the replicated system tables
inthe RSSD or to the primary database from the database transaction logs and
submits them to the Replication Server for distribution.

Replication Server needs alogin name for RepAgent. Thers_init program uses
the create user command to add this Replication Server user.

Observe these guidelines when you change the Replication Server login name
and/or password for the RepAgent. The login name and password you create at
the Replication Server must be the same asthat used to configure the RepAgent
at Adaptive Server.

Refer to Chapter 3, “ Replication Server Commands,” and Chapter 5, “ Adaptive
Server Commands and System Procedures,” in the Replication Server
Reference Manual for syntax details.

»  Tochangethe password, usethe alter user command with the set password
clause.

e To change both the login name and password, use the drop user command
to drop the old user login name and the create user command to create the
new login and password. Then grant the user connect source permission.

e Tochange the login name and password, use the sp_config_rep_agent
system procedure with the dbname, rs_servername, rs_username, and
rs password options.

This updates the login name and password in the database sysattributes
table. The password is always encrypted.

e For the updates to take effect, restart RepAgent.

ID Server login name and password
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The ID Server registers Replication Servers and databases in areplication
domain. Replication Servers usethe ID_user configuration parameter in the
Replication Server configuration file to connect to the ID Server. For each
Replication Server, the ID Server login name and password must match the ID
Server entry.

The ID Server must be the first Replication Server installed. The ID Server
login name and password are established using rs_init.
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If you change the login name and/or password for the ID Server, be sure to
modify ID_user in the Replication Server configuration file of each
Replication Server that is defined to the ID Server, as well as the Replication
Server configuration file for the ID Server itself. You can make password
changes using rs_init.

You also must change the ID Server login name and/or password in the
Replication Server. See “Managing Replication Server login names and
passwords’ on page 193 for moreinformation on changing login names and/or
passwords.

Replication Server login name and password for Replication

Servers

To send operations, Replication Serverslog in to other Replication Servers.
Thelogin nameis created using rs_init. The login name is used when a direct
route is created, from one Replication Server to another.

To change the password for alogin name used for a direct route, execute the
alter route command. See Chapter 6, “Managing Routes’ for details.

Maintenance user Adaptive Server login name and password

Administration Guide

Replication Serverslog in to Adaptive Server for the RSSD database or a user
database using the maintenance user login name. When applying primary
changes (insert, delete, or update operations) to replicate databases,
Replication Server uses the maintenance user login name and password.

Note Among the permissions granted to the maintenance user is
replication_role. If you revoke maintenance user’s replication_role, Replication
Server will not replicate truncate table unless the maintenance user has been
granted sa_role, ownsthetable, or is aliased as the Database Owner.

To change the password for the maintenance user, use the alter connection
command.
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Sending encrypted passwords for Replication Server client

connections

Replication Server supports the -X option in isql that sends encrypted
passwords through the network when making a client connection.

To ensure that all Replication Server client connections—except the first
connection to the RSSD—send encrypted passwords, set the Replication
Server configuration parameter send_enc_password to “on.” For example,
enter:

configure replication server
set send enc_password to 'on'

To ensure that all Replication Server client connections, including the first
connection to the RSSD, send encrypted passwords, set the configuration
parameter RS_send_enc_pw to “on” inthers_name.cfg file using atext editor.

If RS_send_enc_pw is“on,” all Replication Server connections to the RSSD
send encrypted passwords—even if send_enc_password is “off.”

Existing Encrypted Password Migration
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Newly created passwords uses the Federal Information Processing Standards
(FIPS)-certified encryption algorithm.

Use the information in the following table to migrate existing encrypted
passwordsin the Replication Server configuration file, rs_users and
rs_maintusers tables.
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Administration Guide

Table 8-2: Commands to encrypt passwords in new algorithm

Task Command/Step

Encrypt existing user alter user user set password
passwords to the new password

algorithm where:

e user isthelogin name of the existing user

« password isthe existing password you want to
encrypt using the new algorithm.

Encrypt existing database
mai ntenance user
passwords to the new
algorithm

alter connection to
data server.database set password
to password

where, password isthe existing password you want to
encrypt using the new algorithm.

Encrypt existing route user
passwords to the new
algorithm

alter route to
dest_replication server set
password to passwd

where;

e dest_replication_server isthe name of the
destination Replication Server

¢ passwd is the existing password you want to
encrypt using the new algorithm.

Encrypt existing user
passwords in the
configuration file to the
new algorithm

Sybase Central dependencies

« Users_init to encrypt the passwords using the new
algorithm.

The Replication Manager logsinto the Replication Server and the RSSD using
the login names and passwords that you specfied when you added the server to

the RM.

If you are using the RM, be sure to update the login information. This
information can be found in the Replication Server properties dial og.
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Replication Server object creation dependencies

Subscriptions

Suggestions

Login name and password dependencies also apply when you create
Replication Server objects, specifically subscriptions and replicated functions
(applied and request functions) that are executed at primary or replicate
Replication Servers. This section addresses these dependency issues.

When you create a subscription, the login name that you used to log in to the
replicate Replication Server must exist on both the primary Replication Server
and the primary Adaptive Server. The login name must have the same
password on all three servers.

When you drop a subscription, the replicate Replication Server logsin to the
primary Replication Server using the login name and password you used to log
into thereplicate Replication Server. Do not change the password of thislogin
name on the primary Replication Server before the drop subscription processis
complete.

The RSSD'’s “primary” user login hame that is automatically created on the
Replication Server is used as the “subscribing user” when routes are created.
Therules for auser creating a subscription apply to the RSSD primary user.

» Do not create subscriptions as the sa user.

*  The select command, issued at the primary Replication Server when
creating the subscription, does not include a table owner name unless an
owner nameis specified in the replication definition. If no owner nameis
specified, make sure that either the user ownsthe table or the table is
owned by the “dbo” user.

» Do not change passwords while subscriptions are materializing or
dematerializing.

Replicated functions and stored procedures
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When a primary Replication Server receives arequest function or a request
stored procedure from areplicate Replication Server, it logsin to the primary
data server with the login name and password of the user who initiated the
request function or request stored procedure at the replicate site.
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Therefore, to execute arequest function or request stored procedure at a
replicate data server, the user must have the same login name and password at
the primary data server, and must have execute permission for the stored
procedure at the primary data server.

When areplicate Replication Server receives an applied function or applied
stored procedure from aprimary site, the replicate Replication Server usesthe
maintenance user login name and password to execute the stored procedurein
the replicate database.

Managing Replication Server user security

Replication Server hasits own set of login names, which are separate from data
server login names. Users do not need Replication Server login accounts to
access data replicated by Replication Server. Replicated data is available to
usersif they have permissions to access specific databases. The Database
Administrator is responsible for creating databases and authorizing accessto
them.

Replication Server login names are required so that administrative users of the
system can execute Replication Server commands. See “ Examining users,
passwords, and permissions’ on page 202 for information on viewing current
Replication Server login names. Password encryption for users can be enabled
or disabled.

Managing Replication Server login names and passwords

Thereplication system administrator, or any other user who has sa permission,
manages login names. Table 8-3 summarizes the RCL commands for
managing login names.
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Table 8-3: Commands for managing login names

Command Task

create user Create anew login name.

alter user Change the password for alogin name.
drop user Drop a user login name.

Creating a Replication Server login name

Thecreate user command adds new user |ogin namesto Replication Server. All
users have permission to execute all admin commands. See “Permission
summary” on page 199 for individual commands.

You must specify apassword for the user when the login nameiscreated. If the
user has no password, you must set the password to “null,” which specifies an
empty string.

The create user command requires sa permission. The syntax for create user is:

create user user
set password {passwd | null}

A user’s password can be up to 30 characters long and include | etters, digits,
and symbols. Case is significant. If the password contains spaces, enclose the
password in single quotation marks.

Users can change their own passwords using the alter user command, whichis
described in the section “Changing a Replication Server password” on page
194.

The following example creates alogin name for the user “thomk” with the
password “vacUUm”:

create user thomk
set password vacUUm

Changing a Replication Server password

194

The replication system administrator can change any user’s password. Also, a
user can change his or her own password. The alter user command is used in
each case.

The syntax for alter user is:

alter user user
set password {new_passwd | null}
[verify password old_passwd]
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The samerulesthat you use for specifying the password using create user also
apply to alter user.

The verify password clause, which prevents users from altering each other’s
passwords, is required for users without sa permission.

Thefollowing command changesthe password for user “louise” from “null” to
“polyESter”:

alter user louise
set password polyESter
verify password null

Dropping a Replication Server login name

The drop user command removes an existing login name from the Replication
Server. This command requires sa permission. The syntax for drop user is:

drop user user
For example, the following command removes the “thomk” login name:

drop user thomk

Enabling and disabling password encryption in sysattributes

The password the RepAgent thread usesto log in to Replication Server is
always encrypted before it is stored in the sysattributes file of the database.
However, you can choose whether or not to encrypt other replication system
passwords.

Thers_init program allows you to enable password encryption when you install
or upgrade the replication system. This allows you to encrypt passwords
throughout sensitive areas of the replication system. Once the systemis
installed or upgraded, you can use rs_init at any time to enable encryption.

If you enable password encryption for a Replication Server, new passwords,
passwords contained in the Replication Server configuration file, and
passwords stored in the RSSD are all encrypted.

For details on enabling password encryption using the rs_init program, refer to
the Replication Server installation and configuration guides for your platform.

Disabling encryption on new and existing passwords

Use this procedure to disable password encryption:
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1 Disable encryption on new passwords that are entered for Replication
Server, using configure replication server. At Replication Server, enter:

configure replication server
set password encryption to 'O'

2 Change existing passwordsin the RSSD to clear text.

To do this, change each user’s password using the alter user command, the
alter connection command for maintenance users, and the alter route
command for routes.

3 IntheReplication Server configuration file, manually reenter, in clear text,
passwords that are currently encrypted.

4 Restart the Replication Server to pick up the new password_encryption
configuration parameters.

Changing encrypted passwords in the configuration files

To change an encrypted password (to another encrypted password) in a
Replication Server configuration file, use the rs_init program. You cannot
change encrypted passwords directly in the Replication Server configuration
files.

For details on dependenciesinvolved in changing passwordsfor specificlogin
names, see “Managing Replication Server system security” on page 186.

Managing Replication Server permissions

Replication system administrators manage Replication Server permissions
with the grant and revoke commands. Permissions determine which RCL
commands users are permitted to execute.

Any user with a Replication Server login name can execute al admin
commands and the check subscription command. Other commands can be
executed only by users who have been granted the required permissions.

Replication Server users can be granted any of four permissions.

Table 8-4: Replication Server permissions

Permission Description
sa Users with sa permission are Replication System Administrators. They can execute any
Replication Server command and may grant and revoke other permissions, including sa, to and
from other users.
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Permission Description

create object Userswith create object permission can create objects such as replication definitions,
subscriptions, and function strings. Users with create object permission automatically have
primary subscribe permission.

primary subscribe  Users with primary subscribe permission can execute the commands needed to create
subscriptions for primary data stored in databases managed by the Replication Server.
Userswith primary subscribe permission at the primary site and create object permission at the
replicate site can create a subscription for data at the primary site, but cannot create replication
definitions or function strings at the primary site.

connect source The connect source permission is required for:

Login names that RepAgents use to log in to Replication Server, allowing RepAgent to
execute the subset of RCL commands known as Log Transfer Language (LTL). Refer to the
Replication Server Design Guide.

Login names that a source Replication Server uses to connect to a destination Replication
Server for the purpose of sending replicated data or replicated functions. You provide this
login name using the create route command.

Requirements for creating subscriptions
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A subscription creator must have accounts on both the primary and replicate
Replication Servers, and the accounts must have the same login name and
password. The subscription creator entersacommand or a series of commands
at the replicate Replication Server, which passes the request to the primary
Replication Server.

When the optional clauses use dump marker and subscribe to truncate table are
used, the login name and password for the replicate Replication Server should
be the same for the primary Replication Server, aswell asfor both the primary
and replicate databases.

At the replicate Replication Server (the destination of the subscription data),
the subscription creator must have, at minimum, create object permissionin
order to materialize the subscription.

At the primary Replication Server (the source of the subscription data), the
subscription creator must have, at minimum, primary subscribe permission in
order to enter at the replicate site all commands involved in creating
subscriptions:

e create subscription (for atomic and nonatomic materialization)
»  define subscription (for bulk materialization)
e activate subscription (for bulk materialization)

e validate subscription (for bulk materialization)
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e  drop subscription

The primary subscribe permission, a subset of create object permission, is
provided at the primary Replication Server. It lets users at replicate sites create
subscriptions to data stored at primary sites. From replicate sites, these users
cannot create any other objects at primary sites, only subscriptions.

Note Userswith create object and sa permissions can al so create subscriptions
from replicate Replication Servers. The minimal permission required at the
primary Replication Server for auser at areplicate site to create subscriptions
is primary subscribe.

A user creating a subscription must have the following Adaptive Server
permissions;

e select permission on the table in the primary database
e insert, update, and delete permission on the replicate table

e execute permission on thers_marker stored procedure in the primary
database

If you are areplication system administrator, restrict primary subscribe and
create object permissionsat primary sitesto users who require them in order to
create subscriptions.

Itis possible for a user who has primary subscribe or create object permission
to begin creating a subscription without having select permission on the table.
If this occurs, Replication Server responds in the following manner:

» If the subscription is created with atomic materialization, the select with
holdlock operationfailsat the primary database during materialization. The
subscription retry daemon (dSUB) retries the select with holdlock until the
subscription isdropped or until the select permission is granted to the user
for the table at the primary database.

» If the subscription is created with nonatomic materialization, the select
operation fails at the primary database during materialization. The
subscription retry daemon (dSUB) retries the select until the subscription
is dropped or the select permission is granted.

e If the subscription is created with bulk materialization, thereis no select
transaction, so no error messages are logged, and the subscription
succeeds.
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Permission summary

Table 8-5 lists the minimum permission required to execute each RCL
command. Users with create object permission automatically have primary
subscribe permission. Users with sa permission can execute any command.

Table 8-5: Minimum permissions to execute RCL commands

To execute Minimum permission required

abort switch sa

activate subscription create object at replicate, primary subscribe at primary
create partition sa

admin commands Can be executed by any user

allow connections sa

alter connection sa

alter database replication definition create object

alter function create object

alter function replication definition create object

alter function string create object

alter function string class sa

alter logical connection sa

alter partition sa

alter queue sa

alter replication definition create object

alter route sa

alter user sa — Users can change their own passwords by including
the verify clause

assign action sa

check publication Can be executed by any user

check subscription Can be executed by any user

configure connection sa

configure logical connection sa

configure replication server sa

configure route sa

create article create object

create connection sa

create database replication definition create object

create error class sa

create function create object

create function replication definition create object

create function string create object
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To execute Minimum permission required

create function string class sa

create logical connection sa

create partition sa

create publication create object

create replication definition create object

create route sa

create subscription create object at replicate, primary subscribe at primary
create user sa

define subscription create object at replicate, primary subscribe at primary
drop article create object

drop connection sa

drop database replication definition create object

drop error class sa

drop function create object
drop function replication definition create object
drop function string create object
drop function string class sa

drop logical connection sa

drop partition sa

drop publication create object
drop replication definition create object
drop route sa

drop subscription create object at replicate, primary subscribe at primary
drop user sa

grant sa

ignore loss sa

move primary sa

rebuild queues sa

resume connection sa

resume distributor sa

resume log transfer sa

resume queue sa

resume route sa

revoke sa

set proxy sa

set autocorrection create object
set log recovery sa
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To execute Minimum permission required
shutdown sa

suspend connection sa

suspend distributor sa

suspend log transfer sa

suspend route sa

switch active sa

sysadmin commands sa

validate subscription create object at replicate, primary subscribe at primary
wait for create standby sa

wait for switch sa

Granting permissions

The ability to grant and revoke permissionsis reserved for the replication
system administrator. Any user who has been granted sa permission can play
the role of replication system administrator, and can transfer the grant and
revoke ability to other users by granting them sa permission.

The syntax for the grant command is:

grant

{sa | create object | primary subscribe |
connect source}

to user

The user isthe login name of the user to receive the permission. You can grant
only one permission at atime.

Permissions are assigned to Replication Server users—not to database users. A
Replication Server user who has create object permission can create
Replication Server objects that are associated with any database managed by
the Replication Server.

In the following example, the replication system administrator grants create
object permission to the “thomk” login name:

grant create object to thomk

Revoking permissions

To remove permissions previously granted to a user, use Sybase Central or the
revoke command.

The syntax for the revoke command is:
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revoke {sa | create object | primary subscribe |
connect source}
from user

Note You cannot revoke the sa permission from, or drop, the sa login name.
This ensures that Replication Server is never without a replication system
administrator.

The four permissions are managed independently. They can be granted and
revoked in any order and the result is the same.

The following revoke command prevents user “louise,” who does not have sa
permission, from creating replication definitions:

revoke create object from louise

Examining users, passwords, and permissions

You can display the login names, passwords, and permissions for Replication
Server users and threads by using the rs_helpuser stored procedure or by
querying the rs_maintusers and rs_users system tables in the RSSD.

You can also use Sybase Central to view information on Replication Server
login names.

Using the rs_helpuser stored procedure

Use thers_helpuser stored procedure to display information about user login
names known to a Replication Server. The syntax for rs_helpuser is:

rs_helpuser [user]

With no parameters, rs_helpuser displays information about all user login
names known to the current Replication Server. Permissions are displayed for
each primary or maintenance user login name.

If you supply alogin name parameter, rs_helpuser displays information about
that login name only.

Querying the rs_maintusers system table
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The rs_maintusers system table in the RSSD contains the login name and
password information for maintenance users.
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rs_maintusers includes a column to identify if the password is encrypted or
clear text, and a column to hold the encrypted password.

For example, the following query, executed in the RSSD, lists all available
information, including login names, for maintenance users.

select * from rs maintusers

Querying the rs_users system table

Thers_users system table in the RSSD contains the login name and password
information for Replication Server users.

rs_users alsoincludesacolumntoidentify if the password isencrypted or clear
text, and a column to hold the encrypted password.

Thers_users system tableal so includes apermissions column, which storesthe
permissions for each login name. The permissions column is abit-mask of the
permissions granted to users.

Table 8-6 lists the mask values for each of the four permissions.

Table 8-6: Permission bitmask values in the rs_users system table

Permission Mask value
sa 0x0001
connect source 0x0002
create object 0x0004
primary subscribe 0x0008

For example, the following query, executed in the RSSD, lists users who have
sa permission:

select username, uid from rs_users
where permissions & 0x0001 != 0

Managing network-based security
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Inaclient/server environment, it isimportant to provide secure data pathways
so data transmission remains confidential. Replication Server supports third-
party, network-based security mechanisms that focus on:

e Authentication and unified login
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e Secure message transmission

With network-based security, users are authenti cated—the process of verifying
that users are who they say they are—by the security system at login. They
receive a credential that can be presented to remote serversin lieu of a
password. Asaresult, users have seamless access to the components of the
replication system through a single login.

Replication Server version 12 and later supports CyberSafe K erberos version
5 Security Server and Transarc DCE version 1.1 Security Server. Depending
on which of these security mechanismsyou choose, you can select one or more
of these features to secure data transmission:

» Unified login —enables the user to log in to components of the replication
system with asingle credential issued by the security mechanism.

e Confidentiality — enables the sending and receiving of encrypted data.
» Integrity — ensuresthat data has not been tampered with.

» Replay detection — verifies that data has not been intercepted.

e Origin check — verifies the source of each data packet.

e Out-of-sequence detection — checks that data packets are received in the
order sent.

The security mechanism allows Replication Server to establish secure
connections with other Replication Servers, with Adaptive Server, and with
other data servers that support the Kerberos or DCE security mechanism and
certain Replication Server requirements. You choose the method or methodsto
secure data transmission between them.

How security services work
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Clients use the security mechanism to ensure a secure pathway to aremote
server. Replication Server logsinto remote servers (acting asaclient) and also
accepts incoming logins (acting as a server). How security services work
depends on whether Replication Server (or Adaptive Server or other data
server) isacting as client or server.

Replication Server, when acting as the client, uses the security mechanism to
ensure a secure pathway to a remote Replication Server or Adaptive Server.
Once the secure pathway is established, the security mechanism can provide
message protection. When Replication Server acts as a server, it accepts or
rejects logins based on its default security settings.
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Login authentication

If aclient requests authentication services:

1

Message protection

The client validates the login with the security mechanism and receives a
credential, which contains relevant security information.

The client sendsthe credential to the server and informsthe server it wants
to establish a secure connection.

The server authenticates the client’s credential with the security
mechanism. If the credential isnot valid, the secure connection is rejected.

The server checks message protection properties, if the properties are
compatible, the connection is established.

If the current Replication Server (the client) requests data protection services:

1 Theclient uses the security mechanism to prepare the data packet it will

send to the server.

For example, if the client requests message confidentiality, the security
mechanism encrypts the commands that will be sent to the remote server.
If the client requests out-of-sequence checking, the security mechanism
time-stamps each data packet.

The client sends the data to the destination server.

When the server receives the data, it uses the security mechanism to
perform the appropriate decryption or validation.

The server returns the results to the client, using the security mechanism
to perform the security action requested. For example, the server returns
resultsin encrypted form or time-stamps each data packet returned to the
client.

Requirements and restrictions
To enable network-based security you need:

Administration Guide
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A network-based security mechanism installed on all machinesfor which
network security is to be enabled. The security mechanism must be
supported by Replication Server.

Note Make sure that you use either the CyberSafe Kerberos or Transarc
DCE security mechanism. Sybase network-based security will not run on
other Kerberos or DCE security mechanisms.

Replication Server version 11.5 or later for all client and destination
Replication Servers.

Adaptive Server version 12 or later and/or compatible heterogeneous data
serversfor all client and destination data servers.

Compatible heterogeneous data servers must support the security
mechanism installed on Replication Server and the set proxy concept. See
the Replication Server Reference Manual for a description of this
Adaptive Server command.

These restrictions apply:

Both ends of a secured pathway (client and server) must support the same
security mechanism, and the security parameters must have the same
feature settings. See “Maintaining network security” on page 227 for
more information about security settings.

User names must be unique throughout the replication system.

If your replication system supports multiple security systems, and you
cannot guarantee unique user names, you may need to turn off request
stored procedures to avoid a potential security breach. See “ Potential
security issue” on page 231 for details.

Setting up network-based security
To set up network security, perform these steps:
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Modify configuration parameters and environment variabl es, as necessary.
Identify the Replication Server principal user.
Activate the security mechanism.

Configure security servicesfor connections, routes, and other Replication
Server pathways.
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Each of these tasksis described in the following sections.

Modifying configuration parameters and
environment variables

Configuration files are created during installation at default locations in the
Sybase directory structure. The configuration files you may need to configure
for network security are:

« libtcl.cfg
e oObjectid.dat
 Theinterfacesfile

If you are using Kerberos security services, you may also need to modify the
CSFC5KTNAME environment variable.

Configuring libtcl.cfg
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Drivers are libraries that provide an interface to an external service provider.
Thelibtcl.cfg file providesatemplateinto which you enter all theconfiguration
information about the security driversinstalled on amachine. It islocated in
the $SYBASE/SYBASE_REP/config directory (UNIX), or the %SYBASEY\ini
directory (Windows 2000 or 2003).

This section providestheinformation you need to configure the security driver.
Refer to the Open Client and Open Server Configuration Guide for more
information about Sybase drivers.

The syntax for a security driver entry is:
provider=driver init-string
where

e provider isthelocal name for the security mechanism, for example, “dce.”
The mapping of the local name to a global object identifier is defined in
objectid.dat.

e Thedefault local name for the DCE security mechanism is “dce.”

*  Thedefault local name for the Kerberos security mechanismis
“csfkrb5.”

If you use al ocal mechanism name other than the default, you must change
the local name in the objectid.dat file.
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e driver isthe name of the security driver, for example, libsdce.so.
e init-string isthe initialization string for the driver.

»  For the DCE driver, use the following syntax for init-string, where
cell_nameisthe name of your DCE cell:

secbhase=/.:/cell_name

»  For the Kerberos driver, use the following syntax for init-string,
where domaine_name is the name of your Kerberos domaine:

sechase=@domaine_name

Use atext editor to customize libtcl.cfg for your site. Make sure that lines you
do not want are preceded withthe“;” character. Change one parameter at atime
and reboot Replication Server to effect the changes you make.

 Anexample of an entry for aDCE driver is:

[SECURITY]
dce=1libsdce.so secbase=/.:/cell name

* Anexample of an entry for aKerberos driver is:

[SECURITY]
csfkr5=1ibsybkrb.so
secbase=@ASElibgss=/krb5/1ib/libgss.so

Configuring objectid.dat

The objectid.dat file maps global object identifiers (OIDs) to local names. Itis
located in the $SYBASE/config directory (UNIX), or the %SYBASE%/ini
directory (Windows 2000, 2003).You need to edit thisfile only if you have
changed the local name of a security service in the libtcl.cfg file.

e A sampleentry in the objectid.dat file for DCE is:

[secmech]
1.3.6.1.4.1.897.4.6.1 = dce, dcesecmech

* A sampleentry in the objectid.dat file for Kerberosis:

[secmech]
1.3.6.1.4.1.897.4.6.6 = csfkrb5, kerberos
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Configuring the interfaces file

Theinterfacesfile contains network and security information for servers. It is
located in $SYBASE/SYBASE_REP/interfaces (UNIX), or
%SYBASEY\ini\sql.ini (Windows 2000 or 2003). If you use network security,
you must include a secmech line that gives the global identifiers of supported
security services. Supported security mechanisms are listed by their OIDs.
Multiple security mechanisms are separated by commas.

The following is asample entry for the interfacesfile for either DCE or
Kerberos where server_principal_user_nameis the name of the Replication
Server principal user;

#

server principal user name
query tcp ether plum 1050
master tcp ether plum 1050
secmech 1.3.6.1.4.1.897.4.6.1

See “Ildentifying the principal user” on page 210 for more information.

Setting environment variables (Kerberos)

If you are using the Kerberos network security, you may need to reset the
shared-library path and CSFC5K TNAME environment variables.
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Make sure that the shared-library fileisin a directory specified in the
shared library path so that the client can find the shared-library file at
runtime. Shared-library files are:

e libgss.so on Sun Solaris
e libgss.sl on HP-UX

If the server key tablefileisin alocation other than the Kerberos system
default, set the CSFC5KTNAME environment variable to the fully
qualified pathname of the key tablefile.

Make sure that the LD-LIBRARY _PATH environment variable includes
the path to the CyberSafe lib directory aswell asthe lib directories for
Adaptive Server, Open Client/Server, and Replication Server.

Similarly, make surethat the PATH environment variableincludesthe path
to the CyberSafe bin directory aswell asthe bin directories for Adaptive
Server, Open Client/Server, and Replication Server.
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Establishing the principal user

When network security is not enabled, Replication Server logsin to remote
serversas one of several possible users, depending on the task to be performed.
When network-based security isenabled with unified login, Replication Server
must log into remote servers asthe principal user. The principal user credential
isthe only credential Replication Server hasto log in to other processes when
network security is active.

When Replication Server logsin to another Replication Server or adataserver,
the principal user name contained in the credential is mapped to the server
name space and a secure connection is established.

Note Make sure that principal user names are unique. Replication Server
cannot log in to another server of the same name.

Replication Server executesthe set proxy command in the remote server (asthe
principal user) and switches to the appropriate user for the current task.

Identifying the principal user

It isthe responsibility of the replication system administrator to establish a
principal user for each Replication Server. Sybase recommends that you use
the name of the Replication Server as the principal user name. When you log
into or start Replication Server, you can specify the principal user name with
the -s flag.

If you do not specify aprincipal user name using the-S flag, Replication Server
uses the Replication Server name.

Identifying the principal user to the security mechanism
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The security administrator for the security mechanism must define the
Replication Server principal name to the security mechanism.

For DCE:

» Usethe DCE dcecp tool’suser create command to create the principal
user.

When you are defining a server to DCE, use options that specify that the
new principal user can act asa server.
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e Usethe keytab create command of the dcecp utility to create a DCE key
table file, which contains a principal user’s password in encrypted form.

Note DCE isnot supported on UNIX

For Kerberos:
e Usethe Kerberos csfadml tool to create the principal user.
e Usecsfadml to extract the key tablefile.

Refer to documentation from the security mechanism provider for detailed
information about identifying servers and users to the security mechanism.

Identifying principal users to Replication Server

The principal user for other processes—including RepAgents, data servers,
and other Replication Servers—using system security and unified login to
connect to Replication Server must be identified in the rs_userstable for the
current Replication Server. You can use the create user command to add
principal user namesto rs_users.

Identifying the Replication Server principal user to the replication system

You must add the Replication Server principal user name to destination
processes—Replication Servers and data servers—including the ID Server and
the RSSD to which Replication Server is connecting using unified login.

Refer to the Adaptive Server Enterprise System Administration Guide for
information about adding login names to Adaptive Server.

Activating network-based security
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Before configuring security services, you must turn on network-based security
for the Replication Server using the configure replication server command.

To activate network security, follow these steps:
1 Loginto Replication Server and enter:

configure replication server
set use_security services to 'on'
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2 Shut down Replication Server.

3 Restart Replication Server by executing the repserver command or the
Replication Server run file.

» If you are using the DCE security mechanism, make sure you include
the -K flag to specify the key table file location.

» If you are using the Kerberos security mechanism, the key table
location must be specified by the CSFC5K TNAME environment
variable (UNIX) or thekey tableregistry key entry (Windows 2000 or
2003).

Refer to the Replication Server Reference Manual for syntax and other
information about the repserver command.

To turn off security services, see “ Disabling network-based security” on page
227.

Starting server and clients

For the network security environment to work properly, both servers and
clients should be started only after they have a valid credential.

For CyberSafe Kerberos systems:
* OnUNIX systems, servers and clients should be started after a kinit

*  OnWindows NT systems, server and clients can be started automatically
using the single sign-on feature or manually using the CyberSafe
credential s manager.

Refer to your CyberSafe documentation for more information.

Transarc DCE systems behave in similar manner, refer to your Transarc
documentation for information about setting up the proper environment.

Configuring security services for Replication Server

Replication Server provides parameters for configuring network-based
security. Configuration parameters enable:

e Unified login
e Mutual authentication
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e Choice of supported security mechanism
e Message confidentiality through encryption

e Other secure message transmission features. message integrity, origin
check, replay detection, and out-of-sequence detection

Note Depending on the security mechanism you choose, one or more of these
security features may not be available at your site.

You set default parametersin thers_init program during system configuration.
Refer to the Replication Server Configuration Guide for your platform for
information about rs_init. This section describes how you set these parameters
at the command line.

Identifying Replication Server pathways
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Replication Server coordinates datareplication activities for local data servers
and exchanges data with Replication Servers and data servers at other sites.
Each of these pathways can be configured for network-based security.

*  When Replication Server is acting as a client, you can configure security
for:

«  All pathways established when Replication Server logsin to another
server. These are default global settings.

e Theconnection to the RSSD.

e Individual connections.

e Individual routes.

e Replication Server to ID Server pathway.

» Pathways used to create aroute, create a subscription, or drop a
subscription.

*  When Replication Server is acting as a server, you can configure security
for:

« Allincoming logins. These are default global settings.
* RepAgent to Replication Server (set from Adaptive Server).
e User connection to Replication Server (set when logging on).
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Table 8-7: Network pathways

Pathway

How to secure it

Special parameters and
exceptions

All pathwaysinitiated by the current
Replication Server (acting asa
client)

Set global security parameters using
configure replication server. Thisis
the default setting for all outgoing
logins unless overridden for
individual pathways.

Useuse_security_services toturn off
all network security with asingle
command. See “ Disabling network-
based security” on page 227.

Connection to the RSSD

Use atext editor to configure the
rs_config file.

Security parameters have an
“RSSD_" prefix. For example:
RSSD_unified_login.

Individual connections

Set security parameters for a
connection to aremote database
with:

* create connection, or
e alter connection

Seethe Replication Server Reference
Manual for more information about
these commands.

Usedsi_exec_request_sproc to
suspend request stored procedures.
See “Configuring security for
database connections” on page 219.

Individual routes defined using the
create route command

Set security parameters using:
* create route, Or
* alter route

Seethe Replication Server Reference
Manual for more information about
these commands.

Replication Server to ID Server

Set security parameters with
configure replication server.

Seethe Replication Server Reference

Manual for more information about
this command.

Security parameters have an “id-"
prefix. For example:
id_msg_confidentiality.

Replication Server to primary
Replication Server and primary
database to:

» createaroute
« create or drop a subscription
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Replication Server duplicates the
security settings used when the user
creating the route or creating or
dropping the subscription logsin to
Replication Server.

See “Borrowing security settings to
secure other pathways’ on page 226
for more information.
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Pathway

How to secure it

Special parameters and
exceptions

All incoming logins (Replication
Server acting as server)

Set parameters for incoming logins
with configure replication server.
Default parametersfor outgoing and
incoming parameters are set at the
same time and are identical.

RepAgent to Replication Server

Set security parameters at Adaptive
Server withthesp_config_rep_agent
system procedure.

Seethe Replication Server Reference
Manual for more information about
this system procedure.

Configure RepAgent from Adaptive
Server.

Security parameter settings are
“true” and “false” instead of
“required” and “not required.”

Pathway established when user logs
in to Replication Server.

Configuration parameters

Set security parameters with theisq|
utilities.

Security parameters set for this
pathway must be compatible with
those set at the Replication Server
for al incoming logins.

Security for this pathway cannot be
configured using the rs_init utility.

Table 8-8 describes the configuration parameters generally available for all
pathways. Exceptions and special casesarelisted in Table 8-7 and described in
detail in each pathway section.

Table 8-8: Security parameters affecting Replication Server

configuration_parameter

Description

msg_confidentiality

Indicates whether Replication Server sends and receives encrypted data. If set to

“required,” outgoing and incoming data must be encrypted. If set to
“not_required,” Replication Server acceptsincoming datathat is encrypted or not
encrypted. Values are “required” or “not_required.”

Default: not_required

msg_integrity

“not_required.”
Default: not_required

Indicates whether datais checked for tampering. Values are “required” or

msg_origin_check

“not_required.”
Default: not_required

Indicates whether the source of data must be verified.Values are “required” or

msg_replay_detection

Indicates whether data should be checked to make sureit has not been intercepted

and re-sent.Values are “required” or “not_required.”
Default: not_required

Administration Guide
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configuration_parameter  Description

msg_sequence_check

Indicates whether data packages should be checked to ensure that they have been
received in the order sent. Values are “required” or “not_required.”

Default: not_required

mutual_auth

Requires remote server to provide proof of identify before a connection can be
established. Values are “required” or “not_required.”

Default: not_required

security_mechanism

Specifies the name of the network-based security mechanism.
Default: First security mechanism listed in libtcl.cfg.

unified_login

Indicates how Replication Server seeks outgoing connections and accepts
incoming connections. The values are:

« “required” —aways seeksto log in to remote server with a credential; only
acceptsincoming logins with a credential.

e “pot_required” —always seeksto log in to remote server with a password;
accepts incoming logins with a credentia or a password.

Note unified_login must be “required” before other security parameters can take
effect.

Default: not_required

Planning for compatible settings
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Replication Server accepts incoming logins and initiates logins to other
servers. Security parametersfor all incoming logins (when Replication Server
isacting as a server) are set with the configure replication server command.
Security parameters for outgoing logins (when Replication Server is acting as
aclient) are set as described in Table 8-7.

When you set up network-based security, you must plan for the interaction
between security settings at each end of the secured pathway. Security settings
at both ends of each pathway must be compatible.

Note It isthereplication system administrator’s responsibility to choose and
set security features for each server. Replication Server does not query the
security features of remote servers before attempting to establish a pathway.
An attempted login failsif security features at both ends of the pathway are not
compatible.
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Use configure replication server with the use_security_services parameter to
activate or deactivate all security services. Table 8-9 describes compatible
security settings for client/server interaction. If the security services
parameters are not compatible, for example, if a parameter is set to
“not_required” at the client and “required” at the server, the server does not
alow theclienttologin.

Table 8-9: Compatible client/server settings

Client Server
use_security_services “off”: no security Compatible settings:
services e use_security_services “off”, or
e use_security_services “on” and security feature “not required”
use_security_services “on” and security Compatible settings:

feature “not required”

e use_security_services “on” and security feature “not required,” or

e use_security_services “off”

use_security_services “on” and security Compatible settings:

feature “required”

e use_security_services “on” and security feature “required”

Configuring default values

Administration Guide

Use configure replication server to establish default security settings for all
outgoing logins (when Replication Server actsasaclient) and incoming logins
(when Replication Server acts as a server).

You can override default security settings for these outgoing pathways:

e Individua connections — see “ Configuring security for database
connections’ on page 219.

e Individua routes— see“ Configuring security for routes’ on page 221.

e The pathway from Replication Server to ID Server — see “ Configuring
security to the ID Server” on page 222.

Note You cannot override any default security settingsthat control security for
incoming logins.

When Replication Server seeks to open a pathway to another server, it checks
to seeif security parameters have been set specifically for that pathway. If not,
Replication Server usesthe default security settings determined using configure
replication server.

217



Managing network-based security

Examples

Requiring unified login

Requiring data
encryption

To set global security parameters, log in to Replication Server and execute
configure replication server at theisgl prompt. Here is the syntax:

configure replication server ({
set security mechanism to 'mechanism name' |
set security parameter to { 'required' |
'not_required' }}

You can set al of the configuration parameterslistedin Table 8-8 on page 215.
They are stored in the rs_config table in the RSSD. You must have sa
permission to execute them.

This section provides examples of using configure replication server.

To require all servers and users that connect to Replication Server to be
authenticated by the security mechanism, set unified_login to“required.” Login
to Replication Server and execute this command at the isql prompt:

configure replication server
set unified login to 'required'

If unified_login is“not_required”, Replication Server alows servers and users
to connect with either a credential or a password.

Note unified_login must be“required” for other security servicesto take effect.

To require al data sent or received by Replication Server to be encrypted, log
in to the Replication Server and execute this command at the isql prompt:

configure replication server
set msg_encryption to 'required'

Configuring security for the connection to the RSSD
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At startup, Replication Server contacts the RSSD for configuration
information. You can secure this pathway using network-based security.

When you set up Replication Server, rs_init creates the RSSD connection and
places default security information in the Replication Server configurationfile,
Rep_Server_name.cfg. By default, rs_init sets all network security parameters
to“not required.” If you want to secure the pathway, you must use atext editor
to change desired default values to “required.”
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Configuration values for the RSSD are preceded by an “RSSD " prefix. For
example:

* RSSD_mutual_auth
* RSSD_msg_origin_check
See Table 8-8 for alist and description of the available parameters.

Configuring security for database connections

To configure security for individual connections, use create connection or alter
connection. Security parameters configured with these commands affect
security for the outgoing connection to the data server. They override
parameters set with configure replication server.

Creating a secure connection

You can set security parameters when you create a connection with create
connection. Normally, you use this command to add connectionsto non-Sybase
databases.

Here isthe syntax for including security features with the create connection
command. See create connection in the Replication Server Reference Manual
for detailed information about using create connection.

create connection to data_ server.database...
set username [to] user
[set password [to] passwd]
[set security mechanism [to] 'mechanism name' |
set dsi exec_request sproc [to] { 'on' | 'off' } |
set security mechanism [to] 'mechanism name' |
set security parameter [to] { 'required' |

'not_required' } ]

Table 8-8 on page 215 describes the security parameters you can set with
create connection. In addition, you can set the dsi_exec _request_sproc
parameter described in Table 8-10 on page 220.

Connections parameters are stored in thers_config tablein the RSSD, and you
must have sa permission to execute them.
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security_parameter

Table 8-10: Special security parameters for connections
| Description

dsi_exec_request_sproc

Indicates whether request stored procedures at the primary Replication Server are* off”
or “on.” Usein multiple security-system environments. Refer to “Using more than one
security mechanism” on page 230 for more information.

Default: off

Security parameters set at both ends of a connection must be compatible. See
“Planning for compatible settings’” on page 216 for details.

Modifying security for a connection

Examples
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To change the security settings for a database connection, use alter connection.

Here is the syntax for altering security:

alter connection to data_server.database {

set
set
set
set

password to passwd |

security mechanism to 'mechanism name' |
dsi_exec request sproc to { 'on' | 'off' } |
security parameter to { 'required' |
'not_required' }}

Refer to Table 8-8 on page 215 and Table 8-10 on page 220 for alist and
description of parameters you can alter.

To change the security parameters of a database connection, perform these
steps at the Replication Server:

»  Execute suspend connection to suspend activity on the connection.

»  Executealter connection to change security parameters. Set one parameter
at atime.

»  Execute resume connection to resume activity on the connection.

This section provides some examples of using alter connection.

To require Replication Server to connect to the target database

(TOKYO_

DS.pubs2) with a credential, execute:

alter connection to TOKYO_DS.pubs2

Replication Server



CHAPTER 8 Managing Replication Server Security

set unified login to 'required'

Note unified_login must be “required” for other security servicesto take effect.

Toturn “off” request stored procedures at the TOKY O dataserver inamultiple
security-system environment, execute:

alter connection to TOKYO_DS.pubs2
set dsi_exec_request_sproc to 'off'

Configuring security for routes

You can configure security for individual routes using create route or alter
route. Security parameters configured with these commands affect security for
the outgoing login to the destination Replication Server. They override default
parameters set with configure replication server.

Creating a secure route

You can set security parameterswhen you create aroute. Here isthe syntax for
including security features using the create route command.

create route to dest replication server ({
[set username to 'user' ]

[set password to 'passwd' ]

[set security mechanism to 'mechanism name' |

set security parameter to { 'required' |
'not_required' } ]

Table 8-8 on page 215 describes the security parameters you can set with
createroute. They arestoredinthers_config tableinthe RSSD. You must have
sa permission to execute them.

Security parameters set at both ends of aroute must be compatible. See
“Planning for compatible settings” on page 216 for details.

Modifying security for a route

To change the security settings for a route, use the alter route command.

Log in to Replication Server and execute alter route at the isgl prompt. Hereis
the syntax for altering security:

alter route to dest replication server {
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set password to 'passwd' |

set security mechanism to 'mechanism name' |

set security parameter to { 'required' |
'not_required' }}

Table 8-8 on page 215 describes the security parameters you can change with
alter route.

To change the security parameters of aroute, you must first suspend the route.
Perform these steps at the Replication Server:

1 Execute suspend route to suspend activity on the route.

2 Execute alter route to change a security parameter. Change one parameter
at atime.

3 Execute resume route to resume activity on the route.

Examples

This section provides some examples of using alter route.

» Torequire Replication Server to connect to the target Replication Server
(TOKY O_RS) with a password, execute these commands:

alter route to TOKYO RS
set username 'TOKYO rsi user'
alter route to TOKYO RS
set password 'TOKYO rsi pw'
alter route to TOKYO RS
set unified login to 'not required'

Note If unified_login is“not_required,” you must specify an RSI user and
password.

»  To specify that all messages exchanged with the target Replication Server
(TOKYO_RYS) are checked for tampering, execute:

alter route to TOKYO RS
set msg_integrity to 'required'

Configuring security to the ID Server

To configure network-based security for the network connection from
Replication Server to ID Server, use configure replication server. The syntax is:

configure replication server
set id security param to { 'required' |
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'not_required' }

Refer to the Replication Server Reference Manual for complete syntax and
usage information about configure replication server.Table 8-8 on page 215
describes the security parameters you can set for the pathway to the ID Server.
They are stored in thers_config table in the RSSD. You must have sa
permission to configure them. To distinguish settings for this pathway, all 1D
Server parameters begin with the “id_" prefix. For example:

* id_msg_confidentiality
* id_security_mechanism

ID Server security parameters configured with configure replication server are
dynamic. They take effect immediately and do not require that you restart
Replication Server.

Examples

« Torequirethat the source of all messages be verified, log in to the source
Replication Server and enter:

configure replication server
set id_msg_origin_ check 'required'

e Torequirethat Replication Server logsin to ID Server with a credential,
enter:

configure replication server
set id unified login to 'required'

Configuring security for the RepAgent pathway

To set or change security parametersfor the pathway that RepAgent usesto log
in to Replication Server, use the sp_config_rep_agent system procedure. Refer
to sp_config_rep_agent in the Replication Server Reference Manual for
information about this Adaptive Server stored procedure.

To configure the RepAgent pathway, log in to Adaptive Server and execute
sp_config_rep_agent at the isgl prompt. Here is the syntax:

sp_configure_rep_agent dbname,
{'security mechanism' 'mechanism_name' |
'security_parameter' {'true' | 'false' }}

Administration Guide 223



Managing network-based security

Examples

Table 8-8 on page 215 describes the security parameters you can set with
sp_config_rep_agent. They are stored in the sysattributes table of the database
for which RepAgent is enabled. RepAgent parameters are dynamic. They take
effect immediately and do not require a reboot of Adaptive Server. You must
have sa or dbo permission to execute them.

Settings for the RepAgent pathway differ from typical Replication Server
settingsin two ways:

e For compatibility with other Adaptive Server parameters, parameters for
the RepAgent to Replication Server pathway are set to “true” or “false’
instead of “required” or “not_required,” respectively. The default value of
all parametersis“false.”

e The RepAgent parameter that specifies whether to validate the sequence
of messages received by Replication Server is
msg_out_of_sequence_check and not msg_sequence_check.

To enable, or disable, network-based security at Adaptive Server, or to make
other security changes at the Adaptive Server that affect RepAgent, refer to the
Adaptive Server Enterprise System Administration Guide.

This section provides some examples of using sp_config_rep_agent to
configure security.

» Torequirethat all messages be encrypted, execute:

sp_configure rep agent pubs2,
'msg confidentiality' 'true'

e To change the security mechanism for the RepAgent pathway to DCE,
execute:

sp_configure rep agent pubs2,
'security mechanism' 'dce'

Logging in to Replication Server
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Connect to Replication Server using a client application such asisgl or a
custom application program you create with Open Client Client-Library. The
isql utility includes command line options that enable network-based security
services for the connection to Replication Server.

Table 8-11 describes the command line options that you can use with isgl to
enable network-based security on the connection.
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Table 8-11: isql command line options for security

Option name

Meaning

K keytab_file

Use only with DCE security. It specifiesa DCE keytab file that contains the security key
for the user logging into the server. Keytab files can be created with the DCE dcecp
utility—see your DCE documentation for more information. Replication Server must
have read permission on thisfile.

Note For Kerberos users: Specify the location of the key tablefile using the key table
registry key entry (Windows 2000 or 2003).

-S server_name

Specifiesthe server’s network name. If unified loginis enabled, this option also specifies
the principal user.

-V security_options

Specifies unified login. With this option, the user must log in to the network’s security
system before running theisql utility. If a user specifiesthe -U option, the user must
supply the network user name known to the security mechanism; any password supplied
with the -P option isignored.

-V can be followed by a string of options that enable additional security services. Hereis
alist of options and the services they enable.

e ¢ —dataconfidentiaity

e i—dataintegrity

e m—mutual authentication

e o -—dataorigin stamping service
e r—datareplay detection

e g - out-of-sequence detection

-X

Specifies that connections are made with encrypted passwords.

-Z security_mechanism

Specifies the name of a security mechanism to use on the connection to Replication
Server.

Supported security mechanism names are listed in the libtcl.cfg file. If no security
mechanism is supplied, the default is used, which is the first security mechanism listed
under SECURITY in libtcl.cfg.

Examples of connecting to Replication Server

Connecting to
Replication Server
from the security
mechanism
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You can connect to Replication Server by logging in to the security mechanism
and then logging in to Replication Server, or you can log directly into
Replication Server.

You must include the -S flag to identify the principal user. Some samplelogins
follow.

To log infirst to the DCE security mechanism and then to Replication Server,
you can follow these steps:

1 Logintothe DCE security mechanism and receive a credential:
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Connecting to
Replication Server
from outside security

»  For DCE, enter
dce login user name password
»  For Kerberos, enter
kinit user name password
2 Loginto Replication Server with isql:
*  For DCE, enter
isgl -Srs_server name -Vsecurity option
»  For Kerberos, enter

isgl -Srs_server name -Vsecurity option

Note When using DCE, if you want to log in asanother user, you must include
the -U and -K options.

To connect to Replication Server from outsi de the security mechanism, you can
enter:

e For DCE, enter

isgl -Srs_server name -Uuser name
-Kkeytab file

»  For Kerberos, enter

isgl -Srs-server name -Yuser name

Borrowing security settings to secure other pathways
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The security services you use when logging in to Replication Server from the
command line not only secure the pathway between the client and the server,
they may also be duplicated later on in the session when Replication Server
opens other pathways.

Replication Server logsin to the primary Replication Server and the primary
database over informal pathways when executing these commands:

e  create subscription
*  drop subscription

® create route
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To secure these pathways, Replication Server borrows the security settings
entered by the user executing create subscription, drop subscription, Or create
route when that user logged in to Replication Server.

Maintaining network security

This section describes the tasks you perform to manage and maintain network
security.

Using set proxy to switch logins

When unified_login is enabled, Replication Server always logs in to remote
processes as the principal user. Nonetheless, Replication Server commands
must be executed on the target data server by the correct user for a particular
operation. For example, Replication Server must use the maintenance user
login name when applying changes to replicate databases. Replication Server
uses the Adaptive Server set proxy command to switch automatically from the
login user to the required user.

You can customize the set proxy command with thers_setproxy function string.
rs_setproxy changes the login name in a data server. rs_setproxy has function-
string-class scope.

Refer to the Replication Server Reference Manual for more information about
rs_setproxy.

Disabling network-based security

You can disable all security services with the configure replication server
command and the use_security_services to 'off' parameter.

When you disable network security, Replication Server does not accept
incoming loginswith security credentialsand does not attempt tologinto other
processes with a security credential. No security services are active.

Here isthe procedure for disabling security:

1 Logintothe Replication Server, and at theisgl prompt enter this
command:

configure replication server
set use_security services to 'off'
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2 Restart Replication Server by executing the repserver command or the
Replication Server run file. Refer to “Replication Server executable
program” on page 82 for information about the repserver command.

To enable network-based security at the Replication Server, refer to “ Setting
up network-based security” on page 206.

Changing the security mechanism

To change to another security mechanism, log in to Replication Server and
execute this command at the isgl prompt:

configure replication server
set security mechanism to 'mechanism name'

The security mechanism you change to must be installed and listed in the
SECURITY section of the libtcl.cfg file.

Resetting per-target values to default values

You can change all of your per-target security values for connections or routes
using the set security_services to ‘default’ option.

For connections

Use alter connection to change per-target security settings to global values set
with configure replication server.

Follow this procedure:

1 Logintothe Replication Server and execute the suspend connection
command at the isqgl command. Here is the syntax:

suspend connection to dataserver.database

2 Change security settings with the alter connection command. Here isthe
syntax:

alter connection to dataserver.database
set security security services to ‘default’

3 Resumethe route or connection with the resume connection command for
the changes to take effect. Here is the syntax:

resume connection to dataserver.database

Changes take effect after you resume the connection. This procedure does not
affect the configuration of use_security_services.
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For routes

Usetheset security_services to 'default' parameter with alter route to change per-
target security settingsto global values set with configure replication server.

Follow this procedure:
e Suspend the route. Enter:

suspend route to dest replication server
»  Alter theroute. Enter:

alter route to dest replication server
set security services to 'default'

* Resumetheroute. Enter:
resume route to dest replication server

Changes take effect after you resume the route. This procedure does not affect
the configuration of use_security_services.

Viewing information about security services

You can display information about the Replication Server network-based
security using the admin security_property and admin security_setting
commands.

What security mechanisms and services are available?

To find out which security mechanisms and services are supported at the
Replication Server, execute the admin security_property command at the isg|
prompt:

admin security_property[, security_mechanism]

Replication Server displays the name of supported security mechanisms, the
security services available for that mechanism, and whether or not those
services are supported at your site.

What are the current security settings?
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To determine the status of supported security services, use the admin
security_setting command. You can view status information for security
parameters that have been set for routes and/or the ID Server. You can use the
following syntax, where rs_idserver isthe name of the ID Server and
rep_server isthe name of the destination Replication Server:

admin security_setting|[, rs_idserver |, rep_server ]
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Mapping a security system login to a Replication Server login

Your network-based security mechanism may use login names that are not
valid on Replication Server. For example, login names on Replication Server
must not exceed 30 characters or include certain special characters such as*,
(, and %. Login names on Replication Server must be valid identifiers, which
are described in “Identifiers’ in Chapter 2 of the Replication Server Reference
Manual.

If the security login nameis not avalid identifier, Replication Server
automatically maps invalid charactersto valid characters and truncates login
names at 30 characters. Table 8-12 describes how Replication Server translates
invalid characters.

Table 8-12: Replication Server converts invalid characters

Invalid characters Convert to
\%&,:=>""~ an underscore: _
In).<?{} adoller sign: $
s+ apound sign: #

Using more than one security mechanism
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If your replication system supports multiple security mechanisms, you may
need to install more than one security mechanism on your Replication Server
to ensure that both ends of each pathway can support the same mechanism. In
this scenario, you can:

1 Configure the Replication Server, for al routes, connections, and other
pathways, using configure replication server. Make sure that the default
security mechanism nameis the first one listed under SECURITY in the
libtcl.cfg file.

2 Configure security for theindividual pathwaysthat use adifferent security
mechanism. Make sure that the security mechanismislisted in libtcl.cfg.
Table 8-7 lists pathways and the methods for securing them.

To find out the security mechanisms and supported security parameters of the
Replication Server, use the admin security_property command. To find out the
security mechanismsand current settings of aparticular pathway, use the admin
security_settings command. Refer to “Viewing information about security
services’ on page 229 for more information.
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Potential security issue

If different security mechanismsare used at the primary and replicate databases
and Adaptive Server user names cannot be guaranteed unique at these sites, a
potential security breach exists for request stored procedures.

If this scenario exists on your system, you can make sure that security is
maintained by turning “ off” the dsi_exec_proc parameter for the connection
with the primary database. Executing alter connection and turning
dsi_exec_proc “off” disablesthe Replication Server request-stored-procedures
feature.

Here isthe syntax:

alter connection to data server.database
set dsi_exec_request_sproc 'off'

Managing SSL security

SSL overview
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The Replication Server secure sockets layer (SSL) Advanced Security option
provides session-based security. SSL isthe standard for securing the
transmission of sensitive information, such as credit card numbers and stock
trades, over the Internet.

SSL, also called Transport Layer Security (TLS), provides alightweight, easy-
to-administer security mechanism with several encryption algorithms. It is
intended for use over those database connections and routes where increased
security isrequired.

SSL uses certificates issued by certificate authorities (CAS) to establish and
verify identities. A certificateis like an electronic passport; it contains all the
information necessary to identify an entity, including the public key of the
certified entity and the signature of the issuing CA.

This document providesinstructions for setting up SSL on Replication Server.
See documentation from your third-party SSL security mechanism for
instructions for using that software. See also the Internet Engineering Task
Force (IETF) Web site for additional information.

An SSL installation requires these items:
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The SSL handshake

Certificate authority —avalid entity that verifies and signs certificates.
Each CA hasits own verification policies for issuing digital signatures.

Certificate — an electronic document that identifies a server, a user, an
organization, or other entity. A certificate contains the public key of the
certified entity and a signature of the issuing CA.

Filter —aspecial network driver that filters information delivered to and
from a port.

Identity file — concatenates a certificate and the certificate’s private key.

Trusted roots file — contains alist of certificates. Open Client/Server
accepts only those CAs listed in the trusted roots file.

Cipher Suites—aset of cryptographic algorithmsfor authenticating aclient
and server, transmitting certificates, encrypting data, and establishing
security session keys.

The SSL protocol runs above TCP/IP and bel ow application protocols such as
HTTP or TDS. Before the SSL connection is established, the server and client
exchange a series of 1/0 round trips to negotiate and agree upon a secure
encrypted session. This processiis called the SSL handshake.

The standard SSL handshake consists of these steps:

1

The client sends a connection request, which includesthe SSL optionsthe
client supports, to the server.

The server returnsits certificate and a list of supported encryption
algorithms called CipherSuites, key-exchange algorithms, and digital
signatures.

Both client and server agree on a CipherSuite, and a secure, encrypted
session is established.

SSL on Replication Server

Replication Server does not directly invoke SSL APIs. Replication Server SSL
support is based on functionality provided by Sybase Open Client/Server.
Sybase usesthe SSSPlus™ library API from Certicom to support SSL in Open
Client/Server applications. See the Open Server Server-Library/C Reference
Manual for a complete description of Open Client/Server support for SSL.
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Requirements

Replication Server Advanced Security option supports server authentication
and data encryption; it does not support client authentication. For incoming
connections, Replication Server supports both SSL and non-SSL ports. For
outgoing connections, Replication Server supports both SSL and non-SSL
ports on the target server. Clients must log in to the server using a user name
and password. Replication Server verifies the user name and password. Once
this connection is made, a secure encrypted session can be established.

Use of SSL-secured links can impact Replication Server performance. Sybase
recommends SSL only for those connections or routes that transmit sensitive
data.

RS 15.0or later supports TLS version 1.0 or 2.0; it does not support SSL
version 3.0.

eSS requires Replication Server version 12.5 and | ater. Earlier versions of
Replication Server do not support SSL.

e TheReplication Server Administrator must generate and secure the server
certificates and trusted root CA certificates as files outside Replication
Server.

Setting up SSL security
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Before setting up SSL serviceson Replication Server review the SSL Plus user
documentation and documentation for any third-party SSL security software
you are using.

To set up SSL services on Replication Server, follow these steps:

1 Edit $SYBASE/$SYBASE_OCS/config/libtcl.cfg to include SSL driver
location.

2  Edit $SYBASE/config/trusted.txt to include trusted CA certificates.

3 Obtain acertificate from atrusted CA for each Replication Server
accepting SSL connections.

4  Createtheidentity file that concatenates a certificate and its private key.
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5 Users_init to enable SSL on Replication Server and to add an encrypted
SSL password to the Replication Server configuration file.

Note You can aso enable and disable SSL on Replication Server using
configure replication server and the use_ssl option.

6 Createan SSL entry in the Replication Server interfacesfile or directory
service.

7 Restart Replication Server.

See the Replication Server Configuration Guide for detailed instructions for
each of these steps.

Enabling SSL security

You can enable or disable the SSL security feature using rs_init; you can also
enableor disable SSL using configure replication server with the use_ssl option.

To enable configure replication server, enter:

configure replication server
set use_ssl to 'on'

Set use_ssl to “off” to disable SSL. By default, SSL is not enabled on
Replication Server. When use_ssl is“off,” Replication Server does not accept
SSL connections.

use_ssl isastatic option. You must restart Replication Server after you change
itsvalue.
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This chapter describes setting up and managing replicated tables.
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You can copy datafrom one database to another in different ways

depending on which method best suits the needs at your site:

Using asingle database replication definition that lets you choose
whether or not to replicate individual tables, transactions, functions,
system stored procedures, and data definition language (DDL).

See Chapter 12, “Managing Replicated Objects Using Multi-Site
Availability,” for more information about database replication

definitions and multi-site availability (MSA).

Using function replication definitions, where each one identifies a

specific system stored procedure for replication.

See Chapter 10, “Managing Replicated Functions,” for information
about setting up and managing function replication definitions.
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» Using table replication definitions, where each one identifies a specific
table for replication and, optionally, specifies a subset of columnsto be
replicated.

This chapter discusses the preparations, the procedures, and the specific
commands used to manage replicate tables, table replication definitions,
and publications.

Replication Server allows you to copy and update data from atable in one
database—the primary—to atable in another database—the replicate.

Note The primary database is aso referred to as the “source.” The replicate
database is also referred to as the “destination.”

To establish atable as the source, you create a replication definition that
specifies the location of the data you want to copy and describes the structure
of the table in which the data resides.

Before you copy datafrom the sourcetable, you must also create aduplicate of
the table in the destination data server. Then, in the Replication Server that
manages the destination table, you create a subscription to the replication
definition. A subscription resembles a SQL select statement.

If you do not want to duplicate all of atable'sdata, Replication Server letsyou
specify asubset of columnsto copy in the replication definition or use awhere
clause in the subscription to specify a subset of rows to receive.

You can include replication definitionsfor related tables and stored procedures
in apublication and then create subscriptions against all of them as a group.
When you use publications you can organize your subscriptions and monitor
status information for all subscriptions in the group with a single command.

You can change the datatype of replicated values using the heterogeneous
datatype support (HDS) feature. HDS allows you to translate the datatype of a
replicated column value to a datatype acceptable to the replicate data server.
You can use HDS in Sybase environments, in non-Sybase environments, and
in mixed Sybase and non-Sybase data server environments.
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See Chapter 11, “Managing Subscriptions” for information on creating
subscriptions for individual replication definitions and for publications. See
“Subscription example” on page 368 for an example of the entire transaction
replication process.

Planning a replication system

This section summarizes the information you need to consider when planning
your replication system. See the Replication Server Design Guide for more
information.

Design considerations
When you set up areplication system, consider the following:

e Security, including user login names and passwords, permissions required
for executing commands, and third-party security systems. See Chapter 8,
“Managing Replication Server Security”.

«  Concurrency control; specifically, protecting your replication system from
conflictsthat may result from data being modified by one client whenitis
also being used by another. See “ Transaction Management” in Chapter 1
of the Replication Server Design Guide.

*  CPU, memory, disk, and network resources. See Appendix A, “Capacity
Planning,” in the Replication Server Design Guide.

»  Consider your replicated data model and routing scheme. See Chapter 1,
“Introduction” and Chapter 6, “Managing Routes”.

* Requirementsfor using heterogeneous data servers as data sources or data
destinations. Refer to “ Heterogeneous Data Server Support” in Chapter 1,
“Introduction,” in the Replication Server Design Guide.

«  Compatibility between Adaptive Servers and Replication Servers of
different versions. See “Restrictions on data replication” on page 238.

For information about Sybase compatibility issues, see the release bulletin for
your platform.
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Restrictions on data replication

When you design your replication system, you should also consider the
following restrictions.

Adaptive Server and Replication Server system tables cannot be copied
during normal replication. However, the execution of supported
commands and system procedures on certain system tables can be copied
inwarm standby applications. Refer to “What information is replicated?’
on page 61 for more information. In addition, some data is automatically
copied between RSSDs in the replication system.

Tables that you want to copy must have unique primary keys.

Client applications should not update unique index or primary key
columns in away that akey could duplicate the key of another row.
Because of the way Replication Server copies transactions, this type of
update could result in duplicate rows or errors at replicate databases.

For example, if pk_col isthe primary key column for table1, the following
command could cause errors or incorrect data at the replicate database:

update tablel
set pk col = pk col + 1

If thereisaprimary key or unigue index constraint on the replicate table,
the updatesfail and the DSI thread for the replicate database is suspended.

If atrigger is associated with areplicate table, do not put a commit
statement inside the trigger. Triggersthat contain commit statements at
replicate sites may cause a duplicate key and make Replication Server
recovery fail.

Replication Servers of different versions can work together in the same
replication system, but certain features may be restricted. See “ Mixed-
version replication systems’ on page 18 for more information.

Virtual computed columns cannot be replicated since Replication Agent
cannot forward virtual columnsto Replication Server, and Replication
Server cannot insert or update virtual columns.

Preparing areplication system
Before you replicate data, complete the following preparatory tasks:
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Set up the replication system:
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e Instal Replication Servers. See the Replication Server installation
and configuration guides for your platform.

e Create the databases that will be the primary and replicate. Seethe
Adaptive Server Enterprise Reference Manual or the documentation
for your non-Sybase database software.

«  Establish connections from Replication Servers to the primary and
replicate databases.

Seethe Replication Server Configuration Guidefor your platform and
Creating database connections in Chapter 7, “Managing Database
Connections.”

«  Establish all necessary routes between Replication Servers. See
Chapter 6, “Managing Routes.”

e Configure and start up database RepAgent for source databases. See
Chapter 4, “Managing a Replication System.”

e Verify that al replication system components are working. See Chapter 1,
“Verifying and Monitoring Replication Server” in the Replication Server
Administration Guide Volume 2.

Refer to the Replication Server installation and configuration guides for
your platform for more information. Also see Chapter 4, “Managing a
Replication System” for more information about starting and stopping
Replication Servers.

Summarizing the process
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This section describes how to replicate data between tables. For more
information, see“ Specifying data for replication” on page 32, and the
following tables:

e Table9-1o0n page 243
e Table10-1 on page 323
e Table 11-3 on page 356

For information about how to group replication definitions in publications and
create publication subscriptions against them, see “Using publications” on
page 298 and “Using publication subscriptions’” on page 381.
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Replication procedure

Thefollowing procedure summarizes the steps required to replicate data using
tabl e replication definitions and subscriptions, and where to turn for detailed
instructions. For an example of the entire process, see “ Subscription example”
on page 368.
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Be sure you understand the issues described in “ Planning a replication
system” on page 237. Verify that you prepared the replication system as
described under “ Preparing a replication system” on page 238.

Create the table as the Database Owner in the primary database, if it does
not already exist, or, if there is a different table owner, specify the table
owner name when you create the replication definition.

* InAdaptive Server, use create table to create the table, or use sp_help
to verify that the table exists.

e If you are replicating data from a source other than Adaptive Server,
create the table according to the instructions for your database
software. Other data server stepsin this procedure may vary for
heterogeneous replication.

In the primary Replication Server, create one or more replication
definitions for the table from which you want to copy data. Each
replication definition can be subscribed to by a different site that uses a
different table view.

When you create replication definitions, anticipate the requirements for
the subscribing table, asdescribed in step 8. Thereplication definition may
contain all or a subset of the columnsin the source table. It may specify
the same or different table names, owner names, column names, or
datatypesfor the source and destination tables. It may change the datatype
of the replicated value.

See “Using the create replication definition command” on page 245 for
details. See also “Creating multiple replication definitions per table” on
page 259.

If you are using publications, execute the following steps at the primary
Replication Server.

e Create one or more publications for the tables you want to replicate
using create publication.

Replication Server



CHAPTER 9 Managing Replicated Tables

Administration Guide

e Createoneor more articles, replication definition extensions, for
each replication definition you want to include in the publication
using create article. You caninclude awhere clauseto specify asubset
of rows to send to the destination database.

e Vadlidate the publications, using validate publication, so that you can
create subscriptions against them.

See “Using publications’ on page 298 for more information about
creating publications.

Mark the source table for replication.

In the primary Adaptive Server, use sp_setreptable to enable table
replication. This step allows the RepAgent thread to forward transactions
for the table to the primary Replication Server.

Note For non-Adaptive Server primaries, see your Replication Agent
documentation for instructions on marking tables and columns.

See “Marking tables for replication” on page 264 for details.

If the source table contains text, unitext, image, or rawobject columns, you
may need to use sp_setrepcol in the primary Adaptive Server to adjust the
replication status for these columns.

Note For non-Adaptive Server primaries, see your Replication Agent
documentation for instructions.

See “Replicating text, unitext, image, and rawobject columns’ on page
271 for details.

Prepare alogin name for the user creating the subscription. Login names
that create subscriptions at destination Replication Servers must al so exist
at the source Replication Server.

See Chapter 8, “Managing Replication Server Security”

Inthereplicate database, create atable that matches the schema published
by the replication definition. Create the destination table as the Database
Owner or as the same table owner specified in the replication definition.

In Adaptive Server, use create table to create the table, or use sp_help to
verify that the table exists.
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The destination table may havethe same or different name and/or the same
or different owner name as the source table. It may contain all or a subset
of the columns in the source table, with the same or different column
names or datatypes. The replication definition must specify any such
differences between the source and destination tables.

Note The destination table may include a column that is not in the
replication definition if the column accepts null values, has a defined
default value, or you use a custom function string to apply a value to that
column.

Grant the replicate database maintenance user login name select, insert,
delete, and update permissions on the destination table. The maintenance
user executes commands for replicated transactions.

See Chapter 8, “Managing Replication Server Security”.

If necessary, customize your database operations using functions, function
strings, and function-string classes. Replication Server function strings
execute data server operations.

See Chapter 2, “ Customizing Database Operations’ in the Replication
Server Administration Guide Volume 2 for details.

Create a subscription in the replicate Replication Server. If you are using
publications, proceed to step 12.

Loginto areplicate Replication Server and create one or more
subscriptions to the table replication definition for the data you want to
copy. You can subscribe to al the rowsin the replication definition’s
columns, or use awhere clause to copy only certain rows.

A replicate database can subscribe to multiple replication definitions of a
primary (source) table, but areplicate table can subscribe to only one
replication definition of a source table.

When you create a subscription, the destination table isfilled in with the
initial table datain a process called materialization. In most cases,
Replication Server copies data into the destination table automatically.
You can also manually materialize the data.

See Chapter 11, “Managing Subscriptions’ for more information about
creating and materializing subscriptions.

If you are using publications, create a publication subscription against the
publications created in step 4. Execute create subscription at the replicate
Replication Server.
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When you create a publication subscription, Replication Server creates
subscriptions against each articlein the publication. Article subscriptions
do not contain where clauses.

See “Using publication subscriptions” on page 381 for moreinformation
about publication subscriptions.

Check the subscription status.

Verify that the subscription data has fully materialized in the replicate
database and that transactions are replicating successfully.

See Chapter 11, “Managing Subscriptions” for details.

Commands for managing table replication definitions

Table 9-1 lists the Replication Server commands for working with table
replication definitions.

Table 9-1: Commands for managing table replication definitions

Command Task

create replication definition Createsareplication definition for aprimary table, which describesthe columnsyou
want to copy, the location of the table, and other information. See “ Creating
replication definitions” on page 244.

alter replication definition Modifies an existing replication definition in avariety of ways, including:

Adding columns

Add or drop primary keys

Add or drop searchable columns from the replication definition

Specifying different replicate table, table owner, column name, or datatype
Changing minimal column replication

Add or alter column-level datatype translations

Change text, unitext, image, or rawobject column replication status

Change how thereplication definition is used in replicating to a standby database

See" Altering replication definitions’ on page 289.

drop replication definition Removes a replication definition from the replication system. You must drop all
subscriptions for areplication definition before you can drop the replication
definition. See “ Dropping replication definitions’ on page 294.
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Creating replication definitions

A replication definition describes the source table to Replication Server,
specifying the columns you want to copy. It may also describe attributes of the
destination table. Destination tablesthat match the specified characteristics can
subscribe to the replication definition. You can create multiple replication
definitions for the same primary table, each customized for a particular use.
See “Creating multiple replication definitions per table” on page 259.

To create areplication definition, use create replication definition at the
Replication Server managing the source table. See “Using the create
replication definition command” on page 245.

Information about each replication definition is sent to each qualifying
Replication Server with aroute from the primary Replication Server.
Replication Server version 11.5 (and later) receives information about all
replication definitions. Replication Server version 11.0.x (and earlier) receives
information about no more than one replication definition per primary table.
See" Replication definition restrictions in mixed-version systems’ on page
262 for details.

Replication definitions are stored in the rs_objects and rs_columns system
tablesin the RSSD. The primary version of areplication definition resides at
the primary Replication Server.

Replication definition settings
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Each replication definition must include the following information:
»  The name of the replication definition.
*  Thenames of the source and destination tables.

Replication Server assumes that the replication definition name is the
name of both the source and destination tables, unless you specify
differently.

*  Thename of the data server and database where the source tableislocated.

*  The column names and datatypes that you want to copy. You can copy all
or asubset of the sourcetable’s columns. The replicate column names and
datatypes are the same as the primary column names and datatypes, unless
you specify differently.

»  The primary key—one or more columns that uniquely identify each row
in the source table.
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Optionally, areplication definition may also include:

*  Thenames of the owners of the source and destination tables. The default
table owner is the Database Owner (dbo).

e The names of searchable columns—columnsthat can be specified in the
where clause of a subscription to indicate the rows from the primary table
to copy into the destination table.

e For awarm standby application, whether to use the replication definition
to copy datainto a standby database and whether to copy all of thetable's
columns or just the columnsin the definition’s column list.

e Whether to copy only the minimal number of columns required for update
and delete operations. This option may enhance overall system
performance.

* Replication options for text, unitext, image, and rawobject columns.

e Column-level datatype trandations

Using the create replication definition command
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Use create replication definition to describe characteristicsto Replication Server
of atable you want to replicate.

Execute create replication definition at the Replication Server that manages the
source table's database. A replication definition must include the name of the
source data server and database.

Thefollowing exampl e creates a basic replication definition named publishers
for source and destination tables with the same name. The primary databaseis
pubs2 managed by the TOKY O_DS data server. All of thetable’scolumnsare
included and the pub_id column is specified as the primary key.

create replication definition publishers
with primary at TOKYO DS.pubs2

(pub_id char(4), pub name varchar (40),
city varchar(20), state char(2))

primary key (pub id)

Each part of the command is discussed in the following subsections. See create
replication definition in Chapter 3, “Replication Server Commands’ in the
Replication Server Reference Manual for complete command syntax and usage
guidelines.
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Specifying the replication definition name and table names

A replication definition hasaglobal name space—that is, at every Replication
Server with routes from the primary Replication Server, the name refersto the
same replication definition.

Replication Server cannot always enforce the uni que-name requirement when
you enter create replication definition. You must ensure that there is no existing
replication definition (table or function) with the same name when you create
anew replication definition.

By default, the replication definition name is the name of both the source and
destination tables.

In some instances, you may need to use different names for your source and
destination tables, or different names for your tables and replication
definitions. Include one of the optional clauses with all tables named, with
primary table named, Or with replicate table named to specify table nameswhere
they differ from the replication definition name.

When source and destination tables share the same name

When the source table and all destination tables share the same name but you
want to give the replication definition a different name, use with all tables
named to specify the table names.

For example, to create areplication definition named publishers_rep for source
and destination tables named publishers, enter this command:

create replication definition publishers rep
with primary at TOKYO DS.pubs2
with all tables named publishers

When source and destination tables have different names
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When the source table and any destination tables have different names, use with
primary table named to specify the name of the sourcetable, or usewith replicate
table named to specify the destination table name. You can use one of these
clauses or both of them together.

If you don't specify different table names, the replication definition nameis
assumed by Replication Server to be the name of both the source and
destination tables.

For example, to create areplication definition named publishers_rep for a
source table named publishers1 and destination tables named publishers2, enter:

Replication Server



CHAPTER 9 Managing Replicated Tables

create replication definition publishers rep
with primary at TOKYO DS.pubs2

with primary table named publishersl

with replicate table named publishers2

For areplication definition and a source table named publishers, and
destination tables named publishers2, enter:

create replication definition publishers
with primary at TOKYO DS.pubs2
with replicate table named publishers2

In this example, the publishers replication definition also becomes the source
table’s name.

Specifying the name of the source or destination table owner

You can specify the table owner’s name as an optional qualifier along with the
name of the source or destination table. Data server operations may fail if the
table owner does not correspond to what is specified in the replication
definition.

For example, to create areplication definition for the publishers source table
and the publishers2 destination table owned by the user “ravi,” enter:

create replication definition publishers
with primary at TOKYO DS.pubs2
with replicate table named ravi.publishers2

Specifying column names and datatypes
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When you create a replication definition, you list the names and datatypes of
the columns from the table that you want to copy.

A column’s name and datatype will be the same in the replicate table asin the
primary table unlessyou specify adifferent replicate (published) column name
or datatype.

Enclosethe names of all of the columns and their datatypesin parentheses. For
multiple columns, separate each column and its datatype from the next column
with acomma

For example, the following command creates a replication definition named
publishers_rep1 for source and destination tables named publishers. It includes
all the columns and their datatypes.
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create replication definition publishers repl
with primary at TOKYO DS.pubs2

with all tables named publishers

(pub_id char(4),

pub _name varchar (40),

city varchar (20),

state char(2))

primary key (pub_id)

Thefollowing command creates areplication definition named publishers_rep2
that omitsthe city column. Destination sitesthat do not require this column can
subscribe to this replication definition.

create replication definition publishers rep2
with primary at TOKYO DS.pubs2

with all tables named publishers

(pub_id char(4),

pub_name varchar (40),

state char(2))

primary key (pub_id)

Performanceis best if columns are listed in the same order in the replication
definition as in the tables themselves.

You can use only datatypes supported by Replication Server. If aprimary table
has columnswith user-defined datatypes, you must use a compatible supported
datatype in the replication definition. You can also employ user-defined
datatypes supplied with Replication Server after you install them.

Refer to “Datatypes’ in Chapter 2, “Topics,” in the Replication Server
Reference Manual for complete details on the datatypes supported by
Replication Server.

When source and destination columns have different names
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When you want only one replication definition for a source table, and the
source column names differ from their destination counterparts, use the
column_name as replicate_column_name clause in the replication definition.

For example, for a source table named publishers1 and a destination table
named publishers2, where the source column publ_name corresponds to the
destination column pub2_name, enter this;

create replication definition publishers rep
with primary at TOKYO DS.pubs2

with primary table named publishersl

with replicate table named publishers2
(pub_id char(4),
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publ name as pub2 name varchar (40),
city varchar(20),

state char(2))

primary key (pub id)

Datatypes in multiple primary table replication definitions

When you create multiple replication definitions for the same sourcetable, the
declared column datatype (the column datatype in the primary table) must be
the same, except when the column’s datatype is rawobject or rawobject in row,
which correspond respectively to the image and varbinary datatypes.
Specifically you can:

*  Declare acolumn’s datatype as rawobject in one replication definition, but
declare the same column’s datatype as image in another replication
definition for the same table

*  Declare a column’s datatype as rawobject in row in one replication
definition, but declare the same column’s datatype as varbinary in another
replication definition for the same table

Thereplicate (published) column datatype can be different between replication
definitions for the same table, with no restrictions.

When acolumnislisted in an existing replication definition for aprimary table,
specifying the column datatype is optional in subsequent replication
definitions for the same primary table—the datatype is inherited from the
previous replication definition and retai ned for the subsequent definition, even
if the first definition (where you specified the datatype) is dropped.

To change acolumn datatype, usethe alter replication definition command. Refer
to “Altering column datatypes’ on page 292.

Additional columns in the replicate table
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Thereplicatetable may include acolumnthat isnot inthereplication definition
if the column has a defined default value or you use a custom function string to
apply avalue to that column.

Columns can be specified to accept null valuesin create table. When source
rows are copied to the destination table, extra columns are filled with null
values or may be updated separately by the local data server.
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Including text, unitext, image, and Java columns

Using Special Datatypes

» Tocopy text, unitext, image, or the Java datatypes rawobject and rawobject
in row column data to any destination site, include those columnsin the
replication definition. Replicating text, unitext, image, or Java columns
involves additional special procedures and considerations.

See “Replicating text, unitext, image, and rawobject columns’ on page 271
and “ Java datatypesin Replication Server” on page 268 for moreinformation.

To distribute updates to particular sites, use the rs_address specia datatype.
See“Using thers address datatype” on page 282 and “ Bitmap subscriptions’
on page 374 for more information.

You can also use the identity special datatype if the table you are copying
containsan IDENTITY column. See “Replicating IDENTITY columns’ on
page 283 for more information.

Using user-defined datatypes

To change the datatype of the replicated value at the primary database to a
datatype acceptable to the replicate database, use user-defined datatypes. See
“Tranglating datatypes using HDS’ on page 307 for more information.

Specifying the primary key
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The primary key isthe column or combination of columns that uniquely
identifies each row. Although many data servers, including Adaptive Server,
allow tables that contain duplicate rows, Replication Server requires that the
source and destination tables have unique val ues for the primary key columns
in each row.

You must include the primary key clause in create replication definition to
identify the primary key columns in the source table. Primary key columns
must also beincluded in the column list.

When Replication Server applies the default rs_update or rs_delete function
string at a destination site, it specifies values for the primary key in the where
clause of the update or delete statement.

Enclose the names of the primary key columns in parentheses. For example:

create replication definition publishers
with primary at TOKYO DS.pubs2
(pub_id char(4), pub _name varchar (40),

Replication Server



CHAPTER 9 Managing Replicated Tables

city varchar(20), state char(2))
primary key (pub id)

For multiple primary key columns, separate each column from the next with a
comma.

Note You cannot include columns of datatypes, text, unitext, image, rawobject,
rawobject in row Or rs_address as part of the primary key.

Specifying searchable columns

Usesearchable columns in create replication definition to specify which columns
to usein the where clause of create subscription or define subscription (Or create
article for publications) to restrict the rows copied to a subscribing site. If you
do not include a searchable columns clause in areplication definition, you
cannot use awhere clause in asubscription or article that references that
replication definition.

Enclose the names of the searchable columns in parentheses. For multiple
searchable columns, separate each column from the next with a comma.

In the following example, three columns, pub_id, pub_name, and state, are
specified as searchable columns. You can include any of these columnsin a
subscription’s where clause.

create replication definition publishers
with primary at TOKYO DS.pubs2

(pub_id char(4), pub _name varchar (40),

city varchar(20), state char(2))

primary key (pub id)

searchable columns (pub id, pub name, state)

See“Using thewhere clause” on page 357 for additional information on using
where in subscriptions.

Restrictions on searchable columns
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Searchabl e columns have the following restrictions:

*  You cannot specify text, unitext, image, or Java rawobject Or rawobject in
row columns as searchable columns.

¢ Columnsincluded in the searchable columns clause cannot have null
values.
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e To perform bitmap comparison using the where clause in the subscription,
you must include any columns that use the rs_address datatype in the
replication definition’s searchable columns clause. See “Using the
rs_address datatype’ on page 282 for more information.

*  The more searchable columnsin the searchable columns list of a
replication definition, the slower Replication Server processes
subscriptions; that is, the fewer searchable columns, the more efficiently
Replication Server evaluates rows against subscriptions for the table.

Replicating the minimal set of columns
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Normally, Replication Server sendsall the columnsin each row when applying
updates and deletes, as well as inserts, in each replicate database. Replication
Server normally sends maximum columns to the standby database—if
replication definitions are not used for the table or the replication definitions
are not used for the standby connection.

Note You must send all columns when replicating to SQL Remote databases.
Do not send minimal columns or replication will fail.

To enhance replication system performance, specify replicate minimal columns
in create replication definition. This clause lets you send only those columnsthat
are required for delete and update operations to replicate databases.

When you set replicate minimal columns:

»  For adelete operation, the source Replication Server sends only the
primary key columnsto destination Replication Servers or the standby
database.

»  For an update operation, the source Replication Server sends only the
columns modified by the update operation and the primary key columns,
to destination Replication Servers or the standby database.

Note replicate minimal columns does not apply to insert operations, for which
all columns are copied.

A destination Replication Server usesthe primary key columnsin constructing
the data server commands that it applies to the replicate or the standby
database.

The following replication definition includes replicate minimal columns:
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create replication definition publishers
with primary at TOKYO DS.pubs2

(pub_id char(4), pub name varchar (40),
city varchar(20), state char(2))

primary key (pub id)

replicate minimal columns

Changing minimal columns setting

Use alter replication definition to change an existing replication definition to
replicate only the minimal set of columns or to replicate all columns.

Minimal columns and rs_update and rs_delete function strings

If you specify replicate minimal columns and need to create non-default
rs_update and rs_delete function strings, use thers_default_fs function string
variable to represent the default function string behavior. See “ Using the
default system variable” on page 49 for details.

Minimal columns and Autocorrection

If you specify replicate minimal columns, you cannot aso specify
autocorrection, which corrects discrepancies that may occur during
materialization by converting each update or insert operation into a delete
followed by an insert.

If you set autocorrection on before you specify minimal columns (for example,
using alter replication definition), autocorrection is not performed. Replication
Server logs informational messages for any update operations.

You must set autocorrection on when you create a subscription using
nonatomic materialization. If minimal column replication is set for the
replication definition and you create a new subscription that uses nonatomic
materialization or the bulk materialization method that simul ates nonatomic
materialization, autocorrection cannot resolve inconsistencies.

See Chapter 11, “Managing Subscriptions” for details on materialization
methods. See“ Using autocorrection” on page 342 for moreinformation onthis
command.

Administration Guide 253



Creating replication definitions

Using replication definitions with warm standby applications
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You do not need to use replication definitions with warm standby applications.
However, you can use them to control the flow of information to the standby
database—even though no subscriptions are needed. You can create replication
definitions just for replication to the standby database or use existing
replication definitions for this purpose.

Use send standby in create replication definition as follows:

» Usesend standby in any form to replicate transaction datainto the standby
database using this replication definition. Replication Server uses the
replication definition’s primary key and minimal columns setting.

See “ Specifying the primary key” on page 250 and “ Replicating the
minimal set of columns” on page 252 for more information.

»  Usesend standby or send standby all columns to send all columnsin the
table to a standby database.

»  Use send standby replication definition columns to send only the columns
specified in the replication definition to a standby database.

If you omit send standby, another replication definition may be used in
replicating data for this table to the standby database, or no replication
definition may be used.

The replication definition in the following exampl e replicates transactionsto a
standby database. The primary key and minimal set of columns settingswill be
used in standby replication. Only the columns specified in the replication
definition will be replicated into the standby database—the city column is
omitted from this replication definition.

create replication definition publishers ws
with primary at LDS.pubs2

with all tables named 'publishers'

(pub_id char(4),

pub _name varchar (40),

state char(2))

primary key (pub_id)

send standby replication definition columns
replicate minimal columns

If areplication definition aready exists for the same primary table and is
marked for use by the standby, creating anew replication definition using send
standby (or altering another replication definition) unmarks the previous
replication definition as being used by the standby.
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See “Using replication definitions and subscriptions” on page 110 in the
Replication Server Administration Guide Volume 2 for moreinformation about
using replication definitions with warm standby applications.

Specifying text, unitext, and image column replication
To create areplication definition for atable that containstext, unitext, or image
columns datatypes:

¢ Include eachtext, unitext, or image column that you want to replicatein the
column list, and

e Include each column in the optional clauses replicate_if _changed or
always_replicate.

In each clause, enclose the names of the text and image columnsin
parentheses. For multiple columns, separate each column from the next
with a comma.

«  Ensurethat each text, unitext, or image column has a corresponding status
in Adaptive Server.

See“ Replicating text, unitext, image, and rawobject columns’ on page 271 for
more information on replicating text, unitext, and image columns.

See" Replicating text, unitext, image, and rawobject data” on page 70 in the
Replication Server Administration Guide Volume 2 for information about
replicating text, unitext, and image columnsin warm standby applications.
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Specifying computed column replication

To create areplication definition for acomputed columns use the base column
datatype in the replication definition for materialized columns. Do not include
virtual columnsin the replication definition.

Specifying rawobject and rawobject in row column replication

You can include Java columns in areplication definition. Replication Server
replicates Java columns as either rawobject or rawobject in row datatypes. To
create areplication definition for atable that contains Java datatypes:

Include each rawobject or rawobject in row column that you want to
replicate in the column list, and

Include each rawobject columninthe optional clausesreplicate_if_changed
or always_replicate.

In each clause, enclose the names of the rawobject columnsin parentheses.
For multiple columns, separate each column from the next with acomma.

Note rawobject in row columns do not have replication status.

Ensure that each rawobject column has a corresponding statusin Adaptive
Server.

See " Replicating text, unitext, image, and rawobject columns’ on page 271 for
more information about replicating Java columns.

Specifying column-level datatype translations
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You can specify column-level datatype translations in the replication
definition. Sybase provides a set of datatype definitions that you install using
instructions from the Replication Server Configuration Guide for your
platform.

The declared_datatype defines the datatype of the value delivered to the
Replication Server from the Replication Agent. It must be the Replication
Server base datatype or a datatype definition for the datatype in the
primary database.

The published_datatype defines the datatype of the value after a column-
level translation. It must be the Replication Server base datatype or a
datatype definition for the datatype in the replicate database.
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See “Trand ating datatypes using HDS” on page 307 for detailed information
about datatype trandations.

Creating replication definitions using extended limits

Replication Server version 12.5 and later can replicate wider columns, wider
parameters, and larger numbers of columns than earlier versions. It can also
handle wider data rows and wider messages.

Replication Server supportsthe extended limits capabilities of Adaptive Server
version 12.5 and later. See the Adaptive Server documentation for more
information. For information about using Replication Server extended limits
with non-Sybase data servers, see the documentation for your Sybase
Replication Agent and the Replication Server Heterogeneous Guide.

Before you use extended limits

To use extended limits, make sure that both the primary and replicate
Replication Server are upgraded to site version 12.5 or later, which
automatically setsthe LTL version to 400. In addition, make surethat all routes
using extended limitsare set to 12.5 or later. If you are using Adaptive Server,
make sure that both the primary and replicate databases are set to version 12.5
or later. Both the primary and replicate databases must be configured for the
same page size.

See “Replication definition restrictions in mixed-version systems’ on page
262 for information about using extended limits with Replication Server
version 12.1 and earlier. See also the Replication Server white paper “Using
Adaptive Server Enterprise version 12.5 with Replication Server version 12.1
and earlier: Schema-length and compatibility issues.”

Using extended limits

Administration Guide

You can create replication definitions using extended limits for both replicate
and standby databases. Extended limits are defined as:

*  Wide columns — data rows contai ning more than 255 to a maximum of
32768 bytes.

e More columns — replication definitions containing more than 250 up to a
maximum of 1024 columnsin areplication definition.
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Wide columns

More columns

Wide data
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»  Wide data— data rows up to the size of the data page on the data server.
Adaptive Server version 12.5 and later supports page sizes of 2K, 4K, 8K,
and 16K.

*  Wide messages — messages larger than 16K.

Replication Server can replicate wide columns containing char, varchar, binary,
univarchar, unichar, unitext or Javainrow data to a maximum of 32768 bytes.
Maximum column width on each system may vary; it is afunction of the total
number of columns and the page size of the data server.

You can use wide columns as primary keys and searchable columns and in
replication definition where clauses.

Note The maximum number of bytesin the where clause of a subscription or
articleis 255 bytes. You cannot use wide columns in the where clause of
subscriptions or articles.

You can include as many as 1024 columnsin areplication definition. Aslong
asthetotal number of columns does not exceed 1024, Replication Server does
not limit the number of primary key or searchable columns.

Replication Server uses primary key columns to build where clauses of SQL
statements for the data server. Consider data server limitations when
determining the actual number of columns available for primary keysin
replication definitions.

Similarly, although Replication Server imposes no limits on the n umber of
searchable columnsin areplication definition, the number of columnsin the
where clause of asubscription or article may also be constrained by data server
limitations.

Data rows can equal the size of the data page on the data server. Adaptive
Server version 12.5 and later supports page sizes of 2K, 4K, 8K, and 16K.
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Wide messages

Replication Server copies data rows as messages in stable queues manage by
the SQM. These messages contain before and after images of replicated data
rows aswell as other information. They require significantly more space than
the data rows on which they are based. With extended limits, messages can
span blocks and are no longer limited to 16K.

Creating multiple replication definitions per table

Administration Guide

You can create multiple replication definitions for the same primary table and
customize each one so that it can be subscribed to by areplicate table whose
characteristics are different from those of the primary table or from other
replicate tables.

For example, you can create two separate replication definitions for the same
primary table, one that replicates columns A and B, and ancther that replicates
columns C and D. Each subscribing site receives only the columnsthat it needs
(see Figure 9-1).
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Figure 9-1: Using multiple replication definitions from one primary table
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In addition to describing the primary table, each replication definition can
specify asmaller number of columns, different column names, different
published datatypes, or a different table name for areplicate table. Replicate
tables that match the specified characteristics can subscribe to the replication
definition.

Different replication definitions created for the same primary table must use
the same declared column datatype (unless the datatype is rawobject or
rawobject in row) and the same null and not null statusfor text, unitext, and image
columns. To change a column’s datatype or null status, use alter replication
definition. Refer to “ Altering column datatypes’ on page 292 for instructions.

You can change replication status using alter replication definition. For example,
you can change the replication status of text, unitext, and image columns from
replicate_if_changed to always_replicate. The replication status for the column
will also change for other replication definitions for the same primary table.

See*“ Creating multiple replication definitions per table” on page 259 for more
information.
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Restrictions

When you have multiple replication definitions for the same primary table, the
following restrictions apply:

* A replicate database can subscribe to multiple replication definitions.
However, areplicate table can subscribe to only one replication definition
of aparticular primary table.

e A pre-version 12.0 Replication Server may not subscribe to replication
definitions that either declare columns with User-Defined Datatypes or
employ column-level trandations.

« Different replication definitions created for the same primary table must
use the same column datatype (unless the datatype is rawobject or
rawobject in row) and, for text, unitext, image, and rawobject columns, the
same null or not null status and the same replication status.

See “ Specifying column names and datatypes’ on page 247.

*  You cannot create multiple replication definitions for a single primary
stored procedure.

*  Multiplereplication definitions for one primary table are only supported
in Replication Server version 11.5 and later; however, one replication
definition can be marked and propagated to a Replication Server of a
previousversion, if compatible; that is, hasthe same primary and replicate
table names, same primary and replicate column names, and does not
include table owner name.

See “Replication definition restrictions in mixed-version systems’ on
page 262 for additional information.

Replication definitions and function strings
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Function stringsmap Replication Server functionsto dataserver commandsfor
execution in a database.

For each replication definition, the primary Replication Server creates default
function strings for the system functions with replication definition scope
(rs_insert, rs_update, rs_delete, rs_select, and so on). These function stringsare
distributed with the replication definition to other qualifying Replication
Servers with routes from the primary Replication Server.

Some circumstances may require you to create the function strings for system
functions (that is, Replication Server does not create them for you).
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See Chapter 2, “Customizing Database Operations’ in the Replication Server
Administration Guide Volume 2 for details on function strings and function-
string classes. See Chapter 2, “ Replication Server Technical Overview” for
more information about how Replication Servers share information.

Replication definition restrictions in mixed-version systems

262

Replication Server version 12.5 and later can handle messages larger than 16K
only if thesiteversionisalso 12.5 or later. If the siteversionis12.1 or earlier,
messages larger than 16K may cause the stable queue to shut down. Similarly,
if areplicate or intermediate site of arouteis not set to asite version of 12.5
and later, messages larger than 16K may cause the route to shut down.

» |If alarge messages shuts down a stable queue, you can restart the queue
using resume queue. To restart the queue and, optionaly, to instruct
Replication Server to skip the first large message encountered, enter there
following commands, where q_number isthe number of the queue, and
g_typeiseither “0” for outbound queues or “1” for inbound queues:

resume queue, g number, g typel, skip transaction
with large messagel

» To set default behavior for a stable queue encountering a large message,
use alter queue. Enter:

alter queue, g number, g type,
set sgm xact with large msg to {skip | shutdown }

» If alarge message has shut down aroute, you can restart the route using
resume route. You can enter the following commands, where
dest_rep server isthe Replication Server to which the message is sent:

resume route to dest rep server
[skip transaction with large messagel

This command applies only to direct routes.

» Toset default behavior for aroute encountering alarge message, use alter
route. Enter:

alter route to dest rep server
set sgm_xact_with large msg to
{ skip | shutdown }

» If you create or alter areplication definition that includes an identifier
longer than 30 characters, only Replication Server 15.0 or later can
subscribe to that replication definition.
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If you create or alter areplication definition that includes arawobject or
rawobject in row column, only Replication Server version 12.0 or later can
subscribe to that replication definition.

You can introduce column-level and class-level datatype trandations only
between Replication Servers of version 12.0 or later.

If your replication system uses different versions of Replication Server
(for example, version 11.0.x and version 11.5 or later), Replication Server
version 11.0.x is subject to the following limitations:

You cannot subscribe to a replication definition that specifies any of
the following information:

+ Different source and destination table names
+ Different source and destination column names
¢ Source or destination table owner names

Such areplication definition isincompatible with and unavailable to
Replication Servers earlier than version 11.5.

You can receive information about and subscribe to only one
replication definition per table; however, when a Replication Server
version 11.5or later primary table has multiplereplication definitions,
thefirst replication definition created for the table can be marked and
propagated to a Replication Server of apreviousversion, if itis
compatible; that is, has the same primary and replicate table names,
same primary and replicate column names, and does not include table
owner name.

If you drop that replication definition, the next oldest 11.0.x-
compatible replication definition created for that tableis availablefor
Replication Server version 11.0.x.

If subscriptions exist from Replication Server version 11.0.x, you
must not alter an 11.0.x-compatible replication definition so that it is
no longer compatible with 11.0.x. If you do so, that replication
definition isnolonger availableto 11.0.x Replication Servers and the
next oldest 11.0.x-compatible replication definition (if any) is
available to the 11.0.x Replication Servers.

You cannot create multiple replication definitions per table or
customize them for destination tables.
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»  Unicode datatypes require Replication Server version 12.5 or later. If
you are using Unicode datatypesin a mixed-version environment, see
the Replication Server Design Guide.

See also“ Mixed-version replication systems’ on page 18 for more
information.

Marking tables for replication

After you create areplication definition for atable, use sp_setreptable to mark
the table for replication. After atable is marked for replication, RepAgent
begins forwarding the table’s log records to the Replication Server.

If you have marked atablefor replication, you do not need to mark it again for
another replication definition.

See “ Subscription example” on page 368 for an example of setting up
replication for one table.

Note Refer to your Replication Agent documentation for instructions on
marking tables for replication in non-Sybase data servers.

Using the sp_setreptable system procedure

To designate a primary Adaptive Server table for replication, use
sp_setreptable. To use sp_setreptable, you must be the Database Owner or the
System Administrator for the data server.

Refer to Chapter 5, “ Adaptive Server Commands and System Procedures” in
the Replication Server Reference Manual for more information about
sp_setreptable command.

Enabling replication

To mark atable for replication, log in to the Adaptive Server managing the
database for that table and enter:

sp_setreptable table name, 'true'
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Marking the table in this way specifies that the table name must be unique.

Note Do not mark atable for replication unless you also create areplication
definition for the table in the Replication Server managing that database. The
RepAgent will begin forwarding to the Replication Server datafor transactions
for the affected table. If areplication definition does not exist, Replication
Server may report message 32032 and its error log filemay fill up. In addition,
Replication Server performance may be significantly reduced. Warm standby
applications, which do not require replication definitions, are not subject tothis
problem.

Checking replication status

Enabling replication
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To check replication status for the table, enter:
sp_setreptable table name
To check replication status for all tables in the database, enter:

sp_setreptable

with owner_on status

Note Refer to your Replication Agent documentation to see if your non-
Sybase data server allows user tables with the same name but different owners.

User tables may have the same name but different owners. Adaptive Server
allows you to mark atable for replication and specify that table owner
information should be considered when identifying the table.

To mark thetable for replication with the“owner on” status, loginto Adaptive
Server and enter:

sp_setreptable table name, 'true',6 owner_on

At the Replication Server, the replication definition for the table must identify
the table owner. For example, if you set owner status for atableto “ owner on”
with sp_setreptable, you must include an owner name when you create the
replication definition or Replication Server will be unable to find the correct
table at the replicate database.

265



Marking tables for replication

The owner of the source table and the owner of the destination table can be
different.

Note If you specify “owner off” statusfor atable, Replication Server does not
send table owner information to the replicate site. However, if you are
replicating to a standby database, Replication Server sends “dbo” asthe table

owner.
Modifying the owner You can change the owner status of atable previously marked for replication
status of a table by using the sp_setrepdefmode system procedure.

To change the status of atable already marked for replication to “owner on,”
log in to Adaptive Server and enter:

sp_setrepdefmode table name, owner_on

To change the status of atable already marked for replication to “owner off,”
log in to Adaptive Server and enter:

sp_setrepdefmode table name, owner_ off

You must reflect a change in owner status by including owner information in
the replication definition. Use create replication definition at the Replication
Server to create a new replication definition that includes the table owner.

Checking the owner To check the owner status of atable, enter:

status of a table
sp_setreptable table name

Disabling replication
To turn off replication for the table, enter:

sp_setreptable table name, 'false'

Note Refer to your Replication Agent documentation for instructions on
disabling replication in non-Sybase data servers.
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Replicating Java columns

Restrictions

You can replicate Java columns stored in your primary database to your
standby and replicate databases. Replication Server passes Java objects
through the replication system in serialized format without altering the Java
objectsin any way.

Refer to Java in Adaptive Server Enterprise for complete information about
Java classes in the Adaptive Server database.

Although you prepare replication definitions and subscriptions for Java
columns in the usual manner, certain restrictions apply:

«  Boththe primary and replicate databases must be Sybase Adaptive Server
version 12.0 or later.

* Replication Server does not replicate stored procedures that have Java
objects as parameters. However, the effect of such a stored procedure can
be duplicated through normal table replication.

e You cannot use Java columns as part of the primary key.

*  You cannot evaluate Java columns in subscription expressions because
Java columns are not searchable.

Upgrade considerations
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After you have upgraded the current Replication Server and set its site version
tothe current rel ease, the Repli cation Manager route upgrade feature copiesthe
replication definitions with Java columns from upstream Replication Servers

to the current Replication Server.

Although Replication Server does not propagate replication definitions with
Java columnsto pre-12.0 version Replication Servers, you can replicate Java
columns to older Replication Servers by manipulating function strings. See
“Using function strings to replicate Java columns to older Replication
Servers’ on page 269 for more information.
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Java datatypes in

Replication Server

Java columns pass through the replication system as one of two Replication
Server datatypes:

*  Asrawobject, in which theinformation is stored in the databasein a
separate location in the same way that image datais stored. The base
datatype of rawobject isimage. Thisisthe default datatype for Java
columnsin Replication Server. Replication Server handles rawobject data
in the same way it handlesimage data.

Refer to “ Replicating text, unitext, image, and rawobject columns’ on
page 271 for information about replication for rawobject columns.

»  Asrawobject in row, in which the information is stored in the database on
consecutive data pages allocated to the table in the same way that, for
example, char datais stored. The base datatype of rawobject in row is
varbinary(255). Replication Server handles rawobject in row datain the
same way it handles varbinary(255) data.

rawobject and rawobject in row are compatible only with their base datatypes.
They are not compatible with each other; that is, you cannot replicate rawobject
to rawobject in row Or vice versa.

The Replication Server reconciliation utility rs_subcmp treats Javadatatypesas
their base datatypes. Refer to the Replication Server Reference Manual for
more information about rs_subcmp.

Creating replication definitions for Java columns
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You can create replication definitions for Java columns using create replication
definition and the rawobject and rawobject in row datatypes.

When creating a replication definition:

*  rawobject values have replication status. You can choose whether they are
alwaysreplicated or replicated only if changed. They also havenull status.

See “Replicating text, unitext, image, and rawobject columns’ on page
271 for information about replication for rawobject columns.

*  rawobject in row values do not have replication or null status.
rawobject and rawobject in row values:

e Cannot be part of the primary key.
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e Cannot be evaluated in subscription expressions. Java columns are not
searchable, and thus they cannot be used in a subscription or article where
clause.

This example creates a sample replication definition p1 for atablet that
contains Java columns.

create replication definition pl

with primary at ds.db
with all tables name t

(cl int,

c2 rawobject null,

c3 rawobject not null,

c4 rawobject in row)
primary key (cl)
replicate if changed (c2)
always _replicate (c3)

Columnsc2 and c3 are rawobject columns; they have replication and null status.
Column c4 is arawobject in row column; it does not have replication or null
status. Columns c2, c3, and c4 are neither part of the primary key nor are they
searchable.

Function strings for Java columns

Replication Server uses the rs_raw_object_serialization function string to pass
Java columns to the replicate database in serialized format, which allows
Replication Server to update Javacolumnsdirectly. rs_raw_object_serialization
is contained in rs_sglserver_function_class and rs_default_function_class.

When areplication definition references the rawobject datatype, Replication
Server createsrs_get_textptr, rs_textptr_init, rs_datarow_for_writetext, and
rs_writetext function strings for each rawobject column just asit does for image
data.

Using function strings to replicate Java columns to older Replication Servers
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Replication Server version 12.0 does not propagate replication definitionswith
Java datatypesto pre-12.0 Replication Servers. However you can replicate
Java columns through older Replication Servers if you use the corresponding
base datatype (image and varbinary(255)) and manipulate the rs_usedb and
rs_insert function strings.

The following example illustrates the method.
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Create tables containing Java columnsin the primary and replicate
databases:

create table tInfo
(cl integer,
c2 Name rawobject in row,
c3 Address rawobject null,
c4 AccountInfo rawobject not null)

Name, Address, and Accountinfo are Java classes; c2, ¢3, and c4 are Java
columns.

Create areplication definition for table tinfo.

If at least one of the Replication Server is pre-12.0, you must create a
replication definition using the base datatypes for rawobject in row
(varbinary(255)) and rawobject (image):

create replication definition tInfol
with primary at DS-1.dbase

with all tables name TInfo

(cl integer,

c2 varbinary (255),

c3 image null,

c4 image not null,

primary key (cl)

If the primary and replicate databases are managed by Replication Servers
version 12.0 or later, areplication definition could be:

create replication definition tInfo
with primary at DS-1.dbase
with all tables named tInfo

(cl integer,

c2 rawobject in row,

c3 rawobject null,

c4 rawobject not null)

primary key (cl)

Alter the rs_usedb and rs_insert function strings for both the primary and
replicate database connections. Refer to “ Altering function strings’ on
page 41 for general information about customizing function strings.

e For rs_usedb:

alter function string rs_usedb
for function string class_name
output language
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‘use ?rs _destination dbl!sys raw? set
raw_object serialization on’

This change tells Adaptive Server to return Java column data as
serialized binary values at subscription materialization. It aso allows
Replication Server to insert and update Java columns with serialized
binary values.

e Forrs_insert:

alter function string tInfol.rs_insert

for function string class_name

output language

‘insert tInfo(cl, c2, c4)

values (?cl!new?, ?c2!new?, 0xaced000574000130)"

Thischange atersrs_insert for tinfol toinsert the special binary value
0xaced000574000130 in column c4. If you do not alter rs_insert, the
default value may cause Adaptive Server to return a serialization
error.

So, you can create two replication definitions for the same table where the
columns between the two replication definitions have different primary
(declared) datatypes. If the primary Replication Server isversion 12.0 or | ater,
you can create both replication definitionstinfo and tinfo1 for tabletinfo. In this
case, replicate Replication Serversversion 12.0 and later can subscribe to tinfo
and Replication Servers version pre-12.0 can subscribe to tinfol.

Note You cannot use this method to replicate Java columns to standby
databases. The standby connection uses the function-string class
rs_default_function_class, which cannot be altered.

Replicating text, unitext, image, and rawobject

columns
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Replication Server lets you replicate columns that use the Adaptive Server
datatypes text, unitext, image and rawobject.

*  When you replicate text, unitext, image, and rawobject columns you must
specify a compatible replication status for each text, unitext, image, and
rawobject column in both the replication definition and in Adaptive Server.
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*  You cannot include text, unitext, image, or rawobject columns as part of the
primary key or as searchable columns.

e A unique set of columns must be identified so that text, unitext, image, or
rawobject columns replication will only affect one row at the target
database. This column or set of columns must be included in the primary
key if areplication definition is used.

»  Toreplicatetext, unitext, image, and rawobject columns, follow these steps:

e Usecreate replication definition to create a replication definition for a
table that contains text, unitext, image, or rawobject columns.

Refer to Chapter 3, “Replication Server Commands’ in the
Replication Server Reference Manual for more information about
create replication definition command.

e Usesp_setreptable to mark thetable for replication.

See sp_setreptable in Chapter 5, “ Adaptive Server Commands and
System Procedures’ in the Replication Server Reference Manual for
complete syntax and usage guidelines.

*  sp_setreptable setsthereplication status of text, unitext, image, or rawobject
columns to always_replicate.

»  If you do not want to replicate some of the text, unitext, image, or rawobject
columns, use sp_setrepcol to change the replications status of those
columns.

See “Changing column status for text, unitext, image, or rawobject
columns’ on page 275 for instructions.

e Usecreate subscription to make subscriptionsfor the replication definition
and begin replicating the text, unitext, image, or rawobject data.

See “Using the create subscription command” on page 360.

Note When you execute an update at the primary database, you can update a
text, unitext, image, or rawobject column and a non-text, non-image, or non-
rawobject column--achar column, for example--with asingle command. When
those updates are copied to the replicate database, however, Replicate Server
executes two commands, onefor text, unitext, image, and rawobject updates and
one for other datatype updates. If you choose to have DSI ignore certain
replication errors, only a portion of the row may be replicated, which creates
an inconsistent replicate table.
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Creating a text, unitext, image, or rawobject
replication definition

«  When you create atable replication definition for text, unitext, image, or
rawobject columns, use these guidelines:

« Include each text, unitext, image, or rawobject column that you want to
replicate in the column list.

«  Specify the datatype for each text, unitext, image, or rawobject column.

«  Specify whether anullisallowed for the column in destination tables. This
setting must be consistent with the way the source and destination tables
are defined.

e Include each column in the optional clauses replicate_if_changed or
always_replicate.

Specifying a null value for text, unitext, image, and rawobject columns
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To specify whether or not anull value is allowed in the replicate table for each
text, unitext, image, or rawobject column, specify null or not null after the
datatype for the column in the replication definition.

This setting must be consistent with the way the primary and replicate tables
are defined. For text, unitext, image, and rawobject columns, the default is not
null, meaning that the replicate table does not accept null values.

If you are using multiple replication definitions, the null value setting should
be the same for all replication definitions on a primary table.

Do not specify null or not null for columns using datatypes other than text,
unitext, image, or rawobject. Columns with null values cannot be searchable.

The following example replication definition for the table au_pix includes a
column pic of datatype image, for which null values are allowed in replicate
tables. The pic column isincluded in the replicate_if changed clause.

create replication definition au pix
with primary at TOKYO DS.pubs2
(au_id char(11),

pic image null)

primary key (au_ id)
replicate if changed (pic)
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Marking tables with text, unitext, image, or rawobject columns

Use sp_setreptable to set theinitial replication status for text, unitext, image,
and rawobject columns in Adaptive Server when you mark the table for
replication. sp_setreptable sets the replication status of text, unitext, image, or
rawobject columns to always_replicate.

Note If you do not want to replicatetext, unitext, image, and rawobject columns,
use sp_setreplicate to mark the table for replication, which sets the replication
status of text, unitext, image, and rawobject columnsto do_not_replicate.

If you use sp_setreptable to mark atable for replication and the table includes
text, unitext, image, or rawobject columns, an internal operation needsto be
completed for every text, unitext, image, Or rawobject column in every datarow
of thetable. Thisinternal modificationis performedin asingletransaction, and
for large tables, this operation may be time-consuming and involve a
significant amount of data.

Before you use sp_setreptable on alarge table that has text, unitext, image, or
rawobject columns, be sure that you have enough log space for this operation.
You may also want to choose atime that will be least disruptive for client
applications or replication system administration.

You can speed up the process of marking a table with text, unitext, image or
rawobjects, if you use the option use_index. When using this option, Adaptive
Server creates an internal nonclustered index for each text, unitext, image or
rawobject, in the table. For example:

sp_setreptable aux pix, true, null, use index

See Chapter 5, “Adaptive Server Commands and System Procedures’ in the
Replication Server Reference Manual for more information about
sp_setreptable command.

Note Refer to your Replication Agent documentation for instructions on
marking tables for replication in non-Sybase data servers.
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Changing column status for text, unitext, image, or rawobject

columns

When you mark atable with text, unitext, image, or rawobject columns for
replication, sp_setreptable sets the replication status of text, unitext, image, or
rawobject columnsto always_replicate.

The replication statusis the same for al replication definitions of a primary
table. If you change the replication status for one replication definition with
alter replication definition, you change the replication status for all replication
definitions on the same primary table.

If you do not want to replicate some of the text, unitext, image, or rawobject
columns in a marked table (or you marked the table using sp_setreplicate,
which sets the replication status of text, unitext, image, and rawobject columns
to do_not_replicate), use sp_setrepcol to adjust the replication status. You can
set the replication status for one or all columnsto always_replicate,
do_not_replicate, or replicate_if_changed. Table 9-2 describes each status.

Table 9-2: text, unitext, image, or rawobject column replication status

Status clause

Description

always_replicate

Adaptive Server logs replication information for the text, unitext, image, or
rawobject column whenever any column in the row changes.

replicate_if_changed

Adaptive Server logs replication information for the text, unitext, image, or
rawobject column only when the column data changes.

do_not_replicate

Adaptive Server does not |og replication information for the text, unitext, image, or
rawobject column.

Administration Guide

To usesp_setrepcol, you must be the Database Owner or System Administrator
for the data server.

Note If you have marked the database for replication to a standby database
using sp_reptostandby and marked database tables for replication to areplicate
database using sp_setreptable, Replication Server copiestext, image, and
rawobject columns to standby and replicate databases as always_replicate. If
you want to copy text, unitext, image, and rawobject columns as

replicate_if _changed, use sp_setrepcol to adjust the replication status. See
“Replicating text, unitext, image, and rawobject data’ on page 70 of the
Replication Server Administration Guide Volume 2, for more information
about replicating text, unitext, image, and rawobject columnsin awarm standby
application.
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See sp_setrepcol in Chapter 5, “ Adaptive Server Commands and System
Procedures” in the Replication Server Reference Manual for compl ete syntax
and usage guidelines.

Enabling column replication
To mark a column with animage or rawobject datatype for replication, enter:
sp_setrepcol table, column, status

For example, to mark the pic column of datatype image for replication in the
table au_pix, enter one of the following:

sp_setrepcol au pix, pic, always replicate
sp_setrepcol au pix, pic, replicate if changed
sp_setreplcol au pix, pic, replicate if changed,
use index

Disabling column replication
To turn off replication for the an image or rawobject column, enter:
sp_setrepcol table, column, do not_ replicate

For example, to disable replication of the pic column of datatype image for
replication in the table au_pix, enter:

sp_setrepcol au pix, pic, do not replicate

Enabling or disabling replication for all columns

To mark all text, unitext, image, and rawobject columns in the table with the
samereplication status, enter “null” instead of a column name. For example, to
mark all text, unitext, image, and rawobject columns with the
replicate_if_changed status:

sp_setrepcol table, null, replicate if changed

Executesp_setrepcol with the table name and atext, unitext, image, or rawobject
column name to display the replication status of the specified column. For
example:

sp_setrepcol table, column

Execute sp_setrepcol with atable name to display the replication status of all
of the text, unitext, image, and rawobject columnsin the table. For example:

sp_setrepcol table
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Altering replication status for text, unitext, image, and rawobject

columns

When you replicate text, unitext, image, and rawobject columns you must
specify a compatible replication status for each column in both the replication
definition and in Adaptive Server.

If you change the replication status of text, unitext, image, and rawobject
columnsin onetable replication definition, the replication status automatically
changesin all other replication definitions for the same table that includes
those text, unitext, image, and rawobject columns.

Changing from replicate_if_changed to always_replicate

To change the replication status of atext, unitext, image, or rawobject column
from replicate_if changed to always_replicate:

1 Letal transactionswith areplicate_if changed status finish processing.

2 Usesp_setrepcol to change the status of the column in Adaptive Server to
always_replicate.

3 Usealter replication definition to change the status of the column to
always_replicate.

Changing from always_replicate to replicate_if changed

To change the replication status of atext, unitext, image, or rawobject column
from always_replicate to replicate_if_changed:

1 Usealter replication definition to change the status of the column to
replicate_if_changed.

2 Usesp_setrepcol to change the status of the column in Adaptive Server to
replicate_if_changed.

Resolving inconsistencies in replication status

Administration Guide

The replication status for text, unitext, image, and rawobject columns in the
Adaptive Server databaseis carried in the data modification commandsthat the
RepAgent sends to the Replication Server. If the status is different at the
Adaptive Server than in the replication definition, problems may result:
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Scenario 1. If atext, unitext, image, or rawobject column has a status of

replicate_if_changed at the Adaptive Server database and always_replicate
in the replication definition, Replication Server detects the inconsistency
when the modification is being replicated, and RepAgent may shut down.

Scenario 2: If atext, unitext, image, or rawobject column has a status of
do_not_replicate at the Adaptive Server database and the replication
definition includes that column for replication, processing continues and
the Replication Server sends the modifications to the replicate database
without the text, unitext, image, or rawobject data. The Replication Server
also issues a warning message.

The following procedures enable you to resolve inconsistencies in the
replication status of text, unitext, image, and rawobject columns for the two
conflict scenarios described above and to resume replication operations.

Scenario 1

Adaptive Server text, unitext, image, and rawobject status:
replicate_if changed

Replication text, unitext, image, and rawobject definition status:
always_replicate

When RepA gent shuts down because atext, unitext, image, or rawobject column
has a status of replicate_if _changed at the Adaptive Server database and
always_replicate inthereplication definition, takethefollowing stepsto resolve
inconsistencies:

Setting replicate_if_changed

To replicate text, unitext, image, or rawobject columns only when their values
change:

1

Setting always_replicate

Execute the alter replication definition command and change the status of
the text, unitext, image, Or rawobject columnsto replicate_if_changed. Wait
for the modified replication definition to arrive at the replicate sites.

Restart RepAgent.

To always replicate text, unitext, image, or rawobject columns:

1
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Stop updates at the primary table.
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Scenario 2

Execute the alter replication definition command, and change the status of
thetext, unitext, image, or rawobject columnsto replicate_if_changed. Wait
for the modified replication definition to arrive at the replicate sites.

Restart RepAgent to let transactions with areplicate_if_changed status
finish processing.

Execute the sp_setrepcol system procedure at the Adaptive Server and
change the status to always_replicate.

Execute alter replication definition and change the status of the text, unitext,
image, or rawobject columns to always_replicate. Wait for the modified
replication definition to be replicated to the replicate sites.

Resume updates to the primary table.

Adaptive Server text, unitext, image, and rawobject status: do_not_replicate

Replication definition text, unitext, image, and rawobject status:
always_replicate or replicate_if_changed

When the Replication Server reports that the status of atext, unitext, image, or
rawobject column isdo_not_replicate at the Adaptive Server database and the
replication definition includes that column for replication and specifies either
always_replicate or replicate_if_changed, take the following steps to resolve
inconsistencies.

Setting do_not_replicate

If you do not want to replicate text, unitext, image, Or rawobject columns:

1

2
3
4

Stop updates to the primary table.
Drop subscriptions to the replication definition.
Drop the replication definition.

Re-create the replication definition without the text, unitext, image, or
rawobject columns, and re-create subscriptions.

Resume updates to the primary table.

Setting always_replicate or replicate_if_changed

If you do want to replicate text, unitext, image, Or rawobject columns:

Administration Guide
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1 Executesp_setrepcol at the Adaptive Server database and change the
status of the text, unitext, image, or rawobject column to always_replicate or
replicate_if_changed. It should match the status in the replication
definition.

2 Wait for subsequent transactions that modify the text, unitext, image, or
rawobject column to be processed by the Replication Server.

3 Consider correcting any inconsistencies with thers_subcmp program. See
“Verifying subscription consistency” on page 377 for more information.

Subscription issues for replicate_if_changed status

If you create subscriptions for replication definitions with text, unitext, image,
or rawobject columns that have the status replicate_if changed, see “Bulk
materialization” on page 343 and “Materializing text, unitext, image, and
rawaobject data’ on page 372.

Function strings for replicating text, unitext, and image data

If you replicate columns with text, unitext, Or image datatypes to a non-
Adaptive Server database, you must create rsdatarow_for_writetext,
rs_get_textptr, rs_textptr_init, and rs_writetext function strings for each text,
unitext, or image column. The function string name must be the text, unitext, or
image column name for the replication definition.

Note You cannot replicate rawobject or rawobject in row columnsto non-Sybase
databases unless you replicate these columns as their base datatype. The base
datatype of rawobject isimage; the base datatype of rawobject in row is
varbinary.

Refer to Chapter 4, “ Replication Server System Functions” in the Replication
Server Reference Manual for complete syntax and usage guidelines.
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Replicating computed columns

Administration Guide

Computed columns allow you to create an expression and place the result of
the expression in atable column. A computed column is:

* Materialized — when its value is computed for each insert or update. A
materialized computed column is stored in the same way as regular
columns.

e Virtual — when its value is computed only when referenced in a query.
A virtual computed column is stored in the table or index page.

A computed column expression can be:
* Deterministic— when its value is the same each time it is evaluated.

*  Nondeterministic — when its value may be different each timeit is
evaluated (for example, a date stamp).

See the Adaptive Server Enterprise System Administration Guide for more
information about creating and managing computed columns.

Replication Server replicates materialized computed columnsin DML
statements in the same way it replicates other columns; it does not replicate
virtual computed columns.

The replication of computed columns is supported by function strings. With
Replication Server version 15.0 and later, the class-level function string
rs_set_dml_on_computed is applied at the replicate database DS| when a
connection is established. It issues set dml_on_computed “on” after the use
database statement. If the replicate Adaptive Server is 12.5.x or earlier, the
command isignored.

When you are creating or atering replication definitions for tables containing:

*  Deterministic columns —you can choose whether or not to include those
columns in the replication definition. Because deterministic columns
always redlize the same value, you can create the replication definition
without them and allow each replicated insert and update to compute
values at the replicate database.

*  Nondeterministic columns —you must include nondeterministic
computed columns in the replication definition to ensure that the primary
and replicate databases remain synchronized.
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Replicating encrypted columns

Replication Server 15.0 and later supports replication of encrypted columnsin
Adaptive Server. Similar to ASE, Replication Server also does not support
encrypted columns that contain text and image data.

Replication Server replicatesencrypted dataas well asthe encryption keys. For
moreinformation about this new feature, see the New Features Adaptive Server
Enterprise 15.0 with Encrypted Columns.

Note rs_subcmp supports replication of encrypted columns in Adaptive
Server.

Working with special datatypes

This section describes how to use the specia datatype rs_address and
IDENTITY columnsin replication definitions.

Using the rs_address datatype
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Thers_address special datatype makes a unique subscription resolution
technique possible: bitmaps of the rs_address datatype (based on the
underlying int datatype) are compared with a bitmask in a subscription’swhere
clause to determine whether arow should be replicated.

To use this subscription resolution method:
1 Createtablesthat use columns of the int datatype.

2 Create areplication definition that includes these columns in the column
list, but declare the datatype asrs_address instead of int.

You must include any columns that use the rs_address datatype in the
searchable columns clause of the replication definition in order to perform
bitmap comparison using the where clause.

See “Bitmap subscriptions’ on page 374 for more information on using
rs_address columns for bitmap subscription resolution.
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Replicating IDENTITY columns

IDENTITY columns store sequential numbers (such as invoice numbers,
employee numbers, or record numbers) that are generated automatically. The
value of the IDENTITY column uniquely identifies each row in atable.

IDENTITY columnsusethenumeric underlying datatypewith scale 0, between
1and 10% -1, inclusive.

IDENTITY columns are never updated by the update command. update
applied to primary data from areplicate site (using arequest function) can
never update the IDENTITY column with IDENTITY data.

Specifying an IDENTITY column in a replication definition

To create areplication definition for atable that contains an IDENTITY
column, specify “identity” as the declared datatype for the column or use a
column-level trandation to specify “identity” asthe published datatype for the
column.

A replication definition, or multiple replication definitions for the same table,
may not publish more than one column that has the datatype IDENTITY.

Notethat if onereplication definition publishesacolumn as*“identity,” another
replication definition may publish the column as numeric and avoid having the
extra commands sent with an insert for subscribers to the second replication
definition.

How Replication Server replicates IDENTITY columns
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Replication Server appliesthe following command to thereplicate table before
insert:

set identity insert table name on

Replication Server applies the following command to the replicate table after
insert:

set identity insert table name off

For any table containingan IDENTITY column, the maintenance user must be
the owner of the table (or must be the “ dbo” user or aliased to the “dbo” login
name) at the replicate database in order to use the Transact-SQL identity_insert
option.
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Modifying replication definitions

This section provides information on viewing, altering, and dropping
replication definitions. It also describes how Replication Server supportstable
changes resulting from the alter table command when the table:

» Hassubscriptions from areplicate site, or

» Isreplicated to the standby database using areplication definition with a
send standby replication definition columns clause.

Note Adaptive Server Enterprise version 12.0 allows usersto alter existing
tables— add non-nullable columns, drop columns, and modify column
datatypes.

See “alter table support for warm standby” on page 111 in the Replication
Server Administration Guide Volume 2 for more information about alter table
changes that affect warm standby tables with no subscriptions.

For descriptions of procedures that require altering or dropping replication
data, see “Modifying replicated data” on page 295.

Maintaining table schema
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Replication Server stores information about table schemain atable’'s
replication definition. During alter table operations, new or modified datarows
may reach Replication Server while old data rows are still being processed
farther down the data stream. When replication definitions exist for atable, the
discrepancies between the columns in the table and the columnsin the
replication definition may cause Replication Server threads (executor,
distributor, or DSI) to shutdown.

Note Seethesection onalter table inthe Adaptive Server Enterprise Reference
Manual (version 12.0 or later) for syntax and details on how alter table works
in Adaptive Server.
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Figure 9-2: Replicate Table Schema Inconsistency
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AsFigure 9-2illustrates, because the replication definition cannot describe the
old datarows and the new datarows (Figure 9-2, A & B) at the sametime,
discrepancies between areplication definition and its corresponding table may
cause Replication Server to behaveincorrectly; that is, not ableto read or write
data rows to inbound and outbound queues.

For example:
If Replication Server receives the following from RepAgent:

old datarowl
old datarow2

alter table command
new datarowl
new datarow2

both the old and new data rows need to be replicated with the correct number
of columns and the correct column datatype.

If alter table drops columns, old data rows still have these columns replicated
while the new data rows do not.
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Migration procedure

286

If alter table adds new columns, the new columns need to be included only in
the new datarows. Figure 9-2 illustrates that when you add new columnsto the
Publisherstable using alter table (“B”), because the new rows are not in the
table'sreplication definition, the new rows will not be replicated, causing you
to lose data.

If alter table alters a column datatype, both the old and new data rows need to
be replicated in their own column types. When you modify primary table
column datatypes, thereisalso aperiod of time when the replication definition
column datatype does not match the table column datatype. This mismatch
may cause problems in Replication Server when column datatypes are used.

The only way to guarantee consistency between tables and replication
definitions and ensure that replication works correctly, isto usethe stepsin the
following procedure when you want to add or modify columnsin a primary
table within areplication system.

Note This procedure isrequired only when atable has subscriptions, or when
send standby replication definition columns is used to replicate to a standby
database.

[TTo alter a primary table that is part of a replication system and avoid data

inconsistency or Replication Server thread shutdown:
1 Stopall primary database activity.

2 Sendanintentional fake “update” command. When this transaction’s
results appear at the replicate site, you know that all operations have been
completed by the Replication Server.

3 Usethe Transact-SQL dump transaction command to make a copy of the
primary database’s transaction log (syslog) and remove the inactive
portion.

See the Adaptive Server Enterprise Reference Manual for instructions.

4 Quiescethereplication system. Make sure that the last update (step 2) has
reached the replicate.

See the “ Quiescing areplication system” on page 100 for instructions.

5 Usealter table to change the primary table schema.
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See the alter table command in the Adaptive Server Enterprise Reference
Manual (version 12.0 or later) for instructions.

6 Usealter replication definition to change the corresponding replication
definitions. Verify that the replication definition changes reach all
destination RSSDs.

Note If the alter table changes involve columns that are used in a
subscription or article where clause, drop the subscription (without purge)
or article before you alter the replication definition. If you use alter table to
drop columns that are not used in awhere clause, replication definition
changes are not necessary.

See “Altering replication definitions’ on page 289 for details.

7  If you dropped subscriptionsin step 6, recreate them using create
subscription without materialization or define subscription.

See create subscription and define subscription in Chapter 3 of the
Replication Server Reference Manual (version 11.5 or later) for
instructions.

8 Changethe replicated table schema if necessary.

9 Resume activity in the primary database.

alter table support for replicate databases

Administration Guide

Prior to version 12.0, when Replication Server received a datarow, the
columns that were defined in the replication definition but missing in the data
row were sent as null. This could cause the Data Server Interface (DSI) to
shutdown when the columns were dropped from the replicate or standby table.

Beginning with version 12.0, to support alter table [add | drop | modify] column,
Replication Server sends only the valuesthat are received from the data server.
Columns that are defined in the replication definition but missing in the data
row are ignored instead of receiving anull value. The exception iswhen you
use custom function-strings. If amissing column valueis expected in acustom
function-string, then Replication Server will continue to send null for the
column.
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If you use acolumn in asubscription or article where clause, you must drop the
subscription or article before you can change or drop that column. If you do not
use a column in a subscription or article where clause, then you do not need to
drop the subscription.

Warning! You always need to follow the manual procedure specified in
“Migration procedure” on page 286 for alter table [add | drop | modify] columns
when subscriptions are involved, or when you use send standby replication
definition columns to replicate to astandby database. Failureto do so may cause
dataloss or Replication Server thread problems.

Note See“alter table support for warm standby” on page 111 in the
Replication Server Administration Guide Volumne 2 for information on how
Replication Server support Adaptive Server version 12.0 enhancementsto alter
table.

Recovery procedures

Recovering from
executor thread
problems

Recovering from
inbound queue
problems

Recovering from
outbound queue
problems
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This section discusses the recovery procedures to use if dataloss or problems
occur as aresult of alter table changes.

Executor thread problems require no extra recovery. Data may be discarded
when there is anormalization error in an executor thread.

When datatype conversion has completed, and if thetable hasbeen altered such
that the executor thread cannot normalize the data, the data row may be
discarded. Use the “Migration procedure” on page 286 to avoid data | oss.

If datain the inbound queue isincompatible with the column datatype in a
replication definition, the distributor thread may shut down. The resume
distributor command has been extended to allow you to skip one transaction:

resume distributor ds.db
skip transaction

When there is bad data in the outbound queue, use resume connection skip
transaction to skip the bad data. In the case of replicate (not standby) Data
Server Interface (DSI) threads, you may be able to alter the replication
definition and resume the DSI to recover the data.
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Viewing existing replication definitions

To display information about existing replication definitions, use the Adaptive
Server procedures rs_helpuser and rs_helpreptable. Seers_helprep and
rs_helpuser in Chapter 6, “ Adaptive Server Stored Procedures’ in the
Replication Server Reference Manual for complete information about this
command.

Altering replication definitions

Administration Guide

You may need to alter areplication definition after acolumn has been added to
aprimary table or if a destination database requires a column that was not
specified in the original replication definition.

In most instances, you alter replication definitions in conjunction with
changing database schema in the source or destination table. Be sure to
coordinate schema changes between the source and destination sites. See
“Modifying replicated data” on page 295.

This section describes how to use alter replication definition to modify a
replication definition. You can alter the replication definition in one of the
following ways:

* Provide adifferent replicate table name

Add columns to the columns list
*  Provide different replicate column names

»  Changethe specifications for replicating text, unitext, image, or rawobject
columns

e Add columns to the primary keys column list

¢ Remove columns from the primary keys column list
e Add columns to the searchable columns list

*  Drop columns from the searchable columns list

»  Change declared or published column datatypes

»  Change the specification for replicating minimal columns
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e Change how the replication definition is used in replicating to a standby
database

Note Function strings with replication definition scope are not automatically
altered when you add columnsto atable or to areplication definition. In certain
cases, you must alter the function strings manually. See “Managing function

strings’ on page 32 in the Replication Server Administration Guide Volume 2.

Use alter replication definition at the primary Replication Server where you
created the replication definition. See “ Creating replication definitions’ on
page 244 for more information about what you can includein areplication
definition.

e Torename primary or replicate tables, drop and re-create the replication
definition. See “ Renaming replicated tables’ on page 295 for more
information about how to accomplish this task.

e Todrop or rename primary columnsor change column datatypes, drop and
re-create all the replication definitionsthat have the primary columns. See
“Deleting columnsin asource or destination table” on page 296 for more
information about how to accomplish this task.

Refer to Chapter 3, “ Replication Server Commands” in the Replication Server
Reference Manual for more information about alter replication definition
command.

Examplesfollow for different scenariosof altering replication definitionsusing
alter replication definition.

Normally, you should quiesce the system and shut down the RepAgent before
altering areplication definition.

Providing a different replicate table name

To replicate data from a source table into a destination table with a different
name, alter the replication definition. For example:

alter replication definition publishers
with replicate table named publishers2

Changing the specified columns
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Following are examples of how to add or change a column for the primary and
destination tables.

Replication Server



CHAPTER 9 Managing Replicated Tables

Adding a column

To add a char column named zip (for zip code information) to the source and
destination copies of the publishers table:

1

Usethe Transact-SQL alter table command to add the column to the tables
in Adaptive Server. See the Adaptive Server Enterprise Reference Manual
for more information.

Usealter replication definition to add the same column to the publishers_rep:

alter replication definition publishers rep
add zip char(10)

If the column you added to the destination table has a different name than
the source column, enter acommand like this:

alter replication definition publishers rep
add zip as rep zip char(10)

See “Adding columnsin source and destination tables’ on page 296 and alter
replication definition in Chapter 3, “ Replication Server Commands’ Replication
Server Reference Manual for more information.

Dropping a searchable column
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You can drop searchable columnsfrom areplication definition only if they are
not used in subscription or article where clause.

1

Use drop subscription to remove any subscriptions in which you want the
where clause to exclude the searchable columns you are dropping. See
“Using the drop subscription command” on page 366.

Use alter replication definition to drop the searchable column. For example:

alter replication definition publishers rep
drop searchable columns zip

(Thisexample removes the zip searchable column from the publishers_rep
replication definition.)

See alter replication definition in Chapter 3, “ Replication Server
Commands’ in the Replication Server Reference Manual for more
information.

Use create subscription to re-create subscriptions to the altered replication
definition. See “Using the create subscription command” on page 360.
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Adding or dropping primary keys

Replication Server depends on primary keys to find the correct rows at the
replicate or standby table. To add athe column zip as a primary key to the
replication definition, enter:

alter replication definition publishers rep
add primary key zip

To drop a primary key, enter:

alter replication definition publishers rep
drop primary key zip

To replace al primary key columns, first alter the corresponding replication
definition to add the new primary keys, then drop the old primary key columns
inthe table.

Warning! If all primary key columns are missing from the primary table, the
DSl will shut down.

Altering column datatypes
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You cannot change the declared column datatype (the datatype in the
primary table) if it isused in asubscription or article where clause.

You cannot change the rs_address datatype.

You can change the column datatype to text, unitext, image, rawobject, Or
rawobject in row only if it isnot a primary key or searchable column.

To change the published (replicate) datatype, you must include the
declared (primary) datatype of a column (whether it is being changed or
not) and the [map to] clause.

Altering a column’s datatype and nullability affects the same column
across al replication definitions for atable.

However, changes between arawobject or rawobject in row and its base
datatype, affects only the current replication definition. See “ Translating
datatypes using HDS” on page 307 for more information about HDS.

Use column nullability changes for text, unitext, image, and rawobject
columns only.
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Providing a different replicate column name

To replicate data for the source column zip into a destination column named
rep_zip2, enter:

alter replication definition publishers rep
alter columns with zip as rep zip

Enter such a command when:

You alter the existing destination table to add column rep_zip.

You drop and re-create the destination table to contain the column rep_zip
in place of the original column zip.

Changing text, unitext, image, and rawobject replication status

To change the replication status of text, unitext, image, and rawobject columns
in areplication definition, use alter replication definition.

See “Altering replication status for text, unitext, image, and rawaobject
columns’ on page 277 for more information.

Adding a searchable column

A searchable column lets you create subscriptions based on valuesin the
column.

To add and take advantage of a searchable column:;

1

Use drop subscription to remove any subscriptions in which you want the
where clausetoinclude the added searchable column. See* Using the drop
subscription command” on page 366.

Use alter replication definition to add the searchable column. For example:

alter replication definition publishers rep
add searchable columns zip

(This example makes the zip column searchable.)

See alter replication definition in Chapter 3, “ Replication Server
Commands’ in the Replication Server Reference Manual for more
information.

Use create subscription to re-create subscriptions to the altered replication
definition. See “Using the create subscription command” on page 360.

See “Changing searchable columns’ on page 297 for more information.
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Changing minimal column replication

To specify that Replication Server use the minimal number of columns (as
opposed to all columnsin each row) when it copies update and delete
operations, enter acommand like this:

alter replication definition publishers rep
replicate minimal columns

Altering a replication definition for warm standby replication

To change whether areplication definition will be used to replicate datainto a
standby database in awarm standby application, use alter replication definition.
See alter replication definition in Chapter 3, “ Replication Server Commands® of
the Replication Server Reference Manual.

You can specify which replication definition to use to replicate datainto a
standby databasein awarm standby application. You can also specify whether
to replicate all the columns in the table or only the replication definition’s
columns.

See “Using replication definitions with warm standby applications’ on page
254 for more information.

Dropping replication definitions
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Before you drop areplication definition, first drop all subscriptionsand articles
that reference that replication definition. See Chapter 11, “Managing
Subscriptions’ for details on dropping subscriptions. See “ Dropping articles’
on page 306 for details on dropping articles.

To access alist of existing subscriptions for a specified replication definition,
users_helpsub. Seers_helpsub in Chapter 6, “ Adaptive Server Stored
Procedures” in the Replication Server Reference Manual for moreinformation.

To access alist of existing subscriptions for all replication definitions, use
rs_helprep. Seers_helprep in Chapter 6, “ Adaptive Server Stored Procedures’
in the Replication Server Reference Manual for more information.

Enter drop replication definition at the primary Replication Server. For example,
to drop the publishers_rep replication definition, enter acommand like this:

drop replication definition publishers rep
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Refer to Chapter 3, “Replication Server Commands” in the Replication Server
Reference Manual for more information about drop replication definition
command.

Modifying replicated data

This section describes how to modify replicated data and perform related
operations to maintain replication. Chapter 11, “Managing Subscriptions” for
subscription-specific commands.

Before you modify replicated data, carefully review theissuesraised in
“Planning areplication system” on page 237. When attempting to modify
replicated data, refer to this section for any dependencies that may exist, and
for the sequence of tasks required to perform the procedure.

Adding a new table

To add anew sourcetable, or add anew destination copy for an existing source
table, follow the procedure outlined in “ Replication procedure’ on page 240.

Renaming replicated tables
To rename areplicated table:

1 InAdaptive Server, use sp_setreplicate to disable replication for the table.
Seesp_setreplicate in Chapter 5, “ Adaptive Server Commands and System
Procedures’ in the Replication Server Reference Manual.

2 Usedrop subscription to drop subscriptionsto al of the table's replication
definitions. See “Using the drop subscription command” on page 366.

3 Usedrop replication definition to drop all of the table's replication
definitions. See “Dropping replication definitions’ on page 294.

4 Rename the destination table.

Follow the steps in the “ Replication procedure” on page 240. Be sureto
specify the table names correctly, as described under “ Specifying the
replication definition name and table names’ on page 246.
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Dropping areplicated table
To drop areplicated table, follow these steps:

1 UsetheTransact-SQL drop table command to drop thetable at the primary
database.

See the Adaptive Server Enterprise Transact-SQL User’s Guide for drop
table syntax.

2 Usedrop subscription to drop the subscriptionsto thetable. See* Using the
drop subscription command” on page 366.

3 Use check subscription to confirm that the subscriptions are dropped. See
“Using the check subscription command” on page 365.

4 Usedrop replication definition to drop the replication definition to the table
at the primary Replication Server. See* Dropping replication definitions’
on page 294.

5 Users_helprep to confirm that the replication definition is dropped at all
Replication Serversin the replication system. See “Viewing existing
replication definitions’ on page 289.

Adding columns in source and destination tables

To add columnsto source and destination tablesin awarm standby only setup,
follow the instructionsin “alter table support for warm standby” on page 111
in the Replication Server Administration Guide Volume 2.

To add columns to source and destination tables that are replicated through
subscriptions, use the “Migration procedure” on page 286.

Deleting columns in a source or destination table

To delete columns in source and destination tables in awarm standby only
setup, follow theinstructionsin “ alter table support for warm standby”
on page 111 in the Replication Server Administration Guide Volume 2.

To delete columns in source and destination tables that are replicated through

296 Replication Server



CHAPTER 9 Managing Replicated Tables

subscriptions, use the “Migration procedure” on page 286.

Note If youdrop columnsfrom atable, it isunnecessary to drop those columns
from replication definitions unless they are used in a subscription or article
where clause. However, the columns need to be dropped from the searchable
columns list and the primary key list.

If you drop table columnsthat are used in asubscription or articlewhere clause,
you need to drop the subscription or article, then recreate it.

Changing searchable columns

To add searchable columns to areplication definition, see “Adding a
searchable column” on page 293.

Dropping a searchable column

You can drop searchable columnsfrom areplication definition only if they are
not used in subscription or article where clause.

1 Usedrop subscription to remove any subscriptionsin which you want the
where clause to exclude the searchable columns you are dropping. See
“Using the drop subscription command” on page 366.

2 Usealter replication definition to drop the searchable column. For example:

alter replication definition publishers rep
drop searchable columns zip

(Thisexample removes the zip searchable column from the publishers_rep
replication definition.)

See “alter replication definition” in Chapter 3, “ Replication Server
Commands’ in the Replication Server Reference Manual for more
information.

3 Usecreate subscription to re-create subscriptionsto the altered replication
definition. See “Using the create subscription command” on page 360.
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Changing column datatypes in a source or destination table

To change column datatypesin aprimary and replicate table in awarm standby
only setup, follow the instructionsin “ alter table support for warm
standby” on page 111 in the Replication Server Administration Guide
\olume 2.

To change column datatypes in source and destination tablesthat are replicated
through subscriptions, use the “Migration procedure” on page 286.

Using publications

A publication lets you collect replication definitions for the same or related
tables and/or stored procedures and then subscribe to them as a group. You
collect replication definitionsin apublication at the source Replication Server
and subscribe to them with a publication subscription at the destination
Replication Server.

With publications, you monitor the status of one publication subscription for a
set of tables and procedures.

The following steps summarize the procedure for replicating data using
publications.

1 Create or select the replication definitions to include in the publication.
2 Createthe publication.

3 Create articles that reference the replication definitions you have chosen.
4 Vadlidate the publication.
5

Create a subscription for the publication.

Note A replicate database can subscribe to different replication definitions of
the same primary table directly or through publications—as long as each
replication definition references a different table in the replicate database.

To use publications, the primary Replication Server must be version 11.5 or
later. To use publication subscriptions, the replicate Replication Server and the
route from the primary Replication Server and the replicate Replication Server
must be version 11.5 or later.

When you use publications, you create and manage the following objects:
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e Articles—replication definition extensions for tables or stored procedures
that let you put table or function replication definitionsin a publication.
Articlesmay or may not contain where clauses, which specify a subset of
rows that the replicate database receives.

e Publications— groups of articles from the same primary database.

«  Publication subscriptions — subscriptions to a publication. When you
create apublication subscription, Replication Server creates asubscription
for each of the publication’s articles. Publication subscriptions do not
contain where clauses.

In general, you manage publications and publication subscriptionsin the same
way as you do replication definitions and subscriptions. However, when you
create a publication, you can specify the subset of rows that the replicate table
receives by including awhere clause in the article—not in the subscription.

You can create and manage publications using the command line. The
following sections provide detail ed instructions for creating publications at the
command line.

Refer to Chapter 10, “Managing Replicated Functions’ for more information
about publications for stored procedures. Refer to Chapter 11, “Managing
Subscriptions’ for information about creating and managing publication
subscriptions.

Using publications to replicate data at the command line

This section describes how to create a publication at the command line and
prepareit for subscription. It also containsinformation on modifying dropping
apublication and its associated articles and replication definitions.

Commands for creating and managing publications
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Table 9-3 liststhe RCL commands for working with publications. All of these
commands, except check publication, are executed at the source Replication
Server, wherethey require create object permission. Anyone can execute check
publication at the source Replication Server—or at the destination Replication
Server if the user has the same login and password at both servers.

Table 11-5 on page 382 liststhe RCL commands for working with publication
subscriptions.
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Table 9-3: Commands for managing publications

Command

Task

create publication

Creates a publication for agroup of tables or stored proceduresthat is to be replicated to one
or more subscribing databases.

create article

Creates an article for apublication, allowing you to add one or more where clausesto specify
asubset of rows to send to the destination database.

The publication and the replication definition on which the article is based must exist before
you create an article.

validate publication

Checks that the publication contains at |east one article and marks the publication as VALID
and ready for subscription.

check publication

Displays the status of the publication and the number of articlesit contains.

drop publication

Removes the publication from the rs_publications system table.

You can drop the replication definitions associated with the publication if they are not included
in other publications or subscriptions.

drop article Removes the article from the publication and from the rs_articles system table.
You can drop the replication definition associated with the articleif it is not included in other
articles or subscriptions.

rs_helppubs Displays information about publications and articles.

Creating publications and articles at the command line

At the source
Replication Server
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The following procedure describes the RCL procedure for preparing a
publication for subscription and creating a subscription against it.

1 Create or select replication definitions for the tables or stored procedures
from which you want to copy data.

The replication definition specifies the source and destination tables or
stored procedure and the columns or parameters that are sent to the
subscribing database. Refer to “ Creating replication definitions’ on page
244 for details.

2 Usecreate publication to create the publication that groups the replication
definitions.

Publication information is stored in the rs_publications system tablein the
source Replication Server RSSD. It includes the name of the publication,
data server, and database. The publication name must be unique for the
source Replication Server and database.

The following example creates a publication named pubs2_pub. The
primary database is pubs2 managed by the TOKYO_DS data server.

create publication pubs2 pub
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with primary at TOKYO DS.pubs2

Publication information is not copied to the destination Replication Server
until you create a subscription against the publication at the destination
Replication Server.

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for complete syntax and usage guidelines.

Use create article to create articles for the publication.

Each article specifies the publication to which it belongs and the table or
function replication definition with which it identifies. A publication can
contain articles based on the same or different replication definitions. The
replication definition and publication must exist when you create the
article.

An articleincludes the names of the publication, the replication definition,
and the source data server and database. Article information is stored in
thers_articles and rs_whereclauses System tables. Each article name must
be unique within the publication.

The following example creates an article named titles_art based on the
replication definition titles_rep for the publication pubs2_pub.

create article titles art
for pubs2 pub with primary at TOKYO DS.pubs2
with replication definition titles rep

Anarticle caninclude where clausesthat specify therowsor parametersto
be sent to subscribing databases. Refer to “ Specifying awhere clause with
the create article command” on page 302 for more information.

Creating an article invalidates the publication, which makesit ineligible
for subscription. After you create an article, you must change the status of
the publication to VALID, using validate publication, before you can create
subscriptions against it.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication
Server Reference Manual for complete syntax and usage guidelines.

Use validate publication to change the status of the publication to VALID.

When you validate a publication, Replication Server checks that the
publication contains at least one article and marks the publication ready
for subscription.
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At the destination
Replication Server

Whenever you add or drop an article from a publication, Replication
Server invalidates the publication. To mark the publication VALID—and
ready for subscription—you must execute validate publication.

After you validate a publication, you can create a publication subscription
against it.

The following example validates the pubs2_pub publication. The source
database is pubs2 managed by the TOKYO_DS data server.

validate publication pubs2 pub
with primary at TOKYO DS.pubs2

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for complete syntax and usage guidelines.

Use create subscription to create the publication subscription.

When you create a publication subscription, Replication Server creates a
subscription for each article in the publication.

See “Using publication subscriptions’ on page 381 for information about
creating and managing publication subscriptions.

Specifying a where clause with the create article command
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You can include one or more where clausesin an article. A where clause sets
criteriafor the column or parameter valuesthat areto be replicated. If you omit
the where clause, Replication Server copiesall rows for columns specified in
the table replication definition or all parameters specified in the function
replication definition.

The where clause syntax for articlesis:

[where (column name | @param_name)

{< ] >>=] <= | = | &} value
[and {column name | @param name}
{< ] >>= ]| <= | = | &} valuel...]
[or where (column name | @param_name)
{< ] >>=1] <= | = | &} value
l[and {column name | @param name}
{< ]| >>= ]| <= | = | &} valuel...]
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Each column namein awhere clause must be listed in the searchable columns
list of the tablereplication definition. The value for each column must havethe
same datatype as the column to which it is compared.

Note Eachwhere clausein an articleisjoined by the or operator. However, the
I=, 1<, >, and or operators are not supported inside awhere clause. The &
operator is supported only on rs_address columns. For details on using the
rs_address datatype, see “Using the rs_address datatype” on page 282 and
“Bitmap subscriptions’ on page 374.

The following example creates an article named titles_art for the publication
named pubs2_pub, using awhere clause that limits replication to rows where
the value in the type column is ‘ popular_comp.’

create article titles art
for pubs2 pub with primary at TOKYO DS.pubs2
with replication definition titles rep
where type = 'popular comp'

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Viewing publication information

You can view information about publications and articles with the check
publication command and the rs_helppub stored procedure.

Display publication status and number of articles

To display the number of articles in a publication and its current status, use
check publication.

Any user can execute check publication at either the primary or replicate
Replication Server. If you execute check publication at thereplicate Replication
Server, you must have the samelogin and password at the primary and replicate
servers.

The following example displays the status and number of articlesin the
pubs2_pub publication.

check publication pubs2 pub
with primary at TOKYO DS.pubs2
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Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines and sample
output.

Display publication and article information
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To display information about a publication and its articles, use the rs_helppub
stored procedure at either the primary or replicate Replication Server RSSD.

Note Although you can execute rs_helppub at the primary or replicate site,
rs_helppub only displays publication information stored at the site at which it
is executed. For example, if you execute rs_helppub at the primary site,
rs_helppub displays information about all publications created at that site. If,
however, you executers_helppub at thereplicate site, rs_helppub only displays
information about publications for which subscriptions have been created at
that site.

Here are some examples of using rs_helppub:
» Tolist al publications a asite, enter:
rs_helppub

The display output includes publication name, status, the primary
Replication Server and database names, the number of articles, and the
date of the latest change to the publication.

e Todisplay detailed information about a particular publication, enter:

rs_helppub publication name, primary dataserver,
primary db

The display output includes the above information and the names of
associated articles, replication definitions, and primary and replicate
tables. If subscriptions have been created for the publication, the display
includes names of the subscriptions, replicate databases, owners, and the
date of the latest change to the subscription.

e Todisplay information about a particular article, enter:

rs_helppub publication name, primary dataserver,
primary db, article name

The output display includes the name of the publication to which the
article belongs, associated replication definitions, status information, and
where clauses and subscriptions, if any.
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Refer to the Replication Server Reference Manual for complete syntax and
usage guidelines and sample output.

Altering publication information

Normally, if you want to alter an article or publication, you must drop the
article or publication and re-create it.

If you want to make the where clauses in an article more selective, you can:
* Dropthearticle and re-create it with altered where clauses, or

«  Create another article (for the same replication definition), tailoring the
where clausesto the new row or parameter selection.

Refer to “Dropping publications’ on page 305 and “ Dropping articles’ on
page 306.

Adding articles to a publication

At the source
Replication Server

At the destination
Replication Server

To add articles to an existing publication, follow these steps:

1 Create or select the replication definitions on which the articles are to be
based.

2 Usecreate article to create new articles.

3 Usevalidate publication to validate the publication so that subscriptionscan
be created for the new articles.

To create subscriptions for the new articles, enter create subscription or define
subscription and include the for new articles clause. Refer to “ Using publication
subscriptions” on page 381 for more information.

Dropping publications
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Use drop publication to remove a publication and all of its articles from the
system tables.

Before you drop a publication, you must, at the replicate Replication Server,
drop all subscriptions created against it. See “Dropping subscriptions for
publications and articles’ on page 387.

Execute drop publication at the Replication Server that manages the source
database. You must have create object permission.
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The following example drops the pubs2_pub publication and the articles it
contains.

drop publication pubs2 pub
with primary at TOKYO DS.pubs2

Publication information is dropped immediately from the primary Replication
Server; it is not dropped from the replicate Replication Server until:

* You attempt to create a subscription against the dropped publication, or
*  You enter check publication at the replicate Replication Server.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Dropping associated replication definitions

Dropping articles

306

To drop replication definitions associated with the publication, include the
drop_repdef clause when you execute drop publication. Replication Server
drops all replication definitions associated with the publication that are not
referenced by other publications or subscriptions.

For example, to drop all replication definitions associated with pubs2_pub,
enter:

drop publication pubs2 pub
with primary at TOKYO DS.pubs2
drop_repdef

Use drop article to remove an article from a publication.

Before you drop an article, you must drop subscriptions created against it at the
replicate Replication Server. See* Dropping subscriptionsfor publicationsand
articles’ on page 387.

Executedrop article at the Replication Server that managesthe source database.
You must have create object permission.

The following example drops the titles_art article for the pubs2_pub
publication.

drop article titles art
for pubs2 pub with primary at TOKYO DS.pubs2

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.
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Dropping the associated replication definition

To drop areplication definition associated with an article, include the
drop_repdef clause when you execute drop article. Replication Server dropsthe
replication definition if it is not referenced in other publications or
subscriptions.

For example, to drop the pubs2_pub article and the replication definition it
references, enter:

drop article titles art
for pubs2 pub with primary at TOKYO DS.pubs2
drop_repdef

Translating datatypes using HDS
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In aheterogeneous replication system, wheninformationisreplicated fromone
data server to another, values stored at the primary data server must often be
altered so that they can be copied successfully to a different datatype at the
replicate data server.

User-created function strings can produce these datatype translations, but
reguire significant user input and are limited by the capabilities of thereplicate
data server.

To make datatype translations more readily availablefor different data servers,
Replication Server provides heterogeneous datatype support (HDS), an easy-

to-apply methodology for trandlating datatypes at the Replication Server. HDS
supports selected datatype trangl ations between these data servers:

e Adaptive Server Enterprise
« DB2

¢ Informix

e Oracle
e Microsoft SQL Server
- UDB

When you use HDS, you can choose which columns and datatypes in the
primary database are to be translated, and which replicate data servers will
receive the tranglations.

Sources of information:
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e Seethe Heterogeneous Replication Guide.

e SeetheReplication Server Configuration Guide for your platform for
instructions for installing and setting up the objects that enables HDS.

e SeetheReplication Server Reference Manual for descriptions of the
function strings.

Overview
You can use HDS capabilities when replicating between:

» Adaptive Server databases — one Adaptive Server datatype to another
Adaptive Server datatype

» Likenon-Sybase databases—for example, DB2 TIMESTAMP to DB2 DATE
»  Heterogeneous non-Sybase databases — Oracle to DB2, for example

»  Adaptive Server and non-Sybase databases — Adaptive Server to Oracle,
for example

If you are replicating information between Adaptive Servers, datatype
translations are normally unnecessary. However, you can use HDS to perform
datatype translations when datatypes differ in the primary and replicate
databases.

HDS handles incompatibilities between the datatypes of the primary data
server and the replicate data server. In general, these incompatibilities are of
three types:

» Incompatible ranges — for example, the range of acceptable dates for
Sybase datetime is January 1, 1753 through December 31, 9999. DB2,
however, allows dates from January 1, 0001 through December 31, 9999.

* Incompatible formatting — for example, the primary data server date
format is“CCYY-MM-DD,” but the replicate data server requires a date
format of “MM/DD/CCYY.”

* Incompatible delimiters —for example, Sybase delimits binary data with
an “0x” prefix, whereas Oracle surrounds binary data with single
guotation marks.
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Getting started
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The Replication Agent for each data server delivers replicate valuesto
Replication Server in a datatype format that Replication Server understands,
which includes the literal value, delimiter information, and other datatype
attributes. Replication Server handlesthevalue asits base datatype—one of the
native Replication Server datatypes described in the Replication Server
Reference Manual.

You can implement datatype translations in two ways:

Class-level trandations— trandate all instances of a datatype for a
particular connection.

Column-level trandations — trandate all instances of a column described
by atable replication definition.

Review the datatype translations available for your primary and replicate
data servers. Determine the trandations you want and the methods for
delivering them:

¢ Class-level trandations

For lists of supported class-level datatype translations, see the
Heterogeneous Replication Guide.

¢ Column-level trandations

See Table 9-4, Table 9-5, and Table 9-6 for lists of supported
datatypes and data servers.

* A combination of class-level and column-level trandations

Set up the environment and run the scripts that enable HDS for your
system. Refer to the Replication Server Configuration Guide for your
platform for instructions.

Set up class-level and column-level trandations using the procedures
described in the following sections.

For information about creating subscriptions for replication definitions, refer
to Chapter 11, “Managing Subscriptions’. For information about using
function replication definitions for class-level trandations, see Chapter 10,
“Managing Replicated Functions’.
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Creating class-level translations
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Class-level trandations ensure that each time a value of a certain datatypeis
replicated from the primary to a particular data server, the datatype of that
value is changed. Sybase provides the function strings and function-string
classes necessary to produce these translations.

To set up class-level trandations, follow these steps:
1 Set up and configure the replicate database gateway server.

Refer to the Replication Server Configuration Guide for your platform for
instructions.

2 Set up the database objects and run the scripts that install the function
strings and function-string classesfor your primary to replicate dataserver
connections.

Refer to the Replication Server Configuration Guide for your platform for
instructions.

3 Create or alter the connections to specify the function-string class.

» |If you are creating anew connection, Sybase provides a sampl e script
that you can use to create the connection and specify the appropriate
function-string class. You will need to modify the script for your
installation.

Refer to the Replication Server Configuration Guide for your
platform for instructions.

» If you are adding class-level trandations to an existing connection,
usethe alter connection command as described in“ Adding class-level
translations to an existing connection” on page 312.

Sybase provides function-string classes for several Sybase and non-Sybase
data servers:

e Adaptive Server Enterprise — rs_sglserver_function_class
e DB2-rs_db2_function_class

e Informix —rs_informix_function_class

e Microsoft SQL Server —rs_msss_function_class

e Oracle—rs_oracle_function_class

e UDB —rs_udb_function_class
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Each of these function classes contains function strings. For example, for the
DB2 database, HDS provides these trand ations:

« DB2to Adaptive Server and Adaptive Server to DB2

» DB2to Informix and Informix to DB2

+ DB2to Microsoft SQL Server and Microsoft SQL Server to DB2
» DB2toOracleand Oracleto DB2

With the exception of rs_db2_function_class, each function class inherits from
rs_default_function_class.

In general, you cannot add to, delete, or change any of these function-string
classes or the functions they contain. You can modify
rs_sqlserver_function_class for compatibility with earlier rel eases of
Replication Server, but you cannot modify or ater any of its datatype
tranglations. Although you can create classesthat inherit from these classes, the
classes you create cannot inherit any class-level trandations from the parent
class.

You are installing trandations in the RSSD when you run the class-level
installation scripts. If you do not run the scripts, no default class-level
tranglations take place. Running the scripts replaces default Adaptive Server
tranglations that would otherwise be inherited from rs_default_function_class
with trandations designed for a particular data server.

You activate class-level trandations for a connection by specifying the
function-string class when you create or alter the connection. When the
function-string classis activated, all subsequent data replicated via that
connection istrandated according to the transl ations defined for that function-
string class.

If aclass-level translation is not specified for a published datatype (the
datatype of the replicate data server), Replication Server simply trand ates the
value from the Replication Agent to its base datatype format in the usual
manner. For example:

e If notranglation is specified for the Sybase datetime datatype, no
tranglation is performed; the base datatype of datetime is datetime.

e Ifnotrandationis specified for rs_db2_timestamp, any rs_db2_timestamp
value routed through the connection is translated to char(26), its base
datatype.
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Replication Server performs class-level translations after column-level
translations and after subscription resolution, but before values are mapped to
function strings. You can display alist of active function-string classes using
admin show_function_classes. See“Using class-level and column-level
translations together” on page 317.

Adding class-level translations to an existing connection

If you want to add class-level trandations to an existing connection, use the
alter connection command. Follow these steps:

1 Runthe appropriate install scripts. Refer to the Replication Server
Configuration Guide for your platform.

2 Usethealter connection command to set the function class for the
connection.

For example, to enable the trandations for rs_db2_function_class, enter
this command from the replicate Replication Server:

alter connection to db2 gatewayl.db2 subsysteml
set error class to ansi_error
set function string class to rs_db2 function class

3 Suspend and then resume the connection to activate the trandations.

Note If you aready have a DB2 database configured as a replicate database
with an earlier version of Replication Server, continueto usethe earlier version
with Replication Server 12.0 and later and its HDS feature. The 12.0 and later
function strings may not be compatible with earlier function string versions.

System-defined variables

312

Class-level trandations change the datatype of system-defined variables as
well as column values.

For example, if aclass-level translation changes datetime tors_db2_timestamp,
the rs_origin_begin_time system-defined variable, which is datetime, is
translated to rs_db2_timestamp for that connection.
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Creating column-level translations
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Column-level trandations affect each replicated instance of a particular
column (datatype) and table. They are defined using the create replication
definition or alter replication definition command.

To set up column-level trandations, you ssimply create or alter the replication
definition, identifying the column to be trandlated and itsinitial and final
datatypes using the map to option.

e If you are creating a new replication definition, use create replication
definition.

For lists of supported datatype translations, see the Heterogeneous
Replication Guide.

e If youare adding or atering a columnin an existing table, use alter
replication definition.

Sybase provides a set of datatype definitions and datatype classes that you can
use to modify the datatype of the replicated columns. Each datatype class
contains datatype definitions for a particular data server:

e Adaptive Server —rs_sqlserver_dt_class

e DB2-rs_db2_dt_class

e Informix —rs_informix_dt_class

*  Microsoft SQL Server —rs_msss_dt_class
¢ Oracle—rs_oracle_dt_class

e UDB —rs_udb_dt_class

Datatype classes are not replicated and cannot be modified. Column-level
tranglations are implemented after subscription resolution and before class-
level tranglations. See “Using class-level and column-level trandations
together” on page 317 for more information.

You can activate a column-level trandlation for a particular column when you
create or ater atable replication definition. The syntax for create replication
definition with column and datatype variables specified for HDSis:

create replication definition replication definition
with primary at data server.database

(column name [as replicate column name]
declared datatype [null | not null]
[map to published datatype])
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where:

» Thedeclared datatype depends on the datatype of the value delivered to
the Replication Server from the Replication Agent:

» If theReplication Agent deliversanative Replication Server datatype,
such as datetime, to the Replication Server, the declared datatype is
the native datatype.

»  Otherwise, the declared datatype must be the datatype definition for
the original datatype at the primary database.

For example, the Replication Agent delivers avauein the DB2
TIMESTAMP datatype, as a character string with delimiters, to
Replication Server. In this case, the declared datatype is the datatype
definitionrs_db2_timestamp. See Table 9-4, Table 9-5, and Table 9-6
for alist of datatype definitions and their datatype equivalents.

» Thepublished datatypeisthe datatype of the column after the column-
level trandlation (and before a class-level trandation, if any). The
published datatypeisnormally either aReplication Server native datatype
or adatatype definition for the datatype in the replicate database. If the
published datatypeisomitted from the replication definition, it defaultsto
the declared datatype.

Both declared and published datatypes have a base datatype. For example, the
datatypers_db2_timestamp has a base datatype of char(26); the native datatype
char(26) also has a base datatype of char(26). A datatype definition describes a
non-Sybase datatypein terms of aReplication Server native datatype. The base
datatype fixes the maximum and minimum length to be associated with the
datatypedefinition and providesdefaultsfor other datatype attributes. The base
datatype defines the delimitation of values for the datatype definition when a
value of that typeis delivered to Replication Server either in Log Transfer
Language (LTL) or in acommand executed by a Replication Server
administrator such as create subscription.

Note Native datatypesinclude all datatypes supported by Replication Server.
However, you cannot use text, unitext, image, rawobject, and rawobject in row
datatypesfor defining adatatype definition; neither can you usethese datatypes
as the source or target of atranglation.

Replication Server



CHAPTER 9 Managing Replicated Tables

For example, to create atable replication definition
ase_employee_repdef_for_db2 that trandlates values in the birthdate column
from datetime (birthdate’s primary table datatype) to DB2 DATE datatype for
the replicate database, log in to the primary Replication Server and enter:

create replication definition
ase_employee repdef for db2
with primary at ase_server.ase_database
with all tables named ‘employee’
(empid int,
first name char(20),
last name char(20),

birthdate datetime map to rs_db2 date,
salary money,

Inthisexample, birthdate isthe column name, datetime isthe declared datatype,
and rs_db2_date isthe published datatype. Because the declared datatypeisa
native datatype, the native and base datatype are the same. That is, the base
datatype of datetime is datetime. The published datatype rs_db2_date isa
datatype definition for DB2, and its base datatype is char(10).

How datatype definitions work

Administration Guide

Datatype definitions allow you to translate from one datatype to another
without losing valuable information.

When used as the declared datatype, a datatype definition provides the
mechanism for capturing both the literal value and its datatype attributes—
such as delimiters, range information, precision, scale, length, and maximum
and minimum values—and tranglating them into a native datatype format that
Replication Server can process.

When used as a published datatype, a datatype definition takes the valuein
Replication Server native datatype format, including its attribute information,
and trandates that information into a datatype format acceptable to another
database, retaining as much information as the published datatype can
accommodate.

When data definitions are used for both the declared and published datatypes,
both trandlations take place.
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The following tables list the avail able datatype definitions for each supported

non-Sybase datatype.

Note Microsoft SQL Server doesnot directly support the new unsigned integer
typesin 15.0 and requiresto use amap to clausein their replication definitions.

Table 9-4 lists the supported DB2 datatypes and their datatype definition

equivalents.

Table 9-4: Datatype definitions for DB2 datatypes

DB2 datatype

Datatype definition

CHAR FOR BIT DATA

rs_db2_char_for_bit

DATE rs_db2_date

TIME rs_db2_time
TIMESTAMP rs_db2_timestamp
VARCHAR FOR BIT DATA rs_db2_varchar_for_bit
TINYINT rs_db2_tinyint
DECIMAL rs_db2_decimal
NUMERIC rs_db2_numeric

Table 9-5 lists supported Informix datatypes and their datatype definition

equivalents.

Table 9-5: Datatype definitions for Informix datatypes

Informix datatype

Datatype definition

binary

rs_informix_binary

date

rs_informix_date

datetime fraction(0)

rs_informix_datetimeO

datetime fraction(1)

rs_informix_datetimel

datetime fraction(2)

rs_informix_datetime2

datetime fraction(3)

rs_informix_datetime3

datetime fraction(4)

rs_informix_datetime4

datetime fraction(5)

rs_informix_datetime5

datetime (time only)

rs_informix_datetime_time

Table 9-6 lists supported Oracle datatypes and their datatype definition

equivalent.
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Table 9-6: Datatype definitions for Oracle datatypes

Oracle datatype

Datatype definition

RAW

rs_oracle_binary

DATE

rs_oracle_date

DATE (with time)

rs_oracle_datetime

NUMBER (INTEGER)

rs_oracle_int

NUMBER (FLOAT)

rs_oracle_float

NUMBER (DECIMAL)

rs_oracle_decimal

Column-level translations and multiple replication definitions

In general, a column declared in multiple replication definitions must use the
same declared datatype in each replication definition—although published
datatypes can differ.

rawobject and rawobject in row (Java) columns declared in multiple replication
definitions, however, can use either the rawobject (or rawobject in row) datatype
or its base datatype for the declared datatype. For example, you can use
rawobject and image or rawobject in row and varbinary in multiple replication
definitions for the same Java column. See Java in Adaptive Server Enterprise
for detailed information about Java columns in Adaptive Server.

Using class-level and column-level translations together

If you activate class- and column-level datatype translations for the same
column, both are applied. Column-level translations are performed after
subscription resolution and before class-level translations, just prior to delivery
to the replicate database.

Thisorder of execution ensures that column-level translations supersede class-
level tranglations. That is, trandations for a particular connection (class-level
tranglations) do not affect trand ations defined for aparticul ar table and column
(column-level trand ations).
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Verifying translations

You can verify how trandations alter values before you set up column- or class-
level trandations. Use the admin translate command to view the results of a
particular translation. admin translate accepts a value and a source and target
datatype and returns the target value. It is most useful with the diagnostic
version of Replication Server, which, if thetranslation fails, allowsyou to trace
the reason for the failure.

The syntax is:
admin translate, value, source_datatype, target_datatype
where:

» valueistheliteral representation of the value being translated—including
delimiters as required by the base datatype of the source datatype.

» source datatype is the datatype definition or datatype for the value you
want to translate.

» target datatype isthe datatype definition or datatype for the value after
translation.

If the base datatype of either the source or target datatype requires alength
specification, such as char(26), enclose the datatype name in quotes.

For example, to verify the trandation of a date from db2_date to datetime, 0g
in to Replication Server and enter:

admin translate, '04/29/1989', db2 date, datetime

In this example, value isthe character string “04/29/1989,” and you must
encloseit in single quotes. Refer to the Replication Server Reference Manual
for a compl ete description of admin translate and further examples.

318 Replication Server



CHAPTER 10

Administration Guide

Managing Replicated Functions

This chapter describes how to replicate the execution of a stored
procedure from the source to the destination database using replicated
functions.

Topic Page
Prerequisites and restrictions 320
Using replicated functions 324
Implementing an applied function 326
Implementing a request function 329
Marking stored procedures for replication 331
Subscribing to replicated functions 333
Modifying or dropping replicated functions 333
Using publications for stored procedures 336

When you use function replication, Replication Server copiesthe
execution of astored procedure to the destination database. That is, you
execute a stored procedure at the source database, which invokes the
execution of another stored procedure at the destination database. Thetwo
stored procedures need not have the same name nor perform the same
tasks.

Refer to the Replication Server Design Guide for information about
replication system design issuesthat concern replicated stored procedures.

This chapter covers the distribution of stored procedures via function
replication definitions. The distribution of stored procedures associated
with table replication definitionsis described in Appendix A,
“Asynchronous Procedures,” in the Replication Server Administration
Guide Volume 2.

You identify the stored procedure at the source and the information that is
to be passed to the destination by creating afunction replication definition,
which specifies:

e The names of the stored procedures at the source and destination
databases (if they are different)
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»  Thedatatypesand parametersthat areto be passed to the destination stored
procedure

To satisfy the requirements of distributed applications, Replication Server
provides two ways to implement replicate functions. Use:

» Anapplied function todistribute, to replicate databases, an operation first
performedinaprimary database. See“ Applied functions’ on page 324 for
more information.

» Arequest function to deliver atransaction from areplicate databaseto the
primary database. See “Request functions’ on page 325 for more
information.

Prerequisites and restrictions

Before you implement applied or request functionsin your replication system,
be sure that you have met the prerequisites discussed below, and that you
understand the restrictions on the use of replicated stored procedures.

Replicated function prerequisites

*  Understand how you will use applied or request functions to meet your
application needs. Refer to the Replication Server Design Guide for more
information.

*  Setup aRepAgent, if necessary, for each database from which replicated
functions will be delivered. For applied functions, thisis the primary
database; for request functions, thisis areplicate database. Refer to
Chapter 4, “Managing a Replication System” and the Replication Server
Configuration Guide for details.

»  Setuproutes, if necessary, between each source and each destination
Replication Server. See Chapter 6, “Managing Routes’ tolearn how to set
up routes.

» Touse applied functions, aroute from the primary to the replicate
Replication Server must exist.

» Touserequest functions, aroute from areplicate Replication Server
to the primary Replication Server must also exist.
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Replicated functions can be used with applications that involve
fragmented primary data. To do this, create afunction replication
definition and a stored procedure for each primary fragment. Refer to the
Replication Server Design Guide for more information about working
with fragmented primary data.

In general, the information in this chapter assumes Replication Server
basic primary copy model, where asingle source (primary) database
distributes data to one or more destination (replicate) databases. Refer to
“Replication Server basic primary copy model” on page 6 for a detailed
description of this model.

Replicated function restrictions
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If you use function replication definitions, do not attempt to replicate
affected data using table replication definitions and subscriptions. If the
stored procedures are identical, they will make identical changesto each
database. If the affected tables are al so replicated, duplicate updateswould
result.

The names of all replication definitions, including function replication
definitions, must be unique in the replication system. If you want to
replicate stored procedures that have the same name, they must use
different replication definitions.

To replicate a stored procedure with a non-unique name, invoke it with a
stored procedure that has a unique name and that is executed in the source
database. For example, the non-unique stored procedure upd_sales may
invoke the unique stored procedure upd_salesA or vice versa. Mark the
unique stored procedure, upd_salesA, for replication using the system
procedure, and leave upd_sales, the stored procedure that invokes it,
unmarked.

Alternatively, you can declare the first parameter of the stored procedure
with a non-unique name as @rs_repdef and pass the unique name of the
replication definition in this parameter when the stored procedure is
executed. Do not include the @rs_repdef parameter in the create function
replication definition command. This method worksonly with RepAgent for
Adaptive Server.

Replication Server does not support nested transactions within replicated
stored procedures, or within stored procedures executed at the replicate
database. This means that the stored procedure cannot contain begin or
commit Statements.
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If stored procedures with nested stored procedures are marked for
replication with sp_setrepproc, then:

e The RepAgent shuts down.

»  The RepAgent forwards only the outer stored procedure call to the
Replication Server.

e Anerror message appears in the Adaptive Server error log.

When the maint_user or the replicate database replicates a stored
procedure, using sp_setrepproc Or sp_setreplicate, Adaptive Server always
executes the stored procedure within atransaction. Even if you have not
explicitly executed the replicated stored procedure within atransaction at
the primary database, Adaptive Server places an implicit begin transaction
at the start of the procedure when it is applied by the maint_user in the
replicate database.

If the replicated stored procedure contains nested transaction commands,
Replication Server replicates several transactions together, as one group,
using only the first begin transaction and the last commit transaction of all
the grouped transactions. For more information, see
dsi_max_xacts_in_group, in “Replication Server parameters that affect
performance” on page 131. If the replicated stored procedure contains
such commands as begin transaction, commit transaction, or rollback
transaction, errors may result when you execute the procedure. For
example, arollback transaction command might roll back to the start of the
transaction group, rather than to the nested begin transaction command that
was the intended rollback paint.

Replicated functions, like Adaptive Server stored procedures, cannot
contain parameters with text and image datatypes. Refer to the Adaptive
Server Enterprise Reference Manual for more information.

Adaptive Server logs areplicated stored procedure invocation in the
database in which the enclosing transaction was started.

» If the user does not begin atransaction explicitly, Adaptive Server
begins one in the user’s current database before the stored procedure
isinvoked.

»  |f the user begins the transaction in one database and then executes a
replicated stored procedure in another database, the execution is still
logged in the database where the transaction began.
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e Ifasingletransaction invokes one or more request functions and executes
applied functions or contains data modification language (termed a
“mixed-mode” transaction), Replication Server processes the request
functions after all the other operations. All request operations are
processed together in a separate transaction. This can occur if asingle
Replication Server manages both primary and replicate data.

*  When you use replicated functions and heterogeneous datatype
trandations:

* You cannot ater the datatype of a parameter value using create
function replication definition or alter function replication definition.
However, you can use datatype definitions to declare parameters for
applied function replication definitions, which are then subject to
class-level translations.

*  Replication Server does not perform translations on parameter values
for request functions. However, during function-string mapping, the
delimiters defined for the parameter values of their declared datatype
are used to generate the SQL.

« Do not put acommit statement inside a replicated function as this may
cause a duplicate key and make Replication Server recovery fail.

Commands for managing function replication definitions

Table 10-1 lists the Replication Server commands used to work with function
replication definitions.

Table 10-1: Commands for managing function replication definitions

Command Task

create function Creates afunction replication definition that describesthe stored procedure, and its parameters,

replication for replication. It also describes the location of the primary data.

definition See “Implementing an applied function” on page 326 and “Implementing a request function”

on page 329.

alter function Modifies a function replication definition. For example, it:

(rjeF;_"‘ff_‘“O” + Specifies adifferent name for the stored procedure invoked at the destination database
etinituon

¢ Adds parameters or searchable parameters
¢ Changes how the replication definition is used in replicating to a standby database
See “Modifying or dropping replicated functions’ on page 333.

drop function Removes a function replication definition from the replication system. You must drop al
replication subscriptionsfor afunction replication definition before you can drop the replication definition.
definition See “Modifying or dropping replicated functions’ on page 333.
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Also, see Table 9-1 on page 243 and Table 11-3 on page 356.

Using replicated functions

A replicated stored procedureis an Adaptive Server stored procedure that
you have marked for replication using either sp_setrepproc or sp_setreplicate.

A function replication definition describes areplicated stored procedure, its
parameters, and itslocation. When you create afunction replication definition,
Replication Server creates afunction, which contains the information in the
function replication definition.

When areplicated stored procedure that has its own function replication
definition isinvoked, itsfunctionistransferred from the sourceto adestination
Replication Server. The function passes parameters to a corresponding stored
procedure that is, in turn, invoked in the destination database. A function
string translates the function to syntax the subscribing database can interpret.

Function replication improves performance because it encapsulates multiple
operationsin a single function. Replicated stored procedures do not have to
modify any datain order to be replicated.

Applied functions

324

Use an applied function to distribute operations first performed in a primary
database to replicate databases. Applied functions allow you to realize
important performance benefits. For example, if a client application must
update alarge number of row changes, you can create an applied function that
changes many rows, rather than replicating the rows individually.

To use an applied function, you first create a stored procedure in the primary
database and a corresponding stored procedure in the replicate database. At a
primary Replication Server, you create afunction replication definition for the
stored procedure. Replicate Replication Servers can subscribe to the function
replication definition. When the stored procedure in the primary database is
invoked, it inturn causestheinvocation of the stored procedurein thereplicate
database managed by the subscribing replicate Replication Server.
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Because Replication Server does not know in advance what data is needed by
the stored procedure at the replicate databases, you must use bulk
materialization or the no-materialization method when you subscribe to a
function replication definition.

Replication Server executes the stored procedure in the replicate database as
the maintenance user, which is consistent with normal data replication.

See “Implementing an applied function” on page 326 for step-by-step
instructions.

Request functions
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Usearequest function to deliver areplicated stored procedurefrom areplicate
database to the primary database. For example, a client application at aremote
location needs to make changes to primary data. The client application first
executes a stored procedure at the replicate site—a procedure that may or may
not make changes at the replicate database. When the stored procedure
executes, the replicate Replication Server passes arequest function to the
primary, where a corresponding stored procedure is invoked that updates the
primary data.

With a primary copy model, asingle primary database contains all the latest
updates. A client application at a remote site can update the primary using
reguest functions. As updates occur at the primary table, Replication Server
captures the updates and sends them to replicate data servers.

If communication between the primary and destination databases fails,
operations executed in the primary database are stored in Replication Server
stable queues until they can be delivered to replicate sites. Likewise, operations
executed remotely are held in stable queues until they can be delivered to the
primary database.

To usearequest function, create astored procedurein the primary database and
a corresponding stored procedure in the replicate database. Then, at a primary
Replication Server, create afunction replication definition. You do not need to
create any subscriptions. When the stored procedure in the replicate database
isinvoked, it, in turn, invokes the stored procedure in the primary database.

Replication Server executesthe stored procedurein the primary database asthe
user who executed the stored procedure in the replicate database. This
guarantees that only authorized users can change primary data.
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Implementing
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In an application, Replication Server may replicate someor all of the data that
is changed in the primary database. The changes are distributed to replicate
databases managed by Replication Servers that have subscriptions to table
replication definitions or as separate applied functions. Either way, the effect
of atransaction arrives at the primary and then replicate databases.

When you use reguest functions, all updates are made at the primary database.
This preserves Replication Server primary copy data model and protects the
replication system from network failure and excess traffic.

an applied function

To implement an applied function:

1

Review the requirements described in “ Prerequisites and restrictions’ on
page 320.

Set up replicate databases containing replicate tables that the stored
procedure will modify.

Inthe primary database, create the stored procedure. The stored procedure
may or may not modify primary data. For example, this stored procedure
uses the @pub_name parameter to update the pub_name column of the
publishers table:

create proc update pubs

@pub_id char(4), @pub name varchar (40),
as

update publishers

set pub_name = @pub name

where pub id = epub_ id

In the primary database, mark the stored procedure for replicated function
delivery, using the sp_setrepproc system procedure. For example:

sp_setrepproc update pubs, 'function'
See “Marking stored procedures for replication” on page 331 for details.

In the replicate database, create a stored procedure with the same name,
parameters, and datatypes asthe stored procedurein the primary database.
Typically, the two stored procedures perform the same operations. For
example:

create proc update pubs
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pub id char(4), @pub name varchar (40),
as

update publishers

set pub_name = @pub_name

where pub_id = epub_id

Warning! A stored procedure invoked in areplicate database in applied
function delivery isinvoked inside a user-defined transaction. Refer to the
Adaptive Server Enterprise Transact-SQL User’s Guide for information
about operations that are not allowed inside user-defined transactions (for
example, the dump transaction and dump database commands).

Do not mark this stored procedure as replicated. In applied function
delivery, only the stored procedure in the primary database is marked as
replicated.

However, if the replicate database modifies a standby database, mark the
stored procedurein the active and standby replicate databases asreplicated
if you want to use stored procedure replication to the standby.

Inthereplicate database, grant execute permission on the stored procedure
to the maintenance user. For example:

grant execute on update pubs to maint user

In the primary Replication Server, create afunction replication definition
for the stored procedure. For example:

create function replication definition update pubs
with primary at TOKYO DS.pubs2

(epub_id char(4), @pub name varchar (40),
searchable parameters (@pub name, @state)

The function replication definition must use the same name, parameters,
and datatypes as the stored procedure in the primary database. You have
the option to include only the parameters you want to replicate. You need
not include parameters and their datatypes, but you must include the
parentheses for this clause, whether or not you include the parameters.

If you specify searchable parameters, you can subscribe to function
invocations based on the value of the function’s parameters. In the
preceding example, @pub_name and @state are searchable parameters.
Thus, for example, they can subscribe only to “CA” updates.

If you want to replicate the Adaptive Server timestamp datatype, declare
the datatype binary(8) in the function replication definition.
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Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for more information about create function
replication definition command.

See “Madifying or dropping replicated functions’” on page 333 for
information about changing function replication definitions.

When you create a function replication definition, Replication Server
automatically creates a corresponding function in the default function-
string class. See “User-defined functions’ on page 14 in the Replication
Server Administration Guide Volume 2 for more information.

If you are not using adefault function-string classor aclassinherited from
the default or if you want to customize the function’sinvocation, you need
to create afunction string for the user-defined function. See “ Creating or
modifying a function string for areplicated function” on page 335 for
more information.

In the replicate Replication Server, create a subscription to the function
replication definition, using create subscription and the no-materidization
method or define subscription and the other bulk materialization
commands.

Warning! You must use the no-materialization method or bulk
materialization—instead of atomic or nonatomic materialization—
because Replication Server cannot determine in advance what dataiis
needed for the stored procedure at the replicate site.

For example:

create subscription pubs_ sub

for update pubs

with replicate at SYDNEY DS.pubs2
where @state = 'CA'

without materialization

If you specified searchable parameters in the function replication
definition, you can subscribe to function invocations based on the value of
the function’'s parameters. In this example, the subscription only receives
rows if the value of the @state parameter is equal to CA.

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for more information about create subscription
command. See also “Using create subscription for no materialization” on
page 362.
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10 Verify that all Replication Server and database objects in steps 1 through

9 exist at the appropriate locations. You should now be ableto execute the
applied function.

Refer to Chapter 6, “ Adaptive Server Stored Procedures,” in the
Replication Server Reference Manual for information about stored
procedures, such asrs_helpfunc, that you can use to query the RSSD for
information about the replication system.

Implementing a request function
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To implement a request function:

1 Review the requirements described in “ Prerequisites and restrictions’ on

page 320.

In the primary Adaptive Server, create alogin name and password for the
user who will execute the stored procedure at the replicate Adaptive
Server.

See Chapter 8, “Managing Replication Server Security” for details.

Inthe primary database, create astored procedure that updatesthe primary
data. For example:

create proc update pubs

@pub_id char(4), @pub name varchar (40)
as

update publishers

set pub_name = @pub_name

where pub_id = epub_ id

Warning! A stored procedure invoked in a primary database in request
function delivery isinvoked inside a user-defined transaction. Refer to the
Adaptive Server Enterprise Transact-SQL User’s Guide for information
about operationsthat are not allowed inside user-defined transactions (for
example, the dump transaction and dump database commands).

Do not mark this stored procedure as replicated. In request function
delivery, only the stored procedure in the replicate database is marked as
replicated.
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However, if the primary database is also part of awarm standby
application, then mark the stored procedure in the active and standby
primary databases as replicated if you want to replicate stored procedures
to the standby database.

In the primary database, grant execute permission on the stored procedure
to the same user for whom you created alogin name and password in step
2. For example:

grant execute on update pubs to pubs user

In the replicate database, create a stored procedure with the same
parameters and datatypes as the stored procedure in the primary database.
The new stored procedure should either do nothing or should display a
message to indicate a pending update. For example:

create proc update pubs_ request
@pub_id char(4), @pub name varchar (40)
as

print "Transaction accepted."

Note Sybase recommends that you use a different name for the stored
procedure you create in the replicate database. You must use a different
name if the function will replicate back to the replicate database as an
applied function. When you create the function replication definition in
step 8, you must specify the name of the stored procedure in the
destination (primary) database.

Inthereplicate database, mark the stored procedurefor replicated function
delivery using the sp_setrepproc system procedure. For example:

sp_setrepproc update pubs request, 'function'
See “Marking stored procedures for replication” on page 331 for details.

Inthereplicate database, grant execute permission on the stored procedure
to the replicate Replication Server user who will invoke it. For example:

grant execute on update pubs request to pubs user

Inthe primary Replication Server, which managesthe primary data, create
afunction replication definition for the stored procedure in the replicate
database. For example:

create function replication definition
update pubs request

with primary at TOKYO DS.pubs2

deliver as 'update pubs'
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10

(epub_id char(4), @pub name varchar (40))

The function replication definition must use the same name, parameters,
and datatypes as the stored procedure in the replicate database. You have
the option to include only the parameters you want to replicate.

Refer to Chapter 3, “Replication Server Commands,” in the Replication
Server Reference Manual for more information about create function
replication definition command.

In the preceding example, the optional deliver as clause specifies that the
stored procedure to execute at the primary data server is named
update_pubs, not update_pubs_request.

When you create a function replication definition, Replication Server
automatically creates a corresponding user-defined function.

If you are not using a default function string or wish to customize the
function’sinvocation, you need to create a function string for the user-
defined function. See “ Creating or modifying a function string for a
replicated function” on page 335 for more information.

Verify that all Replication Server and database objects in steps 1 through
9 exist at the appropriate locations. You should now be ableto execute the
reguest function.

Refer to Chapter 6, “ Adaptive Server Stored Procedures,” in the
Replication Server Reference Manual for information about stored
procedures, such asrs_helpfunc, that you can use to query the RSSD for
information about the replication system.

Marking stored procedures for replication
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The system procedure sp_setrepproc is used to mark stored procedures for
replication. The syntax is:

sp_setrepproc [proc_name [, {'function’ | 'table’ | ‘'false'}, [{log_current |
log_sproc}]]]

where:
proc_name — the name of a stored procedure in the current database.

'function’' —enablesreplication for astored procedure associated with afunction
replication definition.
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'table' — enables replication for a stored procedure associated with atable
replication definition. For information on replicating stored procedures
associated with table replication definitions, see Appendix A, “ Asynchronous
Procedures,” in the Replication Server Administration Guide Volume 2.

false' — disables replication for the stored procedure.

‘log_current’ — logs the execution of the stored procedure you are replicating in
the current database, not in the database where the stored procedure resides.

‘log_sproc’ — logs the execution of the stored procedure you are replicating in
the database where the stored procedure resides, not in the current database.
‘log_sproc’ isthe default parameter.

Use sp_setrepproc according to these guidelines:

e Tolist al replicated objects in the database, enter sp_setrepproc with no
parameters.

e Todetermine the replication status of the stored procedure, enter
sp_setrepproc with the stored procedure name only.

e Enter sp_setrepproc with the stored procedure name and 'function’, 'table’,
or ‘false' to enable each type of replication or to disable replication for the
stored procedure. You must be the System Administrator or the Database
Owner to use sp_setrepproc to change the replication status of a stored
procedure.

» Tolog the execution of areplicated stored procedure in the database you
choose, enter sp_setrepproc with ‘log_current’, to log execution in the
current database, or ‘log_sproc’, to log execution in the database where the
stored procedure resides.

For applied function delivery, mark the stored procedure in the primary
database asreplicated. For request function delivery, mark the stored procedure
in the replicate database as replicated. In either case, specify 'function' to
indicate the type of replication definition associated with the stored procedure.

For more information on sp_setrepproc, see Replication Server Reference
Manual.
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Subscribing to replicated functions

You can create subscriptions to function replication definitions for applied
functions using create subscription and the no-materialization method or define
subscription and the other commands for bulk materialization: activate
subscription, validate subscription, and check subscription.

You do not need to create a subscription for arequest function. The destination
database is always the primary database; you create the function replication
definition in the primary Replication Server.

If you specified searchable parameters in the function replication definition,
you can subscribe to a function based on the value of its parameters.

You drop subscriptions to function replication definitions using drop
subscription. They are dropped without purging the replicate data associated
with the function. You do not need to specify the without purge option.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual, and related commands, for the full syntax for bulk
materialization commands. Also see “Bulk materialization” on page 343.

Modifying or dropping replicated functions

This section explains how to modify or drop replicated functions.

Before modifying a function replication definition

Administration Guide

1 Change the stored procedure at the primary or replicate data server and
provide defaults for new parameters, if necessary.

2 Asaprecaution, quiesce the system. Altering functions while updates are
in process can have unpredictable results.

See Chapter 4, “Managing a Replication System” for information on how
to quiesce the system.
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Modifying a function replication definition

To add new parameters, add new searchabl e parameters, or change the name of
the destination stored procedure, use alter function replication definition to alter
the function replication definition. The syntax for thiscommand is:

alter function replication definition function_rep_def

{deliver as proc_name |

add @parameter datatype[, @parameter
datatype]... |

add searchable parameters @parameter
[, @parameter]... |

send standby {all | replication definition}
parameters}

The options for alter function replication definition are similar to those for create
function replication definition. Refer to Chapter 3, “ Replication Server
Commands,” inthe Replication Server Reference Manual for moreinformation
about alter function replication definition command.

See “Creating or modifying afunction string for a replicated function” on
page 335 for information about function strings for function replication
definitions.

To add new searchable parameters to the where clause of a define subscription
command, drop and re-create the subscription for the function replication
definition. For more information about subscribing to function replication
definitions, see “Implementing an applied function” on page 326.

Dropping a function replication definition

To change or remove parameters, or to rename afunction replication definition,
use thedrop function replication definition command to drop it. Then re-createit.
The syntax for thiscommand is:

drop function replication definition function_rep_def

When you drop a function replication definition, the associated user-defined
function and function string are also dropped. Subscriptions to a function
replication definition must be dropped first. You can re-create the subscriptions
after you re-create the function replication definition.
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Creating or modifying a function string for
a replicated function

When you create or ater afunction replication definition, Replication Server
automatically creates or alters the corresponding user-defined function. You
must, however, create afunction string for the user-defined function if you are
not using a class that inherits function strings from rs_default_function_class,
either directly or indirectly.

See “User-defined functions’ on page 14 in the Replication Server
Administration Guide Volume 2 for more information.

Create afunction string for a user-defined function in the function-string class
assigned to the destination database for the replicated function. Use create
function string at the primary Replication Server to create afunction string for
a user-defined function.

See “Function strings and function-string classes’ on page 33 in the
Replication Server Administration Guide Volume 2 for more information.

When you drop a function replication definition, Replication Server aways
drops the user-defined function and function strings.

You can customize function stringsin function-string classes that allow it. Ina
typical application, the replicated user-defined function passes stored
procedure parameter values to the destination Replication Server, and the
function string executes the stored procedure with these values in the
destination database.

To change the default function string to perform some other action, such as
inserting data into an audit log, use the alter function string command at the
primary Replication Server for the replicated function. The function-string
classassigned to the destination database for the replicated function must allow
you to customize function strings.

See Chapter 2, “ Customizing Database Operations’ in the Replication Server
Administration Guide Volume 2 for information on creating and altering
function strings. Also refer to Chapter 3, “ Replication Server Commands,” in
the Replication Server Reference Manual, for more information about create
function string command.
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Using publications for stored procedures

You can use publications to select stored procedures and/or tables, along with
their replication definitions, and subscribe to all of them as a group.
Publications|et you organizeyour replication definitions and subscriptionsand
then monitor their status with a single command.

Refer to “Using publications’ on page 298 for procedures for creating and
managing publications. Refer to “Using publication subscriptions’ on page
381 for procedures for creating and managing publication subscriptions.
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Managing Subscriptions

This chapter describes setting up and managing subscriptions for

replicated data.
Topic Page
Overview 337
Subscription materialization methods 339
Dematerialization processing 351
Monitoring materialization and dematerialization 352
Before you create subscriptions 354
Using subscription commands 356
Subscription example 368
Materializing text, unitext, image, and rawobject data 372
Subscriptions for columns with heterogeneous datatypes 373
Bitmap subscriptions 374
Obtaining subscription information 376
Using publication subscriptions 381

Subscriptions resemble SQL select statements. They identify the
replication definition or publication to which you are subscribing, the

source and destination databases and data servers, and the

materialization method by which theinitial information isto be copied.
You can use awhere clause to specify a subset of rows or parameters that
the destination database receives from the source database. This chapter

describes how to materialize subscription data and manage subscriptions.
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Materialization isthe process of copying data specified by a subscription from
aprimary database to a replicate database, thereby initializing the replicate
table. Replicate data can be transferred over a network, or, for subscriptions
involving large amounts of data, loaded initially from media. Initialization
from mediais called bulk materialization. You use one of four materialization
methods, depending on how you want materialization to affect the replication
system. See “ Subscription materialization methods” on page 339 for more
information.

Subscriptionsfor database replication definitionsinstruct Replication Server to
replicate database objects from the primary to the replicate database. You can
choose to replicate or not replicate individual tables, transactions, functions,
system stored procedures, and data definition language (DDL). This method
requiresonly asingle database replication definition for each primary database
and a single subscription for each subscribing database. See Chapter 12,
“Managing Replicated Objects Using Multi-Site Availability,” for detailed
information about database replication definitions and database subscriptions.

Subscriptions for table replication definitions instruct Replication Server to
replicate data from primary tablesinto specified replicate tables. After you
have created areplication definition for aprimary table, replicate sites must
subscribe to the replication definition at the primary database to receive
updates.

Subscriptions for function replication definitions require you to use the no-
meaterialization or the bulk materialization methods. See “No materialization”
on page 343 and “Bulk materialization” on page 343. See also Chapter 10,
“Managing Replicated Functions® for information about replicated functions.

You can subscribe to agroup of replication definition articles by subscribing to
apublication. Publication subscriptions cannot contain where clauses. To
subscribe to a subset of rowsin an article, you must include awhere clause
when you create the article. See “Using publication subscriptions’ on page
381 for information about subscribing to publications.

You create subscriptions at the Replication Server managing the database
where the replicate datais to be maintained. Your previously created
replication definition provides the location of the primary data and definesthe
structure of the primary table and optionally, of the replicate table, where they
differ.
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Subscription materialization methods

Materializing a subscription copies the requested data from the primary
database to the replicate database, thereby initializing the replicate table.
Subscriptions are added to the rs_subscriptions system table for both the
primary and the replicate Replication Server. The materialization method you
select determines how you create subscriptions.

Because a subscription can replicate alarge set of rows, materialization can
burden the network or impede applications that use the primary or replicate
data. Replication Server offers four methods for creating subscriptions, so you
can regulate the effects of materialization on the replication system.

Table 11-1 summarizes the materialization methods you can use to create
subscriptions, including commands required for the process.

Table 11-1: Subscription materialization methods

Method

Description

Atomic materialization
(default)

This method, invoked using the default form of the create subscription command, copies
subscription data through the network in a single atomic operation. Replication Server
executes the rs_select_with_lock function to retrieve the primary data.

This method provides complete consistency throughout the materialization process, but
may temporarily obstruct transactions using the primary or replicate data. Do not use this
method for large subscriptionsif along-running transaction is unacceptableinthe primary
database.

For details, see “ Atomic materiaization” on page 340.

Nonatomic
materialization

This method, invoked using the create subscription command with the without holdlock
clause, is similar to the atomic method, except that consistency constraints during
materialization are relaxed to allow clients at the primary database to process transactions
during materialization. Replication Server executes the rs_select function to retrieve the
primary data. Subscription datais copied in a series of transactions.

Because users are allowed to update primary data, this method may result in transactional
inconsistency and incomplete data during materialization. When materiaization is
complete, al inconsistencies are fully corrected. Autocorrection for the replicate table
must be enabled to resolve inconsistencies.

For details, see “Nonatomic materialization” on page 341.

No materialization
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This method, invoked using the create subscription command with the without
materialization clause, allows you to create a subscription when the subscription data
aready exists at the replicate database.

You can use this method to create subscriptions to table replication definitions, function
replication definitions, and database replication definitions.

For details, see “No materialization” on page 343.
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Method

Description

Bulk materialization

Thismethod is appropriate when thereis too much datato copy through the network. This
isa“manua” materialization method that allows you to load the subscription data from
media such as magnetic tape.

Use this method for subscriptions to database replication definitions and to function
replication definitions when data must be initialized at the replicate database.

The commands used for bulk materialization are define subscription, activate subscription,
and validate subscription. For more details, see “Bulk materiaization” on page 343.

Atomic materialization

340

Atomic materialization is the default materialization method. It is the easiest
method to execute and maintains complete data consistency throughout the
materialization process.

During atomic materialization, Replication Server logsin to the primary data
server asthe user creating the subscription and with the password defined at the
replicate Replication Server. Therefore, the user must be defined at both the
replicate Replication Server and primary database with the same password.
The user also needs the same login name and password as the primary
Replication Server.

Logged in to the primary data server, the Replication Server selects the
subscription rows using a select with holdlock operation specified by the
rs_select_with_lock function. The holdlock performs arepeatable read,
preventing other transactions at the primary site from updating the data until
the select transaction has completed. The rows are transferred to a
materialization queue at the replicate site, where they are applied to the
replicate database. You must provide the stable queue with adequate partition
space to handle the operation.

Atomic materialization is best for smaller subscriptions where the select with
holdlock operation does not last long enough to disturb client applications using
the primary database. If the subscription selects a large number of rows, you
may choose to use nonatomic or bulk materialization, so that clients at the
primary database are not affected.

When data already exists at the replicate database, you can use the no-
materialization method.

Atomic materialization allows changes to the primary table but effectively
delays data server changes until the activation phase of materialization has
compl eted.
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Incremental atomic materialization

You can avoid long-running transactions at the replicate database by using the
incrementally option. The incremental option sends materialization data to the
replicate database in a series of transactions, rather than in one large
transaction. Otherwise, incremental and non-incremental atomic
materialization areidentical. Subscription dataisavailable but incomplete until
materialization has completed and the subscription is validated.

Rows are removed from the stable queue after they have been successfully
inserted, so less partition space is required. You can truncate the database
transaction log during materialization, if necessary.

Users at the replicate site will see partial subscription data during
materialization, which may invalidate some queries. However, they will have
access to inserted rows sooner, which may be beneficial.

The publishers_rep replication definition presented in Chapter 9, “Managing
Replicated Tables’ is used in the following example to create a subscription.
The create subscription command in the example has no where clause, so the
subscription causes Replication Server to replicate al the rowsin the
replication definition. The incrementally keyword ensures that the replicate
database transaction log does not become full. Clients at the replicate site can
be suspended or warned that the publishers table is materializing and will
contain incomplete data until the process has compl eted.

create subscription publishers sub
for publishers rep

with replicate at SYDNEY DS.pubs2
incrementally

Nonatomic materialization
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Nonatomic materialization, using the without holdlock option of the create
subscription command, is the same as atomic materialization, except for the
following:

e Thedataisselected from the primary database without aholdlock. Clients
at the primary site can update the data while the select operation isin
process.

«  Transactions are always applied incrementally at the replicate database.

341



Subscription materialization methods

Note If the replicate minimal columns feature is set for the replication
definition, you cannot create new subscriptions using nonatomic
materialization.

In nonatomic materialization, Replication Server insertsrowsinto thereplicate
database incrementally in 10-row transactions. Clients at the replicate site that
are using the table will see partial subscription data during materialization.
Thismay invalidate some queries. Sincethe subscriptionisactivated beforethe
datais copied to the replicate database, primary table changes may be applied
twice to the replicate table in some circumstances. You must enable
autocorrection when you use nonatomic materialization. Autocorrection
ensuresthat a second application of datadoes not result in an error. See“ Using
autocorrection” on page 342 for details.

Using autocorrection

342

To enable autocorrection, issue the set autocorrection command with the on
option for each replication definition to which you plan to subscribe using
nonatomic materialization. When using autocorrection, if Replication Server
updates or insertsarow inaprimary table, it converts the update or insert into
adelete followed by an insert, so that the update or insert operation cannot fail
because of an existing row.

During nonatomic subscription materialization, Replication Server selectsdata
without aholdlock. After adding the data to the replicate database, Replication
Server appliesreplicated commands. If you enabl e autocorrection, Replication
Server corrects certain temporary inconsistencies that may be caused by
selecting the data using the without holdlock option.

However, if you execute replicated stored proceduresthat change subscription
data during materialization, autocorrection does not always correct the
replicate database. During function calls, autocorrection does not protect
against inconsistencies.

After a subscription that uses nonatomic materialization has materialized, you
can disable autocorrection for better performance. If you disable
autocorrection, you can also specify minimal column replication. See
“Replicating the minimal set of columns’ on page 252 for more information.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for more information about set autocorrection command.
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No materialization

You can use create subscription with the without materialization clause to
activate a subscription when materialization has aready occurred. To use this
method:

e The subscription data must already exist at the replicate database
e The primary and replicate tables must be synchronized

e Activity must be stopped on the primary table so that there are no further
updates in the Replication Server stable queues

When creating a subscription with the without materialization clause,
Replication Server logsin to the primary Replication Server as the user
creating the subscription. The user who executes create subscription must have
the same login and password at the primary and replicate Replication Servers.

You can also use create subscription with the without materialization clause to
subscribe to function replication definitions.

Bulk materialization
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With bulk materialization, you manually transfer subscription data between
databases. Use bulk materialization when a subscription is too large to copy
through the network. Bulk materialization has very little effect on primary
database clients or on the network.

You can use bulk materialization to create subscriptions for function
replication definitions. See Chapter 10, “Managing Replicated Functions” for
more information about replicated functions.

Bulk materialization uses these commands, which are executed at different
points in the materialization process: define subscription, activate subscription,
validate subscription. Usethe check subscription command to check the status of
the subscription.

When you use bulk materialization, you must coordinate:
e The dump to media of the subscription data at the primary site.
* Theload from mediainto the table at the replicate site.
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e The application of updates made at the primary site after you make the
media dump.

Note Bulk materialization may require special handlingif the primary and
replicate databases differ in, for example, table or column names.

Three bulk-materialization methods are available to ensure data consistency
between the primary and replicate sites. The method you use depends mainly
on whether applications using the primary data can tol erate interruptions.

You can use any of these methods for subscriptions to either table or function
replication definitions. With subscriptionsto function replication definitions, it
may not be obviouswhich replicate tableswill be affected by stored replicated
procedures executing in the replicate database.

Before you initiate bulk materialization, you must consider these issuesin
relation to the existing data in the replicate database.

Table 11-2 summarizes the three bulk materialization methods.

Table 11-2: Summary of bulk materialization methods

Method Summary of process

Stop updatesto the  Stop all applications from updating the primary data and then retrieve the subscription data
primary table and from the primary database with a select statement or database dump.

take a snapshot of Define the subscription and activate it with an option that leaves the DSI suspended for the
the data replicate database. Clients can resume updates to the primary data.

After you load the subscription datainto the replicate database, you can resume the DSI and
validate the subscription. For details on this procedure, see “ Stop updates at the primary
database and take a snapshot” on page 345.

Simulate atomic
materialization

Allow client applications to continue executing transactions against the primary datawhile
the subscription datais retrieved. After defining the subscription, you lock the primary data,
retrieve the subscription data, and activate the subscription. The activate subscription
command leaves the DSl for the replicate database suspended.

After you load the subscription datainto the replicate database, you can resume the DSI and
validate the subscription. For detailson this procedure, see” Simulate atomic materialization”
on page 347.

Simulate
nonatomic
materialization

This method is the same as simulating atomic materialization, except that you activate the
subscription first, and then retrieve the data from the primary database without locking the
data. Because of this, the data at the replicate database may be inconsistent with the data at
the primary database until the subscription is validated and you are required to enable
autocorrection for the replicate data. For details on this procedure, see “ Simul ate nonatomic
materialization” on page 349.
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Stop updates at the primary database and take a snapshot
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To stop updates at the primary and take a snapshot, you can use either of two
bulk materialization methods:

e Using the Adaptive Server mount command
e Using the Adaptive Server dump and load, select, or bcp command

Use these methodsto retrieve data from the primary database if you are ableto
suspend updatesto the primary data. To maintain consistency, al updatesto the
primary database are suspended for the duration of the materialization.

[IRetrieving data from the primary database using the Adaptive Server

mount command

This procedure uses mount to retrieve data from the primary database. You can
use this method only if you are using Adaptive Server version 12.5.1 or later,
and your primary and replicate databases are identical .

1 Verify that the entire replication system is working. See Chapter 1,
“Verifying and Monitoring Replication Server” in the Replication Server
Administration Guide Volume 2 for details.

2 Suspend updates to the datain the primary database by stopping client
applications that generate transactions against the primary datadirectly or
indirectly through Replication Servers.

3 Quiescethereplication system componentsinvolved with replicating data
from the primary Replication Server to the replicate Replication Server.

Useadmin quiesce_for_rsi at the primary and replicate Replication Servers
and any intermediate Replication Servers.

4 Executethe Adaptive Server command quiesce database tag_name hold
db_name list [for external dump] to manifest_file [with override]] to generate
the manifest file. See the Adaptive Server Enterprise Reference Manual
for more information.

5 Takeasnapshot of the subscription data from the primary database by
creating a data dump of both the database and log devices. You can create
adata dump using utilities such astar or zip, or the UNIX dd command.

6  Use mount database to begin loading the snapshot data into the replicate
database.

7 Resolvethe mismatch of user information between the master database
and the loaded user database.
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1
12

13
14
15

Users_init to add the replicate database to the replication system if it isnot
already there.

Execute define subscription at the replicate Replication Server.

Use check subscription at the primary and at the replicate Replication
Serversto verify that the subscription has been defined. When the
subscription status is DEFINED at both servers, continue to step 11.

Execute activate subscription at the replicate Replication Server.

Use check subscription at the primary and at the replicate Replication
Server to verify that the subscription has been activated. When the
subscription statusis ACTIVE at both servers, continue to step 13.

Execute quiesce release to resume updates to the primary data.
Execute validate subscription at the replicate Replication Server.

Use check subscription at the primary and at the replicate Replication
Server to verify that the subscription is VALID at both servers.

When you have completed this procedure, the subscription is created, the
replicate datais consistent with the primary data, and replication is active.

[IRetrieving data from the primary database using the Adaptive Server
dump and load, select or bcp commands

This procedure retrieves data from the primary database using the Adaptive
Server dump and load, select, or bcp commands and utilities.

1

Verify that the entire replication system isworking. Refer to Chapter 1,
“Verifying and Monitoring Replication Server” in the Replication Server
Administration Guide Volume 2 for details.

Suspend updates to the data in the primary database by stopping client
applications that generate transactions against the primary data.

Quiescethereplication system componentsinvolved with replicating data
from the primary Replication Server to the replicate Replication Server.

Use admin quiesce_force_rsi at the primary and replicate Replication
Servers and at any intermediate Replication Servers.

Execute suspend log transfer for the primary database.

Take a snapshot of the subscription data from the primary database using
aselect statement or a database dump.

Execute define subscription at the replicate Replication Server.
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Use check subscription at the primary and at the replicate Replication
Serversto verify that the subscription has been defined. When the
subscription status is DEFINED at both servers, continue to step 9.

Execute the activate subscription command, using the with suspension
clause, at the replicate Replication Server.

Use check subscription at the primary and at the replicate Replication
Server to verify that the subscription has been activated.When the
subscription becomes active at the replicate Replication Server, the DSI
connection to the replicate Replication Server is suspended.

When the subscription status is ACTIVE at both servers, continue to step
11.

Execute resume log transfer from the primary database at the primary
Replication Server.

Begin loading the snapshot data into the replicate database.

Note While you wait for the data to finish loading in the replicate
database, you can continue with the next step.

Executevalidate subscription at the replicate Replication Server to validate
the subscription.

Use check subscription at the primary and at the replicate Replication
Server to verify that the subscription statusis VALID for both servers.

When the snapshot data has finished loading in the replicate database,
execute resume connection to resume the connection to the replicate
database.

When you have completed this procedure, the subscription is created, the
replicate datais consistent with the primary data, and replication is active.

Simulate atomic materialization

Use this bulk materialization method when you cannot suspend updates to the
primary database.
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This method ensures replicated data consistency by retrieving the subscription
data, activating the subscription, and suspending the DSI connection to the
replicate database all in one transaction at the primary data server.

Use select with holdlock and thers_marker stored procedure, asin this example;
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begin transaction

select from table with holdlock
where search conditions

execute rs_marker

'activate subscription subid
with suspension'

commit transaction

subid isan integer that identifies the subscription. The subid for a subscription
and can be found in the subid field of the rs_subscriptions system table in the

RSSD. After the subscription isdefined, you can findits subid by executing the
following query in the RSSD of the primary or replicate Replication Server:

select subid from rs_ subscriptions

where subname = 'subscription'

and dbid in (select dbid from rs_databases
where dbname = 'replicate database'

and dsname = 'replicate data server')

Here are the steps to follow to simulate atomic materialization:

1

Verify that the entire replication system is working. Refer to Chapter 1,
“Verifying and Monitoring Replication Server” in the Replication Server
Administration Guide Volume 2 for details.

Execute the define subscription command at the replicate Replication
Server.

Wait for the subscription to be defined at both the primary and replicate
Replication Servers. Execute the check subscription command at both the
primary and replicate Replication Serversto verify that the subscription
statusis DEFINED.

Executeasingletransaction asprovided in the previous sampl etransaction
that includes select with holdlock and the rs_marker stored procedure. This
action activates the subscription.

Wait for the subscription to become active at both the primary and
replicate Replication Servers. Execute the check subscription command at
the replicate Replication Server to verify that the subscription status is
ACTIVE. When the subscription status is ACTIVE at the replicate
Replication Server, the DSI connection to the replicate database will be
suspended.

Begin loading the subscription datainto the replicate database.

Resume the DSI connection to the replicate database using the resume
connection command.
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Simulate nonatomic
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8 Execute the validate subscription command at the replicate Replication
Server.

9  Wait for the subscription to become valid at both the primary and replicate
Replication Server. Execute the check subscription command at the
replicate Replication Server to verify that the subscription statusis
VALID.

Now the subscription is created and replication is active.

materialization

Use this bulk materialization method when you cannot suspend updates to the
primary database or if you cannot lock the primary data during the select or
dump operation that retrieves the subscription data.

This method allows a period of flux at the replicate site during which the
replicate data may be inconsistent with the primary data. By the time the
subscription becomes VALID, however, the data should be consistent. You
must set autocorrection on during materialization so that inconsistencies
resulting from continuing updates in the primary database can be resolved
without errors.

Warning! Do not usethis method if the replicate minimal columns featureis set
for the replication definition or if you execute applied functions or applied
stored procedures from the primary database to modify datain the replicate
database. In both cases, autocorrection cannot resolve the inconsistencies.

1 Verify that the entire replication system is working. Refer to Chapter 1,
“Verifying and Monitoring Replication Server” in the Replication Server
Administration Guide Volume 2 for details.

2  Execute the define subscription command at the replicate Replication
Server.

3 Wait for the subscription to be defined at both the primary and replicate
Replication Servers. Execute the check subscription command at both the
primary and replicate Replication Serversto verify that the subscription
statusis DEFINED.

4 Executethe activate subscription command, using the with suspension
clause, at the replicate Replication Server.
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Wait for the subscription to become active at both the primary and
replicate Replication Servers. Execute the check subscription command at
the replicate Replication Server to verify that the subscription status is
ACTIVE. When the subscription status is ACTIVE at the replicate
Replication Server, the database connection for the replicate database has
been suspended.

As soon as the subscription becomes active at the primary Replication
Server, retrieve the data from the primary database using a select or a
database dump.

Find the ID number (subid) for the subscription by querying the
rs_subscriptions system table. See “ Subscription example” on page 368
for more information.

Execute the rs_marker stored procedure in the primary database:

rs_marker 'validate subscription subid'

Warning! Be sure that you execute the rs_marker stored procedure with
the correct subid number for the subscription. The subid columnin the
rs_subscriptions system table contains the unique ID number for each
subscription. Entering any other number or character string may cause
serious problems.

For more information on rs_marker see Replication Server Reference
Manual.

L oad the subscription data into the replicate database.

Enable autocorrection for the replication definition at the replicate
database. See “Using autocorrection” on page 342 for more information.

Use the resume connection command to resume the database connection
for the replicate database.

Wait for the subscription to become valid at both the primary and replicate
Replication Servers. Execute the check subscription command at the
replicate Replication Server to verify that the subscription status is
VALID. Once the subscription statusis VALID, the replicate datais
consistent with the primary data.

Disable autocorrection for the replicate database. See “Using
autocorrection” on page 342 for more information.

Now the subscription is created and replication is active.
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Dematerialization processing

Dematerialization removes subscriptions and, optionally, data from the
replicate database. Dematerialization also removes subscription information
from the RSSDs at the primary and replicate sites.

Dropping a subscription causes Replication Server to stop sending changes
from a primary database to a replicate database. You can use the drop
subscription command to drop subscriptions for either table or function
replication definitions.

drop subscription removes the subscription from the RSSDs of the primary and
replicate Replication Servers.

When you drop a subscription to atable replication definition, you can specify
that Replication Server delete the subscription’s rows from the replicate
database. Or, you can delete the rows manually.

When you drop a subscription to afunction replication definition, the replicate
data associated with the function is not deleted from the replicate database.

There are two methods of dematerialization:

*  with purge dematerialization, which selectively deletes rows not used by
other subscriptions

*  without purge dematerialization, which allowsyou to manually deleterows
in replicate tables

In either case, the primary Replication Server stops sending data for the
dropped subscription, if the datais not included in other subscriptions at the
samereplicate site.

Note For heterogeneous datatypes: Subscriptionsthat specify columns subject
to class- or column-level translations in the where clause cannot be
dematerialized automatically. You must use the bulk or no-materialization
method.

Dematerializing and purging rows
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Use the with purge clause when you want to delete rows replicated by the
subscriptions you are dropping. Use the incrementally option to delete rowsin
10-row increments. The maintenance user for the replicate database must have
select permission on the table to use this option.
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Dematerializing a subscription and purging rows from the replicate table uses
function strings for the rs_select or rs_select_with_lock system functions. You
may be required to create a function string for these system functions.

» If the connection for the replicate database uses a function-string class
with default-generated function strings or afunction-string classinherited
from such a class, Replication Server generates a corresponding default
function string for the rs_select_with_lock or rs_select functions.

» If the connection uses any other function-string class, you must create the
function string, with an input template that matches the subscription’s
where clause. Use the create function string command.

See “Function-string classes’” on page 21 in the Replication Server
Administration Guide Volume 2 for details.

If you are using a function-string class in which you can customize function
strings, you can replace an existing default or custom function string with one
that performs a select operation that your application requires, using the alter
function string command.

For moreinformation on creating or altering rs_select and rs_select_with_lock
function strings, see “Managing function strings” on page 32 in the
Replication Server Administration Guide Volume 2.

Dematerialization without purging rows

Dropping a subscription using the without purge option leaves the rows
replicated by the subscription in the replicate table. Subscriptions to function
replication definitions are dropped automatically using the without purge
option. You do not need to specify thisoption. You must, however, specify this
option if you want to keep the rows in the replicate table. If you want to
manually delete rows, you must use the with suspension option as well.

Monitoring materialization and dematerialization

Subscriptions pass through phases before they are fully set up or removed from
the replication system. The phases for setting up a subscription are:

»  Déefinition — create subscription or define subscription add the subscription
to the RSSD for the primary and replicate Replication Servers.
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e Activation — takes place after subscription resolution. The primary
Replication Server adds the subscription to the Subscription Resolution
Engine (SRE). The SRE compares log recordsto the current subscriptions
to determine where changes to replicated tables must be distributed.

e Materialization —for atomic and nonatomic subscriptions, the primary
Replication Server retrieves subscription data from the primary database
and copiesit to the replicate Replication Server to be applied to the
replicate database.

e Validation—both the primary and replicate Replication Server completely
materialize the subscription and verify it is consistent with the primary
data.

The phases for removing subscription data, using the drop subscription
command, are:

e Dematerialization — stops sending updates for the subscription to the
replicate database and, if the with purge clause is specified, deletes the
subscription data from the replicate database (if the datais not included in
other subscriptions). If the without purge clause is specified, then
Replication Server does not delete the data from the replicate database.

«  Removal — deletes the subscription from the RSSD for both the primary
and replicate Replication Servers.

Materialization or dematerialization can fail during any of these stages. Thisis
why you need to monitor the progress of a subscription using the check
subscription command. See “ Using the check subscription command” on page
365 for more information. In addition to the check subscription command, you
can use the admin who command to check the status of the Replication Server
threads processing the subscription. For atomic and nonatomic materialization,
Replication Server builds a materialization queue that contains rows to be
added to the replicate table. The admin who, sgm command can monitor queue
activity, and the admin who, dsi command can show you whether the DSI thread
is running.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for information about executing admin who and interpreting
itsresults.

Refer to the Replication Server Troubleshooting Guide for comprehensive
troubleshooting information that details the status of a subscription and
suggested actions.
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Before you create subscriptions

Before creating subscriptions, verify that the replication system is ready.
Review each of the stepsin this section that follow to ensure that you meet all
requirements.
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Verify that all componentsin the replication system are working. See
“Verifying areplication system” on page 2 in the Replication Server
Administration Guide Volume 2 for details.

Make sure the following database objects and permissions exist:
»  Oneor morereplication definitions exist for the primary table.

*  Theprimary table is marked as replicated with sp_setreptable or
sp_reptostandby for warm standby applications.

» A table corresponding to the replication definition existsin the
replicate database. Its columns must match those specified for the
replicate database in the replication definition. Its datatypes must
match the corresponding primary columns.

This table must also be visible to the user creating the subscription
and the user maintaining it. If an owner name isincluded in the
replication definition, the table must be visible to all database users.
If an owner name is not included in the replication definition, the
easiest way to make the table accessible is to have the Database
Owner cregteit.

»  Thereplicate database maintenance user must have:

select, insert, update, and delete permissions on the replicate table,
and execute permission for functions used in replication.

If the subscription for the table includes the subscribe to truncate table
clause, the maintenance user must have replication_role, sa_role, or
alias the Database Owner.

Make sure that you meet recommended guidelines for the character sets
and sort orders used throughout your replication system. These play an
important role in processing subscriptions, and they must be consi stent
everywhere for subscriptions to be valid. Refer to the Replication Server
Design Guide for guidelines.

Choose one of the subscription materialization methods described in
“ Subscription materialization methods’ on page 339, and verify the
following requirements for your chosen method:
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For nonatomic materialization, you must enable autocorrection for
the replicate table. See “ Using autocorrection” on page 342 for more
information. Also refer to Chapter 3, “Replication Server
Commands,” in the Replication Server Reference Manual for set
autocorrection command details.

If the replicate minimal columns feature is set for the replication
definition, you cannot create new subscriptions using nonatomic
materialization.

For atomic and nonatomic materialization:

A default function-string class or afunction-string class inherited
from a default function-string class generates default function strings
for the rs_select_with_lock or rs_select functions. If you use other
function-string classes, you must create function strings for the
rs_select_with_lock or rs_select functions, with an input template that
matches the subscription’s where clause.

To modify rs_select or rs_select_with_lock , use afunction from the
function string class associated with the primary database connection,
not the functions in the replicate database connection.

See “Function-string classes” on page 21 and “Using input
templates’ on page 35 in the Replication Server Administration
Guide Volume 2 for details.

When you create subscriptions, use the login name of aregular user. Do
not create subscriptions as the maintenance user.

Make surethe user creating the subscription hasthefollowing login names
and permissions:

Same login name and password at the replicate Replication Server,
the primary Replication Server, and the primary dataserver. If you are
using bulk materialization or the no-materialization method, you are
not required to have alogin name for the primary data server.

select permission on the primary table. This doesnot apply if you are
using bulk materialization or no materialization.

execute permission on the rs_marker stored procedure in the primary
database or no materialization.

create object Or sa permission in the replicate Replication Server.

primary subscribe, create object, Or sa permission in the primary
Replication Server.
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Using subscription commands

You can use RCL commands or Sybase Central to:

»  Create subscriptions for atomic and nonatomic materialization and for the
no-materialization method.

» Define, activate, and validate subscriptions for bulk materialization.
»  Check the status of subscriptions during the materialization process.
»  Drop subscriptions to initiate the dematerialization process.

» Enablereplication of the truncate table command when you create or
define a subscription.

You can use awhere clause to control which table rows or function invocations
to replicate. The where clause can specify only the searchable columns or
searchable parameters specified in the table or function replication definition.
If you do not provide awhere clause, al the rows of the replication definition’s
columns, or al the function invocations, are replicated. See “Using the where
clause” on page 357 for more information.

If you are using Adaptive Server Enterprise version 11.5 or later, you can
include the subscribe to truncate table keywords to reproduce execution of the
truncate table command at the destination database. See “ Enabling replication
of truncate table” on page 359 for more information.

Table 11-3 lists the Replication Server commands for working with
subscriptions. Also see Table 9-1 on page 243 and Table 10-1 on page 323.

Table 11-3: Commands for managing subscriptions

Command

Task

create
subscription
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Creates a subscription that transfers the initial version of the replicated data using either:

Atomic materialization, which copies the initial version of the data for a subscription asa
single transaction, or

Nonatomic materialization, which copies the datain a series of transactions. Users at the
replicate site can see some of the databeforeit al arrives. Replication Server does not create
amaterialization queue for the entire set of subscription data.

Use create subscription with the without materialization clause to activate a subscription for
which the initial version of the replicated data already exists at the replicate database.

You can also use create subscription to create subscriptions for table replication definitions.
Use create subscription, with the without materialization clause, for function replication
definitions.
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Command

Task

define
subscription

Thefirst step in bulk materialization defines a subscription.

You can use define subscription and the other bulk materialization commands to create
subscriptions for either table or function replication definitions.

You must transfer data manually, as necessary.

Data replication begins after materialization is complete and a subscription is activated and
validated. Use check subscription to verify subscription status. See “Using the check
subscription command” on page 365 for details. See Chapter 10, “Managing Replicated
Functions.”

activate
subscription

Second step in bulk materialization. Activates a subscription at both primary and replicate
Replication Servers. This causesthe primary Replication Server to start sending changesto the
subscription’s data to the replicate Replication Server. See “Using the activate subscription
command” on page 364 for details.

validate
subscription

Third step in bulk materialization. Changes the subscription status at both the primary and
replicate sitesto VALID. See “Using the validate subscription command” on page 365 for
details.

check
subscription

Verifies the status of a subscription at both the primary and replicate sites. Use this command
with all types of subscription materialization. See“ Using the check subscription command” on
page 365 for details.

drop subscription

Removes a subscription from the replication system. For subscriptions to table replication
definitions, optionally removes subscription rows from the replicate table in a process known
as dematerialization. See “Using the drop subscription command” on page 366 for details.

Using the where clause

You can include onewhere clause in a subscription. Thewhere clause syntax is
a subset of the Transact-SQL where clause. It is supported by the create
subscription and define subscription commands for subscriptions to replication
definitions. The supported syntax is the same for both commands and allows
you to create very selective subscriptions. It isdesigned for efficient processing
by the Subscription Resolution Engine in Replication Server.

Note You cannot evaluate a Java column in a subscription expression. Thus,
you cannot include a column of type rawobject or rawobject in row in a
subscription where clause.

For subscriptions to table replication definitions, the where clause syntax is:

where column_name{< | > | <= | >=| = | &} value
[and column_name{< | >|<=|>=|=| &}
value]...

For subscriptionsto function replication definitions, the where clause syntax is:
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where @param_name

{<]>|<=|>=]|=]|&} value
[and @param_name
{<|>]|<=|>=]|=] &} value]...

Refer to “Datatypes’ in Chapter 2, “Topics,” in the Replication Server
Reference Manual for entry formats for values for different datatypes.

Note The!=, I<, !>, and or operators are not supported. You can create multiple
subscriptionsinstead of using the or operator. The & operator is supported only
on rs_address columns. For details on using the rs_address datatype, see
“Using the rs_address datatype” on page 282 and “ Bitmap subscriptions’ on
page 374.

Each column name in awhere clause must be listed in the searchable columns
list of the table or function replication definition. The value for each column
must have the same datatype as the column to which it is compared.

For example, for table replication definition publishers_rep, you would enter:

create subscription publishers subl
for publishers rep

with replicate at SYDNEY DS.pubs2
where state = 'CA'

to specify that you want to subscribe to data where state = CA.

Note The maximum size of awhere clausein acreate subscription statement is
255 characters.

To subscribe to datain publishers, where state = CA or state = MA, you would
need to create two subscriptions. In addition to the preceding command, you
would enter:

create subscription publishers sub2
for publishers rep

with replicate at SYDNEY DS.pubs2
where state = 'MA'

Note When you use awhere clause with a subscription for heterogeneous
datatype columns subject to class- or column-level translations, you must make
surethat you use the correct datatypein the comparison. See* Subscriptionsfor
columns with heterogeneous datatypes’ on page 373.
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Enabling replication of truncate table
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If you are using Adaptive Server Enterprise version 11.5 or later, you can
enabl e replication of the truncate table command to particular destination
database tables when you create or define a subscription.

The truncate table command can truncate one or more partitions. Replication
Server will recreate the same command executed at the primary database. This
requires the replicate site to have the same partition names, otherwise, DSI
shuts down.

You have an option to skip the truncate table command and apply appropriate
action at the replicate site, or users_truncate function string to customize the
action in the replicate site. Replication Agent sends this command once the
LTL versionisset to 700.

To create or define a subscription that enables replication of truncate table, log
in to Replication Server and enter:

create subscription subscription
for table_rep_def
with replicate at data_server.database

subscribe to truncate table

When truncate table executes at the destination database, Adaptive Server
deallocates whol e data pages. It does not delete rows one at atime.

Note Replication Server executestruncate table at the replicate database asthe
maintenance user. Among the permissions granted to maintenance user is
replication_role. If you revoke maintenance user’s replication_role, you cannot
replicate truncate table unless the maintenance user has been granted sa_role,
the maintenance user owns the table, or the maintenance user is aliased as the
Database Owner.

Warm standby applications can copy the execution of truncate table to standby
databases without a subscription. See “ Replicating truncate table to standby
databases’ on page 100 in the Replication Server Administration Guide
Volume 2 for information about using this feature.

See define subscription and create subscription in Chapter 3, “Replication
Server Commands’ in the Replication Server Reference Manual for complete
command syntax and usage guidelines.
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Changing the Status
of “subscribe to
truncate table”

All subscriptions for areplicate table in a particular database must either
support or not support replication of truncate table. You cannot create a
subscription that enables replication of truncate table if all existing
subscriptions for that table do not support replication of truncate table.

Use the sysadmin apply_truncate_table command to change the status of
“subscribe to truncate table” for all subscriptions on areplicate table.

For example, to turn on replication of truncate table for all subscriptionsto a
replicate table, log in to the replicate Replication Server and execute this
command at the isgl prompt:

sysadmin apply truncate table, data server,
database, {table owner|’’|”"}, table name'on'

where data_server isthe name of the replicate data server, database is the
name of the replicate database managed by the data server, table_owner isthe
owner of the replicate table, and table_name is the name of the replicate table.

If you specified a replicate table owner in the replication definition, you must
also specify atable owner with the sysadmin apply_truncate_tablecommand. If
you did not specify areplicate table owner in the replication definition, enter "
(two single-quote characters) or “* (two double-quote characters) for the table
owner name.

Refer to Chapter 3, “ Replication Server Commands’ in the Replication Server
Reference Manual for more information about sysadmin apply_truncate_table
command.

Using the create subscription command
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You use the create subscription command to replicate data by subscribing to a
replication definition. There are three methods for creating a subscription:

 Atomic
*  Nonatomic
*  No materialization

You can use awhere clause to replicate only certain rows from the primary
table, based on values for the searchable columns specified in the table
replication definition. If you do not provide awhere clause, al rows are
replicated. See “Using the where clause” on page 357 for more information.
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If you are using Adaptive Server Enterprise version 11.5 or later, you can
include the subscribe to truncate table keywords to reproduce execution of the
truncate table command at the destination database. See “ Enabling replication
of truncate table” on page 359 for more information.

Note create subscription automatically truncates text, unitext, and image data
larger than 32K.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for details on using the create subscription command. See
Chapter 9, “Managing Replicated Tables’ for more information on creating
table replication definitions.

Using create subscription for atomic materialization

To create a subscription with atomic materialization, execute the create
subscription command at the Replication Server managing the database where
the datais to be replicated. The syntax for the create subscription command,
with atomic materialization, is:

create subscription subscription
for table_rep_def
with replicate at data_server.database
[where search_conditions]
[incrementally]
[subscribe to truncate table]

where subscription isthe name of the subscription to activate, table rep defis
the name of the table replication definition you are subscribing to, and
data_server.database identifies the replicate database.

The subscription name must be unique for the replication definition and
replicate database.

Subscribing to function replication definitions requires you to use define
subscription (the bulk materialization method) or create subscription with the
without materialization clause (the no materialization method).

If you usethe optional keyword incrementally, Replication Server initializesthe
subscription by sending 10-row batches of inserts.
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If you do not use the keyword incrementally, Replication Server inserts all of
the subscription rows at the replicate database in asingletransaction. All of the
rows are held in a stable queue at the replicate Replication Server at one time,
and there must be enough partition space to accommodate them. Also, the
transaction log for the replicate database must have enough space to log the
transaction.

Using create subscription for nonatomic materialization

Use the create subscription command with the without holdlock clause to create
a subscription with nonatomic materialization. The syntax is:

create subscription subscription
for table_rep_def
with replicate at data_server.database
[where search_conditions]
without holdlock
[subscribe to truncate table]

where subscription isthe name of the subscription to activate, table rep defis
the name of the table replication definition you are subscribing to, and
data_server.database identifies the replicate database.

Nonatomic materialization is always incremental.

Clients at the replicate site should be suspended or warned that the datain the
replicate tableisincomplete and possibly inconsistent until all the subscription
data has materialized.

See “Monitoring materialization and dematerialization” on page 352 for
information about monitoring the materialization process.

Using create subscription for no materialization

362

To create a subscription that does not initialize the subscription data, execute
create subscription with the without materialization clause at the Replication
Server managing the replicate database. The syntax for create subscription for
no materializationis:

create subscription subscription

for {table_rep_def | function_rep_def | publication pub |
database replication definition db_repdef
with primary at server_name.db }

with replicate at server_name.db

[where search_conditions]

without materialization

[subscribe to truncate table]
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where subscription is the name of the subscription to create, table rep def is
the name of the table replication definition the subscriptionis for,
function_rep_def is the name of the function replication definition the
subscription is for, pub is the name of the publication the subscriptionisfor,
db_repdef isthe name of the database replication definition the subscriptionis
for, and server_name.db identifies the primary or replicate database.

The without materialization clause activates the subscription without first
initializing the subscription data. Use create subscription with the without
materialization clause when there is no activity at the primary database and the
data already existsin the replicate database.

Using the define subscription command
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To create a subscription with bulk materialization, execute the define
subscription command at the Replication Server that is managing the database
wherethe dataisto bereplicated. define subscription setsthe subscription status
to DEFINED.

The syntax for define subscription is:

define subscription subscription

for {table_rep_def | function_rep_def
publication pub_name | database replication definition db_repdef
with primary at data_server.db

with replicate at data_server.db

[where search_conditions]

[subscribe to truncate table]

where subscription is the name of the subscription to define, table rep defis
the name of the table replication definition the subscription is for,
function_rep_def is the name of the function replication definition the
subscription is for, pub_name is the publication the subscription isfor,
db_repdef is the database replication definition the subscription isfor, and
data_server.db identifies the primary or replicate database.

The subscription name must be unique for the replication definition and
replicate database.

Refer to Chapter 9, “Managing Replicated Tables’ for more information on
creating table replication definitions. Refer to Chapter 10, “Managing
Replicated Functions’ for more information on creating function replication
definitions. Also refer to Chapter 3, “ Replication Server Commands,” in the
Replication Server Reference Manual for details on using define subscription
command.
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Using the activate subscription command
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Use the activate subscription command during bulk materialization to start the
distribution of updates from the primary to the replicate database for a
subscription. activate subscription sets the subscription status to ACTIVE.

Execute active subscription at the Replication Server where you created the
subscription using the define subscription command. The syntax for activate
subscription is:

activate subscription subscription
for { table_rep_def | function_rep_def | publication pub_name |
database replication definition db_repdef
with primary at data_server.db }

with replicate at data_server.db

[with suspension [at active replicate only]]

where subscription isthe name of the subscription to activate, table rep defis
the name of the table replication definition the subscription is for,
function_rep_def is the name of the function replication definition the
subscription isfor, pub_name is the publication the subscription is for,
db_repdef is the database replication definition the subscriptionis for, and
data_server.db identifies the primary or replicate database.

Use the with suspension clause to suspend the DS after the subscription status
changesto ACTIVE. This prevents the replicate Replication Server from
sending updates for the replicated table before the subscription datais loaded.
After loading the data at the replicate site, execute resume connection to apply
the updates.

If you do not use with suspension, you should prohibit updates to the primary
table until the subscription is materialized.

If the databaseis part of awarm standby application, the with suspension clause
suspends the DSI for the active and standby databases. Thislet you load the
data into both databases before allowing updates to the active database. If you
load the data into the active database with logging, use the with suspension at
active replicate only clause so that the standby DSI remains active. In this case,
subscription datais replicated from the active database. The DS for the active
database in a warm standby application is suspended. The clause does not
suspend the DSI for the standby database.

Refer to “Using the validate subscription command” on page 365 for more
information about the with suspension and with suspension at active replicate
only clauses. Refer to Chapter 3, “Replication Server Commands,” in the
Replication Server Reference Manual for detailed usage information for
activate subscription.

Replication Server



CHAPTER 11 Managing Subscriptions

Using the validate subscription command

Use the validate subscription command to complete the bulk materialization
process and set the subscription statusto VALID.

Execute validate subscription at the Replication Server where you created the
subscription. The syntax is:

validate subscription subscription

for { table_ref_def | function_rep_def | publication pub_name |
database replication definition db_repdef
with primary at data_server.db }

with replicate at data_server.db

where subscription isthe name of the subscription to validate, table rep defis
the name of the table replication definition the subscriptionisfor,
function_rep_def is the name of the function replication definition the
subscription is for, pub_name is the publication the subscription isfor,
db_repdef is the database replication definition the subscription isfor, and
data_server.db identifies the primary or replicate database.

Using the check subscription command

Administration Guide

The check subscription command reports the status of a subscription at the
Replication Server where you enter the command. The subscription status at
the primary and replicate Replication Servers often differs while the
subscription is being created, so you should enter check subscription at both
sites. If the primary and replicate databases are managed by asingle
Replication Server, check subscription displaysthe status of the subscriptionfor
both the primary and replicate databases.

The syntax for the check subscription command is:

check subscription subscription

for { table_rep_def | function_rep_def | publication pub_name |
database replication definition db_repdef
with primary at data_server.db }

with replicate at data_server.db

where subscription is the name of the subscription to check, table rep def is
the name of the table replication definition the subscription is for,
function_rep_def is the name of the function replication definition the
subscription is for, pub_name is the publication the subscription isfor,
db_repdef is the database replication definition the subscription isfor, and
data_server.db identifies the primary or replicate database.
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The message returned by the command contains subscription status
information. If the subscription had an error, the message directsyou to thelog
where you should look for specific error messages.

Refer to Chapter 3, “ Replication Server Commands,” inthe Replication Server
Reference Manual for alist of the messages check subscription can return.

Using the drop subscription command
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Dropping a subscription causes Replication Server to stop sending changes
from a primary database to areplicate database. You can use the drop
subscription command to drop subscriptions for either table or function
replication definitions.

Execute the drop subscription command at the replicate Replication Server. It
requires create object permission at the replicate Replication Server and create
object or primary subscribe permission at the primary Replication Server.

Here is the syntax:

drop subscription subscription

for {table_rep_def | function_rep_def | article article_name in pub_name |
publication pub_name | database replication definition db_repdef
with primary at data_server.db }

with replicate at data_server.database

[without purge

[with suspension [at active replicate only ]] |

[incrementally] with purge]

If you choose the without purge dematerialization method, Replication Server
does not del ete subscription data from the replicate database.

If you choose the with purge dematerialization method, Replication Server logs
in to the replicate database and selects datafrom it. If this data does not belong
to any other subscriptions, the subscription data is deleted from the replicate
database.

When you drop subscriptions to table replication definitions, you can purge
subscription rows regardl ess of the materialization method you used when you
created the subscription. Rows are removed only if they do not match another
subscription.

You can use the check subscription command to view the progress of the drop
subscription command. When the subscription status no longer exists at the
primary and replicate Replication Servers, the command is complete.
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Example of dropping
subscription with

purge

Examples of dropping
subscription without

purge
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Subscriptions to function replication definitions are always dropped without
purging the replicate data associated with the function. You do not need to
specify the without purge option.

When you are dropping subscriptions to table replication definitions, you have
two basic methods to choose from. Because each method carries important
implications, Replication Server requires that you explicitly choose one of
these two methods:

« with purge — Replication Server removes, or dematerializes, the
subscription’'s rows from the replicate database, if they do not belong in
other remaining subscriptions. The Replication Server logsin asthe
maintenance user to perform the select operation. Use the incrementally
option to specify that dematerialization occursin 10-row increments of
deletes per transaction.

e without purge — the subscription’s rows remain at the replicate database.
The with suspension option |eaves the connection to the replicate database
suspended when drop subscription has completed, so that you can manually
remove the rows.

For warm standby applications, the option with suspension at active replicate
only suspends the active replicate database but not the standby replicate
database.

Warning! When removing rows manually, do not remove rowsfor remaining
overlapping subscriptions that require those rows.

To drop a subscription with purge, use acommand like this:

drop subscription publishers sub
for publishers rep

with replicate at SYDNEY DS.pubs2
with purge

To drop a subscription without purge, use a command like this:

drop subscription publishers sub
for publishers rep

with replicate at SYDNEY DS.pubs2
without purge

To drop asubscription without purge and al so suspend the DS for thereplicate
database so that you can manually delete the rows for the subscription, use a
command like this:

drop subscription publishers sub
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for publishers rep

with replicate at SYDNEY DS.pubs2
without purge

with suspension

If you have awarm standby application for the replicate database, you may
want to suspend the connection for the active database only, and leave the
standby DSl up. Thisway, Replication Server will replicate your row deletion
transactions from the active replicate database to the standby database. In this
case, use acommand like this:

drop subscription publishers sub

for publishers rep

with replicate at SYDNEY DS.pubs2
without purge

with suspension at active replicate only

Subscription example

This section contains an exampl e that shows you how to replicate atable from
aprimary database to a replicate database by creating an atomic subscription
to the table replication definition. You can do thisin Sybase Central or with
RCL commands. The example shows you the steps and RCL commands
needed to replicate transactions for a table named publishers between two
Adaptive Servers.

Following is a description of the replication system and procedures for setting
up replication for the table.

Description of replication system

Primary site

368

» TheReplication Server for the primary siteisnamed TOKYO_RS.

e Theprimary version of the publishers tableisin the pubs2 database of the
Adaptive Server named TOKYO_DS. You have added a connection from
TOKYO_RSto the pubs2 database using Sybase Central or rs_init and set
up a RepAgent for the database.

e The system database for TOKYO_RSisnamed TOKYO_RSSD and is
managed by the TOKY O_DS Adaptive Server.

 Avrouteexistsfrom TOKYO_RSto SYDNEY_RS.
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Replicate site

e TheReplication Server for the replicate siteisnamed SYDNEY _RS.

e Thereplicate copy of the publishers table will be in the pubs2 database of
the Adaptive Server named SYDNEY _DS. You have added a connection
from SYDNEY _RSto the pubs2 database using Sybase Central or rs_init.

e The system database for SYDNEY_RSisnamed SYDNEY_RSSD and is
managed by the SYDNEY _DS Adaptive Server.

Procedures for replicating tables

Preparing to replicate
tables

Preparing the primary
table

Preparing login names
for user creating the
subscription
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To check replication system components, use Sybase Central or isql tologin to
the serversidentified for the primary and replicate sites.

Inthe TOKY O_DS Adaptive Server, log in to the pubs2 database and ensure
that the publishers table exists:

isqgl -Usa -P -STOKYO DS

use pubs2

go

sp_help publishers

go
You will create the subscription using the “ pubs2_user” login name. This user
must exist in both Replication Servers.

Inthe TOKY O_DS Adaptive Server, create thislogin name:

isqgl -Usa -P -STOKYO DS
sp_addlogin pubs2 user, pubs2 pw, pubs2
go

Inthe TOKYO_DS Adaptive Server, add the “pubs2_user” login name to the
pubs2 database, and grant the user select permission on the publishers table:

use pubs2

go
sp_adduser pubs2 user

go

grant select on publishers to pubs2 user
go

Inthe TOKY O_RS Replication Server, create the “pubs2_user” login name
and grant primary subscribe permission to this login name;

isgl -Usa -P -STOKYO RS
create user pubs2_user
set password pubs2 pw
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Creating the
replication definition

Marking the primary
table for replication

Verifying that the table
exists in the replicate
database
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go
grant primary subscribe to pubs2 user

go
In the SYDNEY _RS Replication Server, create the “ pubs2_user” login name
and grant create object permission to this login name:

isgl -Usa -P -SSYDNEY RS

create user pubs2 user

set password pubs2 pw

go

grant create object to pubs2 user
go

In the TOKY O_RS Replication Server, create the replication definition
publishers_rep for the publishers table:

isgl -Ujohn -P -STOKYO RS
create replication definition publishers rep
with primary at TOKYO DS.pubs2
with all tables named 'publishers'
(pub_id char(4), pub name varchar (40),
city wvarchar(20), state char(2))
primary key (pub id)
searchable columns (pub_id, pub name)
replicate minimal columns
go
In this example, the user “john” creates the replication definition. This user
requires create object permissionin TOKYO_RS.

Inthe TOKY O_DS Adaptive Server, mark the publishers table for replication.
To mark thetablefor replication with thesp_setreptable System procedure, you
must be the Database Owner or System Administrator for the data server. Enter
the following command:

sp_setreptable publishers, 'true'
go
Inthe SYDNEY _DS Adaptive Server, log in to the pubs2 database, and verify
that the publishers table exists:

isgl -Usa -P -SSYDNEY DS

use pubs2

go

sp_help publishers
go
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Creating the
subscription

Monitoring
subscription
materialization

Verifying replication
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When you add the replicate pubs2 database using Sybase Central or rs_init, the
maintenance user is created and given replication_role. The maintenance user
must have replication_role, sa_role, or aias the Database Owner to replicate
truncate table.

InSYDNEY _DS, make sure the maintenance user hasselect, insert, delete, and
update permissions on the publishers table:

grant all on publishers to SYDNEY DS maint
go
Logintothe SYDNEY_RS Replication Server using the “pubs2_user” login
name and create the subscription publishers_sub for the replication definition
publishers_rep:

isqgl -Upubs2 user -Ppubs2 pw -SSYDNEY RS
create subscription publishers sub

for publishers rep

with replicate at SYDNEY DS.pubs2
subscribe to truncate table

go
This subscription uses atomic materialization, the default. No where clauseis

included, so all rowswill be replicated. Execution of the truncate table
command will be reproduced at the destination database.

While still logged into SYDNEY _RS, use the check subscription command to
monitor the status of the subscription:

check subscription publishers sub
for publishers rep
with replicate at SYDNEY DS.pubs2

go

You can also check if replication is occurring as expected by verifying that a
row you insert is copied to the replicate table.

Inthe TOKY O_DS Adaptive Server, insert arow into the publishers table:

isqgl -Usa -P -STOKYO DS
use pubs2

go
insert publishers

values ('9950', 'Who Donut', 'Butler', 'CA')
go

Inthe SYDNEY _DS Adaptive Server, verify that the row you inserted was
replicated into the replicate copy of the publishers table:

isgl -Usa -P -SSYDNEY DS
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use pubs2

go

select * from publishers
go

Materializing text, unitext, image, and rawobject data

In general, you can use any materialization method for subscriptions for tables
with columnsthat usethe text, unitext, image, or rawobject datatypes. If you use
atomic or nonatomic materialization, the Replication Server managing the
replicate database selects all of the subscription data into a subscription
materialization queue.

If you want to materialize text, unitext, image, Or rawobject data, you can use
automatic materialization only if the size of your data row isless than 32K.
Otherwise, you must use bulk materialization.

If you are materializing many large data rows, make sure that the Replication
Server has sufficient queue space for the data before you create the
subscription. For tables with alarge volume of text, unitext, image, and
rawobject data, you may need to add temporary partitions to the Replication
Server to complete the materialization.

Nonatomic materialization

Row migration
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If you are using nonatomic subscription materialization and you have set the
replicate_if _changed replication status for any text, unitext, image, or rawobject
column, Replication Server displays awarning message in the error log file.
You are cautioned that data may be inconsistent if applications modify the
primary table during subscription materialization. Run thers_subcmp program
to reconcile the data in the replicate and primary tables.

Under certain conditions, text, unitext, image, and rawobject column data may
be missing in areplicate table as a result of row migration.
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Row migration occurs in a subscription that has a where clause. Updating a
column specified in the where clause can cause arow to become valid for, or
migrateinto, the subscription. When this happens, Replication Server executes
an insert in the replicate table. To insert a complete row, each insert would
require values for all columns, including text, unitext, image, and rawobject
columns that did not change in the primary table.

If your application allows rows to migrate into a subscription and you have set
any text, unitext, image, or rawobject columns to the replicate_if_changed
replication status, Replication Server displays awarning message in the error
log. The message states that a row has migrated into the subscription but that
its text, unitext, image, or rawobject datais missing.

If atext, unitext, image, or rawobject columnwith thereplicate_if_changed status
was not changed in an update operation at the primary table, and the update
causes the row to migrate into a subscription, the inserted row at the replicate
table will be missing the text, unitext, image, or rawobject data. Run the
rs_subcmp program to reconcile the datain the replicate and primary tables.

Subscriptions for columns with heterogeneous

datatypes

Administration Guide

You create subscriptions for table replication definitionsin the normal manner
when class-level or column-level translations are defined and active. However,
certain restrictions apply to use of the where clause.

*  Subscriptions that specify columns subject to class- and column-level
tranglations in the where clause cannot be dematerialized automatically.
You must use the bulk or no-materialization method.

»  Take care creating or defining subscriptions that specify class- or column-
level translationsin thewhere clause. Make surethat the valuein thewhere
clause comparison isin the declared datatype format. HDS translations
take place after the subscription is presented.

For example, if searchable column starttime is declared as datetime but
published asrs_db2_time, then the comparison value in the where clause
must be described using datetime format.

create subscription db2 time sub
for table rep def XXXXX
with primary at AAAAA
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with replicate at BBBBB
where starttime > 19000101 23:14:02'

and not “where starttime > ’23:14:02,'” whichisrs_db2_time
format.

For a detailed discussion of heterogeneous datatype trandlations, see Chapter
9, “Managing Replicated Tables'.

Bitmap subscriptions

Bitmap subscription
example
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Bitmap subscriptions allow you to create subscriptions that replicate rows
based on bitmap comparisons. When you create a replication definition for a
table, specify the datatype of your bitmap columns asrs_address. This special
datatype tells Replication Server to treat these int columns as bitmaps.

The create subscription and define subscription commands support a bitmap
comparison operator (&) in the where clause for rs_address columns or
parameters.

In the Adaptive Server table, you use an int column to hold a bitmap, since
Adaptive Server allows bitwise operators on integer values. An int column has
32 hits. You can have multiple rs_address columnsin areplication definition
if your application requires more than 32 bits.

When you create a subscription, specify bitmap comparisons by comparing
each rs_address column to a bitmask using the & operator. Each subscription
can have one comparison per rs_address column.

For example, consider an application that uses an rs_address column named
book_type to record the categories of books customersareinterested in reading.
The book categories are mapped into the lower 8 bits of a bitmap column, as
shown in Table 11-4:

Table 11-4: Example bitmap comparison
Bit number Book category
Science fiction
Mystery

Business

Cooking

Popular computing
Computer science

|| W|N| | O
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Bit number Book category
6 Psychology
7 Reference

If abit isset, the customer has expressed interest in books of the corresponding
category. The bits are numbered from least significant to most significant. For
example, if the customer isinterested in mystery, cooking, computer science,

and psychology books, the least significant 8 bits are 01101010 and the 32-bit
integer valueis 106. The book_type column in the customer’srow containsthe
value 106.

To create a subscription for customers who are interested in specified book
categories, form a bitmask of the desired categories and compare it, using the
& operator, to the book_type column in the where clause of the create
subscription or define subscription command. The & operator performsabitwise
AND operation. If the result is non-zero, the row matches the subscription.

For rs_address columns only, the bitmap comparison operator & is supported
in the where clause, as follows:

where rs address columnl & bitmask
[and rs address column2 & bitmask]
[and other search conditions]

For example, to create a subscription for al customers who are interested in
mystery or business books, the lower 8 bits of the mask are 00000110.
Converted to a 32-hit integer value, the bitmask is 6. For atomic or nonatomic
materialization, you can create the subscription as follows:

create subscription mystery or business
for customers

with replicate at BRANCH 22.BOOK DB
where book type & 6

You can use asimilar approach in the define subscription command, used for
bulk materialization. For subscriptions to function replication definitions,
which require the no-materialization method or bulk materialization, specify
parameter names instead of column names.

See “Using the where clause” on page 357 for more information.
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In addition to 32-bit integer values, you can also comparers_address columns
to 32-bit hexadecimal numbers in the where clause. If you use hexadecimal
numbers, pad each number with zeros, as necessary, to create an 8-digit
hexadecimal value.

Warning! Hexadecimal values are treated as binary strings by both Adaptive
Server and Replication Server. Binary strings are converted to integers by
copying bytes. The resulting bit pattern may represent different integer values
on different platforms. For example, 0x0000100 represents 65,536 on
platforms that consider byte O most significant, and represents 256 on
platformsthat consider byte 0 least significant. Because of these byte-ordering
differences, bitmap subscriptions involving hexadecimal numbers might not
work if areplication system involves different platforms. Be very cautious
about comparing rs_address columns to hexadecimal numbersin the where
clause of a subscription.

Replication Server does not replicate arow if the only changed columns are
rs_address columns, unless the changed bits indicate that the row should be
inserted or deleted at the replicate database. Because of thisfiltering,
rs_address columns in replicate databases may not be identical to the
corresponding columns at the primary database. Thisisan optimization for
applications that use rs_address columns to specify the destination replicate
databases.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for more information about creating bitmap subscriptions
using create subscription and create replication definition commands.

Refer to the Adaptive Server Enterprise Reference Manual and the Open Client
and Open Server Common Libraries Reference Manual for more information
about conversions between datatypes.

Obtaining subscription information

Once datais replicating, you may need to obtain information about the
subscriptions or verify that datais replicating consistently. Replication Server
provides stored procedures for obtaining information and a standalone utility
for verifying consistency.
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Displaying subscription information

To display information about subscriptions at aReplication Server, you can use
the rs_helpsub and rs_helprepdb stored procedures in the Replication Server
RSSD.

Use rs_helpsub to display information about subscriptions at a Replication
Server. The syntax is:

rs_helpsub [subscription_name
[, replication_definition
[, data_server, database]]]
Usethers_helprepdb stored procedure to display information about databases
with subscriptions for replication definitionsin the current Replication Server.
The syntax is:

rs_helprepdb [, data_server, database]

For parameter descriptions, refer to Chapter 6, “ Adaptive Server Stored
Procedures,” in the Replication Server Reference Manual.

Verifying subscription consistency

Administration Guide

After you create a subscription, Replication Server propagates transactions
from the primary database to the replicate database. The replication system
keeps the replicate copy of the table consistent with the primary copy.

The replicate data may become inconsistent with the primary version. For
example, if you have not restricted update permissions on areplicate table to
the maintenance user for the database, a client may update the replicate data
directly, introducing inconsistencies.

Primary and replicate tables may be temporarily inconsistent because
Replication Server takes some time to transfer updates from the primary table
to the replicate table. However, as soon as the Replication Server applies the
updates at the replicate database, inconsistency dueto latency no longer exists.

There are three kinds of inconsistency that may occur between primary and
replicate tables:

e Missing rowsin the primary table are missing from the replicate table.

* Inconsistent rowsin the primary table differ from the corresponding rows
in the replicate table.

e Orphaned rowsin thereplicate table do not exist in the primary table or do
not match subscriptions for the replicate table.
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You need to differentiate between temporary inconsistencies caused by delay
and real inconsistencies caused by theincorrect use of the system or by system
failures. The rs_subcmp program described in the following section helps you
make this distinction. You can correct inconsistencies by dropping and
recreating subscriptions or by using rs_subcmp.

Using rs_subcmp to locate and correct inconsistencies
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For Sybase databases, the standal one executabl e program rs_subcmp compares
areplicate table to the primary version of the table, finding—and correcting if
you so choose—missing, orphaned, and inconsistent rows. On UNIX systems,
the programis called rs_subcmp. On PC systems, the program is called
subcmp.

Thers_subcmp program islocated in the bin subdirectory of the Sybase release
directory. Refer to the Replication Server installation and configuration guides
for your platform for more information.

The program works by logging in to the primary data server and the replicate
data server, and selecting and comparing rows from both tables.

Because some differences between primary and replicate data can be attributed
to latency, rs_subcmp first identifies inconsistencies, and then performs
iterations a specified number of times. rs_subcmp waits for any updates to be
replicated before removing the corrected rows from itslist.

Itisbest to users_subcmp when latency islow to avoid the program having to
perform several iterations through the data.

You caninstruct rs_subcmp to display inconsistent rows on the standard output,
correct them, or both display and correct them.

Creating a configuration file avoids the need for complex command lines,
which are proneto errors. Here is an rs_subcmp configuration file that
comparesthe sales tablein the pubs2 databasein the data servers TOKYO_DS
and SYDNEY_DS:

PDS=TOKYO DS

RDS=SYDNEY DS

PDB=pubs?2

RDB=pubs2

RTABLE=sales

RSELECT=select * from sales \
order by stor_id, ord num

RUSER=sa

KEY=stor_id

KEY=ord num

Replication Server



CHAPTER 11 Managing Subscriptions

Schema comparison
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RECONCILE=Y
RECONCILE_ CHECK=Y
WAIT=15
NUM_TRIES=5
VISUAL=Y

The PTABLE, PSELECT, and PUSER parameters, which are used for the
primary database, are not shown in this example. Their values are the same as
those of corresponding parametersin the replicate databases, so they need not
be included in the configuration file.

The RSELECT line and the PSELECT line (if used) must be entered on one
line. To continue aline onto the next line (row), precede each newline character
with a backslash as, for example:

RSELECT=select * from sales \
order by stor id, ord num

Note Due to update filtering, columns of rs_address datatype may not be
identical between the primary and replicate databases. Do not select rs_address
columns using RSELECT or PSELECT parameters.

When you executers_subcmp, you can overridevaluesin the configuration file
with command line options. For example, rather than changing the name of the
TOKYO_DS data server to TOKYO_DS2 in the configuration file, you can
specify it on the command line, using the -S flag, as the following example
illustrates:

rs_subcmp -f sales cmp -S TOKYO DS2 > sales badrows

In this example, the -f option specifies aconfiguration file name, sales_cmp. If
the VISUAL parameter isset to “Y” in the configuration file (equivaent to the
-v command line option), alist of the inconsistent rows is generated. In this
example, the output is redirected to afile.

Schema comparison isuseful in comparing schema between two databasesthat
may have the same data but different schemas.

For example, if you want to compare all schemas between two databases using
the config.cfg file:

rs_subcmp -f config.cfg
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Manual data
reconciliation

rs_subcmp
performance
enhancement
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A report file which detail s the comparison result between two tables or two
databases is created after every schema comparison. The report file is named
reportPROCID.txt. If inconsistencies exist, rs_subcmp creates areconciliation
script named reconcilePROCID.sql. The report file and the reconciliation
script are saved in the same directory where you issued the rs_subcmp.

Seers_subcmp in Chapter 7, “ Executable Programs” of the Replication Server
Reference Manual for detailed information in using schema comparison.

Toverify thereconciliation of statementsbefore execution, areconciliationfile
can be created using the rs_subcmp command. You can use the command line
option -g with rs_subcmp or you can set the configuration file parameter
RECONCILE _FILEto“Y” toindicate the creation of areconciliation file.

Hash algorithm improves the performance of rs_subcmp and compresses the
datain primary and replicated tables. The compressed datais then fetched by
rs_subcmp.

Instead of taking the entire row of dataduring comparison between the primary
table and replicated table, rs_subcmp now transfers only the compressed data
of each data row from the primary or replicated tables, and then verifies or
reconciles inconsistencies between them.

For an improve rs_subcmp performance, use the command line parameters -h
or -H or their equivalent configuration file parameters FASTCMP or
HASH_OPTION.

Note To support hash algorithm, rs_subcmp requires ASE 15.0.2 or later and
cannot handle case-sensitive comparison. It also cannot handle text, unitext or
image datatypes and does not allow the user to specify the precision for the
float datatype (maximum precision is used). Also, Sybase suggests to set the
ASE parameter default data cache to 128M or higher to get a better comparison
performance.

Thers_subcmp program has alarge number of options, which you can specify
on thecommand line or inaconfiguration file. Refer to Chapter 7, “ Executable
Programs,” in the Replication Server Reference Manual for alist of these
configuration file parameters and command line options.
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Using publication subscriptions

With publication subscriptions, you create subscriptions for a group of
replication definitions using a single command. You collect replication
definitions and their articlesin apublication at the primary Replication Server.
At the replicate Replication Server, you create a publication subscription
against that publication.

When you create a publication subscription, Replication Server creates a
subscription for each article in the publication.

Publication subscriptions and article subscriptions follow the rules and
regquirementsfor single subscriptions with one exception: They cannot contain
where clauses. To specify a subset of rowsthat the replicate Replication Server
receives, include where clausesin the article. Refer to “ Specifying a where
clause with the create article command” on page 302 for more information.

To use publications, the primary Replication Server must be version 11.5 or
later. To use publication subscriptions, the replicate Replication Server and the
route from the primary Replication Server and the replicate Replication Server
must be version 11.5 or later.

The following restrictions apply:

« A valid publication must exist before you can create a publication
subscription against it.

*  Thename of apublication subscription must be unique to the publication,
to the destination data server, and to the destination database.

*  You caninclude articlesin one or more publications that reference
different replication definitions for the same primary table. However, you
cannot subscribe to more than one replication definition per primary table
for each replicate table.

Use the command line to create and manage publication subscriptions.

Refer to “Using publications to replicate data at the command line” on page
299 for alist of stepsfor creating publications and publication subscriptions.

Refer to “Using publications’ on page 298 for an overview of creating
publications and publication subscriptions.
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Commands for creati

ng and managing

publication subscriptions

Table 11-5 lists the RCL commands for working with publication
subscriptions. All of these commands, except check subscription, require

prima

ry subscribe Or create object permission at the source Replication Server

and create object permission at the destination Replication Server. Anyone can
execute check subscription.

See Table 9-3 on page 300 for alist of RCL commands for working with
publications.

Tabl

e 11-5: Commands for managing publication subscriptions

Command

Task

create subscription sub_namefor
publication pub_name

Creates asubscription for a publication and a subscription for each articlein the
publication. With create subscription, you can:

« Subscribe to table replication definitions using the atomic, nonatomic, or no-
materialization method.

» Subscribe to function replication definitions using the no-materialization
method.

See “Using the create subscription command” on page 384.

define subscription sub_namefor
publication pub_name

Defines asubscription for a publication and a subscription for each articlein the
publication. Use with activate subscription and validate subscription.

With define subscription, you can subscribe to articles with table replication
definitions or function replication definitions using the bulk materialization
method. See “ Creating publication subscriptions with bulk materialization” on
page 385.

activate subscription sub_name
for publication pub_name

Activates a subscription for a publication and a subscription for each articlein
the publication. Use with define subscription and validate subscription for bulk
materialization. See “ Creating publication subscriptions with bulk
materialization” on page 385.

validate subscription sub_name
for publication pub_name

Validates a subscription for a publication and a subscription for each article in
the publication. Use with define subscription and activate subscription for bulk
materialization. See “ Creating publication subscriptions with bulk
materialization” on page 385.

check subscription sub_name for
publication pub_name

Displays the status of the publication subscription and all of its article
subscriptions. See “Displaying status information” on page 389.

check subscription sub_name for
article article_namein pub_name

Displays the materialization status of an article subscription. See “Displaying
status information” on page 389.

rs_helppubsub

Displays information about publication subscriptions.

drop subscription sub_name for
publication pub_name
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Removes the publication subscription and all of its article subscription from the
rs_subscriptions System table at the primary and replicate sites. See “ Dropping
subscriptions for publications and articles’ on page 387.
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Command

Task

drop subscription sub_namefor  Removes the article subscription from the publication subscription and from the
article article_namein pub_name rs_subscriptions System table at the primary and replicate sites. See “Dropping

subscriptions for publications and articles’ on page 387.

Enabling replication of the truncate table command

When you create, refresh, or define a publication subscription, you can enable
replication of truncate table to the replicate table. If you do not, you must
execute truncate table yourself at the replicate database.

For example, to create the publication subscription pubs2_sub and enable
replication of truncate table, enter thiscommand at the destination Replication
Server:

create subscription pubs2 sub
for publication pubs2 sub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
subscribe to truncate table

All subscriptions to the same replicate table must use truncate table
consistently. If areplicate table has a subscription that does not enable
replication of truncate table and you add another subscription that does enable
replication of truncate table, the publication subscription fails.

You do not need to include subscribe to truncate table when you activate and
validate the publication subscription.

See“Enabling replication of truncatetable” on page 359 for moreinformation.

Creating publication subscriptions
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Once a publication has been validated, you can create subscriptions against it.
When you create a publication subscription, Replication Server creates a
subscription for each article in the publication.

Publication subscriptions and article subscriptions specify the publication, the
primary and replicate databases, and the materialization method. They do not
contain where clauses. To specify a subset of rows to be replicated, include
where clausesin the article description. Refer to “ Specifying a where clause
with the create article command” on page 302.
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Using the create subscription command

Use create subscription to create a publication subscription and an article
subscription for each article in the publication. You can use create subscription
to materialize source data at the destination database using the atomic,
nonatomic, or no-materialization method.

Execute create subscription at the Replication Server that manages the
destination database. Subscription information is stored in thers_subscriptions
system tables at the primary and replicate sites.

The following example creates a subscription named pubs2_sub for the
publication pubs2_pub. It also creates a subscription named pubs2_sub for
each article in pubs2_pub. The source database is pubs2 managed by the
TOKYO_DS data server. The destination database is also named pubs2; it is
managed by the SYDNEY _DS data server.

create subscription pubs2 sub
for publication
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2

Note The maximum size of awhere clausein acreate subscription statement is
255 characters.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Specifying a materialization method
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Specify materialization methods for publication subscriptionsin the same way
you specify materialization methods for regular subscriptions. When you use
create subscription, you can specify atomic, nonatomic, or the no-
materialization method. The default method is atomic materialization, using
the select with holdlock operation.

Article subscriptions share the name of the parent subscription and generally,
its materialization method. However, function replication definitions require
the bulk or no-materialization method. If you use create subscription, and
articlesin the publication reference function replication definitions,
Replication Server uses the no-materialization method for these article
subscriptions—regardless of the materialization method specified in the
publication subscription.
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See “ Subscription materialization methods” on page 339 for a description of
the different materialization methods.

Refreshing publication subscriptions

When you add articles to an existing publication, you must add article
subscriptions to the existing publication subscription to subscribe to the new
articles. Use for new articles to refresh the subscription. This clause instructs
Replication Server to check the subscription against the publication and then to
create subscriptions for any unsubscribed articles.

For example, to refresh the publication subscription pubs2_sub, enter this
command at the destination Replication Server:

create subscription sub for publication pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
for new articles

Use check subscription to find out whether a subscription existsfor each article
in a publication. See “Displaying status information” on page 389 for more
information about check subscription.

Creating publication subscriptions with bulk materialization

Bulk materialization allows you to load subscription data from media such as
magnetic tape. Use this method if the amount of data to be transferred istoo
large to copy through the network. You can also use this method to create
subscriptions for function replication definitions.

When you create publication subscriptionswith bulk materialization, you must
use define subscription, activate subscription, and validate subscription. You use
these bulk materialization commands to create publication subscriptionsin the
sameway you create single subscriptions. You cannot include where clausesin
publication subscriptions.

Refer to “ Specifying awhere clause with the create article command” on page
302 for information about adding where clauses to articles.

Using the define subscription command

Use define subscription to create a publication subscription and a subscription
for each article in the publication. define subscription always creates a
subscription using bulk materialization.

Administration Guide 385



Using publication subscriptions

Execute define subscription at the Replication Server that manages the
destination database. Subscription information is stored in thers_subscriptions
system tables at the source and destination sites.

All subscriptions in the publication subscription are created at the same time.

The following example creates a subscription named pubs2_sub for the
publication pubs2_pub.

define subscription pubs2 sub
for publication pubs2 pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2

When you define a publication subscription with bulk materialization, you can
enable replication of truncate table to the destination table. See “ Enabling
replication of the truncate table command” on page 383 for moreinformation.

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Using the activate subscription command

Use activate subscription to activate a publication subscription and its
subscription subset. Execute activate subscription at the Replication Server that
manages the destination database.

Before you execute activate subscription, you must execute define subscription,
and the publication subscription status must be DEFINED. Refer to
“Displaying statusinformation” on page 389 for information about displaying
subscription status.

All subscriptionsin the publication subscription are activated at the sametime.

The following example activates every subscription in the publication
subscription pubs2_sub.

activate subscription sub for publication pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Using the validate subscription command
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Use validate subscription to set the subscription status to VALID for the
publication subscription, and its subscription subset. Execute validate
subscription at the Replication Server that manages the replicate database.
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Before you execute validate subscription, you must execute activate subscription
and the publication subscription status must be ACTIVE. Refer to “ Displaying
statusinformation” on page 389 for information about displaying subscription
status.

All subscriptionsin the publication subscription are validated at the sametime.

The following example validates every subscription in the publication
subscription pubs2_sub.

validate subscription sub for publication pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Refreshing publication subscriptions using bulk materialization

When you refresh a publi cation subscription using bulk materialization, usethe
for new articles clause when you define the publication subscription. You do not
need to repeat the clause when you activate and validate the subscription.

The following example refreshes the publication subscription pubs2_sub.

define subscription pubs2 sub
for publication pubs2 pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
for new articles

See “define subscription” in the Replication Server Reference Manual for
syntax and usage guidelines.

To check whether asubscription existsfor each articlein apublication, execute
check subscription at the primary or replicate Replication Server. See
“Displaying status information” on page 389 for more information about
check subscription.

Dropping subscriptions for publications and articles

Use drop subscription to drop a publication subscription and al of its article
subscriptions, or to drop a single article subscription.
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drop subscription removes information about the publication subscription and
its article subscriptions from system tables at the source and destination
servers. It does not remove publication information from the destination server.
Thus, you can create another subscription against the publication, and
Replication Server only needs to reload primary site information if it has been
changed.

Include the without purge clause to retain existing rows replicated by the
subscription to the destination database. The subscriptions are dropped all at
once.

This exampl e drops a subscription named pubs2_sub for the publication
pubs2_pub using without purge.

drop subscription pubs2 sub
for publication pubs2 pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
without purge

Include the with purge clause to delete existing rows replicated by the
subscription to the destination database. The subscriptions are dropped one at
atime.

This example uses with purge:

drop subscription pubs2 sub
for publication pubs2 pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
with purge

The following example deletes the article pubs2_art, without removing rows
replicated by the subscription.

drop subscription sub for article pubs2 art
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2
without purge

Refer to Chapter 3, “ Replication Server Commands,” in the Replication Server
Reference Manual for complete syntax and usage guidelines.

Viewing publication subscription information

You can view information about publication and article subscriptions with the
check subscription command or the rs_helppubsub stored procedure.

388 Replication Server



CHAPTER 11 Managing Subscriptions

Displaying status information

Use check subscription at the primary Replication Server or the replicate
Replication Server to check the status of a publication subscription and its
article subscriptions or to check the status of an article subscription.

check subscription returns a status (such as VALID, MATERIALIZING, or
ACTIVE) aong with a descriptive message. See “ check subscription” in
Chapter 3, “Replication Server Commands,” in the Replication Server
Reference Manual for syntax and usage guidelines and alist of status

messages.

*  Thisexample displays the subscription status of the publication
subscription pubs2_sub.

check subscription pubs2 sub
for publication pubs2 pub
with primary at TOKYO DS.pubs2
with replicate at SYDNEY DS.pubs2

If the publication subscription is valid, Replication Server also checks
whether the subscription is current. When you alter a publication after the
subscription is created, the publication subscription is out of sync with the
publication. To create subscriptions for new articles and make the
subscription current, refresh the subscription using create subscription or
define subscription.

e Thisexample displays the subscription status of the article pubs2_art in
the subscription pubs2_sub.

check subscription sub for article pubs2 art

in pubs2 pub

with primary at TOKYO DS.pubs2

with replicate at SYDNEY DS.pubs2List
Publication and Article Subscription Information

To display information about a publication subscription and article
subscriptions, use the rs_helppubsub stored procedure at either the primary or
replicate Replication Server RSSD.

Here are some examples of using rs_helppubsub:
e Tolistal publication subscriptions at a site, enter:

rs_helppubsub
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For each publication subscription known to the site, the display includes
the names of the subscription and its associated publication, the names of
the primary and replicate databases and data servers, statusinformation,
and the date of the latest change to the publication subscription.

To display information about a particular publication subscription, enter:
rs_helppubsub subscription name

The output displaysthe information described in the above examplefor all
publication subscriptions named subscription_name.

To display information about a particular publication subscription and its
article subscriptions, enter:

rs_helppub subscription name, publication name,
primary dataserver, primary db,
replicate dataserver, replicate db

The output displays the information described in the above examples for
all publication subscriptions named subscription_name. For each article
subscription, the output displays subscription and article name, status
information for the primary and replicate Replication Servers, replication
definition name, autocorrection status, and the date of the latest change to
the article subscription.

See the Replication Server Reference Manual for complete syntax and usage
guidelines and sample output.
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Overview

Administration Guide

Managing Replicated Objects
Using Multi-Site Availability

This chapter describes how to set up and manage database replication

definitions and subscriptions using multi-site availability (MSA).

Topic Page
Overview 391
Setting up an MSA system 394
Marking data for replication 399
Managing database replication definitions 400
Viewing information about database replication definitions 404
Using database, table, and function replication definitions 404
concurrently

Managing database subscriptions 406
Viewing information about database subscriptions 409
Using database, table, and function subscriptions concurrently 409
Replicating DDL and system procedures 410
Replicating user stored procedures 411
Customizing function strings 411

This chapter describes how to replicate database objects using database

replication definitions and MSA.

e SeeChapter 9, “Managing Replicated Tables,” for information about
replicating individual tables using table replication definitions.

e See Chapter 10, “Managing Replicated Functions,” for information

about replicating individual system stored procedures.

MSA can make the process of setting up a replication system both faster

and easier.
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Database replication

When the replicate is
a warm standby
database

392

Some of the features that MSA provides are:

» A simplereplication methodology that requires only one replication
definition for the primary database and only one subscription for each
subscribing database.

« Areplication filtering strategy that |ets you choose whether or not to
replicate individual tables, transactions, functions, system stored
procedures, and data definition language (DDL).

* Replication of DDL to any replicate database—including non—warm
standby databases.

* Replication to multiple replicate sites—for warm standby as well as non—
warm standby databases.

You can overlay MSA scenarios over your existing replication structure. The
procedures for implementing MSA are similar to those you use to replicate to
warm standby or replicate databases.

When you use table and function replication, you describe each piece of data
that isto be replicated using individual table and function replication
definitions and subscriptions. This methodology allows you to transform data
and provides fine-grained control over the information being entered in the
replicate database. However, it requiresthat you mark each table or functionto
be replicated, create areplication definition for each replicated table or
function, and create subscriptions for each replication definition at each
replicate database.

MSA letsyou identify specific database objects: tables, functions, transactions,
DDL, and system stored procedures in asingle replication definition. You can
choose to replicate the entire database, or you can choose to replicate—or not
replicate—particular tables, functions, transactions, DDL, and system stored
proceduresin that database. If you do not need to replicate partial tables, MSA
can provide replication while affording the advantages of simple setup and
mai ntenance.

In the non-M SA warm standby scenario, changes to the primary database are
copied directly to the warm standby database without alteration. This
methodology allows replication of DDL. To change or qualify the data sent,
you must add table and function replication definitions. Each primary database
can have one, and only one, standby database. See Chapter 3, “Managing
Warm Standby Applications,” inthe Replication Server Administration Guide
\olume 2 for a complete discussion of this warm standby application.

MSA provides al the features of the warm standby application described in
Chapter 3, “Managing Warm Standby Applications.” In addition, MSA:
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Bidirectional
replication support for
DDL in MSA

«  Enablesreplication to multiple standby databases
< Allowsyou to replicate or not replicate specific database objects

You can configure multi-site avail ability (MSA) to set up atwo-way
replication of DDL transactions between two Adaptive Server databases.

Replication Server 15.0 and | ater supportsthisbidirectional replication using a
Replication Server configuration parameter called dsi_replication_ddl. When
dsi_replication_ddl is set to on, DSI sends set replication off to the replicate
database, whichinstructsit to mark the succeeding DDL transactions available
in the system log not to be replicated. Therefore, these DDL transactions are
not replicated back to the original database, which enables DDL transactions
replication in bidirectional MSA replication environment.

To set up bidirectional replication:

1 Createabidirectiona MSA replication environment. See “ Creating a
bidirectional replication environment” on page 68.

2 Grant “set session authorization” privilege to the maintenance user on the
destination database, as shown in the following example:

grant set session authorization to maint user

3 Alter the connection of the destination database to set dsi_replication_ddl
configuration parameter to “on” to enable bidirectional DDL replication,
as shown in the following example:

alter connection to dataserver.database set dsi replication on

MSA mixed-version
environment

Administration Guide

4  Replicate DDL transactions.

Inan MSA mixed-environment, the primary Replication Server filtersthe data
features with higher versions.

Incompatible commands are not sent to the standby Replication Server. The
configuration parameter dist_stop_unsupported_cmd suspends the DIST if
there are incompatible commands. You can configure this parameter using the
following syntax:

configure replication server

set ‘dist_stop_unsupported cmd’ to [‘on’ | ‘off’]
alter connection srv.db

set ‘dist_stop_unsupported cmd’ to [‘on’ | ‘off’]
alter logical connection lsrv.ldb

set ‘dist stop_unsupported cmd’ to [‘on’ | ‘off’]
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By default, dist_stop_unsupported_cmd is off. When the parameter is on, the
DIST suspendsitself if acommand cannot be sent to some destinations.
Resume DIST by skipping the entire transaction, or reset the parameter to off.

Setting up an MSA system

You can set up M SA replication in many different ways. This section describes
how to set up three representative M SA replication architectures:

»  Simple, full-database replication
* Replication of specified tables and functions
* Replication to multiple replicate databases

You can easily add syntax to these examplesto replicate DDL or system stored
procedures. See “Replicating DDL and system procedures’ on page 410.

Replicating the database

394

In this simple scenario, you use database replication definitions and
subscriptions to replicate the entire primary database to one or more replicate
databases.

The basic steps are:

1 Mark the primary database for replication using sp_reptostandby. For
example:

sp_reptostandby primary db, ‘all’

Note sp_reptostandby does not mark user stored procedures for
replication. You must mark each user stored procedure individually using
sp_setrepproc.

2 Set the RepAgent parameter send warm standby xacts to true so that
RepAgent sends system transactions and DDL to both standby and
replicate databases. For example, at the primary data server, enter:

sp_config rep agent primary db,
‘send warm standby xacts’, ‘true’
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3 Create adatabase replication definition using create database replication

definition at the primary Replication Server. For example:

create database replication definition repdef 1
with primary at PDS.primary db

See “ create database replication definition” in the Replication Server
Reference Manual for complete syntax and usage information.

Create a database subscription for each subscribing database. In this
example, we are creating a database subscription using create subscription
and the no materialization method. The primary and replicate databases
have been synchronized prior to subscription. You can also use create
subscription if activities at the primary database can be suspended.

For example, at the replicate Replication Server, enter:

create subscription sub 1
for database replication definition repdef 1
with primary at PDS.primary db
with replicate at RDS.rdb
without materialization
subscribe to truncate table

When creating a database subscription, you can use the no materialization
method (as shown in step 4) or the bulk materialization method to
synchronize databases. The procedure you use depends on which
materialization method you choose and whether primary table activities
can be suspended.

See “Materialization” on page 407 for syntax and usage information for
using the bulk materialization method.

Replicating tables and functions
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You can use MSA capabilities to replicate particul ar tables or functions. The
basic steps are:

1 Marktables, stored procedures, and databasefor replication and create the

database replication definition.

Inthisexample, we arereplicating table1 and table2 only. You can identify
particular tablesin either of two ways:
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Mark the database for replication using sp_reptostandby. Create the
database replication definition and identify specific tables for
replication using create replication definition. You must also tell the
RepAgent to send replicate data to replicate as well as standby
databases.

Enter thisinformation at the primary data server:

sp_reptostandby primary db, ‘all’
sp_config rep agent primary db,
‘send warm standby xacts’, ‘true’

Enter thisinformation at the primary Replication Server:

create database replication definition rep 1B
with primary at PDS.pdb
replicate tables in (tablel, table2)

Alternatively, mark particular tables and stored procedures for
replication using sp_setreptable and sp_setrepproc. Then, create the
database replication definition. For example:

sp_setreptable tablel, ‘true’
sp_setrptable table2, ‘true’

create database replication definition rep 1A
with primary at PDS.pdb

Note You can replicate DDL changes only if you mark its database
for replication using sp_reptostandby.

2  Createthe database subscription. To subscribe without materialization, see

“Replicating the database” on page 394. To subscribe using bulk
materialization, see “Materialization” on page 407.

Note You can also use sp_reptostandby to mark the database and then create
tabl e replication definitions and subscriptions—without creating a database
replication definition. This method eliminates the need to mark individual
tables, yet allows you to select and replicate partial tables. The database
connection parameter rep_as_standby must be on.
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Using replicate databases as warm standby databases

You can use MSA to replicate DDL and other database objectsto multiple
replicate or warm standby databases. You can create database replication
definitions and database subscriptions to logical connections. See Chapter 3,
“Managing Warm Standby Applications,” in the Replication Server
Administration Guide Volume 2 for detailed information about setting up
logical connections.

This section uses an example to describe the basic setup for amultiple warm
standby architecture. In thisexample, you replicate from one primary database
(dsA.db) to two replicate databases (dsB.db and dsC.db). Thereisasingle
Replication Server controlling replication, and only standby replication takes
place to and from the primary database. Only dsA can replicate DDL and
system stored procedures. If users are switched to dsB.db or dsC.db, DDL and
system stored procedures are not replicated.

Note Thisexample uses a different database replication definition for each
subscribing site. You could also create a single database replication definition
that handl es the common set of replicated tables and functions, and then create
table and function subscriptions for the tables and functions that are not
common to both standby databases.

The basic steps are;
1 Suspend all database activities.
2 Mark dsA.db, dsB.db, and dsC.db for replication using sp_reptostandby.

3 At each dataserver, set send warm standby xacts to true for each
RepAgent. For example:

sp_config rep agent db,
‘send warm standby xacts’, ‘true’

4 At Replication Server, set dsi_replication off for each connection. For
example:

alter connection to dsB.db
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set dsi replication ‘off’

Note Sybase recommends that you set dsi_replication to off for warm
standby connections asit prevents replicated datain the transaction log
from being replicated again in the event of a switchover. dsi_replication
should be turned on (the default) for normal replication.

Create adatabase replication definition for each database, defining each as
the primary. For example:

create database replication definition rep 2
with primary at dsA.db
replicate DDL
replicate system procedures

create database replication definition rep 2
with primary at dsB.db

create database replication definition rep 2
with primary at dsC.db

As each database can be aprimary or a standby database, create or define
subscri ptions so that each database subscribesto every other database. You
can use different materialization methods for each subscription. For
example:

create subscription sub 2B
for database replication definition rep 2
with primary at dsB.db
with replicate at dsA.db
without materialization
subscribe to truncate table

create subscription sub_2C
for database replication definition rep 2
with primary at dsC.db
with replicate at dsA.db
without materialization
subscribe to truncate table

define subscription sub_2A
for database replication definition rep 2
with primary at dsA.db
with replicate at dsB.db
subscribe to truncate table
use dump marker

create subscription sub_2C
for database replication definition rep 2
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with primary at dsC.db
with replicate at dsB.db
without materialization
subscribe to truncate table

define subscription sub_2A
for database replication definition rep 2
with primary at dsA.db
with replicate at dsC.db
subscribe to truncate table
use dump marker

create subscription sub 2B
for database replication definition rep 2
with primary at dsB.db
with replicate at dsC.db
without materialization
subscribe to truncate table

Dump dsA.db.

With the dsB.db DSI suspended, |oad database to dsB.db.
9 Resume connection to dsB.db.
10 With the dsC.db DSI suspended, |oad database to dsC.db.
11 Resume connection to dsC.db.

12 Resume database activities.

Switchover

In any standby situation, switchover involves disconnecting users from the
active database and reconnecting them to the new active database. In this case,
switchover must wait for the queues to empty so that no transactions are lost.

Refer to Chapter 3, “Managing Warm Standby Applications,” in the
Replication Server Administration Guide Volume 2 for moreinformation about
logical connections and switchover.

Marking data for replication

You can mark databases, tables, and functions for replication using
sp_reptostandby, sp_setreptable, and sp_setrepproc.
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Data marked by

When the database is marked by sp_reptostandby:

»  The RepAgent configuration parameter send warm standby xacts must be
true.

e User-defined stored procedures are not replicated unless they are marked
individually using sp_setrepproc.

*  RepAgent sends DDL, system procedures, and transactions to the
Replication Server. A database replication definition can filter them out at
the Replication Server.

» Andyou usetable replication definitions and table subscriptions, you can
send table datato both replicate databases and warm standby databases by
setting the database connection parameter rep_as_standby on.

When the databaseis not marked by sp_reptostandby, DDL isnot replicated for
the marked tables and functions.

Table 12-1 summarizes how datais replicated.

Table 12-1: Data replication

Table, function, and
Table and function Database subscription | database
subscriptions only only subscriptions coexist

sp_setreptable and
sp_setrepproc

¢ Replicate markeddata | » Replicatemarkeddata | ¢ Replicate marked data
¢ Do not replicate DDL e Do not replicate DDL e Do not replicate DDL

sp_reptostandby

¢ Check rep_as_standby | * Replicateall data ¢ Check rep_as_standby

¢ Do not replicate DDL

¢ Replicate DDL
(optional)

¢ Replicate DDL
(optional)

sp_setreptable,
sp_setrepproc, and
sp_reptostandby

¢ Check rep_as_standby
¢ Do not replicate DDL

¢ Replicate all data

¢ Replicate DDL
(optional)

¢ Check rep_as_standby

¢ Replicate DDL
(optional)

Managing database replication definitions

A table, afunction, atransaction, DDL, or a system stored procedure can be a
replicated object. A database replication definition specifiesfilters for
replicated objects—either including or excluding the same or entire replicated
object from replication. For example:

400

create database replication definition rep 1C
with primary at PDS.pdb
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replicate tables in (tablel, table2)
not replicate functions in (fc_a)
not replicate system procedures
replicate transactions

replicate DDL

In this example, we are replicating:

e tablel and table2

e All functions except fc_a

»  All transactions

e Supported DDL commands

We are not replicating:

e Any database tables except tablel and table2
* Functionfc_a

e Any system procedures

See “create database replication definition” in the Replication Server
Reference Manual for complete syntax and usage information.

Note Database replication definitions do not support the options
send-standby-all-columns, send-standby-all-parameters, and
send_standby_repdef_cols. Where a database replication definition exists,
Replication Server sends all columns or parameters.

Altering database replication definitions
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You can change adatabase replication definition using alter database replication
definition. This command allows you to replace one filter at atime. For
example:

alter database replication definition rep 1C
with primary at PDS.pdb
not replicate tables in (table2)
with dsi_suspended

See the Replication Server Reference Manual for complete syntax and usage
information.
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When you execute alter database replication definition, Replication Server
writes an rs_marker to the inbound queue. The command does not take effect
until the marker reachesthe Distributor (DIST), whichwill by then haverebuilt
the Database Subscription Resolution Engine (DSRE) to incorporate the
changes.

Altering a database replication definition with associated subscriptions may
desynchronize replicate tables. To resynchronize, you can either:

*  Quiesce Replication Server, drain the transaction log, and apply changes
manually, or

» Usethewith_dsi_suspended option, which causesthereplicate Replication
Server to suspend the replicate DSI when it reads the “alter database
replication definition” marker.

[ JAltering a database replication definition and resynchronizing replicate
tables

1 Execute alter database replication definition and include the with
dsi_suspended phrase.

2 Wait for the replicate DSI to suspend.
Use bulk materialization to resynchronize replicate tables.

4 Resume the connection.

Dropping database replication definitions

You can drop adatabase replication definition, but you must first have dropped
all associated database subscriptions. See “ drop database replication
definition” in the Replication Server Reference Manual for syntax and usage
information.
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Using database replication filters

The Subscription Resolution Engine (SRE) eval uates table and function
subscription rows. The Database Subscription Resolution Engine (DSRE)
eval uates database objects—except transactions. When a database replication
definition causes atransaction to be sent to the replicate Replication Server, the
DIST evaluates the transaction before other database objects are evaluated by
the DSRE and before transaction rows are evaluated by the SRE. Thus,
Replication Server filters out transactions even if they contain data that
satisfies a database subscription or atable or function subscription.

If a database subscription and a table or function subscription coexist for the
same table or function, the table or function subscription takes precedence. In
thisinstance, the DIST does not pass the replicated table or function to the
DSRE for evaluation; the DIST passesit to the SRE.

Figure 12-1: Evaluation of database replication filters

Applies
transaction filters

t .

Replication path

Table or
function
subscriptions?

No — DSRE

DIST

AppliesDDL, system
procedure, table, and
function filters
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Viewing information about database replication

definitions

You can use rs_helpdbrep to view information about a specific database
replication definition or all database replication definitions for a database or a
data server.

For example, to view information about the rep_1B database replication
definition, enter:

rs_helpdbrep rep 1B, PDS, pdb

For syntax and usage information about rs_helpdbrep, see the Replication
Server Reference Manual.

Using database, table, and function replication
definitions concurrently

404

You do not need to add table and function replication definitions when you use
a database replication definition. However, to transform the data, replicate
minimal columns, or use primary keys to improve performance, you must do
0.

Create and use table or function replication definitions that include the send
standby clause to:

e Change the name of areplicated table or function

e Change the name of areplicated column or parameter
e Publish different column or parameter datatypes

* Replicate fewer columns or parameters

* Replicate minimal columns

e Use customized function strings

Create and use table or function replication definitions where the send standby
clause is optional to:

» Declare different table column or parameter datatypes
e Improve performance using primary keys

e Set autocorrection for materialization or dematerialization
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e Usetable or function subscription to override database replication

* Replicate request functions

Note Aslong as adatabase replication definition and a database subscription
arein place, you can use table or function replication definitions without table
or function subscriptions. You need to use table or function subscriptions only
if you require the functionality they provide. See “Using database, table, and
function subscriptions concurrently” on page 4009.

If a database replication definition and table replication definitions exist at the
primary, and a database subscription but no table subscriptions exist at the
replicate, replication behavior dependsin part on the presence or absence of the
send standby replication definition columns/parameters clause in the table or
function replication definition.

«  |If thesend standby clauseis present, the database subscription honors the
table or function replication definition; the table replication definition’s
primary key columns and replicate minimal columns settings are used to
replicate into the replicate database. The database subscription always
treats send standby all columns as send standby replication definition
columns.

e |f thetablereplication definition does not contain the send standby clause
and other replication definitions exist for agiven table, the database
subscription replicates data using the internal table replication definition
(the union of all such replication definitions). All columns are replicated,
and datais converted to the declared columns or datatypes.

Altering database replication definitions
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Adding or dropping database replication definitions does not affect table or
function subscriptions.

When you alter adatabase replication definition, you replace the database
replication filter. Replication Server places a marker in the inbound queue and
allows the DIST to process the command. The new filter is applied to
transactions committed after the marker.

« |If atable subscriptions exists, no action is required.
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» If notable subscription exists, you must include the dsi_suspended clause
in the alter database replication definition command, or manually
materialize or dematerialize the table.

Altering table and function replication definitions

If you create or del ete atable or function replication definition—and adatabase
subscription exists—the change takes place immediately for new data. Data
already in the stable queues continues to reference preexisting conditions until
all referring data has been applied.

Similarly, if you drop atable or function replication definition, Replication
Server continues to reference that replication definition until all referring data
in the stable queues has been applied.

However, if you alter atable or function replication definition when a database
subscription exists, the change takes place immediately for new data and for
data already in the stable queues.

Use alter replication definition with caution. Sybase recommends that you alter
atable or function replication definition using one of these methods:

»  Suspend primary table and function activities before using alter replication
definition, or

» Createanew table or function replication definition and then drop the old
one.

Managing database subscriptions
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When you create a database replication definition at the primary database, you
must also create a database subscription at each subscribing database. You can
use the no materialization method or the bulk materialization method. If you
create a database subscription, you cannot use awhere clauseto set the criteria
for subscribed data; all datais subscribed.

If you need to set criteriafor particular tables or functions, you can add table
or function subscriptions. See “Using database, table, and function
subscriptions concurrently” on page 409 for more information.
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Materialization

When there is a database subscription, the DSI for that connection is always
treated asif for regular replication. That is, the dsi_replication parameter is off,
and the dsi_keep_triggers parameter is on.

When there is a database subscription—and table and function replication
definitions—but there are no table or function subscriptions:

e |If thetable and function replication definitions contain the send standby
clause, the database subscription honors the table or function replication
definition.

e If thetable and function replication definitions do not contain the send
standby clause, all columns and parameters are replicated and the dataiis
converted to the declared column and parameter datatypes.

Database subscription requires either the none method (no materialization) or
the bulk method of materialization.

Subscription without materialization

To create a database subscription when the primary and replicate databases
have been synchronized prior to subscription, or activities at the primary
database can be suspended, use create subscription with the without
materialization clause. See the example in “ Replicating the database” on page
394.

When you use the no materialization method, you can materialize the replicate
databases using bep, dump and load, mount and unmount, or other methods.
Because Replication Server does not coordinate the initial database
synchronization process, you will likely need to suspend database applications.

Subscription with bulk materialization
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You can use dump and load or manual coordination methods to synchronize
databases.

To create adatabase subscription using dump and load coordination, use define
subscription with the use dump marker clause. Both the primary and replicate
databases and Replication Servers, must have the same server user 1D,
password, and role settings.

define subscription sub 2
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for database replication definition repdef 1
with primary at PDS.primary db

with replicate at RDS.rdb

subscribe to truncate table

use dump marker

After you define the subscription:

1 Dump PDS.pdb. The DSI connection to the replicate databaseis
suspended when the dump marker reaches the replicate Replication
Server. It is suspended so that no datawill be replicated until you finished
step 2. Replication Server activates and validates the subscription
automatically when the dump marker is replicated.

Warning! Do not activate subscription or it will overridethewait for dump
marker at the Replication Server.

2 Load PDS.pdb to RDS.rdb.
3 Resumethe DS connection to the RDS.rdb.

Altering database subscriptions

You cannot alter a database subscription directly. To alter a database
subscription, delete the existing database subscription using drop subscription,
and then create anew one.

Dropping database subscriptions

You can delete a database subscription using drop subscription. You must
include the without purge option so that Replication Server will not remove
rows added by the subscription to the replicate. For example:

drop subscription sub_ 1la
for database replication definition rep 1
with primary at PDS.pdb
with replicate at RDS.rdb
without purge ...

Dropping a database subscription does not affect existing table or function
subscriptions. Similarly, dropping a table or function subscription does not
affect existing database subscriptions. However, in this case, the replicate
tables may need to be rematerialized.
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See the Replication Server Reference Manual for complete syntax and usage
information.

Viewing information about database subscriptions

You can users_helpdbsub to view information about a specific database
subscription or all database replication definitions for a database or a data
server.

For example, to view information about the sub_2B database subscription,
enter:

rs_helpdbsub sub 2B, dsA, db

For syntax and usage information about rs_helpdbsub, see the Replication
Server Reference Manual.

Using database, table, and function subscriptions

concurrently
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If a database subscription and table or function subscriptions coexist, the table
or function subscription overrides the database subscription. That is,
Replication Server replicates the table or function according to the table or
function subscription, not the database subscription.

Database subscriptions do not support the where clause or the for new articles
clause. When using a database subscription, you need to create atable
subscription only to:

e Usethewhere clause of atable subscription

* Replicate atable filtered out by the database replication definition

Note A database subscription supports the subscribe to truncate table clause,
but not for those tables with a table subscription.
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Creating and dropping subscriptions

When database and tabl e or function subscriptions are used concurrently, take
care when creating or dropping those subscriptions.

If you create a database subscription that references a table with an
existing table subscription, make sure you do not overwrite the replicated
table when synchronizing databases:

a Back up thereplicated table.
b Usedump and load to synchronize the replicate database.
¢ Copy thereplicated table back into the replicate database.

Drop atable or function subscription with suspension. After the replicate
DSl is suspended, you can dematerialize or resynchronize the replicate
table or function.

When a database subscription exists that includes a table and you want to
add atabl e subscription, make sure you define the tabl e subscription using
bulk materialization. Defining the table subscription does not stop
database replication for the table. Database replication for atable stops
when its table subscription is activated.

When dropping a database subscription, you must manually purge all
replicated tables that do not have table subscriptions. Replication Server
does not dematerialize replicated tables.

Replicating DDL and system procedures

MSA lets you replicate DDL to nonstandby databases. See Chapter 3,
“Managing Warm Standby Applications’ in the Replication Server
Administration Guide Volume 2 for alist of DDL commands supported for
replication.
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To replicate DDL and system procedures, you must:

Mark the primary database using sp_reptostandby.

Set the RepAgent parameter send warm standby xacts to true—evenif there
is no standby database.

Create a database subscription.
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Heterogeneous data
servers

Make sure that both the primary and replicate data servers are the same
version of Adaptive Server.

In addition, the following constraints apply:

When replicating system procedures, and the primary and replicate
databases have different names — filter out the sp_config_rep_agent and
the sp_add_user system procedures in the database replication definition
as they use database names as parameters. For example:

create database replication definition myrepdef
with primary at PDS.pdb
not replicate system procedures in
(sp_config rep_agent, sp_add_user)

When replicating DDL —the primary and replicate databases must havethe
same login names and passwords; the DSI uses the original server login
name and password to log in to the replicate database.

When replicating DDL contained in user-defined transactions—make sure
that the Adaptive Server database option ddl in tran is set to true.
Otherwise, the DSI will shut down when replicating DDL.

In aheterogeneous environment, non-Sybase data serverscan replicate DDL if
the Replication Agent can capture and send DDL commands in Transact-SQL
or ANSI SQL (preferred).

Replicating user stored procedures

To replicate user stored procedures, mark each procedure individually using
sp_setrepproc. Database replication definitions do not check for owner
information for user stored procedures.

Customizing function strings

You can customize only those function strings that are not in the
rs_default_function_class function-string class.
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For functions with replication-definition scope:;
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e TheDSl usesrs_default_function_class for functionsthat do not use atable
or function replication definition with the send standby clause.

e Otherwise, the DSI uses the function-string class associated with the
connection.

For functions with function-string class scope, the DSI always uses the
function-string class associated with the connection.
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