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CHAPTER 1

Introduction

Feature Guide

Features and Functionality

This chapter describes a/base® mBanking 365™ features and
functionality.
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Customization and configuration

Increasingly, users are demanding access to a broad array of financial
services centered around convenience and ease-of -use. At thefore of such
demand is the desire for mobile access to banking services. Financia
institutions must work to meet consumer demandswhile, at the sametime,
improving their return on investment (ROI).

Sybase mBanking 365 enables financial institutions to satisfy user
demandswhileimproving ROI. mBanking 365 provides userswith access
to bank services such as payments, transfers, alerts, and summaries
through their mobile devices, ensuring mobility and convenient banking
access. It also enablesyour financial institution to provide the featuresand
functions that users demand for mobile banking technology, including
multiple delivery channels and enhanced security. mBanking 365
provides complete flexibility and control through its fully customizable
interface, configuration options, and built-in internationalization
capabilities:



New Features

New Features

Improved customer retention — personal and immediate interaction with
customers, directly through their mobile devices.

Increased customer contact points—allows usersto track their accounts at
their convenience without using a computer, adding value and increasing
loyalty.

Fraud reduction — mobile alerts give customers increased confidence by
notifying them immediately about possible fraudulent account activity.

Differentiation — enables banks to increase market share by offering a
unigue and valuable service.

Cost reduction — alower-cost channel of customer interaction for
customers without access to Internet banking.

Increased revenue —decreased demand on call centersand fewer customer
branch visits.

Sybase mBanking 365 2.0 introduces the following features:

SM S enhancements— sends and receives al erts and messagesto end-users
mobile devices, and tracks sent and received messages. See “ Simple
Messaging Service” on page 3.

Alerts framework — provides a flexible alerts framework so you can use
mBanking either as a standalone application or as an integrated part of
your existing back-end system. See “ Alerts framework” on page 3.

Single sign-on —logs the user into the mBanking 365 operational and
profile management modules at the same time as a back-end banking
system. See “Single sign-on” on page 6.

Service packages and entitlements — enables bank employees to create
service packages and control access to mBanking by setting entitlements
on service packages and assigning mBanking users to these service
packages. See “ Service packages and entitlements’ on page 7.

Operational module — enables financial institution employees to monitor
and manage mBanking tasks. See “ Operational modul€” on page 11.

Profile management modul e — enabl es customers to manage their profiles
and enroll new mobile devices. See “mBanking module” on page 11.

Sybase mBanking 365



CHAPTER 1 Features and Functionality

Multiple delivery channels

Sybase mBanking 365 is equipped with multiple delivery channels to connect
mobile users to your financial institution’s banking system.

Simple Messaging Service

Alerts framework

Feature Guide

Simple Messaging Service (SMS) receives and processes requests from end-
user mobile devices. SM S processing manages secure device sessions,
validates and executes commands, delivers SM S response messages, and
delivers both scheduled and event-based alerts.

SMS transactions and supported formats include:

*  Account balances, using either a short numeric code for an account or an
account nickname such as “ Savings’

¢ Funds transfers between accounts
»  Bill paymentsto aselected list of payees

. Statements for user accounts

mBanking 365 has a flexible a erts framework that lets you either use
mBanking as a standalone product or integrate it with an existing back-end
system.

There are two types of aerts: scheduled or recurring aerts, and immediate or
event-triggered alerts. You can manage scheduled alerts with either your own
scheduling engine or the scheduling engine provided with mBanking 365.
Immediate aerts are triggered by your back-end banking system.



Mobile network access

Mobile browser

The wireless application protocol (WAP) browser channel provides access to
banking functionsthrough amobile device'smini-browser software. Userscan
perform actions such as transfers and bill payments without having to
download additional software. The WAP channel supports multifactor security
to ensure that personal banking information is not made accessible to third
parties. The WAP channel is not tied to a single handset; it can be accessed
from any browser-enabled handset as long as the user has the correct login
information.

Smart client

The smart client application enables users to view transaction history, transfer
funds between accounts, and make bill payments using their mobile devices.

A bank employee must register the user to use the smart client application.
After the user is verified and authenticated, a message containing the URL to
download the smart client application is sent to the user’smobile device. When
users have downloaded the smart client application, they activateit by entering
an activation code, user ID, password, and PIN.

Financial institutions can disable and reenable users’ access to mBanking 365
services. Users can also be locked out if they exceed the set number of login
attempts.

To unregister from the smart client application, users must contact their
financial ingtitution. Unregistering from the smart client application does not
unregister a user from the SMS or WAP channels.

Mobile network access

The SMSdelivery channel provided by mBanking 365 requires your financial
institution to be enabled within a mobile carrier network for every geographic
areain which you have customers. The Sybase 365 Mobile Network, provided
as part of the mBanking product suite, provides accessto over 700 cellular
carriersworldwide for SM'S communication and enables you to provide SMS
service without negotiating and managing individual carrier relationships.

4 Sybase mBanking 365



CHAPTER 1 Features and Functionality

Security

Whilethe use of the Sybase 365 Mobile Network is optional, implementing an
alternate mobile network requires your financial institution to develop custom
message adapters to match the specifications of the network you select.

Sybase mBanking 365 provides several layers of security, including the
security manager, second-factor authentication, and inline password
protection.

Security manager

Feature Guide

The security manager offers:

Device authentication — verifies the user device and security entitlements
for SMSrequests, and either accepts or denies each request. If the request
is accepted, the transaction is processed. If the request is denied, the
session manager invalidates the session, removes pending actions, and
sends a message to the end user indicating that authentication has been
denied.

User authentication — validates the user 1D, account ID, and password
entered by a user upon beginning a mobile banking session. If the user
does not provide an ID and password at the beginning of the session, the
manager requests reauthentication until valid informationisprovided. You
can also configure the security manager to require abusiness ID number
to be entered along with the password and user ID. For enhanced security,
mBanking 365 uses out-of-band authentication to reauthorize users.

Command security — provides command-specific authorization.
Command security usesindividual and customizable authentication
policies that determine whether a command’s execution is granted based
on device authentication (relaxed-level), a previously-established and
gtill-valid session (medium-level), or reauthentication (strict-level).

The security manager also provides|ockout capabilities. If the user exceedsthe
preconfigured number of consecutive failed log in attempts, the account is
locked. This includes login attempts from al channels.



Security

Single sign-on

Single sign-on (SSO) allows for external authentication mechanisms.
mBanking 365 can seamlessly integrate with existing bank platforms through
arbitrary SSO systems.

With SSO, users do not log in to mBanking directly. Instead, they log in to the
host system. When they access an mBanking page, the mBanking server sends
an authentication request to the SSO authentication system. The user does not
haveto log in twice, and the SSO system maintains their external banking
system session so they are not logged out.

Second-factor authentication

Second-factor authentication provides additional security for logging in or
when performing certain transactions.

If second-factor authentication isrequired at login, atoken is generated and
sent to users by SM S message after the user name and password have been
verified. Upon receipt of the message, the user enters the token in the
appropriate field to access the mBanking 365 system.

Financia institutions can a so require second-factor authentication for specific
transaction requests, such as atransfer exceeding a certain amount. If the
transaction requires second-factor authentication, atoken isgenerated and sent
by SMSto the user’s mobile device. The user must enter thistoken to compl ete
the transaction. Second-factor authentication can be required even if the user
has aready provided credentials and a second-factor token at login.

Out-of-band authentication

The out-of-band authentication mechanism is used to securely authenticate
user requests originating from the SM S channel. Out-of-band authentication
returns aunique URL through a process called WAP push. Users must activate
the URL to complete the authentication process.

Some mobile devices support true WAP push and others do not. If true WAP
push is supported, the message automatically loads the authentication URL in
the mobile browser. If true WAP push is not supported, an SM 'S message
containing the authentication URL is sent to the user, who must then manually
activate the mobile browser to enter the URL.

6 Sybase mBanking 365



CHAPTER 1 Features and Functionality

Inline password protection

Inline password protection adds alayer of security to SMS transactions. SMS
commands are supplied with authentication parameters, such asauser ID and
password, to allow you to set inline password protection. Configuring a
command to require auser 1D and password ensures that the command cannot
execute without valid credentials.

If you configure acommand’s authenti cation parameters as optional and a user
sends a command without providing a user ID and password, the security
manager still satisfies the requirements of the configured command security
level. For example, if the command is sent in a session that is not already
validated, the security manager performs out-of-band authentication.

Service packages and entitlements

You can control access to mBanking by setting entitlements on service
packages for mBanking channels, features, and al erts, and assigning mBanking
users to these service packages.

Internationalization

Feature Guide

Sybase mBanking 365 isinitially localized for U.S. English, but provides full
internationalization support, allowing you to localize mBanking 365 based on
date format, time zone, country, language, currency, and so on. Localization is
performed as part of standard configuration and does not require advanced
customization.

mBanking 365 al so supports multicurrency transactions. For bill payments, the
amount is remitted in the currency of the payee. For transfers, the amount is
remitted in the currency of the originating, or source, account.

Commands sent through SM S are answered in the language specified during
the mBanking 365 registration process. Browser mBanking requests are
returned in the default language of the browser being used, or, if enabled, a
language the user selects prior to login.



Integration with back-end systems

Integration with back-end systems

The mBanking connector, provided with mBanking 365, provides asingle
point of integration with any banking system.The connector is required to
enable communi cation between mBanking 365 and your financial ingtitution’s
banking system.

The connector can be integrated with your financial institution’s banking
system through WebServices calls, EJB or remote method calls, or through a
Java or native library, making it deployable in any banking environment.

Customization and configuration

Sybase mBanking 365 offers many customizabl e featuresto provide additional
flexibility for your bank’s needs:

SMS channel command language — financial institutions can change the
commandsfor performing actions, such as reguesting an account balance,
to any desired custom command. mBanking 365 includes alist of default
commands you can add to, restrict, or revise.

Security details — such as second-factor authentication for individual
actions.

Custom alerts — sent to customers as certain events occur within the
electronic banking solution.

Thembanking.xml file—customize theinteraction between mBanking 365
and backend banking systems, aswell as the interactions between the
mBanking server and the mBanking channel client.

Sybase mBanking 365



CHAPTER 2

Architecture and Technology

This chapter provides an architectural overview of Sybase mBanking 365
and describes the supporting applications, functions, and databases that
form the foundation of mBanking 365.

Topic Page
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Architectural overview
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Sybase mBanking 365 is a mobile banking solution for users to manage
specific banking functions using their mobile devices.

The mBanking channel manager connects mobile users to financial
ingtitutions’ banking systems through multiple channels, including SMS,
wireless application protocol (WAP), and the smart client application.

The security manager provides security to all channels through device
authentication, user authentication, and command authorization.

«  Deviceauthentication ensuresthat aspecific deviceisregistered with
mBanking 365.

e User authentication requires users to provide authentication
credentials, such asauser name and password, to verify user identity.

e Command authorization, configured on a per-command basis,
enables the definition of multiple security roles including device
authentication, user authentication, and reauthentication.



Licensed modules

Each SM'S command has its own security roles. For example, the SMS
command for obtaining a balance may be assigned the device authentication
role. When a user issues this command, the security manager authenticatesthe
device before allowing the command to execute. If acommand has re-
authentication asits role, the security manager authenticates both the device
and the user, even if auser session already exists.

While device and user authentication remain valid for the entire user session,
you can configure each command individually with specific security rolesthat
are performed each time the command is invoked.

The customizable mBanking connector providesasingleintegration point with
any banking system. The connector consists of two functional parts, the
common connector APl and the connector plug-in. The common connector
API defines the interface to the banking system and the services it provides.
The connector plug-in lets you add specific implementations of the common
connector APl to the banking system.

Licensed modules

mBanking 365 includes three modules, each of which is licensed separately—
the Messaging module, the mBanking module, and the Operational module.

Messaging module

10

The Messaging module supports reports and outbound message transmissions
using messaging aggregators. It includes:

e SMSsending —receives SM'S messages from your back-end banking
solution and forwards them to the mobile network to be sent to users.

» Auditing —tracks and logs events and messages as they are processed by
the mBanking server. Messages are categorized according to channel,
transaction type, state of the message, and so on.

*  Outbound message alerts— enablesfinancial institutionsto send two types
of aerts: scheduled alerts that run daily, and event-based alerts triggered
by preset alert criteria.

Sybase mBanking 365
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mBanking module

The mBanking module includes:

Operational module

Banking features — users can access Account Balance, Bill Payment,
Funds Transfer, and Mini Statements.

Two-way SMS—users can register their mobile deviceswith mBanking to
access banking features through SMS. They can a so receive SMS derts
from your financial institution.

Out-of-band authentication — authenticates user requests by providing a
unique URL the user must activate to continue the process that
authentication was attached to.

Rich client support — enables customers to execute and view transactions
on their mobile devices by connecting the mobile devicesto the mBanking
server.

Profile management module — enables customers to manage customer
profiles, register their devices, and configure their alert preferences.

The mBanking operational module enables financial institution employees to
monitor and manage mBanking tasksincluding case management, entitlement
management, and so on. The operational modul e includes:

Feature Guide

Customer care — set up new or existing customers with mBanking 365
functionality, reset, or lock an mBanking account.

Service packages and entitlements — create service packages and control
access to mBanking by setting entitlements on service packages and
assigning mBanking users to these service packages.

11



Mobile network

Mobile network

Sybase mBanking 365 is designed to be used with the Sybase 365 Mobile
Network, which provides you with SMS connectivity to customers through
over 700 carriers worldwide. While you can choose to use a different mobile
network, doing so requires you to develop custom message adapters to match
the specifications of the other network, as well as negotiate usage terms with
celular carriers.

mBanking services

12

Sybase mBanking 365 uses several services to perform tasks. Some of these
services, such asthe I 18N Internationalization Service, are shared between the
different channels that mBanking uses to communicate with end users. Others,
such asthe SMS receiver service, are designed for one specific channel. You
can configure services through an XML configuration file within Sybase
mBanking 365.

Sybase mBanking 365
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